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5. Report

5.1 Proposed Executive Summary

Information systems (IS) is an organized combination of people, hardware,
software, procedure and data that collects, transforms, and disseminates data
and or information in an organization. Information security is where organizations
data and information is open from disclose and or modify by unauthorized user.
Accordingly, various models have been proposed to evaluate the relationship

between information systems resources and information security. HOW@VEI, this

paper attempts to provide a conceptual understanding on the effect of mediating
factors on information security. The proposed model extends asserts of a firm’s
IS resources are relatgd to the level of information security developed by Chan

and Wang (2010). This study will adopt a single method which is the surveg
method among MSC status companies located in Klang Valley and Cyberjayay
The study is expected to contribute to the body of knowledge form three

perspectives namely empirical evidence, theoretical based frameworks and
development of instrument measuring the relationship between information

systems resources and information security and its corresponding determinants.
The developed theoretical framework provides opportunity of other information
security researcher to investigate the relationship between information systems
resources and information security and its corresponding antecedents in diverse
information security settings. The developed instrument can be used by
information security practitioners to measure the level of the relationship between
information systems resources and information security in their companies.


file:///nsVrurr/en/

5.3 Introduction

Over the last decades, studies on Information Systems Resources and Information
Security have been very rigorous among information systems (IS) researchers and
scholars. Generally, previous studies have defined and identified Information
Systems Resource as either a single entity of a composite entities made of several
components. According to Chang and Wang (2010), Information Systems Resources
can be divided into three categories which are information technology resources (ITR)
(e.g., information systems expertise and skills), relationship resources (RR) (e.g.,
collaboration with other functional units) and IS infrastructure resources (lIS) (e.g.,
collection of IT assets). Ross et al. (1996) however, divided Information Systems
Resources into three IT assets which are human assets (e.g., hardware and software
skills, business understanding, operation-solving orientation), technology assets (e.g.,
IT hardware assets, hardware and software platforms, databases, architectures,
standards) and relationship assets (e.g., collaboration with other divisions or
functional units, internal and external client relationships, share holders, shared risk
and responsibility).

Mining the literature unveiled that there are many studies that have been done to
investigate the relationship between Information Systems Resources and information
securities within organizations. Gerber et al. (2001) described Information Security is
a cycle which involves securing and controlling data and or information from any
editing, changes, deleting or viewing activities by protecting and also controlling those
data and or information from unauthorized personnel across department in an
organization. . Among the various studies that have explored the connection between
information systems resources and information systems securities are Ross et al.
(1996); Byrd et al. (2004); Ravichandran & Lertwongsatien (2005); Flowerday & von
Solms (2005); Chang & Ho (2006); Livari & Huisman (2007) Paschke et al., (2008);
and Chang & Wang (2010). All of these studies have apparently developed models or
framework that illustrates the connection or relationship between Information Systems
Resources and Information Security.
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