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ABSTRACT

QUANTIFYING IMPACT OF CYBER ACTIONS ON MISSIONS OR BUSINESS
PROCESSES: A MULTILAYER PROPAGATIVE APPROACH

Unal Tatar

Old Dominion University, 2019
Director: Dr. Adrian Gheorghe

Ensuring the security of cyberspace is one of the most significant challenges of the modern
world because of its complexity. As the cyber environment is getting more integrated with the real
world, the direct impact of cybersecurity problems on actual business frequently occur. Therefore,
operational and strategic decision makers in particular need to understand the cyber environment
and its potential impact on business. Cyber risk has become a top agenda item for businesses all
over the world and is listed as one of the most serious global risks with significant financial
implications for businesses.

Risk analysis is one of the primary tools used in this endeavor. Impact assessment, as an
integral part of risk analysis, tries to estimate the possible damage of a cyber threat on business. It
provides the main insight into risk prioritization as it incorporates business requirements into risk
analysis for a better balance of security and usability. Moreover, impact assessment constitutes the
main body of information flow between technical people and business leaders. Therefore, it
requires the effective synergy of technological and business aspects of cybersecurity for protection
against cyber threats.

The purpose of this research is to develop a methodology to quantify the impact of
cybersecurity events, incidents, and threats. The developed method addresses the issue of impact
quantification from an interdependent system of systems point of view. The objectives of this

research are (1) developing a gquantitative model to determine the impact propagation within a



layer of an enterprise (i.e., asset, service or business process layer); (2) developing a quantitative
model to determine the impact propagation among different layers within an enterprise; (3)
developing an approach to estimate the economic cost of a cyber incident or event.

Although there are various studies in cybersecurity risk quantification, only a few studies
focus on impact assessment at the business process layer by considering ripple effects at both the
horizontal and vertical layers. This research develops an approach that quantifies the economic
impact of cyber incidents, events and threats to business processes by considering the horizontal

and vertical interdependencies and impact propagation within and among layers.
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CHAPTER 1

1 INTRODUCTION

1.1 Overview

Ensuring the security of cyberspace is one of the biggest challenges the modern world has
been come across due to the complexity of the domain. Solutions to cybersecurity problems have
to cover all aspects of the problem domain including technical, organizational, and human aspects.
All individuals ranging from top-most strategic decision makers to ordinary computer users have
particular responsibilities that cannot be delegated to others. Thus, the risk management notion of
each individual is the most vital countermeasure to preserve cybersecurity.

As the cyber security environment is getting more integrated with the real world, the direct
impact of cybersecurity problems on real business frequently occur. Therefore, operational and
strategic decision makers in particular need to understand the cyber environment and its potential
impact on business. For instance, cyber infrastructures are heavily used in military operations.
Commanders at different rankings must have the capability to figure out the effect of cyber threats
to military operations and make decisions accordingly.

Protection against cyber threats requires a holistic approach that should cover technology,
business and human aspects of the problem domain. Impact assessment, which highly involves the
harmonization of technological findings with business requirements, is a critical analysis task that
commonly exists in risk, incident, event, or vulnerability management activities (Bahsi, Udokwu,
Tatar, & Norta, 2018).

Impact assessment, as an integral part of risk analysis, tries to estimate the possible damage
of a cyber threat on a business or mission. It provides the primary insight into risk prioritization

as it incorporates the business or mission requirements into risk analysis for a better balancing of



security and usability. Moreover, this assessment constitutes the main body of information flow
between technical people and business leaders. Therefore, it requires effective harmonization of
technological and business aspects of cybersecurity (Bahsi, et al., 2018).

To calculate the impact of cyber incidents and events in a way that a senior level decision
maker could comprehend, assessing the impact on mission or business processes is a better option
than doing it at the asset or service level. The asset layer represents the information systems, the
service layer shows the IT or business functions that can be performed by a group of assets, and
the mission layer models the ongoing mission or business processes in the target organization(s)
(Bahsi, et al., 2018).

Accurate cyber impact assessment requires considering impact propagation at horizontal
and vertical layers. The dependencies between the unit components of each layer are called
horizontal dependencies. For instance, some studies consider a task as the unit of a mission and
define the ordering requirements as horizontal dependencies at the mission layer. Vertical
dependencies link the components belonging to different layers. Jakobson (2011) proposes an
impact dependency graph as shown in Figure 1.

Although there are many studies in cybersecurity risk quantification, only a few studies
focus on mission level impact assessment by considering ripple effects at both horizontal and

vertical layers.
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Figure 1. Impact Dependency Graph (adapted from Jakobson 2011)

1.2 Definition of Key Concepts and Variables
In this section, the key concepts used in this proposal are defined. Shameli-Sendi,
Aghababaei-Barzegar, and Cheriet created a taxonomy for information security risk assessment
methods as depicted in Figure 2 (Shameli-Sendi, Aghababaei-Barzegar, & Cheriet, 2016). Since
the perspective (i.e. asset driven, service driven or business driven), resource valuation (i.e. vertical

or horizontal) and risk measurement (i.e. non-propagated or propagated) are also used in



quantification of cyber impact on missions or business processes, the definitions of these review

papers are used.

' Non-Vertical | Non-
— Qualitative — Asset-Driven — Non- — d
Horizontal 2 s
o Service- Vertical
Quantitative Driven Horizontal Propagated
| Hvbrid | | Business || Non-Vertical
y Driven Horizontal
| | Vertical
Horizontal

Figure 2. A taxonomy of Information security risk assessment approaches (Shameli-Sendi et al.,

2016)

Definition 1: Asset layer is composed of software, hardware, data and people. In the asset
driven approach, which is the most common in risk analysis, there are thousands of assets in a
medium to large organization to be analyzed and maintained on a regular basis according to various

risk scenarios (Jakobson, 2011; Shameli-Sendi et al., 2016).



Definition 2: Service layer is comprised of services that rely on assets to enable tasks and
missions. Internet connection, identity management, email and video conferencing are some of the
services that can be available in an enterprise (Jakobson, 2011). In the service-driven perspective,
“risks are identified and assessed based on their impact on the services” (Shameli-Sendi et al.,

2016).

Definition 3: Mission layer is a higher level than asset and service layers. However, it
relies on the other two layers. The mission layer is mostly used in military contexts. In the civilian
domain, the business process layer is used to refer to the mission layer. These two terms are used
interchangeably in this study (Jakobson, 2011). In the business process layer perspective, “values
are not assigned to assets, but rather to processes that are directly linked to business goals”

(Shameli-Sendi et al., 2016).

Definition 4: The vertical view is defined as *“a bottom-up view and it considers the
resources’ contribution degree of a level in the upper level” (Shameli-Sendi et al., 2016) as

illustrated in Figure 1.

Definition 5: The horizontal view (Jakobson, 2011) is used to refer to “the dependencies

between resources at the same level” ( Shameli-Sendi et al., 2016).



In a non-propagated model, it is assumed that impact is not propagated to other resources
within or among layers. In a propagated model the impact of the attack on the compromised

resource propagates to other dependent resources (Jakobson, 2011; Shameli-Sendi et al., 2016).

1.3 Purpose of the Study

The purpose of this study is to develop a methodology to quantify the impact of
cybersecurity events, incidents, and threats by considering the dependencies and propagation of
impact within and among layers of assets, services, and business processes. The study will address
the issue of impact quantification from a system of systems point of view.

The objectives of the research are as follows.

Obijective 1: Develop a quantitative model to determine the impact propagation within a
layer.

Objective 2: Develop a quantitative model to determine the impact propagation among
different layers within an enterprise.

Objective 3: Develop an approach to estimate the economic cost of a cyber incident or

event.

1.4 Research Questions
There are many studies and practical solutions to gauge the impact of a cyber incident.
However, they are not fully capable of responding to strategic level decision makers’ needs
especially in calculating the impact on business instead of an impact on targeted assets and
assigning an economic value to impact. A novel attempt will be made to improve measurement of

the impact of cyber incidents and events. The following questions are identified to frame this study.



How can the intra-dependency within a layer (i.e., asset, service, and business process) be
modeled?

How can the inter-dependency among layers (i.e., asset, service, and business process) be
modeled?

How can the propagation of impact of cyber actions be modeled?

How can the total economic impact of loss be modeled to identify an effective and

efficient risk mitigation strategy?



CHAPTER 2

LITERATURE REVIEW

The purpose of this chapter is to review, synthesize, and criticize the literature that
describes what is known regarding the impact of cyber incidents and events on missions or
business processes. The first section explains the aim of the literature review. In this section the
questions explored during the literature review are listed. The second section accounts for the
methodology used for a systematic literature review. The third section provides findings from the
literature review, particularly the knowledge gap.

Some parts of this chapter have been published in the author et.al.’s (2018) paper entitled
“Impact Assessment of Cyber Actions on Missions or Business Processes: A Systematic Literature

Review”.

2.1 Introduction to Literature Review

The impact assessment is a part of various preventive, detective and corrective cyber-
security tasks such as risk assessment, incident handling, or event monitoring. The impact of a
threat is a critical analysis item in a risk assessment. The triage phase of an incident handling
operation starts with the investigation of the damage caused by the incident. An event generated
by security monitoring systems or a finding obtained in a vulnerability analysis is subject to an
impact analysis to be adequately validated and prioritized. In this study, event, incident, and threat
are covered by the term “cyber actions.”

Various academic studies, which can be classified under topics such as situational
awareness, dynamic risk analysis, mission impact analysis or cyber battle damage assessment,
address the relationship between missions and impacts of cyber actions. In this study, the existing

body of literature is reviewed to address the following questions:



(1) Do the current studies represent mission, service and asset (information systems)
layers? If so, what models do they use?

(2) Do current studies represent the dependencies of the objects between different layers?
Do they handle the dependencies in each layer? If so, what representation methods do they utilize?

(3) What cyber actions trigger the impact assessment?

(4) Do they consider the impact of confidentiality, integrity or availability related cyber
actions?

(5) Do they assess mission capability or economic consequences?

(6) What application domains do they cover?

(7) Do they handle multiple processes of one organization?

(8) Do they bring a solution to the processes that involve multiple organizations?

(9) What automation levels do they use for the data collection?

(10) Do they conduct impact assessment during the planning or operational phase of the
missions?

(11) What validation methods do they utilize?

(12) Do current studies assess the mission capability or economic consequences?

(13) How is the Functional Dependency Network Analysis method used to model the

interdependency of systems?

Additionally, the following research questions are also addressed to deal with research
gaps: (1) What research problems should the researchers address? (2) What approaches may

provide a promising result for the identified problems?
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Franke and Brynielsson (2014) present a comprehensive review of the literature regarding
cyber situational awareness. Cherdantseva et al. (2016) review the risk assessment methods that
address SCADA systems. However, these studies do not focus on impacts and their relations to
missions in a detailed way. Kott, Ludwig and Lange (2017) analyze two studies that conduct
mission impact assessment and identify some research challenges in the field. Although it does not
include a systematic review of the literature, the discussion about the modeling of attackers and
defenders is noteworthy. This literature review is unique as it systematically reviews the relevant
literature and profoundly explores impact propagation of cyber actions between IT systems and

missions in the analyzed studies.

2.2 Method of Literature Review

The literature review is narrowed to papers that utilize the mission flows as the subject of
the impact analysis. Therefore, the studies that establish links between cyber actions and missions
and evaluate the propagation of impact and determine the consequences are included. The
identification of relevant papers was done in three steps: (a) running keyword queries on academic
databases, (b) removing irrelevant papers by manually reviewing the meta-data, (c) selecting the
appropriate ones by reading the relevant parts of the papers.

The following keywords are used: mission impact assessment, battle damage assessment,
situational awareness and risk management. As the review subject is the impact of cyber actions

on missions or business processes, the terms "cyber,” "mission," and "business™ are added to the
search queries as shown in Table 1. The term, “damage assessment” is accompanied by only
“cyber” as this term has a specific meaning that does not further clarification. A query is run

through all the publications in the IEEE Xplore and journal papers in the SCOPUS databases.

Additionally, all the papers published in “Proceedings of the NATO 1ST128 Workshop Assessing
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Mission Impact of Cyberattacks” are included since the scope of the workshop exactly resonates
with this review’s subject.

The column of Table 1 called “search result” gives the number of publications identified
by the queries that are applied to only metadata such as abstract, title and keywords. After
collecting the papers, the abstract of each paper is examined to understand whether it is relevant
for further analysis. The column called "manual review result” gives the number of papers obtained
after this filtering study. Search queries yielded 773 papers, and the manual reviews of metadata
decreased it to 133. The removal of duplications resulted in a set of 76. After scrutinizing all these
papers and eliminating those that do not fit the outlined criteria, 22 studies remained for detailed
analysis. If one author or the same research team published a more mature paper as a continuation

of their previous work, then it is also covered in the analysis.

Table 1. Results of Queries in IEEE Xplore and SCOPUS

Search Query IEEE )_(pl(_)re (all SCOPUS (only journal
publications) papers)
Manual Manual
Search Metadata Search Metadata
Result Review Result Review
Result Result
"cyber" + "impact” + "mission" 60 30 10 5
"cyber" + "impact" + "business" 98 16 114 6
"cyber" + "damage assessment” 38 10 4 2
"cyber" + "SI:[Iuajuo.naIuawareness" + 18 9 8 1
mission
"cyber" + "SItuatl'onaI awareness” + o5 6 7 5
"business™
"cyber" + "risk" + "mission" 51 20 15 3
"cyber" + "risk" + "business" 157 16 168 4
Total Number 447 107 326 26




12

Some studies introduce impact assessment based on the value of information- and system
assets. If a study does not derive those values by considering the mission, or relevant factors, then
it is assumed that the study does not provide a link between cyber actions and missions; thus, it is
not included in the analysis. The studies regarding the security of cyber-physical systems that
investigate the interactions between cyber- and physical components are reviewed and then the
impacts on physical components are related to failures in business functions. Some of the papers
quantify the impact of cyber actions in economic terms such as monetary loss without a systematic
analysis of business flows. They are also analyzed since the loss is somehow related to the
missions.

Table 2 gives the analysis items that are used in this study. A set of categorical values is
determined for each item. After reviewing each paper, the relevant value that mostly describes the
contribution is selected.

Definition 6: Cyber actions can be a threat, incident or event.

Definition 7: If the expression of the action primarily includes attack vector terms, it is
classified as a threat.

Definition 8: Incident means that the object of impact assessment is a case that most likely
ends up with cybersecurity damage.

Definition 9: The event category is assigned to the studies that process the security events
generated by monitoring systems or vulnerability scanners. The application domain gives

information about the type of organization from which the case studies or examples are selected.
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The impact of cyber actions on information system assets is assessed according to the
security properties, confidentiality, integrity, and availability whereas the impact on missions is
classified by using two categories, mission capability and economic.

Definition 10: Confidentiality is “preserving authorized restrictions on information
access and disclosure, including means for protecting personal privacy and proprietary
information” (NIST SP 800-122).

Definition 11: Integrity is “the security objective that generates the requirement for
protection against either intentional or accidental attempts to violate data integrity (the property
that data has not been altered in an unauthorized manner) or system integrity (the quality that a
system has when it performs its intended function in an unimpaired manner, free from
unauthorized manipulation)” (NIST SP 800-33).

Definition 12: Awvailability is “ensuring timely and reliable access to and use of
information. Note: Mission/business resiliency objectives extend the concept of availability to
refer to a point-in-time availability (i.e., the system, component, or device is usable when needed)
and the continuity of availability (i.e., the system, component, or device remains usable for the
duration of the time it is needed)” (NIST SP 800-160).

Definition 13: Mission capability refers to restrictions imposed on mission resources or
outputs due to the occurrence of cyber actions.

Definition 14: Economic impact category labels the studies that measure the
consequences according to monetary losses. Assessment layers provide the main framework for
the formulation and modeling of impact propagation from the information system assets to
missions. The asset layer represents the information systems, the service layer shows the IT or

business functions that can be performed by a group of assets, and the mission layer models the
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ongoing mission or business processes in target organization(s). The dependencies between the
unit components of each layer are called horizontal. For instance, some studies consider a task as
the unit of a mission and define the ordering requirements as horizontal dependencies at the
mission layer. Vertical dependencies link the components belonging to different layers. Jakobson
(2011) proposes an impact dependency graph as shown in Figure 1. This structure is chosen as a
reference framework for the evaluation of assessment layers and horizontal/vertical dependencies
as it provides a comprehensive view for layers and their dependencies and additionally includes
the service layer that may act as a significant facilitator for covering complex IT systems and a

multitude of missions belonging to one or more organizations.

Table 2. Analysis Items

Analysis Items Categorical Values

Cyber Actions Threat, Incident, Event

Application Domain Military, Enterprise, Cyber-physical Systems,
Cloud Computing

Impact on Mission Mission Capability, Economic Impact

Impact  on Information | Confidentiality, Integrity, and Availability
System Assets

Assessment Layers Mission, Service, Asset

Dependency Horizontal, Vertical

Number of Processes Multiple, One

Number of Organizations Multiple, One

Data Collection Partially Automatic, Manual

Phase of the Mission Planning, Operational

Method of the Study No Validation, Simulation, Case Study,

Deployment to a Test/Live Environment

The number of organizations and processes handled in the case studies, examples or
experiments are also examined. The data collection method is classified as manual if it relies

entirely on the extraction of expert knowledge without the help of any automation means. The
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method is considered partially automatic when it employs the combination of human intervention
and automatic procedures. If the proposed solution operates with the data collected in a real-time,
or near real-time manner, then the phase of the mission is acknowledged as operational, otherwise
planning. The method of the study is classified as no validation if it does not give any form of
validation. Otherwise, it is labeled as a simulation, case study or deployment to a test/live

environment.

2.3 Results of Analysis
2.3.1 General Results from the Analysis
45% of the studies occur in the military, 45% in the cyber-physical systems and 9% in the
enterprise domain. Main cyber action in 41% is event, 32% threat, and 27% incident. All the papers
consider the impact on mission capability to some extent. Only 27% also deal with the economic
impact. At the asset layer, availability is the most prevalent impact type at a rate of 82%. The ratios
of studies that consider integrity and confidentiality are 68% and 59% respectively. Three studies
do not provide precise information about these impact types at all, and one study deals with only
integrity attacks. All of the remaining ones address the availability, which shows the most common

focus of impact assessment studies. The general overview of the findings are given in Table 3.

2.3.2 Method of Study
50% of the studies employ manual methods that depend on the elicitation of expert
knowledge for the identification of dependencies and cyber actions. In the remaining studies,
which use partially automated means, the detection of cyber action relies on automatized systems.
Extraction of the dependencies, however, is left to manual methods. Thus, practical deployment

of such frameworks is not feasible in medium- or large-sized organizations. All studies deal with
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missions that belong to only one organization. Though frameworks of most studies handle more
than one mission, they do not thoroughly examine the feasibility of the proposed methods in
settings having various missions, and Edell (2015) uses a reference architecture with a functional
layer that connects asset and business process layers. Garvey and Patel (2014) utilize mission trees,
which include the mission elements and main mission functions. Wu, Kang, and Li (2015) describe
the impact on assets with some types of damages that are not systematically derived from business
processes. Thus, they lack a mission layer but have a service layer. Cam and Mouallem (2013)
employ an ordered binary decision diagram for the availability evaluation of services given by the
status of assets. Terminal nodes represent the level of mission assurance. Kanoun, Papillon and
Dubus (2015) map the terminal node of each attack path to a detrimental event that includes the
definition of a security violation in an IT service. As it does not provide a further link with the

business process, it is concluded that this study has a service layer but not a business process layer.

2.3.3 Method of Validation

The most frequently preferred validation method is case study, which is 41% although the
degree of rigorousness varies significantly. 27% employ simulation whereas 23% demonstrated
their contribution at test or live environments and 9% do not provide any validation. 27% of the
studies can be applied in operational settings as they obtain real- or near real-time event data. The
remaining ones contribute to the planning phase due to the more static nature of the data sources.
In this analysis, besides the system monitoring data, vulnerabilities identified during the
vulnerability management processes are also categorized as an event. However, as vulnerability
identification tasks do not generate continuous real or near real-time data, the mission phase of a

study is classified as planning if it only handles vulnerabilities.
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2.3.4 Representation of Layers in Impact Assessment

There are three layers in an enterprise to assess the impact of cyber actions. These layers
are asset layer, service layer and mission layer (Jakobson, 2011; Shameli-Sendi et al., 2016)

Mission (a.k.a. Business Process)Layer: 91% of the studies establish a mission layer to
represent the ongoing mission or business process. A task that may have dependency with other
tasks constitutes the unit in this layer. A control-flow idea provides the ordering of tasks, which
also forms the primary building block of horizontal dependencies. Choobineh, Anderson and
Grimaila (2012), Creese et al. (2013), Musman and Temin (2015), Angelini and Santucci (2015),
and Noel at al. (2015) use Business Process Modeling Notation (BPMN) which has constructs for
the representation of these dependencies. Granadillo et al. (2016) utilize a probabilistic graphical
model, which defines business function nodes and maps them to the business process nodes.
However, this model does not reflect the timing and workflow requirements. Shaw (2003) models
the workflow of the mission layer as a discrete event system. Some studies that contribute to the
cyber-physical domain evaluate the impact of the cyber action using reliability models which also
include the representation of physical components (Lemay, Fernandez and Knight 2014; Xiang,
Wang and Zhang 2014; Giani et al. 2012; Lange, Krotofil and Méller 2015). As business processes
are incorporated into the models, these studies are considered to have a mission layer.

Service Layer: 41% of the studies have a service layer in their frameworks. Lei (2015) and
Heinbockel, Kertzner, and McQuaid (2010) explicitly define such a layer that establishes links
between asset and mission layers. Other studies illustrate a business/mission function layer that
maps assets to function-based categories then to missions. LaVallee, Fix, and Edell (2015) use a
reference architecture that has a functional layer that connects asset and business process layers.

Garvey and Patel (2014) utilize mission trees, which include the mission elements and main
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mission functions. Wu, Kang, and Li (2015) describe the impact on assets with some types of
damages, which are not systematically derived from business processes. Thus, it lacks a mission
layer but has a service layer. Cam and Mouallem (2013) employ an ordered binary decision
diagram for the availability evaluation of services given by the status of assets. Terminal nodes
represent the level of mission assurance. Kanoun, Papillon and Dubus (2015) map the terminal
node of each attack path to a detrimental event that includes the definition of a security violation
in an IT service. As it does not provide a further link with the business process, this study has a
service layer but not a business process layer.

Asset Layer: All studies except one included an asset layer. Most of the studies utilize
network topology as the representation method for this layer whereas some studies employ models
such as attack graphs, which also include the topology information in their formalism (Jajodia et
al. 2011; Wu, Kang and Li 2015; Kanoun, Papillon and Dubus 2015; Llans6 and Klatt 2014; Noel
et al. 2015). Although network connections given in the topology represent the horizontal
dependencies, it is important to note that they may help to understand the propagation of the attack
but not the impact. Even the attack graph modeling, which is interested in finding the dependencies
between vulnerabilities of hosts to identify the attack paths, does not provide an instrument for
assessing the impact propagation. In a typical attack scenario, perpetuators infiltrate into the target
system, do lateral movements, reach the main target system asset or data and commit the final
action such as exfiltration, deletion or modification of the data. The existing horizontal
dependencies in the analyzed studies enable us to track and evaluate the possible movements of an
attacker until the final act. However, they do not include any data and functional dependency
representations, which are required for the impact assessment of the final action and its

consequences on other parts of the system. Therefore, they may contribute to the assessment of
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the threat but not the impact. Studies in the cyber-physical domain use network topologies that
also show the functional dependencies between cyber and physical components that enable the
tracing of impact propagation from cyber to physical space (Xiang, Wang and Zhang 2014). Cam
and Mouallem (2013) determine the security status of assets by using Time Petri Net models. Shaw
(2003) and Choobineh, Anderson and Grimaila (2012) simply handle this layer by a list of cyber-

assets. Jakobson (2011) and Lei (2015) utilize graph-based notations.

2.3.5 Representation of Dependencies Impact Propagation
While assessing the impact of cyber actions two types of dependencies could be
considered. Vertical view refers to the dependencies between resources of different layers, while
the horizontal view refers to the dependencies between resources at the same layer (Shemali-Sendi

et al., 2016) (Figure 3).
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