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Abstract

For today’s enterprises, information technology (IT) evolved into a key success fac-
tor affecting nearly all areas of value chains. As a consequence, identity and access
management (IAM) is established for centralized and structured management of digital
identities together with their access to internal assets. During this effort, a centralized
management platform is created, which serves as middle-ware among available software
systems and human resource applications, thereby creating a unified view and enabling
business-oriented management. This enables the implementation of an according level of
IT-security, business process automation and the alignment to external compliance require-
ments. However, as I'T-infrastructures evolve over time, thereby leading to continuous
changes and varying demands, these developments need to be addressed within IAM in a
constant manner. As IAM is designed as a cross-cutting topic between business and IT ,
business requirements such as restructurings need to be realized likewise. Additionally,
more and more legal requirements are set in place by external authorities which affect
the way digital information are to be managed. Bringing together requirements of these
different stakeholders in a comprehensive way imposes high complexity for enterprises,
thereby leading to high administrational effort. This leads to a situation where enterprises
are in need to constantly evaluate and adapt their implemented IAM strategy and exe-
cution. Thus the dissertation at hand is devoted to provide means of aligning IAM to a
more sustainable way of operation. Within information systems research, sustainability
comprises the ability to meet the needs of today without hindering future developments.
To achieve this, the two concepts IAM measurement and IAM policies are leveraged.
Firstly, IAM measurement enables enterprises to achieve detailed information concerning
the state of an IAM infrastructure. Secondly, this effort is fostered to shift IAM to a more
dynamic way of operation and provide suitable recommendations concerning how to
adjust different aspects of IAM in a long-term manner. During the research process, the
presented approaches have been evaluated within real-world scenarios to outline their

relevance and demonstrate practical applicability.
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1. INTRODUCTION 3

1 Introduction

With the start of the digital revolution [[Sch17], information technology (IT) eventually
became an essential element of organizations. Initially, computer systems have been
operated in an isolated way, with data having been transmitted using physical mediums
such as the floppy disc. Managing such I'T-systems represented a mainly technical
task, as computers were geographically static, not continuously connected to other IT-
systems and thereby not substantially mission-critical for enterprises yet [Sim73]. Rising
computational power, the development of enterprise networks and the internet changed the
way information technology has been addressed. This allowed decentralized data storage
and distributed processing by different users. Although providing various advantages and
opportunities, enterprises have been confronted with the task of managing access to these
resources in order to retain a sufficient level of IT-security.

While medium to large-sized companies started to tackle this topic either by im-
plementing custom applications to handle recurring tasks or by investing an increasing
amount of manual effort, vendors started to implement standardized products to enable
structured identity and access management (IAM). This was necessary due to the develop-
ment of the so called identity chaos [EP10]]. As applications were designed without taking
the administration of identities and access as primary factor into account, these are now
considered identity silos, where each application managed user accounts independently.
As a result, enterprises found themselves in a situation where it was extremely hard
to identify who had access to which resources together with recognizing ownerships
of accounts spread among various applications. Providing access was executed in a
semi-structured manner, thereby leading to an inestimable proliferation of independent
identities across the IT-infrastructure [FP10]. Additionally, employees accumulated ac-
cess privileges over time, as no structured means were established to withdraw access
privilege assignments e.g. while moving an employee to a new organizational unit. As
a result, IAM was designed to implement a structured identity lifecycle. This includes
the creation of a digital identity in case of a new employee joining the enterprise, mover
processes to reassign employees to another department or function and the deletion of the
digital identity in case of dropout. Yet, early IAM implementations focused mainly on
technical demands, which did not recognize the need of collaborating with business users,

who embody necessary knowledge to meet suitable decisions.

1.1 TAM Architecture

As enterprises employ potentially thousands of people, it is nearly impossible for IT-
staff to know the exact field of activity of each person, together with knowing which
applications he needs to access in which way. Due to the IT-centered administration effort,
amongst other things, different security incidents occurred such as insider misuse, which
resulted in the establishment of regulatory compliance requirements like the Sarbanes-
Oxley Act (SOX) [[Uni02]. Additionally, further compliance requirements have been set
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1. INTRODUCTION 4

in place within different scopes. For the banking sector, the "minimum requirements for
risk management" (MaRisk) [Fin12] and Basel III [Bas11]] have been established, while
within europe the "europe’s general data protection regulation" (GDPR) [VB17] was set in
place, together with complementary general guidelines such as ISO 27001 [Watl13]]. This
led to additional demands for IAM like the implementation of ownerships where each
managed entity (e.g. access privileges or user accounts) must be managed by a designated
employee. Additionally, the periodic re-certification of access privilege assignments
to address over-privileged users and comprehensive external audits of access became
mandatory requirements. This enforced the development of IAM as a data governance
platform on the one hand and as a business-centered and company-wide management
factor on the other hand. To achieve this goal, IAM architectures utilize different building

blocks to integrate technology and business as depicted in Figure [T]

‘ platforms ‘ ] applications ‘

‘ databases ‘ ’ other resources ‘

User Management

Administration
Access Management [ -
Delegation ~ Self-Service
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Figure 1: IAM building blocks [FPO7]

The main components of IAM infrastructures include access management, user
management, provisioning, auditing and data storage. Meta- or virtual directories enable
a centralized view over distributed identity data and thereby enable integrated management
of these data. Access management includes the management of the implemented access
control model. During this task, technical access privileges are abstracted in order to
support business-friendly management and maintenance. Additionally, building blocks
such as single-sign-on and credential management provide means of lowering manual
effort for the IT staff as well as for business departments, thereby clearly reducing costs.
For example, a recent study showed that password reset costs may reach about one million

dollars [MC18] within large enterprises. User management is devoted to implement
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1. INTRODUCTION 5

according processes to manage the identity lifecycle and provide a user-friendly interface
to enable user self-service. These management efforts need to enforced within connected
resources such as applications or cloud services. For this task, automated provisioning is
used, which transmits and translates changes of identity data to other applications. On top
of this foundation, additional concepts like IAM governance, privileged user management
or identity federations can be implemented.

Due to its central role and various functionalities within corporations, IAM repre-
sents a key-success factor when it comes to managing a distributed, proprietary and
heterogeneous IT infrastructure. This enables enterprises to shift from monolithic ap-
plication management to a service-oriented I'T-environment by integrating applications,
custom-developed applications and historically required software systems. Thereby the
foundation is created to implement a required level of I'T-security for protecting internal

assets from external attacks and insider misuse.

1.2 TAM Maturity

Keeping operations, strategy, concepts and technologies constantly aligned to these in-
ternal and external demands represents a challenging and complex task. Taking into
consideration that each assigned access privilege may impose a crucial risk (as erroneous
assignments may for example lead to unauthorized flow of information or data corruption),
management must be conducted in a careful way, which requires company-wide collabo-
ration of domain experts. This becomes even more important as the increasing trend of
pushing IT to a high level of dynamics, flexibility and integration results in enterprises
being forced to constantly evaluate, rethink and adapt IAM processes and technology.
Recent trends like lean value chains, tight cooperation with suppliers, multi-tenancy cloud
access management, the integration of customer identities or industry 4.0 amplify this
development, thereby pushing companies to continuously adapt their IAM strategy to
meet occurring demands. In order to handle this complexity, enterprises continue to
evolve the maturity level of their IAM as depicted in Figure 2] Windley et al. [Win05]]

differentiate between the following IAM maturity levels:

o Ad hoc: IAM infrastructure is designed ad hoc with hardly any structured processes

available.

e Focused: structured processes have been implemented for a limited number of

activities.

e Standardized: Enterprise-wide policies and processes are established together with

a suitable IAM infrastructure.

o [ntegrated: Mature processes and policies are put into place with a high degree of

automation.

The given classification focuses on how well current requirements may be managed,

yet does not take into consideration to which degree the currently established IAM is
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1. INTRODUCTION 6

capable of being adapted to varying future environments in a sustainable way. Applied
to IAM, sustainability may be defined as "meeting the needs of the present without
comprising the ability of future organizational development to meet their needs" [Kee88|.
Taking into consideration how fast IAM is evolving together with the relevance for
today’s enterprises, this dissertation is devoted to close this gap by providing means for
sustainable IAM. This is achieved by integrating operational and strategical IAM, in
order to identify mutual dependencies and thereby provide suitable measurement and

management methodologies.

Sustainable

Integrated 41
Focused 4‘[
Standardized 4I
Ad Hoc 41

Figure 2: Extended IAM maturity levels based on [Win05]]

1.3 TAM Strategy and Operation

In general, strategy is devoted to setting goals together with actions to achieve these goals,
while taking limited resources and environmental factors into consideration [Frel5].
Within IAM, these goals are a set of defined business goals. Based on research and
practice, these include risk management, cost reduction, compliance, IT governance,
data and process quality and business facilitation [Win05, MBPS10, Osm13]]. Limited
resources may be understood as a given amount of human resources (working staff)
together with limited economical investment options of an enterprise. Environmental
factors concern different fields of relation regarding organizational as well as technical
concerns. Different stakeholders such as management, users or external authorities
[WYSS09] express different demands concerning what is to be achieved by IAM. IT-
environments of enterprises comprise both, internally used software systems as well as
external services and products. Additionally, organizational structures may change over
time, e.g. due to carve-ins, carve-outs or due to restructurings. Strategical IAM needs to
take these different factors into consideration in order to define a suitable high-level line
of approach which needs to be constantly evaluated and potentially refined in order to
continuously meet organizational and technical demands.

While strategy is devoted to long-term goals, "operations is the activity of managing
the resources and processes that produce and deliver goods and services" [SL02]. In other
terms, it is focused around the "input-transformation-output” model of operations [SLO2].
Within IAM, "input" references different interactions in an organizational or technical

manner. From an organizational point of view, employee actions (e.g. joining the enter-
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1. INTRODUCTION 7

prise, changing department or accessing I'T-systems) need to be addressed, while technical
events occur during the interaction with IT-systems (e.g. reconciliations [WYSSQ9] or the
connection of additional applications). The "transformation" is based on strategical IAM
decisions of the enterprise. Depending on the defined technologies (e.g. single-sign-on),
paradigms (e.g. compliance) and process models (e.g. joiner / mover processes), certain
actions are executed. The "output" itself is aligned to different IAM business goals that
are are commonly strived for, such as the implementation of compliance requirements
or facilitation of business operations. Consequently, strategical and operational IAM
strongly influence each other. On the one hand, operations implements strategical de-
cisions, yet the applicability is strongly dependent on the overall architecture together
with the availability of resources. Strategical IAM, on the other hand, needs to take the
current implementation state into consideration and needs to align the long-term roadmap
accordingly.

Consequently, sustainable IAM as further evolved maturity level requires an integrated
approach regarding these two dimensions. Within the context of this dissertation, sustain-
able IAM aims at the integration of recommendation mechanisms into IAM processes
and components in order to improve user and authorization management on a strategical
as well as an operational level. The recommendation mechanisms aim at supporting
contemporary decision-making and ease the adaption to varying environments while
retaining the flexibility to meet future IT and business-related demands. For this purpose,
strategical information and operational data are utilized and evaluated as a foundation
to adjust enterprises’ IAM. While continuous adaption enables IAM to stay aligned to
requirements, a limited number of resources needs to be taken into consideration. In order
to enable the implementation within a feasible framework, an additional pillar of this
dissertation is dynamic IAM. On the one hand, this includes the integration of dynamic
concepts into strategical management. On the other hand, shifting operational implemen-
tations to a more dynamic foundation allows IAM to semi-automatically adapt to changes.
Thereby the focus lies on adjusting and extending existing concepts to enterprises’ needs,
which enables the infrastructure to respond to sustainable IAM recommendations. A

conceptual overview is depicted at Figure

Strategical IAM

Dynamic IAM Sustainable IAM

Policies Indicators Policies Indicators

Operational IAM

Figure 3: Conceptual overview of the dissertation

In order to achieve sustainable IAM, the dissertation at hand leverages two concepts.

Based on the concept "you can’t control what you can’t measure" [[Gil88]], IAM indicators
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2. RESEARCH QUESTIONS 8

are used to improve the general measurement and evaluation of current IAM implemen-
tation and strategy. These indicators are designed to be flexibly aligned to enterprises’
needs and therefore represent potentially complex coherencies as understandable values.
Secondly, IAM recommendation functionality is provided based on these IAM indicators
together with policies as an additional decision foundation. Such policies may either
be strictly enforced (e.g. in form of compliance policies) or be implicitly implemented,
thereby providing guidelines concerning the commonly implemented mode of operation
(e.g. by depicting standard access privilege assignments recommended to users). Conse-
quently, the dissertation at hand is devoted to establish a structured connection between

the management of IAM strategy together with the execution of operational IAM.

2 Research Questions

In recent years, enterprises gained a thorough understanding concerning what goals are to
be achieved by utilizing IAM. Yet the topic’s complexity encumbers constant effort which
may lead to its potential laying fallow. Consequently, sustainable long-term development
represents a task, which needs to be reflected throughout planning and executing of
IAM in order to reduce this complexity and allow a long-term oriented and dynamic
execution. During our research, we identified different unanswered research questions
targeting operational and strategical IAM. This dissertation essentially aims at answering
the following research question:

RQ: How can operational and strategical IAM be integrated to achieve sustainable
IAM and how can this development be supported by dynamic IAM?

The dissertation is built upon the need for an integrated approach of the given dimen-
sions strategy and operation. While continuous feedback and adjustments are necessary
to keep IAM aligned to various requirements, this must not constantly provide additional
effort for enterprises. This might otherwise lead to a situation where the given approach
may not be addressed in a suitable manner due to a prioritization of short-term issues,
leaving out long-term goals. By adjusting existing means of dynamic IAM to enterprises’
demands, these are leveraged to enable more effective adaption to changing requirements.
The research question is divided into five separate sub-questions. As a starting point,
the current state of IAM within practice needs to be derived in order to establish a solid
knowledge foundation. After this effort, the topics sustainable and dynamic IAM are ap-
proached, starting from operational IAM and consequently advancing to a comprehensive
approach also including of strategical IAM.

RQ 1 - Strategical IAM: Whar strategical IAM goals are currently pursued by
enterprises and how are these handled?

Within the past, enterprise IAM developed from decentralized managing internal em-
ployees and IT-resources to a fully integrated governance and business-oriented platform,
which manages internal systems, external (cloud) systems, customers and supply chains.
This trend resulted not only in new and extended use cases for IJAM application but also in

a need for constant improvement of performance and functionalities. As a consequence,
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2. RESEARCH QUESTIONS 9

enterprises are in need to prioritize different aspects of their IAM to fulfill contemporary
requirements and thereby facilitate business demands. Several research publications have
been devoted to present different applicable technologies (e.g. [Win05, IAA11], process
models [Osm13]] or economical investment factors [Roy13, IMBPS10]) to support this
trend. While implementing an according strategy needs to take a lot of different [AM
goals and environmental factors into consideration, research currently lacks information
concerning IAM goal relevancy in which way these are currently addressed. By develop-
ing a structured set of possible IAM goals and IAM indicators and consequently matching
these with data from medium to large sized companies, requirements for IAM strategy
are to be derived.

RQ 2 - Operational IAM (Dynamics): Which data are available within operational
IAM and how can these be used to make IAM more dynamic?

Operational management of digital identities and their access represents a labor-
intensive and error-prone task when executed based on a static foundation. This includes
topics like the static assignment of access privileges or a static set of activities which
need to be conducted as a result of organizational events. IAM administrators need to
consider various internal and external requirements during process executions, access
model management or the assignment of access privileges. While various IAM processes
are executed on a daily basis within medium to large-sized enterprises, each participating
decider needs to take all of these requirements into consideration, which represents a
hardly feasible task. As a consequence, critical access privilege assignments accumulate
over time, resulting in an increased management effort over time and a reduced IT-
security level [FPO7]. This topic has largely been acknowledged within research, as
commonly IAM is viewed as being built on the three pillars technology, processes and
policies [FP07, [Roy13]]. Within this context, policies represent the foundation to enable
compliant operation regarding internal and external requirements, thereby acting as a
countermeasure to potentially erroneous operations. Yet this concept is not leveraged to
its full potential, as policies are often only implemented in a rudimentary way and hardly
updated after being put in place. By answering the given research question, the goal is to
provide a feasible foundation of policies which may be managed in a semi-automated
way and therefore be utilized to increase dynamics of IAM together with decreasing
administrational efforts.

RQ 3 - Dynamic IAM: How can enterprises be enabled to adjust IAM in a manner
to provide a dynamic infrastructure for strategical and operational management?

Enterprise IAM utilizes different concepts and process models to manage the identity
lifecycle, which are defined during strategical planning and later implemented during
IAM operations. Commonly, each organizational IAM event requires the execution
of a structured process, e.g. obtaining approvals to assign additional access privileges
or changing workplace, which requires recurring and time-consuming business input.
Within access management, role-based access control (RBAC [SCEFY96]) developed into
the de-facto standard for managing access of digital identities within enterprises. This

concept introduces roles as intermediates, which enables shifting access management
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2. RESEARCH QUESTIONS 10

away from technical resources to the business level. Yet the static approach showed
various drawbacks like a proliferation of access privileges due to the complexity involved
within the past. In order to shift to a dynamic operation, IAM needs to be approached
in a strategical and in an operational level by emphasizing topics like data quality,
homogenization and automation. Consequently, a process model is to be introduced
which enables enterprises to shift to dynamic IAM together with providing means of
integrating this concept into IAM executions.

RQ 4 - Operational IAM (Sustainability): How can operational IAM be improved
by utilizing contextual data?

IAM data are created, updated and deleted on a daily basis to reflect changes which
occur within enterprises. These changes stem from different sources, e.g. changes within
the human resources system, administration within the IAM system or modifications
made within connected applications. Although the complexity and amount of data grows
over time, there are hardly any means available to establish measurements of quality.
Within large-sized enterprises, commonly up to millions of access privilege assignments
are assigned to thousands of employees, granting them access to various applications.
While traditional data quality concepts are already applied to IAM data (e.g. to improve
attribute quality), the evaluation of business-induced data requires additional data analysis
techniques. Taking assigned access privilege assignments as an example, the evaluation
of access model quality needs to take additional dimensions into consideration like the
context of an employee such as his department or the location and time he activates the
access privileges. By answering this research question, these contextual data can be
used in order to measure different dimensions of IAM. The results enable the creation of
recommendations to leverage ongoing IAM tasks.

RQ 5 - Sustainable IAM: How can enterprises use available contextual data to
continuously evaluate and steer IAM strategy and operations?

In general, the definition of an IAM strategy comprises the definition of organiza-
tional requirements, derivation of environmental factors, discussion with stakeholders,
identification of current gaps and the creation based on best practices [WYSSQ9]. The
implementation is executed by using different IAM concepts and technologies, for exam-
ple by setting appropriate processes in place and installing necessary technologies. Due
to the complexity of IAM, thoroughly understanding the impact of such decisions to the
overall system is a challenging task. Take the connection of an additional application of
a company to the IAM system as an example. While this enables improved centralized
management, already implemented IAM processes may not be completely suitable for the
administration of this application, e.g. due to poor attribute quality or missing knowledge.
In order to prevent decreasing attribute quality or rising manual effort (e.g. due to an
increased number of help-desk calls), this requires contemporary IAM feedback and
adjustments. Additionally, due to the volatility of today’s enterprises and their IT infras-
tructures, IAM needs to be aligned continuously. This constantly extends the application
of IAM, however this also makes it hard to evaluate the mutual impacts. By answering

this research question, we aim at providing a tool-based methodology which is designed
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3. RESEARCH METHODOLOGY 11

to provide a flexible and customizable decision support methodology, which takes future

predictions into consideration.

3 Research Methodology

Research of information systems (IS) sources historically out of the management and busi-
ness community and therefore utilizes mainly two research paradigms [VK13, OBF'11].
Firstly, behavioral science is rooted in natural science research and focuses on the devel-
opment and the evaluation of theories, which explain or predict organizational behavior
[HMPRO4]. Consequently, it is built on the analysis of social or technical data based
on the design, implementation and management of information systems. During this
process, information about the interaction among people, technology and organizations is
derived for research and practitioners [HMPRO4]. Secondly, design science is rooted in
engineering and focuses on the analysis, design, creation, management and evaluation
of innovative artifacts which support organizational and human demands [HMPRO4].
Within information system research, phenomena are artificial and can therefore be cre-
ated and studied. Although these two paradigms use different approaches, they act as
complementary forms of research and influence each other, which may be described as a
research cycle, as outlined in Figure ] Theories and knowledge of behavioral science
form the theory and knowledge basis, while design science is focused around the creation

of artifacts, which may be utilized to extend knowledge.

KIS artifacts provide utﬂity\

Design Science Behavioral Science

N _

IS theories provide truth
Figure 4: Complementary research cycle [HC10]

The dissertation at hand is focused around the context of the German Wirtschaftsin-
formatik [OBF*11], which emphasizes the use of the design science paradigm in contrast
to the Anglo-American information systems research community, which focuses mainly
on behavioral science. This decision is rooted in the fact that enterprise IAM is a very
practical-oriented research topic, which allows the creation and evaluation of artifacts
within real-world scenarios, thereby emphasizing applicability.

Both research paradigms aim at overcoming existing boundaries and contribute
to the existing knowledge base [HMPRO4]. Design science creates value by solving
existing problems and creates novel and innovative artifacts or enhances existing artifacts
for this purpose [AkeO4l]. However, the construction of artifacts needs to differ from
routine design, which is described as solving problems by applying already existing
concepts and knowledge, therefore not leading to novel knowledge [HMPRO4]. Design
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3. RESEARCH METHODOLOGY 12

science requires innovativeness and creativity to contribute to the existing knowledge
base. In order to achieve relevance and rigor, this dissertation is built on the research
framework based on [HMPRO4] as depicted in Figure[5] This framework consists of the
building blocks environment and knowledge base to execute information systems research.
Environment includes people, organizations and technology, which interact to achieve a
certain goal [HMPRO4]. In this context, the environment is associated with enterprise
IAM, together with its impact on organizations, users and information technology. The
knowledge base incorporates theories, concepts and methodologies rooted in published
research which utilized according research paradigms and is used within the process of
developing novel artifacts [HMPRO4]]. This dissertation is built around the knowledge
foundations 1AM, data analysis methodologies and information system management
theories. Information systems research consists of two available phases, 'Develop / Build’
and ’Justify / Evaluate’. During the develop and build phase, an artifact is designed
based on environmental requirements, while the justify and evaluate phase addresses the

analysis and justification of the artifact.

Environment IS Research Knowledge Base

Develop / Build

- Theories
- Artifacts

People

Assess Refine

Foundations

Business
Needs

Applicable

Organizations
Knowledge

Justify / Evaluate Methodologies

Technolo
& - Analytical

- Case Study

- Experimental
- Field Study

- Simulation

Application in the Additions to the

Appropriate Environment Knowledge Base

Figure 5: Information systems research framework [HMPRO4]

The presented research framework provides a foundation to ensure relevance and rigor
within information systems research. Different publications elaborated this framework
by introducing research guidelines, which define individual activities that need to be
gone through in order to achieve valid results [PTRCO7, HMPRO4, MS95]]. Within this
dissertation, the seven guidelines of Hevner et al. have been applied due to their wide

acknowledgement within information systems research [HMPROA4]:

e Guideline 1: Design as an Artifact

The output of design science research is a purposeful artifact which meets business

needs. In this context an artifact can be a construct, a model, a method or an
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instantiation. Therefore the artifact is equally interdependent and coequal regarding

people, organizations, social context and business needs.

To address this guideline, an artifact is constructed and described in detail within
each of the provided research articles. Firstly, the design is based on people who
interact with IAM. Within the context of this dissertation, this includes technical
I'T-staff and business users. Secondly, the organizational view is taken into con-
sideration by focusing on how to integrate the presented artifacts into available

enterprises, with each artifact addressing a certain business need.

e Guideline 2: Problem Relevance

The overall goal of design-science research is to apply the designed artifact in
order to solve a relevant and important business problem. Business problems and
opportunities commonly focus on increasing revenue or decreasing costs through
the design of appropriate business processes, which are supported by information

systems.

Consequently, this work focuses on different problems within IAM. These are
commonly caused by the complexity and amount of required effort to manage
digital identities within an enterprise. If not addressed properly, different assets
like IT-security, economical investments or the reputation of an enterprise can be
affected negatively. Within each research article a comprehensive description of

the addressed problem is given.

e Guideline 3: Design Evaluation

The designed artifact must be well evaluated concerning utility, quality and effi-
ciency. It is only complete and effective when it satisfies the needs and constraints
of the respective problem. For this purpose suitable evaluation methods have to
be selected and rigorously demonstrated. These methods may be observational,

analytical, experimental, testing and descriptive.

As IAM is implemented within a wide variety of enterprises, the designed arti-
facts were mainly evaluated using the testing method. Thus it was analyzed by
embedding it into a real-world IAM infrastructure together with productive data.
This enabled to identify potentially necessary design adjustments and proved its

additional value.

e Guideline 4: Research Contributions

Research needs to clearly lay out in which way it contributes to the knowledge base
in a novel, general and significant way. There are three possible types of contribu-
tions within design science research. Firstly, the contribution may be the artifact
itself. Secondly, a foundation may be provided such as models, formalisms or
ontologies. Thirdly, methodologies includes the development and use of evaluation

methods.
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Within this dissertation, mainly artifacts have been constructed. These are designed
as a software system for a specific scope within JAM. Additionally, a description is
given concerning how this application can be integrated into existing IAM infras-
tructures. Research article [T|represents an exception as it provides a methodology

in surveying the state of IAM within practice.

o Guideline 5: Research Rigor

Rigor describes in which way research is conducted. In opposition to behavioral-
science research’s rigor, which is based on appropriate data collections and analysis
methods, the rigor on design-science research focuses on the construction and eval-
uation of the design artifact. Hence rigor must be applied regarding the applicability

and generalizability of the artifact.

Within this dissertation, each artifact is described thoroughly on a conceptual as well
as a practical usage level. Each publication provides a research classification and
how the presented work can be included into the research foundation. Additionally,
each artifact was designed based on available research methodologies, therefore

fostering available knowledge.

o Guideline 6: Design as a Search Process

The design of the artifact is not a singular task but in fact it is an ongoing process
in order to find the best solution which also fits the laws of the aspired business
environment. This includes taking means, ends and laws into consideration. Means
represent available resources and actions to build a solution. Laws act as uncontrol-

lable constraints, while ends depict the goals and constraints of the solution.

During the conduction of research, the develop / build and justify / evaluate cycle
was used. After creating a version of an artifact, it was tested within a real-world
scenario and consequently improved. This circle was applied until an according

quality level of output was achieved.

e Guideline 7: Communication of Research

In design-science research the prepared work should not only be presented to the
technology-oriented but also to the business-oriented public in order to be most
valuable and efficient. The created theories need to include sufficiently detailed
technical descriptions and the process concerning how the artifact has been created.

This enables reproductionality of results.

As a consequence, all research results have been published within according con-
ferences and journals focusing researchers as well as practitioners. The creation of
each artifact was described in detail, including the reasons why it was created and

the process of how it was created.
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4 Results

4.1 Overview of the Research Contributions

The research questions which are presented in Section [2] have been addressed by pub-
lishing results in well-reputed conference proceedings and journals, with each focusing
on IT-security or information systems. Table [I] provides an overview of the five given
research papers. Note that the number does not correspond to their chronological order
but to corresponding research questions. During the time of writing, the papers 1 - 4 have
already been accepted, while article 5 is currently undergoing a review process.
Paper([T]is built around the identification of the current strategical IAM goals which are
pursued by enterprises, thereby providing the knowledge foundation to adjust strategical
IAM research. Paper [2] and [3] are devoted to the topic of dynamic IAM. This research
area has firstly been approached regarding operational IAM with the establishment of
a foundation of dynamic policies in publication |2} Consequently, article [3|integrates
operational and strategical IAM to include this paradigm within both layers of IAM.
The second pillar of this dissertation, sustainable IAM, has been addressed within the
publications ] and [5] Again, within a first step attention has been laid onto operational
IAM. Paper [ represents a substantially extended version of research article [2)in providing
novel and relevant research results essential to this dissertation. It introduces the concept
of operational IAM indicators, which is fundamental for this work together with implicit
policies, which are used to derive recommendations. Additionally, these concepts are
used as a foundation for sustainable IAM, that induced the inclusion as self-sufficient
publication. Publication [5] connects strategical and operational aspects of sustainable

IAM by integrating these layers.

No. Paper Title Submitted to Publication
1 Measuring Identity and Ac- International Conference on In- Conference
cess Management Performance formation Security Systems Se-
- An Expert Survey on Possible curity and Privacy (ICISSP)
Performance Indicators
2 Advanced Identity and Access International Conference on Conference
Policy Management using Con-  Availability, Reliability and Se-
textual Data curity (ARES)
3 Introducing Dynamic Identity International Conference on Conference
and Access Management in Or- Information Systems Security
ganizations (ICISS)
4 Adaptive Identity and Access EURASIP Journal on Informa- Journal
Management - Contextual Data  tion Security (JIS)
based Policies
5 Analyzing Context Data for Journal

Sustainable Identity and Ac-
cess Management

Table 1: Overview of research papers within this dissertation

Each publication is designed as a self-contained article. Figure[6]shows how each work
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contributes to the dissertation at hand. Dynamic IAM research is aligned to the adaption
and establishment of dynamic concepts to enterprises’ demands, thereby affecting these
two IAM layers. Sustainable IAM on the other hand consumes contextual data of
strategical and organizational IAM, processes these in an sufficient way (please refer to
the respective publications for a detailed description) and provides recommendations to
adjust IAM based on this data processing. Therefore it is designed as a building block

which consumes IAM input and creates according output to support organizations.

Paper 4 Paper 1 Paper 5
I—* Strategical IAM —
Dynamic IAM Sustainable IAM
Indicators Policies Paper 2 Paper 3 Policies Indicators
Operational IAM —

Figure 6: Research papers in correspondence to research areas

4.2 Strategical IAM (Research Paper [1))

A recently conducted study among German enterprises revealed that about 64% of
medium to large-sized enterprises already established software-based and centralized
IAM, while the bulk of remaining enterprises plan future introduction [MFL" 18]. How-
ever, the degree of implementation strongly differs concerning the full utilization of IAM
technologies such as single-sign-on or mobile device management [MFL™18]]. This de-
velopment shows that enterprises approach this topic individually and prioritize different
aspects of JAM. Within this dissertation, the first aim was to identify which IAM goals
are currently addressed by enterprises together with measuring how well these goals have
already been implemented. Inherently, IAM strategies are custom-tailored to enterprises’
needs regarding their respective requirements, current infrastructure and willingness for
economical investments. Research results showed that companies struggle with measur-
ing the performance of their currently implemented IAM adequately. Consequently, the
future development or improvement of the underlying IAM strategy in place remains an
unsolved challenge.

To address this research gap, a structured survey among IAM experts was conducted
to evaluate the current status quo. Within a first step, five ITAM goals have been derived
from research and practice, including risk reduction, data and process quality, compliance
requirements, business facilitation and cost reduction. While these IAM goals provide a
founded starting point, measuring is difficult due to various aspects which are related to
each goal. Following the divide and conquer approach, these goals have been decomposed

by applying the goal question paradigm [Bas92]. While originally developed for the
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field of software engineering, it is currently widely used within research due to its
capability to develop qualitatively or quantitatively measurable factors. For each IJAM
goal, different measurable IAM indicators have been derived using abstraction sheets
[AKPO2[]. These were used to construct and test a structured survey. Each participating
enterprise was queried concerning how far respective indicators have been implemented
or if an establishment was planned. The results are depicted within Table [2] Based on our
scores, data and process quality achieved the highest value with about 83% of participants
having already achieved substantial improvement. Surprisingly, the already achieved
progress within the topic risk reduction was only at about 45%, yet it is part of mid-term

roadmap of about 31% of enterprises.

[ IAM Goal | IAM Indicator | Improved | Planned |

Risk reduction 25
Number of security incidents due to user 14 6
and entitlement management
Number of security incidents due to critical 1 5
role and access right combinations
Duration until deactivation of employee 25 |
access rights
Duration until emergency deactivation of 18 |
employee access rights

Data and process quality 26
Development of data quality 25 0
Error rate within access management 18
Error rate within identity and account creation 21 1

Compliance requirements 26
Reduction of compliance violations 18 6
Number of successful audits 21 4
Duration until complete solution of 1 3
a compliance incidents

Business facilitation 22
Reduction of administrational effort 19 3
Improvement of user satisfaction 13 5
Duration until employee readiness 19 2
Duration until access model adjustment 13 4

Table 2: IAM goals and IAM indicator scores based on [HGK 18]

The distribution of participants showed that about 34% of the participants are currently
working within strongly regulated sectors (e.g. finance or health care), about 37% work
in medium regulated sectors (e.g. manufacturing or service), while the others did not
make a statement regarding industry sector. On the whole, out of the five IAM goals,
cost reduction had to be discarded due to low relevance. This hints that participating
enterprises still perceive IAM as an investment and effort factor, without leveraging
its economical possibilities. Additionally, out of 19 identified IAM indicators, 5 were
discarded due to low relevance. This includes for example the indicator ’duration until
user requests are processed’, further underlining the mentioned presumption. Finally,
we analyzed the influence of demographic factors on IAM indicators. This evaluation
showed e.g. that industry sector and maturity level strongly influence which IAM goals

are prioritized. Strongly regulated industries focus on security and compliance, while
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medium regulated sectors focus on business facilitation and data quality. Furthermore,
working positions (e.g. managers or IAM administrators) strongly influence how the
overall IAM performance is perceived, as managers in general rate the performance

significantly better. Summed up, we identified three major research findings:

e Enterprises struggle in leveraging the full potential of IAM as their focus mainly

lies on meeting short-term requirements.
e Requirements are strongly dependent on industry sectors and IAM maturity level.

e Companies currently lack common and thorough understanding of their IAM

performance and strategy.

4.3 Operational IAM - Dynamics (Research Paper 2)

Strategical IAM defines in which way IAM is carried out together with managing available
human and technical resources. However, the operational level is in charge of actually
setting the given principles in place. With an increasing number of employees and
access privileges to manage, this imposes an effortful task. For example, identity lifecycle
management constantly requires multi-stage approvals for static assignments together with
compliance checks e.g. in order to avoid separation of duty conflicts. Thus enterprises
aim at shifting IAM to a more dynamic and stringent way of operation. To achieve
this, policies are put in place to keep business and IT aligned to internal and external
requirements and increase automation. Practical experience, however, showed that such
policies are only poorly managed. Instead of a rich set of business-driven policies, only
a rudimentary technical set of policies is mostly being implemented. As a result, these
are henceforth hardly fostered and updated due to organizational and technical effort.
Additionally, these policies operate solely on static identity data such as HR information,
identity data or assigned access privileges, strongly limiting their effectiveness.

However, policies are well applicable within different fields of IAM, including
compliance, workflows or access management. To identify a structured foundation
which may be used to implement dynamic policy management, available IAM data were
identified. The result is displayed in Table [3] Column one depicts the system type in
which IAM data are managed. Commonly, these include three categories. Firstly, human
resource management applications serve as source systems and are used to manage
employee master data (e.g. name or function) together with contextual information
such as absences or working space. Secondly, target applications are controlled by
IAM e.g. to manage access by means of provisioning. Thirdly, the IAM system itself
represents the centralized management system. Column two shows which types of data
are available, while column three depicts if these data are currently utilized for IAM
polices within enterprises. The results show that contextual data are currently hardly
fostered accordingly, although being crucial for the definition of dynamic policies.

In order to open up these available data sources, an IAM policy mining extension has

been proposed, which utilizes the comprehensive set of available data. The extension
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System Data type \ Used ‘
HR system; , Employee master data X
Employee context
Account information X
Application; ,, | Entitlement information X
Account Activity
Identity information X
TIAMS Entitlement/role information X
Provisioning information X

Table 3: Available data types within IAM [HKN™15]]

follows the paradigm that existing policies need to be evaluated constantly, while new
policies are derived based on current mode of operation. Consider the re-organization of
an organization as example. This might lead to a situation where access privileges are used
within different contexts and environments (e.g. in different departments), which may
automatically be detected and nominated, while available policies need to be outdated as
they do not meet the changed demands.

To structure the usage of the given approach, the dynamic policy management process
(DPMP) has been introduced, as depicted in Figure [7l This process model provides
guidelines concerning how to conduct structured management of policies in the context
of enterprise-wide IAM. The first phase consists of the infrastructure setup. During this
task, available data sources are connected, normalized and prepared for constant data
synchronization. After this step, the process enters the cyclic policy mining activity.
During each iteration, data are extracted and collected throughout connected applications.
These data are correlated, thereby deriving static and contextual relationships, which serve
as foundation of the actual policy mining. As these relations change over time, the mining
component is able to detect outlier connections or potential policy adaption requirements.
Within the last step, these policies need to be evaluated by IAM experts. This is necessary
to reduce the number of potential false-positives and thereby prevent potential hindering
of IAM execution. Additionally, recommendations regarding operational management
are created, e.g. by detecting uncommon access privilege assignments due to uncommon

context.

3. Data Correlation 4. Policy Validation

-» 1. Infrastructure Setup —— 2. Data Collecti — . .. — .
frirastructure Seiup ata LoTection and Policy Mining and Recommendation

Figure 7: Dynamic Policy Management Process [HKN™15]]

Finally, the approach has been evaluated within a real-world scenario in cooperation
with a world-wide manufacturing company. Thereby it was shown that using policies,
different shortcomings of IAM operations may be identified. Taking activations of access

privileges as example, the enterprises was able to identify the focus areas of common
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usage, while different outlier activations showed erroneous assignments. The presented

research article lead to three major research findings:

e Current implementations of IAM policies do not support steering of operational

IAM in the desired way, which leads to high manual administrational effort.
e Available context data are not utilized accordingly for IAM purposes.

e Dynamic policy management may improve compliant and stringent [AM execution.

4.4 Dynamic IAM (Research Paper 3)

While the identification and implementation of dynamic IAM policies enable enterprises
to clearly improve operational IAM, this topic needs to be addressed in a comprehensive
way. To successfully implement dynamic IAM, strategic and operational management
need to be shifted in taking this paradigm into consideration during planning and executing
of access management and identity lifecycle management. Using access management as
a starting point, this has been built on a static basis, with RBAC being by far the most
dominant principle within practice. This led to different shortcomings, including the so
called role explosion [EK10]], duplication and proliferation of multiple access objects
due to missing insight and high manual effort. As a result, enterprises aim at shifting
to a more dynamic approach, such as attribute based access control (ABAC) [HKS™14].
This concept is based on using attributes of a subject (e.g. an employee), object (e.g.
a permission or a technical resource) together with contextual data as foundation to
meet access decisions. Thereby employees and their access privileges are adjusted in an
automated way when undergoing different changes (e.g. joining / leaving an enterprise or
switching department). Yet identity lifecycle management needs to be aligned to achieve
sufficient data quality, as erroneous or ambiguous data lead to different drawbacks like
unexpected access privilege assignments. Despite providing obvious advantages over
static IAM, this approach requires organizational and technical arrangements in order to
achieve a suitable data foundation and an according set of access rules.

To address these organizational and technical requirements, two main building blocks
have been identified in literature, namely policy management and attribute management.
The goal of this publication is to provide enterprises with a structured migration guide
which uses a static IAM state as starting position and the establishment of dynamic
IAM structures as its goal. For this task, a process model was proposed which includes
the three phases preparation, implementation and maintenance. During the preparation
phase, the data foundation and a common understanding of the topic is established. The
actual implementation phase is devoted to achieve suitable data quality and organizational
efforts to accomplish requirements for policy development and implementation. During
the maintenance phase, implemented policies and data quality are continuously optimized
and measured.

The first building block policy management includes the definition of organizational

guidelines and the agreement of a suitable language, the development, simulation and
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Policy Management | Attribute Management

Implementation
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2.3 Policy Simulation & Implementation
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1.3 System & Attribute
Selection

1.4 Constraints
Definition

Figure 8: Dynamic IAM migration process model [KFHP15]

implementation of policies, with finally constant optimization. These activities are mainly
fostered by research results of dynamic policy management presented at research article
2] In order to provide a solid foundation for these policies, the second building block
attribute management is devoted to achieve a suitable data quality. Hereby the main
focus is set on cleansing available attributes together with providing according monitoring
processes to achieve high quality in a long-term manner.

The presented approach has been evaluated within two use-cases, with each utilizing
a real data set of an enterprise. While data quality of the first use-case needed to be
improved substantially, use-case two already provided very well maintained data. Despite
conducting data cleansing, enterprise one has only been able to cover 32% of available
access right assignments using dynamic policies, while enterprise two achieved a value of
45.9%. This underlines the initial thesis of the publication, which states that by integrating
dynamic IAM aspects like adequate organizational and quality management, the overall
IAM performance can be improved substantially. A more homogenized and effective
way of operation consequently provides value to enterprises in reducing administrational
effort and reducing complexity. Summed up, three major research findings regarding
dynamic IAM have been identified:

e Dynamic IAM access policies may be derived from identity data.

e The implementation of according data quality processes represents a fundamental

requirement for shifting to dynamic IAM.

e Introducing dynamic IAM serves as incubator to improve different aspects like

IT-security and administrational effort.

4.5 Operational IAM - Sustainability (Research Paper [4)

In order to foster the establishment of dynamic IAM, research articles [2] and [3] are

devoted to provide a dynamic policy-based foundation together with strategical and
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operational adaptions to extend and improve IAM capabilities. However IAM needs to
be continuously aligned to rapidly developing requirements of information technology,
organizations and users. Thus enterprises constantly need to be in control of their
implemented IAM performance. Operational management of the identity lifecycle and
access management tackles various aspects of organizations, which in turn leads to a
great number of technical and social interactions. This makes it hard to comprehensively
monitor IAM efficiency. Yet in order to fully leverage this endeavour, constant IAM
evaluation and easy understandable information for decision makers are necessary. While
technically enforced policies strongly lower manual expenditures, the large amount of
daily executed IAM processes still represents a huge success factor, as decision makers
are often not in hold of all necessary information which are required for thorough decision-
making. Additionally, wrong decisions are commonly not detected contemporary, which
may impose various security risks. Consequently, the research article 4] is focused on
IAM measurement and the derivation of compliant operational IAM behaviour.

In order to improve IAM decision-making, the concept of explicit and implicit policy
derivation has been introduced. Explicit policies are precisely and clearly expressed or
readily observable and are technically enforced by the underlying IAM system (e.g. by
a script, code, etc.). Implicit policies on the other hand are commonly implied but not
directly expressed and are generally realized by a set of stringent decisions. An overview
of observed policies is depicted in Figure[9] Take the assignment of access privileges as
an example. While potentially every employee to access privilege assignment is possible,
only certain combinations are put in place by IAM administrators, e.g. only financial work
staff is assigned to accounting entitlements. Implicit policies provide these additional
insights for decision makers (e.g. by hinting discrepancies during approval workflows).
Thereby they act as contemporary measure to explicit policies, by further narrowing IAM
execution without hindering actual execution (as e.g. in some cases the assignment of
uncommon access privileges might be necessary due to business requirements). Thus by
using implicit policies, operational IAM is extended in shifting from considering only
atomic and static operations to taking the comprehensive status quo into consideration,

thereby enabling a more sustainable mode of operation.

IAM Policy
|
| } }
Security Policy Process Policy Implicit IAM Policy

Figure 9: Overview of IAM policies [HKN™16]]

Implicit policies need to be of an automated and dynamic nature in order to provide up
to date and relevant recommendations, as erroneous information might impose a negative
impact on the overall business (e.g. by declining a request to assign an access privilege due

to false recommendations). In order to overcome this shortcoming, IAM key performance
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indicators (KPIs) are proposed. These enable the identification of human-understandable
and processable data out of static identity information and contextual data which can be
included within common operational IAM workflows. Keeping to the example above,
each possible permission assignment can be flagged with a criticality index, which may
be automatically computed based on different algorithms. Consequently, implicit policies
are burnished with a set of indicators, which act as threshold concerning their validity
and applicability. As soon as the threshold exceeds a certain value (e.g. when the
area of responsibility of a department is extended which leads to the need of additional
permissions), a policy may automatically be outdated. Thereby manual administrational
effort is lowered for operative policy management. In total, the given research article

addresses three major research findings:

e The introduction of implicit IAM policies to support operational IAM decision-

making as it enables to utilization of contextual data.

e IAM KPIs are used to evaluate the mode of operation and implemented polices
within TAM.

o During the real-world evaluation, KPIs were used to identify the criticality level of

assigned access privileges which serves as foundation for policy evaluations.

4.6 Sustainable IAM (Research Paper |S)

Research paper 5] further leverages the concept of IAM indicators together with providing
recommendations for strategical IAM. In general, the definition of an IAM strategy
and an according roadmap relies on qualitative information like organizational goals
defined by management stakeholders together with past experiences and best practices.
These strategical decisions strongly influence the way IAM is carried out in a certain
enterprise. While environments (business area, work staff, [T-environment) constantly
change, these decisions are hardly re-evaluated after having been put in place in an
appropriate manner. This article is devoted to closing this gap by introducing a tool-
based analysis methodology for strategic IAM decisions, which utilizes historical and
predictive meta data that are commonly produced as a result of strategical IAM decisions.
This methodology consists of four steps, namely data collection, parameter extraction,
indicator calculation and indicator simulation.

As data foundation, a generic approach to data collection (which may be defined as
IAM measurement values based on [YS15]]) has been proposed. Firstly, process data are
diversified regarding their five different perspectives, namely the functional, behavioural,
organizational, informational and operational perspectives [RMOS5]]. Secondly, logical
IAM data (data regarding managed entities like employees, user accounts or access
privileges) are segmented based on different characteristics. By combining these logical
and process parameters, enterprises are enabled to define custom-tailored IAM indicators

to measure the impact of decision-making. For these indicators correlation algorithms
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are exerted for recognizing potentially hidden relationships. Taking the strategical re-
organization of an enterprise as example, this might affect logical data (e.g. through
frequent changes of department) together with process data (e.g. in increased execution
times due to increased workloads). Consequently this enables the identification of
potentially required strategical or operational adjustments (e.g. to assess if the required
workload is addressable by the current working staff).

In order to provide IAM administrators additional insight for sustainable IAM
decision-making, simulation techniques are utilized. As the development of IAM in-
dicators may be depicted as a graph (as exemplary depicted in Figure [I0), simulation
techniques are applicable to predict the development trend of certain indicators. By
combining simulation results with certain thresholds, enterprises are entitled to determine
actions before e.g. working staff is no more capable of handling all necessary activities,

which might result in further negative outcomes like decrease of data quality.
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Figure 10: IAM indicator simulation based on research article

Again, the presented approach has been evaluated within a real-world scenario.
Together with a internationally operating company, two use-cases have been deployed.
Firstly, the effect of the enterprises course of growth has been analyzed with about 225
employee joins per month. Despite the analysis showed that this trend is manageable by
current staff, missing correlation of the two different IAM indicators ’employee joins per
day’ and 'number of access privileges assigned to joined employees’ revealed substantial
shortcomings within the implementation of joiner processes. Secondly, the evaluation of
risk management indicators revealed a strong correlation of the growth of critical access
privilege assignments and employee mover processes. This insight induced the discussion
to implement strategical means of improving I'T-security by decreasing the number of
critical assignments, e.g. by establishing periodic access re-certifications. Within this
research paper on sustainable strategical IAM decision-making, two research insights

have been identified:

e IAM strategy management is not addressed in a way which is required to fulfill
complex and varying IAM requirements, thereby possibly imposing additional

workload and decreased I'T-security implications.

Dissertation Matthias Hummer, 2019



5. CONCLUSION 25

e Monitoring and visualizing IAM indicators provides well-usable insight for im-

proving IAM decision-making.

5 Conclusion

During the last years, information technology has evolved in a rapid manner and eventually
became an essential part of everyday life. This trend is commonly described as ubiquitous
computing, which induces constant interaction with digital technologies during any time,
location and in any arbitrary format. In this regard, consumers are affected in the same
way as enterprises. Within the near future, the number of managed digital identities is
expected to fundamentally increase, taking for example customers or IoT devices into
consideration. Additionally, the degree of integration is further expanded to address topics
like lean value chains, standardized external cloud services and multi-tenancy software
systems. This induces extending existing IAM system to external users devices and
platforms and further amplifies its central role within enterprises. By design, ubiquitous
computing involves users accessing IT-resources within different contexts, detached from
boundaries of enterprises. As a consequence, identity-related services need be further
developed, e.g. to integrate identities from potentially different sources, such as social
or government IDs. Therefore specialized identity lifecycle management along with
automated and secure access management are required. Taking the current state within
practice into consideration, IAM needs to evolve in order be capable of meeting these
demands. Thus the motivation for this dissertation sourced in the alignment of IAM to as
well current requirements as observable future developments.

Summed up, the dissertation at hand is focused on the initially in Section [2]described
research question "How can operational and strategical IAM be integrated to achieve
sustainable IAM and how can this development be supported by dynamic IAM?". Thus
the given research question is centred around two contemporary IAM concepts. Firstly,
research of dynamic IAM aims to introduce and extend existing dynamic concepts, which
enable a long-term decrease of administrational effort to implement a more homogenized
and automated mode of IAM operation. Secondly, sustainable IAM is devoted to ad-
justing IAM by meeting today’s demands without hindering future needs. The focus in
this regards is to provide founded measurement of IAM implementations and generate
according recommendations to establish potentially necessary adaptions. These concepts
were implemented based on IAM indicators and the extended application of policies.

The overall research question was derived into five sub-questions. Each aspect is
formulated as a self-sufficient research question and was addressed within one scientific
publication. Within the treatment of research question one, the status-quo of enterprise
IAM was derived by conducting a structured survey among IAM experts of different
industry sectors. Answering research question|[I|showed that this topic is still considered
as an investment and support factor to a large extent, while potentials are not fully
leveraged. The results of the survey showed that the topic cost-reduction is hardly

fostered at the moment, what underlines this theory. This insight underlines the need for
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future research of enterprise IAM, as companies are in need of additional guidelines and
methodologies to fully benefit from IAM.

Research questions 2 and 3 are devoted to establish dynamic IAM in order to decrease
administrational effort and increase the level of IT-security. Research paper [2is devoted
to operational IAM policy management. To approach this topic in a structured way,
a dynamic policy management process was proposed. This utilizes currently unused
contextual data for the definition of policies to improve automation and support daily
IAM operation. During a real-world evaluation, different policies where derived in order
to help the corresponding enterprise in improving different aspects of IAM operations. An
example for this effort is the correlation of permission activations together with contextual
data. This allowed the company to derive profiles of access privilege activations which
occur during standard operation together with the definition of outliers which need further
investigation. The concept of dynamic IAM was pursued within research article |3} which
introduced a process model to establish dynamic IAM within enterprises. This model
is based on the two pillars policy management and attribute management. In other
words, the overall data and process quality needs to be increased to provide a profound
foundation for operational IAM services as well as for strategic IAM maintenance (e.g.
by adjusting available process models). Within our evaluation with two companies, we
showed that by utilizing the given concept, the amount of manually managed access
privilege assignments may be decreased substantially and as a consequence the overall
management effort may be decreased.

Fostering these results, research questions 4 and 5 are devoted to the concept of
sustainable IAM. Research article 4 introduced the concept of IAM KPIs to enable
founded measurement of current operational IAM implementations. As a foundation,
contextual data identified within publication [2] were utilized. Based on these results,
implicit policies can be implemented in order to identify standard and deviant activities
and support domain experts to continuously meet sustainable decisions. These are
used to identify standard and deviant activities and therefore support domain experts to
continuously meet sustainable decisions. During the real-world evaluation, we were able
to determine the potential criticality of access privilege assignments, which can be used
to support future approval workflows. In utilizing this concept, enterprises are enabled
to provide additional information to deciders for the execution of IAM tasks, thereby
enabling a more coherent mode of operation. Finally, publication [5]is focused on further
utilizing IAM indicators. The article introduces a more generic use of IAM indicators
to support strategical as well as operational IAM. In order to extend this measurement
concept, simulation techniques are utilized to estimate how the current mode of operation
is going to affect future IAM. Take the constant hiring of employees as an example,
which represents a fundamental part of well-operating enterprises. The correlation of
indicators enables the assessment how such a trend may influence IAM and if actions have
to be taken to handle the expected workload. Consequently, enterprises are enabled to
define custom-tailored indicators and achieve founded estimations about their long-term

development, thereby providing IAM architects a solid basis for decisions.
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During the conduction of research, different research challenges were identified
together with possible shortcomings of the presented results. Firstly, the given work
focuses on the demands of enterprise IAM together with commonly implemented and
available infrastructures. Consequently, individual challenges of IAM (e.g. multi-tenancy
cloud-based IAM) are not addressed specifically, concerning how the given concepts
can be integrated. Yet the presented theories are designed as general approaches to meet
the demands of enterprise IAM and thus may be adapted to individual topics in future.
Secondly, the comprehensive use of IAM recommendations within daily operations still
requires additional research. This resulted due to the fact that the respective evaluations
have been conducted in cooperation with IAM administrators who inherently incorporate
broad knowledge of IAM. This leaves different challenges concerning how to provide
these information to users without profound IAM expertise, e.g. by facilitating suitable
visualization techniques. Finally, the definition and implementation of IAM indicators
requires effort of enterprises and IAM experts in order to achieve valuable results. To
reduce this complexity, standardized metrics and forms of user interactions are necessary.
These need to be integrated in terms of technical and social layers of IAM, which
represents an interesting future research challenge. To support this process, future
enterprise IAM functionality needs to be extended regarding its monitoring, measurement
and visualization capabilities. Doing so, it is going to allow for more agility in order
to tackle new technical as well as organizational challenges and improve its overall

business-value.
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Currently existing digital challenges such as securing access, proof of compliance with regulations and im-

provement of business performance are urging companies to implement structured Identity and Access Man-
agement (IAM). Over the past decades, the introduction of IAM represented a critical task for companies
trying to get their complex IT infrastructures comprising hundreds of systems, thousands of accounts and
millions of access right assignments under control. However, once introduced, the identification of potential
TIAM malfunctions remains an unsolved challenge. Within this paper, we want to provide a first step into the
direction of sustainable IAM maintenance, by introducing indicators that are able to capture the efficiency of
a rolled-out IAM. We firstly derive IAM performance indicators via a structured scientific approach and later
evaluate their relevance by surveying IAM experts.

1 INTRODUCTION

Identity and Access Management (IAM) has be-
come one of the core topics to tackle insider misuse
of access, complying with regulations and achieving
transparent management of digital identities and enti-
tlements in enterprises. Complexity and the so called
identity explosion (Fuchs and Pernul, 2008) forces
companies to tackle the problem of users’ correct ac-
cess to systems, a crucial task in terms of security
and efficiency (Hovav and Berger, 2009). While tra-
ditionally system-specific administration of accounts
and permissions was conducted, nowadays companies
centralize their user management to provision, con-
trol and analyze their digital identities throughout all
connected systems. However, newly arising technolo-
gies like highly volatile cloud infrastructures or in-
dustry 4.0 require even more sophisticated IAM solu-
tions and demand a steady increase in performance of
an organization’s IAM. Up to now, the measurement
of IAM performance is an issue only attracting little
attention and remains an unsolved problem. While
there are many approaches (Windley, 2005; Royer,
2007; Fuchs et al., 2009; Kunz et al., 2015) that of-
fer guidelines on how to adopt IAM in good practice,
only little notion has been dedicated to judge whether
an existing IAM is able to cope with current require-
ments from business, technology or regulation.
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Up to now research offers partial approaches to es-
timate the quality of certain IAM capabilities, how-
ever, there is only little support in rating the overall
performance of a specific instance of IAM. Conse-
quently, companies struggle with knowing the gen-
eral maturity of their JAM leading to possibly flawed
decisions on future IAM investments or risking an in-
secure IAM infrastructure not capable of meeting to-
day’s increasing demands. In order to address these
issues, our paper’s main contribution is to suggest but
more importantly to verify performance indicators for
IAM.

The remainder of the paper is structured as follows.
Section 2 presents related work concerning which ap-
proaches exist for measuring the performance of spe-
cific IAM capabilities. Within Section 3, we outline
our overall methodology, before Section 4 introduces
the construction of 19 performance indicators by ap-
plying the Goal-Question-Metric (GQM) paradigm
(Basili et al., 1994). In order to evaluate these for rel-
evance, we conducted a survey with 32 participants
specialized within the field of IAM, leading to a gen-
eralizable expert opinion on our indicator candidates,
which is described in Section 5. These results to-
gether with other interesting findings of the expert’s
answers are discussed in Section 6. Finally Section 7
shows limitations of our approach and concludes with
future work.
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2 RELATED WORK

Existing IAM research mainly focuses on specific
technical or organizational features of IAM infras-
tructures and does not cover performance indicators
of IAM in general. Literature in research and practice
(Witty, 2003; Bresz et al., 2007; Hermans, 2008; Dell,
2011; Harvard, 2014; Fisher, 2016) underlines that
risk reduction, IT cost reduction, compliance require-
ments, data and process quality and business facilita-
tion are the main drivers for modern IAM in organi-
zations. These drivers can act as starting point for the
development of performance indicators for long-term
IAM maintenance. For instance, Royer et al. mention
the importance of assessing and evaluating IAM sys-
tems within several publications (Royer, 2007; Royer
and Meints, 2008; Royer, 2013). They transfer the
concept of balanced score cards to IAM thus present-
ing a generic methodology for estimating an IAM sys-
tem’s performance. Following similar goals as ours,
they mostly focus on financial aspects to evaluate the
value of IAM systems.We argue that the overall per-
formance of IAM as a cross-cutting enterprise func-
tionality must be taken into consideration.

(Hollrigl et al., 2008) define several evaluation dimen-
sions to compare architectures for access control in
federated environments. In (Schell et al., 2009) they
use these dimensions as a basis to derive metrics for
an IAM system’s performance evaluation. However,
they mostly focus on architecture and consider perfor-
mance as a quantifiable measure defined by how long
various systems’ activities are taking. Performance in
our terms is having a broader perspective than their
focus on an IAM systems’ capability of timely pro-
cessing decisions. Staite et al. (Staite and Bahsoon,
2012) perform a systematic literature review as well
as an architectural trade-of, analysis method (Kazman
etal., 1999) to derive requirements and metrics for au-
thentication and user profiles in Identity Management
architectures. These metrics, however, focus on the
technical implementation of an IAM architecture. Pe-
terson et al. (Peterson, 2006) provide indicators to
measure and manage the risk within IAM systems.
They show some valuable metrics that can assist in
judging whether the execution time of requests and
the delivery of access rights are in acceptable condi-
tion. Their approach is focusing only on the fields of
risk reduction and process quality improvement and
leaves out other necessary categories.

An overall perspective and judging from a top-level
goal that IAM centers around has not yet been ad-
dressed. Furthermore, the approaches do not verify
their indicators via conducting a survey, thus not val-
idating their suggestions in practice.
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3 DEVELOPMENT OF IAM
PERFORMANCE INDICATORS

3.1 Overall Methodology

Having outlined the research field that this publication
contributes to, in the following Section our methodol-
ogy for conducting this research is briefly described.
To the best of our knowledge, there exists no com-
parable approach for developing general performance
indicators for IAM in such a focused and structured
way. The overall process follows the five steps de-
picted in Figure 1 and ist based on the GQM paradigm
which is widely respected for its capability to develop
qualitatively or quantitatively measurable factors de-
rived from overall goals. Initially developed for the
field of Software Engineering, its basic assumption
is that measurement must fulfill three goals (as de-
scribed below). Transferred to IAM, measurement
must be:

* Centered around an overall strategy (i.e. various
goals)

* Holistic (i.e. considering all involved organiza-
tional and technical entities such as both, pro-
cesses and resources)

* Interpretable within the IAM context

Generally speaking, GQM is tackling the problem of
metric development via a divide and conquer pro-
cess. According to (Assmann et al., 2002) it com-
prises three layers, namely a goal layer, a question
layer and a metric layer. Each layer deals with a spe-
cific question as (Basili et al., 1994) indicates:

1. Goal: which goals are to be achieved by the mea-
surements?

2. Question: which questions can define these goals
more precisely?

3. Metric: which metrics can answer these ques-
tions?
For executing the GQM paradigm within IAM, we
followed the presented methodology which suggests
a generic six-step approach that can be followed by
answering all three questions above. For a detailed
description of this process please refer to the initial
publication. Note, that in this publication, we treat
the terms metric and IAM indicator synonymously, as
the metrics that are identified via the GQM can be
considered as performance indicating measurements.

3.2 TAM Goals

Following the GQM paradigm, in a first step goals
for IAM have to be formulated as mission statements.
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Figure 1: Methodology for Suggesting IAM Indicators

Goals are structured hierarchically, which raises the
requirement that the GQM goals for IAM have to be
on the same hierarchical level in terms of granular-
ity. The overall goal of IAM, as (Bresz et al., 2007)
summarizes, is to ’initiate, capture, record and man-
age the user identities and related access permissions
to the organization’s proprietary information’. Build-
ing on existing research and practice (cf. Section 2)
this generic goal can be decomposed into the follow-
ing sub goals which are further used in the remainder.

Risk reduction: IAM focuses on preventing re-
sources from unauthorized access. To reduce risks
arising from an unstructured management of identity
data, IAM provides several means, e.g. giving an
overview over the data and allowing inspection and
correction of wrong access privileges (Meier et al.,
2013).

IT cost reduction: Literature (Bresz et al., 2007;
Witty, 2003) and practice (Gartner, 2009; Software
Engineering of America, 2015) indicate, that IT-
Helpdesk costs are mostly connected with password
problems of end users. IAM proposes new techni-
cal measures to tackle these problems. On the one
hand technologies such as SSO are enterprise-wide
and application-wide deployable, and on the other
hand user-friendly portals for self-service can be de-
livered.

Improvement of process and data quality: With
an established IAM, companies are better supported
in maintaining and improving their data quality. With-
out a centralized IAM system multiple error sources
occur while connecting and integrating data from
company-wide systems (Windley, 2005; Bertino and
Takahashi, 2011).

Regulatory compliance: With the ongoing trend
of digitalization, national and international regulato-
ries are imposing the need of auditing and managing
access within a companies’ applications upon enter-
prises. While there are general regulations such as the
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Sarbanes Oxley Act (United States Congress, 2002)
or the soon effective EU General Data Protection Reg-
ulation (Council of the European Union, 2016), more
and more industry-specific regulations such as the
HIPAA (United States Congress, 1996) or Basel III
(Basel Committee on Banking Supervision, 2011) are
challenging organizations into presenting audited and
well-proven access infrastructures.

Business facilitation: Lastly, another important
sub-goal of IAM is, similar to all IT-related activities,
allowing a smoother and non-disrupting business ex-
perience. While in traditional scenarios, users have to
order access rights in various forms, centralized IAM
provides a standardized and understandable request
process for identities, user accounts or access rights
(Windley, 2005).

3.3 Abstraction Sheets, Deriving of
Questions and Development of
Performance Indicators

Following the applied methodology for the conduc-
tion of the GQM, in a next step, we created so called
abstraction sheets (Assmann et al., 2002; Basili et al.,
1994) for each of the stated goals. These serve as a
decomposition of the proposed sub-goals into several
parts which can be transferred later into items that can
be questioned within our survey. Abstraction sheets
are composed of two main elements. Firstly, inten-
tion, quality aspect, subject und perspective are sum-
marizing in short what the main components of the
goal are (e.g. compliance with regulations via IAM
as observed by managers). Secondly, for this first as-
pects quality issues (e.g. number of violations of com-
pliance rules) and environmental factors (e.g. auto-
mated reporting) are raised. These quality issues are
further mapped onto our IAM performance indicators.

While this list of questions is not designed to be
exhaustive, we argue that these are the main compli-
ance issues that can be tackled via structured IAM
and suffice for describing the overall objective within
IAM. These questions were developed with respect to
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(Assmann et al., 2002)’s eight points for meaningful
survey questions.

Following these principles for each sub-goal, we ar-
rived at a set of questions, each indicating a possible
performance indicator that in return can be assigned
to a goal. Note, that the indicators might correlate
with various goals, however we assign them to the
goal that initially raised the respective question.

4 STUDY OF PERFORMANCE
INDICATORS IN IAM

4.1 Development of the survey

Following the presented methodology we conducted
a survey among IAM experts in order to validate
and evaluate the presented IAM indicators. For this
purpose we created an online questionnaire which is
structured as follows:

Firstly we inquired demographic features (e.g. project
status or company size). Secondly the participant was
asked for JAM goals relevant to his company. As a re-
sult only questions concerning the selected goals were
presented, whereas each question references an IAM
performance indicator. Thirdly for each indicator we
raised two questions. The first collects if the com-
pany did already achieve an improvement through
IAM regarding the indicator. If no improvement was
achieved up to that point, the second question relates
to if there is an improvement planned. Before con-
ducting the actual survey we started a pretest to vali-
date our questions regarding suitability, interpretabil-
ity, problems during procession, question order, pos-
sible technical problems and temporal requirements.
For this initial evaluation we inquired three IAM ex-
perts and lead a short interview afterwards. While
no major issues in length, order, structure and time
were criticized, phrasing of the questions had to be
improved for interpretability. Furthermore, another
major adaption to the sample population was needed:
As one of the three pre-testers was an [AM consultant,
he stressed that answering the questions was hard as
he had various projects in mind and could not guar-
antee replying consistently without getting confused
due to the number of his different clients. In order
to avoid data distortion we reason that IAM consul-
tants involved in several projects should be suspended
from the sample and respected this in the conduction
of the survey as the description of our sample shows
(cf. Section 4.2.1). Having developed the question-
naire, an evaluation method for assessing the validity
of an indicator for IAM is needed before conducting
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the study, in order to consistently judge the suitabil-
ity of IAM indicators. Figure 2 shows the process we
applied to each of the candidates in order to evaluate
its applicability in practice: Summing up the process,
we have two main criteria for the validation of an IAM
indicator:

1. Relevancy of an IAM goal

2. Statement of participants of improvement of [AM
through the indicator

The relevancy of the IAM goal (meaning that the IAM
goal was answered as relevant to the participant’s
company) is a filter criterion that justifies whether
the sample is large enough to have significance. As
pointed out, only indicator questions concerning se-
lected IAM goals were raised. The second criteria is
split into two sub-criteria.

Firstly, if at least 50% of the respondents (16 out of
32) consider an indicator as already IAM-improving,
we argue that it is relevant to companies. Secondly, if
the aggregated amount of the participants’ IAM im-
provements of the past combined with planned en-
hancements through the indicator shows more than
75% (24 out of 32) response rate, we argue, that the
combined percentage is high enough to indicate rele-
vance of the investigated indicator.

Additionally, we introduce a category of results where
an indicator is likely to exist, but where the quantity
of answer is not significantly high enough (aggregated
amount of already improved or prospective planned
answers between 50% and 75%). We reason, that if
a company has already achieved betterment of their
IAM through an indicator, this should be weighted
stronger than if they only expect future results.

4.2 Results

In alignment with the evaluation process introduced
in Section 4.1 (cf. Figure 2), four of five IAM goals
received a sufficient score of acknowledgement (cf.
Figure 2). IT cost reduction was answered as relevant
only by 11 participants (~34%) which means in our
terms that we cannot make valid statements on this
topic, thereby excluding the corresponding indicator
candidates. However, we will include the indicators
discarded in the discussion in order to reason upon
possible causes for their little impact.

4.2.1 Participants and Demography

We only invited potential participants with dedi-
cated background in IAM. As already mentioned in
Section 3.1, they have to judge a single company’s
IAM, therefore preventing the confusion of multiple
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Figure 2: Evaluation Process

projects. Second, they have to be employed in opera-
tional or strategic IAM. Based on these requirements
we sent out 73 invitations. 32 out of these 73 people
fully conducted the survey (~41%). All participants
are located within the DACH region (Germany,
Austria and Switzerland). The average processing
time of the questionnaire survey was 11 minutes
and 30 seconds, the median was 8 minutes and 18
seconds which matched our expectations.

For our demographic evaluation we analyzed our re-
spondents in regard of their company’s size, industry
branch, IAM project progress and their job position
within IAM. It showed that the majority work for
companies with more than 5.000 employees, which
matches the fact that [AM is currently a topic mostly
relevant for larger enterprises. The distribution
among industrial sectors is displayed in Table 1.
Eight of our participants did not make a statement
regarding industry, thus their answers can not be
applied in the discussion. However, the given sectors
can be divided into strongly regulated sectors (rows
number 1 and 2) and average regulated sectors (rows
number 3 - 8). This fragmentation will later find
application within our discussion.

Within the questionnaire we asked the participants
how far IAM within their company is processed
using a scale from 0% to 100% with steps of 10%.
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Thus our interviewees can be divided in ’early
project state’ (from 0% to 30%), 'medium project
state’ (from 40% to 70%) and ’advanced project
state’ (from 80% to 100%). We determined that
eight participants are located in an early state,
while 12 respectively are either at a medium state
or have already advanced their IAM. We further
analyzed if there is a connection between the project
state and other demographic features like company
size or industry sector regulation. We could not
identify any significant connection concerning
these characteristics. This leads to the assumption
that there seems to be a strong individual depen-
dency concerning how IAM is focused by enterprises.

[ # | Industry Sector | Participants |
1 Finance / Insurance 11
2 Pharmacy / Medicine 1
3 Automotive / Supplier 5
4 Metal industry 3
5 Service 2
6 Food 1
7 Software / Hardware 1
8 Others 8

Table 1: Participant’s Industry Sectors

4.2.2 IAM Indicator Evaluation

Generally speaking, the goals risk reduction, im-
provement of data and process quality and compli-
ance requirements achieved highest scores of rele-
vancy in the answers of the participants with 25, 26
and 26 positive answers respectively (out of 32). Nat-
urally, these goals are correlating with the basic func-
tionalities of a company-wide IAM which typically
are implemented first. The protection of internal as-
sets (risk reduction) represents a major goal of com-
panies utilizing IAM to strengthen their IT security
thus avoiding possible malicious activities by allow-
ing unwanted access. Similarly, data and process
quality improvements lead to smoother and less erro-
neous user management workflows therefore present-
ing a highly valuable goal for companies burdened by
challenges in correlating data from various systems.
Compliance achievements are an unwanted but nec-
essary issue in order to allow a company to meet their
industry’s specific requirements.

The goal of business facilitation achieved a high score
as well, indicating that issues such as user satisfaction
and less disruption of business are a much preferred
topic that IAM can deliver as well. Such topics are
typically approached once basic IAM functionality is
up and running. On the other hand, IT cost reduc-
tion caused by IAM is a goal which is less in favor as
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[ TAM Goal | TAM Indicator | Improved | Planned |
Risk reduction 25
Number of security incidents due to user
. 14 6
and entitlement management
Number of security incidents due to critical
. L 11 5
role and access right combinations
Duration until deactivation of employee o 1
access rights
Duration until emergency deactivation of 13 1
employee access rights
IT cost reduction 11
Costs for entitlement and access management 4 0
Support costs for user management 10 1
Costs for data storage of user data 7 3
Data and process quality 26
Development of data quality 25 0
Error rate within access management 18 3
Error rate within identity and account creation 21 1
Compliance requirements 26
Reduction of compliance violations 18 6
Number of successful audits 21 4
Duration until complete solution of 1 3
a compliance incidents
Business facilitation 22
Reduction of administrational effort 19 3
Improvement of user satisfaction 13 5
Duration until employee readiness 19 2
Duration until access model adjustment 13 4
Number of failed authentication requests 8 2
Processing duration of user requests 13 2

Table 2: IAM Goals and TAM Indicator Scores

our received responses demonstrate. This could rea-
son in the fact, that initially, IAM increases IT costs
substantially (Cser, 2017), whereas a later general de-
crease through e.g. automation is not yet perceived by
our survey participants.

Table 2 displays our proposed IAM goals together
with their indicators. The ’improved’ column spec-
ifies how many participants already achieved an
improvement concerning the indicator while the
’planned’ column expresses how many participants
plan an improvement of the corresponding indicator
in the future. For each IAM goal we present the num-
ber of participants which described the goal as rele-
vant for their company. In accordance with the evalu-
ation process (cf. Figure 2), we define the suggested
indicator candidates for the IAM goal IT cost reduc-
tion as not suitable as it is only relevant to ~34% of
our participants. Thus, 16 possible indicators remain
out of the four suitable [AM goals for further check of
relevancy. Please note that this does not necessarily
mean that the indicators raised for IT cost reduction
do not exist. However on the sample data, we can-
not make a significant statement about the validity of
the candidates. The criteria presented in Figure 2 was
reached by nine IAM indicators.
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The next category consists of indicators which show
potential fitness. These do not fully match our re-
quirements yet do have a score high enough to possi-
bly represent indicator fitness within certain scenarios
or environments. In the field of risk reduction ’dura-
tion until emergency deactivation of employee’ and
’security incidents due to critical access right combi-
nations’ fulfill the categories’ demands. Correlations
with the industrial background of participants’ replies
show, that these indicators might mainly be relevant
within the focus of finance and insurance companies
thus not being highly valuable for all of our partici-
pants. Furthermore ’duration until complete solution
of compliance incidents’ and ’user satisfaction’ fall
into this category. This suggests that only some com-
panies focus on topics which do not directly effect the
core IAM or correspond to topics which only occur
with a certain probability.

Finally, five candidates did not show indicator fitness.
Apart from the ones within the goal cost reduction,
the two other indicators correspond to the goal of
business facilitation. The first indicator is *number of
failed authentication attempts’ with only ~31% (score
of 10). The last discarded candidate is the ’duration
until user requests are processed’. This also repre-
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sents an interesting finding as from our perspective
this candidate is connected with the indicator ’user
satisfaction’. This could ground in enterprises focus-
ing rather on other issues for increasing user satisfac-
tion such as integrated portal usage.

5 DISCUSSION

In the following we present a discussion of the de-
rived results. Five of our presented IAM indicators
did not show indicator fitness. Firstly, IT cost reduc-
tion does not seem to be within short and mid term
focus of IAM in general which results in three dis-
continued indicators. Secondly, the number of failed
authentication requests did not show any indicator
fitness. This can be explained as this topic can be
handled very well on a technical level by IAM sys-
tems thus it does not receive a lot of attention among
IAM experts. Thirdly the processing time for user
requests has hardly been improved or planned to be
improved in future. This is remarkable as it repre-
sents a main point of contact of users to I[AM and
thereby we expected a positive response to this indi-
cator. We tried to find a correlation concerning other
demographic features yet none produced significant
results. Thus we conclude that this topic is already
handled very well by today’s companies as the nega-
tive impact might strongly impact the overall perfor-
mance of the company itself.

Influence of project status on IAM indicators:
The presented indicators show different performance
regarding the IAM project state. As expected not all
indicators can be developed on an equal speed. For
example the number of successful audits strongly in-
creases at beginning IAM projects. So ~75% of our
participants within an early project state, ~75% within
a medium project state and ~90% within an advanced
project state have increased this indicator. However
indicators like user satisfaction increase at a later
project state. Only 25% of our participants within
an early project state could improve this issue while
~45% within a medium project state achieved an im-
provement and ~63% within an advanced project state
increased this indicator. This firstly shows that com-
panies in general begin with issues concerning core
IAM indicators during their project and secondly that
the presented indicators can further be split up accord-
ing the project state in order to optimally support or-
ganizations.

Influence of industry sector on IAM indicators:
Regarding the presented industry sector partition
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(strongly regulated and average regulated) we could
determine further differences. Average regulated
companies perceive IAM as a support function and
thereby focus on indicators which facilitate effort and
business. For example 75% of our participants in av-
erage regulated industry sectors achieved an improve-
ment in the duration it takes to adjust the access model
in place while this was only achieved by ~33% of par-
ticipants within strongly regulated industry sectors.
On the other hand 75% participants in strongly reg-
ulated industry could reduce the number of security
incidents due to role and access right combinations
while this was achieved by only ~30% of participants
with average regulations. According to these obser-
vations the presented indicator catalog could further
be elaborated regarding industry sectors and currently
available legal requirements.

6 CONCLUSION AND FUTURE
WORK

Having discussed and presented our findings, we

want to briefly outline limitations and summarize our
contribution before providing a short outlook for fu-
ture work. In general we perceive three limitations of
the conducted survey. Firstly, a response rate higher
than the 41% of our invited candidates would have
backed our results even more. However, for quali-
tative research such as our study, we argue that our
received responses are high enough. Additionally, a
potential selection bias (e.g. over-representing project
managers) might exist, but cannot be suppressed due
to the fact that to the best of our knowledge no re-
search exists on the general distribution of job pro-
files for [AM. Lastly, all of our participants are all lo-
cated in the German-speaking countries, however, due
to the international background of most of our partic-
ipants’ companies operating worldwide, our findings
can be transferred to other nations with similar pre-
conditions as well.
In a nutshell, within this paper we were able to
demonstrate relevancy and existence of several IAM
indicators that help analyzing an existing IAM. By
evaluating their relevance in practice, we were able
to provide researchers and practitioners with valu-
able results towards how IAM performance can be ex-
pressed either in a quantifiable or qualitative manner.
Utilizing our results, the first step towards a holistic
IAM measurement framework has been taken. Conse-
quently we are planning on establishing such a frame-
work with our suggested and approved indicators as
baseline. By doing so, we aim at delivering a tool for
sustainable IAM measurement and maintenance.
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Abstract—Due to compliance and IT security requirements,
company-wide Identity and Access Management within orga-
nizations has gained significant importance in research and
practice over the last years. Companies aim at standardizing
user management policies in order to reduce administrative
overhead and strengthen IT security. Despite of its relevance,
hardly any supportive means for the automated detection and
refinement as well as management of policies are available. As
a result, policies outdate over time, leading to security vul-
nerabilities and inefficiencies. Existing research mainly focuses
on policy detection without providing the required guidance
for policy management. This paper closes the existing gap
by proposing a Dynamic Policy Management Process which
structures the activities required for policy management in
Identity and Access Management environments. In contrast to
current approaches it fosters the consideration of contextual
user management data for policy detection and refinement
and offers result visualization techniques that foster human
understanding. In order to underline its applicability, this
paper provides a naturalistic evaluation based on real-life data
from a large industrial company.

Keywords-1dentity Management, Policy Management, Policy
Mining, Access Control, RBAC

I. INTRODUCTION

The efficient administration of employees’ and their digi-
tal identities’ access to sensitive applications and data is one
of the biggest security challenges for today’s organizations
[1]. Typically, large organizations manage millions of user
access privileges across thousands of IT resources. Due
to ineffective and application-specific user management,
employees accumulate excessive access rights over time.
At the same time, organizational guidelines and policies
can hardly be enforced in a decentralized environment. As
a result, organizations implement a company-wide Identity
and Access Management (IAM) system for the centralized
management of digital identities [2]. They enable organi-
zations to implement standardized user lifecylce processes,
reduce security vulnerabilities and comply with existing
national and international regulations like the Sarbanes-
Oxley Act [3] or Basel III [4].

In general, modern IAM systems are built on three pillars:
processes, technologies, and policies [5]. Core identity life-
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cycle processes like user (de)provisioning or access privilege
management are implemented using available automation
technologies. Existing products offer a variety of fuction-
alities like identity directories for data storage, provisioning
engines for user management, or workflow capabilities.
Both, processes and technologies are controlled by a set of
company-specific policies. These policies control technolog-
ical aspects like data synchronization or data storage. At the
same time they are responsible for process-related aspects
like access privilege management, provisioning processes,
and security management within the IAM.

While available systems offer a variety of technologies
and functionalities for implementing user management pro-
cesses, polices have only received little attention among
researchers and practitioners. Policy management commonly
still needs to be carried out manually by IT administrators
with hardly any means for structured policy definition or on-
going policy management being available. As a result, only a
small number of basic policies are defined and implemented
in practice. These policies are commonly extracted from
partly documented internal regulations and requirements and
remain unchanged during system operation. As a result,
they outdate over time, leading to security vulnerabilities,
essentially reducing the advantages of a centralized user
management. Consecutively, it is mandatory that policies
evolve over time in order to reflect organizational and
technological changes within a company.

In order to overcome the existing limitations, this paper in-
troduces the Dynamic Policy Management Process (DPMP).
It provides a structured approach for policy management
for Identity and Access Management by applying automa-
tion technologies that detect new and potentially relevant
policies as well as outdated policies. In contrast to existing
approaches, it integrates the analysis of user management
data as well as contextual data. The process model has
been designed based on previous academic work as well as
on experience gathered during our participation in several
industry projects. In order to underline its applicability we
extended an existing IAM tool proposed in [6] with DPMP
functionality. The tool itself provides standard connectors for
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widely used application systems. This allowed us to facilitate
available functionality and further evaluate the DPMP within
a real-life use case of a large industrial company (see Section
V). The remainder of the paper is structured as follows.
In Section II, an overview of related work is presented
before Section III gives a conceptual overview of current
Identity and Access Management systems and introduces
our proposed improvement. Section IV introduces the DPMP
while the practical use case based on naturalistic data from a
large industrial company is presented in Section V. Section
VI provides a summary and outlook for future work.

II. RELATED WORK

In todays medium to large-sized companies centralized
Identity and Access Management systems facilitating Role-
based Access Control (RBAC) are the de-facto standard for
organizing user access to resources. Their goal is to reduce
the burden of user management overhead by offering a cen-
tral point for user lifecycle and access privilege handling. By
doing so, they allow companies to implement standardized
processes and guidelines for user management.

A large amount of research considering technological
components of IAM systems and their implementation (e.g.
[5], [7]), as well as their underlying access control models
has been carried out [8]. However, while the importance of
IAM policies in general [5] and of organizational policies
in particular [9] has been acknowledged, hardly any work
specifically considers the challenge of policy detection and
management in a large and complex environments.

In the field of policy management, researchers have pro-
posed a variety of top-down and bottom-up policy detection
approaches. Examples for discovering security policies top-
down by extracting information for policy definition from
existing business processes are [10], [11], [12]. Wolter et al.
[10], for instance, use Business Process Models to formu-
late a set of security policies using the eXtensible Access
Control Markup Language. Similarly, [11] convert results
from Business Process Execution Language-based processes
into an RBAC state [13]. Bhatti [14] specifically focus on
the detection of security policies, such as separation of
duty (SOD) policies. However, SOD policies only represent
a small portion of the policies required in IAM systems.
Bailey et al. [15] introduce a self-adaptive framework that
monitors authorizations made by role- or attribute-based sys-
tems, analyzes user behavior, and adapts the target systems
accordingly. However, like other approaches, they focus on
the detection of security policies rather than providing a
guided process for comprehensive policy management in
company-wide user management.

Besides the top-down approaches, several researchers
have proposed bottom-up policy mining techniques [16],
[17], [18]. In [18], for instance, security policies are derived
from firewall and network information. Besides general
policy mining approaches, the research community recently
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focused on mining attribute policies for Attribute-based
Access Control [19], [20] in order to ease the migration
from traditional access control models such as RBAC [21],
[16]. While being valuable as a technological solution,
these approaches do, amongst others, not consider business
semantics or context information required in the context of
Identity and Access Management to validate the correctness
of suggested policies.

Summing up, available bottom-up and top-down ap-
proaches mainly focus on policy detection and do not pro-
vide the structured guidance organizations require (1) to im-
plement policy discovery and recommendation mechanisms,
and (2) ongoing policy maintenance in IAM environments.
They do not consider the integration of available context
data, decide upon the value of certain information for policy
detection, or show how to transfer detected policies into
daily operation. We argue that a comprehensive process
model is required for structuring policy management in
company-wide Identity and Access Management. Due to
the complexity of IAM systems, missing support for human
decision makers reduces applicability in practical scenarios,
essentially limiting the benefit of centralized user manage-
ment.

III. CONCEPTUAL OVERVIEW

In the following, at first an overview of IAM systems
and their main components is provided. On this basis we
propose the extension of current infrastructures using a
policy mining engine for improved policy detection and
recommendation. Section IV consecutively introduces the
Dynamic Policy Management Process facilitating the ca-
pabilities of the newly introduced policy mining engine
throughout its structured approach for policy handling.

A. Identity and Access Management Components

Typical Identity and Access Management systems (IAMS)
consist of three fundamental components (Figure 1(a)): IAM
data stored in the infrastructure, tool-supported functional-
ities for executing and automating user management tasks,
and policies structuring the management of the overall
TIAMS itself [22].

1) Data: The required data within the IAMS is com-
monly periodically loaded from connected applications.
Those can be enterprise applications having a dedicated user
administration (such as the Microsoft Active Directory or
SAP systems). They, however, also can represent resources
hosted by partner companies (i.e. using identity federations)
or cloud-based resources. Table I gives a general overview
of existing and used data types. Typically, one or several
personnel data systems (HR system) provide employee data
such as an employee’s name, departmental assignment, and
further attributes like his or her cost center or location. At the
same time other applications provide user account informa-
tion such as account identifiers and entitlement information

Matthias Hummer, 2019



2. ADVANCED IDENTITY AND ACCESS POLICY MANAGEMENT 40

Data IAMS

uses

Functi iti control;

Policy Store

User Management

O

User data

Connected
System CS;

(a) Status quo

Figure 1.

like access privileges and related attributes (e.g. criticality
level, owner or description).

The data coming from the various sources is linked and
stored in a central database, creating new data types for
a global view on identities (e.g. combining an employee’s
master data with his or her application-specific user ac-
counts) and entitlements (such as business roles that group
access privileges from connected applications). Both, the
connector technology as well as the data handling mech-
anisms rely on policies, e.g. for structuring the frequency of
data synchronization or data correlation mechanisms.

2) Functionalities: Identity and Access Management
functionalities implement the logic required to operate the
system and provide automated services. This includes mod-
ules for user management, access management, data han-
dling and synchronization, or user provisioning [5], [7]. User
management is concerned with managing the identity life-
cycle whereas access management provides functionality to
authenticate and authorize users. Data handling and synchro-
nization deal with integrating information from applications
and exchanging data in a consistent manner. Finally, user
provisioning is concerned with the allocation and revocation
of user accounts and access privileges or business roles.
All of these functionalities require the existence of policies
guiding their mode of operation.

The last column of Table I underlines that current IAM
systems commonly operate on the basis of information on
the subject (like employee data), the object (like access
privileges and applications), and the assignments between
both. Thus, they are only able to process a limited static view
without considering extended contextual information like
an employee’s activities within certain applications. In fact,
most applications generate a huge amount of (audit) data
such as information about a requesting entity, the affected
resources, the location of access, the time, and the decision
of whether the request was granted or denied. Additionally,
data like an employees contract status stemming from an
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HR system might further support policy management. We
argue that considering these extended data types allows for
the improved detection of access management policies.

3) Policies: Both, data and functionalities of IAMS rely
on policies for guiding their mode of operation. On a
theoretical level [23] and [9] provide an overview of various
policy types and their distinct sectors of applicability. [23]
introduces three types of policies, namely Authorization
policies, Obligation policies and Delegation policies. Sim-
ilarly, [9] categorize policies into Process policies, IAM
policies and Security policies.

The focus of authorization policies is to manage access
to an object [23]. This type of policy regulates access to
resources within a company and aims at increasing the
security of company information and access to sensitive
resources. For example, a depiction of the rule that only
managers can view top-secret files into an RBAC role or
ABAC rule falls into this category. Delegation policies are
a specific set of Authorization policies that allow a subject
to transfer the decision making tasks to other subjects.

Obligation policies can be divided into process policies
and IAM policies. IAM policies are responsible for the
design and governance of the functionality of an IAMS
whereas process policies refer to rules that describe how
core business processes within organization are executed.
Examples for IAM policies are the organizations guide-
lines on access privilege re-certifications or provisioning
policies that are used to automatically grant access to a
set of resources when new employees join the company.
Process policies, on the contrary, describe which permissions
typically are activated together or sequentially in order to
execute complete process activities.

Despite its importance, our experience from industry
projects shows that policy management and maintenance
is only rudimentary realized in practical scenarios. Poli-
cies implemented during the setup phase of the Identity
and Access Management system outdate over time as no
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Table I
DATA GENERATED WITHIN CURRENT IAMS

\ System Data type Examples

Used |

Employee master data

Name, personnel number

HR systemi..n Employee context

Login state of an employee regarding different applications, vacation

Account information

Account identifiers, Account attributes (e.g. system accounts, privileged accounts) X

Applicationy Entitlement information

Entitlement identifiers, Entitlement attributes (e.g. critical entitlements)

Account Activity

Permission activations, activation sequences, type of permission usage, requested resources

Identity information Accounts, corresponding systems, entitlements, roles X
IAMS Entitlement/role information Corresponding systems, attributes X
Provisioning information Requesting entities, affected resources, approving authorities, decisions X

technological means or organizational guidance are available
for verifying them periodically or detecting newly required
policies. Defined policies are rather coarse-grained and sim-
ple. This can be partly attributed to the lack of available
(contextual) data to identify complex polices and the human
policy engineer’s lack of understanding of how applications
are used by employees. Additionally, scripting languages
are often used to store policies. Hence, only technically
experienced personnel is able to create them and refine
existing ones due to the lack of appropriate user interfaces.

B. Proposed Policy Management Extension

In order to overcome the identified shortcomings, Figure
1(b) depicts our proposed improvement: Firstly, we suggest
the facilitation of currently unused contextual data for policy
management. Secondly, we extend policy management capa-
bilities of IAMS with a policy mining engine that is able to
consider this contextual data during the automated detection
and refinement of policies according to a structured process
model (presented in Section IV).

1) Context Data: According to Dey, “context is any
information that can be used to characterize the situation of
an entity” [24]. In today’s IAMS, almost exclusively identity
and entitlement attributes are used as context data for pol-
icy decisions. Following [25], we differentiate between the
following five types of additional context elements available
in applications in the remainder.

o Activity: Frequency and count of privilege activations

as well as the amount of application data accessed.

« Individuality: Attributes about employees, user ac-
counts, or access privileges data commonly available
within applications (e.g. criticality level or other at-
tributes).

« Relations: Activity of similar or related employees,
whereas similarity can be based on employee attributes
or access privilege usage patterns.

o Location: The employee’s location from which an
activity originated. Technically, IP addresses (internal,
external, VPN) are often used in this respect.

o Time: The date and time when a permission activation
occurred, e.g. within common office hours or at night.

2) Improved Policy Management: To extend the policy
functionality of today’s IAMS, we introduce a new policy
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mining engine which gathers, processes and stores contex-
tual data (as defined in Section III-A1) in order to discover
and recommend new policies. Additionally, after monitoring
and validating employees’ activities for a sufficient period
of time, it is able to recommend the refinement of existing
policies. As an example, access patterns of users across
applications can be monitored and policies for resource
access can consecutively be refined based on actual usage
statistics, usage times, or the criticality of access privileges.

IV. DYNAMIC POLICY MANAGEMENT PROCESS

To implement our vision of an improved policy man-
agement in IAM systems in complex IAM environments,
a structured process model is mandatory in order to ensure
applicability. In the following Section we thus introduce the
Dynamic Policy Management Process supporting organiza-
tions during their policy management activities (see Figure
2). It consists of four phases that structure the activities
required for policy management.

At first the infrastructural setup of the policy management
component within the IAMS takes place (phase 1). Input
data sources are identified and policy mining mechanisms
are parametrized accordingly. Consecutively, the collection
of input data is carried out (phase 2). This comprises activ-
ities like data loading, data normalization and data linking
required as input data might vary regarding its currency,
accuracy or provided attribute dimensions. During phase 3
the data correlation and policy mining takes place in order
to differentiate between normal and outlier behavior patterns
hinting at potential policy definitions and policy violations.
Throughout the last step (phase 4), the results are validated
and presented to human policy engineers facilitating their
organizational expertise in order to model well-designed
policies.

Note that phases 2-4 of the DPMP are commonly executed
in a cyclic manner while the first phase must be reentered in
case the system landscape changes or other strategic changes
require adjustment.

The main characteristics of the DPMP are:

« Minimizing efforts to define an initial set of policies.
« Providing tool support to enable IAM engineers to
execute policy modelling and refinement.
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3. Data Correlation 4. Policy Validation

» 1. Infrastructure Setup 2. Data Collection

and Policy Mining and Recommendation

Figure 2. Proposed Policy Optimization Process Model

« Integrating both, actual authorization usage data and
business knowledge.

o Improving IT security through continuous refinement
of policies based on actual employee behavior.

A. Infrastructure Setup

Phase 1 of the DPMP is concerned with the overall
preconfiguration of the infrastructure, identifying and setting
up data sources, and configuring system behavior regarding
policy detection and policy recommendation.

1) Data Identification and Connection: Prior to the actual
policy mining, available sources for contextual data need to
be identified. Typical data sources are applications connected
to the JAMS which store contextual data in log files. Human
experts (e.g. the system administrators and policy engineers)
need to decide which contextual information from a partic-
ular application should be facilitated based on the expected
business value, e.g. the potential workload reduction for
user management by defining new provisioning policies. For
the purpose of improving the provisioning processes, for
instance, the number of permission activations, the time,
or location (e.g. in-house, through VPN, the originating
country, etc.) for each application might be of relevance.

Note that this step heavily depends on the accessibility
of data and their potentially temporal availability. While
data from centralized applications like SAP ERP systems
might be easily accessible, contextual information collection
from distributed environments (like file servers in a globally
operating organization) might be cumbersome.

After the identification of available contextual informa-
tion, the data connection settings need to be adjusted. The
goal is an automated data synchronization based on existing
connectors as well as additional application connectors (e.g.
in case required contextual information stems from a system
not yet connected to the TAMS). Setting up the data synchro-
nization also includes the mapping of data from applications
to the entities stored in the IAMS. Contextual data like user
account activity, for instance, needs to be related to the
respective user accounts and employees.

2) Policy Mining Settings: After successful data selection
and import the respective data analysis configuration needs
to take place. This includes the weighting of input data
for automated data analysis as well as settings regarding
the systems policy recommendation behavior. Regarding the
input data weighing, human engineers could e.g. decide to

Dissertation

give more weight to data values that are constantly updated,
maintained, and revised and thus have a high accuracy
during the consecutive algorithmic analysis.

Additionally, the methods of policy recommendation can
be parametrized according to a given organizational sce-
nario. Similar to approaches used for the cleansing of static
access privilege assignments presented in [26], [27], the
DPMP requires human expert interaction after the detec-
tion of potentially reasonable policies. In case the system
suggests an unreasonable large number of new policies
potentially including a high rate of false-positives (detected
policy suggestions which are discarded after human review),
it would add an additional burden rather than create value for
an organization. As a result, the systems anomaly detection
techniques need to be parametrized in order to only suggest
policy definitions for selected behavior patterns.

These setting commonly require the initial analysis of
input data over a reasonable period of time. Imagine the
correlation of access privileges usage with employees lo-
cation data. In case the investigated privilege is only used
by employees from a specific location during the period of
investigation, the DPMP might recommend the definition
of a provisioning policy that only assigns employees from
this location to the according access privilege. If the period
of investigation has been set too short, employees from
other locations might also request the usage of this access
privilege, essentially requiring the adaption of the defined
policy.

B. Data Collection

After successful setup of the policy management system,
the data collection phase takes place. During this step, the
input data is loaded, normalized, and linked according to
the previously defined settings. The goal is a periodic and
fully automated data loading process shifting from a manual
administration to an automatic machine-based execution. As
a result, the latest input data are available for the automated
analysis at any point in time for policy management without
the need for human interaction.

In a first step the raw data from the relevant applications is
imported and normalized. Systems which create a constant
data stream require a continuous import, converting, and
storing of data while other applications might only support
a full data export (e.g. using the CSV format). Furthermore,
data storage types might vary among applications, requiring
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data normalization. Examples are an ERP application pro-
viding usage data aggregated per single day and the amount
of data accessed by clients in megabytes while a file service
application delivers a steady stream of data and the amount
of data sent to clients in bytes. During a last data collection
activity relationships among data elements stemming from
different points of time are set up. For each employee, access
privileges or business role a change history is generated. This
e.g. allows for the detection of activity patterns fostering the
identification of user provisioning policies.

C. Data Correlation and Policy Mining

During the data correlation phase the automated policy
mining takes place. The goal is to generate recommendations
for relevant policies which have not been implemented up
to now. At the same time already established policies are
validated for adjustment. In this paper it is not our goal to
provide a comprehensive list of pattern detection techniques
but rather aim at showing that those techniques can be
applied to support policy management efforts in general.
For evaluation purposes we implemented a set of analysis
techniques (see Section V).

Identity Information

Normal Behaviour

Policy Pattern
Context Data Mining
Algorithms Outliers

Data Dimensions

Figure 3. Input and output of policy mining algorithms

The DPMP facilitates existing data mining technologies
(e.g. clustering [28] or neural networks [29]) on the basis of
existing identity information, contextual data and the various
data dimensions defined during the initial setup phase (see
3). Patterns of normal and outlier behavior are automatically
extracted for investigated subjects. The subject may either be
a single entity or a group of entities which can be uniquely
identified by a set of attributes within the context of a policy.
Such an entity can be an employee, a user account within
an application, or a role bundling access privileges from
different applications. Such data are augmented by their
contextual data generated, for instance, when an entity is
involved in any kind of activity.

Using data mining techniques allows for a multi-
dimensional analysis facilitating sets of relevant attributes
of subjects (e.g. employees, user accounts, or entitlements)
and objects (e.g. amount, frequency, or criticality of data
accessed). The overall goal is to identify clusters of subjects
that share contextual data patterns which might in turn lead
to the definition of IAM policies and the detection of outliers
violating the policy.
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Imagine an organization that aims at ensuring the principle
of least privilege [30] in order to minimize insider misuse
by overprivileged employees. Employees only are allowed
to have the minimum set of access privileges required by
their daily work. The DPMP in this respect continuously
monitors existing user provisioning policies by identifying
outdated access privilege assignments based on users be-
havior. The example in Figure 4 depicts the analysis of a
privilege providing access to billing data within the company
based on employees location (New York) and department
(finance). The current provisioning policy might be refined
after automated usage pattern detection identified that only
employees which are assigned to the job function Clerk
actually use the respective access privileges (independent of
their assigned location) while Secretaries within the finance
department in New York do not activate the access privilege
at all.

Examples for the detection of anomalies (in contrast
to standard usage patterns) might include entitlements for
accessing financial data being activated from a VPN connec-
tion (while an according policy forbids this access) or access
privileges which are used to manipulate an extraordinary
amount of data.

Subject Cluster 1

Location == ‘New York’
Department == ‘Finance’
Function == ‘Secretary’

Activation: none

0 Ro

Provisioning Policy ‘Billing’

Location == ‘New York‘ 0 :
Department == ‘Finance’ I

Subject Cluster 2

Location == ‘New York’
Department == ‘Finance'
Function == ‘Clerk’

‘

Activation: 23 / day

(303030

Figure 4. Example of access privilege activation analysis

D. Policy Validation and Recommendation

After successful data correlation and policy mining, a set
of potentially relevant policies (e.g. provisioning policies
changing the current access control state) has been identified.
As TAM systems and connected applications manage a huge
amount of data, a high number of potentially relevant poli-
cies might be detected by each DPMP iteration. These policy
candidates need to be validated by the policy management
system before being communicated in an appropriate manner
to human engineers for refinement. Policy validation thus
can observe the underlying rule for every detected policy
over a certain period in time before it is recommended to
a human policy engineer. In case a policy suggestion is
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based on usage activity patterns, for instance, these patterns
can be validated over a period of one month. In case the
pattern changes during the investigation period, the policy
suggestion itself can be revoked.

Policy mining is limited to generating a set of policy
suggestions based on clusters of similar subjects and their
behavior based on contextual data. As a result, the focus
during of the last phase of the DPMP lies on the presentation
of results in an intuitive and human-understandable way in
order to enable the identity engineer to easily derive appro-
priate actions. Visualizations can be based on techniques
like charts or data tables. From our practical experience
it is essential to include the visualization of the reasons
why a certain policy suggestion has been created. In case
ambiguous or mutually exclusive rules have been identified,
this information has to be included in the result presentation
as well. A human policy engineer might, for instance, be
informed that accepting one policy suggestion might lead to
the violation of another already implemented policy. He then
might be able to decide whether the old policy is outdated
while the new policy suggestion should be activated.

Again, it is not the goal of this paper to provide a com-
prehensive list of potential visualizations or rule definition
scenarios but rather underline the importance of a dedicated
result refinement phase including human interaction as a
cornerstone of ongoing policy management in IAM.

In this Section we proposed the Dynamic Policy Manage-
ment Process which enables organizations to gather a deeper
understanding of its IAM, the (contextual) data, and the
quality of currently implemented policies as well as potential
policy suggestions. Based on company-specific settings, the
DPMP is able to import the necessary input data, identify
patterns of standard subject behavior, and support human
policy engineers during policy definition and refinement.

V. EVALUATION

In this Section we evaluate the applicability of the DPMP
in a real-world scenario. The evaluation is based on data
stemming from the SAP ERP system and the IAM sys-
tem of a globally-operating manufacturing company with
more than 12.000 internal and 4.000 external employees.
A total number of 8.021 active user accounts, 3.925 single
roles, 762 composite roles, and 1.180.962 access privilege
assignments from the SAP system were initially imported
and anonymized. For the following evaluation, the period
under observation comprised five weeks during which daily
re-imports took place.

Increasing audit requirements force the company to im-
prove IAM policy management. Up to now only rudimentary
provisioning and access re-certification policies have been
defined due to missing tool support and knowledge about
the underlying data. As a result, a policy detection project
has been initiated. Its main goals are:
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1) The consideration of contextual data from the SAP
ERP system for policy generation

2) The semi-automated detection of new and potentially
relevant provisioning and re-certification policies as
well as the identification of loosely defined and hence
insecure existing policies

3) Providing appropriate visualizations of detected poli-
cies to support human policy engineers

While requirement (1) corresponds to phase 1 and 2
of the DPMP, (2) relates its data correlation and policy
mining phase (phase 3). Requirement (3) deals with the
presentation of discovered policies according to phase 4
of the DPMP. Even though we executed numerous policy
detection activities, we focus on two specific examples for
evaluation purposes in the remainder. Firstly, the analysis of
access privilege activations has been compared to the static
distribution generated by the current provisioning policy in
the IAM system (corresponding to phase 2 of the DPMP, see
Section V-C). Secondly, detected access privilege activation
frequencies were visualized in relation to the amount of
data objects modified (i.e. data within the SAP system) for
investigation by a human policy engineer (corresponding to
phase 3 of the DPMP, see Section V-D).

Note that a comparative evaluation of our prototype-
based approach with manually executing policy detection
and recommendation cannot be executed. This is due to
the inapplicability of a manual examination of the several
hundred-thousands of access privilege assignments and the
available large amount of contextual information.

A. Infrastructure Setup

To address requirement (1) of the project, at first, con-
text data available in the SAP ERP system was analyzed
(step 1 of phase 1). Using the classification technique for
context data from Section III-B1, the following information
on user behavior was extracted and mapped: number and
frequency of read and write permission usage and amount
of transferred data (activity) for each account (individuality)
per day (time) and the corresponding IP address (location).
Subsequently, policy mining parametrization was conducted
(step 2 of phase 1). Initially, the set of prototypical imple-
mented algorithms (including data classification mechanisms
and statistical distribution analysis) were applied using a
default configuration. On this basis, distinctive properties
of the imported dataset became apparent. For instance,
due to SAP system limitations, user behavior can only be
extracted on a daily basis. Thus, algorithms need to be
configured to identify permission usage irregularities per day
(e.g. suspicious permission activations on weekends) but not
within the course of a single day (such as off-time activities).
Furthermore, data types were weighted in cooperation with
a human system expert, emphasizing the importance of data
types such as IP address and employee status information
during the following analyis.

Matthias Hummer, 2019



2. ADVANCED IDENTITY AND ACCESS POLICY MANAGEMENT 45

B. Data Collection

After successful configuration and parametrization the
data collection took place (phase 2 of the DPMP). We
implemented a software wizard to ease the import of raw
data types onto the internal data structures of the extended
IAM tool (see Figure 5) in an automated manner. Addition-
ally, data from the SAP system was mapped onto existing
user management data from the IAM system. SAP user
account activities, for instance, were related to the respective
employees’ identities coming from the IAM system. As a
result, a total number of including 6.214.422 records from
36 days containing contextual information as well as user
management data from the SAP system were gathered and
mapped using our daily data import functionality.

infrastructural Setup (Data Connection) x
1. Employee Data 2. User Account Data 3. Contextual Data
Please add sources for the given data dimensions.
Contextual Data: SAP
Interval Day Transferred Bytes Modified Data CPU Usage
1vay 215005 w2900 s 190
1Day 2015-01-30 42,970,898 s 16,230
1Day 2015-01-30 27,381,969 2 2,950
1Day 2015-01-30 13,010,138 ° 9,100
10ay o012 2019528 s se0
1Day 2015-01-12 45,390,340 220 11,070
1Day 2015-01-12 35,610,259 204 7,130
10ay 150112 co468 2 o
10ay 150112 45990340 20 1010
10ay aoms012 cataan B 2080
10ay o012 caraan s 2080
10ay 20150112 60460 2 w
1Day 2015-01-12 60,468 2 80
1Dav 2015-01-12 54,608 1 140 L
‘Add new context data source
e I
Figure 5. Infrastructure setup wizard

C. Data Correlation and Policy Mining

During the third phase of DPMP the actual policy mining
was conducted in order to address project requirement (2).
Using our implemented policy mining algorithms we were
able to detect standard usage patterns potentially leading to
the definition of new policies as well as the refinement of
currently implemented policies.

Table II
STATIC DISTRIBUTION AND ACTUAL USE OF ACCESS PRIVILEGE P

Distribution of static Activation
Department | ;qgonment frequency
D1 21.15% 0.04%
Do 24.39% 0.00%
D3 45.08% 99.96 %
Dy 4.82% 0.00%
Ds 0.72% 0.00%
Dsg 1.54% 0.00%
D7 2.3% 0.00%

Concerning the first exemplary case, we computed the
distribution of static assignments of access privileges among
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the top level departments of the company and compared
these to their actual activation information. Table II shows
the distribution of access privilege P; across top level
departments of the company and its actual activation in these
departments. As can be seen, nearly half of the employees
that are assigned to P; are working in the department Ds.
The access privilege is almost exclusively used (99.96%)
in this department while only a very small number of
activations (0.04%) stems from department D;. This indi-
cates that access privilege P; might only be required for
tasks conducted in department Ds. Thus, a refinement of
the existing provisioning policy that additionally requires
employees to work in department D3 in order to obtain
this access privilege is recommended. This restructuring
might lead to a reduction of the number of overprivileged
employees, thereby strengthening IT security.

In summary, out of the company’s total 3.925 single roles
defined in the SAP system, we identified 382 (i.e. 9.7%)
which — though being assigned to employees in a particular
department — were hardly activated (activation frequency
for the respective department is below 1%). In an ongoing
effort, these results are discussed with the company’s policy
engineer in order to improve existing provisioning policies
and refine existing SAP role definitions leading to access
privilege revocation.

D. Policy Validation and Recommendation

In order to address project requirement (3), previously
detected standard usage patterns need to be validated and
visualized for further human refinement. Concerning the
second evaluation example, we conducted a daily analysis
of employees according to their access privilege activation
frequencies together with the amount of data objects read
and modified.

Figure 6 depicts a screenshot from our extended 1AM
tool which uses a bubble chart visualization in order to
display detected usage patterns. The x-axis corresponds
to the amount of data that has been “modified” by an
employee’s access privilege activations on a single day,
while the y-axis denotes the amount of data being “read”.
During phase 1 of the DPMP thresholds were defined for
highlighting power users, i.e. employees which either read
or modify large amounts of data within the SAP system.
In the given example, an employee has been marked as
a power user (orange colored highlighting) if he either
read more than 10.000 MB or modified more than 200.000
data sets per day. Bubbles in the lower left area of Figure
6 correspond to average system users while highlighted
bubbles in the other areas correspond to power users. In
the given example, 63 power users were identified for the
interval of our investigation. A human policy engineer could
use this information for defining a new re-certification policy
that demands a periodic assessment of all power users’
access privileges. In contrast to standard SAP users whose
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Read data (MB) / Day

ok 400k 600
Modified data sets / Day

1800k 2000k 2 200k 2 400k 2600k 2800k 3000k

Figure 6. Detection of SAP power users

access privileged are re-certified once a year, power users
might be re-certified more frequently in order to reflect their
criticality value.

In summary, the naturalistic evaluation based on data from
an SAP ERP system presented in this Section of the paper
underlined the applicability of the DPMP for structured
policy management in practice. Based on the prototypical
extension of an existing IAM tool, we were able to im-
port previously unused contextual data, identify clusters of
standard as well as outlier usage behavior and visualize the
gathered results. Within the company, the results increased
management attention by providing in-depth insight into the
current access control state and its guiding policies. At our
partner’s side, efforts for evaluating the application of the
DPMP in a periodic manner (daily operation), the extended
analysis of further applications, and the adaption of existing
IAM policies are currently made.

VI. CONCLUSION

Over the last decades company-wide Identity and Ac-
cess Management systems have become a key element for
controlling users access to resources in medium to large-
sized enterprises. They offer means for a centralized en-
forcement of standardized user management processes and
policies. Despite their importance, the management of IAM
policies still needs to be executed manually. While current
research concentrates on mechanisms for policy detection,
the complexity of user management in large environments
rather requires a structured and applicable process for policy
management. Human policy engineers need to be supported
with guidance and automation during the detection, imple-
mentation, and refinement of IAM policies.

In order to improve the current situation we presented
the Dynamic Policy Management Process which structures
the activities during policy management into four phases.
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It facilitates a mining engine which generates policy rec-
ommendations based on contextual data of employees and
further presents gathered results to human policy engineers.
In order to underline the practical relevance and applicability
of our contribution we conducted a practical case study
within a large industrial company and its ERP system
managing several thousands of users and more than one
million access privileges.

For future work, we plan to extend the DPMP in order
to improve the representation and management of policy
recommendations. Practical experience shows that a high
amount of potentially conflicting recommendations increases
manual efforts of human role engineers and requires an in-
depth understanding of the underlying data. In the future we
hence aim at providing an analysis of policy interdependen-
cies in order to overcome this limitation. We additionally
aim at extending our prototype implementation and evaluate
the DPMP throughout further practical use cases considering
contextual data from de-centralized applications.
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Abstract. Efficient and secure management of access to resources is
a crucial challenge in today’s corporate IT environments. During the
last years, introducing company-wide Identity and Access Management
(IAM) infrastructures building on the Role-based Access Control (RBAC)
paradigm has become the de facto standard for granting and revoking ac-
cess to resources. Due to its static nature, the management of role-based
TAM structures, however, leads to increased administrative efforts and is
not able to model dynamic business structures. As a result, introducing
dynamic attribute-based access privilege provisioning and revocation is
currently seen as the next maturity level of IAM. Nevertheless, up to now
no structured process for incorporating Attribute-based Access Control
(ABAC) policies into static IAM has been proposed. This paper closes
the existing research gap by introducing a novel migration guide for ex-
tending static IAM systems with dynamic ABAC policies. By means of
conducting structured and tool-supported attribute and policy manage-
ment activities, the migration guide supports organizations to distribute
privilege assignments in an application-independent and flexible manner.
In order to show its feasibility, we provide a naturalistic evaluation based
on two real-world industry use cases.

Keywords: Identity and Access Management, IAM, ABAC, Policies

1 Motivation

The effective and secure management of employees’ access to sensitive applica-
tions and data is one of the biggest security challenges for today’s organizations
[19]. A variety of national and international regulations or certifications like
Basel IIT [3], the Sarbanes-Oxley-Act of 2002 [45], or the ISO 27000 family [23]
together with internal guidelines force enterprises to audit and control actions
within their systems. At the same time developments like the application of
cloud-based services in corporate environments further underline the need for
secure user management.

As a result, centralized Identity and Access Management (IAM) relying on the
Role-based Access Control (RBAC) [43] paradigm became the core element for
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increasing user management efficiency and reduce related IT security risks over
the last years. However, due to its static nature, the application of RBAC leads
to a considerable amount of administrative overhead. Growing numbers of out-
dated roles stemming from organizational changes together with the need of
manually administrating user role assignments as well as role permission assign-
ments result in complex and outdated RBAC structures. Even disregarding the
fact that it takes an average of 18 months for its initial implementation, RBAC
consumes an average of 2,410,000$ for a firm of 10,000 employees [34]. As a
result, researchers and practitioners recently started to point out the need for
dynamic access privilege management IAM infrastructures ([42, 27, 14]).

Using Attribute-based Access Control (ABAC) policies [20] for dynamically
granting and revoking access based on employees’ and privileges’ attributes (from
hereinafter referred to as dynamic Identity and Access Management (dIAM)) is
seen as the next maturity level of company-wide IAM. The ABAC paradigm in
general is based on the presumption that using a subject’s, object’s, and their
shared context’s attributes an authorization decision can be made. ABAC re-
search traditionally focused on aspects like expressing ABAC rules (e.g. using
XACML as standardized language) while only little attention has been paid to
its adoption in company-wide TAM environments. This adaptation requires the
definition of a potentially high number of policies within the central IAM system,
the enforcement of policy decisions within the legacy applications depending on
their underlying access control models, as well as the continuous policy mainte-
nance. In order to complete these tasks, companies require a guided approach
which is able to manage organizational project complexity as well es the tech-
nical heterogeneity of involved applications and protocols. To the best of our
knowledge, no such structured approach has been provided up to now.

In this paper we are closing the existing research gap by firstly investigating the
main building blocks required for dIAM infrastructures (Section 3). Secondly
we propose a migration guide for implementing dTAM which serves as a project
guideline dividing the necessary steps into manageable activities (Section 4). We
thirdly evaluate our work within two real world use cases in the insurance and
research industry. Besides the theoretical structuring of activities we identified
the need for automation and thus additionally provided a prototypical software
implementation for executing single activities of our migration guide. In order
to achieve this we extended an existing IAM-tool proposed in [10] with attribute
management and policy generation functionality. This allowed us to facilitate
available functionality (e.g. data import or data visualization) and further eval-
uate our migration guide within real-life projects (see Section 5).

2 Related Work

Traditionally, Identity and Access Management in organizations has been asso-
ciated with storing user data, maintaining user accounts, and controlling users’
access to applications [11]. In today’s medium to large-sized companies a cen-
tralized management of users following the RBAC paradigm has become the
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de facto standard approach for handling the challenges imposed by a steadily
growing number of digital identities as well as access privileges. Recent surveys
underline this growing importance of roles in information security in general and
in TAM environments in particular [13]. However, over time and without proper
controls such as de-provisioning processes, the number of roles is steadily grow-
ing, contradicting the benefits of administrative cost reduction [9]. In order to
keep role systems up to date, methodologies and metrics for the ongoing opti-
mization of role-based IAM infrastructures are required [10, 26]. Nonetheless, the
static concept of roles in general lacks the ability to adopt to company changes
and struggles with situational adaptivity [42]. Both requirements, however, are
main challenges of modern TAM infrastructures.

As a result, companies aim at enhancing their existing TAM systems with dy-
namic ABAC policies in order to increase provisioning capabilities, strategically
reduce administrative tasks, and keep IAM infrastructures manageable [21].
While standard ABAC protocols like the eXtensible Access Control Markup
Language (XACML) [33] have been around since 2003, Priebe at al. [36] and
Yuan et al. [52] were the first to formally define ABAC as an access control
model. However, their focus was on formalizing the model and did not consider
an application-independent IAM scenario. Jin et al. suggest an attribute-based
architecture for IAM focusing on attribute correlation and attribute importance
in different IAM-related domains [25]. Their work, however, does not aim at sup-
porting organizations during the set up of a dIAM system. Recently, Hu et al.
[20] were amongst the first to provide generalized definitions and best practices
while also giving recommendations on deploying ABAC in cross-application set-
tings. They, however, neither provide the structured guidance nor an overview
on how to adopt ABAC in an organization-wide IAM system.

Up to now, to the best of our knowledge, no approach constituting the single
building blocks of ABAC-based company-wide TAM and aligning them into a
structured process model exists. We close this gap in the remainder by firstly
gathering the aforementioned building blocks on the basis of a thorough re-
search review (Section 3). Secondly, we structure them in the form of a migration
guide which can be employed by organizations that aim at extending their static
identity- or role-based IAM towards the integration of ABAC policies (Section
4).

3 Building Blocks of Dynamic Identity and Access
Management

In the following we present the core elements of dIAM systems derived from
ABAC literature (e.g. building on the findings of [20]) as well as literature from
related areas, such as data and information quality management or policy man-
agement. Even though most works do not consider their application for company-
wide IAM in particular, researchers in general already identified attribute man-
agement as well as policy management as the two main aspects of any ABAC
implementation. Attribute management [20,6,35,16,8,37,52] in general deals
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with requirements related to the attributes used within ABAC policies, rang-
ing from the aggregation of attributes up to their ongoing maintenance. Policy
management [20, 4, 15,24, 30, 22, 37] deals with the development and continuous
improvement of access policies.

3.1 Policy Management

While policies and their life-cycle in general have been studied in various research
areas (e.g. [7]), researchers recently stated the need for a structured approach
for policy management in TAM. Building on the generic policy life-cycle model
proposed by Buecker et al. ([7], see Figure 1) we outline relevant aspects of policy
management in TAM in the following.

Author
» Language Agreement,

‘ Guidelines, Development l
Monitor Transform
Optimization Simulation, Translation

I Enforce L ‘

Implementation

Fig. 1. Policy management based on [7] including corresponding dIAM aspects

Language Agreement

The first challenge prior to defining policies is the agreement upon a common
expression language providing the syntax for depicting the semantics of policies
interpreted by an TAM infrastructure. Looking at the research area, language
requirements have been investigated [44] and comparisons of the suitability of
policy languages (e.g. [17]) such as XACML [33] or EPAL [1] have been provided.
Other authors like Strembeck [48] rather suggest generating a customized policy
language tailored to the specific needs of a certain scenario. Within the area of
TAM, however, a standardized approach seems more promising due to the high
number of different applications and stakeholders involved.

Guidelines

Besides a common policy language, the establishment of policy guidelines plays
an important role during the development as well as maintenance of dIAM sys-
tems. Policy guidelines are representing general rules on how policies are to be
developed within a specific context. Note that in complex scenarios contradict-
ing policies could potentially be defined. As a result, the establishment of design
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guidelines is mandatory in order to avoid semantically correct but inefficiently
modeled and contradicting policies. Beckerle and Martucci [4] were the first to
formally define security and manageability goals for policies. They exclusively
examined general goals for security and authorization rules. However, their re-
sults also can be applied in the context of IAM. Examples include the following
goals provided in [4]:

— Rule sets have to grant authorized access

— Redundant rules need to be removed.

— Contradicting rules need to be removed

— Concise rule sets are better than large rule sets

By means of such exemplary guidelines organizations can increase policy homo-
geneity and ease policy maintenance.

Development

Policy Development deals with the actual creation of policies. Choosing an ap-
propriate policy development methodology within a given scenario (i.e. an IAM
project) is crucial for project success. Available methodologies can be divided
into policy engineering and policy mining approaches (see Figure 2). Policy engi-
neering deals with the top-down extraction of policies from business processes or
workflows [2, 5], optionally based on security policy templates as shown in [41].
Authors agree that the policy notation used during policy development [47] and
the provided tool-support [46] are critical success factors for policy engineering.
Policy mining, in contrast, applies data mining technologies for extracting poli-
cies from Natural Language Policies [49, 29], currently assigned access privileges
[50], or access logs [51,22]. While providing an increased level of automation,
policy mining lacks the integration of business know-how and struggles with
low-quality attribute values - above all in the context of company-wide TAM in-
volving numerous stakeholders and policies. Research results from related areas
[11] underline that in such scenarios a hybrid approach building on both, an
increased level of automation as well as the integration of expert knowledge, is
the most promising method for policy modeling.

Policy
Development
Policy Policy Mining
Engineering ©
Without Tool- From Natural From Existing
Tool-supported support Language Access Control
PE Policies Data

Fig. 2. Policy development methods
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Simulation, Translation and Implementation

In company-wide IAM systems a potentially large number of ABAC policies af-
fecting thousands of access privilege assignments might be required. As a result, a
tool-supported simulation for anticipating the consequences of newly introduced
policies becomes a central step during the setup of a policy base. Simulation tools
can support the integration of policy owner feedback prior to policy activation
as well as depict the future state of access within systems managed by an IAM
infrastructure (e.g. using visual investigations as proposed in [31]). After simula-
tion the policies need to be mapped onto the access control models of the legacy
applications connected to an IAM. Those applications commonly are based on
static access control models (e.g. SAP based on static roles or the Microsoft
Active Directory (AD) based on groups). As a result, the IAM system in place
has to carry out the required translations, i.e. the provisioning of dynamically
calculated access privileges using static access control concepts (e.g. SAP roles).

Optimization

Once simulated and implemented, policies require the continuous monitoring of
their correctness and validity by applying automated analytical methods. Note
that due to the high number of expected policies a manual analysis is not feasible
in the context of TAM. Lu et al., for instance, provide an approach for discovering
inconsistencies and errors within policies at design-time [28]. Recently, Hummer
et. al [22] proposed an approach that allows for a structured optimization of
policies without interfering with a running IAM system. They apply anomaly
detection methods in order to highlight deviations of normal policy patterns and
visually present them to human policy engineers.

3.2 Attribute Management

Besides policy-related activities, attributes and their management form the foun-
dation of any ABAC implementation. Attribute management is of great impor-
tance for company-wide TAM Despite its importance for company-wide TAM
where employees are managed based upon master data attributes and access
privileges are handled using attributes. However, attribute management in TAM
has not attracted researchers’ attention to a great extent up to now.

System & Attribute Selection

The initial selection and definition of application systems as well as related at-
tributes managed within the ABAC policies [20] is the foundation for structured
attribute management for dIAM. Note that in case an organization already has
a deployed IAM system, basic attribute selection already took place during the
initial system setup. Nevertheless, a re-investigation and potential extension of
attribute sets commonly needs to be executed. Several master data attributes
stored within a personnel management system might, for instance, be unused up
to now but needed during later policy definition (e.g. an employee’s job position
or cost center).

Dissertation Matthias Hummer, 2019



3. DYNAMIC IAM IN ORGANIZATIONS 55

Introducing Dynamic Identity and Access Management in Organizations 7

Constraints & Data Types

After selecting required attributes, a definition of their data types, values and
constraints needs to be carried out. Data types commonly range from boolean
to single-valued and multi-valued attributes [6]. Researchers recently analyzed
the effects of policy evaluation performance and highlighted its relation to the
used attributes and attribute values [32]. Regarding attribute constraints, Bijon
et al., for instance, introduce constraints on attribute assignments and values
[6]. As further examples, Jin et al. provide a methodology for the classification
of attributes according to their criticality and importance for access [25], while
there also exists an overview of data and systems that are typically involved in
an TAM environment [22].

Data Integration

As aforementioned, company-wide IAM commonly handles large amounts of data
stemming from numerous applications, databases, or directory services. Orga-
nizations already operating an TAM hence need to review and extend existing
integration processes to reflect the needs of future dynamic ABAC policies. IAM
systems in general differentiate between source and target systems whereas a
source system for certain attributes can act as target system for other attributes
at the same time. An example could be an HR system providing master data
of employees while at the same time receiving employees’ email addresses from
a mail application. Note that the definition of master sources for attributes has
implications on attribute ownership. It is e.g. likely that human resources repre-
sentatives are responsible for reviewing and validating attributes stemming from
the personnel system.

Cleansing & Quality Controls

Policies created on the basis of erroneous attribute values essentially lead to
security vulnerabilities, compliance violations, and administrative overhead. As
a result, a structured review and cleansing of incorporated attribute values is a
mandatory building block of dTAM prior to policy development. For an overview
of potential data quality problems, cf. [39]. Hummer et al. recently argued that
for optimizing policies, a centralized view on available and utilizable attributes
spanning all involved systems is necessary in order to detect data errors and
inconsistencies [22]. Data cleansing additionally builds on available attribute
quality controls (e.g. rules for valid attribute values). Such quality controls, e.g.,
support the automated monitoring of attribute value changes and the advent
of new attribute values and attribute types. We suggest to apply measures and
metrics (for an overview cf. [18]) as well as best practices [40] from the field of
data and information quality management to address these challenges.

4 Migration Guide

After describing the building blocks of an ABAC-based IAM, this Section of the
paper introduces our tool-supported migration guide supporting a step-by-step

Dissertation Matthias Hummer, 2019



3. DYNAMIC IAM IN ORGANIZATIONS 56

8 Introducing Dynamic Identity and Access Management in Organizations
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Fig. 3. Process model for migrating towards dIAM

migration from an existing static towards a dynamic TAM solution. It consists of
three phases, namely a preparatory phase, an implementation phase and a main-
tenance phase (see Figure 3). The goal of the preparatory phase is to achieve
a common understanding of policies and provide an attribute base used during
later process phases. The subsequent implementation phase covers the cleansing
of attributes and actual development of policies while the maintenance phase
provides measures for continuous monitoring and improvement of the policy
system. Note that due to space restrictions we cannot provide a detailed pre-
sentation of all involved sub-activities but rather aim at giving an overview of
required tasks. In order to increase automation, we implemented a prototypical
software for supporting the execution of attribute and policy management ac-
tivities (Phase 2 of our migration guide). It is able to exchange data with an
existing IAM system supporting the respective ABAC implementation process.

4.1 Preparation Phase

Due to the complexity and heterogeneity of static IAM environments, several
preparatory activities have to be completed before ABAC policies can be defined.
Relevant systems, attributes, responsibilities, and guidelines have to be reviewed
and defined in order to foster a common understanding on a technical as well as
organizational level among involved stakeholders.

Attribute Management
During system and attribute selection source systems for attribute data (e.g. per-
sonnel management systems) need to be investigated for attributes required dur-
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ing policy definition (Activity 1.3). Additional sources like IAM systems them-
selves or other applications providing information about user accounts or access
privileges (e.g. ownership, criticality) might be identified. Note that organiza-
tions having basic attribute synchronization processes in place commonly have
not dealt with the facilitation of extended attributes for complex access control
decisions. By investigating system documentation or conducting expert inter-
views they hence need to review and extend the currently used attribute types
in order to reflect ABAC requirements.

At the same time, data types need to be defined and constraint definitions for
the attributes need to be established (Activity 1.4, cf. Section 3, Constraints &
Data Types). This, amongst others, includes the definition of data types, master
data sources, data ownerships, valid attribute values, or attribute ranges, i.e.
intervals (if the data type is a numeric type) of validity. This way, erroneous
attribute values can be identified during the subsequent cleansing activities.
After successfully completing the system and attribute selection and definition
of constraints and data types, the attribute synchronization (Activity 1.5) takes
place. Attribute values are imported into the IAM during this phase. At the
same time conflicts like different encodings or granularity issues (e.g. address vs.
street and zip code) can be detected.

Policy Management

Regarding policy management, a general language agreement (Activity 1.1) for
policy expression as well as the definition of policy guidelines need to be estab-
lished prior to policy creation. Most of the currently available IAM implementa-
tions, for instance, are able to foster XACML as standardized policy language.
Additionally, a shared understanding among project stakeholders on an organi-
zational level needs to be established in the form of a company-wide glossary with
definitions for important terminology. Available policy types like grant or denial
policies should, for instance, be described. Furthermore, guidelines for policies
(Activity 1.2, cf. Section 3, Policy Guidelines) can act as sources on how the
human policy engineers are requested to model policies. Imagine a scenario in
which only grant policies are allowed. Policy engineers should hence not have
the option to design denial policies throughout a tool-supported policy creation
process at all. Additionally, guidelines for the strategic maintenance of policies
(Phase 3 of our migration guide) need to be defined. By introducing policy and
attribute ownerships and requiring a periodic certification process, companies
can essentially increase long-term policy quality.

4.2 Implementation Phase

After the preparatory activities have been completed, organizations enter the im-
plementation phase (Phase 2) of our migration guide, i.e. the initial development
and setup of a dIAM based on ABAC policies. Concerning attribute manage-
ment, a systematic initial review and cleansing (Activity 2.1) of attribute data is
required before the initial creation of policies as well as their subsequent simula-

Dissertation Matthias Hummer, 2019



3. DYNAMIC IAM IN ORGANIZATIONS 58

10 Introducing Dynamic Identity and Access Management in Organizations

tion and implementation (Activities 2.2 and 2.3) can be carried out (cf. Section
3, Policy Development; Simulation, Translation and Implementation).

Attribute Management

Medium and large-sized organizations commonly struggle with data quality is-
sues regarding their digital identities and access privileges. As a result, a dedi-
cated cleansing process for improving attribute data quality is a crucial success
factor for implementing dIAM. Following an initial assessment of attribute data
(e.g. the identification of empty or invalid attribute values) the manual or au-
tomated cleansing of attributes needs to take place. We argue that a tool-based
detection and cleansing process fosters user adoption by reducing the overall
project complexity. Automated error identification can, for instance, be carried
out by means of data mining or data quality metrics. Data mining, for instance,
can be applied to detect outliers and unusual attribute values (see [12]). Based
on predefined quality metrics (e.g. general rules like the currency [18] of an at-
tribute value or a list of valid location attribute values) it leads to an overall
higher quality of defined policies. Figure 4 (left side) gives a simple attribute

BER Nuremberg 5
10249 Berlin

Muc

& GroupBylocation v Q Search

location P S
= Munich 999 £  GroupBylocation Q search
£ Berlin 143 location X -
= Frankfurt 53 E  Munich 1,005
&  Minchen E Berlin 145
£ Nuremberg B Frankfurt 53
B B
-
=
=
=

[

Fig. 4. Before and after manual cleansing by grouping of attribute location and its
various occurrences

cleansing example by grouping current location attribute values from a person-
nel system within our prototype after the attribute synchronization took place.
Existing data errors such as typos, different language codings, or misspellings
can be identified easily. The right side of Figure 4 displays the attribute values
after cleansing by human experts in collaboration with attribute owners.

Policy Management

As aforementioned, a potentially high number of policies bundling a wide range
of access privileges or responsibilities are managed in corporate IAM environ-
ments. As a result, a manual policy generation by human policy engineers is not
feasible. Organizations thus aim at employing automation techniques for creat-
ing policies and reviewing them in a hybrid manner (e.g. by experts who provide
business knowledge and semantics, see Section 3). As one example of a potential
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role development approach in large IAM environments, we thus implemented
policy mining algorithms that are able to automatically generate candidates for
grant policies based on given attribute information. In order to support human
review processes we additionally developed a simple representation of policies
using a wizard-based graphical interface within our prototype (see Figure 5).
Using this approach, a human policy engineer can select combinations of avail-

Rule Wizard X

1. Select Attributes
I

Please select the attribute dimensions for the policy candidate engineering process.

o

@ Filter values by department & = Q search
()| Department @ Berlin
O | Email @ Frankfurt

EmployeeType @ | Munich; Nuremberg

[J | Firstname
@ | Function
O | Lastname
) | Username

(| valid_until

Total: 9 Total: 3

[ JRE ]

Fig. 5. Automated tool-based policy mining and review

able attributes (left side of Figure 5, e.g. function and location) and optionally
merge semantically or syntactically equivalent attribute values (right side of Fig-
ure 5, bundling the attribute values Munich and Nuremberg). In a second review
step, suggested policy candidates are then displayed to the policy engineer. Con-
tinuing our example above, access is granted on the basis of the combination of
employees’ location and function. As a result, three policies for each function
attribute value are generated, e.g. one policy for sales representatives in Berlin,
Frankfurt, and Munich/Nuremberg each. During review, a human policy engi-
neer can alter or remove unneeded policies (e.g. in case no sales representatives
are located in Frankfurt). During a third step our prototype calculates the access
rights shared by policy members based on customizable data mining algorithms.
This way, a policy engineer could, for instance, enforce that only access rights
that are not yet included in other policies are considered during the access priv-
ilege calculation or that critical access privileges are in general excluded from
policy generation.

Completing the third step of our policy development wizard, policy owners are
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assigned and the policy candidates can be saved and exported to an IAM system.
Ownership assignment can take place either based on rules (e.g. line managers
are responsible for policies that affect their department) or manually.

After agreeing upon policy definitions, their simulation and implementation
within an IAM test environment takes place. Due to the high number of organi-
zational changes (e.g. restructuring organizational hierarchies, ownerships, and
responsibilities) such policy simulation is a cornerstone of every policy modeling
initiative. After final approval, the implementation of policies in the productive
system occurs.

4.3 Maintenance Phase

The last phase of our migration guide (Phase 3) is dedicated to the continuous
improvement of the previously implemented ABAC policies. In order to ensure
long-term applicability of the defined rule set and minimize system complexity
over time, a structured process for a periodic assessment and re-design of existing
and new policies needs to be established. As a result, the maintenance phase
deals with ensuring both, the correctness of policies and a high level of attribute
quality (Activities 3.1 and 3.2, cf. Section 3, Policy Optimization).

Attribute Management

Regarding attribute management (Activity 3.2), we recommend the introduction
of a structured monitoring process comprising two main activities, namely the
periodic identification and review of quality metric violations as well as the
definition of organizational agreements.

Quality measures defined during the previous phases of the migration guide form
the basis for continuous attribute quality assurance. Throughout automated and
periodic checks the correctness of attribute values can be investigated based on
given quality measures and outlier detection methodologies. Examples for such
checks can be periodic certifications of attributes by attribute owners or the
detection of wrong attribute values using valid value lists. Besides such technical
measures organizational agreements have to be made, e.g. in order to handle
scenarios when new applications are connected to an IAM. In such cases, the
TAM team has to decide whether the provided attributes fulfill the initially
established constraints and attribute quality levels.

Policy Management

Besides the strategic management of attribute types and their values, the long-
term maintenance of ABAC policies together with the potentially automated
proposal of newly required but not yet defined policies need to be ensured. Note
that both maintenance activities are highly dependent on each other. In contrast
to attribute monitoring, discovering erroneous and outdated policies requires an
increased level of automation. While single-valued attribute errors might be eas-
ily identified, a misconfiguration of policies granting critical access privileges can
hardly be identified without tool-support. For addressing this challenge, Hummer
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et al. recently suggested measures and processes for strategic policy maintenance
[22]. They, for instance, introduce tool-supported outlier and anomaly detection
for identifying unused or outdated policies into the field of TAM.

5 Evaluation

After proposing our migration guide we now execute a naturalistic ex post eval-
uation covering two industry use cases based on the evaluation framework by
Pries-Heje et al. [38]. The used real-life data-sets originate from companies op-
erating in the health insurance in Switzerland (from hereinafter refereed to as
‘Insucomp’) as well as the research sector in Germany (from hereinafter refereed
to as ‘Rescomp’). All attribute values have been anonymized accordingly. While
Rescomp already had a working TAM system in place, Insucomp conducted a
policy development project as part of their initiative to initially implement an
TAM system. The project duration was six months (Rescomp) and nine months
(Insucomp) respectively, with both projects sharing the same overall goals:

1. Automatically providing new employees with correct basic access.
2. Increasing the amount of automatically distributed privileges by using dy-
namic provisioning policies.

In order to achieve these goals, both companies executed Phases 1 and 2 of our
migration guide and facilitated our prototypical tool implementation during pol-
icy development. Insucomp additionally implemented basic measures for policy
and attribute maintenance (Phase 3) while Rescomp plans to do so in future.
Note that even though both use cases only aimed at policy definition based on
subject attributes, our model can also be applied during the general development
of policies comprising subject, object, and environmental attributes.

5.1 Insucomp

Insucomp is employing 349 external and 866 internal employees which in total
own 7,777 accounts in 13 different application systems, including one AD and
one SAP instance. In total, 2,297 different access rights are directly assigned
to the user accounts resulting in 54,059 access rights assignments. Insucomp’s
variety of applications using static access privilege assignments in combination
with manual provisioning processes resulted in large administrative efforts over
the last years. As a result, a new TAM system based on dynamic access control
policies had to be introduced between 2014 and 2015.

Preparation Phase

Throughout a kick-off workshop, Insucomp initially taught policy engineers guide-
lines on how to semi-automatically construct policies (Activity 1.2) while the
TAM software implemented during the overall IAM project pre-defined the ap-
plied policy language (Activity 1.1). In the specific case the proprietary modeling
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capabilities of the Dell One Identity Manager were employed due to the reduced
expected technical implementation efforts required. The system and attribute
selection (Activity 1.3) took place in an iterative manner. Firstly, the HR sys-
tem was defined as source for employee master data. The available attributes
together with access privileges from all 13 applications were imported into our
prototype. Consecutively, policy engineers and the responsible line officers agreed
upon the exclusion of certain access rights from the Microsoft AD, the SAP, and
the Customer Relationship Management system from further consideration. This
decision was based on several reasons: Firstly, granting certain access rights in an
automated manner would have resulted in an increase of license costs. Secondly,
selected access privileges from the Customer Relationship Management system
were classified as critical from an IT security perspective and hence excluded
from automated provisioning processes. Regarding the attributes for policy de-
velopment, the domain experts and IAM team selected an employee’s position as
the main HR attribute for the policy construction. Constraints and data types
were defined accordingly:

— C1: The German value for the position is used in policies.

— C2: A code is introduced for each value, referring to exactly one position.

— (C3: A policy definition needs to contain both, a human-readable position as
well as its respective machine-readable 4-digit code.

— C4: The position is a string value.

During attribute synchronization (Activity 1.5), violations of those constraints
were identified. As an example, several languages were originally used to express
an employee’s position. In coordination with the HR department, the German
position attribute value (C1) was selected as the defining attribute for later
policy evaluations. Other languages were excluded from the data import and
from now on are represented as translation of the main value (i.e. the German
value) within a new attribute field in the HR system.

Implementation Phase

Following our migration guide a subsequent data cleansing process was con-
ducted. Inspecting all attribute values within our prototype (Activity 2.1), In-
sucomp was, amongst others, able to discover ten erroneously defined positions.
Additionally, positions with an inappropriate semantic granularity level were de-
tected. For instance, initially one position for Clerk Insurance Processing existed
within the HR system. However, for representing two semantically distinct insur-
ance levels, Insucomp had to model two additional types of clerks with different
access rights. As a result, the TAM team enforced the creation of more detailed
positions and codes within the HR system. In the given example, two new posi-
tions were created in the HR system and employees were assigned accordingly
(see Figure 6). Finishing the data cleansing activities a total of 253 positions
have been available in the final attribute base.

After successful attribute cleansing, the actual detection of policy candidates
within our prototype and the respective review together with domain experts
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Fig. 6. Example for refactoring of employee positions

took place (Activity 2.2). As a side effect, Insucomp was able to discard 3,600
excessive assignments (i.e. 6.7% of all access privilege assignments) during the
policy review process as our prototype highlighted additional (potentially exces-
sive) privileges of employees assigned to a certain policy. This had a large impact
on the overall project, further underlining the importance of secure provisioning
and de-provisioning processes based on dynamic policies.

Finally, Insucomp exported the defined policies from our prototype and imported
them within their newly set-up IAM system (Activity 2.3). They randomly se-
lected sample policies in order to simulate correct functionality throughout var-
ious identity lifecycle processes (i.e. onboarding, change, and offboarding of em-
ployees). As a result, a total of 253 policies were put into operation. This led
to the dynamic provisioning of 32% of all access rights among Insucomp’s 13
connected application systems, essentially reducing the manual administrative
workload while at the same time increasing the level of IT security.

Maintenance Phase

At the end of the migration project, Insucomp defined measures and quality
controls in order to ensure the correctness of policies and attributes (Phase 3 of
our migration guide). For conducting structured attribute management (Activ-
ity 3.2) newly introduced or changed attributes or attribute values have to be
reported by the HR department to the TAM team in the future in order to adapt
policies accordingly. Policy optimization has not been carried out up to now but
is one element of the Insucomp IAM roadmap within the next year.

5.2 Rescomp

Rescomp already employed a working IAM system prior to the beginning of
their policy definition project. Nonetheless, user management still was executed
manually to a large extent for the 473 employees and the 761 different access
rights (5,774 user privilege assignments in total). Rescomp’s dynamic research
environment requires automated and flexible access privilege provisioning in the
future (e.g. for external employees like students needing temporary access to
critical company data while undergoing regular organizational changes at the
same time). As a result, a dTAM migration project was initiated in 2014. Similar
to Insucomp, Rescomp executed the first two phases of our migration guide. Even
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though they have not executed maintenance activities up to now, they recently
defined policy optimization as one element of their future IAM roadmap.

Preparation Phase

As a preparatory activity, Rescomp defined general guidelines for policy modeling
(Activity 1.2). They introduced three types of valid policies, namely location-
based policies, department and type-based policies, as well as function-based
policies. Location-based policies represent the physical location of employees e.g.
for granting physical access to buildings. Department- and type-based polices, in
contrast, are defined based on the departmental assignment of employees in com-
bination with their type, essentially granting access to departmental file shares
for internals, trainees, students, or externals. In addition, function-based poli-
cies were defined to further refine employee’s access rights according to their job
function. Besides the three policy types, the IAM team defined a guideline re-
garding the definition of empty policies, i.e. policies that currently no employee
is matching. In accordance with their project goals they decided to prepare such
policies prior to an initial match of an employee (Activity 1.2). They, for instance,
created a policy for all members of the technical service department whose type
of contract is student. Students might only work within the department during
their term holidays and thus the according policy might be unused for certain
periods of the year but still is required during other months.

Following the migration guide, they selected two installations of their Microsoft
AD for inclusion of access rights and provided the employee attributes from the
HR system in place. During Activity 1.4 department, type of contract, function,
project and location were selected as attribute base for policy definition. Similarly
to Insucomp, Rescomp defined constraints and data types for these attributes.
They, for instance, decided that regarding the types of contract internals, ap-
prentices, and students should be treated equally in terms of their access rights.

Implementation Phase

Due to an already high attribute quality provided by the HR system, attribute
cleansing was not required as no errors were identified during the attribute inves-
tigation. As a result, the IAM team subsequently conducted the policy develop-
ment (Activity 2.2) in cooperation with business representatives. They started
with the definition of basic location policies and continued with the creation
of department and employee type-based policies as well as policies for employ-
ees’ function attributes. Business representatives were asked to review the policy
candidates using our prototype. In total, this process lead to the definition of 449
policies for automatic access privilege assignments, covering a total of 34.8% of
all managed access privileges. Regarding the access rights, 45.9% of all initially
existing privileges can now be assigned in an automatic way, i.e. they are included
in at least one policy. All policies were exported from our prototype using the
XML-notation and consecutively transferred into the existing LDAP-based TAM
system of Rescomp using custom Python scripts (Activity 2.3). Figure 7 presents
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<accesspolicy>
<name>Controlling;trainee;intern;student</name>
<accessrights>
<accessright>
<uid>CN=student_share,OU=student,OU=controlling,OU=rescomp_inc,DC=res, DC=log</uid>
<application>AD</application>
</accessright>

</accessrights>
<rule>
<operator value="AND'">
<attr>
<attributename>department</attributename>
<attributevalue>eontrolling (</attributevalue>
<1d>28822277221</id>
</attr>
<operator value="QR">
<attr>
<attributename>employeeType</attributename>
<attributevalue>trainee</attributevalue>
</attr>
<attr>
<attributename>employeeType</attributename>
<attributevalue>intern</attributevalue>
</attr>
<attr>
<attributename>employeeType</attributename>
<attributevalue>student</attributevalue>
</attr>
</operator>
</operator>
</rule>
</accesspolicy>

Fig. 7. Example policy export using XML notation

a short XML export example of one department and employee type-based policy
bundling students, trainees, and internships within a controlling department.

6 Conclusion

Dynamically assigning and revoking access privileges in company-wide IAM in-
frastructures has gained significant importance when it comes to automated and
secure user management. Migrating to a dynamic IAM infrastructure based on
ABAC policies can decrease manual administrative efforts while at the same time
increasing the overall IT security level within companies. In order to support
organizations during their required migration efforts, we proposed a novel three-
step migration guide for implementing dynamic IAM based on ABAC policies in
a structured manner. Up to now, no such structured process model highlighting
and coordinating the respective migration tasks has been proposed. Our migra-
tion guide covers the required preparation, setup, as well as maintenance tasks
and additionally offers tool-support in order to automate attribute and policy
management activities. By doing so it increases the flexibility of policy engi-
neers, reduces errors during policy modeling, and speeds-up the overall process
of policy creation. Evaluating our migration guide throughout two real-life use
cases we have further underlined its practical applicability.

In the future, we plan to extend our software prototype by implementing au-
tomated identity attribute monitoring activities that support companies during
long-term attribute maintenance. In contrast to organizational guidelines this
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would support the enforcement of quality rules for attribute management. Addi-
tionally, we plan to expand policy development and policy maintenance capabil-
ities in order to allow for a better cooperation between the responsible domain
experts and the policy engineers.

Acknowledgment. The research leading to these results was supported by the
“Bavarian State Ministry of Education, Science and the Arts” as part of the
FORSEC research association.
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Abstract

Due to compliance and IT security requirements, company-wide identity and access management within
organizations has gained significant importance in research and practice over the last years. Companies aim at
standardizing user management policies in order to reduce administrative overhead and strengthen IT security. These
policies provide the foundation for every identity and access management system no matter if poured into IT systems
or only located within responsible identity and access management (IAM) engineers’ mind. Despite its relevance,
hardly any supportive means for the automated detection and refinement as well as management of policies are
available. As a result, policies outdate over time, leading to security vulnerabilities and inefficiencies. Existing research
mainly focuses on policy detection and enforcement without providing the required guidance for policy
management nor necessary instruments to enable policy adaptibility for today's dynamic IAM. This paper closes the
existing gap by proposing a dynamic policy management process which structures the activities required for policy

management in identity and access management environments. In contrast to current approaches, it utilizes the
consideration of contextual user management data and key performance indicators for policy detection and
refinement and offers result visualization techniques that foster human understanding. In order to underline its
applicability, this paper provides an evaluation based on real-life data from a large industrial company.

Keywords: Identity management, Policy management, Policy mining, Access control, Security management

1 Introduction

The efficient administration of employees’ access to
sensitive applications and data is one of the biggest
security challenges for today’s organizations [1]. Typi-
cally, large organizations manage millions of user access
privileges across thousands of IT resources. Due to
ineffective and application-specific user management,
employees accumulate excessive access rights over time.
As a consequence, most users are overprivileged, mean-
ing they are assigned more permissions than necessary
to perform their work. At the same time, organiza-
tional guidelines and policies can hardly be enforced in
a decentralized environment. As a result, organizations
implement a company-wide identity and access manage-
ment (IAM) system for the centralized management of
digital identities [2]. This enables organizations to imple-
ment standardized user lifecycle processes, reduce secu-
rity vulnerabilities and comply with existing national and

*Correspondence: matthias.hummer@nexis-secure.com
T Nexis GmbH, Franz-Mayer-Straf3e 1, 93053 Regensburg, Germany
2University of Regensburg, Universitétsstrale 31, 93051 Regensburg, Germany

@ Springer Open

international regulations like the Sarbanes-Oxley Act [3]
or Basel III [4].

In general, typical IAM systems are built on three pil-
lars: processes, technologies and policies [5]. Core identity
lifecycle processes like user (de)provisioning or access
privilege management are implemented using available
automation technologies. Existing products offer a vari-
ety of functionalities like identity directories for data
storage, provisioning engines for user management or
workflow capabilities. Both processes and technologies
are controlled by a set of company-specific policies. These
policies control technological aspects like data synchro-
nization or data storage. At the same time, they are
responsible for process-related aspects like access priv-
ilege management, provisioning processes, and security
management within the IAM.

While available systems offer a variety of technologies
and functionalities for implementing user management
processes, policies have received little attention among
researchers and practitioners so far. Policy management
commonly still needs to be carried out manually by

© 2016 The Author(s). Open Access This article is distributed under the terms of the Creative Commons Attribution 4.0
International License (http://creativecommons.org/licenses/by/4.0/), which permits unrestricted use, distribution, and
reproduction in any medium, provided you give appropriate credit to the original author(s) and the source, provide a link to the

Creative Commons license, and indicate if changes were made.
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IT administrators with hardly any means for structured
policy definition or ongoing policy management being
available. Moreover, only static data is employed (e.g.
department of an employee), letting valuable data lie fal-
low. As a result, only a small number of basic policies
are defined and implemented in practice. These policies
are commonly extracted from partly documented inter-
nal regulations and requirements and remain unchanged
during system operation. This results in a situation where
policies outdate over time, leading to security vulnerabil-
ities, essentially reducing the advantages of a centralized
user management. Consecutively, it is mandatory that
policies evolve over time in order to reflect organizational
and technological changes within a company.

In order to overcome the existing limitations, this
paper introduces the dynamic policy management pro-
cess (DPMP) for IAM. It provides a structured approach
for policy management for IAM by applying automation
technologies. On the one hand, these techniques are used
in order to create a better knowledge about identity data
by calculating key performance indicators (KPI) to auto-
matically adjust policies to the current system state. On
the other hand, we use them to detect new and potentially
relevant policies as well as outdated policies. In contrast
to existing approaches, our approach integrates the anal-
ysis of user management data as well as contextual data.
The process model has been designed based on previous
academic work as well as on experience gathered during
our participation in several industry projects. In order to
underline its applicability, we extended an existing IAM
tool proposed in [6] with DPMP functionality. The tool
itself provides standard IAM connectors for widely used
application systems. This allowed us to facilitate avail-
able functionality and further evaluate the DPMP within
a real-life use case of a large industrial company (see
Section 5).

Our research methodology follows the paradigm of
design science research as presented by [7] and [8]. Fol-
lowing the design science cycle, we derive awareness for
the problem (step 1 of the design science cycle) in Section
1. In order to overcome the problems, we propose its cur-
rent state of research (Section 2) together with objectives
of our approach in Section 3 (2). We designed our artifact,
the DPMP, in Section 4 (3). The evaluation (4) and demon-
stration (5) following a real-world ex-post evaluation is
presented in Section 5. The adequate communication
started at ARES 2015 and is further continued with this
extended article in the EURASIP journal (6).

The remainder of the paper is structured as follows.
In Section 2, an overview of related work is presented,
and Section 3 gives a conceptual overview of current
IAM systems and introduces our proposed improvement.
Section 4 introduces the DPMP, while the use case based
on real-world data from a large industrial company is
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presented in Section 5. Section 6 provides a summary and
outlook for future work.

2 Related work

A large amount of research considering technological
components of IAM systems and their implementation
(e.g. [5, 9]), as well as their underlying access control
models has been carried out [10]. However, while the
importance of IAM policies in general [5] and of organiza-
tional policies in particular [11] has been acknowledged,
hardly any work specifically considers the challenge of
policy detection and management in large and complex
environments.

In the field of policy management, researchers have
proposed a variety of top-down and bottom-up policy
detection approaches. Examples for discovering security
policies top-down by extracting information for policy
definition from existing business processes are [12—14].
Wolter et al. [12], for instance, use business process mod-
els to formulate a set of security policies using the eXten-
sible Access Control Markup Language. Similarly, [13]
convert results from business process execution language-
based processes into an role-based access control (RBAC)
state [15]. Bhatti [16] specifically focus on the detection
of security policies, such as separation of duty (SOD)
policies. However, SOD policies only represent a small
portion of the policies required in IAM systems. Bailey
et al. [17] introduce a self-adaptive framework that mon-
itors authorizations made by role- or attribute-based sys-
tems, analyzes user behavior and adapts the target systems
accordingly. However, like other approaches, they focus
on the detection of security policies rather than providing
a guided process for comprehensive policy management
in company-wide user management.

Besides the top-down approaches, several researchers
have proposed bottom-up policy mining techniques
[18-20]. In [20], for instance, security policies are derived
from firewall and network information. Besides gen-
eral policy mining approaches, the research community
recently focused on mining attribute policies for attribute-
based access control [21, 22] in order to ease the migration
from traditional access control models such as RBAC
[18, 23]. While being valuable as a technological solution,
these approaches do not, among others, consider business
semantics or context information required in the context
of IAM to validate the correctness of suggested policies.

Additionally, these approaches focus on policy mining
based on static input data. Yet, within the context of IAM,
we aim to establish policy mining which uses dynamic
input and thereby reduces the need for permanent pol-
icy adjustment. Due to the amount and heterogeneity of
identity data, key indicators are necessary to abstract from
the overall complexity and generate information about the
current quality and state of the underlying IAM system.
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While mining technologies are capable of finding any
information within a certain set of data, this may lead
to unusable output due to the improper input (“garbage
in, garbage out”). By using KPIs, it is possible extract
understandable and processable data out of static iden-
tity information and thus support adaptability of policies
without having to change the policy itself. To our best
knowledge, this part is missing in IAM policy manage-
ment although it creates significant business value. Until
now, IAM research mainly focus on key performance
indicators for business decision support systems [24, 25].
These approaches evaluate the strategic and economic
value of IAM within an enterprise and thereby compare
potential benefits (e.g. reduced administration efforts or
security benefits) to emerging efforts (implementation
costs or operational risks). Further research aims at mea-
suring the performance of IAM processes [26] regarding
their maturity level or quality and coverage of processes.
Summing up, available bottom-up and top-down
approaches mainly focus on policy detection and
do not provide the structured guidance organizations
requirements: (1) to implement policy discovery and rec-
ommendation mechanisms and (2) ongoing policy main-
tenance in IAM environments. They do not consider

Page 3 of 16

the integration of available context data or KPIs, decide
upon the value of certain information for policy detec-
tion, or show how to transfer detected policies into
daily operation. We argue that a comprehensive pro-
cess model is required for structuring policy manage-
ment in a company-wide IAM. Due to the complexity
of IAM systems, missing support for human decision-
makers reduces applicability in practical scenarios, essen-
tially limiting the benefit of centralized user management.

3 Conceptual overview

In the following, an overview of IAM systems and their
main components is provided. On this basis, we pro-
pose the extension of current IAM infrastructures using
a policy mining engine for improved policy detection
and recommendation. Section 4 consecutively introduces
the dynamic policy management process facilitating the
capabilities of the newly introduced policy mining engine
throughout its structured approach for policy handling.

3.1 Identity and access management components

Typical IAM systems consist of three fundamental com-
ponents (Fig. 1): IAM data stored in the infrastruc-
ture, tool-supported functionalities for executing and

stores:

Functionalities [¢&———controls

User Management
[

User Data 4 User Data ,

Fig. 1 Basic architecture of identity and access management systems
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automating user management tasks and policies struc-
turing the management of the overall IAM system
itself [27].

3.1.1 IAMdata

The required data within the IAM system is commonly
periodically loaded from connected applications. Those
can be enterprise applications having a dedicated user
administration (such as the Microsoft Active Directory
or SAP Enterprise-Resource-Planning (SAP ERP) sys-
tems). They, however, also can represent resources hosted
by partner companies (i.e. using identity federations) or
cloud-based resources. Table 1 gives a general overview
of existing and used data types. Typically, one or several
personnel data systems (HR system) provide employee
data such as an employee’s name, departmental assign-
ment and further attributes like his or her cost center
or location. At the same time, other applications provide
user account information such as account identifiers and
entitlement information like access privileges and related
attributes (e.g. owner or description).

The IAM data coming from the various sources is
linked and stored in a central database, creating new
data types for a global view on identities (e.g. combining
an employee’s master data with his or her application-
specific user accounts) and entitlements (such as business
roles that group access privileges from connected applica-
tions). Both the connector technology as well as the data
handling mechanisms rely on policies, e.g. for structuring
the frequency of data synchronization or data correlation
mechanisms.

3.1.2 Functiondlities

IAM functionalities implement the logic required to oper-
ate the system and provide automated services. This
includes modules for user management, access man-
agement, data handling and synchronization, or user
provisioning [5, 9]. User management is concerned
with managing the identity lifecycle, whereas access
management provides functionality to authenticate and

Table 1 Data generated within current IAMS
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authorize users. Data handling and synchronization
deal with integrating information from applications and
exchanging data in a consistent manner. Finally, user pro-
visioning is concerned with the allocation and revocation
of user accounts and access privileges or business roles.
All of these functionalities require the existence of policies
guiding their mode of operation.

The last column of Table 1 underlines that current IAM
systems commonly operate on the basis of information
on the subject (like employee data), the object (like access
privileges and applications) and the assignments between
both. Thus, they are only able to process a limited static
view without considering extended contextual informa-
tion like an employee’s activities within certain applica-
tions. In fact, most applications generate a huge amount
of (audit) data such as information about a requesting
entity, the affected resources, the location of access, the
time and the decision of whether the request was granted
or denied. Beside that, static information like assigned
permissions, information about the access model or the
history of an employee provides a relevant data source.
Based on this source, key performance indicators may be
computed e.g. for criticality or data quality which adapt
the system’s current state thus providing better policy
input. Additionally, data such as an employee’s contract
status stemming from an HR system might further sup-
port policy management. We argue that considering these
extended data types allows for the improved detection of
access management policies.

3.1.3 Policies

Policies are used in order to define the behavior of a (soft-
ware) system by using a dynamic parametrization [28].
Thus, both data and functionalities of IAM systems rely
on policies for guiding their mode of operation. Among
others, this has already been shown by [28] and [11], who
provide an overview of various policy types and their dis-
tinct sectors of applicability. Strembeck [28] introduces
three types of policies, namely authorization policies,
obligation policies and delegation policies. Similarly, [11]

System Data type Examples Used
HR systern: » Employee master data Name, personnel number X
Employee context Login state of an employee regarding different applications, vacation, criticality of entitlements
Account information Account identifiers, account attributes (e.g. system accounts, privileged accounts) X
Application;,  Entitlement information Entitlement identifiers, entitlement attributes (e.g. critical entitlements) X
Account activity Permission activations, activation sequences, type of permission usage, requested resources
Identity information Accounts, corresponding systems, entitlements, roles X
IAMS Entitlement/role information  Corresponding systems, attributes X
Provisioning information Requesting entities, affected resources, approving authorities, decisions X
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categorize policies into process policies, IAM policies and
security policies.

The focus of authorization policies is to manage access
to an object [28]. This type of policy regulates access to
resources within a company and aims at increasing the
security of company information and access to sensitive
resources. For example, a depiction of the rule that only
managers can view top-secret files falls into this category.
Delegation policies are a specific set of authorization poli-
cies that allow a subject to transfer the decision-making
tasks to other subjects.

Obligation policies can be divided into process policies
and IAM policies. IAM policies are responsible for the
design and governance of the functionality of an IAM sys-
tem, whereas process policies refer to rules that describe
how core business processes within organizations are exe-
cuted. Examples for IAM policies are the organization’s
guidelines on access privilege re-certifications or provi-
sioning policies that are used to automatically grant access
to a set of resources when new employees join the com-
pany. Process policies, on the contrary, describe which
permissions typically are activated together or sequen-
tially in order to execute complete process activities.

Within the context of IAM policy management, we sug-
gest a more application-oriented classification of policies
namely explicit and implicit policies. Explicit (what can
be defined as “precisely and clearly expressed or readily
observable”) polices are enforced by the underlying IAM
system. Consequently, they cannot be bypassed by users
and include a detailed definition (e.g. a script, code, rule).
By default, common IAM systems already provide a broad
range of implementable policies, yet these are mostly of
a technical nature (like synchronization modes concern-
ing connected applications or data storage). In order to
implement more specific policies, the system itself must
be customized or extended. As this is costly and requires
deep technical skills, those policies are hardly changed as
soon as they are implemented. Explicit policies can be cat-
egorized into security or authorization policies (actions a
user is allowed to execute) which are commonly imple-
mented in some form of access control matrix and process
policies (actions which involve further interaction if the
user is not directly authorized to achieve a desired result).

On the other hand, we introduce implicit (what can be
defined as “implied though not directly expressed”) poli-
cies which are not enforced by the IAM system itself
(e.g. due to lack of suitable technical means or dispropor-
tional implementation effort). Thus, they can initially be
expressed in various ways (e.g. a memo or within a dia-
log). Those implicit IAM policies are generally enforced
by a set of stringent decisions made by operators during
the lifetime of the IAM system.

Despite its importance, our experience from industry
projects shows that policy management and maintenance
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are only rudimentary realized in practical scenarios. Poli-
cies implemented during the setup phase of an IAM
system outdate over time as no technological tools
or organizational guidance are available for verifying
them periodically or detecting newly required policies.
Defined policies are rather coarse-grained and simple.
The input attributes are generally static, what can partly
be attributed to the lack of available (contextual) data to
identify complex polices. Another reason is the human
IAM engineer’s lack of understanding of how and for what
applications are used by employees as well as the absence
of dynamically generated data in order to allow certain
policies to adapt to changes without having to change the
policy itself. Additionally, scripting languages are often
used to store policies. Hence, only a technically experi-
enced personnel is able to create and refine them due to
missing user interfaces.

3.2 Proposed policy management extension

In order to overcome the identified shortcomings, Fig. 2
depicts our proposed improvement. Firstly, we suggest the
facilitation of currently unused contextual data for policy
management. Secondly, we propose an approach to calcu-
late policy-relevant dynamic information based on static
identity data in order to improve adaptability. Thirdly,
we extend policy management capabilities of IAM sys-
tems with a policy mining engine that is able to consider
this contextual data during the automated detection and
refinement of policies according to a structured process
model (presented in Section 4).

3.2.1 Contextdata

According to Dey, “context is any information that can be
used to characterize the situation of an entity” [29]. In
today’s IAM systems, almost exclusively identity and enti-
tlement attributes are used as context data for policy deci-
sions. Following [30], we differentiate between five types
of additional context elements available in applications.

e Activity: Frequency and count of privilege activations
as well as the amount of application data accessed.

e Individuality: Attributes about employees, user
accounts, or access privileges data commonly
available within applications (e.g. department or
other attributes).

e Relations: Activity of similar or related employees,
whereas similarity can be based on employee
attributes or access privilege usage patterns.

® [Location: The employee’s location from which an
activity originated. Technically, IP addresses (internal,
external, VPN) are often used in this respect.

e Time: The date and time when a permission
activation occurred, e.g. within common office hours
or at night.
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3.2.2 |AM key performance indicators

The number of assignments managed by an IAM sys-
tem may significantly increase over years [2]. For instance,
during our evaluation (cf. Section 5.4), we analyzed an
SAP ERP system with more than one million assign-
ments of single roles to SAP user accounts, resulting in
more than 36 million objects for authorization (transac-
tions, activities, etc.). Even when such systems are care-
fully managed, it is hardly possible to have a detailed
knowledge about every user and all of his possibilities
to interact with the system based on assigned permis-
sions. This is only one example of the growing size and
complexity of modern IAM systems. While the raw data
itself already is hard to comprehend due to its volume,
the relations within such data are even harder to per-
ceive. However, we argue that integrating data from the
various context types explained in Section 3.2.1 can lead
to a better understanding concerning the occurrence of
security incidents. Due to the load of IAM data, such con-
nections between data types need to be established in an
automated way. Through detailed inspection of the inte-
grated data, so called IAM KPIs may be defined acting
as thresholds for normal behavior. Consider an exam-
ple where the chief financial officer of a company is
analyzing his company’s net value statistics. While it is
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perfectly normal for him to regularly check this informa-
tion, such re-occurring usage patterns integrated with the
time and location of access can be good indicators for reg-
ular behavior. If such a predefined KPI reaches a value
tuple that is outside of its previously common boundaries,
either at runtime or ex-post, measures can be taken in
order to justify abnormal behavior. Another simple KPI
example are significant behavioral or entitlement changes
of an employee, where there might be several reasons.
Including events of the employee’s history into the KPI
may result in better observations about possible reasons
for the changes (e.g. switched department or position,
warnings) in order to generate high-quality security noti-
fications. Thus, automatically generated information out
of static data may provide an enhanced view on company
events and therefore enable better automated decisions.

3.2.3 Improved policy management

To extend the policy functionality of today’s IAM system,
we introduce a new policy mining engine which gathers,
processes and stores static and contextual data (as defined
in Section 3.1.1) in order to discover KPIs and existing but
not documented policies. Additionally, after monitoring
and validating employees’ activities for a sufficient period
of time, it is able to recommend the refinement of existing
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policies according to the previously defined KPIs. As an
example, access patterns of employees across applications
can be monitored and policies for resource access can
consecutively be refined based on actual usage statistics,
usage times or the criticality of access privileges.

4 Dynamic policy management process

To implement our research of an improved policy man-
agement in IAM systems in complex IAM environments,
a structured process model is mandatory in order to
ensure applicability. In the following section, we thus
introduce the dynamic policy management process sup-
porting organizations during their policy management
activities (see Fig. 3). It consists of four phases that struc-
ture the activities required for policy management.

At first, the infrastructural setup of the policy man-
agement component within the IAM system takes place
(phase 1). Input data sources are identified, and policy
mining mechanisms are parametrized accordingly. Con-
secutively, the collection of input data is carried out (phase
2). This comprises activities like data loading, data nor-
malization and data linking required as input data might
vary regarding its currency, accuracy or provided attribute
dimensions. During phase 3, the data correlation and pol-
icy mining takes place in order to differentiate between
normal and outlier behavior patterns hinting at potential
policy definitions and policy violations. Throughout the
last step (phase 4), the results are validated and presented
to human IAM engineers facilitating their organizational
expertise in order to model well-designed policies.

Note that phases 2—4 of the DPMP are commonly exe-
cuted in a cyclic manner while the first phase must be
reentered in case the system landscape changes or other
strategic changes require adjustment.

The main characteristics of the DPMP are:

Minimizing efforts to define an initial set of policies.
Improve the quality and adaptibility of input
parameters of policies.

e Providing tool support to enable human IAM
engineers to execute policy modelling and refinement.

e Integrating both actual authorization usage data and
business knowledge.

e Improving IT security through continuous
refinement of policies based on actual employee
behavior.
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4.1 Infrastructure setup

Phase 1 of the DPMP is concerned with the overall pre-
configuration of the infrastructure, identifying and setting
up data sources, and configuring system behavior regard-
ing policy detection and policy recommendation.

4.1.1 Data identification and connection

Prior to the actual policy mining, available sources for
contextual data need to be identified. Typical data sources
are applications connected to the IAM system which
store contextual data in log files. Human experts (e.g.
the system administrators and IAM engineers) need to
decide which contextual information from a particular
application should be facilitated based on the expected
business value, e.g. the potential workload reduction for
user management by defining new authorization policies.
For the purpose of improving the provisioning processes,
for instance, the number of permission activations, the
time or location (e.g. in-house, through VPN, the originat-
ing country) for each application might be of relevance.

Note that this step heavily depends on the accessi-
bility of data and their potentially temporal availability.
While data from centralized applications like SAP ERP
systems might be easily accessible, contextual informa-
tion collection from distributed environments (like file
servers in a globally operating organization) might be
cumbersome. For our approach, not all data need to be
synchronized but only these within the scope of policy
detection.

After the identification of available contextual informa-
tion, the data connection settings need to be adjusted.
The goal is an automated data synchronization based
on existing connectors as well as additional application
connectors (e.g. in case required contextual information
stems from a system not yet connected to the IAM sys-
tem). Setting up the data synchronization also includes the
mapping of data from applications to the entities stored
in the IAM system. Contextual data such as user account
activity, for instance, needs to be related to the respective
user accounts and employees.

4.1.2 Policy mining settings

After successful data selection and import, the respec-
tive data analysis configuration needs to take place. This
includes the weighting of input data for automated data
analysis and identification of attributes relevant for key

4
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Fig. 3 Proposed policy optimization process model
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indicators, as well as settings regarding the system’s pol-
icy recommendation behavior. Regarding the input data
weighting, human IAM engineers could e.g. decide to give
more weight to data values that are constantly updated,
maintained and revised and thus have a high accuracy
during the consecutive algorithmic analysis.

In order to provide a better understanding and pro-
vide additional input parameters, the static access model
is evaluated concerning criticalities of assignments. This
is achieved using data mining techniques. Using a set
of defined parameters, the calculation may be calibrated
and reviewed by an human IAM engineer in order to
minimize false-positives and improve confidence about
the data.

Additionally, the methods of policy recommendation
can be parametrized according to a given organizational
scenario. Similar to approaches used for the cleansing of
static access privilege assignments, for example presented
in [31, 32], the DPMP requires human expert interac-
tion after the detection of potentially reasonable policies.
In case the system suggests an unreasonable large num-
ber of new policies potentially including a high rate of
false-positives (detected policy suggestions which are dis-
carded after human review), it would add an additional
burden rather than create value for an organization. As
a result, the system’s data mining techniques need to be
parametrized in order to only suggest policy definitions
for selected behavior patterns.

These settings commonly require the initial analysis
of input data over a reasonable period of time. Imagine
the correlation of access privileges usage with employ-
ees’ location data. In case the investigated privilege is
only used by employees from a specific location during
the period of investigation, the DPMP might recommend
the definition of a provisioning policy that only assigns
employees from this location to the according access priv-
ilege. If the period of investigation has been set too short,
employees from other locations might also request the
usage of this access privilege, essentially requiring the
adaption of the defined policy.

4.2 Data collection
After successful setup of the policy management system,
the data collection phase takes place. During this step,
the input data is loaded, normalized and linked according
to the previously defined settings. The goal is a periodic
and fully automated data loading process shifting from
a manual administration to an automatic machine-based
execution. As a result, the latest input data are avail-
able for the automated analysis at any point in time for
policy management without the need for further human
interaction.

In a first step, the raw data from the relevant applica-
tions is imported and normalized. Systems which create
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a constant data stream require a continuous import, con-
version and storage of data while other applications might
only support a full data export (e.g. using the CSV file for-
mat). Furthermore, data storage types might vary among
applications, requiring data normalization. Examples are
an ERP application providing usage data aggregated per
single day and the amount of data accessed by clients
in megabytes while a file service application delivers a
steady stream of data and the amount of data sent to
clients in bytes. During a last data collection activity, rela-
tionships among data elements stemming from different
points of time are set up. For each employee, access priv-
ilege or business role, a change history is generated. This
e.g. allows for the detection of activity patterns fostering
the identification of user provisioning policies.

4.3 Data correlation and policy mining

During the data correlation phase, the automated policy
mining takes place. The goal is to generate recommen-
dations for relevant policies which have not been imple-
mented up to now. At the same time, already established
policies are validated for adjustment. In this paper, it is
not our goal to provide a comprehensive list of pattern
detection techniques but rather aim at showing that those
techniques can be applied to support policy management
efforts in general. For evaluation purposes, we imple-
mented a set of analysis techniques (see Section 5). These
techniques are designed as depicted in Fig. 4.

The DPMP facilitates existing data mining technologies
(e.g. clustering [33] or neural networks [34]) on the basis
of existing identity information, contextual data and the
various data dimensions defined during the initial setup
phase (see Fig. 4). Patterns of normal and outlier behavior
are automatically extracted for investigated subjects. The
subject may either be a single entity or a group of enti-
ties which can be uniquely identified by a set of attributes
within the context of a policy. Such an entity can be an
employee, a user account within an application or a role
bundling access privilege from different applications. Such
data are augmented by their contextual data generated, for
instance, when an entity is involved in any kind of activity.

Data mining allows for a multi-dimensional analysis
facilitating sets of relevant attributes of subjects (e.g.
employees, user accounts, or entitlements) and objects
(e.g. amount, frequency, or criticality of data accessed).
The overall goal is to identify clusters of subjects that
share contextual data patterns which might in turn lead to
the definition of IAM policies and the detection of outliers
violating the policy.

Imagine an organization that aims at ensuring the prin-
ciple of least privilege [35] in order to minimize insider
misuse by overprivileged employees. Employees only are
allowed to have the minimum set of access privileges
required by their daily work. The DPMP in this respect
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Fig. 4 Input and output of policy mining algorithms

continuously monitors existing user provisioning poli-
cies by identifying outdated access privilege assignments
based on users’ behavior. The example in Fig. 5 depicts
the analysis of a privilege providing access to billing data
within the company based on employee’s location (“New
York”) and department (“finance”). The current provi-
sioning policy might be refined after automated usage
pattern detection identified that only employees which
are assigned to the job function “clerk” actually use the
respective access privileges (independent of their assigned
location) while “secretaries” within the finance depart-
ment in New York do not activate the access privilege
at all.

Examples for the detection of anomalies (in contrast to
standard usage patterns) might include entitlements for
accessing financial data being activated from a VPN con-
nection (while an according policy forbids this access) or
access privileges which are used to manipulate an extraor-
dinary amount of data.

Our approach distinguishes between the three policy
types, namely security policies, process policies and IAM
policies.

Every mining process is divided into three steps,
namely “data construction’, “data analysis” and “con-
textual evaluation”, whereas the data analysis may go
hand in hand with the contextual evaluation. During the
first step, we create a suitable data structure based on
availability of data and selected and weighted dimen-
sions as well as additional information (e.g. KPIs). After
that, the analysis of the data takes place. The out-
come is further characterized by using available con-
textual data concerning involved entities. The presented
approaches do not aim to present novel algorithms for
the presented problems but to foster already estab-
lished techniques and adjust these based on the require-
ments of IAM systems and their policy management
components.

4.3.1 Security policy

Mining of security or authorization policies based on an
available static access control matrix has been within the
focus of research for some time (e.g. [18, 36]) especially
since standards like ABAC [37] are heavily dependent on
this construct, like this aim to extend these techniques

Provisioning Policy ‘Billing’

Location == ‘New York*

Subject Cluster 1

Location == ‘New York’
Department == ‘Finance’
Function == ‘Secretary’

Activation: none

Department == ‘Finance’

o Ro

Subject Cluster 2

Location == ‘New York’
Department == ‘Finance’
Function == ‘Clerk’

Activation: 23 / day

303030

Fig. 5 Example of access privilege activation analysis
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by enhancing the input data and the characterizations of
output data using contextual information.

The first step is to analyze the existing access control
matrix based on semantic analysis techniques and usage
statistics. Semantic analysis [31, 32] introduce a classifi-
cation for every assignment based on the examination in
context of other entities within the given scope. A sim-
ple example would be if only one employee within the
“development” department owns the entitlement “access
marketing share” As a result, this permission assignment
might probably be invalid and should be revoked. We use
these techniques to sort out potentially invalid assign-
ments which create noise during policy mining. Similarly,
we identify and exclude unused entitlements (with an
adjustable period of time) and recommend manual review
by human IAM engineers.

For the authorization policy mining, we facilitate avail-
able algorithms (like those proposed at [16, 18, 21]). These
algorithms operate on different types of data, e.g. log
files, roles or user permission assignments, and can be
adjusted according to the available access control model
and available data sources.

During the last step, we analyze every mined policy
according to its usage profiles. This includes attributes like
location, time, consumed CPU resources or the amount
of data read or written. These profiles are analyzed using
classification techniques (e.g. [33]) in order to reveal
normal and abnormal utilization behavior. Consider the
example of an entitlement to modify data within an appli-
cation. The amount of data typically modified during nor-
mal manual operation can be classified e.g. financial data
are usually not modified throughout activities creating
gigabytes of traffic. This enables human IAM engineers
to evaluate usage profiles of entitlements or authorization
policies according to compliant operation of applications.

4.3.2 Process policy

Process policies represent a subset of obligation policies.
They define constraints for actions within a process which
need be carried out in order to achieve a desired busi-
ness value of which a user is not directly authorized to.
Within context of IAM, for example, this could be the
obtaining of an approval to assign a specific access right
or a re-certification. In order to identify process policies,
we aim to identify events which trigger such processes as
well as necessary checkpoints or nodes (e.g. the head of
department’s approval) which need to be passed in order
to achieve a desired result.

For the transformation of activities into structured pro-
cesses, we use business process mining (BPM) techniques
(as proposed in [38]). For data construction, we use the
concept of trace clustering which divides activity logs into
traceable clusters or in other words single process itera-
tions. In the context of IAM, this could be a ticket number
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or a process id in relation with a specific request type. This
information are subsequently mapped into a process rep-
resentation (e.g. BPMN) for further analysis. Information
about processes could theoretically be extracted directly
from a business process management system. Yet, the goal
is to create a detailed overview about the status quo within
the IAM system (independent of how the system should
actually be used) and possibly create a comparison to
already defined processes.

During the next step, we try to derive a detailed char-
acterization of every process node including decision-
making entities as well as the respective context of the
decision. We aim to identify similarities between the deci-
sions (e.g. every re-certification was done during business
hours from within the IT building by an employee within
the same department and attribute “head of department”)
as well as outliers (e.g. every approval of this entitlement
was done by an employee with the attribute “entitle-
ment owner” during business hours, while one approval
was done at 22:00 pm by an admin account). In order
to achieve this, we firstly have to generalize information
as far as available. For example regarding the time of
actions, we may distinct between business hours and clos-
ing time, location between off- and onsite, devices could
be separated into business owned devices, private devices
and hybrid usage. Using this compression, we are able to
reduce the number of possible definitions for each process
node. After that, we classify affected entities per pro-
cess step using different, individually weighted attribute
permutations as input.

During step three, we create an extended process defi-
nition. For every process step, the created classifications
are analyzed. If a classification which includes every entity
who finished the respective step is available, its attribute
combination is used as a possible definition for the step. If
no suitable cluster can be identified, all clusters are used
as possible definitions and thereby an extended manual
review is necessary.

4.3.3 Implicit IAM policies

As mentioned above, IAM policies are responsible for the
design and compliant operation of IAM systems. Yet by far
not every IAM policy is technically implemented. The IT
of today’s companies is forced to adapt business changes
and support the business in an optimal manner. Thus,
directly customizing the IAM system according to every
business change is hardly executed in practice because of
the resulting efforts. Due to these reasons, we do not aim
to exhaustively mine all possible IAM polices which are
currently in place and technically enforce them as it would
impose rigid restrictions to the system and potentially
have a negative impact on business processes. However,
we propose a mechanism which allows the system to
learn current IAM policies and create recommendations
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regarding system operation. Consider the example of an
international help desk who is in charge of processing
orders regarding the IAM system (e.g. the request for
assignment of an entitlement or access to a specific appli-
cation) with all requests requiring manual review. By
generating recommendations out of previous decisions,
approvers can be supported during the review process.

Our first step is to classify users of the system accord-
ing to their weighted attributes (e.g. [33]). This enables us
to derive an overview of which types of users are man-
aged by the system. If applicable, there may be several
different classifications if the company is structured in a
complex way. After that, we derive a set of actions (e.g.
requests, authentications) carried out by those types of
users. These partitioned user sets combined with affili-
ated contextual data and the history of activities allows
us to use a context-aware recommender system (e.g.
[39, 40]). Standard recommender systems in general aim
at providing suggestions for items which are considered
to be useful for a user [40], whereas context-aware rec-
ommender systems operate on tuples in the form of
< user, item, context, rating >. In the context of IAM,
users are the company’s employees and items represent
achievable resources (e.g. entitlements or files). As soon
as the calculated rating extends the defined threshold,
a positive recommendation is given, otherwise a nega-
tive one. As context-based frameworks for recommender
systems take attributes like activity, location, user infor-
mation and related resources into consideration [40], they
consequently meet the requirements of an IAM policy
recommendation system.

4.4 Policy validation and recommendation

After successful data correlation and policy mining, a set
of potentially relevant policies (e.g. provisioning policies
changing the current access control state) has been identi-
fied. As IAM systems and connected applications manage
a huge amount of data, a high number of potentially rele-
vant policies might be detected by each DPMP iteration.
These policy candidates need to be validated by the pol-
icy management system before being communicated in an
appropriate manner to human IAM engineers for refine-
ment. Policy validation thus can observe the underlying
rule for every detected policy over a certain period in time
before it is recommended to a human IAM engineer. In
case a policy suggestion is based on usage activity pat-
terns, for instance, these patterns can be validated over
a period of 1 month. In case the pattern changes during
the investigation period, the policy suggestion itself can be
revoked.

Policy mining is limited to generating a set of policy sug-
gestions based on classifications of subjects together with
their behavior based on contextual data and history. As a
result, the focus during the last phase of the DPMP lies
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on the presentation of results in an intuitive and human-
understandable way in order to enable the IAM engineer
to easily derive appropriate actions. Visualizations can be
based on techniques like charts or data tables. From our
practical experience, it is essential to include the visu-
alization of the reasons why a certain policy suggestion
has been created. In case ambiguous or mutually exclu-
sive rules have been identified, this information has to be
included in the result presentation as well. A human IAM
engineer might, for instance, be informed that accept-
ing one policy suggestion might lead to the violation of
another already implemented policy. He then might be
able to decide whether the old policy is outdated while the
new policy suggestion should be activated.

Again, it is not the goal of this paper to provide a
comprehensive list of potential visualizations or rule defi-
nition scenarios but rather underline the importance of a
dedicated result refinement phase including human inter-
action as a cornerstone of ongoing policy management
in JAM.

In this section, we proposed the dynamic policy man-
agement process which enables organizations to gather a
deeper understanding of its IAM, the (contextual) data
and the quality of currently implemented policies as
well as potential policy suggestions. Based on company-
specific settings, the DPMP is able to import the necessary
input data, identify patterns of standard subject behav-
ior and support human IAM engineers during policy
definition and refinement.

5 Evaluation

In this section, we evaluate the applicability of the DPMP
in a real-world scenario. The evaluation is based on data
stemming from the SAP ERP system and the IAM system
of a globally operating manufacturing company with more
than 12,000 internal and 4000 external employees. A total
number of 8021 active user accounts, 3925 single roles,
762 composite roles and 1,180,962 access privilege assign-
ments from the SAP ERP system were initially imported
and anonymized. For the following evaluation, the period
under observation comprised 5 weeks during which daily
re-imports took place.

Increasing audit requirements force the company to
improve IAM policy management. Up to now, only rudi-
mentary provisioning and access re-certification policies
have been defined due to missing tool support and knowl-
edge about the underlying data. As a result, a policy
detection project has been initiated. Its main goals are:

1. The consideration of contextual data and KPI
definition from the SAP ERP system for policy
generation

2. The semi-automated detection of new and
potentially relevant provisioning and re-certification
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policies as well as the identification of loosely defined
and hence insecure existing policies

3. Providing appropriate visualizations of detected
policies to support human IAM engineers

While requirement (1) corresponds to phase 1 and
2 of the DPMP, (2) relates to its data correlation and
policy mining phase (phase 3). Requirement (3) deals
with the presentation of discovered policies according to
phase 4 of the DPMP. Even though we executed numer-
ous policy detection activities, we focus on two spe-
cific examples for evaluation purposes in the remainder.
Firstly, the analysis of access privilege activations has
been compared to the static distribution generated by
the current provisioning policy in the IAM system (cor-
responding to phase 2 of the DPMP, see Section 5.3).
Secondly, detected access privilege activation frequen-
cies were visualized in relation to the amount of data
objects modified (i.e. data within the SAP ERP system)
for investigation by a human IAM engineer (correspond-
ing to phases 2 and 3 of the DPMP, see Sections 5.3
and 5.4).

Note that a comparative evaluation of our prototype-
based approach with manually executing policy detection
and recommendation cannot be executed. This is due to
the inapplicability of a manual examination of the several
hundred thousands of access privilege assignments and
the available large amount of contextual information.

5.1 Infrastructure setup

To address requirement (1), at first, context data available
in the SAP ERP system was analyzed (step 1 of phase 1).
Using the classification technique for context data from
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Section 3.2.1, the following information on user behavior
was extracted and mapped: number and frequency of read
and write permission usage and amount of transferred
data (activity) for each account (individuality) per day
(time) and the corresponding IP address (location). Sub-
sequently, policy mining parametrization was conducted
(step 2 of phase 1). Initially, the set of prototypical imple-
mented algorithms (including data classification mecha-
nisms and statistical distribution analysis) were applied
using a default configuration. On this basis, distinctive
properties of the imported data set became apparent.
For instance, due to SAP ERP system limitations, user
behavior can only be extracted on a daily basis. Thus,
algorithms need to be configured to identify permission
usage irregularities per day (e.g. suspicious permission
activations on weekends) but not within the course of a
single day (such as off-time activities). Furthermore, data
types were weighted in cooperation with a human system
expert, emphasizing the importance of data types such as
IP address and employee status information during the
following analyis.

5.2 Data collection

After successful configuration and parametrization, the
data collection took place (phase 2 of the DPMP). We
implemented a software wizard to ease the import of
raw data types onto the internal data structures of the
extended IAM tool (see Fig. 6) in an automated manner.
The wizard shows an excerpt of available contextual data
which can be extracted from an SAP ERP system. Avail-
able contextual data from applications strongly vary (e.g.
contextual data for an active directory may be derived
from connected share systems). The wizard shows an

2. Account Data

1. Employee Data

3. Contextual Data

Please add sources for data dimensions
Contextual Data: SAP

Interval Day CPU Usage

1 Day 2016-04-20 190

1 Day 2016-04-20 230

1Day 2016-04-20 190

1 Day 2016-04-20 4110

1Day 2016-04-20 570

1 Day 2016-04-20 450

1Day 2016-04-20 330

1 Day 2016-04-20 260

1 Day 2016-04-20 10690

Modified Data Transferred Bytes

1 14460

6 14400

6 14400

1 59328

18 39000

1 24480

6 65664

6 28800

62 15162 g
[ cancel | sack | [ rinisn |

Fig. 6 Infrastructure setup wizard
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excerpt of the broad variety of contextual data which can
be extracted from applications and used for the policy
mining step. Additionally, data from the SAP ERP system
was mapped onto existing user management data from
the IAM system. SAP user account activities, for instance,
were related to the respective employees’ identities. As a
result, a total number of 6,214,422 records from 36 days
containing contextual information as well as user manage-
ment data from the SAP ERP system were gathered and
mapped using our daily data import functionality.

5.3 Data correlation and policy mining

During the third phase of DPMP the actual policy mining
was conducted in order to address project requirement
(2). Using our implemented policy mining algorithms, we
were able to detect standard usage patterns potentially
leading to the definition of new policies as well as the
refinement of currently implemented policies.

Concerning the first exemplary case, we computed the
distribution of static assignments of access privileges
among the top level departments of the company and
compared these to their actual activation information.
Table 2 shows the distribution of access privilege P; across
top-level departments of the company and its actual acti-
vation in these departments. As can be seen, nearly half
of the employees that are assigned to P; are working in
the department D3. The access privilege is almost exclu-
sively used (99.96 %) in this department, while only a small
number of activations (0.04 %) stems from department
D;. This indicates that access privilege P; might only be
required for tasks conducted in department D3. Thus, a
refinement of the existing provisioning policy that addi-
tionally requires employees to work in department D3
in order to obtain this access privilege is recommended.
This restructuring might lead to a reduction of the num-
ber of overprivileged employees, thereby strengthening IT
security.

In summary, out of the company’s total 3925 single roles
defined in the SAP ERP system, we identified 382 (i.e.
9.7 %) which—though being assigned to employees in a
particular department—were hardly activated (activation

Table 2 Static distribution and actual use of access privilege P;

Department Distribution of static Activation frequency (%)
assignment (%)

Dy 21.15 0.04

D; 24.39 0.00

D3 45.08 99.96

D4 4.82 0.00

Ds 0.72 0.00

De 154 0.00

Dy 23 0.00
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frequency for the respective department is below 1 %).
In an ongoing effort, these results are discussed with the
company’s IAM engineer in order to improve existing pro-
visioning policies and refine existing SAP role definitions
leading to access privilege revocation.

For our definition of KPIs, we intensively examined a
criticality value for every employee based on his cur-
rently assigned entitlements. An employee was defined
as critical as soon as he owned permissions which are
not common for his position within the enterprise. The
more uncommon an entitlement is (e.g. because he owns
multiple times as many permissions as other employees
within his departments), the higher the criticality value.
By calculating such value for each employee, the policies
that are addressing privileged employees can be rede-
fined. In discussions with the company, we agreed on
primarily taking the employee’s contextual data of per-
missions into account (in this case his department and
other employees provisioned with similar access rights).
For this effort, we used a set of parametrized anomaly
detection algorithms for outlier detection algorithms [41]
for the criticality determination of user permission assign-
ments. Our applied algorithms measure the distribution
of permission assignments among a defined set of users.
We use different sets of input parameters ranging from a
high to a low detection rate. The lower the detection rate,
the higher the criticality value of the assignment. A sim-
ple example for such an algorithm would be to detect all
entitlements assigned to not more than a certain percent-
age of employees. For each of our algorithms, we created
a set of parameters varying from a severe to a slack detec-
tion rate. According to the quantity of re-occurrences of
results throughout different parameter sets, we catego-
rized the assignments of the employees on a Likert scale.
This ranges from uncritical to very critical, thus providing
an easy to understand overview about the current access
model. Consider the following simplified example demon-
strating the functionality: an employee from the finance
department is switching positions within the company
and is now working for the marketing department. Due to
lack of correct revocation policies, the employee retains
some of his old permissions. In our approach, each of
these permission assignments would be detected by each
run of the algorithms with all of the previously calibrated
parameter sets. As even the strictest parameter set (i.e. the
set that tolerates least errors in the data) together with all
others flags this assignment as critical, its overall critical-
ity is set to very critical. The resulting distribution for the
assessment of all of the company’s assignments is depicted
in Table 3.

Fostering these results enables the system to automati-
cally classify each employee concerning his criticality. For
the employee categorization, we followed the maximum
principle according to the BSI Grundschutz [42] which
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Table 3 Criticality of assignments based on static analysis

Criticality Number of assignments Percentage (%)
Uncritical 1,087,939 92.12

Very low criticality 34,494 292

Low criticality 31,888 2.70

Critical 13,792 117

Very critical 12,851 1.09

states that the security level of an object should be as high
as the highest of its associated resources (in our case the
most critical user permission assignment):

CriticalityemplOyee = Max (criticalityUPA).

The results of our criticality calculations are as follows.
The data depict a very even distribution of assignments
among the overall company having only 1.08 % assign-
ments with a high criticality level. Nevertheless, there are
12,851 assignments affected, which may impose severe
security risks upon the enterprise (according to our cal-
culation that we established in conformance with the
company). Concerned were a total number of 428 highly
critical user accounts. These data can now be used in
order to enhance affected policies for user management
e.g. by employing more frequent re-certifications ([43]) or
four-eye prinicples.

In order to address project requirement (3), we aimed
to derive usage patterns of permissions based on con-
textual data. As mentioned above, the system currently
manages over one million permission assignments (an
average of about 147 assignments per user) with more
than 30 million assignments possible. Therefore, we aim
to qualify permission assignments based on activities car-
ried out by users. Single roles usually conform with a
well-defined set of actions which they enable a user to
execute. Consequently, these actions generate a similar
fingerprint concerning usage profiles (e.g. data modified
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or read) within a predefined period of time. We aim to
identify these fingerprints by applying our security pol-
icy mechanisms. The first step is to set up a suitable
data set for the analytics which consists of all user per-
mission assignments (UPA) and a set of contextual data
concerning permission activations aggregated per day (see
Fig. 6). We combined these data to a set of vectors in the
form of:

Vactivity = {UPA, datamodified, dataread}.

For these data, we created clusters using [44]. Accord-
ingly, we are able to classify the usage of every permis-
sion assignment on a daily level. As described above, we
computed a criticality value for all user permission assign-
ments. This enables us to combine classified usage profiles
(as depicted in 7) with the criticality value of each assign-
ment. As these results are not directly usable by human
IAM engineers, suitable visualization techniques have to
be applied.

5.4 Policy validation and recommendation

In order to further address project requirement (3), pre-
viously detected standard usage patterns need to be
validated and visualized for human refinement. Figure 7
depicts a screenshot from our extended IAM tool which
uses a bubble chart visualization in order to display
detected usage patterns. The x-axis corresponds to the
amount of data that has been “modified” by an employee’s
access privilege activations on a single day, while the y-
axis denotes the amount of data being “read” During phase
1 of the DPMP, thresholds were defined for highlighting
power users, i.e. employees which either read or modify
large amounts of data within the SAP ERP system. In the
given example, an employee has been marked as a power
user (orange colored highlighting) if he either read more
than 10,000 MB or modified more than 200,000 data sets
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per day. Bubbles in the lower left area of Fig. 7 corre-
spond to average system users, while highlighted bubbles
in the other areas correspond to power users. In the given
example, 63 power users were identified for the interval of
our investigation. Out of these 63 power users, we iden-
tified three users who activated assignments which have
been marked critical or very critical during our KPI anal-
ysis. A human IAM engineer could use this information
for defining a new re-certification policy that demands
a periodic assessment of all power users’ access privi-
leges. In contrast to standard SAP users whose access
privileged are re-certified once a year, power users might
be re-certified more frequently in order to reflect their
criticality value.

In summary, the evaluation based on data from an SAP
ERP system presented in this section of the paper under-
lined the applicability of the DPMP for structured policy
management in practice. Based on the prototypical exten-
sion of an existing IAM tool, we were able to import
previously unused contextual data, identify clusters of
standard as well as outlier usage behavior and visual-
ize the gathered results. Within the company, the results
increased management attention by providing in-depth
insight into the current access control state and its guid-
ing policies. At our partner’s side, efforts for evaluating
the application of the DPMP in a periodic manner (daily
operation), the extended analysis of further applications,
and the adaption of existing IAM policies are currently
made.

6 Conclusions

Over the last decades, company-wide IAM systems have
become a key element for controlling users’ access to
resources in medium to large-sized enterprises. They offer
means for a centralized enforcement of standardized user
management processes and policies. Despite their impor-
tance, the management of IAM policies commonly still
needs to be executed manually. While current research
concentrates on mechanisms for policy detection and
enforcement, the complexity of user management in large
environments rather requires a structured and applicable
process for policy management. Human IAM engineers
need to be supported with guidance and automation dur-
ing the detection, implementation and refinement of IAM
policies.

In order to improve the current situation, we presented
the dynamic policy management process which structures
the activities during policy management into four phases.
It facilitates a mining engine which generates policy rec-
ommendations based on contextual data of employees and
further presents gathered results to human IAM engi-
neers. In order to underline the practical relevance and
applicability of our contribution, we conducted a practical
case study within a large industrial company and its ERP
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system managing several thousands of users and more
than one million access privileges.

We showed and also experienced from our industrial
projects that policy management is an important task
within modern IAM architectures as it provides an anchor
for the system to work properly and secure in a time
where enterprises begin to realize that the traditional cas-
tle approach of their IT imposes several risks e.g. due to
cloud computing, work anywhere, IoT or Industry 4.0.
Due to these developments, IAM will become even more
important and therefore need a stable basis to work on.

For future work, we plan to extend the DPMP in order
to improve the representation and management of pol-
icy recommendations. Practical experience shows that
a high amount of potentially conflicting recommenda-
tions increases manual efforts of human role engineers
and requires an in-depth understanding of the underlying
data. In the future, we hence aim at providing an analy-
sis of policy interdependencies in order to overcome this
limitation. We additionally aim at extending our prototype
implementation and evaluate the DPMP throughout fur-
ther practical use cases considering contextual data from
decentralized applications.
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The definition, implementation and adaption of a sustainable Identity and Access Management (IAM) strategy
represents a crucial task for today’s enterprises. While representing a key-success factor for enabling flexible
company-wide IT infrastructure, strategy management currently solely relies on practical experience, due to
lack of appropriate decision support methodology. This leads to a situation in which appropriate adaptions of
strategical and operational IAM are not addressed as necessary, thus imposing negative consequences like
additional heavy workload and increasing costs in a long-term. Within this work, we propose the a-based
analysis methodology for strategic IAM decisions (TamsId) to overcome the presented shortcomings. We
employ flexible IAM indicators, thereby enabling customizable monitoring. Based on simulation techniques,
enterprises are empowered to gain insights concerning long-term impact of strategical IAM decisions. The
approach is evaluated together with a world-wide operating manufacturing company by assessing two
real-world use cases, demonstrating feasibility of the presented tool-based methodology.
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1 INTRODUCTION

These days more than ever, organizations underlie frequent market shifts through new technological
possibilities, organizational transformations, or newly arising regulatory requirements [27]. As a
result, the so-called digital transformation has become a key success factor for enterprises in order
to cope with these challenges while additionally increasing business outcome and overall flexibility
[4, 18].

In Identity and Access Management (IAM) as a field where an organization’s whole IT infrastruc-
ture is typically connected to a centralized IAM system, these challenges become apparent. Keeping
pace with these new developments is a daunting task, especially for medium and large-sized com-
panies [1], often resulting in the so called identity chaos [23]. Historically grown authorization
structures, modern cloud applications, as well as custom developed and non-standardized IT sys-
tems need to be homogenized via a company-wide IAM system. Up to today, this task represents
an enormously complex issue, taking into consideration that IAM needs to manage potentially
thousands of users and permissions, together with millions of user permission assignments [13].
Responsible human experts are confronted with massive amounts of data both, on an operational
level (e.g. by addressing employees joining or leaving the enterprise) as well as a strategical level
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(e.g. management of the access model in place or introduction of new technologies and applications).
Joiner/mover/leaver processes and approval workflows result in a large amount of meta information
that need to be audited due to compliance requirements. The aforementioned business changes
require a comprehensive IAM strategy [6, 25].

Currently, companies’ IAM strategies are mostly purely based on qualitative information such
as specific business or IT goals defined by management stakeholders. At the moment, none of
the available meta information generated by the numerous IAM processes or human experts is
fostered. We argue that this information is of significant value for every company’s IAM strategy
and improving current IAM processes. Recalling the fact that companies struggle when making
predictions on the current as well as the future performance of their IAM system [26], there is
a significant need to improve the strategic decision support in IAM by harvesting such meta
information.

To the best of our knowledge, the problem of establishing a tailored IAM strategy based on both,
historical as well as predictive data, has not been addressed in research. We aim at closing this
gap by introducing Tamsld, a tool-based IAM decision support methodology that fosters currently
unused information and makes predictions on relevant IAM performance indicators. By this means,
human decision makers are enabled to (1) monitor key aspects of their IAM and are able to (2)
discover necessary adaptions of current processes or the overall IAM strategy.

The remainder is structured as follows: Section 2 provides an overview of related work while
Section 3 introduces our research approach. Section 4 presents the various data types together with
a detailed conceptual description of TamsId. Consequently, in Section 5, we evaluate our approach
using real-world use cases based on data of a world-wide operating manufacturing company.
Section 6 concludes our work and shows possibilities for future research.

2 RELATED WORK

Within medium and large-sized enterprises, IAM typically affects all areas which are executed or
supported by information technology. Therefore the definition, implementation, and adjustment
of a sustainable IAM strategy is a crucial topic within research and practice. In general, strategy
means setting goals together with actions to achieve these goals, while taking limited resources and
environmental factors into consideration [5]. Previous publications have already highlighted a large
number of drivers and goals for IAM strategies including risk management, business facilitation,
compliance requirements, costs, data and process quality, or technology and governance [12, 19, 32].

Windley et al. proposed an in-depth analysis helping organizations to receive a holistic picture of
IAM [32]. The authors provide a detailed overview of maturity models as well as details regarding
building blocks which may be used to define an IAM strategy (e.g. available technologies, standards,
or governance topics). While providing a good starting point, practical questions like how to
incorporate the introduced building blocks into a comprehensive IAM strategy in a real-life scenario
remain unanswered.

Further publications are devoted to the question of how to define an individualized IAM road-
map which depicts the most important features of a company’s overall strategy. For instance, they
discuss how to decide which goals are relevant for an enterprise and in which way these may be
achieved considering timely and economical matters [3, 20]. Yet, the provided methodologies are
based on experiences of IAM operations and do not take the continuous development of IAM and its
dynamic nature together with available context data as introduced in Section 1 into consideration.

Mont et al., propose an economical decision support methodology, which can be used to prioritize
investments for IAM [19]. The authors define four IAM metrics which are rated by decision makers
and weighted accordingly. By simulating different investment combinations, the currently optimal
outcome may be achieved. While the given approach produces good results for the given metrics,
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it remains limited to financial decisions. Furthermore, applying it on new or individual metrics
presents a challenging task.

Fuchs et al. describe how an overall IAM strategy influences the organizational and technological
aspects of IAM and show which drivers and influence factors can define such a strategy [6]. While
their argumentation justifies the necessity of a long term IAM planning, they do not present any
support in defining such a strategy.

Additionally, various articles have been published dealing with the problem of how to strategically
address different IAM goals. Royer et al. introduce a balanced scorecard approach in order to evaluate
initial costs of deploying IAM in contrast to expected cost reduction [26]. They focus on analyzing
if a certain IAM strategy may result in a beneficial outcome for an enterprise, effectively evaluating
it before it is put into practice. Again, this publication has a strong economical focus, limiting
its general applicability. In contrast, Gunter et al. use an experience-based method to constantly
improve implemented workflows and access assignments for risk management and increased data
quality [8]. The authors employ event analysis methods to assess a currently implemented model
concerning improvements (e.g. the de-provisioning of unused permissions). However, no specific
guidance or algorithms for utilizing the approach in complex real-life scenario are provided.

Summing up, no approach for continuously evaluating a company’s IAM using generated IAM
context data as well as predictive analyses on the basis of company-specific performance indica-
tors has been proposed so far. Within the next Section, we are going to elaborate our research
methodology, before we introduce Tamsld to close this research gap.

3 RESEARCH METHODOLOGY

For our work, we utilize a series of well recognized research frameworks in the design science realm
[7, 9-11, 21]. These frameworks serve as foundation of our research methodology and process.
Moreover, we adapt an associated publication framework which serves as the foundation of this
paper’s structure [7].

According to Hevner et al. [9, 11] the performed activities of a research project are located within
three inherent cycles, namely the relevance, the rigor and the design cycle. The relevance cycle
establishes the link between research activity and application context, defining the research problem
and the requirements of a possible solution. It assures the practical relevance of the research and
serves as basis for evaluation. The rigor cycle draws expertise from the knowledge base, which
provides foundations and methodologies from already existing literature and research. Carefully
embracing existing knowledge ensures the innovation of the research project and prevents routine
design [11]. In the design cycle one or more artifacts are created by iterating subsequently the phases
build and evaluate [11]. The artifact we develop is a tool-based decision support methodology [28],
which aims to address the lack of strategic decision support in IAM (relevance) by the application
of our expertise in the IAM realm and existing techniques in simulation and statistics (rigor).
Relating to the Design Science Research Knowledge Contribution Framework [7] we classify our
contribution as an improvement as we seek to provide a new solution for a known problem.

Adopting this research framework to our problem domain the necessity of a strategic decision
support tool initiates the design cycle and executes the build and evaluate interplay. During the build
phase we use existing literature of Identity and Access Management, Data and Quality Management
and simulation techniques as well as our expertise to design a decision support tool. Subsequently,
we evaluate our tool within a real-world scenario from the application domain. The results of
the design cycle will later contribute back to both the knowledge base as well as the application
domain.
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4 CONCEPTUAL OVERVIEW

In the following we present our new approach that facilitates different types of data generated
by IAM systems or any IT application’s user management in order to correlate pre-defined or
company-specific JAM performance indicators and simulate future IAM developments. Our goal is
to collect contextual data, provide a consistent data repository, and detect inherent relations among
IAM performance indicators in order to predict necessary adaptions of the current IAM strategy or
processes. Within the next Section, we are at first going to present a classification of the input data
used by our approach, before we highlight the elements of our methodology.

4.1 Data Classification

In practice, IJAM systems are synchronized with various local IT applications as well as HR-systems
based on a centrally available generic data model which depicts all relevant entities. This set of
contextual data is hereafter termed as logical data. In addition to the logical data, a large amount of
so called process data (i.e. meta information concerning the execution of IAM processes) is processed
by IAM systems. Examples comprise the execution time of IAM processes, the number of help
desk inquiries of IAM stakeholders during IAM process execution, or synchronization statistics
generated during the periodic data exchange with local IT applications.

4.1.1 Logical Data. In the context of IAM, logical data provide a detailed specification of a certain
entity. For our work, we use the IAM data model presented by [13] (see Figure 1) to structure
logical data entities (employees, user accounts, organizational structures, local IT applications’
permissions, as well as global entitlement objects like business roles): Employees gain access to
different applications through user accounts. Permissions are assigned either directly or via business-
level entitlements. Entities might be assigned to an owner (e.g. a role owner for a business role)
[29, 31]. Note that, even though we specifically focus on the entities provided by [13], other IAM-
related entities like policies, context, or user devices could easily be considered by our approach.

Is responsible for:

Owns Is part of—
M 1
o =
@ Q . .
@ i a Application
Is responsible for & Is responsible for 3 pp
2 >
3 2 n
= —+
Q o
Contains Is part of—

Contains

Fig. 1. Logical IAM Data Model based on [13]

Based on the data model we extract different parameters for the managed entities as input for
our methodology. For this task, we facilitate an adapted approach as presented by Klettke et al.
[16] who split entities into their different elements (parameters) based on their structure. Generally,
elements are represented by attributes or virtual attributes. Attributes are contextual characteristics
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of a certain entity (e.g. the department or cost center attribute of an employee). Virtual attributes
represent properties which need to be observed over a certain period of time (e.g. the number of
employees created within the last month).

A conceptual representation of the used structure is depicted in Figure 2: Each entity is split up
into a structure identification graph ([16]) SG = (V, E), where V is a finite set of vertices or nodes
and E is a set of directed edges connecting different nodes. Thereby nodes consist of a type ¢, value
v and a set of corresponding entity identifiers idList e.g. a list of all employee identifiers of a certain
attribute value.

Nodes may be of the type attribute (e.g. department or cost center attributes) or virtual Attribute
(e.g. the number of created and deleted entities per day). Henceforth parameters may be computed
from nodes (e.g. using an aggregation function like }’ idList).

Virtual Attributes
B
Logical Data Entity
|::

Fig. 2. Data Classification of logical IAM data

4.1.2  Process Data. Today’s IAM systems provide extensive process management capabilities [22]
which in turn results in the computation of related meta information. According to [24], five process
perspectives P = (F, B, OR, I, OP) can be considered:

o The function perspective F depicts what is to be executed within a certain process.

o The behaviour perspective B provides information regarding execution effectiveness.
o The organization perspective OR refers to responsibilities for process activities.

o The information perspective I, refers to which data are consumed and produced.

o The operational perspective OP refers to how the process is to be executed.

In the context of an employee requesting a permission via the IAM system, the functional
perspective F corresponds to the IAM goal business facilitation. The request process is established
to allow business users to gain access to resources with minimal administration efforts. From
the behaviour perspective B, process efficiency is relevant. In case it takes too long to process a
given request, the employee might not be able to complete daily business work. The organization
perspective OR expresses who is in charge of processing a given request. Additional process stages
(like help desk requests) might indicate a low process usability or missing knowledge of deciders.
Finally, the information perspective I defines which data are consumed (the employee, her context,
and a permission) by the process and what outcome may be achieved.

Note that within our work we do not aim at measuring the quality of the overall IAM business
process model but rather focus on the evaluation of business process performance. Consequently,
the operational perspective OP is not addressed in the following as it refers to general process
model definitions.

4.1.3  Parameters and IAM indicators. Both aforementioned data types provide rich sources for
supporting strategic IAM decisions. However, due to the given complexity and quantity, means of
automatically processing, integrating, and analyzing the raw data need to be established.

The core element of our approach is the definition of IAM performance indicators which can be
interpreted by human IAM engineers in order to evaluate the current IAM processes as well as the
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underlying long-term IAM strategy. We achieve this goal by firstly extracting parameters (defined
as JAM measurements following [33]) which can be interpreted as the state changes of a certain
data element over time. Examples are changes in the number of managed employees per day or
the average execution time of a certain approval workflow during the last month of operation.
Parameters are in turn related to indicators which can be understood as metrics following the
definition of [33]. They represent a) bounded, b) metrically scaled, c) reliable, valid, objective, and d)
context-specific metrics which are computed automatically and provide a human-understandable
representation of potentially complex concerns in a numerical way.

Following [30], indicators may be defined in a hierarchical manner: Indicators may be composed
of parameters, other indicators, or a combination of both.

The example visualization in Figure 3 shows three parameters p;, p, and ps which are extracted
based on existing logical and process data. p, and p3 are used to compute the indicator i;. In turn,
this indicator is used together with p; to compute i;.

indicator; < parameter;

A
A A
Logical Data Process Data

Fig. 3. Conceptual Data Classification Example

Consider the example of the number of managed employees per day. This indicator can be
correlated with the number of business experts’ help desk inquiries per managed employee, i.e.
another indicator. Using automated simulation techniques, an enterprise might be able to judge
whether the current IAM staff members are capable of handling the IAM system after a potential
corporate growth, e.g. in case a merger with another enterprise is planned in the near future.

4.2 Tamsld - A tool-based analysis methodology for strategic IAM decisions

Within this Section, we introduce our tool-based analysis methodology for strategic IAM decisions
(Tamsld). It enables companies to gather the required input data, define desired indicators, and
derive correlations as well as conduct simulations. Different publications [13, 23] already suggest
that IAM may strongly profit from such semi-automated monitoring and data analysis procedures.

Fig. 4. Conceptual Overview of Tamsld

A conceptual overview of the four main phases of our methodology is depicted at Figure 4.
During the Data Collection the relevant data is gathered and stored in a consistent data repository.
This data is used for the extraction of parameters serving as the foundation for the subsequently
following definition, calculation and correlation of IAM indicators. By using statistical methods
possible future developments of the indicators are calculated and presented.
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4.2.1 Data Collection. The data collection is designed to provide a central and consistent data
repository incorporating the relevant input sources (see Figure 5). The data repository uses syn-
chronization measures to import snapshots of data states from input sources over time (e.g. daily
synchronization). Using different connectors, Tamsld is able to extract data from sources like files,
databases (e.g. operated by IAM systems), or web services. Note, that modern IAM systems typically
already provide a unified view onto relevant entities and thus are the main source of information
for Tamsld regarding logical data and process data. Process data in practice also might be imported
from a workflow management tool in place. Additionally, built-in monitoring capabilities of local
IT applications or IAM systems also can be facilitated if available.

Fig. 5. Data Collection Component

4.2.2  Parameter Extraction. After the collection of raw input data, parameter extraction (see Figure
6) takes place. Tamsld automatically categorizes logical data regarding available entity attributes
(e.g. department or location of employees) as well as available virtual attributes (e.g. how many
employees are created each day). Each parameter contains information regarding (virtual) attribute
values, together with a list of identifiers of referencing entities as described in Section 4.1.1. In
addition, parameters based on process data (e.g. execution time of an approval workflow) together
with a list of data consumed or created by a process are extracted. The outcome is stored as
parameter vectors for further processing. From a technical and tool-based point of view this allows
us to utilize historical data without having to store full and potentially large data snapshots while
at the same time minimizing the querying efforts. Note that from this point of time logical data and
process data are stored and processed identically.

-
' .,
— —

Fig. 6. Parameter Extraction Component

4.2.3 Indicator Calculation. Consuming the previously defined sets of parameters, Tamsld subse-
quently calculates different indicators based on companies needs (see Figure 7). The initial definition
of indicators has to be carried out on a one-time basis. Nevertheless, periodic evaluation and possible
re-definitions might be required in order to ensure relevance of the computed indicators.
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Legal requirements like the Sarbanes-Oxley Act (SOX) [29], for instance, might influence the ini-
tial indicator definition. SOX as a prime example of regulatory influence on IAM requires activities
during departmental movers of employees and the adaption of affected access rights. As an example
used to address this requirement, the indicators attribute department changed’ DepartmentChange
displaying employees who switched department and ’user permission assignments (UPAs) deleted
of employees which changed department’ UpaDeleted_DepartmentChange might be defined.
UpaDeleted_DepartmentChange can be expressed as the combination of two parameters, namely

"UPAs deleted’ intersected with ’Attribute department changed’ (Dep artge;natrct};aenngt?hii Z?eleted). As

a result, the indicator ’average number of UPA changes per department change’ can be derived.

Fig. 7. IAM Indicator Computation Component

Within a next step, we derive correlations among indicators. For this task, we use the normalized
cross correlation [17] algorithm. Unlike other common correlation algorithms, it also considers
the development of data values over time. An indicator can be expressed as vector Vipgicator =
{i0s .-» i, ..i; }. The comparison of two indicator vectors can be defined as correlation of two non-
linear graphs, g; and g;. The used normalized cross correlation is defined as follows:

1=y i[t] = ia[t]
VZzs (a[t)? = Xi=3 (a[t])?

n is the last computed time point, i is a computed IAM indicator and s is the starting point of
consideration.

Again, taking the mover process of an employee as an example, one expected correlated indicator
could be the adaption rate of UPAs during process execution. In practice, such indicator correlation
can detect hidden semantic knowledge within the available raw meta information and thus support
identifying discrepancies between expected and actual states.

4.2.4 Indicator Simulation. After definition, the consecutive simulation phase tries to predict
future developments of defined indicators and displays them to human IAM experts. In terms of
visualization, imagine an indicator set as line graph, with the x-axis showing different points of time
and the y-axis showing the related parameter values. Based on historical data, we aim at estimating
how the graph might develop in future. In order to achieve this goal, we facilitate the Monte Carlo
Simulation [2] which relies on repeated random sampling and statistical analysis. We employ a
model often used within finance and economics [14] e.g. to estimate return on investments:
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For each set of potentially correlated indicators, we use the vector vingicaror = {i0si15 -+ it }- io
represents the value of time point zero, while i; represents the latest data value. For example, the
vector VacriveEmployees = 1100, 105,107} shows that in #, 100 employees have been on the staff,
105 in t; and 108 in t,. For these vectors, the standard deviation 8, variance 82, and the mean value
u are computed:

p(t + 1) :p(t) % e(p—(52/2))*(RNG*5)

with p(t) representing the last value and an exponential function e. The exponent itself also
contains two variables. The vector drift is depicted as y — (§2/2), while (RNG * §) represents the
random factor.
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Fig. 8. Sample Monte Carlo Simulation

A visualized output example is depicted at Figure 8. The red line represents the actual vector
development of the current date (e.g. the number of employees working for an organization). For
predictive analysis, the red line splits up into courses computed by the Monte Carlo Simulation,
marking the expected future graph behaviour. The mean value of the simulation is drawn in orange
color, marking the most likely development.

The cyan blue line is representing a sample for evaluating the simulation in order to assure that
it creates appropriate results. Therefore, we split up the historical real-world data into training
and evaluation data. The simulation receives the training data as input and it’s results are verified
against the evaluation data. In case of a significant discrepancy, the simulation variables need to be
adapted. We recommend several carefully executed validation steps in order to assure meaningful
estimates on future developments.

Finally, a summary of all simulation results is visualized for IAM engineer interpretation. This
can be done using principles of visualization for time oriented data [15]. Within our prototype
implementation we use a combination of dashboard screens for quick and understandable overviews
together with the visualization of the computed indicators as line diagrams for deeper interpretation.

5 EVALUATION

In order to evaluate our methodology and the underlying automation techniques, we cooperated
with a world-wide operating manufacturing enterprise employing about 12.000 internal and 4.000
external employees. Within their core IT application (the SAP ERP system) they manage about
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17.000 user accounts, 6.000 permissions, and 1.200 application roles (i.e. hierarchically aligned
permissions). We decided to specifically evaluate Tamsld using the SAP ERP system due to its high
user management process execution rate together with its importance for compliance and risk
management. About one million UPAs are managed in the SAP ERP system with about 1.9% of
these assignments changing per month (about 20.000 UPA changes per month).

5.1 Data Collection

During data collection we imported three data elements on a daily basis for a period of 80 days
into our data store:

o Information regarding internal employees from the IAM system using a database connector.

e Data concerning user accounts together with their mapping to employees, permissions and
their attributes, as well as UPAs and application roles from the SAP ERP system.

e Analytic data regarding the risk level and usage of existing UPAs which have been provided
by the SAP ERP system as well as the IJAM system.

Note that due to organizational reasons during the project with our partner company, we were
limited to the analysis of logical data for this evaluation. We argue that the existing evaluation
results based on logical data already underline the applicability as well as relevance of our approach.
However, we aim at extending the evaluation when process data can be provided by the enterprise.

5.2 Parameter Extraction

During the parameter extraction phase the project team’s focus was to generate parameters related
to the required administrative workload and how the SAP ERP system is managed regarding
compliance requirements. Together with company IAM engineers, we proposed 34 parameters
(see Table 1), each corresponding to a certain entity with 26 referencing attributes and 8 virtual
attributes.

5.3 Simulation Test

In order to evaluate the quality of the gathered input data and the generated parameters, we initially
performed a simulation test. One exemplary result visualization showing the development of the
total number of employees managed by the IAM system is depicted in Figure 9. As input we used
data values from day 0 to 40 to determine p, y* and §. Based on these factors, we executed the
Monte Carlo simulation 80 times for the days 41 to 80 and evaluated to which proportion the actual
data are located within the expected (cyan blue color) range. Additionally, we marked the mean
simulation values in orange, displaying the most likely data development trend.

It turned out that the simulation produces a hit rate of 82% regarding all calculated indicator
vectors. This is reasoned due to the fact that real-world data contains punctual outlier values
(e.g. value 71 of the depicted example graph). Yet the impact of outlier values is incorporated into
training parameters, thus enabling a more accurate long-term simulation. The given exemplary
visualization also shows that the data simulation produces suitable results within a certain range of
time and the simulation performed very well for the given real-world data set. In the following, we
execute the indicator calculation as well as the indicator simulation using two different use cases:

(1) Employees joining the enterprise

(2) Implementation of risk management processes

5.4 Use case 1: Employees joining the enterprise

We firstly investigated the impact of employees newly joining the company on the workload of the
IAM team by calculating the following three indicators over a simulation period of three months:
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Entity Attribute Parameters
Acti 1 ,
Active ctive employees o
created employees per synchronization
Emplo Inactive employees,
ployee Deleted poy -
deleted employees per synchronization
Department Parameter per department value
Assigned to owner,
Owner ;
not assigned to owner
. Active accounts,
Active o
created accounts per synchronization
User Account -
Inactive accounts,
Deleted N
deleted accounts per synchronization
. Assigned to Employee,
Assigned Employee gne poy
not assigned to employee
. Active permissions,
Active o -
- created permissions per synchronization
Permission - —
Inactive permissions,
Deleted . o
deleted permissions per synchronization
Assigned to owner,
Owner ;
not assigned to owner
Acti Active UPAs,
cHve created UPAs per synchronization
UPA Deleted Inactive UPAs,
deleted UPAs per synchronization
Low,
. medium,
Risk Level .
high,
very high
Direct,
Assignment type inherited,
duplicate assignment
. Active permission hierarchies,
- . Active . ) . N
Permission Hierarchy created permission hierarchies per synchronization
Deleted permission hierarchies,
Deleted . . . o
deleted permission hierarchies per synchronization

Table 1. Overview of extracted parameters

1. Indicator: Number of employees created per day.
2. Indicator: Number of user accounts created for new employees.
3. Indicator: Number of created UPAs for these user accounts.

The visualization of the used indicators is depicted at Figure 10. On the x-axis, values 0 to 80
depict the development of indicators 1 - 3 throughout the 80-day period of data collection. Values
81 to 170 display corresponding simulation results for future dates, depicted as transparent areas.
The red line marks the number of employees created per day while the cyan blue line marks the
number of user accounts having been assigned to these employees. The dark orange line marks the
number of direct UPAs which have been assigned to the given user accounts. For visualizing the
predicted graph development, we used the mean values of different simulation vectors.

Dissertation Matthias Hummer, 2019



5. ANALYZING CONTEXT DATA FOR SUSTAINABLE IAM 98

12 Hummer et al.

12 450
12 400 < il
Y

12 350 “),l:-f;‘x!'
Wv'.‘
12 300
12 250
12 200
12 150
12 100
12 050

12 000
0O 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100105110

~Employees active ~Test simulation =Employees active simulation mean
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Fig. 10. Indicators of use case 1

Basic analyses revealed that
e about 7.5 employees join the enterprise per day (which corresponds to about 0.058% of the
overall employee number in #).
o considering the number of employees leaving the company, the current employee growth
rates at about 3.6 employees per day.
e on average, 96% of the new employees automatically receive a user account for accessing the
SAP ERP system.

More detailed indicator analysis revealed that there was only a low correlation between the
number of newly created employees and their number of assigned permissions. Discussions with
IAM engineers revealed that newly joined employees are assigned to a minimal set of access
privileges and are henceforth expected to manually request missing permissions which in turn
leads to significant additional workload for both, IT and business.
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On this basis, we defined ’adaptions of UPAs for created employees within one week’ as new
additional indicator. It’s simulation showed that an employee’s access rights must be adapted about
three times in order to get ready for work (indicator value of 2.8). Due to its importance for quality
evaluation, the IAM engineers decided to facilitate this indicator as a long term monitoring KPL
Note that revealing such a semantically relevant indicator would not have been possible without
the semi-automated simulation techniques employed by our methodology. This further underlines
the applicability of our tool-based approach.

Henceforth, we executed an according simulation of the given indicators. Results show an increas-
ing trend of employee joins with an expected value of 8.1 (varying between minimal 6.5 and maximal
9.3), thus we expect about 729 employee joins within three months. Additionally, simulations of
"adaptions of UPAs for created employees within one week’ show that these employees need to be
assigned to 5799 UPAs within the next three months, inducing heavy workload for business and IT.
As a result, the enterprise is now internally discussing means of automation regarding employee
joiner processes by weigthing internal management costs in contrary to expected introduction
costs of authorization automation.

5.5 Use case 2: Implementation of risk management processes

Our partner company is subject to compliance regulations which require them to control existing
access risks according to the principle of the least privilege. In order to address this, the company
over the last 24 months already established

e standardized access review processes for the SAP ERP system which evaluate UPAs periodi-
cally by the responsible employee or permission managers as well as

e identity analytic processes in order to automatically classify UPAs concerning their risk
level (e.g. flagging potentially erroneous UPAs with a risk value "high’ based on algorithms
presented in [23]).

For evaluation purposes we defined the two indicators

o ’risk level increased’, depicting the UPAs newly flagged as critical and
o ’risk level decreased’, depicting the UPAs with a lowered risk value e.g. due to de-provisioning
of critical assignments.
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Fig. 11. 1AM Indicator ’risk level increased’ and ’employee department change’
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Analyses showed that indicator ’risk level increased’ correlates with the number of UPAs created.
This is not surprising as the facilitated (and high number of) manual permissions assignment
processes are error-prone. More interestingly, 'risk level increased’ also correlates with the indicator
’employee department change’ (correlation value 0.89) essentially expressing that the number of
critical UPAs are increasing in case employees undergo a mover process. Discussions with the IAM
experts revealed that UPAs in general are not automatically removed during a standard mover
process. As a result those old UPAs from the employee’s previous department are typically not
used in the new department and hence more likely to be detected as critical.

Analysis of the collected input data also showed that the absolute number of critical UPAs shows
a slightly decreasing trend (with about 2.2% less critical UPAs over the period of 80 days). We
argue that this mainly stems from the implemented periodic access reviews of employees executed
as part of the company’s IAM strategy. This underlines the positive effect of the access reviews
together with the need to continue executing them in the future and is a good example of how our
methodology can be used to rate the efficiency of the currently employed IAM strategy.

Regarding the indicator ’risk level decreased’ we initially were not able to determine any relevant
correlation concerning indicators derived from parameters presented in 5.2. As a result, we executed
a deeper analysis and defined a new composite indicator ‘changed with owner'” based on the
ownership-attribute of permissions (see Figure 12). This enabled differentiated investigation of the
correlation of the indicator ’risk level decreased’ in respect to permissions with and without an
assigned business owner.

Changed with Owner
*
Changed ——— Changed
4 A 4 Y
Deleted Attribute: Owner Deleted
4 4 4 4

|

] Permission Hierarchy

Fig. 12. 1AM Indicator ’Changes of permissions which are assigned to a responsible employee’

The indicator ’changed with owner’ expresses the changes of permissions with an assigned
business owner and is composed from three entities, permission P, permission hierarchy PH, and
UPA UPA. Formally, we used i = Po N (UPAchange Y PHchange), depicting the number of UPA and
permission hierarchy changes (the superset), which refer to permissions with an owner.

Basic analyses revealed

o a high absolute number of permissions without an assigned owner (about one third of all
available permissions).

e about 12.3 mover processes on average per day. Simulation showed that this value is expected
to slightly increase, with about 12.6 expected changes within three months (augmentation of
about 2%).

e about 80.2 daily changes (like adapting permission hierarchy or adjusting UPAs) affecting
permissions with an assigned owner. Simulation showed that this value is expected to increase
to about 81.7 (augmentation about 1.8%).

Additionally, our simulation techniques determined a strong correlation between the indicators
'risk level decreased’ and ’changes with owner’ (correlation value of 0.86, see Figures 11 and 13).
This essentially means that employees which are assigned to business-owned permissions in general
have less risky UPAs. Our simulation thereby underlined the importance of business ownerships for

1 An employees who is responsible for a certain entity like further employees (as supervisor) or permissions
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permissions in terms of risk management. As a result, the company now discusses the mandatory
introduction and periodic re-certification of business ownership assignments for permissions and
business roles in the future. At the same time they aim at reducing the currently high number of
permissions without a business owner.
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Fig. 13. IAM Indicator ’risk level decreased’ and ’permission changes with assigned owner’

Summed up, our methodology and the conducted simulations and feedback sessions with IAM
engineers revealed the following results. Firstly, the IAM workload can be expected to increase in a
mid-term period due to the overall company growth. Secondly, we identified (and IAM engineers
confirmed) deficiencies when provisioning newly joined enterprises. The company thus decided
that the currently high amount of UPA changes required until an employee is assigned to all
required permissions needs to be decreased in the future. This leads to an adaption of the current
IAM strategy which might not have been identified without our methodology. During our second
use-case, we thirdly identified that permissions with an assigned business owner are less critical in
terms of automated risk analyses. This likely stems from the implemented access review processes
which are not conducted accordingly for orphan permissions without an assigned business owner.
Finally, the overall high amount of permissions also provides room for improvement.

6 CONCLUSIONS AND FUTURE WORK

Up to now, the implementation of a sustainable IAM strategy represents a complex and costly issue
for companies. Additionally, there are no automated means for constantly revising the employed
IAM strategy. Within our work, we closed this research gap by introducing Tamsld, a tool-supported
methodology which incorporates the analysis of existing logical and process data. While this data
is, at least partially, already available on a technical level within companies, it up to now has not
been facilitated for influencing strategic IAM decisions. Our methodology structures the necessary
steps to define company-specific indicators as well as allows for an automated simulation for
deriving future predictions for a given IAM system. We furthermore demonstrated that strategic
IAM assessment may strongly benefit from employing well-known simulation techniques. Finally,
we demonstrated the applicability of our approach within a real-world scenario.

During evaluation we identified two possible improvements which we are going to address in
future work: Firstly, while our indicator correlation provides valuable information concerning
relationships of indicators, we noticed that the high initial manual definition efforts for parameter
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consideration and indicator construction need to be reduced in the future. Secondly, even though
we demonstrated that Tamsld provides sound information, interpretation of recommended actions
requires deep knowledge concerning the implemented IAM. We thus plan to develop structured
guidelines for rating recommendations (e.g. by integrating best practice parameters and indicators
together with guidelines for interpreting results). Lastly, we plan to re-run our real-life evaluation
process including the analysis of process data after it has been made available to us.
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