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Abstract

The assembly system at the Research Group in Evolvable Manufacturing System (RGEMS) is
designed to assemble products part by part and also ensuring good quality products. This system
uses different kinds of industrial devices that are integrated in a way that the devices are dependent
on each other in order to work properly on a production cycle. The disadvantage of systems of this
nature is that if one of the devices malfunctions and is not attended to, the production line will get
affected, which will cost time and money. In order to ensure that malfunctioning of devices is
acknowledged in time, the system devices must be monitored while busy in progress; this is
normally done by a system operator who uses a computer and checks if there is any change in

system data using a Supervisory Control and Data Acquisition (SCADA) system.

This is, however, inconvenient in that the system operator can only monitor and control the system
when connected to the system’s network. Today we live in a wireless world, where anything can
be accessible from anywhere in the world; internet and web technologies made all this possible. It
was therefore proposed to design a system that can monitor and control the assembly system from
a remote location. This system uses OLE Process Control (OPC) technology and web technology
in order to read and write data to the system from the OPC server through the internet. This data
is presented on a web user interface where it is viewed as analogue or digital data. The user only
needs the internet browser installed to his/her computer or smart phone and also to be authorized

by the system administrator in order to be able to monitor and control the system.
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1. CHAPTER I

Introduction

Web technologies are proliferating through plant automation systems and enabling managers to
review production and control data from anywhere they can access the Internet [1]. Web-based
plant monitoring can be used to obtain production data, such as how much each plant is producing;
what devices are getting produced; what the supply levels are; and what orders have been filed.
Web technologies allow plant operators to monitor and control their system and to diagnose

problems as they occur [2].

The Research Group in Evolvable Manufacturing Systems (RGEMS) located within the
Department of Electrical, Electronic and Computer Engineering aims to design a system that will
allow remote monitoring and control of manufacturing and assembly systems. The combination of
technologies such as ASP.NET, JavaScript and HTML and widespread Internet connectivity now
provides possibilities for a solution to this research problem [3]. Using any standard Internet
browser, user(s) can monitor real-time plant performance conditions from anywhere in the world.
This remote monitoring technology allows plant engineers to monitor the conditions of the plant
facilities from remote locations. If a problem occurs, operators can view the real-time conditions
of the affected plant area, diagnose the problem remotely, and provide advice to the on-site plant

engineers, thereby reducing costly plant failures and breakdowns [4].

© Central University of Technology, Free State



1.1  Purpose of this Study
The aim of this study is to develop a web interface system in order to monitor and control an

assembly system at RGEMS remotely.

1.2 Problem Statement

The monitoring and control system that is only accessible through a local area network (LAN) has

the following disadvantages:

* LAN is a private network that links computers at a single location. This means that the
monitoring and control system can only be accessed locally by the user within the network.
For you to connect to the localized systems, you need to be within its network range; thus,

not allowing users to connect to the system if not within the network.

 If the file server goes down, the entire network may go down.

» Special client/server software must be installed.

* A larger network becomes difficult to manage.

1.3 Hypothesis
A system that uses a web interface in order to control and monitor process data through the Internet

and that has the following advantages:

* The internet links millions of networks with over a billion computers connected at any
given time. Systems that are monitored or controlled through the internet are convenient,

flexible and inexpensive because the internet infrastructure has already been built.

2
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* Web browser as a tool for commissioning, service and visualization. No proprietary

software tools or runtime license necessary.

» Smart phones can be used for control and monitoring.

1.4 Web-based Remote Monitoring and Control System

Web-based Remote Monitoring and Control Systems (RMCS) make use of Internet and Hypertext
Transfer Protocol (HTTP) and other Web technologies as a communication layer of the system. It
also uses development tools, framework, platforms and computer languages used by regular
Internet applications as development application. Web-based RMCS uses the Internet to transfer
data between the system devices or operators and the system. This will reduce the cost of
installation of the SCADA network if compared with installing a dedicated network for it. It also
uses Internet browsers programs such as Mozilla Firefox, Netscape Navigator or Microsoft Internet
Explorer as Graphical User Interface (GUI) for the operators [5]. This would give all the benefits
of browser-based systems, such as simplifying the installation process on the client side of the
RMCS and also enable users to access the system using a wide range of platforms, as browsers are

now available in almost all of the modern operating systems.

Web-based RMCS have many advantages, including: [5]

= Using the client/server n-tier platforms and development tools to develop Web-based
RMCS will cut the development cost and time to minimum.

= Using the infrastructure of the Internet or the corporate intranet will cut the deployment
cost to the minimum.

= Increase distance, data sharing and data provision for monitoring and control systems.

3
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= Enabling collaboration between skilled plant managers situated in geographically diverse
locations.

= Enabling the business to relocate the physical location of plant management staff easily in
response to business needs.

= For education and researching purposes, the risk involved in a real laboratory may be

avoided by doing dangerous experiments remotely.

1.5  Methodology

The most sensible approach for accessing, controlling and monitoring a plant system via the
Internet is to use a browser like Netscape or Internet Explorer. Web-based systems are based on a
client/server model (as seen Figure 1.1) which is used primarily for computer network
communication. This model may include multiple servers and multiple clients in which one server
can handle multiple requests from different clients and also one client can send multiple requests
to different servers at any time. The software development of this system is divided into two parts,
the client side and the server side. Whilst the client side interacts with users and executes the

control task, the server side implements the data acquisition program to achieve the control task.
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Figure 1.1: Client\Server model

The objective of the development of this web-based user interface is to enable the user to see more
swiftly what is happening in the assembly system (process plant) and to provide a more effective
problem-solving environment outside the central control room. According to the project
operational goal, there are two types of functions that need to be executed; the process monitoring
function and the process control function. These two functions are implemented in two pages, the
monitoring page and control page. The monitoring page will give a dynamic image that consists
of graphic information providing the essential information of the current system status. The control
page will give a user a privilege to adjust data if needed. Unlike a normal web page, the dynamic
page image is regularly generated by the server according to the system status, sent to the client
and it 1s automatically refreshed after a certain period of time. This provides the client with real-

time information about the system.

In order to implement the above-mentioned functions, the server push mechanism is employed. Its
basic principle is that the information-sending action 1s based upon information changes monitored

5
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by the server, rather than the client request. This not only speeds up the client information updating,
but also reduces server loading. These functions will be implemented by integrating Active Server
Pages (ASP).NET technology and OLE for Process Control (OPC) technology. ASP.NET is a web
application framework developed by Microsoft to allow programmers to develop dynamic
websites, web applications and web services. This framework supports all .NET languages such
as C#, Java, C++ and Visual Basic. The preferred programming languages for developing this
system are Java and C# because of its simplicity and because of experience in working with them.
OPC is a software interface standard developed by the OPC foundation to allow Windows
programs to communicate with industrial hardware devices [6]. OPC XML-DA is a specification
preferred in this project as it uses the eXtended Mark-up Language to transfer plant data through

the internet.

Because of the vulnerability of the internet to virus and other malicious attacks, several security
mechanisms are used to enhance the system security, identity (ID) authentication and allowance

of only one user to access the system at any time and real time data encryption.

e |D authentication and authorization: The authentication is accomplished by verifying the
ID and the password. When a user asks to login, the system will compare inputted ID and
password with user information stored in the database to check the user’s identity.
Authorization is accomplished by verifying that the authenticated user has permission to
access particular resources.

¢ Allowance of only one user to access the system at any time. In order to avoid the system
from being controlled by more than one user at any time, the system will provide a

mechanism that will allow only one user at any time to have control function.
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e Real-time data encryption. The existing data encryptions algorithms are not appropriate for
an internet-based real-time system as they take too long to encrypt and decrypt data. The
combination of the Advanced Encryption Standard (AES) and secure sockets layer is

proposed.

1.6 Project Outcome
The main objective of this project is to develop software for Web-based RCMS. Other objectives

are as follows:

= Provide remote system operator with a dynamic, user-friendly Graphic User Interface
(GUI).

= Ensure high-quality system security and integrity.

= Provide secure remote control of the system.

= Provide remote monitoring of the system.

= Alarm acknowledgement and reset.

= Request data and reports.

1.7 Outline of Thesis

The thesis is structured in to six chapters as follows:

Chapter I: Introduction

In this chapter, the background of the project is reviewed and following components are discussed:

e Aim of the project - the purpose of this study is reviewed.
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e Problem Statement - the existing problem, which is the main reason this study is conducted,
is explained.
e Hypothetical Result - the expected result of the study is discussed

e Methodology- the proposed method of implementing the project is explained.

Chapter Il: Literature Review

In this chapter, the relevant concepts related to the existing problem are defined, namely Web

technology, OPC technology, Information technology and web securities.

Chapter I11: Methods and Techniques

In this chapter, the concepts and techniques regarding the methodology that was followed to obtain
an implementation of a remote monitoring and control system is explained. Unified Modelling

Language is presented as the modelling language used in this research study.

Chapter 1V: Design and Implementation

In this chapter, the implementation of the proposed system is divided into two designs - the

architectural design and the comprehensive design - and each design is described.

Chapter V: Results

In this chapter, the output of the project implemented is reviewed. The operation of the system is

explained.
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Chapter 6: Conclusion

In this chapter, the major findings, problems encountered and contributions from the research is

summarized. Some future work in this field is also pointed out.
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2. CHAPTER Il

Literature Review

2.1 Introduction

In Web-based Remote Monitoring and Control Systems (RMCS), the Master Terminal Unit
(MTU) is implemented as a distributed web application. For that reason, it is essential to introduce
the basic concepts of this type of applications. These concepts are illustrated here in this chapter,
which includes Web technology and OPC technology. System security is also discussed within

this chapter.

2.2 Distributed Web Application

Nowadays, web technologies are gaining increased importance in automation and control systems.
However, the choice of web technologies depends on the use cases in the application environment.
Especially in automation and control systems, the data can be read not only from many different
field systems and devices, but also from different OLE for Process Control (OPC) Servers. Current
OPC Client might be able to read simple data from OPC Server, but there are some problems to

get structured data and to exchange structured information between collaborating applications.

Therefore, OPC Foundation has defined interfaces like OPC XML-DA (OPC XML Data Access)
and OPC Complex Data that aim to solve those problems. The OPC XML-DA can facilitate the

exchange of plant data across the internet and upwards into the enterprise domain [6] .

10
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A Web application is an application that can be accessed by the users through a Web browser or
specialized user agent. The browser creates Hypertext Transfer Protocol (HTTP) requests for
specific Uniform Resource Locators (URLS) that map to the resources on a Web server. The server
renders and returns HTML pages to the client, which the browser can display. The core of a Web

application is its server-side logic [7].

An application is a computer program that solves a particular problem or related set of problems
[5]. A simple application runs in a single process space and often loads in utility, or helper,
functions through dynamic-link libraries, which helps the application to achieve its task. A typical
application that interacts with a user consists of three elements: presentation, application logic and

data services.

Each of these elements (or services) has its own attributes as shown in the Table 2.1 [8].
Presentation, also known as the user interface (Ul), focuses on interacting with the user.
Application logic, or business rules, perform calculations and determine the flow of the
application. Business rules are constraints, usually self-imposed, that companies or organizations
use to help them operate in their particular business environment - essentially they encompass

those practices and policies that define an organization’s behaviour.

Business rules often define a baseline for application requirements and provide guidance to the
developer. In practical terms, these business rules are goals that developers strive to meet for their

applications. Data service manages information by storing data and providing data-related

11
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functionality. For example, a MySQL running on a Linux Server computer would be a data service

[8].

Table 2.1: Service Attributes of each Application Element

Service Type Service Attribute

Presentation Presentation of information and functionality, navigation, and

protection of user interface consistency and integrity.

Application Logic | Shared business policies, generation of business information

from data, and protection of business integrity.

Data Services Definition of data, storage and retrieval of persistent data, and

protection of data integrity.

2.3 Types of Applications
According to the combining or separation of the application elements in logical layers, the

application could be classified according to single tier, two tier and multiple tiers [5]:

2.3.1 Single-tier Application

In a single-tier application, only one layer supports the presentation, application and data service.
Only one application or application element processes all three of these services. The data itself
can be physically stored in any location, such as on a server. However, the functionality for

accessing data 1s part of the application [8].

12
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2.3.2 Two-tier Application

Two-tier, or standard client/server applications, group presentation and application logic
components on the client machine and access a shared data source using a network connection. In
a two-tier application, the user interface and business rules are a single layer that runs on the client
computer. Separate applications, such as MySQL or Oracle database servers, provide the data
services. Client/server applications are often two-tier applications, such as in a Java application
that calls a MySQL stored procedure to provide data to the application. The Java application is one
layer and the MySQL data service is another layer [8]. The classical two-tier architectures have
brought efficiencies to business, but there are also some limitations:
= Monolithic client applications - Two-tier applications tend to have monolithic client-side
components, which prevent incremental improvements (upgrades and bugs fixes) to the
application.
= Difficult to scale - Application scaling is poor because of the limited number of database
connections available to clients. Connection requests beyond this limit are simply rejected.
= Difficult to maintain - It is hard to maintain client-side application logic because it has to
be deployed to every client. Any change in the logic must be redistributed to all clients.
= Compromised confidentiality - Application logic on the client potentially exposes business
rules to users.
= Difficult to use broadly - It is difficult to use two-tier application logic broadly, because
applications are bound to specific database systems and table formats.
= Tightly bound to data source - The client is often configured for a particular database, so

moving data to a different database is more difficult.

13
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= Poor network performance - A network runs inefficiently because of the amount of raw

data that is transferred across it. Much of the database processing is not localized.

2.3.3 Multi-Tier

Tiers represent a logical concept. The three tiers are generally described as user (first), business
(second or middle), and data (third); however, there can be more than three tiers in a multi-tier
application. Because of this fact, multi-tier applications are sometimes referred to as n-tier
applications where n is any number greater than or equal to three. A service is a unit of application

logic that implements operations, functions, or transformations that are applied to objects [8].

In multi-tier architectures, presentation, application logic, and data elements are conceptually
separated. These tiers do not necessarily correspond to physical locations on the network. For
example, all three tiers may exist on only two machines or they may be deployed on five [8].
Presentation components manage user interaction and request application services by calling
middle-tier components. Application components perform business logic and make requests to
databases [8]. With multi-tier applications, the client provides only one layer: the user interface.
The business rules are performed on a system between the user interface and the data storage
system. This allows the presentation services, user interface, business rules, and database to reside

separately, as illustrated in Figure 2.1 [8].

14
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Figure 2.1: User Interface, Business Rules, Presentation Rules and Database Resides
Separately

2.4 Elements of a Distributed Application

Applications could be viewed as being separated into presentation, business rules, and data
services, and each application could be built as a set of features or services that are used to fill
consumer requests. When an application is modelled as a collection of discrete services, the
application's features and functionality could be packaged for reuse-shared among multiple

applications, and distributed across network boundaries [9].

Three-tier architectures are often called server-centric, because they uniquely enable application
components to run on middle-tier servers, independent of both the presentation interface and
database implementation. The independence of application logic from presentation and data offers
many benefits [9] :

»  Centralized components: Components could be centralized for easy development,

maintenance, and deployment.
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= Load balancing: Application components could be spread across multiple servers, allowing
for better scalability.

= More efficient data access: Database connection limitation problem is minimized since the
database now sees only the application component, not all of its clients. Also, database
connections and drivers are not required on the client. Database connections in two-tier
applications are acquired early and held; in three-tier applications, they are acquired late
and released.

= Improved security: Developers can secure middle-tier application components centrally by
using a common infrastructure. Developers can grant or deny access on a component-by-
component basis, simplifying administration.

= Simplified access to external resources: Multi-tier application simplifies access to external

resources, such as mainframe applications and other databases.

2.4.1 Presentation Tier (User and Presentation Tier)

The Presentation tier of a distributed Web application is usually implemented using Hypertext
Mark-up Language (HTML) because it is a standard language of all Web browsers [8].

HTML is a text-based mark-up language. It is a simple language for formatting documents that are
displayed in a Web browser. The primary task of the browser is to render documents according to
the HTML tags they contain and display them on the monitor. HTML pages provide interaction
with user in two ways; allowing the user to jump from page to page through hyperlinks. The other

way allows the user to send data to the Web server using the HTML Forms.

16
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The Web browser does not know how the server processes these data. It only sends the data using
the HTTP request and gets a response back from the server. The browser renders the response as
a normal HTML document. It does not care how the server had generated it [8]. From the Web
browser perspective, it only sends the HTTP request for the Web server. The request could be a
name of an HTML document or a name of a server side application with some data sent by the
user using HTML Forms. The Web browser then expects an HTTP response. The response should

be an HTML page which is rendered by the browser [8]

2.4.2 Middle Layer (Business Logic Tier)

In distributed Web applications, the middle tier is responsible for [5]:
= Receiving the requests from the user presentation layer.
= According to the request and application logic, the middle tier performs specific tasks;
for example, read/update a database, send an e-mail or consume a Web service.
= Format the response in a human-readable fashion using HTML and send it back to the

user.

In this sense, it should be noted that the middle tier in fact generates the presentation layer [8].

There are many languages and platforms that could be used to implement the middle tier. One of
the most obvious choices is the Hypertext Pre-processor (PHP). PHP is an open-source, server-
side, Web-scripting language that is compatible with all the major Web servers (most notably
Apache). PHP makes it possible to embed code fragments in normal HTML pages—code that is
interpreted as the pages that are served up to users. PHP also serves as a “glue” language written

by and for Web developers [5]. When a PHP script executes, it does not interact directly with the
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browser; only the final product of the PHP script, which usually is an HTML document, is dealt
with by the requesting browser. If a browser were sent an unprocessed PHP script, the browser

would attempt to render the PHP script as regular HTML. Browsers cannot execute PHP scripts

[5].

2.4.3 Lower Layer (Data Tier)

This layer refers to the components that manage an application’s internal data. These data are
typically under the direct control of a Relational Database Management System (RDBMS) like

MySQL or Oracle [5].

2.5  OPC Technology in Automated Control Systems

In the automation industry, OLE for Process Control (OPC) has established itself as an industry
standard in the last few years and provides a sophisticated, innovative infrastructure of the
underlying information and data model [10]. OLE for Process Control is an OPC foundation
standard, which is used for communicating among numerous data sources on the factory floor, or
a database in the control room. This standard provides a common way for an application to access
data within the plant from any data source like a device. OPC has gained increased popularity and

trust in the automation industry because of its reliability and interoperability.

OPC was designed to provide a common bridge for Windows-based software applications and
process control hardware. Standards define consistent methods of accessing field data from plant

floor devices. This method remains the same regardless of the type and source of data. An OPC
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Server for one hardware device provides the same methods for an OPC Client to access its data as
any and every other OPC Server for that same and any other hardware device. The aim was to
reduce the amount of duplicated effort required from hardware manufacturers and their software
partners, and from the Supervisory Control and Data Acquisition (SCADA) and other Human
Machine Interface (HMI) producers in order to interface the two. Once a hardware manufacturer
had developed their OPC driver for the new hardware device, their work was done to allow any
'top end' to access their device, and once the SCADA producer had developed their OPC Client,
their work was done to allow access to any hardware, existing or yet to be created, with an OPC

compliant server.

OPC interoperability means the ability of computer systems to run application programs from
different vendors and to interact with each other across the local or wide area network regardless
of their physical architecture and operating system, as shown in Figure 2.2. Automation industries
today cannot begin to think of remote monitoring and control of systems without the use of OPC
[8, 9, 10, 11]; OPC technologies adopt the client/server architecture, where client is dedicated to

reading and writing data of the system through the server.
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Figure 2.2: OPC Connectivity

OPC is designed to allow client applications access to plant floor data in a consistent manner. With

wide industry acceptance OPC provides many benefits [10]:

e OPC solution minimizes devices drivers. Hardware manufacturers only have to make one
set of software components for customers to utilize in their applications.
e Software developers will not have to rewrite drivers because of feature changes or additions

in a new hardware release.
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e Customers will have more choices with which to develop World Class integrated
manufacturing systems.

e OPC drivers are readily available.

e OPC reduces device loads significantly.

e Implementation time and all costs are drastically reduced.

25.1 OPC Specifications

The OPC Data Access (DA) is based on DCOM, which is the foundation of Object Linking and
Embedding (OLE), later named ActiveX and the XML DA specification is based on the web
service standards, XML, Simple Object Access Protocol (SOAP) and Web Service Description

Language (WSDL) and standardizes the SOAP messages exchanged between the client and server

[7]1.

At present, devices are based on OPC DA server in most enterprises. Redevelopment of OPC
XML-DA server is not realistic, which is bound to result in a waste of resources and development
difficulties are also relatively large [12]. An OPC server based on COM/DCOM is currently
running well and would not immediately be eliminated by an OPC XML-DA server. Since the
OPC DA specification is based on COM/DCOM technology it has some limitations, which are as

follows [11]:

= Itis only for Windows platforms.
= DCOM can be used for the application over the internet, but firewall authentication is not

easy to resolve.
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Data exchange between devices on the plant floor and enterprises application is an issue that needs

to be handled. The OPC XML-DA specification uses the web services standards in order to

exchange data, which has the following advantages [11]:

Web Services are platform-independent and language-independent, since they use standard
XML languages. This means that my client program can be programmed in C++ and
running under Windows, while the Web Service is programmed in Java and running under
Linux [13].

Most Web Services use HTTP for transmitting messages (such as the service request and
response). This is a major advantage if you want to build an Internet-scale application,
since most of the Internet's proxies and firewalls will not mess with HTTP traffic, unlike
Common Object Request Broker Architecture (CORBA), which usually has trouble with
firewalls) [13].

Web services use text-based protocol that all applications can understand. Firewalls do not
block text information, so the popular way to represent data on the Internet is XML [14].
Web services reduce licensing costs.

Web services do not rely on special protocols.

2.6 Review on the Design of the current Web-based RMCS

There are different ways in which data can be accessed from the automation and control system

using OPC protocol. The utility of OPC has now reached a point where automation without OPC

is unthinkable. It provides a mechanism to provide data from a data source and delivers the data

to any client application in a standard way. OPC is based on the DCOM/COM component-object

programming model developed by Microsoft in which software is divided into smaller independent
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units (the objects). Web-based RMCS uses the internet to transfer data to the Remote Terminal
Unit (RTU) and the Monitoring Terminal Unit (MTU) and /or between the operator’s workstation
and the MTU [15]. This will reduce the cost of the installation of a SCADA network if compared

with installing a dedicated network [11].

Many researchers worldwide tried to design and to implement an approach to access an
OPC DA server through the internet to realize a web-based RMCS. DCOM is suitable for LANs
where there are less interruptions and noise, but when used through the Internet there will be some
limitations related to its nature. For this reason, researchers tried to use Information Technology
(IT) services to achieve their goals. In the following sections, an overview of the work in this area

is presented.

Most previous research used DCOM for communication with the OPC DA server through LANSs.
For example, Xiaofeng Lee uses communication between the OPC DA client and the OPC DA
server, and then they transfer the OPC DA client data in XML format to be able to access this
through the Internet with an XML-DA client that communicates to the XML server (Web server)

to get data, as shown in Figure 2.3 [16] .
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Figure 2.3: Xiaofeng Lee Design model

Ju Chen also uses DCOM to enable C# server script to access OPC DA through the LAN and
because the OPC DA client is a .NET client, they use an OPC .NET wrapper to make the
transformation from .NET to COM and COM to .NET as shown in Figure 2.4 [16] [17]. From this
discussion, it can be concluded that the only way to communicate directly to the OPC DA server

is DCOM (or COM if the client and server are on the same machine).

Unfortunately, using DCOM through the Internet is avoided for many reasons, such as [16]:

= DCOM is a Windows-dependent platform.
= Difficult to configure and cannot be used for Internet communication.

= Has very long and non-configurable timeouts.
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2.7 OPC XML-DA

XML is a platform-independent, which is an important feature to achieve interoperability between
different applications, which are running on different platforms. This is the reason that forced the
OPC FOUNDATION to release the OPC XML-DA specifications to allow the XML applications
to access OPC data in a standard way. The other advantage of OPC XML-DA is the simple

administration as it is based on SOAP and XML. On the other hand, it has some disadvantages -

such as [11]:

Figure 2.4: Ju Chen Design Model

= Not suitable for transferring large data volumes.

= XML technology is generally slower than COM.

= The interaction parameters coded using XML, which leads to an overhead.

=  An OPC XML-DA Service is stateless.
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According to [6] the OPC XML-DA is a standard Web Service interface for reading and writing
data from and to plant floor automation systems. The OPC XML-DA data model is based on OPC
Items that are named and organized in a hierarchy. Each item stores a single value. It is defined
with the combination of two strings: item path and item name, the “item path” identifying a
namespace in which the “item name” is unique. A set of dynamically retrievable properties is
associated with every item containing its metadata including human readable description, access
rights, a timestamp, change rate, engineering unit and data type. The possible data types are simple

type, enumeration or arrays.

Operations for accessing item values are Read and Write. Both allow accessing several items with
a single call. Each item’s path and name is contained in requests to these operations. To optimize
periodic reads of the same set of items, a subscription mechanism is provided. The set of items is
subscribed by calling the operation Subscribe and then periodically polled using
“SubscriptionPolledRefesh”. The OPC operation Browse and “GetProperties” are used to query

which OPC ltems are available, and retrieve values of the properties [6].

Browse allows querying an OPC Item’s immediate successors including filtering and can return
property values of the items found. Property values can also be retrieved with “GetProperties”.
The operation “GetStatus” is used to retrieve the status of the OPC Server. The OPC XML-DA
provides better connectivity and interoperability for production management and enterprise
applications such as Manufacturing Execution System (MES), Enterprise Resource Planning
(ERP), Computerized Maintenance Management System (CMMS), Enterprise Asset Management

(EAM) and plant optimization that need to access plant floor data [6].
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Many applications are running on non-Microsoft computer platforms that do not have built-in
support for the COM/DCOM interfaces used with the OPC DA. The OPC XML-DA is
complementary with products based on the existing OPC DA specification. The OPC XML-DA
was specifically designed to allow existing OPC DA COM based products to be wrapped by the
OPC XML-DA interface and in effect support both interface from the same OPC Server. Any
group can develop a generic OPC XML-DA wrapper to internet-enable existing OPC DA Servers,

allowing them to publish plant floor data to the Web.

271 SOAP Protocol

Simple Object Access Protocol (SOAP) is a simple and lightweight XML-based protocol to let
applications exchange structured and typed information over the Web. It consists of three parts: an
envelope that defines an overall framework for describing what is in a message; who should deal
with it and whether it is optional or mandatory; a set of encoding rules defines a serialization
mechanism for exchanging instances of application-defined data types, and a SOAP Remote
Procedure Call (RPC) representation defines a convention for representing remote procedure calls
and responses. The SOAP provides a way to communicate between applications running on

different operating systems, with different technologies and programming languages [6].

2.8 Model of Web Integration
Web integration allows users to access data and functions, via an internet browser, of an

application hosted on a web server [18]. Web-based interface(s) are used to deliver multiple
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applications remotely. This can reduce cost and provide users with a browser-based working
environment. A general architecture of web integration consists of three layers, as shown in Figure
2.5 adapted from [19]. The lower layer provides information from automation devices to the

controller level of the automation system.

The upper layer (user) is based on standard IT technologies, such as a client/server model using a
web server as data source and web browser as clients. The middle layer (business logic) contains
functionalities and business logic and performs as an application gateway between the upper client
and the lower automation systems. The lower layer refers to the components that manage an
application’s internal data. The web server can be used to assign information from the automation
and control systems to object models that can be accessed via the Components Object
Model/Distributed Components Object (COM/DCOM) Model between the web applications,

because data have different types of semantic meaning [6].
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Figure 2.5: Generic Architecture of web integration for process monitoring systems

Using web technologies for slow control systems, it means integrating a multitude of different
technologies. In Figure 2.5 , the XML-DA services are implemented in the middle layer to provide

web services for the client to invoke.

2.8.1 Benefits of Web Integration

Web integration has a number of benefits compared to other traditional integration approaches
[20]:
= Lower cost: Using web integration, the effort required becomes much less expensive
compared to traditional integration. There are numerous reasons, including lower skills for
developers, no change to existing applications, and no infrastructure changes to network.
=  Non-Intrusive: Web Integration is done non-intrusively, thereby lowering the risk and

immpact of the entire integration project. Because there are no architectural changes
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required, it is often easier to justify cross-enterprise projects. This benefit extends even
further to those external applications where the user interface is the only available option
for integration.

= Faster Development: Since the browser interface is well understood by both the end user
and the programmer, application design becomes much easier and less prone to error.

= Faster overall integrations: Even complex Web Integration projects can be completed in
weeks rather than months. Companies can gain competitive advantages by leveraging their
existing enterprise applications more quickly than their competitors.

= Lower skill requirements: A traditional integration project requires highly skilled
development staff. In-depth knowledge of the applications and application integration
techniques is required. With Web Integration technologies, development personnel with
basic programming experience and web-application knowledge can do a superior job. The
need for high-skilled expensive programmers can be obviated.

= Potentially lower risk: Web Integration allows for shorter and more cost-effective
implementation cycles. The initial integration can often be up and running quickly and
further integration can be accomplished once results from the initial integrations have been
proven. This allows companies to try out new business opportunities at lower risk than

using traditional methods.

29  Web services
Any organization today works with multiple vendors, suppliers, contractors and other entities.
Each of these entities would have developed their own software systems based on Microsoft

technologies or on Sun Microsystems or on International Business Machines (IBM) technologies.
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Each of these software systems would have been developed over a period of time with hundreds
of thousands of rands investments. It will be almost impossible for any of them to change their

systems for compatibility.

Communicating amongst all these entities without affecting their existence is made possible by
web services [14]. A Web service is a method of communication between two electronic devices
over the web (internet) [21]. Web services communicate using the World Wide Web (WWW).
They rely on the standard Internet protocols HTTP and SOAP which are present in every system.
Web services transport their messages using HTTP, which means these messages are transmitted
over port 80, an open port for web server firewalls. Web service messages are transmitted as
SOAP-formatted messages. SOAP messages are in XML format, meaning they are simply text,
and not binary data. All the systems (every computer in the company) provide native support for
web. And all computers have inherent support for XML. Any application written in any language

running on any platform can process XML data [14].

2.9.1 Implementation of Web services
According to J.Y Vun Van Tan [22] in order to design and implement a web service, firstly a
module is presented, which is the OPCXML-DA (Data Access) module; it is used to manage the
complex data, server, and address space (e.g., the OPC Groups and OPC Items, etc.) and is based
on the OPC XML-DA Specifications [22]. The OPC XML-DA module is fully aggregated by three
classes such as Data Management, Server Management, and Address Space Management. When

a client wants to achieve data or events from the hardware 1/0 devices on the plant floor or from

31

© Central University of Technology, Free State



OPC Servers, it should first know the address of its server, and then a connection between the
client and server is established including the information of server, endpoints (i.e., physical
objects, OPC Servers, software objects, etc.), session, and secure channel. When this connection
is created successfully, the client can monitor and acquire data or events from the plant floor or

through OPC Servers, and can also write data to hardware 1/0 devices on the plant floor.

29.1.1 Data Management

The data management class manages a data buffer. It consists of some functions to refresh data,
the value and timestamp of OPC items and to check availability of data. This class uses the OPC
Complex Data class that provides the methods to represent and convert the complex data from the
hardware 1/0O devices. Complex data types are defined as dictionaries in Web Service Description

Language (WSDL) files [22]. Hence, each OPC item is defined as an OPC Complex data item.

29.1.2 Server Management

The server management class contains several functions to accept new connections, manage
existing connections, manage connected clients, etc. It initializes field bus information, gets all
parameters, and handles client requests. When a request is received, it will connect to an OPC
Server and responds to the OPC Clients regarding all kinds of requests such as browse address
space, add/delete item groups, add/delete items, and read/write, data subscription, data refresh, etc.

[10].

e Status (parameters—GetStatus and GetStatusResponse): Allows the clients to query the

current status of the server.
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Read (parameters—read and Read-Response): Allows the clients to read the values from
items.

Write (parameters—write and WriteResponse): Allows the clients to write the values to
items.

Subscription (parameters—SubscriptionRequest and SubscriptionResponse): Allows the
clients to tell the server to monitor changes on a set of item values.

Request and StreamStopRequest: Allows the clients to start receiving the server stream
with any data changes.

Subscription Cancel (parameters—StreamSubscriptionCancelRequest and
StreamSubscriptionCancelResponse): Allows the clients to tell the server to stop streaming
item values for changes.

Browse address space (parameters—BrowseRequestand BrowseResponse): Allows the

clients to identify what items exist in the server.

Address Space Management

The address space management class performs basic functions of the OPC XML-DA, such as

add/delete item groups, add/delete Items, read/write and subscription. [23]. The Web Service

allows the OPC XML-DA Clients to read and decode any type of data from the OPC Servers or

measurement and control systems (i.e., hardware 1/O devices). Web Server runs in multi-task (i.e.,

multi-processor and multi-threaded) pre-emptive system and it gives a firm support for all HTTP

(Hypertext Transfer Protocol) versions. In order to design and implement an efficient Web Service

for supporting several kinds of OPC Clients that read and decode any type of data from the

hardware 1/0 devices and perform high speed data exchange in DCS (Distributed Control System),
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the aspects of Web Service implementations can be represented as shown in Figure 2.6 adapted
from [24]. These aspects indicate that the proposed system supports not only browser-based

clients, but also application-based clients.
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Figure 2.6: The aspect of web service implementation

Communication between the OPC Clients and Web Service should provide some mechanisms to
monitor and control the hardware I/O devices, sending web pages to clients and dealing with the
submissions of the clients [24]. This Web Service should also provide security interface for remote

clients.

2.9.2 Limitations of Web services

e Overhead - web services use XML, so transmitting all data in XML is not efficient as using

proprietary binary code. A critical real-time application never uses web services.
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e Lack of versatility - Currently, Web Services are not very versatile, since they only allow
for some very basic forms of service invocation. CORBA, for example, offers programmers
several supporting services (such as persistency, notifications, lifecycle management and
transactions). Fortunately, there are many emerging Web services specifications (including

WSREF) that are helping to make Web services more and more versatile [13] .

2.10 OPC Security Issue

Security is becoming an important issue in the automation industry due to the collaboration of
business networks and process networks [9]. Devices that are connected via such communication
systems and Programmable Logic Controllers (PLCs) can be easily programmed via a
communication network. Data and events from industrial systems are sent to operator systems and
enterprise systems via the Ethernet and Internet. The problems with malicious network attacks will
be carried into the process area, and viruses and worms will corrupt the system from PLC to field
devices. For the classic OPC standards (e.g., OPC Data Access), an OPC server might implement

one of three levels of security [5]:

. Disabled security - no security.
. DCOM security - launch and access permissions to OPC servers are limited to selected
clients.

= OPC security - the OPC server serves as a reference monitor to control access to vendor
specific security objects exposed by the OPC server. The OPC security specification covers
only server/object access control, but is not concerned with confidentiality and integrity during

transmission. However, additional security settings as well as defined in the OPC security
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specification have been implemented in only a few products on the market [18]. The OPC UA
standard has a scalable security concept based on W3C standards and includes user
authentication, digital signatures, and encryption for the exchange messages [5] [18].
Implementation, evaluation, and performance depending on this standard are now a challenge

for researchers and developers.

211 Conclusion
A number of conclusions have been considered based on the literature survey and the following

are considered to be the most important ones:

1. The MTU of a Web-based RMCS is implemented as a distributed web application. This
means that in order to develop the proposed system, it must be implemented as distributed
web application.

2. The utility of OPC has now reached a point where automation without OPC is unthinkable.
Currently, most of the automation system companies have adopted the OPC protocol as
their communication protocol because of its interoperability.

3. Real-time data monitoring control over the internet it is still an issue due to the web load
time. Although there are a few researchers who have attempted to solve the issue by using
mechanisms such as data compression and web refresh, they did not pay attention to the
Central Processing Unit (CPU) load of the web server and the network bandwidth; until
now this still remains an issue which should be addressed when working with RMCS.

4. Toavoid compromising the integrity and the security of the RMCS, strict security measures

should be undertaken.
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The next Chapter discusses the software modelling of the proposed system.
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3. CHAPTER Il

Methods and Techniques

3.1  Introduction

In this chapter, the concepts and techniques that influenced the methods used to implement a
remote monitoring and control system are explained. A brief description of the assembly system
within the Research Group in Evolvable Manufacturing Systems (RGEMS) is presented. Unified

Modelling Language (UML) is used to model this software product.

3.2 System Description

The assembly system at RGEMS aims at assembling a product part by part, ensuring that good
quality products are produced and cost effectiveness is maintained. This system is composed of
different industrial devices which are a put together in order to form an efficient automation
system. These devices communicate with each other, exchanging data using the Object Linking
and Embedding OLE Process Control (OPC) protocol and TCP/IP protocol. The OPC protocol
creates a platform for different industrial devices from different manufactures to communicate or
exchange data without the need of special driver software being installed [25]. This protocol uses
client/server communications, which are the OPC client and OPC server. The OPC server is used
to store data of the device connected to the system in real-time, allowing the OPC client to read
the data of the system by connecting to it. OPC configuration for the system at RGEMS is seen in
Figure 3.1. According to [26] the goal that had to be met concerning OPC at RGEMS was:

= Compatibility
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=  Security

= Simplicity.

As seen from Figure 3.1 the OPC configuration in the production environment is constructed of

components from various software vendors and uses many different technologies [26].

/" OtherOPC server OPC Client N\
Java to OPC Framework
berlogic XML-DA proxy a —
Other OPC Servers such Server
as KUKA robot Server and Uses JAX- R
Cognex WS to . such as OPC system
XML_DA in Web controls
Java
\ / Cyberlogic OPC-DA Proxy
Server \ /
KepServerEX V5 OPC-DA
Gateway Server
/ Ethemet Encapsulation \ 1
a PLC’s I
/ Senal devices \ Allen Bradley
Other /" Readers \ Only PLC brand currently
- used but Kepware support
RFID Readers Other Serial numerous others.
devices

- Y,

Figure 3.1: RGEMS OPC Configuration

The assembly system at RGEMS is divided into different sub-systems and each sub-system is
responsible for a certain task contributing to the full production cycle, as seen in Figure 3.2. The

system is structured as follows:
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= Feeder System — This system is used for feeding the production line with products every
time there is a need for product assembly. This system is controlled by the Programmable
Logic Controller (PLC).

= Gantry Robot System — This system is rail driven and used for picking and/or packing
objects. This system is controlled by the PLC.

= Object Sensing — This system is responsible for object detection. The system uses industrial
sensors for detection and is controlled by the PLC.

= Machine Vision System — This system is also known as a quality control system. This is
where the object is scrutinized for quality purposes. The system uses smart industrial
cameras that are accompanied by a lighting device for high quality object vision.

= Automated Guided Vehicle — This system is used for product transportation after the

product has been assembled. This system is controlled by microcontrollers.

\“v {!\l’\‘ﬁ!:(‘ﬂf

\ —

Figure 3.2: The sub-system of the assembling system

3.3  System Operation
The system operates in such a way that the sub-systems are dependent on each other in order for
the system to operate in full cycle. Figure 3.3 describes the workflow of the system operation. The

system first gets fed by the parts that need to assembled to get a product; after that, they are
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transported by the conveyor belt to the next sub-system called object sensing; after the object is
sensed, a signal is sent to the other subsystem called the gantry system where the next phase of
assembly takes place. After that is completed, it is sent for quality control; after quality is verified,

it is then transported for packing by the Automated Guided Vehicle.

Feed the system with object to be L,
assembled ["’*

Object Detected?

Mo

' " Incomectorno |
J/ | object detected |

fes

Convey the object to
the assembling
system

Fa \f “
Assemble the ubject.

Is the guality ok?
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\L fes

(Send the assembled.'|
4‘\ubject for packing |

Discard the object

Vi

@®

Figure 3.3: Production cycle of the system
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3.4  The System Development Life Cycle

A software development process, also known as a Software Development Life Cycle (SDLC), 1s
a structure imposed on the development of a software product [27]. There are several models for
this development process that will be used in the implementation and design of this project; each
one of these models describe a variety of tasks or activities that take place during the development.
The process was chosen to make the implementation and design of the software product much
easier, by dividing it into smaller tasks and tackling them one at a time. The first task that was
carried out according to the proposed SDLC, is the System Analysis and Requirement followed
by Design, Implementation, Integration and Testing, Installation and Acceptance - as seen in

Figure 3.4.

Installation and
Acceptance

o

Figure 3.4: Software Development Life Cycle
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3.5  System Analysis and Requirements

The first step in developing any application is performing and analysis to define its purpose, scope,
and objective. At this stage, the composition of the system had to be analysed and visualised and
as much information about the specifications of the system as possible had to be gathered.

Information gathered about the system had to answer the following questions:

= Where will the system be used?
= What are the components needed to build the system?
=  How will the system work?

= \Who will use it?

Answering the questions involved the UML use case diagrams to refine the project specifications
and understand its objectives. The UML specification was designed to describe and document the
analysis and designs for the systems that use object-oriented language such a Java. The main
construct UML has for describing what an application will accomplish is the “use case”. A use
case is a description of something a system does at request of or in response to an action by one of
its actors. An actor is the user type or external system serviced or affected by the use case. Although
the word actor has connotation of being an actual person, a UML actor can be external system or

an organization type or role.

3.5.1 Specification of Remote Monitoring and Control Systems
The specifications of the Remote Monitoring and Control System (RMCS) are organized into a
sequence of steps. Each step approaches the system under a different perspective and increases the

level of detail of the system specification. In each step, a set of questions must be answered,
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analysing a different view of the remote system to be developed. The steps are organized in

questions in order to guide and facilitate its applicability.

I Step 1: Monitoring or Control?

The first step consists of defining the purpose of the remote access system. The first point to be
defined is whether the system will have only monitoring functions or also control facilities as well.
The answers given at this point may change due to limitations imposed by the characteristics of
the assembly system at RGEMS and the available resources. In a remote access system, the
information collected from the local manufacturing system is available in real-time in the remote
destination. A remote access system is justifiable only when data collected is also processed and
used in real-time in the destination. When the real-time data availability is not the issue, a simple
solution is to store the data locally and use conventional tools for sharing databases through the

internet. The first questions to be answered are:

= What are the advantages of making information about the remote system available in real-
time?

= What kind of decision can be taken based on the available data in the remote destination?

The purpose of making the information of the remote system available is to provide the user with

the facilities necessary to understand the system behaviour, propose supervisory control strategies

and test them. The user must be able to monitor the system behaviour and the execution of events

in each module. This is clearly the case when developing a remote monitoring and control system,

as the remote must interface with the local manufacturing system.

44

© Central University of Technology, Free State



Step 2: What type of remote monitoring system is required?

The type of remote monitoring system that is required has to provide the following:

A tool that is easy for operators to use: This refers to the functionality of the system; this
system should be user-friendly.

A “read to system” privilege for the system operator: The system operator should be able
read data from the manufacturing system in real-time with an automatic refresh.

Error Detection: The system should be able to make use of an alarm control and detect if
there is any error on the system and display the error message on the web interface until

the system operator acknowledges it.

11 Step 3: What are the benefits of making this system remote monitored?

The benefits of a remote monitoring system through the internet are as follows [28]:

Web browser accessibility: The monitoring system will reside in a web server so it will be
accessible anywhere and anytime from a standard web browser; there is no need to install
the software application on your PC.

Cost Reduction: In case there is a system failure, this can be noticed and be dealt with in
time. Acknowledging the failure on time means production will not stop for a long time
and also not much damage will be done to the devices of the system, which will curb
expenses.

Maximize system performance or identify system deficiency: By monitoring the system,
failure can be identified before it causes more problems and this will maximize the

performance of the system.
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Understand the performance of the system through interval data: By using controls such
as trends and alarms, the operator can monitor the performance of the system easily.

Just in time maintenance: Operators are able to identify a problem in time and can call
maintenance in time.

Early warnings of possible breakdowns: The operator is able to see if the system is about
to have a breakdown this might be a minor deficiency that my lead to a possible breakdown.
Real-time production reports with direct data from machines: real-time data monitoring

can be achieved without having to add any new hardware on the system.

IV Step 4: What type of remote control system is required?

The type of remote control system that is required has to provide the following:

A tool that is easy for operators to use: This refers to the functionality of the system; the
system should be user-friendly and not complex.

An option of emergency shutdown control to the operator: In case there is a system
malfunction, the system operator should be able to use the emergency shutdown control.
A write to system privilege: The authorized system operator should be able to run and stop
the system from a web interface without any difficulties.

System security and Integrity: The system should only give the write permission to

authorized operators to avoid malicious users.

Step 5: What are the benefits of making this system remote controlled?

The benefits of a remote control system through the internet are:
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= Flexibility of the system operator: The authorized operator does not have to be physically
at the system every time he/she wants to control it.
= Web browser accessibility: The system operator can control the system from anywhere and

at any time.

VI Step 6: Specification of use - cases and exchanged information
In order to determine the data to be transmitted between the remote and the local system, the first

question to look at is:

= What are the system use-cases and who are their actors?
There are two actors, which are the local user and the remote user. The system can operate in one
of the following modes: automatic, step-by-step and testing. Figure 3.5 details the use-case for the

system.

This first question is documented using the Use-Case Diagram of the ULM seen in Figure 3.5.
Among the points to be analysed when specifying the use-cases is the maintenance of history
records, and databases, which can be in the local system or in a remote system. Once the use-cases
have been specified, the next step is to make a list of the data needed on the remote processing

point to take decision specified in Step 1. The second question of Step 6 is:

= What information is exchanged between local and remote systems?
Answer: The data exchanged between local and remote system; it can be real-time data of the

system retrieved from an OPC server and archived data retrieved from a database server.
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Figure 3.5: ULM Case Diagram for Modelling the System

The first step in use-case analysis is to identify the actors [29]. An UML actor is the user type or
external system serviced or affected by the use-case; it can also be an organization type or role
[29]. In this case, the actors are: Internet user (system operator) and Administrator (system

maintainer).

The local user has priority over the remote user. Although a remote user can always connect to the
system and monitor it, he/she can only control the system when local user (administrator) gives
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permission. The local user can also remove the permission from a remote user. The information to

be transmitted from the local manufacturing system to the remote user is:

= |f the remote user is connected or not, if he/she is controlling the system or not.
= The current state of the system.

= A real-time video to understand the system operation and detect problems.

The information to be transmitted from the remote user to local manufacturing system is:

= A request to connect or disconnect from the system.
= The current mode of control chosen by the remote user.
= Commands to start and interrupt the sequence of operation in the automatic mode, perform

another step in the step-by-step mode, and perform each operation in the testing mode.

3.6 System Design

The classical design phase consists of three activities: architectural design, detailed design, and
design testing [27]. During this phase, the project specification undergoes two consecutive design
processes; the architectural design and the detailed design. In the architectural design, the project

as a whole is broken down into components called modules and each module is designed in detail.

3.6.1 System Architecture

The Web-enabled remote monitoring and control system is designed using a four-tier architecture

shown in Figure 3.6 [30] . It consists of 4 sub-systems, which are as follows:
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Client (Web-user interface) — The client requests data from the server(s) connected to the
assembly system, and displays the requested data in a web interface.
Database Server (MySQL Database Server) - The database server manages all the data of

the assembly system.

Control Server (OPC Server) - The control server delivers the request from the client to

the assembly system.

Web Server (ASP.NET Web Server) - The web server manages communication among
database server, control server, and client. The client can monitor and control the plant on

the web using this web server.
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Figure 3.6: The System Overview
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3.6.2 Advantages obtained using a 4-tier system

= Improvement of system stability — The server decentralizes the loads into three servers; the
system stability can be improved [31].

= Reduction of network traffic — The system eliminates a possible network bottleneck by
distributing the network traffic between the servers. Therefore, the network traffic of each
system will be reduced and the probability of network congestion will be reduced [31].

= Improvement of security - The control server blocks direct connections from clients to the

plant [31].

3.6.3 Web Server (ASP.NET Web Server)

The main function of the web server is to manage the communication between clients and remote
monitoring/control system [31]. In order to provide information required by the clients, the web is
connected to the database server; it is also connected to the control server so as to transfer control
signals from clients to the plant. The proposed web server will use the ASP. Net technology and

will meet the following requirements:

= The web server will display the real-time data of the plant requested by clients.

= The web server will have an efficient graphic user interface.

This web server for remote monitoring and controlling of the assembly system has the following

basic features:

e Login
e Monitoring Function

e Control Function
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3.6.4Login

The clients of the remote monitoring and control system are divided into 3 classes of security and

the access is limited according to the classes. The classes are as follows:

= Administrator - The administrator reads, deletes, updates and backups data.
= Registered user - The registered user reads all data (monitor, order product).
=  Guest - The guest reads public data, log in not needed.

3.6.5 Monitoring Function

Connected to the data server, the web server shows the current state of the plant to the client in
real-time on a web-user interface. Only the registered user and administrator will be able to monitor

the plant; guests will only be allowed to access public data.

The web server has the following monitoring function:

It shows the current information requested by clients as systems, or as functions, indicator,
alarm and status window, by text or graph.

= |t shows the trend of specific data requested by the client.

= |t shows the updated time of the data to client.

= It controls the amount of information provided for client.
It provides the essential information with which the client will recognise the state of the plant

because the web browser has a spatial limitation.
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3.6.6 Control Function

The web server delivers the control signal from client to the control server (OPC server). The client
can access real-time data from the control server. This control function is only authorized to the
administrator (plant engineer), which gives him/her the authority to update, delete and control the

analogue and digital values of the plant. The control function has two basic features:

e Control icon - Used for on/off control, analogue control and digital control.
e Control support - Used to confirm and validate control signals, to check that a control signal

is correctly transferred to the control server.

3.6.7 Intelligent user support

It may be difficult for web clients to identify correctly the performance of the plant because the
client should monitor and control the plant through the web [31]. Therefore, there are functions

that support the client as follows:

= To diagnose abnormal state and suggest appropriate procedure.
= To validate the control signal from the clients.

= The takeover between automation and manual operation.

3.6.8 Database Server (MySQL Server)

The Database server is used to store data like products available for order, archive data of the plant

and the username and password of users for ordering and access purposes. Only the administrator
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is allowed to access this database giving him/her the authority to update, delete, and add data. The

Database server is required to perform the following tasks:

Data management - To minimize loss of data while maximizing data integrity.

= Real-time extraction of plant data - To facilitate immediate transfer of user actions.

= Security level management - Each user will have different database access permissions. If
all users are able to change the data stored in the database freely, the data stored in the
database will not be reliable. Furthermore, if someone who is not allowed succeeds in
corrupting the database, the stability of the whole system will be compromised.

= Transfer of requested data to the web server - the user connects to the web page and

requests data. Therefore, the database server links with web server. Backing up data - Data

backup will be necessary to protect the data from unexpected situations that could lead to

data loss or damage.

3.6.9 Control Server (OPC Server)

There are some issues in a network-based system, such as the security issue, a network disturbance
issue, a real-time performance issue and so on. The control server will be used in order to cope
with these issues [32]. The control server plays a role of an agent between the web server and the
plant. Users will be connected with a plant through the control server, which can remove unsuitable

control requests for the current situation of a plant.

The control server proposed in this case uses the OPC as seen in Figure 3.6, which are now referred

to as an open connectivity via open standard protocol.
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3.7 Detailed System Design

There are three main functions that this system will serve; login, control, and monitor. During the
detailed design phase, each module brought out by the architectural design is now represented in
UML class diagrams and UML activity diagrams in order to elaborate more about the system
functionalities. The UML activity diagrams are used to describe the dynamic aspects of this system
as seen in Figure 3.7.The UML class diagrams are used to visualize the static view of the system
and to construct the executable code for forward and reverse engineering of the system as seen in

Figure 3.8. The UML activity and class diagrams serve the following purposes [29]:

= Help construct the executable system by using forward and reverse engineering.
= Assist when investigating requirements at a later stage.

= Provide high level of understanding the system’s functionalities.

= Model workflow by using activities.

= Describing the static view of the system.

= Showing the collaboration among the elements of the static view.

= Describing the functionalities performed by the system.

= Help construct the software application using object-oriented languages.

3.7.1 Login Module

The first requirement of the system is that it should have a controlled accessibility to avoid having
the system being tampered with. Figure 3.7 models the workflow of the system login by using
activities. These activities are used in order to understand the system functionality thoroughly and
also understand the workflow of the system. During the architectural phase, the system

accessibility was divided into three classes, which are guest, administrator, and registered user.
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Each user is given a privilege to monitor the system but only the registered users and the

administrator are allowed to control the system.

!

Prompt user to enter username and
password

Is usermame and
password correct?

Unauthorised

———  usemame or

password

Grant user access

Is the user No
registerad? W _
FEEEEEE— Guest user
fes
_. v |
| Grant read/write Grant read-only
permission to the permission to the

system system

(o

N

Figure 3.7: Login activity diagram
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The user logs in to the system by entering the username and password; the system validates the
login, and if successful, the system grants the registered user with write and read permission. If
not successful, the system prevents entry. The UML class diagrams seen in Figure 3.8, Figure 3.10
and Figure 3.12 describe functionalities performed by the system. These diagrams are used to
construct the proposed software application using object oriented programming. From Figure 3.8
it is noticed that system login has been divided into three classes of user access which are, guest,
administrator and registered user. These three classes inherit objects from the class user, which
means that without the user class these three classes would not exist. The class login is the main
class which connects to the individual user account and uses the database as a referral to validate

them.
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Figure 3.8: UML class diagram for Login Control

3.7.2 Monitoring Module

The monitoring module describes the design of the remote monitoring system in detail, using the
UML class activity and class diagrams. Figure 3.9 demonstrates the workflow of the monitoring

system and Figure 3.10 demonstrates the functionality of each activity performed by the system.
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The client initiates the connection to the server by sending a request for connection and the server

responds by accepting connection; the server then waits for another request from the client.

When the client sends any request that requires authentication, the server will first confirm if the
client is authenticated; if not, the server will deny access and wait for another server request; but
if the client is authenticated, the server will allow access to the OPC server with the read

permission, allowing the user to monitor system data and status. This data is then displayed in a
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Figure 3.9: UML activity diagram for System monitor

web-user interface. After few a seconds, the web page is refreshed in order to achieve as much

real-time data as possible.
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Figure 3.10: System Monitor class diagram

3.7.3 Control Module

The control module describes the remote control system in detail by using the UML activity and
class diagram. Figure 3.11represents the workflow of the control system; these workflows describe

the activities that will take place during the performance of the system. Figure 3.12 describes the

functionality of each activity that will take place during system performance.

61

© Central University of Technology, Free State




entral University of

\ C y
Technology, Free State

? Cliert

}I .. Wieb refresh H

| Check For usar |
request

Uzer zends a contral

[Carvewor Start?]

[Ma]
E |

[Ma]

[1= Speed selected?]

[*es]

Fum Makor
pdate Fequest

/i' ,
.:\! J

Conweyor Sop

3 Serwar
(" aitFor Client |
_—
%_ request

| Receives uzer |
requests

L

check For user
authentication on the

request { send responze o
_data base | client
[I= the usel authorized?]
Iz user authenticated?]
[Mo] X
Derny the raquest [re] i
= derry perrision
[W¥es] [wes] -
cart Permi I _x
Fant FErmision | | allow acces bo OPC
SErFvEr

R

| Sends response o |

. cliert

Ry

| Stop Maotar

Figure 3.11: System Control activity diagram

The client will initiate connection to the server; the server accepts the connection and waits for

user requests. When the server receives a request, it will first check if the client is authenticated;
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if not, the client is denied request; if authenticated, the user is then allowed to access the OPC

server with the write permission granted. The web interface will give the user an option of running

the conveyor belt at different speeds or stop the conveyor belt.
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Figure 3.12: System Control Class diagram
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3.8 Conclusion

Industry experience demonstrated that attempting to engage in the production of software without
a well-defined, well-communicated and relevant SDLC is a recipe for disaster. It was then
important for the software project proposed to go through a SDLC. The specification of a Remote
Monitoring and Control System has been refined by using the UML case, class and activity
diagrams. The reason for the use-case diagrams was to gather the requirements of the system and
identify the external and internal factors influencing the system. After the system requirement had
been refined, the next thing to do was to model those requirements into activities in order to have

a clear vision of what the system is supposed to do.

The UML activity diagram was used to describe the workflow of the system behaviour. The
activities in this workflow describe what actions will be performed by the system and which
conditions will trigger these actions. The actions performed by this system are then used to create
classes using the UML class diagram. Each class represents the different aspects of this system

and each connection represents the relationship of this aspects.

The main aim of this chapter was to explore and refine the system requirements intensively before
systems implementation is executed. In that way we can be sure of who will use the system, how
the system will work, what components will be needed to implement the system and where the
system will be used? The next chapter will explain the implementation of the system, describing

the components and methods used.
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4, CHAPTER IV

Design and Implementation

4.1 Introduction
In this chapter, the design and implementation of the RMCS is explained. User-interface

components are described, and the method used to implement the system is discussed.

4.2  Designing Objective

The main objective of designing the RMCS web application is to provide the functions of real-
time data monitoring, error alarming and remote controlling to system operator at RGEMS. The
design of the system takes into accounts the capacity of the security and easy to operate user

friendly interface.

4.2.1 System Implementation

The RMCS web application is implemented by integrating the OPC System.NET service and
ASP.Net technology. OPC Systems.NET is an OPC Foundation laboratory certified OPC data
access specification product [33]. It implements technology to provide cross platform HMI
SCADA software for enterprise SCADA with support for mobile HMI and mobile SCADA
solutions [33]. OPC Systems.NET is comprised of several .NET assemblies used to accomplish
real-time communications to OPC Servers, OPC Clients, Visual Studio.NET applications,

Microsoft Excel, and database engines like SQL Server, Oracle, MySQL, and Access. The central
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communications service eliminates the need for DCOM by implementing Windows
Communication Foundation communications over adjustable TCP port 58724. The real-time
database provides data for Human Machine Interface, trending, alarming, data logging, recipe
management, alarm notification; for standard Windows applications, Windows Presentation
Foundation applications, Web-based applications, and Windows mobile pocket PC
applications. Because all NET components are fully managed and communications are
implemented using .NET you can deploy Smart Client or Web applications for communications
over the internet with roll-based security defined using Configure-Security and Configure-Users

on the OPC Systems Service data source [33].

" Services
File Action View Help
@@ Do Bm > 8w
. Services (Local) . Services (Local)
OPC Systems Name ‘ Description Status Startup Type Log On As
o, Office Source Eng... Saves install... Manual Local Syste...
Stop the servic‘e o Office Software Pr... Enablesthe.. Started Manual Network S...
Pause the service
Restart the service o Offline Files The Offline... Started  Automatic Local Syste...
- o OPCystems ___________ Started _Automatic _Local Syste.. |
5 OPC Systems Data Started Automatic Local Syste...
‘4 OPC Systems Data... Started Automatic Local Syste...
+.OPC UA Local Dis... ThelLocalD... Started Automatic Network S...
. OpcEnum Started Manual Local Syste...
.. Parental Controls  This service ... Manual Local Service
‘. Pcounter Printer C... Started Automatic Local Syste...
‘. Peer Name Resolu... Enables serv.., Manual Local Service

Figure 4.1: OPC System.NET service running on a local machine

The OPC System.NET service is installed locally on the machine and it allows us to connect to
both remote and local OPC servers. After installation, we are able to control the operation of the
OPC System.NET service by either using Windows Services as seen in Figure 4.1 or OPC System

Service Control seen in Figure 4.3. This service can be started, stopped and refreshed.

66

© Central University of Technology, Free State



\ Central University of
Technology, Free State

. OPC Systems E\@
! Fle ' Corfige § LogIn Ed Window 40 Lznguage & Help
E Instruction Videos ]/Ei Configure Data Logging - localhost / /=1 Corfigure Tags - Local ] | X
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Figure 4.2 OPC System window for configuring tags

There are a number of configurations that an OPC System service offers that is available for use,

as seen in Figure 4.5. In this project, only the following five configurations are to be employed:

e Tags Configuration - By using this configuration, one could add or delete single tags or
group of tags from different OPC servers both locally and remotely. To enable access to
access data tags from different OPC servers as seen in Figure 4.4, these tags were organised
into groups with descriptive names (as seen in Figure 4.2) so as to avoid confusion among

the large number of tags.

67

© Central University of Technology, Free State



\ Central University of
Technology, Free State

OPC Systems Service Control
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Figure 4.3: OPC System Service Control

e Data logging Configuration - In order to keep track of the trends of the system data, a log
for every occurrence of data change in the database is needed; this configuration is used to

do just that.
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e Alarm logging Configuration - This configuration is used in this project to log the
occurrence of each alarm with its level of priority and the date and time at which it
occurred.

e Security Configuration - This configuration is used to control what users can do and not do
on the system.

e Users - This configuration is used to add single users or groups of users who are authorised

to use the system.

Browse OPC Servers

Dats Access 1.0, 2.0, and 3.0 - Refresh Chidhes i v aeamable ;i ‘
Modify MetworkcMNodes txt to browse remote IP Addresses. to browse an OPC Server. b o
=-QEA

-gRe EE| OPCSimulator

v|--oF Matrikon .OPC.Simulation

-opPe Matrikon OPC. Universal

-0PG Mational Instruments. Variable Engine
r)-Ft OPCLabs. KitServer

PG OPCSystems NET

Netwarl

- Browse for starting point in OPC Server and select Add Tags.

Getting Properties from some OPC Servers will be slower.
Default Tag Properties :

Data Type Object Type Get Data Type from OPC Server
Update Rate 1.0 [7] Get Update Rate from OPC Server
Description [] Get Description from OPC Server
Units [ Get Units from OPC Server
[] Trend Points ~ High Range 1000  Low Range 0.0
[] Read Cnly Gain 1.0 Offset 0.0

Cancel

Figure 4.4: OPC System.NET OPC server browser
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The OPC System.NET also offers eighteen OPC Web Controls that can be integrated with

ASP.NET and .NET Framework 3.5 in order to read and write data from and to the OPC server

using a web application.

Figure 4.5 OPC System service configuration window
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% e Log To Database [E 1
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Provider S0LServer T ||
@& Lve Data Cloud —
\H UDP Eroadcast Server localhost
i 2]
@ UoP Receve [7] Set Server Name with Tag
W Seautty Database
i 2]
&l e [7] Set Database Name with Tag
[ Options Table e
e System Status [7] Set Table Name with Tag
i System Emors [7] Logto Stored Procedure
& License UUse Windows Authentication
| | || Undate Becords Mﬂﬂﬂ_@

This is achieved by installing the OPC Web Control data link libraries in to Visual Studio; after

doing so, one can drag and drop the control to the web from and edit accordingly.
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4.3 User Access Management System

The user access management system of the RMCS is designed for using three-tier architectural
designs, as seen in Figure 4.6. It is comprised of the client, ASP.NET web server and SQL database
server. The proposed RMCS web application resides and run on the ASP.NET web server. The
client will connect to the ASP.NET web server and request access to RMCS by using a web
browser; a web server then connects to the SQL database server to validate the user by using a

connection string from the web application, as seen in Figure 4.7.

Servers (Private Network)

Web server

Internet

55H Proxy Server
https

55H Tunnel >

Clients{Public Network)

Dj Client Application

Receive Data Reguest Data

SSH Tunnel SSH Client
I— L
]
AT

Database Server

Figure 4.6: User Access Management System Architectural Design

It is almost impossible for a web system to be anti-hackable. The hacker has a full time job of

trying to get into a network and/or server. It is difficult to fight the unknown exploit coming down
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the pipe tomorrow or next week but there are few securities measures that was implemented to

make it almost impossible for hackers to gain access to the RMCS system. The security measures

are as follows:

Security Socket Layer (SSL) - is the standard security technology for establishing an
encrypted link between a web server and a browser. This link ensures that all data passed
between the web server and browsers remain private and integral [34]. The SSL is used
inside the firewall, from the load balancer to the application, from the application to the
cache and SSL for Application Program Interface (API) calls. The largest key size is used
as it makes it harder to break the encryption. RMCS uses the https protocol to request data
from the server as it is securing the communication between the client and server by
encrypting it in order to make it unreadable to the hacker.
User Data Security- all data that can be used by hackers to uniquely identify a user is
encrypted. Hackers usually use that data to filter their hashing and cracking attacks to data
for what they identify as high profile user. RMCS uses the https protocol to request data
from the server as seen in Figure 4.6, this protocol secures the communication between the
client and server by encrypting it in order to make it unreadable to the hacker.
Server Access Security- Another security measure that we used is to protect the system
data from being breached is limiting access to the servers. This is done by:

a) Disabling all access from outside to the application server.

b) Disabling remote root login - When root login is enabled the root user by default

has access to all commands and files, we don’t want to make it easier for the hackers

that is why we are disabling the remote root login.
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¢) Use of Secure Socket Shell (SSH) to access the server- SSH is a network protocol
that provides administrators with a secure way to access a remote computer. It
provides strong authentication and secure encrypted data communications between
client and server connecting over an insecure network such as the Internet [35] .
SSH uses public key cryptography to authenticate the remote computer and allow
the remote computer to authenticate the user, if necessary as seen in Figure 4.6. It
will be difficult for a hacker to gain access remotely to the server unless they have
the keys.

a) Use Secure Copy Protocol (SCP) to move files to and from the server. The SCP is
a means of transferring files between local and remote host or remote host to remote
host [36]. The traffic between the hosts is encrypted so it will not be easy for the
hacker to eavesdrop.

e Authentication- lastly the security measure that is implemented is authentication. User

passwords are uniquely generated using hashing.

I Client

In order for user(s) to access the RMCS web application, which runs and resides on the ASP.NET
web server, they need to use any device that can run a web browser; these devices are often called
client(s) because of their capability to communicate with the server. The client in this case would
be a user’s smart phone, laptop, tablet, personal computer, etc. The user(s) can use any of these
devices to connect to the RMCS web application. The client is one of the components that

contribute to architecture of the user access management system.
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II ASP.NET Web Server

The RMCS web application runs on the ASP.NET Web server with a unique IP address, HTTP
port and URL name. The unique IP address, port and URL name is to make sure that the web
application is uniquely identified and on the Internet, since web application cannot share the same
address. The role of the ASP.NET web server in this project is to allow the RMCS web application
to be accessible through the internet; without it our web application will not be accessible through
the internet. The ASP.NET web server connects to the database server, as seen in Figure 4.6, using
the “web. Config” file of the RMCS web application. This XML-formatted .config file used .Net
Framework version 4.0 to configure the connection from our web application to the database
server. The connection string is shown in Figure 4.7; this connection string specifies the name of
the database, SQL server and the credentials used to connect to the server which the web server

can use to connect to the SQL server.

configuration>
<connectionStrings>

</connectionStrings>

<add name="RMCS"  connzctionString="Data Source=.\SQLEXPRESS;Initial Catalog=(EDatabase;Integrated Security=True" providerlane="System.Data.SqlClient"/>

Figure 4.7: Connection string for connecting to the database

IIT SQL Database Server

The database server stores information about the user, which includes the username and the
password. The structure of the database is as shown in Figure 4.8; there are two tables that will be
used, which are UserReg and Credentials. UserReg has the columns ID, PersoStudNo, Name,

Surname Role, and RegDate and is used to store brief identification data of user(s).
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a) ID -itis used to number the items on the table.

b) PersoStudNo - This column is of a type integer and is created to store the unique number
that a user can be identified with; this unique number can be a student number or a
personnel number. This number is a primary key to table UserReg.

c) Name - This column is of a type string and stores the first name of the user.

d) Surname — This column is of a type string stores the surname of the user.

e) Role - This column is of a type string and stores the role that the user has on the system
e.g. administrator, guest user or registered user.

f) RegDate - This column is of type datetime and stores the date when the user was created

or modified.

The table Credential has only four columns namely PersoStudNo, Username, Password, RegDate

and it is used to store user(s)’s credentials; that is, a username(s) and password(s).

a) PersoStudNo- This column is of a type integer a foreign key on table Credentials and is
used to store the unique number that a user can be identified with; this unique number can
be a student number or a personnel number.

b) Username- This column is of type string and is used to store the user’s username.

c) Password — This column is of type variable binary and is used to store the user’s password

in a series of bytes.

The user password should only be known by the user and the user alone, so one needs to encrypt
the password before saving it to the database. In order for us to ensure that we store an encrypted

password, we will use a data field of type variable binary (varbinary). The encrypted password
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will be saved as a series of bytes that a human mind cannot decode. These steps were followed to

achieve insertion of encrypted data into the database:

1. Took user plain-text input, which is the password entered on the textbox.

2. Encrypt it.

3. Convert it from string into a byte array.

4. Issue the INSERT/UPDATE query.

s UserReg @ pu .
“2 Credential @)

= Properties CP—

roperties

“R 1D 7

¥ persoStudNo @j PersoStudNo

' Name . -~ g LJsernamde

“f Surname - = ISl

% Role B RegDate

' RegDate =/ Navigation Properties
=l Navigation Properties %] UserReg

LE:L Credential :

Figure 4.8: User Access Management System Database Structure

These steps would be repeated every time one wants to insert/update data in the database. By doing
this, one makes it impossible for malicious hackers to use user passwords to gain access to the

system.
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4.3.1 User Registration System
The user registration system was implemented in order to register every user who will be using the
RMCS web application. By registering users, we can identify who the user is, keep log of what
he/she did on the system and when was it done - we will know exactly who stopped and started
the system and when. It is essential to identify users because whenever we have a problem on the
system, we can go back to our logs and check who was logged in when the system had started to
malfunction and what operations the user had performed. This way is better because the person
who logged on at that time might have a clue of what he/she did that might have caused the system
to malfunction; we do not have to struggle finding the root of the malfunction not even knowing

which operation was performed by who?
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protected void btnRegister_Click(object sender, EventArgs e)
{
if (txtName.Text.Length > 0 && txtPersoStudNo.Text.Length>0 &&
txtSurname.Text.Length > 0)
{
//Query insert to database
SqlCommand cmd = new SqlCommand("insert INTO UserReg
(PersoStudNo,Name,Surname,Role, RegDate) VALUES (" + txtPersoStudNo.Text + ","'" +
txtName.Text + "',"'" + txtSurname.Text + "', '" + cboRole.SelectedValue + "', """ +
DateTime.Now + "')", connection);
//Randomly generate password with 8 characters and 1 non-aplhanumeric
charater
string generatePassword =
System.Web.Security.Membership.GeneratePassword(8,1);
string password = generatePassword;
// Create a random instatnce
Random rand = new Random();
//Pick a random number from © to 100
int number = rand.Next(100);
string first = txtName.Text;
string second = txtSurname.Text;
//get the first string of the word
string getfirst = first.Substring(e, 1);
//create username by combining the first string of the name and surname
string username = getfirst + second;

//Query insert to database

SglCommand cmdl = new SglCommand("insert INTO Credentials
(PersoStudNo,Username,Password,RegDate) VALUES (" + txtPersoStudNo.Text + ",'" + username
+ "','" + password + + DateTime.Now + "')", connection);

cmdl.ExecuteNonQuery(); //Execute second SQL command

wo T
>

cmd.ExecuteNonQuery();// Execute first sql command
//clear the database

txtName.Text = "";

txtPersoStudNo.Text = "";

txtSurname.Text = "";

// redirect page and store username and password

Response.Redirect("~/Feedback.aspx?myusername=" + username +
"&mypassword=" + password);
else
1blAllfields.Text = "Please fill all the fields !!";

1blAllfields.ForeColor = System.Drawing.Color.Red;

Figure 4.9: User registration method in C#

Every user who will need to use the RMCS will only be given access to do so by the administrator.
The reason for allowing only the administrator to register users, is because even though this system
will be running on the public internet, it is a private system and it should only be accessed by a

collective number of people and preferably an RGEMS member who is also working on the
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system. By limiting people who can access the system, we avoid compromising the system

functionality and integrity as the internet is vulnerable to malicious hackers.

The administrator will need a student number or personnel number, and the name and surname of
the person requesting access to the system in order to register the user. The registering system will
generate the password using Microsoft System Web Security; it is a namespace developed by
Microsoft and it comes with different classes and methods that serve different purposes when
working with web security. The class that was adopted in our project is the “Membership” class.
This class has the method “Generate Password”, and this method accepts two parameters, the first
parameter being the length of the password and the second parameter being the number of non-

alphanumeric character as seen in Figure 4.10.

//Randomly generate password with 8 characters and 1 non-aplhanumeric charater
string generatePassword = System.Web.Security.Membership.GeneratePassword(8,1);
string password = generatePassword;

Figure 4.10: Unique password generation method using C#

The method “Generate Password” was used to create a unique user’s password. This was achieved
by combining eight randomly picked letters and one non-alphanumeric character. The generated
password will serve as a temporary password that can be changed by the user whenever they want
to and as many times as they need to. The username is created by combining the user’s first name’s
mitial and surname as seen in Figure 4.11. The username does not have any length restriction; it

will just depend on how long the user’s surname is.
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string first = txtName.Text;

string second = txtSurname.Text;

//get the first string of the word

string getfirst = first.Substring(@, 1);

//create username by combining the first string of the name and surname
string username = getfirst + second;

Figure 4.11: Username creation method using C#

4.3.2 User Management System

A user management system was implemented in order to manage the authentication and
authorization of users. The authentication and authorization is done by the administrator. The user
management system is a sub-system that is used by the administrator in order to control a user’s
access to the system. The administrator will control the user’s access by either deleting the user or

changing the role of the user.

Changing Role - The administrator can decide to change the role of the user depending on what
he/she wants the user to have access to and what he/she does not want the user to have access to.
The administrator has three options for roles, namely administrator, user and guest user. If the user
1s needed to have full access, the right administrator role is given; if the user only needs access to
the system with read — only the right guest role is given; and if the user needs access to the system

with read and write, the right user role is granted.
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public void FillGrid()
{

SqlDataAdapter adapt = new SqlDataAdapter(“Select * From UserReg"”, connection);

DataSet set = new DataSet();
adapt.Fill(set,"UserReg”);
if (set.Tables["UserReg"].Rows.Count > @)

{

grdManageUsers.DataSource = set;
grdManageUsers.DataBind()ﬂ

Figure 4.12: Grid view filled with list of registered users

In order to make the user management system user-friendly and easy to manage, the ASP.NET
grid view control is employed. This control is similar to a table as it is also composed of rows and
columns. Firstly, a list of registered users was selected from the database and filled into a grid
view. This was done by using C# SQL select statement as seen in Figure 4.12. Secondly, one
needs to be able to change the roles of the users when necessary, so the grid view needed to be
editable, as seen in Figure 4.13. Thirdly and lastly, one needs to make sure that after changing or

modifying users’ data, the database is being updated with the new data.

protected void grdManageUsers_RowEditing(object sender, GridViewEditEventArgs e)
i

grdManageUsers.EditIndex = e.NewEditIndex;

FillGrid();

Figure 4.13: Activate edit on grid when row editing event is invoked
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The database will be updated by using a C# SQL update statement to update users’ data on the

database when event “Row Updating” of “grid view “is invoked, as seen in Figure 4.14.

protected void grdManageUsers_RowUpdating(object sender, GridViewUpdateEventArgs e)
{

TextBox txtNo =
(TextBox)grdManageUsers.Rows[e.RowIndex].FindControl("txtNo");

TextBox txtUserID =
(TextBox)grdManageUsers.Rows[e.RowIndex].FindControl("txtUserID");

TextBox txtName =
(TextBox)grdManageUsers.Rows[e.RowIndex].FindControl("txtName");

TextBox txtSurname =
(TextBox)grdManageUsers.Rows[e.RowIndex].FindControl("txtSurname");

DropDownlList cboRole =
(DropDownList)grdManageUsers.Rows[e.RowIndex].FindControl("“cboRole");

SglCommand cmd = new SqlCommand("Update UserReg Set
PersoStudNo="+txtUserID.Text+",
Name=""+txtName.Text+"',Surname="'"+txtSurname.Text+"',Role=""+cboRole.SelectedvValue+"",
RegDate=""+DateTime.Now+""' WHERE ID="+txtNo.Text+" ", connection);

cmd. ExecuteNonQuery();

grdManageUsers.EditIndex = -1;

FillGrid();

Figure 4.14: Perform system update on row update event

Delete User - Only the administrator has the right to delete the user. By deleting the user, this
means that the user’s record will be permanently deleted and the deleted user will not be able to

log in to the system. The system deletes the data using the method seen in Figure 4.15.
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protected void grdManageUsers_RowDeleting(object sender, GridViewDeleteEventArgs e)

{
Label 1blUserlID =

(Label)grdManageUsers.Rows[e.RowIndex].FindControl("1blUserID");
SqlCommand delete = new SglCommand("Delete From UserReg Where

UserReg.PersoStudNo=" + 1blUserID.Text + " ", connection);
delete.ExecuteNonQuery();
FillGrid();
}

Figure 4.15: Perform system delete when row delete event is invoked

4.3.3 Login System

The login system was implemented in order to authenticate and authorize users on the system. We
used a C# SQL select statement to validate if the record using the username and password provided
by the user exists on the database; if the record does not exist, the system knows that the user is

not authenticated and it will deny him/her access.
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protected void btnLogin_Click(object sender, EventArgs e)

SglDataAdapter adapt = new SqlDataAdapter("Select Username,Password,Role From
dbo.Credentials INNER JOIN dbo.UserReg ON dbo.Credentials.PersoStudNo =
dbo.UserReg.PersoStudNo where Username='"+txtUsername.Text+""' AND
Password=""+txtPassword.Text+"'", connection);

DataTable set = new DataTable();

adapt.Fill(set);

if(set.Rows.Count>0)

{

foreach (DataRow row in set.Rows)

{
string role = row["Role"].ToString();
switch (role)

{

case "Administrator":

Response.Redirect("~/RegisterUser.aspx?myusername="+txtUsername.Text+"");

break;
case "User":
Response.Redirect("~/ControlSystem.aspx?myusername=" +
txtUsername.Text + "");
break;
case "UserGuest":
Response.Redirect("~/Monitoring.aspx?myusername=" +
txtUsername.Text + "");
break;
¥
}
}
else
1blErrorMessage.Text= "Incorrect Username or Password";
1blErrorMessage.ForeColor= System.Drawing.Color.Red;
}

Figure 4.16: Authenticate and authorize user on button click event

The system does not only authenticate the user’s username and password, but also authorizes what
the user can do on the system by checking which role the users have on the system and provides
them rights to the system according to those roles. In Figure 4.16 it is a code snippet that explains

the method used to authenticate and authorize the user.
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4.4  Monitoring System
The monitoring system was implemented to allow authenticated and authorized user to monitor
the state of the assembly system from a remote location using a smart phone, table, Personal

Computer (PC), laptop, etc.

Servers (Private Network)

0OPC Server

Web server

Internet

5SH Proxy Server

55H Tunnel Public

https

key @

Clients(Public Network)

D Client Application
]
SsHTunnel |37 B SSH Client
]
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Request Data T
Receives Data

e Request Data

eceives Data

Database Server

Figure 4.17: Architectural design of a monitoring and control system

The important elements of the system that need to be monitored are current consumed by each
motor driving the entire system, system sensors, power consumed, state of the entire system

(running or halted) and units produced. The monitoring system is designed using a three-tier
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architectural design, which is similar to the architecture used by user access system; but instead of

SQL database server, an OPC server is used - in this case as seen in Figure 4.17.

4.4.1 Monitored Data

a) System State - Before the system operator can do anything on the system, he/she needs to
know if the system is running or on halt - especially when operating the system remotely. The
system can stop running because of a power cut or emergency shutdown caused by a system
malfunction; we would not know if not physically present at the assembly system. If it happens
that the above-mentioned occurs, it will create an alarm that will be sent to RMCS web application

to alert the remote system operator about the state of the system.

Properties v X
txtSystemStatus OPCWebControls. OPCWebControlsTextBox -
Rl Bl (=

(ID) txtSystemStatus -

AccessKey =]

AutoCompleteType None

AutogenScripts False

AutoPostBack True

BackColor

BackColorOPCSystems_Tag RMCS. System Monitoring.SystemStart.Value

BackColorOPCSystemsBadQualityColor Lime

BackColorOPCSystemsFalse Red

BackColorOPCSystemsTrue Lime

Blocking False v

Figure 4.18: OPC Web Control Textbox Properties for system status

The system state 1s represented by the tag “SystemStart” of data type Boolean as seen in Figure

4.20. If the system 1s running the “SystemStart” state will be logic “1” and if the system has stopped
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the state will be logic “0”. When the system operator is physically at the assembly system, he can
use the green switch to start the system (i.e. set the “SystemStart” tag to logic “0”) and red switch

to stop the system (i.e. set the “SystemStart” tag to logic “1”’) as seen Figure 4.21.

To allow the system operator to monitor the state of the system in real-time from a web application,
the integration of ASP.NET technology and OPC System.NET service is employed. The OPC
System.Net service is responsible for allowing the connection between the web application and
the local or remote OPC server. We used OPC web control of type textbox as an LED to indicate
if the system is “ON” or “OFF” by changing its background colour. We have referenced the
property “BackColorOPCSytems_Tag” to the value of the “SystemStart” tag as seen in Figure

4.18 so that the back colour of the textbox would indicate the state of the system.

87

© Central University of Technology, Free State



\ Central University of
Technology, Free State

=< Browse Tags - Local
& Logln
NetworkNode localhost
Live Data Cloud

Select localhost, Netwerk Node, or IP Address

WCF Port:

58724

= E=R =<3

Select

Select

[] Use Classic .NET Remoting

(@ OPC Systems Services

&) Local

- Network

(#-= PowerConsumedMotor2
[+ Production
- StopBit
[ = SystemOFF
Y st

- @ Value
-k AcknowledgeAlarmsEnable
-S4 AcknowledgeAlarmsGroups
) Calculation
-..&> DataSource
.4 DataType

& DefaultValueDataTypeWhenBad

--123 DefoultValueWhenBed
-4 Description
- Document
g Gain
- g HighRange
- IsReadOnlv

-~

[7] DirectOPC |4

Tag RMCS. System Monitoring.SystemStart.Velue

OK RMCS. System Monitoring.SystemStart.Value

Cancel

Figure 4.19: Browsing tags on a local host

When the “SystemStart” tag value is true (i.e. logic “1”) the back colour of the textbox will return

lime indicating the system is running and when the value is false (i.e. logic “0”); the back colour

of the textbox will return red indicating that the system has stopped.

An OPC web control of type web refresh is also used to refresh only the OPC web controls on the

page - not the entire page - as refreshing the whole page would take up more time than just

refreshing some part of the web page.
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Figure 4.20: System Status tag configuration

The refresh rate is set to 100ms so the controls on the page will be refreshed every 100ms. This
means that every 100ms second the OPC System.NET will fetch the new state of “SystemStart”

tag and display it on the web page; this will go on continuously until the web page is closed.
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Figure 4.21: System control panel

b) Current Consumed -The assembly system uses a motor as seen in Figure 4.26 in order to
drive the conveyor belt and transport products from one assembly unit to another until finish. These
motors use variable frequency speed drives that can drive motors from a low speed to its maximum.
It is very important to monitor over-current of motors, because if a motor draws more current than
its ratings, which can happen when the motor is overloaded with the task that is not properly sized
for, this will greatly impact the operation of the motor. Every induction motor comes with a
nameplate on it as seen in Figure 4.26. In this nameplates there are information about the

specifications of this motor, which can be seen in Table 4.1.
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Table 4.1: Motor Specifications

A 0.8A 50/60Hz | 200/220V | 0.09/0.10KW | F (155°C) 0.70
Y 0.5A 50/60Hz | 346/400V | 0.09/0.10KW | F (155°C) 0.70

The information provided in Table 4.1 explains that this motor can consume a maximum of
0.8 Amps or 0.5 Amps, depending on how it is connected to power supply. The connection type
used for our motor i1s delta (A), so the maximum current this motor can consume with this
connection i1s 0.8 Amps. One needs to monitor the current that is consumed by this motor so that
it does not exceed 0.8 Amps. The motor operating temperature is determined by the National

Electrical Manufacturer Association (NEMA).

NEMA has defined the temperature rise for electric motor in motors and generators, NEMA
standard MG 1-1998 [37]. The insulation temperature class as seen in Table 4.1 is based on the
overall temperature; for example, with this research we used Class F with windings system rated
at 155°C. The normal maximum ambient temperature per NEMA is 40°C [38]. The temperature
rise limit for Class F winding would be estimated at 115°C (155-40). This means that the motor
temperature should not rise above 115°C when operational or non-operational as this would cause

damage to the motor.
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Figure 4.22: Current consumed tag configuration

To read the current drawn by each motor in the system, we connect to the OPC server using OPC

System.NET service and read the current (A) tag. After reading the current drawn by each motor,

this value 1s then compared with the rating of each motor; if this value exceeds the motor rating

the system monitor will be alarmed.
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Figure 4.23: OPC Web Control Textbox Properties for current consumed

The first step is to configure tag for current consumed in the OPCSystem.NET server; this tag
currently resides in a remote OPC server so we need to save it to our OPCSystem.NET server so
that we can access it using ASP.NET technology. By using the configuration option “Tag
Configuration” of the OPC System service, as mentioned before, we configured the Current
consumed tag to be of group “System Monitoring” as seen in Figure 4.22 and to update the value
of current every 100ms. So 100ms the OPC System services will go and fetch the updated data
from this remote OPC server and display it on the tag configuration window. In order for the
system to alert the system operator that the current consumed by motors has exceed 0.8 Amps, the
alarm function is enabled (as seen in Figure 5.12 ), which will be activated as soon as the current

consumed value goes up to 0.81 Amps.
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Figure 4.24: Current consumed alarm configuration

The OPC System.NET service can also be used with ASP.NET to fetch data and display it on a
web application. In order to monitor the current consumed by the motors using a web interface, an
OPC web control of type textbox is used and its property “TextOPCSystems Tag” (seen in Figure
4.23) referenced to the Current tag value in the OPCSystem.NET server (as seen in Figure 4.25).
The OPC web refresh control is also used and the refresh rate set to 100ms so that 100ms when
the data change in the OPCSystem.NET server it can also be seen on the web application. For
every half second, updated data about the current consumed by each on the assembling system will

be displayed on a textbox.

94

© Central University of Technology, Free State



\ Central University of
Technology, Free State

= Browse Tags - Local EI@
‘ LogIn
MetworkMNode localhost
Live Data Cloud Select
Select localhost, Metwork Mede, or IP Address WCF Port: 58724 [T] Use Classic .NET Remoting
.| @) OPC Systems Services [ ---I 4 CompareTemperature -
O Local +--=4 Counting5ensor
@ Networ Y Curren 720
----- E Value

----- B AcknowledgeAlarmsEnable

----- £ AcknowledgeAlarmsGroups
{x) Calculation

& DataSource

& DataType

& DefaultValueDataTypeWhenBad

----- 125 DefaultValueWhenBad

488 Description

[C] Direct OPC |=3
Tag RMCS. System Monitering.Current Tag.Value

RMCS. System Monitering.Current Tag.Value

Figure 4.25: Browsing tags on a local host

However, whenever the system is switched off, the current consumed value should be returned to
zero since we are only monitoring current consumed by motor only when the system is running.
The state of the system is represented by a tag “SystemStart” with a value of “1”” and “0” or true
and false respectively. The true state of the tag “SystemStart” means that the system is running

and false state means it has stopped.
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Figure 4.26: Three-phase induction motors used to drive the conveyor belt

In order to make sure that the “SystemStart” tag returns a zero when the system is not running, an
arithmetic calculation was performed by multiplying the current value of the tag with the value of
“CurrentMotorl” tag as seen in Figure 4.27. The result of this will return zero when system has

stopped (logic “0”) or return the value of current consumed when the system is running (logic “17).
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Figure 4.27: Arithmetic calculation to determine the state of the system

c) Units Produced — The number of units produced by the system needs to be monitored to
check if there 1s any change in production from day to day. The proximity sensor is responsible
for counting the number of completed products; this sensor is programmed and controlled by the
PLC. For every new count, the total count is updated; the “new count” is the count for that current

day and the “total count” is the total count of units the assembly has produced since its operation.

97

© Central University of Technology, Free State



Central University of
Technology, Free State

Figure 4.28: Proximity Sensor used for counting number of products produced.

The “total count” and the “new count” values are saved as tags in the remote OPC server; whenever
the count of units is updated, it will also be updated in the OPC server. To read, refresh and display
this data in real-time in a web application, the OPC System.NET service and ASP.NET web
application is used. Firstly, the tag “Production” was configured using the same method as when

creating the current consumed tag; the update rate is also kept at half a second.
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Figure 4.29 OPC Web Control Textbox Properties for number of units produced

The OPC Textbox web control is used to display the value of number of units produced and its
“TextOPCSystems Tag” property is referenced to the “Production” tag value, as seen in Figure
4.29.The web refresh control is also added on the web form and its refresh rate is set to half a
second; this is to allow the page to refresh every half second on a continuously as long the web
application is running. On web load, the value of the tag “Production” will be populated on the
textbox and it will be refreshed every half second in order to obtain real-time data as much as
possible. To make sure that the “Production” tag value returns zero only when system is not
running the same method used for current consumed is also used here. The ‘Production” tag value
1s multiplied by the “SystemStart” tag value. The “Production” value returned will be zero if the

“SystemStart” value is zero or return the current “Production” if otherwise.
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d) Power Consumed — It is crucial to monitor the power consumed by the system to check
how much it will cost us to run the system every day. We need to check how much power is
consumed to produce a certain number of products as it will not make business sense to consume
so much energy only to produce one unit that when sold could not even cover the energy cost
incurred in producing it. In addition to that, South Africa is current experiencing an energy crisis,

so it is critical that we do not waste energy unnecessarily.
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OK ] ‘ 3 Insert Tag | |ﬁ Insert Function | | Cancel

Figure 4.30: Calculating power consumed

To determine how much power, the system has consumed, one could concentrate only on motors
and calculate how much power each motor is consuming in an hour and how many units are
produced during that hour. According to the specifications given by the motor manufacturer as
seen in (Table 4.1) this motors consumes at total power of 0.09KW when running at a frequency

of 50Hz and it also consumes 0.10KW when running at a frequency of 60Hz.
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If our motors are constantly running at a frequency of 50Hz for a full hour, then the power
consumed for that 1s 0.09KW; if it happens that within that hour our motor changed to a different
frequency, calculations for power consumed during that hour will include both frequencies and the
time each frequency has occurred. The method used to calculate the power consumed by each
motor is as seen in Figure 4.30. Before one can perform any calculations, the data tags are to be
configured in the OPC System server. The data tags configured are as follows - the speed, power
and time tags. Before the OPC System.NET service can perform calculations, it needs to check
first how many hours the motor has been running and at what frequency the motor was running.
After getting all this information, the service can then calculate the power consumed by the motors
running - for certain hours and running at a particular frequency. The faster the motor is running
and the longer it runs will result in more power consumption as compared to when the motor is

running slower and for a short period of time.

Properties v X
txtPowerl OPCWebControls.OPCWebControlsTextBox -
=l ERS
Text =
TextMode SingleLine
TextOPCSystems_Tag RMCS. System Monitoring.PowerConsumedMo
TextOPCSystemsBadQualityText nm
TextOPCSystemsDisableUpdateWithFocus ~ True
TextOPCSystemsFormatBooleanFalse False
TextOPCSystemsFormatBooleanTrue True al
TextOPCSystemsFormatFloat 0.000 =
TextOPCSystemsFormatinteger 0
TextOPCSystemsSendValueOnEnter True
ToolTip v

Figure 4.31: OPC Web Control Textbox Properties for power consumed
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In order to monitor the power consumed by motors using a web application, the combination of
OPC Web controls, OPC System.NET service and ASP.NET technology was used. The OPC Web
control provides one with web controls that are OPC compliant and that can be programmed using
ASP.NET technology. The OPC System.NET service allows our ASP.NET web application to

connect to local or remote OPC servers.

The OPC web control that is used to monitor power consumed is of type textbox. This textbox is
used to display the result of the calculated power consumed. The tag “PowerConsumedMotor” is
configured in the OPC System.NET server to hold the value of power consumed by motors. In
order to read the value of the “PowerConsumedMotor” tag and display it on the textbox, the
“TextOPCSystems Tag” property of the textbox was referenced to the value of
“PowerConsumedMotor” tag - as seen in Figure 4.31. When the web application load on the
browser, the textbox will be populated with the value of the “PowerConsumedMotor” tag, but this
data will not be updated as the “PowerConsumedMotor” value updates in the OPC System.NET
server. To allow this value to update on the web application as it updates on the OPC Sytem.NET
server, an OPC web control of type web refresh is used with an update rate of 100ms, so every
100ms seconds the OPC System.NET service will fetch the new update value of
“PowerConsumedMotor” from the OPC System.NET server and display it on the textbox. The

web refresh control will refresh the textbox continuously until the web application is closed.

e) System Sensors - The state of the sensors used by the system needs to be monitored around
production cycle, because if not functional, this could result in faulty production or no production

at all. If it happens that one of the sensors is not functioning properly, an alarm will be activated
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to inform the system operator about the faulty sensor. These sensors could be the ones deciding
what the assembly system should do, how it should do it and when it should do it. The on and off

state of sensors should be monitored to make sure that the system operates correctly.

4.5 Historical Data Archiving System
The historical data archiving system’s purpose is to log the behaviour of the system data as the
system is in operation. This data is kept in the SQL database so that we can use it later for

troubleshooting and analysing data trends.

/ OPC Server /

SQL Database Server

f Machine Running OPC
System.Net Service

OPC System.Net Service data from OPC server—

OPC System.Net service data to database

J

Figure 4.32: Architectural design for historical data archiving system
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The OPC System.Net service running on a local machine gets the data from the local and the
remote OPC server and saves it in the SQL database server, as demonstrated in Figure 4.32. To
enable the service to archive the system data from the OPC server to SQL database server, a data
logging configuration window was used, as seen in Figure 4.33 . The service gives one options
on different kinds of database server that you can log our data into; for example, MSAcess, Oracle,
ODBC and SQLServer. For this research project, SQLServer was chosen as the database server
because of its reliability and integrity, but mostly because of the excellent skills available for

operating and managing this server.

@ opC systems f=le=s]
Hle - Configure i Login B3 Window 1';_\3.' Language « Help
E Instruction Videos /Eﬂ Corfigure Data Logging - localhost l | x
L) localhost Is Running 9 A EI Load | [ Save |§J Start Runtime @ Stop Runtime | 5. Add Group | «| CSVImport | |4 CSV Export
Developer License with 1:24 remaining
NetworkNode  localhost ) WCF Fort 58724 ,f 7\ Ore Click
Live Data Cloud Select [C] Classic NET Remoting | WN~/4 Database
> = RMCS_ System Monitoring Logging Group Name ~ RMCS_ System Monitoring
g =
F —4 Database ﬁ i
g lg Common 3 Tags | = C5V Logging
=
5] - it
E. Log To Database E
> Provider ISQ LServer A I
Server \SQLEXPRESS
[] Set Server Name with Tag
Databass RMCSArchive
[T Set Database Name with Tag
Table RMCS_ System Manitoring |
[ Set Table Name with Tag 1
[] Logto Stored Procedurs
Use Windows Authertication
[ Update Records with Query String ’3‘

Figure 4.33: OPC System data logging configuration window

The service will automatically create the database and a database table for us with the name of our

choice as seen in Figure 4.33. This database can be accessed using SQL Server Management Studio

104

© Central University of Technology, Free State




application or Visual Studio. When the database is accessed using the SQL Server Management
Studio, the user’s credentials are requested in order to access the database server as seen in Figure
4.34. This is to ensure only authorized users can access the database, thus ensuring data security

and improving data integrity.

a4 Connect to Server @

Microsoft®

2 SQLServer20038Rr2

Server type: [ Database Engine v]

Server name: MSOLEXPRESS -

Authentication: [SQL Server Authentication - ]
Login: -
Fassword:

[ Remember password

[ Connect H Cancel H Help H Options = ]

Figure 4.34: SQL Server Management Studio user access window

Only authorised users will be able to access the “RMCSArchive” database as seen in Figure 4.35.
The “RMCSArchive” database has table “RMCS _System Monitoring”, which keeps the record
of the system data behaviour. Each record has time and date indicating exactly when change of

data happened.
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2 Microsoft SQL Server Management Studio EI@
File Edit View Project Debug Query Designer Tools Window Community Help
L New Query | [y |5 5 7 |3 |5 B
= H Change Type~ | 1 fu | (£ | T3 &) -
Object Explorer v & || KEHOSITSEOPC\SQ...ystem Monitoring | SQLQueryl.sql - (local}\...\o...sitse (54]) | Object Explorer Details - X
Connect~ 324 DateAndTime RM... RMC... RMCS_ System... R... RM... RMCS_ System... RMCS_ Sy... RMCS_ System... *
& \SQLEXPRESS (SQL Server10.0.2531 - CUT\ok: ~ || » 0 4 15,414 00 ML ML 0,43902320861... |E
3 [ Databases 015-10-0120:.. 10 40 16.27 00 0.9604 0.98 0.5745849609375
+ [ System Databases 0151001 20:... 10 40 16.27 00 0.9604 0.98 0.58868598937. .
E ]J CEDatabase 0151001 20:... 10 40 16,414 00 0.2116 0.46 0,60275701782...
4 RMCS
b . 015-10-01 205, 10 40 16,414 o0 0.2116 0.46 0.60278701782...
= | RMCSArchive
# [ Database Diagrams 015-10-01 205, 10 40 16,414 o0 0.2116 0.46 0.6 1688804625, .
- [ Tables 015-10-01 205, 10 40 16,558 01 0.01% 0.14 0.63098307470...
7 £ System Tables 015100120, 10 40 16,558 01 0.01% 0.14 064509201049, .
= & dboRMCS_System Monitoring | = 015100120, 10 40 16,553 01 0.01%6 0.14 0,65919303354...
# [ Columns 015-10-0120:... 10 40 16.702 01 0.2116 0.46 0.67329406738...
+ [ Keys
i 015-10-0120:.. 10 40 16.702 01 0.2116 0.46 0.68739509582...
+ [ Constraints
5 Ca Triggers 015-10-0120:.. 10 40 16.702 01 0.2116 0.46 0.70049667358...

Figure 4.35: Data logged in the database

4.6  Control System

The control system uses a three-tier architectural design as seen in Figure 4.17. This architecture
is comprised of a client, web server and OPC server. The system has only two control options:
start and stop. By starting system, the system connects to OPC server using OPC System.NET
service to write value “1” to the “SystemStart” tag in the OPC server and by stopping the system
a value of “0” is written to the “SystemStart” tag. The structure block of the controlled system is
shown in Figure 4.36. The controlled object consists of an asynchronous three-phase motor. An
encoder is fixed to the axis of the three-phase motor with the purpose of measuring the speed and
the position of the motor axis. Block D represents a frequency inverter with implemented
Proportional Integral Derivative (PID) regulation of the motor speed. The frequency inverter is

connected to the PLC via the PROFIBUS communication network. PLC is connected to the
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computer (OPC server on the network), via PROFINET network. Another computer is connected

to the server with the role of a client.

orC | ., opC - PLC
Client OPC Interface Sesver <— PROFINET .
A B .

PROFBUS

v

— Frequency
Inverter

D

Encoder F

!

L Motor

Figure 4.36: Control system structure

The desired speed input is done in the graphic panel (HMI), as seen in Figure 4.37, which is
connected to OPC server via PROFINET. Apart from the momentary speed of the motor, it is
possible to keep track of several other important parameters on the HMI (the motor voltage,
temperature of the motor and etc.). If the desired speed 1s assigned on the HMI, then it is sent to
the server via the local network. The server redirects it to the PLC while the PLC sends that same
information to the frequency inverter, which tracks the difference between the current and the
desired speed, and using that difference - generates the controlling signal for the motor, all by

using the PID control.
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Figure 4.37: Human Machine Interface

4.6.1 Start Function

The start function is implemented by combining the OPC System.NET service, OPC web controls
and the ASP.NET technology. The OPC web control of type button is used in order to set the
value of the “SystemStart” tag from false to true on event click. This was done by setting the
property “SetValueOPCSystemsDescreteValue” of button “btnStart” to true as seen in Figure 4.38.
The “SetValueOPCSystems_Tag” property of button “btnStart” is referenced to the “SystemStart”
tag value as seen in Figure 4.38, to indicate to the OPC System.NET service which tag value on

the OPC server to set when the button “btnStart” is clicked.

108

© Central University of Technology, Free State



Properties

-l ELD &

btnStart OPCWebControls.OPCWebControlsimageButton v

PostBackUrl
SetValueOPCSystems_Tag
SetValueOPCSystemsDataType

RMCS. System Monitoring.SystemStart.Value
LogicalDiscrete

SetValueOPCSystemsDiscreteValue SetToTrue

SetValueOPCSystemsFloatValue 0

SetValueOPCSystemsIntegerValue 0

SetValueOPCSystemsStringValue

SkinID E
TabIndex 0 0
ToolTip

ToolTipOPCSystems_Tag -

Figure 4.38: OPC web control start button properties

The OPC web control of type web refresh 1is also used to refresh the web application so that we
can get and set the most current value of the “SystemStart” tag. The refresh rate of the web refresh
control is set to 100ms. When the web application loads the most current value of the
“SystemStart” tag will load and after 100ms the “SystemStart” tag will be new value if any change
occurred. On button “btnStart’ click event, the “SystemStart” tag will be set, and its value will be

updated within 100ms in the OPC System.Net server, which means the system will start running.

4.6.2 Stop Function

The start function is implemented by combining the OPC System.NET service, OPC web controls
and the ASP.NET technology. The OPC web control of type button is used in order to set the
value of the “SystemStart” tag from true to false on event click. This was done by setting the
property “SetValueOPCSystemsDescreteValue” of button “btnStop” to false, as seen in
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Figure 4.39. The “SetValueOPCSystems Tag” property of button “btnStop” is referenced to the
“SystemStart” tag value, as seen in Figure 4.38, to indicate to the OPC System.NET service which

tag value on the OPC server to clear when the button “btnStop” is clicked.

Properties v X
btnStop OPCWebControls.OPCWebControlsimageButton -
S El D =
Location_Y_OPCSystemsOffset 0 -
OnClientClick
PostBackUrl
RMCS. System Monitoring.SystemStart.Valy...|
SetValueOPCSystemsDataType LogicalDiscrete
SetValueOPCSystemsDiscreteValue SetToFalse
SetValueOPCSystemsFloatValue 0 1
SetValueOPCSystemsintegerValue 0 =
SetValueOPCSystemsStringValue
SkinID
TabIndex 0 v

Figure 4.39: OPC web control stop button properties

The OPC web control of type web refresh is also used to refresh the web application so that we
can get and set the most current value of the “SystemStart” tag. The refresh rate of the web refresh
control 1s set to 100ms. When the web application load, the most current value of the “SystemStart™
tag will load and after 100ms the “SystemStart” tag will be new value if any change occurred. On
button “btnStop’ click event the “SystemStart” tag will be cleared, and its value will be updated

within 100ms in the OPC System.Net server, which means the system will stop running.
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4.7  Conclusion

In this chapter, the design and implementation of a Remote Monitoring and Control System of an
assembly system at RGEMS were discussed. The architectural design of the system is developed
using Microsoft Visio 2010 and the implementation of the system is developed using the

combination of ASP.NET technology and OPC technology.

The RMCS can be used with real-time supervision and control of the induction motor and other
devices working with it. The motor parameters that the systems monitors are the ambient
temperature, the motor temperature, frequency, voltage and current. These parameters are
monitored while the motors are running and functional. We can remotely start these motors with
the RMCS and we also have an option of selecting the speed at which the motors can run at. The
supervision of how many units are produced by the assembly system, is also performed by the

RMCS.
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5. CHAPTER V

Results

5.1 Introduction

In this chapter, the operation of the system is explained using visual pictures so that it can be
understood how the systems operate in reality and not only conceptually. We are going to explain
how each and every part of the project work as a system. The user access to the system is discussed,

and the system control and monitoring through an RMCS web application is also explained.

5.2  Access Control

In order to ensure that system data integrity and reliability are not affected by malicious user(s), a
user access control system that will control who can use the system and who cannot use the system
needed to be developed. The access control system has four sub-systems that will make sure that
only authenticated and authorized users will be able to access the system. These sub-systems are

as follows: login page, user registration page, user management page and change password page.

a) Login page - the login page makes sure that the user(s) does not use the system without
identifying themselves.

b) User registration page - this page makes sure that the user is registered before he/she can
use the system.

c) Change password page — this page makes sure that only registered users can change their

password using the RMCS web application password creation rule.
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d) User management - this page makes sure that only administrators can delete the users’

accounts or modify their role on the system.

5.2.1 Login Page
Accessing the system is controlled by the login system, as seen in Figure 5.1. This is the start page

of the RMCS web application and no user can access the system without going through the login

page.

bdibeko
L

Figure 5.1: RMCS Login Page

The login page will request the user to provide his/her credentials and these credentials will be
validated against the one in the database. If the user’s credentials are not valid, an error message
will appear as seen in Figure 5.2 and the user will not be granted access to the system. In case
user(s) have forgotten their password, they can let the administrator know so that the administrator

can delete their current account and create a new one for them.

113

© Central University of Technology, Free State



fdsmafd

e NN

Designed by

Figure 5.2: Incorrect credentials error

5.2.2 User Registration Page

When registering the user, the administrator needs to fill all the fields required on the registration
form as seen in Figure 5.3 before submitting the form. If all fields are not filled before submitting
the registration form, the system will throw out a required field error message as seen in Figure

5.4 requesting the user to fill the fields before submitting the form.
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Monitor System Control System Register User Manage Users Change Password

Figure 5.3: RMCS User registration page

On the contrary, if all fields are filled with all the required field type, the system will register the
user and generate a username and a temporary password as seen in Figure 5.5. The user(s) can use
the password for as long as registered, but they also have an option of changing their password if
they find the one generated for them too complex to remember. User(s) can do this by visiting the
change password page as seen in Figure 5.7. Users can only change their password after they have

been registered on the system.
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Monitor System Control System Register User Manage Users Change Password

Administrator v

Figure 5.4: RMCS required field error message

User BBenu created. Your temporary password is: MAfhAc”.

Figure 5.5: RMCS creates username and password
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The user needs to know their temporary or old password and their personnel or student number in
order for them to create a new password of their choice. Before the system allows a user to create
a new password, it first validates if the data entered in the “Personnel/Student No” text field is of
a type integer if true; then it checks if that personnel or student number exists in the database; if it
does not exist null record error will be thrown out, as seen in Figure 5.6 not allowing the user to
change the password. If all the fields of the change password form are not filled, the system will

not allow the form to be submitted.

Personnel/Student No:

Old password

New Passvord: E—

Retype New Password:

Designed by

Figure 5.6: Null record error message

The RMCS web application password creation rule states that the password must be eight
characters long with one special character. If the password does not conform to this rule, a new
password cannot be created until the new password meets the requirements of RMCS web
application password creation rule. The new password must also match with the retyped new

password,; if it does not match, the user(s) will not be allowed to submit the change password form.
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Figure 5.7: RMCS Change password page

5.2.3 User Management Page

The user management page displays a list of all registered users in a table as seen in Figure 5.8.
The table lists the user(s) with their ID, name, surname and role that they have on the system. The
administrator can edit this table however he/she likes; he/she can also change the role of the user,
modify the name, surname, and ID if it was entered incorrectly. After any data has been modified,
the update button as seen on Figure 5.8 needs to be clicked to ensure that the new modified data is
saved on the database. If the administrator has any change of mind about the modification of data,

a cancel button can be pressed.
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Update
Administrator ¥

Cancel

Edit Delete | 121345 User
Guest_User
Edit Delete | 134545 GUEST_USEr

Edit Delete | 213595 styles User
Edit Delete | 252434 kusta Administrator
123456

Figure 5.8: RMCS User management page (Edit Mode)

The administrator can also delete the user in case the user can no longer be allowed to access the
system or the user is not an active member of RGEMS. To delete, the administrator can just press
the button delete and the confirmation of deletion message will pop asking the administrator if

he/she is sure about his/her action before continuing to delete.
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User ID Surname

onalenna kehositse Administrator

Jacob Kruning User

Thabo Bihi User

Sabata Seekoei Guest_User

Figure 5.9: RMCS user management page

5.3  Monitoring System Page

The monitoring page monitors the important parameters of the induction motor - such as current
consumed, power consumed and temperature. The monitoring page also monitors the number of
products produced on that day and the functionality of the sensors in the system. On the top-left
corner of the RMCS Monitoring page, there are three buttons, namely, Monitor, Alarms and
Trends as seen in Figure 5.10, which will be discussed in the next section. Just below these buttons
there are two text fields captioned Room Temperature and Maximum Allowed Room Temperature.
The Room Temperature text field displays the current reading of the room temperature and the
Maximum Allowed Room Temperature text field displays the allowable maximum temperature in

the room. This data is displayed in real-time.
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Monitor || Alarms || Trends

Room Temperature: 17.080 |=¢C

Maximum Allowed Room Temperature: 40 S

ELECTRICAL MOTOR READINGS

MOTOR1 MOTOR2 RATINGS STATUS TIMESTAMP
T 0.865 A 0.865 A 0.8 A(Max) True 10/1/2015 19:29:29
Consumed:

Mass: 0.930 0.930 Kg N/A True 10/1/2015 19:29:29
Temperature: (97.0580 aC 97.080 |=cC 155°C(Max) True 10/1/2015 12:39:37
Frequency: 50.000 Hz 60.000 Hz 50Hz/60Hz True 10/1/2015 19:04:58
SR 1.710 KWh | 1.900 KWh 0.09kW/0.10kW True 10/1/2015 19:04:58
Consumed:

Total Run Time:|19 Hrs 19 Hrs N/A True 10/1/2015 19:00:00

SYSTEM PRODUCTION

Number of Units Produced:
Total Number of Units: 29879

SYSTEM INDICATORS

No of Units Counter System Status

Power Status

Figure 5.10: RMCS monitoring page (When the system is running)
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Below the Maximum Allowed temperature field is a table with the readings of the induction motor
in real-time. The parameters that are monitored are current consumed, temperature, frequency,

power consumed, mass and total run time of the motor. These readings are found in column
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MOTOR1 and MOTOR2. The column TIMESTAMP display the timestamp of each of the
parameters. The column STATUS displays the status of the parameters and column RATINGS

display the ratings of the motor according to its nameplate seen in Figure 4.26.

Monitor

Room Temperature:

Maximum Allowed Room Temperature: °C

ELECTRICAL MOTOR READINGS

MOTOR1 MOTOR2 RATINGS STATUS TIMESTAMP

0.000 0.000 0.8 A(Max) True 10/1/2015 19:41:17

0.000 0.000 N/A True 10/1/2015 19:41:17

0.000 o 0.000 155°C(Max) True 10/1/2015 12:39:37

0.000 0.000 50Hz/60Hz True 10/1/2015 19:41:17

0.000 0.000 0.09kW /0.10kW True 10/1/2015 19:41:17

:(19 N/A True 10/1/2015 19:00:00

SYSTEM PRODUCTION

Number of Units Produced: D

Total Number of Units: 0

SYSTEM INDICATORS

No of Units Counter System Status Power Status

Figure 5.11: RMCS monitoring page (When the system is on halt)
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Just below table ELECTRICAL MOTOR READINGS there is a field-set with the name SYSTEM
PRODUCTION that contains the text field “Number of Units Produced” and “Total number of
units”. The “Number of Units Produced” text field displays the number of units the assembly
system has produced in a day and the Total Number of Units displays total number of units the

assembly has produced since its existence.

Below SYSTEM production there is the field-set SYSTEM INDICATORS. This field-set contains
three indicators which are “No of Units Counter”, “System Status” and “Power Status”. The “No
of Units Counter” indicators represent the sensor that is used to count the number units produced
by the assembly system; it will from red to green once it has sensed a finished product. The
“System Status” indicator indicate the state of the system to be on /running when it is green and
when it is red it shows that the system is not running. The “Power Status” indicator indicates if the
system is powered or not; the indicator will turn red if system not powered and turn green when

system is powered.

When the power is switched off and the system is not running, the monitoring page will return all
zeros on its text field as indication that the system is not running as seen in Figure 5.11.The state
of the SYSTEM INDICATORS will also change to red to indicate that the power has been shut
down. Real-time values of the motor will not be able to be read since the motor will be switched

off. Only historical values will be read.

53.1 Alarms and Events System

The alarm and events system of the assembly system logs the following types of information:
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e General information -The current consumed by motors has exceeded its ratings, motor
temperature has exceeded its maximum or the ambient temperature is too high.

e State change update — The motor states change, like start and stop.

e Warning information — Component-wise information change to a warning level, like
temperature: motor temperature is about to reach maximum level.

e Critical information — System shutdown, power failure and so on.

Monitor System Control System Register User Manage Users Change Password

Monitor Alarms Trends

Ack All ‘ ReaIT'lll-| History ‘

DateTime NetworkNode AlarmValue

2015-10-01 7:30:50 PM localhost Temperature is too High i i 101.881999969482

2015-10-01 7:30:47 PM localhost Current is too High l].B‘l 0000002384186
2015-10-01 7:30:47 PM localhost Load is too High W_
2015-10-01 7:14:29 PM localhost localhost in demo evaluation -

2015-10-01 6:03:50 PM localhost Alarms OPC Alarm Demo Mode ‘

System ‘D

Figure 5.12: Alarm management system (Alarm active)
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The user(s) or a system operator will be alarmed as seen in Figure 5.12 requesting the system to
be shut down immediately if any device is not operating accordingly or if it has exceeded its
specified ratings. The state of each alarm is colour coded; if an alarm is highlighted in red as seen
in Figure 5.12, it indicates that the alarm is active and it needs attention; if purple, it indicates that

the alarm is inactive; and if yellow, it indicates that the alarm has been acknowledged.

Monitor System Control System Register User Manage Users Change Password

Monitor Alarms Trends

Ack All ‘ RealT'lnl History ‘

2015-10-01 7:38:29 PM localhost Load is too High High High

2015-10-01 7:14:29 PM localhost localhost in demo evaluation

2015-10-01 6:03:50 PM localhost Alarms OPC Alarm Demo Mode

Figure 5.13: Alarm management system (Alarm acknowledged)
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The alarm control seen in Figure 5.12 provides the system operator with real-time alarms and
historical alarms; each alarm has a date and time of when it has occurred, and the cause of the
alarm is also revealed in this control. Whenever an alarm event occurs, a system operator will have
to acknowledge the alarm and if the alarm is successfully acknowledged, the acknowledged alarm

will be highlighted in yellow - as seen in Figure 5.13.

A flashing red colour is used to capture this system operator attention of new alarms that are
activated. Once the alarm has been acknowledged, the colour will change to a solid yellow and
still be noticeable. The return to normal condition, which means the alarm condition no longer
exists, the solid colour purple is used. From my experience, | have found it best to experiment with
colours to see how things look, and determine whether or not the information can be seen clearly.
With the right combination of colours, one can see at a glance the status of all equipment standing
some distance away from the screen. Once the colour standards have been selected, then everyone

knows what colours indicate before approaching the screen to see the details.

524 Trends and History System
Looking back to previous data to discover trends is an invaluable tool in helping improve our
process and troubleshoot potential issues. That is why the high-performance industrial historian
functionality is included in the system. A trend graph is a visual representation of past and current
activity [39]. It provides an effective way of displaying process data. It builds a picture over time

of how a variable (such as temperature, current or load) is changing or how a device or process is
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performing. We can monitor current activity as it happens as seen in Figure 5.14 and scroll back

through time to view the trend history as seen in Figure 5.15.

Monitor System Control System Register User Change Password

Monitor Alarms Trends

localhost is in demo evaluation mode.

LoadI CurrentI Temgerature

RMCS. System Monitoring.Load.Value 0.77
RMCS. System Monitoring.Current Tag.Value 0.05
RMCS. System Monitoring.TemeratureMotor2.Value 87.31
RMCS. System Monitoring.TemperatureMotor1.Value 5.00

Figure 5.14: Load, Current and Temperature data trends in real-time
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As values of variables changes over time, or as events happen, the graph moves across the page,
as seen in Figure 5.14. The latest values are always displayed. We can scroll back using the button
“History” as seen in Figure 5.15 to display past values of the variable (or process). Historical data
collection continues even when the display is not active. We can switch between the pages without
affecting the trend graphs. Trend data acquisition and storage of data (in trend history files)
continue even when the display is not active. To store trend historical data, the SQL database server
and the Comma Separated Value (CSV) file is used, as seen in Figure 5.17 and Figure 5.16

respectively. The system logs process data in the CSV file and saves the file on the local computer.
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Monitor System Control System Register User Manage Users Change Password

Monitor Alarms Trends

rom 2015-10-02 10:00:00 AM To 2015-10-03 4:00:00 PM

localhost is in demo evaluation mode.

Load, Current, Temperature

RMCS. System Monitoring.Load.Value ?
RMCS. System Monitoring.Current Tag.Value ?
RMCS. System Monitoring.TemeratureMotor2.Value ?
RMCS. System Monitoring.TemperatureMotor1.Value ?

Figure 5.15: Load, Current and Temperature historical data trends
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Figure 5.16: Data archived in a csv file
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MotorCurrentl

The SQL database server (historical database) is used to store data values with time and date

stamps so that the information can be retrieved by tag name, process area, and alarm group and so

on.
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-2 Microsoft SQL Server Management Studio E\@
File Edit View Project Debug QueryDesigner Tools Window Community Help
H New Query | [y |1 8 05 | [ | & i
5 # @ || ChangeTyper | 1 b [= |3 78] .
Object Explorer v 1 X|| “KEHOSITSEOPC\SQ..ystem Monitoring | SQLQueryl sql - (local)\...\o...sitse (54)) |~ Object Explorer Details - X
Connect~ 3¢ DateAndTime RM... RMC... RMCS_System... R... RM... RMCS_System... RMCS_Sy... RMCS_ System... *
& \SQLEXPRESS (SQL Server10.0.2531 - CUT\ok: ~ || » 0 40 16,414 00 M ML 0.48302320861..., | £
7 [ Databases 0151001205, 10 40 16.27 00 09604 0.98 0574549609375
# [ System Databases 015-10-0120:.,, 10 40 16,27 00 09604 0.98 0.58868508437. .
# | CEDatabase 015-10-0120:.,, 10 40 16,414 0 0 0.6 0.46 0.60278701782...
f -JJ mi;mhive 015-10-0120:.,, 10 40 16,414 0 0 0.6 0.46 0.60278701782...
5 3 Datsbase Diagrams 015-10-0120:.,, 10 40 16,414 0 0 0.6 0.46 0.61688804626...
S [ Tables 015-10-0120:.,, 10 40 16,558 0 1 0.01% 0.14 0.63098307470...
7 [ System Tables 015-10-0120:.., 10 40 16,558 0 1 0.01% 0.14 0.64509201048.,.,
= & dbo.RMCS_System Monitoring = 015-10-0120:... 10 40 16.558 01 0.01% 0.14 0.65019303894...
® [ Columns 0151001205, 10 40 16,702 01 026 0.46 0.67329406738...
i “'1 i?:ifr@f: 0151001205, 10 40 16,702 01 026 0.46 0.68739509532...

Figure 5.17: Data logged in the database

54  Control System Page

The control system page is used to control the operation of the assembling system by using two
buttons, the start and stop. When the system operator wants to start the motor, he/she must first
select the speed he wants to run the motor at and then press the start button. The motor will start
and the green Light Emitting Diode (LED) will switch on indicating that the system is running, as

seen in Figure 5.18.
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Monitor System Control System Register User Manage Users Change Password

SYSTEM STATUS INDICATOR
CONTROL SYSTEM

Speed Control

Z
€

Figure 5.18: RMCS control page indicating that the system is running

The system operator can stop the motor from running by just pressing on the stop button and the
motor will be stopped. The control system page will indicate to the system operator that the system

has stopped switching on the red LED as seen in Figure 5.19.
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Monitor System Control System Register User Manage Users Change Password

SYSTEM STATUS INDICATOR

CONTROL SYSTEM

Speed Control

Figure 5.19: RMCS Control indicating that the system has stopped

The system operator has the option of running the motor in two different speeds 50Hz and 60Hz.
If the system operator wants the motor to run slower, he/she will select the 50Hz option; if he/she

want the motor to run a little faster, he/she will select the 60Hz option.
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5.5 System Deployment

In order for the RMCS web application to be accessible through the internet, it must be deployed
to the Internet Information Service (IIS) server (i.e. web server) as seen Figure 5.20. The IIS server
that our application is deployed to 1s of version IIS 7. The IIS (web server) allows web applications
to be accessed through the internet using a browser. The RMCS is added to the IIS server as web

site using the form as seen in Figure 5.21.

"’E Internet Information Services (II5) Manager _ (8] x|
@cl, |93 ) -sTUDENTEBL > @« 10-
Fle View Hep
Q- L ? SP-STUDENTWEB1 Home
»” “ | |& Manage Server
G’j Start Page 2 Restart
Filter: v 0G0+ shshow Al | Goupby: "B M
= “il_ : & sty g | » st
Appication Pools ( A
[ [@] Sites Add Web Site [2] X] = ® st
Wl g Ez:'t;';da Site name: Application pol: é’;/ View Application Poos
- Defaulk Progress Repart IRemote Moniteringl&: Contral Sys |Remole Monitcring _ Contral Sy:  Select... | T Trust View Sites
&) Default eb Site —Content Directory evels Deploy A
[nternet Y .r
; g Internet Extend Physicel path ' & Export Server Package..
Q My CUT |C:1inethb1,wwwroot'1RMC% J ‘%*j a Import Server or Site Package. .
Pass-thtough authertication pviders
& @ r i Change \MET Framework Version
@ PREEL) C t | Test Setti | 5
#)-&0) SharePaint Web Services netiss: | RIbshIsuNge © Heb
@ spsearch Onine Help
@D Studsnt Portal —Binding
Typs: 1P eddress: Port:
https x| [too.11.16 ] foas

Figure 5.20: IIS server

The binding type is “https” to make the web application more secure. We want the communication

between the server and client to be secure, so we used a signed SSL certificate.
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Add Web Site EH

Site name: Application poal;

IReml:ute Monitoring & Control Sy: IRemI:uI:e Monitoring _ Control Sy Select, .. |

—iConkenk Direckory

Eheesical path:
IC:'I,inetpuh'l,wwwrant‘l,RMCS - |

Pass-through authentication

Conneck as... | Tesk Settings...

—Binding
Tvpe: IF address: Part:
|Fetps =] finntie x| J+43
Hosk name:

Iwww.rmcs.nrg|

55L certificate:

I*.cut.ac.za m WIEW, |

¥ Start web site imrnediately

Ik I Zancel

Figure 5.21: Adding a web site to the I1S server

5.6  Satisfying the hypothesis
On completion of the RMCS, all objectives that were set out to be achieved have been achieved.

The system can perform the following:

e Allows real-time remote monitoring of assembly system devices such as motors and

sensors while the assembly system is in operation.
e Remotely start and stop the assembly system.
e Activate an alarm whenever there is a fault in the system that needs to be acknowledged.

e Provide historical information about the performance of the system.
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e Provide trends of how the process is performing.
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6. CHAPTER VI

Conclusion

6.1 Introduction

In this chapter, the significance of the study and its contribution to the manufacturing and mining
industry are explained. Suggestions to make the system more advanced are also explained.
Conclusions on remote monitoring and control of an automated assembly system using a web

interface is discussed.

6.2  Project Summary

This system applies OPC technology into industrial Ethernet in engineering practice; completes
the information technology in the production process of an assembly system; and realizes
operations for the assembly system, which includes that it would monitor the equipment’s (i.e.
system devices) running state, and execute online fault diagnosis and the failure prediction
function. On completion of the project, all fault information is displayed on the screen, which
replaces the HMI display — preventing the operators from missing major fault alarm message
prompting. Online operation of the system improves the level of their overall health management
and production efficiency. Using the OPC technology as a field control device solves the problem
of incompatible hardware devices in industrial control systems, compensates for the lack of
fieldbus technology and achieves certain economic benefits. The OPC server technology in the

application of this system could provide a reference for other project in engineering practice.
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6.2.1 System Functionality

The Remote Monitoring and Control System is capable of performing the following:

o Data acquisition and display - The RMCS can acquire data from the OPC server
and display it on the web interface. It can also write analogue and digital process
data to the OPC server.

o Alarms and Events — The RMCS can record important process value changes and
system operator’s actions. Whenever there IS any process value that goes over
its limit, the alarm will be activated.

o History and Database - The RMCS keeps all records of the process values.

6.2.2 Remote Monitoring includes:
e Current State - Monitor the current state of the process data, both analogue and digital.
e Alarms and Events - Record important changes of process value and operator actions.

e Trends and History - Keep record of the processed value.

6.2.3 Remote Control includes:
e Operator control of the process - The system operator can control the process by means of
a web interface; the operator can, for example, pre-set a reference value for the controls or

start a motor.

6.2.4 System Operator Functionality

The operations performed through the RMCS by the system operator are as follows:
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e Logging on and off the system using passwords and user names.

e Effecting remote control for various equipment such as start and stop.

e Invoking process displays to view the operations throughout the system.

e Changing set point parameters, with appropriate security allowance.

e Viewing historical trend displays and transferring data to other files for exporting.

e Viewing real-time trends displays.

e Viewing the current alarm summary to identify alarm conditions requiring attention.

e Viewing the alarm/event summary to view the chronological series of events.

The system operator can effect control over the motors and other devices, as well as invoke
displays which show the current and historical information about any aspect of the assembly

system.

6.2.5 RMCS Security
The objective of RMCS is to allow operation by authorized users via an information network while
excluding unauthorized operation. The internet-based system requires security measures to

improve reliability and system integrity. The security measures that were used are as follows:

o User Authentication: This was accomplished by the means of combining of user
ID’s and encrypted passwords.

o Access Log: All events are logged for the purpose of tracking and investigating to
determine who performed an operation at a particular time and whether the

operation was authorized.
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. Instruction restriction control: Establish sufficient access restriction and command

filtering to prevent unauthorized or wrong operation.

During the implementation of the RMCS application, a number of conclusions have been reached
based on the practical result obtained from the implemented system and the following are the most

important ones:

e The implemented system comprises cost-effective solutions as compared with other
approaches to build such systems. A basic PC or a smart mobile phone could serve as
Human Machine Interface to the system. The use of open source even led to lower cost of
the licensing for the development tools and OPC servers.

e Because this system is a browser-based application, there is no need for special drivers to
be installed to one’s computer or cell phone and it can be accessed from anywhere in the
world through the internet.

e Because of the use of standard-based security implementation, the system is very secure.
The Security Socket Layer has provided a high level of privacy and data integrity.
Moreover, the authentication and authorization of the system are designed to be very

strong.

6.3  Contribution of the Study
The findings of this study will contribute greatly to benefit manufacturing, mining industries and

other.
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I.Manufacturing Industry

Manufacturing in South Africa is dominated by the following industries: Agri-processing,
Automotive, Chemicals, ICT and Electronics, Metals, Textiles, clothing and Footwear [40]. Each
of these industries has a fair contribution to the South Africa’s gross domestic product (GDP).
Vendors in process automation and manufacturing face a unique set of challenges when it comes
to supporting their systems as every minute of the system downtime can slow down or even halt a
plant operation - resulting in some cases in millions of rands lost in revenue. These are the things
that the RMCS application developed can do for vendors in process automation and

manufacturing:

e Maximise system uptime by proactively preventing problems using its early fault-
prediction function.
e Deliver real-time diagnostic data through the web.

e Reduce field service cost by enabling secure remote access.

For example, Coca-Cola Company is known to be the largest manufacturer of soft-drinks in the
entire world. Because of the high demand for Coca-Cola soft drinks, the Coca-Cola bottling plant
produces 4 000 (330ml) cans per minute [41] to meet this demand, and this is just for a small plant
in a town or city. In the case of equipment failure, the bottling plant will go into production halt
and Coca-Cola will lose 4 000 (330ml) cans worth of production for every minute the plant is

halted.

141

© Central University of Technology, Free State



Il.  Mining Industry
The traditional way of remote monitoring and control in mining is using PLC’s and SCADA
systems. These traditional technologies were designed for a world of central command and control,
tailored for the production environment not necessarily suited to the new distributed world of
business imperatives such as: increased plant availability; reduced environmental impact;

increased green credentials; reduced operating costs; and reduced manpower resources.

This brings into focus current initiatives in the mining industry such as environmental compliance,
optimised asset management and energy efficiency, all over widening geographic areas. What is
required, is the application of a new breed of technology overlaying the traditional production
systems that is capable of reaching further to acquire more data and sending it directly to those in
the organisation that require it, all in real time. The findings of this study address the technology
barriers that the conventional remote monitoring and control in the mining industry face. Because
the RMCS application developed is web-based, it provides a convenient way of monitoring and
controlling PLC’s and other devices from a large geographical area. The RMCS can increase the
plant availability by using its early fault-prediction function to give notifications in real-time if
there is a fault that is about to happen, and in that way the fault can be dealt with before it happens;
by doing that, plant reliability will be enhanced. The RMCS application will not introduce any
new operational cost to the current system, because it’s web-based, and the internet infrastructure
is already in place, so there are no additional components that need to be installed to operate it. In
addition, email and SMS alerts can be configured to provide immediate notification if any limits

or rules are breached.
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6.4  Future Studies

The possibilities of future studies are:

e A Remote Monitoring and Control System (RMCS) that can send alarm notifications to
the system operator’s cell phone and emails.
e RMCS that can create reports daily and automatically send them through email to

appropriate people.
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