
 

 

BLOCKCHAIN DECISION PATH: “WHEN TO USE BLOCKCHAIN?” – “WHICH BLOCKCHAIN 

DO YOU MEAN?” 

 

Abstract  

A wide range of socioeconomic hopes are pinned on the transformative power of blockchain 

technologies. However, blockchain databases have noticeable drawbacks (i.e., scalability, 

capacity, latency, privacy) that clearly indicate that blockchain is not a silver bullet for all 

problems. The application and selection of blockchain need to be carefully assessed, depending 

on the problem and use case at hand. To support IT decision-makers, we develop a ten-step 

decision path that can help determine whether or not the application of blockchain is justified 

and, if so, which kind of blockchain to use. We apply this decision path to the case of the 

maritime shipping industry, and develop a blockchain prototype for this case.  
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THE PITFALLS AND PROMISES OF 

BLOCKCHAIN 

Inefficient business processes due to 

outdated IT infrastructure provide prolific 

environments for substantial change and 

improvement.
1
 The persistence of such 

issues is clearly exemplified by but not 

limited to the maritime shipping industry, 

which continues to copy and store important 

documents as paper-based hard copies, 

which are then distributed among 

stakeholders along the supply chain. The 

manual nature of such administrative 

processes makes them obviously inefficient 

and highly prone to human error. As such, 

these basic organizational tasks waste 

resources and frequently lead to substantial 

fines.
2
 Large shipping companies like 

Mærsk and DanPilot, as well as national and 

international administrative authorities like 

the International Maritime Organization of 

the United Nations complain about these 

inefficient processes but have done little to 

remedy them. 

Recently, blockchain technologies have 

attracted considerable attention as an 

immutable distributed ledger technology 

capable of sharing information transparently 

and enabling reliable transactions among 

unfamiliar entities.
3
 While initially research 
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discussed the propositions of blockchain 

technologies for the financial industry, 

supply chains have emerged as the most 

promising sector. Industry estimates that 

US$1.5 to 2.1 billion will be spent on 

blockchain technologies to enhance 

traceability, enhance transparency and save 

costs.
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 A recent study concluded that value 

realization was happening faster in 

provenance tracking than in banking & 

financial services.
6
 Accordingly, CIOs in the 

maritime shipping industry have pinned 

great hopes on the potential of blockchain to 

reshape the economy and to potentially 

reduce transaction costs.
7
 As such, 

executives in the maritime shipping industry 

harbor the hope that blockchain technologies 

may present a feasible solution for 

facilitating operations, avoiding fees, and 

improving regulatory compliance. Leading 

shipment companies like Mærsk A/S, APL 

Ltd., Hyundai Merchant Marine Co., and 

Samsung SDS Co. have already invested 

heavily in blockchain technologies as a 

means of replacing the paper-laden 

processes; they hope that using blockchain 
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will generate an additional US$1 trillion in 

global trade.
8
 However, designing 

applications to determine what kind of 

blockchain and which configuration to use 

has thus far presented a major obstacle for 

decision-makers and system architects. 

While there are frameworks to address these 

questions and to comprehensively explain 

the technical design
9
 and business 

application considerations,
10

 these 

frameworks still fail to address the decision-

makers’ common questions about whether a 

blockchain solution is feasible, and if so, 

what kind of blockchain system should be 

implemented. Each blockchain 

implementation requires a carefully 

considered decision based on the 

characteristics of the individual use case.
11

 

Our experience working as blockchain 

consultants on projects for several years in 

both the private and public sectors, as well 

as the knowledge and understanding gained 

through heading the European Blockchain 

Center, has allowed us to inform a 
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managerial framework that we developed 

using a design science research approach.  

To inform the pressing questions associated 

with blockchain implementation in general 

and specifically in the context of the 

maritime shipping industry, we present and 

apply a ten-step decision path that helps 

determine if a blockchain database is 

actually applicable, decide what kind of 

blockchain solution would be most suitable, 

and explain the related system design 

elements. We illustrate this approach by 

developing a blockchain prototype for the 

maritime shipping industry, which we 

supported with stakeholder interviews with 

the shipping company DanPilot, as well as 

with the regulatory and enforcing the Danish 

Maritime Authority. DanPilot is a medium-

sized Danish pilotage company that employs 

about 160 pilots and 90 boatmen who 

manage approximately 20,000 pilotages a 

year. As such, we offer practitioners an 

urgently needed decision path that considers 

the unique attributes of different blockchains 

(see Appendix A) on the basis of an actual 

blockchain-use case example. 

This framework should generally help 

decision-makers, not only to conclude on 

whether or not to use blockchain but also 

which kind of blockchain technology to 

consider. However, we are not able to 

describe the particularities of each situation. 

Thus, practitioners are often faced with 

more complex and potentially paradoxical 

business and design trade-offs.
12

 The 

blockchain decision path should help to 
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systematically assess the feasibility of a 

potential blockchain solution. 

BLOCKCHAIN AS A POTENTIAL SOLUTION 

FOR ECONOMIC INEFFICIENCIES  

Economically challenging times are often a 

powerful driver for companies to reevaluate 

their processes and identify inefficiencies as 

well as missed opportunities. In the 

aftermath of the 2008 financial crisis, the 

maritime shipping industry, like many 

others, has had some extremely difficult 

years financially due to factors like 

shrinking demand, excessive shipping 

capacity, and expensive credit.
13

 Out of 

necessity, the affected companies have 

sought larger, better, and more price-

sensitive solutions at sea to improve their 

operational efficiencies and overcome 

economic impediments.
14

  

These challenging circumstances are not 

unique to the maritime shipping industry. 

Supply chains in general are a prominent use 

case for blockchain technologies since they 

struggle with legacy systems, paper-based 

processes, experience strong price pressure, 

and rely heavily on integrated systems and 

information. Thus, the blockchain decision 

path is not limited to this specific case but is 

applicable to various business contexts. 

This study is conducted in the context of the 

Danish maritime shipping industry, which is 

representative for the general maritime 
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industry for several reasons. Denmark is 

among the world’s leading shipping nations 

in terms of owned and operating tonnage.
15

 

As the 6
th

 largest shipping nation, Denmark 

has been devoting significant effort to 

overcoming economic obstacles and staying 

competitive by investing heavily in IT-based 

solutions.
16

 A comprehensive analysis of 

operational processes has identified a major 

inefficiency, in that most of the data output 

from maintenance, logs, crew, machinery, 

and monitoring, is gathered and stored 

locally onboard the vessel for insurance 

purposes. To make matters worse, most of 

these data are stored in paper format. For 

administrative and regulatory purposes these 

papers are then duplicated multiple times 

and distributed to crews, vessels, shipping 

companies, and authorities. These processes 

rely heavily on manual labor in disparate 

organizations, leading to incoherent and 

dispersed data storage systems. However, 

any compliance failures that arise within 

these processes, frequently lead to 

multimillion-dollar claims, due to the 

delayed discharge of cargo, additional 

docking fees, or tied-up resources in the 

form of immobilized carriers, for example. 

Furthermore, these fragmented and often 

inconsistent databases necessitate public 

access, since they are often consulted during 

legal disputes. As insufficient as they are, 

these documents in the authorities’  
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databases are considered to be most reliable 

and most important in legal disputes.  

In short, the essence of the apparent problem 

in the maritime shipping industry’s situation 

is that there is no single source of truth, 

which thereby causes substantial legal 

problems and economic losses. Thus, our 

paper pursues a problem-centric design 

science approach (see Appendix B) to 

overcoming this issue. Our solution 

proposes a blockchain prototype and 

illustrates the associated decision path 

necessary for selecting the proper system 

solution. The general decision steps we 

describe can also be applied to other 

scenarios beyond the maritime shipping 

industry. 

BASIC BUSINESS DELIBERATIONS ABOUT 

BLOCKCHAIN TECHNOLOGIES 

In essence, blockchain is a distributed 

transactional database that is shared among 

multiple actors (see Figure 1). In order to 

perform a transaction, users reference each 

other through their public keys and use their 

private keys for cryptographically signing 

transactions.
17

 Each successful transaction 

on the blockchain indicates an update to the 

database that is replicated and stored by 

each participant. These transactions are 

aggregated and appended to the database in 

blocks.
18

 These transactions can be 

automatically managed through smart 
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Figure 1. Core Components of a Blockchain System 



 

 

contracts. Smart contracts are pieces of code 

that implement a business logic by 

transitioning the current database state to the 

next state. Services that are based on one or 

more smart contracts are called 

decentralized applications (DApps).
19,20

 The 

essential blockchain benefits derived from 

these functionalities include its 

immutability, nonrepudiation, data integrity, 

transparency, and the potential for equal 

rights of its participants.
21

 

Blockchain systems are commonly 

distinguished in terms of public or private 

access to reading blockchain data and the 

permissioned or permissionless rights to 

validate data (see Appendix A). Despite the 

assumed potential of blockchain 

technologies for revolutionizing the 

economy at large,
22

 it also has technical 

limitations compared with other distributed 

databases that must be acknowledged when 

considering a blockchain solution (i.e., 

capacity, latency, privacy).
23,24 

THE BLOCKCHAIN DECISION PATH: A 

DESIGN SCIENCE APPROACH 

We developed our ten-step decision path by 

reviewing different blockchain decision 

paths from public media and 

practitioners,
25,26

 and by discussing 
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blockchain design decisions with two 

stakeholders and integrating them with the 

authors’ professional experience in 

blockchain consulting. The respondents (see 

Appendix C) included a potential system 

user (an experienced pilot from Denmark’s 

biggest pilotage company) and a potential 

system owner associated with the Danish 

Maritime Authority (also an experienced 

ship inspector at the Nautical Institution).  

We articulate our ten-step decision path as a 

series of questions: The first seven 

increasingly specific questions concern 

whether or not the use of blockchain would 

be useful and feasible; the last three 

questions are intended to help determine 

which blockchain type would be appropriate 

for the respective business case (see 

Appendix A). In the following, we will  

describe each step, outline potential 

alternatives to blockchain solutions, and 

illustrate the individual decisions by 

applying them to the case of the maritime 

shipping industry. 

1. Is there a need for a shared common 

database? 

It is important to remember that despite all 

its various fields of application, blockchain 

is a database at its core.
27

 Thus, the first 

decision when considering whether to use a 

blockchain system is whether a database is 

needed to provide the required service at all, 

and, if so, whether a traditional database 
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may already adequately serve the 

organizational needs. In such cases, it would 

be advisable to simply use established 

technologies to store data and manage 

transactions, instead of using a blockchain. 

In the case of the maritime shipping 

industry, each vessel weighing over 100 

gross tonnages receives a unique seven-digit 

international identification number issued by 

the International Maritime Organization 

(IMO-code). This number can be traced 

back to the year 1987 and was implemented 

to increase safety and reduce fraud. The 

International Maritime Organization (IMO) 

is an agency of the United Nations and is the 

authority which sets the standards for safety 

and acceptable shipping pollution.
28

 The 

frequent need to exchange data among 

multiple entities, and the long history of 

different types of data storage relating to a 

vessel associated with an IMO-code, are all 

factors indicating a strong need for a 

database. In essence, various entities hold, 

edit and access different kinds of data about 

each vessel (see Figure 3). These data are of 

various types and are stored in various 

formats (i.e., physical and digital). 

Moreover, the data are owned by different 

actors, whose operations depend on the 

exchange of these data: 
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Figure 3. Overview over the Diverse Information Affiliated with a Vessel 

In the case of the maritime shipping 

industry, each vessel weighing over 100 

gross tonnages receives a unique seven-digit 

international identification number issued by 

the International Maritime Organization 

(IMO-code). This number can be traced 

back to the year 1987 and was implemented 

to increase safety and reduce fraud. The 

International Maritime Organization (IMO) 

is an agency of the United Nations and is the 

authority which sets the standards for safety 

and acceptable shipping pollution.
29

 The 

frequent need to exchange data among 

multiple entities, and the long history of 

different types of data storage relating to a 

vessel associated with an IMO-code, are all 

factors indicating a strong need for a 

database. In essence, various entities hold, 
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edit and access different kinds of data about 

each vessel (see Figure 3). These data are of 

various types and are stored in various 

formats (i.e., physical and digital). 

Moreover, the data are owned by different 

actors, whose operations depend on the 

exchange of these data: 

Quote 1: “...then we simply have the blockchain—

regardless of what happens, whether it’s here at the 

Danish Maritime Authority or whether its shipping 

companies, or brokers, or agents, etc.. Every time 

they do something related to the registry, it’s sent 

through blockchain so everything is updated at 

once.” — project manager and nautical advisor, the 

Danish Maritime Authority (SFS) 

In order to prevent data inconsistency across 

multiple databases, the maritime shipping 

industry represents a clear example 

demonstrating the need for a shared 

common database. 
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At this point, practitioners may also closely 

consider scalability issues regarding the 

amount and velocity of data stored on-chain. 

Currently, storing and exchanging a lot of 

data on blockchains can become very slow 

and expensive due to prolonged verification 

periods and transaction fees. To avoid 

scalability issues, designers may consider an 

off-chain database integration to the 

blockchain system or simply using an 

ordinary database instead of a blockchain. 

Since the apparent situation does not require 

frequent database updates, we do not need to 

accommodate these scalability concerns.  

2. Are multiple parties involved? 

In this section we consider the essential 

blockchain functionalities as a decentralized 

transactional database.
30

 This implies that 

multiple parties engage with and interact 

through the system. In the case of 

blockchain, engagement means that more 

than one entity contributes, writes, and 

updates the data. Therefore, the second 

question that needs to be addressed is 

whether more than one party is involved 

with the database. A blockchain system only 

makes sense if there are multiple actors. 

Alternatively, a centralized database will 

provide more efficient service:  

Quote 2: “Blockchain can help us obtain better 

security when handling documents between different 

parties. So that those who are in this chain handling 

documents concerning ships, would be in the loop all 

the time on these documents” — project manager and 

nautical advisor, the Danish Maritime Authority 

(SFS)  

The Nautical Institute (NI) works alongside 

the IMO as a nongovernmental organization 
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in a consulting role. The NI is a 

classification company that classifies vessels 

based on the IMO publication that 

determines rules for each class for dynamic 

positioning.
31

 The Danish Maritime 

Authority (SfS) is the national governmental 

organization responsible for the shipping 

companies’ documentation compliance and 

its certification requirements for cargo, 

safety, and medical restrictions.  

The classification companies are 

nongovernmental organizations in charge of 

technical standards and the maintenance of 

vessels, and they conduct surveys to ensure 

that the requirements for machinery and 

equipment are kept up to date on the basis of 

their class. If there are accidents, the 

classification company functions as an 

insurance company, which demonstrates the 

quality of a vessel to the owner and the 

authorities by underwriting it. The owner of 

a vessel is often the shipping company, but a 

vessel might also be personally owned; the 

service area of the vessel determines which 

certificates and legal requirements it must 

abide by. The governmental authorities also 

seek to improve service transparency by 

providing the general public with open 

access to information about the vessel. In the 

case of the maritime shipping industry, it 

would be thus advisable to use a blockchain 

system, because there are multiple 

stakeholders involved (see Figure 4).
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Figure 4. Key Stakeholders Involved 

3. Do the involved parties have 

conflicting incentives and/or are they 

trusted?  

If we have a use case where multiple entities 

are involved, we need to assess how these 

entities relate to each other. When you can 

completely rely on the other parties to 

provide accurate and reliable information, 

blockchain databases are not necessary. A 

trust issue or conflicts of interest between 

entities, however, propose the application of 

blockchain technologies. Blockchain has 

made a name for itself by promising a trust-

free economy.
32

 Trust in the blockchain is 

established through the decentralization of 

data storage and control among participating 

nodes.
33

 This enables autonomously running 

trust-free services in the form of smart 

contracts. This means that the tamper-

resistant character of  

blockchains enables parties to have trust into 

the validity of data stored on a blockchain 

instead of trusting the opposite party. Thus, 

in situations where parties have conflicting 

interests or the data from the other party 

cannot be absolutely trusted, blockchain 

technologies enable automatic data 

verification and storage to reliably transact. 
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While the trust-free notion admittedly hits 

its limit when it becomes necessary for 

blockchain systems to link digital value to 

physical value through trusted interfaces, in 

the absence of trust issues the immutable log 

of transactions would be the only 

conceivable reason to use blockchain.
34

 

Thus, the third question concerns whether 

trust issues or conflicting interests are 

present. If there are no trust issues among 

participants, multiple copies of a centralized 

database or a managed database with 

assigned “Create-Read-Update-Delete” 

(CRUD) rights may offer more feasible 

solutions. In our maritime shipping case 

scenario, there are several stakeholders with 

different and potentially conflicting 

interests: 

Quote 3: “Of course, there would always be those 

shipping companies, which might not sail by the 

highest standards, where the ship does not live up to 

the best quality. They might not have an interest in 

open data that is accessible, because then we could 

simply make a rating list on ships, which would make 

us capable of choosing more secure ships over less 

secure ships, if all the data were public.” — project 

manager and nautical advisor, the Danish Maritime 

Authority (SFS)  
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The system needs to be able to provide 

different functionalities for the various 

stakeholders involved (see Figure 5). On the 

most basic level, international laws require 

the system to provide data access to the 

general public (see Figure 5). The NI must 

be capable of verifying any vessel’s 

dynamic position class. Furthermore, the 

IMO and SfS require certification and 

documentation to confirm the vessels’ 

compliance with (inter)national medical and 

safety laws. In order to match the data with 

the vessel, these organizations require the 

data on technical standards and maintenance 

from the classification company to be linked 

with the IMO-code. Furthermore, the SfS 

and the shipping companies both have an 

interest in supporting the competitiveness of 

the shipping companies. Currently, however, 

shipping companies report dissatisfaction 

with the processes due to conflicting 

information from the various sources, lags in 

communications with authorities, that delay 

their operations (e.g., booking pilots), and 

the necessity of reporting the same 

information back to multiple databases. 

Conflicting information commonly arises, 

for example, when both the operator and 

vendor are listed as owners of a vessel. 

Communication lags stem from the fact that 

SfS requires all documents to be physically 

duplicated in the register to prevent hacking, 

and requires that at least two people 

manually check all documents. However, 

 

Figure 5. Current Public Access to a Vessel’s Dynamic Positioning Information 



 

 

since foreign shipping companies attempt to 

defraud by commissioning under different 

countries’ flags, thus circumventing certain 

expensive legal requirements, a thorough 

document validation is clearly necessary in 

this case:  

Quote 4: “...so that those who are in this chain 

handling documents concerning ships, would be in 

the loop all the time on these documents, and would 

not be able to change or fake anything without 

everyone else knowing it.” — project manager and 

nautical advisor, the Danish Maritime Authority 

(SFS) 

Individual governments levy fines of as 

much as multiple millions of dollars for 

these kinds of violations. Thus, potential 

conflicts of interest, as well as erroneous and 

conflicting data, demonstrate that 

information from the different parties 

involved cannot be trusted. This indicates 

further need for a blockchain solution to the 

current process. 

4. Can or do the participants want to 

avoid a trusted third party?  

An alternative to the trust relationships 

between parties is using a trusted third party 

to manage transactions. One advantage of 

blockchains systems is that they enable 

immediate peer-to-peer transactions without 

relying on a trusted third-party service, such 

as an escrow service, data feed provider, 

licensing authority, or notary public. This 

diminishes the need for a central integration 

point as a single point of failure that would 

have the power to control and manipulate a 

database.
35

 Autonomously operating 

systems, in tandem with the trust-free setup 

of smart contracts, have the capacity to 
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replace trust intermediaries.
36

 In cases where 

it is not problematic for all participants to 

use a trusted third-party service provider to 

process transactions, it is advisable to use 

these established means of securing 

transactions. 

For the maritime shipping industry, 

however, there is currently no third-party 

service provider capable of integrating all 

sources of information and making them 

publicly accessible. Indeed, there are 

considerable trust issues that would preclude 

the use of a third-party mediator, as well as 

distinct interest in building a system that 

does not require such an intermediary:  

Quote 5: “The thing you need to understand is that 

the banks have so unimaginably little trust in each 

other, so for anything they do they need to have an 

intermediary. Even between banks in the same 

company. It could be banks within Danske Bank, they 

trust each other so little that they are always using an 

intermediary. So, there could be a trusted agent in 

the middle, and it could then be central. And by using 

blockchain they can try to see if it can eliminate this 

middle man, and the trust between men.” — project 

manager and nautical advisor, the Danish Maritime 

Authority (SFS)  

Quote 6: “The challenge occurs when we have 

international stakeholders, where we need to validate 

their identity, and [need to validate] who these 

people are. It sometimes happens that the person who 

is employed by a company needs to go to a notary to 

prove that, in fact he is the correct person. But this is 

not enough, the two people can actually be asked to 

go hand-in-hand to the embassy, who confirms that 

the notary is actually a reputable notary and that 

everything is ok.” — project manager and nautical 

advisor, the Danish Maritime Authority (SFS)  

As such, a blockchain-based solution seems 

feasible and desirable in this case. 
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5. Do the governing rules differ between 

some participants? 

After establishing that multiple parties with 

potentially conflicting interests or existent 

compliance concerns are involved, it is 

necessary to consider whether these 

individual actors require different access 

rights within the system. The blockchain 

architectural design allows for 

distinguishing rights for data reading and 

writing, as well as access validation rights.
37

 

Furthermore, on the application layer, smart 

contracts can govern different privileges in 

terms of asset issuers (e.g., releasing 

tokens), account managers (e.g., controlling 

and exchanging tokens), or observers (e.g., 

receiving and viewing transactions).
38

 If a 

system does not require different access 

rights for different individuals, a relational 

database offer a more feasible alternative. 

In our maritime shipping case, the various 

stakeholders hold and require different types 

of access rights: 

Quote 7: “Mærsk, for example, they may be 

allowed to go in and do some things in blockchain, 

using some governance rights. That’s one of the 

things [among others like the guarantee of 

information validity and source identity].” — project 

manager and nautical advisor, the Danish Maritime 

Authority (SFS) 

For example, IMO gives the vessels an 

IMO-code, while the NI distributes the 

license given to each vessel, and SfS is in 

charge of the registry, etc. Lastly, the 

general citizen needs to be able to access 

information about the vessel. The different 
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rights of the various stakeholders indicate 

that the rules governing system participants 

are not uniform, which would thus argue for 

the benefits of using a blockchain system. 

6. Do the rules of transacting remain 

predominantly constant? 

Next, it must be determined whether the 

different rules of transacting change 

frequently. For blockchains it is difficult to 

accommodate change due to their 

consensus-based decision-making 

procedures.
39, 40

 

Smart contracts that provide blockchain-

based services are autonomously executed,
41

 

making them very difficult to change or 

update.
42

 So, in systems where transaction 

rules change frequently, it would be 

inadvisable to use blockchain. 

In the case of the maritime shipping 

industry, the basic informational 

requirements do not change. Thus, the data 

that would be necessary for smart contracts 

to update and retrieve vessel information 

could be standardized (see Figure 6): 
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Figure 6. The Proof of Concept Illustrating the Input Requirements for the System’s Smart 

Contract 

Quote 8: “The ship registry can be compared to 

how the registry of land is conducted. In our registry 

it is just registration of ships instead of houses, where 

it depends on how big its bruttoregister tonnage is.” 

— project manager and nautical advisor, the Danish 

Maritime Authority (SFS) 

Thus, we believe that a blockchain-based 

solution would be feasible in this case. 

 

7. Is there a need for an objective, 

immutable log?  

The essential benefits commonly shared by 

different types of blockchains include the 

immutability and integrity of a 

nonrepudiable log of transparent 

transactions.
43

 The tamperproof log of 
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historical transactions is particularly helpful 

for auditability purposes.
44

 A blockchain not 

only stores current information but also 

maintains a log of its history.  

In contrast, creating an auditable history 

involving paper records is much more 

difficult. Not only must authenticity be 

guaranteed by physical seals and signs— 

which, however, can never be entirely 

trustworthy—but papers or databases relying 

on human input are also prone to human 

error, especially when transactions must be 

manually handled on a regular basis.
45

 If a 

system does not require the guaranteed 

validity of transactions, and does not need a 

definitive validation of transaction details, 

such as time stamps and parties involved, 

then regular databases may present a simpler 

solution for managing the data flux. 

However, in the case of the maritime 

shipping industry, since 1987 international 

maritime law has required that all relevant 

information about any large carrier vessel 

above 100 gross tonnages is stored in a way 

that is auditable in order to increase safety 

and prevent fraud: 

Quote 9: “But additionally we also have the 

benefits of the entire audit trail and the document 

flow by using the blockchain technologies, or at least 

the philosophy behind it.”— project manager and 

nautical advisor, the Danish Maritime Authority 

(SFS) 

As a medium-sized Danish pilotage 

company with approximately 20,000 

pilotages a year, DanPilot has roughly 55 
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obligatory data searches per day. The 

company has had to hire 50 administrative 

staff members (approximately 20% of their 

workforce) to manage the legal requirements 

regarding data in the current system. Since, 

however, all international authorities have 

their own disconnected databases and 

individual specifications, pilots also have to 

double-check all information in order to 

reasonably demonstrate that the company is 

obeying all the many laws. SfS confirms that 

even though a pilot may be given wrong, 

invalid, or incomplete data, it is his or her 

personal responsibility—and license that is 

at stake—if something goes wrong. The 

administrative violations that inevitably do 

occasionally occur frequently cause multi-

million dollar fees due to delayed cargo 

clearing, additional docking fees, and 

contract penalties.
46

  

Furthermore, SfS makes its vessel register 

publicly accessible through a separate 

database on its webpage (see Figure 7), 

which is not its official register and may 

contain outdated, altered, or missing 

information. Searching this public register 

requires specific knowledge of a vessel— 

for example, call-sign, ship name or IMO-

code. All three types of information are 

unique identifiers of a vessel and, depending 

on the flag or organization, the identifier 

may change:  

Quote 10: “...and if you dig into the data, trying to 

figure out why only the Danish Maritime Authority 

has it (Esvagt Bergen) as a cargoship and not a 

stand-by ship, in relation to how it is built from the 

classification companies, and in relation to how it is 

operated, it will become very confusing. But this is 
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where I think blockchain can offer the absolute 

truth.” — pilot and expert judge, DanPilot A/S 

Considering the fluctuating and highly 

documented nature of shipping operations— 

which, however, depend on often not 

entirely trustworthy information—an 

objective and immutable log in form of a 

blockchain would seem to be a most 

desirable development: 

Quote 11: “…but again, it has to do with insurance 

and demands. It is something legal, and I am not for 

one second in doubt that this [blockchain prototype] 

could be used to exchange information easily and 

smoothly.”— project manager and nautical advisor, 

the Danish Maritime Authority (SFS) 

8. Does governance allow public 

network access? 

At this point, since all these questions have 

been answered in favor of blockchain use 

for the maritime shipping industry, it would 

seem that we have a valid use case for a 

blockchain database. As a next step, will be 

necessary to assess whether a permissioned 

or permissionless blockchain should be 

used. To that end, it first needs to be 

determined whether a governance 

mechanism that controls access to and 

participation in the network is necessary. 

Control functionalities in a blockchain 

environment refer to whether or not there is 

a need for managing writing rights on a 

blockchain. On a permissionless blockchain, 

new users can join anytime; they can 

validate and transmit transactions, as well as 

append or mine blocks. Permissioned 

blockchains only allow preregistered nodes 

to validate transactions.
47,48

 Permissioned 
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blockchains are more suitable for regulated 

industries or use cases that have “know-

your-customer” regulations. The permission 

information can be stored either on- or off-

chain.
49

 

In the case of the maritime shipping 

industry, different stakeholders have 

different rights within the system: 

Quote 12: “We have all the different stakeholders 

segmented into categories, which will require some 

kind of access control to get into the system, like a 

protected (permissioned) blockchain.” — project 

manager and nautical advisor, the Danish Maritime 

Authority (SFS) 

While the general public only needs to read 

the data, other stakeholders have various 

writing rights for their distinct data 

responsibilities. Thus, our case example 

would require some type of permissioned 

blockchain to account for these versatile 

rights. To increase the system’s ease of use, 

we decided to make the prototype available 

to heavy and light nodes (see Appendix B). 
50
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 Clients using the heavy node download the entire 

blockchain platform and need to download every new 

block before a correct updated output is reliable. This 

will enable the authorities and shipping companies to 

prevent fraudulent database manipulations. The light 

nodes do not store the entire blockchain but enable 

efficient reading access to the blockchain system.  



 

 

9. Are transactions public? 

After writing rights are determined, it 

becomes necessary to decide who will be 

allowed to read blockchain data.
51

 If the 

transactions can be viewed publicly, a public 

blockchain like Bitcoin or Ethereum would 

be the system of choice. However, 

regulating reading access requires a private 

blockchain system like IBM’s Hyperledger 

Fabric.  

As mentioned earlier, in the present case 

scenario, the general citizenry only requires 

reading access, while the remaining 

stakeholders have different writing rights:  

Quote 13: “In the ship registry there is no 

confidence information, everything is publicly 

available, which is one of the things a new 

(blockchain) ship registry should provide as open 
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data.” — project manager and nautical advisor, the 

Danish Maritime Authority (SFS) 

Therefore, a permissioned public blockchain 

that checks individual rights when logging a 

transaction (i.e., creating or updating data) 

or call request (i.e., reading data) through 

the individual’s public key (see Figure 7) 

would be the appropriate system to employ. 

Such a system would allow for the 

disentangling of reading (i.e., general 

citizen) and writing rights (i.e., shipping 

companies, classification companies, flag-

states, IMO, NI) of the different 

stakeholders. 

 

Figure 7. Detailed Prototype Mode of Operations 



 

 

 

10. Where is the consensus determined? 

If reading and/or writing access needs to be 

limited, a permissioned blockchain would be 

required. As such, one or more authorities 

could act as a gatekeeper for participation. 

These authorities could determine who may 

join a network (and read information), 

initiate transactions, or mine blocks.
52

 There 

are two emergent types of permissioned 

blockchains that are based on how the 

consensus for the validity of transactions is 

determined: private and public.  

Private permissioned blockchains determine 

the validity of transactions within the 

organization. Examples include the 

permissioned private blockchain of IBM’s 

Hyperledger Fabric and R3’s Corda. As 

such, Hyperledger Fabric, for example, does 

not require computationally intensive 

mining, but relies on a consensus 

mechanism of trusted validating peer nodes 

that multicasts the transaction request to all 

other validating peers to reach consensus 

and ultimately execute transactions.
53

  

Public permissioned blockchains 

have more finely differentiated rights.
54

 This 

type of blockchain is also sometimes 

referred to as a hybrid blockchain.
55

 where 

consensus is established between 

participating organizations. Examples of this 

type of blockchain include Ripple, 
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Multichain, Eris, or the adoption of the 

private iteration of Ethereum. It should be 

noted that public permissioned blockchains 

also have a consensus mechanism. The two 

types of permissioned blockchains differ 

only in terms of the locus of consensus 

determination. 

CONCLUSION: CLOSELY CONSIDER 

WHETHER YOU ACTUALLY HAVE A 

BLOCKCHAIN-USE CASE 

We provide a step-by-step decision path that 

managers can follow to identify whether or 

not they have a blockchain-use case, which 

alternatives to blockchain they should 

consider, or which kind of blockchain to 

use. This series of simple yes-no questions 

should be informative for practitioners 

helping them make sense of the challenges 

and design perimeters. In reality, however, 

design is much more than binary decisions, 

and much more about complex and possibly 

paradoxical trade-offs. These trade-offs can 

be localized to the actual design 

characteristics, also relate much broader to 

business requirements and –constraints.
56

 

Thus, practitioners need to carefully 

evaluate the feasibility of different business 

requirements and design solutions. For 

example, if there are pressing regulatory 

requirements for an auditable and immutable 

log (decision step 7), a blockchain solution 

might be advisable regardless of the other 

decision steps. As a rule of thumb, we 

usually advise that on average at least 5 out 

of the initial 7 questions need to be 
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answered with “yes” to consider a 

blockchain solution. But again, for each 

individual case practitioners need to 

carefully balance various potentially 

paradoxical business and design 

requirements. 

We illustrate the decision path by applying it 

to the case of the maritime shipping 

industry, where we develop a blockchain-

based prototype to overcome the problem of 

the absent single source of truth. In this 

industry, this grievance frequently leads to 

substantial operational inefficiencies and 

economic damages through a delayed 

discharge of cargo, additional docking fees, 

or tied-up resources like immobilized 

carriers. Leading shipping companies like 

Mærsk A/S, APL Ltd., Hyundai Merchant 

Marine Co., Samsung SDS Co. have already 

invested heavily in blockchain technologies 

in hopes of overcoming the paper-laden 

processes. Doing this, they believe, would 

generate an additional US$1 trillion in 

trade.
57

  

A shipping company employee from our 

sample estimates that the development and 

roll-out costs for a blockchain system would 

be well below the fees associated with just 

one of the frequently occurring cargo 

clearance delays. Since the apparent issues 

surrounding inefficient processes using 

partly paper-based documentation, 

redundant data storage, and insufficient 

communication are certainly not specific to 

this industry, we assume that managers in 

other industries will also benefit from the 

decision-path outlined here.  
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APPENDIX A: THE THREE DIFFERENT 

TYPES OF BLOCKCHAINS 

The blockchain decision path consists of ten 

steps, with the last three helping to 

determine which type blockchain type 

should be used in the respective business- 

case scenario. It is imperative to note that 

the same blockchain (e.g., Hyperledger 

Fabric’s) has the capacity to assume 

different types of blockchains (e.g., 

permissioned public and permissioned 

private). The answers to the last three steps 

of our decision path will result in one of the 

following options (see Table 1): 

● The permissionless public 

blockchain type is an open network and 

enables everyone to join (e.g., Bitcoin, 

Ethereum). It is possible for all users to read, 

write, and verify transactions on this type of 

blockchain. This type of blockchain can be 

applied to replace the role of trust in a third 

party. Trust is built between peers in the 

network because they all have to abide by 

the established consensus mechanism. The 

most popular consensus mechanism is Proof 

of Work (PoW) and Proof of Stake (PoS). In 

a PoW system, miners in the network 

compete computationwise by solving the 

hash function of the next block. PoS defines 

the next valid block in a more deterministic 

way, depending on the stake that different 

miners hold (e.g., number of tokens).  

● The permissioned public blockchain 

type is a closed network, were only verified 

and trusted nodes can participate (e.g., 

Ripple, Multichain, Eris, Hyperledger 

Fabric). It is also called a “hybrid 

blockchain,” because all participants can 

view the data, but only authorized users can 

validate transactions.
58

 Users are authorized 

through a network consensus after providing 

the respectively necessary proof of 

eligibility. Such a system constitutes an 

intra- or intergroup technology 

advancement. However, if there were no 

trust issues among users in a hybrid 

blockchain system, the only remaining 

reason to opt for a blockchain database 

would be the immutable logging of 

historical transactions for auditability 

purposes.
59

 

● The permissioned private blockchain 

type is a closed network (e.g., Hyperledger 

Fabric, Corda), that allows only authorized 

users to read, submit, and validate 

transactions.
60

 Transactions are verified or 

the blockchain’s consensus is determined 

within an organization. Commonly, a 

Practical Byzantine Fault Tolerance (pBFT) 

protocol is used, which requires a certain 

percentage of previously verified nodes to 

confirm the transactions. This makes the 

pBFT model more efficient than PoW as the 

miners are not competing and only doing the 

computations to benefit the network.
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Table 1: Description of the Three Blockchain Types 

Blockchain Type Properties 

Permissionless public blockchain  Anyone can join the network, read, write, and 

verify transactions through Proof of Work or 

Proof of Stake. 

Permissioned public blockchain Only trusted and validated peer nodes may join 

the network. The consensus is determined 

between participating organizations. 

Permissioned private blockchain Only trusted and validated peer nodes may join 

the network. The consensus is determined 

within an organization through, for example, a 

Practical Byzantine Fault Tolerance algorithm. 



 

 

 

APPENDIX B: THE RESEARCH APPROACH 

This research applies a problem-centered 

design science research approach developing 

a Proof of Concept (PoC), optimizing and 

addressing the needs of the industry through 

the development of an artifact (see Figure 

8).
61

 

The Problem-Centered Solution 

The maritime shipping industry is currently 

undergoing economically challenging times. 

This has encouraged stakeholders across this 

industry to reconsider their processes and 

opportunities. Most of the current 

administrative processes require a lot of 

human attention, causing inefficiencies, 

errors, and delay that can lead to 

considerable economic damages. This 

problem is caused by the lack of a single 

source of truth. The goal of this study was to 

overcome the prevailing problems. 

Identify Problem & Motivation 

The essence of the problem discovered is 
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that there is no single source of truth that is 

accessible in the maritime shipping industry, 

which leads to fines and allows companies 

to forge documentation, avoid proper 

occupational health regulations, and 

circumvent legal requirements. 

Objective of the Solution 

We approached the maritime shipping 

industry as a context for exploring the use of 

blockchain through conducting interviews. 

To overcome the problem engendered by the 

lack of a single source of truth, a blockchain 

prototype was to be developed, along with 

the associated decision path selecting the 

proper system solution. The main objectives 

of the prototype were to improve the 

efficiency of administrative processes, to 

make them, more reliable and trustworthy, 

and to make documents more easily 

verifiable. We conducted interviews before 

developing the prototype, in order to ensure 

that we were choosing the most appropriate 

and most beneficial solution (see Table 2). 

 

 

 

Figure 8. Problem-Centered Design Science Approach 



 

 

Design and Development 

The entire system must be able to provide 

public data to clients accessing the platform, 

as well as the specific permissions 

demanded by each client for logging 

changes. In order to accommodate different 

reading and writing rights, we opted for a 

public permissioned blockchain on the 

Ethereum private net. The PoC was based on 

the design from the mock-up and wireframe 

simulating a data update transaction by a 

stakeholder or a call for information by a 

reader.
62

 The national maritime authorities 

could initially serve as superusers, managing 

permission rights.  

Stakeholders can access the blockchain 

either through a heavy or light node 

depending on whether or not writing rights 

are required or permitted.  

Demonstration  

We demonstrated the design, development 

and benefits of the blockchain solution for 

the SfS.  

The demonstration showed the feasibility of 

the developed blockchain solution across the 

entire maritime shipping industry. 

Meanwhile, the general public would be 

able to follow the state of the ship registry as 

it changed when smart contracts were signed 

and executed. The smart contract was 

written with the programming language 

Solidity.  

The insights gained from the design 

decisions during the development of the 
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prototype served as a foundation for the 

blockchain decision path. 

Evaluation  

A third interview with SfS evaluated the 

blockchain PoC solution in terms of the 

qualities and requirements gathered from the 

industry in the first and second interviews. 

The relative assessment of the blockchain 

PoC design and development, in the light of 

the demonstration, was that it was consistent 

with the actual needs and constraints of the 

industry.  

Communication 

The contribution of this effort was discussed 

with blockchain consultants, along with the 

use of the blockchain decision path. 

Furthermore, in the early 2018 the Danish 

government published a strategy for the 

Danish digital growth,
63

 stating that the 

Danish government wishes to use a 

blockchain-powered solution for their ship 

register in the public sector. 

Contribution 

The study’s research artifact contributes a 

designed and developed blockchain PoC on 

the basis of the interviews with individuals 

working with the maritime shipping 

industry. This artifact provides a suitable 

and effective solution for solving the 

problem-centered issue we focused and for 

establishing one single source of truth, 

throughout the maritime shipping industry. 
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APPENDIX C: THE INTERVIEWED 

RESPONDENTS 

The following respondents were interviewed 

to inform and validate the prototype’s 

business requirements and system design. 

 

 

 

 

 

 

Table 2: Case-Related Expertise from the Respondents 

Organization Case Description Case-Related Expertise 

The Danish Maritime 

Authority (SFS) 

The Danish maritime authority 

is the national governmental 

organization responsible for the 

shipping companies’ 

compliance to documentation 

and certification requirements 

for cargo, safety, and medical 

restrictions.  

Project Manager and Nautical 

Advisor  

● Holds a Master of Public 

Administration degree. 

● 7 years as a senior consultant at 

The Danish Maritime Authority.  

● 5 years as a ship inspector at the 

Danish Maritime Safety 

Administration. 

DanPilot A/S DanPilot is a medium-sized 

Danish pilotage company 

which employs about 160 

pilots and 90 boatmen, 

completing approximately 

20,000 pilotages a year. 

Pilot and Expert Judge 

● Master Mariner at SIMAC. 

● 10 years’ experience as a pilot at 

Danpilot. 

● 3 years as an expert judge in the 

Danish court system. 

● 10 years as an officer at Mærsk 

Supply Service. 

● 3 years as a superintendent at 

DCSO. 

 


