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Abstract of thesis presented to the Senate of Universiti Putra Malaysia in fulfilment of 

the requirement for the degree of Doctor of Philosophy 

 

A BLOCK CIPHER BASED ON GENETIC ALGORITHM 

 

By 

 

NUR HAFIZA ZAKARIA 

 

December 2016 

 

Chairman : Professor Ramlan Mahmod, PhD 

Faculty : Computer Science and Information Technology 

 

The development of block ciphers have resulted in a number of  cryptographic 

algorithms such as, AES, ARIA, BLOWFISH256, DESL, 3D-AES and many more. In 
many algorithms which are based on the genetic algorithm approach, diffusion 

properties using crossover and mutation function are being generated to produce a 

secure data transmission. Permutation functions are components that are commonly 

used in block cipher to ensure that the ciphers are efficient. However, it would be more 

effective if we can use the optimum and suitable technique for crossover and mutation 

function. This research will concentrate on increasing the complexity and the efficiency 

of block cipher algorithm. This complexity can be done by designing an algorithm that 

consists of substitution function and permutation function which provides confusion 

and diffusion properties. Other than that, the evolvement of technology will also 

contribute towards the development of new block ciphers. To satisfy the information 

security requirements and to enhance the information security, we need secured 

communication and data which can be attained by encrypting the data. In this research, 
we proposed a new block cipher algorithm based on genetic algorithm approach which 

shall meet the security requirements. The study identifies the similarity elements and 

highlights the essential computation elements, namely crossover and mutation that 

generate idea to computational model. It can be applied in designing a new block 

cipher that fulfils Shanon’s confusion and diffusion properties. The structure of the 

components has a fixed block size which is 128 bits and a key size of 128 bits. There 

are three functions for each encryption process which are substitution function, 

crossover and mutation function and add round key function. In this research also, the 

algorithm has been tested with NIST Statistical Test suite to evaluate the randomness 

of the output. The avalanche effect or bit independence analysis has been carried out 

using correlation coefficient and key sensitivity in experiments and satisfies the 
confusion property in non-linearity transformation and sensitivity of the ciphertext 

generated in the block cipher. It also measures the diffusion property in cryptanalysis 

using branch number in estimating the possible success of differential and linear 

attacks. Based on the results, it is proven that the new proposed block cipher algorithm 

has successfully passed all the security requirements needed such as NIST Statistical 

Test, avalanche effect, cryptanalysis and efficiency to justify that it is a secure block 
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cipher algorithm. Therefore, this new proposed block cipher can be used by countries, 

organizations, stakeholders or interested parties as one of the secure algorithm to 

increase the protection of the information and also will contribute as an alternative to 

other cryptographic algorithms in computer security research.  
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Abstrak tesis yang dikemukakan kepada Senat Universiti Putra Malaysia sebagai 

memenuhi keperluan untuk ijazah Doktor Falsafah 

 

SIFER BLOK BERDASARKAN ALGORITMA GENETIK 

 

Oleh 

 

NUR HAFIZA ZAKARIA 

 

Disember 2016 

 

Pengerusi : Professor Ramlan Mahmod, PhD 

Fakulti : Sains Komputer dan Teknologi Maklumat 

 

Pembangunan sifer blok telah menghasilkan beberapa algoritma kriptografi seperti 

AES, ARIA, BLOWFISH256, DESL, 3D-AES dan banyak lagi. Dalam banyak 
algorithma yang berdasarkan pendekatan algoritma genetik,  sifat resapan yang 

menggunakan crossover dan fungsi mutasi telah dihasilkan untuk  menghasilkan 

penghantaran data yang selamat. Fungsi atur adalah komponen yang biasa digunakan 

dalam sifer blok untuk memastikan bahawa tulisan rahsia adalah cekap. Walau 

bagaimanapun, ia akan menjadi lebih berkesan jika kita boleh menggunakan teknik 

yang optimum dan sesuai untuk crossover dan fungsi mutasi. Kajian ini akan 

menumpukan perhatian kepada meningkatkan kerumitan dan kecekapan algorithm sifer 

blok. Kerumitan ini boleh dilakukan dengan mereka bentuk algoritma yang terdiri 

daripada fungsi penggantian dan fungsi atur yang menyediakan ciri-ciri kekeliruan dan 

penyamaran. Selain itu, kemajuan terkini dalam bidang kriptanalisis memberi motivasi 

kepada reka bentuk yang baru. Untuk memenuhi keperluan keselamatan maklumat dan 

untuk meningkatkan keselamatan maklumat, kita memerlukan komunikasi dan data 
yang selamat yang boleh dicapai dengan menyulitkan data. Dalam kajian ini, kami 

mencadangkan satu algoritma baru berdasarkan pendekatan algoritma genetik yang 

memenuhi syarat-syarat keselamatan. Kajian ini mengenal pasti unsur-unsur persamaan 

dan menonjolkan elemen-elemen penting dalam algoritma genetik iaitu crossover dan 

mutasi yang menjana idea untuk model pengiraan. Ia boleh digunapakai dalam mereka 

bentuk sifer blok yang baru yang memenuhi ciri-ciri Shanon iaitu kekeliruan dan 

penyebaran. Struktur komponen ini mempunyai saiz blok tetap iaitu 128 bit dan saiz 

kekunci ialah 128 bit. Terdapat tiga fungsi bagi setiap proses penyulitan iaitu fungsi 

penggantian, fungsi crossover dan mutasi dan fungsi penambahan pusingan kekunci. 

Dalam kajian ini juga, algoritma telah diuji dengan Ujian Statistik NIST untuk menilai 

kaedah rawak terhadap hasil algoritma. Kesan runtuhan telah dijalankan dengan 
menggunakan pekali korelasi dan sensitiviti kekunci dalam eksperimen dan memenuhi 

ciri-ciri kekeliruan dalam transformasi bukan linear dan sensitiviti tulisan rahsia yang 

dihasilkan dalam sifer blok. Ia juga mengukur ciri-ciri penyebaran dalam kriptanalisis 

dengan menggunakan nombor cawangan dalam menganggarkan kemungkinan 

kejayaan serangan pembezaan dan serangan linear. Berdasarkan keputusan, ianya telah 

dibuktikan bahawa cadangan algoritma baru ini telah berjaya memenuhi semua 
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keperluan keselamatan yang diperlukan seperti Ujian Statistik NIST, kesan runtuhan, 

kriptanalisis dan ujian kecekapan untuk menjelaskan bahawa ianya adalah satu 

algoritma sifer blok yang selamat. Oleh itu, sifer blok baru yang dicadangkan ini boleh 

digunakan oleh negara, organisasi, badan korporat atau pihak yang berkepentingan 

untuk meningkatkan perlindungan maklumat dan juga akan menyumbang sebagai satu 

alternatif algoritma kriptografi lain dalam penyelidikan keselamatan computer. 
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P-box   Permutation box 

P-value   Probability value 

RSA   Rivest Shamir Adleman 

SAC   Strict Avalanche Criterion 

SPN   Substitution-permutation network 

S-box   Substitution box 

XOR   Exclusive OR 
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CHAPTER 1 

 

INTRODUCTION 

 

1.1 Introduction 

 

Cryptography is the study of mathematical techniques related to aspects of information 

security for example confidentiality, data integrity, authentication and non-repudiation. 
Cryptography allows people to carry over the confidence found in the physical world to 

the electronic world, thus allowing people to do business electronically without doubts 

of cheating and deception. In our daily routine, we always interact with others 

electronically, whether it is using e-mail, e-commerce, ATM machines or cellular 

phones. The continuous increase of information transmitted electronically has lead to 

an increased dependence on cryptography. With cryptography, we can make sure the 

websites and electronic transmissions are secured and trusted. All the data transmitted 

between two computers where the data is kept and received must be encrypted. This 

will allows people to do online banking, online trading and make online purchases with 

their credit card without worrying that any of their account information is being 

compromised. Cryptography is very important to the continued development of the 
Internet and electronic commerce. 

 

In January 1997, the US National Institute of Standards and Technology (NIST) 

announced the start of a proposal to develop a new encryption standard: the Advanced 

Encryption Standard (AES). The new encryption standard was to become a Federal 

Information Processing Standard (FIPS), replacing the old Data Encryption Standard 

(DES) and triple-DES (Daemen and Rijmen, 2002). Unlike the selection process for the 

DES, the Secure Hash Algorithm (SHA-1) and the Digital Signature Algorithm (DSA), 

NIST had declared that the AES selection process would be open. Anyone could 

submit a candidate cipher. Each submission, provided it met the requirements, would 

be considered on its merits. NIST would not perform any security or efficiency 
evaluation itself, but instead invited the cryptology community to mount attacks and try 

to cryptanalyze the different candidates and anyone who was interested to evaluate 

implementation cost. All results could be sent to NIST as public comments for 

publication on the NIST AES website or be submitted for presentation at AES 

conferences. Finally, on 2 October 2000, NIST officially announced that Rijndael 

without modifications would become the AES (Daemen and Rijmen, 2002). 

 

The Advanced Encryption Standard (AES) is a specification for the encryption of 

electronic data established by the U.S. National Institute of Standards and Technology 

(NIST) in 2001. It is based on Rijndael cipher which is developed by two Belgian 
cryptographers, Joan Daemen and Vincent Rijmen. AES is a block cipher with block 

size of 128 bits or 16 bytes. Keys for the cipher come in one of three lengths: 128, 192 

or 256 bits, which is 16, 24, or 32 bytes. The main mathematical difficulty with the 

algorithm is that it uses arithmetic over the field 𝐺𝐹(28). Aim for this research is to 
propose a new design of AES block cipher algorithm based on genetic algorithm 

approach. Genetic algorithm is a randomized search and optimization technique guided 
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by the principle of natural selection systems. Three basic operators used in genetic 

algorithms contain selection, crossover and mutation. The genetic algorithm also goes 

through the following cycle: evaluate, select, mate and mutate until some stopping 

criteria are reached. This research also will define the genetic algorithm approaches 

that will be used in cryptographic algorithm. This element can be associated with the 

confusion and diffusion properties in cryptography. 

 

1.2 Problem statement 

 

The rapid evolvements of technology have resulted in a number of new proposals on 

block ciphers. Bogdanov et.al. (2013) proposed a new Autheticated Lightweight 

Encryption algorithm coined ALE. The basic operation of ALE is the AES round 

transformation and the AES-128 key schedule. ALE is an online single-pass 

authenticated encryption algorithm that supports optional associated data. Gong et. al. 

(2012) came up with new family of lightweight block ciphers named KLEIN, which is 

designed for resource-constrained devices such as wireless sensors and RFID tags. This 

cipher has the advantage in the software performance on legacy sensor platforms while 

its hardware implementation can be compact as well. Guo et.al. (2011) proposed a new 

block cipher, LED that is dedicated to compact hardware implementation and offering 

the smallest silicon footprint among comparable block ciphers. The cipher has been 
designed to simultaneously tackle three additional goals. First, the authors explore the 

role of an ultra-light key schedule. Second, they consider the resistance of ciphers and 

LED in particular to related-key attacks, they are able to derive simple yet interesting 

AES-like security proofs for LED regarding related –or single-key attacks. And third, 

while they provide a block cipher that is very compact in hardware, they aim to 

maintain a reasonable profile for software implementation. Murphy et.al. (2002) 

proposed a new block cipher, BES that uses only simple algebraic operation in GF(28). 
The properties of this new cipher are related to the properties of the AES, as the AES is 

essentially the BES with a restricted message and key space. 

 

In many algorithms, (Sliman et al., 2013; Suvajit D. et al., 2014; Somalina C., 2015; 

Sindhuja K. et al., 2014; Sania J. et al., 2014; Poornima G.N. et al., 2014; Lavkush S. et 

al., 2012; Ranajay K. S. et al., 2015; Vivina G.M. et al., 2016; Prempratap Singh et al., 
2014;) which are based on the genetic algorithm approach, diffusion properties using 

crossover and mutation function are being generated to produce a secure data 

transmission. Permutation functions are components that are commonly used in block 

cipher to ensure that the ciphers are efficient. However, it would be more effective if 

we can use the optimum and suitable technique for crossover and mutation function. 

This research will concentrate on increasing the complexity and the efficiency of block 

cipher algorithm. This complexity can be done by designing an algorithm that consists 

of substitution function and permutation function which provides confusion and 

diffusion properties. 

 

Besides, as time goes by, the evolvement of technology will also contribute towards the 

development of new block ciphers. Every country has different requirements when 

requesting block cipher so there is no limit in developing them. According to the 

National IT Council (NITC) report on “Securing Malaysia Sovereignty in the 
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CyberWorld” provided by Ministry of Science, Technology and Innovation, Malaysia 

(MOSTI, 2008), they have outlined critical areas in which new and additional research 

and development is needed to increase the protection of the national information data. 

One of the critical areas is, secured communication which helps to protect the 

confidentiality and integrity of information during transmission and storage. Secured 

communication can be achieved by encrypting and hiding data transmission and also 

when it is stored on a system. One of the area which has been identified as priority with 

respect to secured communications is conventional cryptography which provides the 

fundamental security and privacy in the information society. As stated in the National 

Strategy ICT Roadmap, security is one of the pressing needs and critical infrastructure 

in Malaysia by 2020. It is an advantage if we can develop our own symmetric block 
cipher for our national security interest. Therefore, it is necessary to research a secure 

symmetric block cipher algorithm. Towards that and after reviewing related research, 

we proposed a new design of block cipher algorithm which shall meet the security 

requirements. This new block cipher algorithm will increase the protection of the data 

information. The design of this new block cipher also will consider all the security 

requirements in all the other block ciphers mentioned in the literature review. 

 

1.3 Objective of the research 

 

The objective of this study is to design and implement a secure symmetric encryption 

block cipher inspired by genetic algorithm which shall fulfill the security requirements. 

 

a) To design new block cipher based on the properties and elements of the genetic 

algorithm. 

b) To design new 14 S-Boxes using affine transformation which produce good 

cryptographic S-boxes properties which are nonlinearity, balanced Boolean 

function, confusion coefficient variance and the differential uniformity. 

c) To produce a set of function based on the genetic algorithm model which is 

crossover and mutation function that have the characteristics or properties of the 

proposed block cipher. 
 

1.4 Scope of the research 

 

The scope of this study is to develop a secure symmetric block cipher. For this 

proposed block cipher, the features which have been identified to be taken into 

consideration are:  

 

a) Block size 
The length of the block size is 128 bits. 

 

b) Key length 

The length of the key is 128 bits. 

 

c) Security analysis 
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Several security analyses such as randomness tests, avalanche effect, linear and 

differential cryptanalysis has been carried out for the proposed block cipher in order to 

fulfil the security requirements. 

 

d) Efficiency analysis 

An investigation into efficiency of the proposed algorithm was also included in this 

research because it is necessary to ensure that the proposed block cipher is secure and 

efficient. Furthermore, the efficiency is the second important category of evaluation. 

 

1.5 Contributions of the research 

 

The contribution of this work as follows: 

 

a) This research focuses on the genetic algorithm approaches to design symmetric 

encryption block cipher algorithm. It classifies the similarities and dissimilarities of 

elements and highlights the crucial elements that can be applied in symmetric 

encryption block cipher algorithms. The essential elements of genetic algorithm can 

be related with the Shannon’s confusion and diffusion properties in cryptography. 

 
b) This study uses affine transformation to produce 14 new S-Boxes. The S-boxes 

have 8 x 8 A matrix and a constant C of one byte, a column matrix. 

 

c) This research uses genetic algorithm approach to develop the design of new block 

cipher consists of a new transformation function. The structure of the components 

has a fixed block size which is 128 bits and a key size of 128 bits. 

 

1.6 Organization of the thesis 

 

This thesis is organized into nine related chapters. It begins with Chapter 1, providing 
the introduction of the thesis that includes the research problems, research objectives, 

scope of the research and contributions of the research. 

 

Chapter 2 describes literature surveys and background study on some related works. It 

covers the information about cryptography, symmetric key algorithm, AES block 

cipher, security analysis, previous work of block ciphers, model applied based on 

genetic algorithm, terms and terminologies concepts used in this thesis. 

 

Chapter 3 discusses about genetic algorithm as inspiration in designing a secure block 
cipher algorithm. This chapter also describes the model applied based on genetic 

algorithm. This chapter presents the essential models in genetic algorithm to apply in 

designing the new block cipher. 
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Chapter 4 describes the research methodology. This chapter describes how the 

researcher conducts this research. This chapter also explains all the process of 

measuring confusion and diffusion or randomness of the block cipher output. 

 

Chapter 5 presents the proposed design of the block cipher based on genetic algorithm 

approach. The details on the structure and design of new functions which are crossover 

and mutation function and also new S-Boxes are stressed out in this chapter. 

 

Chapter 6 discusses the first security analysis, which is the randomness test. The 

experiments were carried out using the NIST Test Suite application, which consists of 

fifteen tests which are frequency (monobits) test, frequency within a block test, runs 

test, longest run of ones in a block test, random binary matrix rank test, discrete fourier 

transform (spectral) test, non-overlapping (aperiodic) template matching test, 

overlapping (periodic) template matching test, maurer’s universal statistical test, linear 

complexity test, serial test, approximate entropy test, cumulative sum (cusum) test, 

random excursions test and random excursions variant test. 

 

Chapter 7 presents the second security analysis which is avalanche effect. The 

confusion property of the new block cipher including the correlation coefficient, bit 
error and key sensitivity are discussed in this chapter. 

 

Chapter 8 presents the third security analysis which is cryptanalysis. It discussed the 

results of the analysis of the diffusion property of new block cipher. The branch 

number is calculated in order to measure the diffusion property and it is important to 

resist differential, linear attacks and truncated attacks. New S-boxes also will be 

analysed using S-box Evaluation Tool (SET). SET is a tool for the analysis of 

cryptographic properties of Boolean functions and S-boxes. Lastly, the proposed block 

cipher has been tested for the efficiency in terms of speed. 

  

Finally, Chapter 9 provides the conclusions of the whole research study. Besides, some 

recommendations for future works are proposed in this chapter to explore the study. 
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