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ABSTRACT

Cyber-physicalsystems(CPS)includingpowersystems,transportation,industrialcontrolsystems,
etc.supportbothadvancedcontrolandcommunicationsamongsystemcomponents.Frequentdata
operationscould introduce randomfailuresandmaliciousattacksorevenbringdown thewhole
system. The dependency on a central authority increases the risk of single point of failure. To
establishanimmutabledataprovenanceschemeforCPS,theauthorsadoptblockchainandpropose
adecentralizedarchitecturetoassuredataintegrity.Inbusiness-drivenCPS,endusersarerequiredto
sharetheirpersonalinformationwithmultiplethirdparties.Topreventdataleakageandpreserveuser
privacy,theauthorsisolateandfeeddifferentinformationretrievalrequestsusingtokensspecifically
generatedforeachtypeofrequest.Providingbothtraceabilityofdataoperations,andunlinkabilityof
enduseractivities,arobustblockchain-basedCPSisprototyped.Evaluationindicatesthearchitecture
iscapableofassureddataprovenancevalidationanduserprivacypreservationatalowoverhead.

KeywoRDS
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1. INTRoDUCTIoN

Typical Cyber-Physical Systems (CPS) connect physical infrastructure to integrated computing
devicesanddatastoragefacilities,withacombinationofcomputation,communicationandcontrol.
CPSareincreasinglydeployedinmilitary,electricalandmedicalsystems,aswellaslogisticsor
industrial production processes. However, due to system unstability and existing vulnerabilities
intheheterogeneoussubsystems,thecontrolsystemmaybefacedwithrandomsystemfailuresor
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evenmaliciouscyberattacks.Meanwhile,endusersoftheCPScouldbeencounteredwithpotential
privacyconcerns.Recentresearch(Han,Shah,Luk,&Perrig,2007)indicatesthatthecollecteddata
ofindoorhumiditycouldrevealuseractivities,thusbecomingadataleakagepoint,whichcould
significantly raiseprivacyconcerns forendusers. It isalso reported(Grid,2010) that thesmart
metercancollectdatafromHomeAreaNetwork(HAN)torevealhomesmartappliances,making
enduserprivacyathighrisks.

ThedistributedledgerwhichisbeingusedbycryptocurrencieslikeBitcoin(Nakamoto,2008)
and(Wood,2014),isadecentralizedarchitecturerunningamongdistributedanduntrustednetwork
nodes with cryptography algorithm and consensus mechanism, providing traceability and data
protectionforeachtransactionwitnessedbyparticipatingnodes.Blockchainisoneimplementation
ofdistributedledgerwhereachainofblocksaregeneratedfromtransactionsbetweennodes.The
adoptionofblockchain inCPSis rarelystudiedbut isquitepromising.Due to thedecentralized
architectureofblockchainandtheremovaloftrustamongdistributednodes,therobustnessofCPS
canbeimprovedwiththeredundancycapabilityachievedbythedistributedcopiesmaintainedby
everysinglenode.Blockchainbaseddataprovenanceisproposed(Liangetal.,2017)topreserve
theintegrityofdatageneratedfromcommunicationandcontrolprocedures,withthecapabilityto
defendagainstdeceptionattacks(Shirey,2007).

AccordingtotheframeworkforCPS(Griffor,Greer,Wollman,&Burns,2017)issuedbythe
USNationalInstituteofStandardsandTechnology(NIST),cybersecurityforCPSmustaddresshow
asystemcancontinuetofunctioncorrectlywhenunderattack,providemechanismsthatsupport
fault-tolerancewithmission-orbusiness-drivenpriorities,andenablethesystemtofail-safe.Those
requirementsindicatetheurgencyofdevelopingasurvivableandreliableCPS.Modernpowergrid
system,namelysmartgrid,isproposedinmanycountriestorealizeareliable,scalable,manageable,
extensible,secure,interoperableandcost-effectiveelectriccyber-physicalinfrastructure(Khaitan&
McCalley,2013).Atypicalsmartgridsystemconsistsofpowergeneration,transmission,distribution
andconsumptiondomainsandweaimtoaddressthereliabilityandprivacypreservationissuesin
thesedomains.Specifically,wefocusonbusiness-drivensituationsandadoptblockchaintodesigna
reliablepowerdelivery(ingeneration,transmissionanddistributiondomain)provenanceandprivacy
preservinguser interface (in consumptiondomainespecially inHAN), as a step towardsa fully
survivablearchitecture.However,tofacilateCPSwithblockchainarchitecture,severalcriticalissues
needbesolved.WeidentifytheconcernsregardingtheintegrationofblockchainwithCPSandthen
proposeasolutiontofulfilltheobjectivesofreliabilityandprivacyprotection.Inthispaper,weuse
powersystemasasampleCPStoillustratehowblockchaincanbeutilizedinsuchenvironment.Most
importantly,weimplementablockchainbasedpowersupplychaindataprovenancearchitecturefor
powerdelivery,andprivacyprotectionschemetopreventsensitivepersonaldataleakage.Performance
evaluationindicatesthattheproposedarchitectureachievestheaboveobjectivesatalowoverhead
withsecurityguarantee.

1.1. Contributions
Wesummarizeourcontributionsasfollows:

1. WeinitiatetheresearchofidentifyingthechallengesofblockchainintegrationintoCPS,and
designingareliabledataprovenancearchitecturewithpreservedprivacyforbusiness-driven
CPSbasedonblockchain.Tothebestofourknowledge,thisisthefirstworktowardsdesigning
areliableandprivacypreservingpowersystemprovenancearchitecture;

2. Wedesignareliabledataprovenancearchitecturetoenabletraceabilityfordataprocessingand
operationsinCPS.Inaddition,wetransformdataprovenanceintoimmutableandpermanent
blockchain transactionsefficientlyusinghashalgorithms, toprotectdata integrityandresist
tampering.Theintegrityofthedataandthetrustedtimestampingisguaranteedbytheconsensus
mechanismusedintheblockminingprocess;
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3. Wedesignaprivacypreservingschemewithunlinkabilitybetweenuseractivitieswithinthe
businessdomainbyleveragingattributebasedverificationtominimizethedisclosureofpersonal
informationandverifyanonymousidentity.Theevaluationindicatesthatthearchitecturebrings
lowoverhead.

Therestofthepaperisorganizedasfollows.Section2introducestheadvantagesblockchain
canbring,challengestointegrateblockchainintoCPS,aswellasattributebasedverificationandthe
threatmodel.Section3introducestheoverallsystemdesignandtwosystemprocesses,includingdata
provenancealongthedatatransmissionlogicandtheprivacypreservingcustomerinterfacewithin
HAN.WegiveasecurityanalysisandperformanceevaluationinSection4.Section5presentsrelated
workandconcludesthepaper.

2. BUILDING BLoCKS

Theproposedsystemisbasedontwomodules,oneistheadoptionoftheblockchaintechnologyfordata
provenanceinCPSarchitecture,theotheristheattribute-basedtokenverificationschemeforprivacy-
preservinguserauthentication.Blockchainisanewtechnologywhichusesadistributedpublicledger
torecordtransactionsandfacilitatetrusteddeliveryoftransactionsacrossadistributednetworkwithout
involvementofcentralizedauthorityorintermediaries.Blockchainshavethefollowingadvantage
overcentralizeddatabases:(1)Abilitytodirectlysharedatabasesacrossdiverseboundariesoftrustin
situationswhereitisdifficulttoidentifyatrustedcentralizedarbitratortoenforceconstraintsofproof
ofauthorizationandvalidity.Blockchaintransactionsleverageself-containedproofsofvalidityand
authorizationbasedonaverificationprocessenforcedbymultiplevalidatingnodesandaconsensus
mechanismthatensuressynchronization.(2)Abilitytoproviderobustnessinaneconomicalfashion
withouttheneedforexpensiveinfrastructureforreplicationanddisasterrecovery.

Attribute-basedverificationiswidelyadoptedforcloudserviceswhereserviceprovidersarenot
trusted,andusersareconcernedthattheirsensitivedatacouldbeaccessedbyunauthorizedparties,
becauseonlythenecessarysetofattributesarecapturedforauthenticationpurposes.Thisbrings
benefitsofreducedcommunicationcost,andmostimportantly,providesaprivacy-friendlyinterface
betweentheserviceproviderandtherequestinguser.Moreover,theattribute-basedverificationis
flexibleregardingtothemultipletokensgeneratedfordifferentapplicationscenariosanddifferent
levelofsensitivedatarequired.ThissectionsummarizesblockchaincapabilitiesinsecuringCPS,
andpointsoutthechallengestointegrateblockchainwhichareaddressedinoutsystemdesignin
Section3.Aformalexplanationoftheattribute-basedverificationispresentedforfurtheradoption
duringtheuserauthenticationphase.Threatmodelspecifiesthesystemadversarialcapabilitiesand
securityissuesweintendtosolve.

2.1. what Blockchain can do in CPS
Blockchainsprovidebuilt-intechnicalmechanismstohandletaskswhichwouldotherwiserequire
complexinstitutionalprocesses.Nodesinablockchainautomaticallyself-configure,connectandsync
witheachotherinapeer-to-peerfashion.Thefeatureofbuilt-inredundancyavoidstheneedforclosely
monitoringandprovidestheabilitytotoleratemultiplecommunicationlinkfailures.Externalusers
canbroadcasttransactionstoanynode,anditisensuredthatdisconnectednodeswillbecaughtup
onmissedtransactions.Thedetailedcapabilitiesthatenableblockchainasacompellingtechnology
toserveassolutionstosomecriticalsecurityissuesinCPSarediscussedinthefollowing:

1. Eachminedblockintheblockchaincontainsalistoftransactionswhicharethenhashedasa
Merkleroot.Thisattributecanbeusedtohandlesensitiveinformationandmaintaintheintegrity
ofdata.Thehashofthepreviousblockisinvolvedinthegenerationofthecurrentblockhash,
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makingtheblockcapabletopreventanddetectanyformoftampering.Anymanipulationof
blockdataisimpossiblewithoutbeingdetected.ThisimmutabilityofblockchainbenefitsCPS
bywayofprovidingthereliabilityofdataprovenanceandimplicitlinkabilitybetweenlistsof
transactions;

2. Basedonthetimestampingfunctionandthechainbasedarchitecture,mathematicalcertainty
over theprovenance and trackingof every component couldbe assured in the system.Any
recordanchoredontheblockchaincannotbemodifiedandthustherecordedeventsequencing
ispreserved.Thevalidationofthedataintegrityisprovablebytraversingtheblockchainstate
whichismaintainedbydistributednodes;

3. Computationanddataoperationprocesscanbedeployedamongmultipleuntrustedparties,but
thecomputationanddataoperationresultsaretrusted.Thiscaneffectivelyreducetherisksof
singlepointoffailuresandtheDDoSattack(Douligeris&Mitrokotsa,2004).

2.2. Challenges for Blockchain Integration in CPS
1. DatavolumeinCPScouldbeaheavyloadfortheprocessingunit.Todealwithmultipleconcurrent

datastreamsandoperationrecords,itisrequiredthattheblockchainshouldmanagefrequent
datarecordsandhandlelargedatasetsduringalimitedtimespan.However,blockchainbased
architecturerequiresaspecifictimecostforbothblockminingandconsensusscheme;

2. Data from different CPS domains are differently formatted during creation, exchange and
storage.It isevenmorecomplextoprocess,understandandmanagedata that is transmitted
across boundaries of several subsystems. The data interoperability poses a challenging task
forblockchainintegrition,especiallyforthedesignlogicofblockchainprogramsuchassmart
contractinEthereum(Wood,2014)orchaincodebyHyperledger(Cachin,2016);

3. Thepublicnatureofblockchainarchitectureisahugechallengefordealingwithsensitivedata
especiallywhenitcomestothemarketandcustomerdomain.Securitymeasuresarerequiredto
makesurethatonlyauthorizedaccessisallowed,anduserprivacyisnotatrisk.Someblockchain
implementations such as Hyperledger support channel scheme which provides an isolated
communicationmethodbutstilladdstotherisksofdataleakageduringchannelparticipation.

2.3. Attribute Based Verification
ToprotectuserprivacywithinthebusinessdomainoftheCPS,itiscrucialthattheuseridentityis
noteasilyexposedandtherearenolinkabilitybetweennormaluseractivities.Forverification,real
worldidentitiessuchasapassportoradriver’slicensecanexposesensitiveinformationofaperson,
suchasname,dateofbirthandaddress,resultingindrawbackstowardsprivacyrisks.Notonlythe
user’sreal-worldactivitiescouldbetracked,butalsoonlineactivitiesareexposed.Toauthenticate
userinamoreprivacyfriendlyway,attribute-baseddatasharing(Yu,Wang,Ren,&Lou,2010)is
proposedsothatusercandiscloseonlynecessaryinformationtoserviceproviderswithoutrevealing
therealidentityandotherpersonalinformation.Forexample,thecustomerwouldonlyrevealbilling
statusandpowerloaddemandinsteadofbillingstatementordetailedpowerusage,toindicatepersonal
informationandrequesttoacertainserviceprovider.

Supposeauserhasanattributeset,notedasA a a a
user n
= …

1 2
, , , .Thereareserviceproviders,

notedasSP sp sp sp
n

= …
1 2
, , , ,requiringuserauthenticationsothatonlyuserswithspecificattribute(s)

couldbeauthenticated.Forsimplicity,wesupposethereisoneattributerequestedbyeachservice
provider and the requiredattribute for sp

i
 is notedas A f a

sp ii
= ( ) ,where f a

i( )  represents an

interpretationoftheoriginalattributea
i
.Togenerateapresentationtokentotheserviceprovider

thatrequestsuserattributes,atrustedissuerwhichisresponsibleformaintainingtheuserinformation
databasewillfirstissueacredentialbysigninguserattributesanduserprivatekeya.Proofofstatement
willthenbeusedtogenerateandpresentatokencontainingtheselectedattributestotheservice
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provider and prove the possesion of required attributes. Such proof of statement, such as Zero
KnowledgeProof(Goldreich&Oren,1994),willbeadoptedforselectiveattributedisclosureand
minimizingtheinformationaserviceprovidercanaccessorobtain.

2.4. Threat Model
Weconsiderapowersystemwheretherearelargequantitiesofdistributednodeswhichareutilized
forcomputing,communicationandcontrollingduringthepowersupplydeliverytoendusers.Those
devicescouldbecontrolledbyinsiderstoperformdesignedbehaviors,butinsidersarenotalways
trusted.Consequently,theintegrityandavailabilityofdatastoragecouldbecompromiseddueto
unauthorizedaccessandmaliciousmanipulation,makingdataprovenanceachallengingtask.

Thepowersupplychainandmarketparticipantsincludebilling,investigation,homesensor/device
providers,supplychaincoordinatorsandotherpowerrelatedserviceproviders.Inthepowersystem
closetotheHAN,endusersorcustomersareexposedtointeractionswiththeseparticipants.Different
levelsofpersonalinformationareretrievedduringthewholeprocesswhichindicatespotentialdata
leakagepointsandprivacythreatsforendusersorcustomers.Relatedthirdpartieslikebillingand
insurancecompaniesoreventheserviceprovidersarecuriousaboutpersonalinformationsuchas
powerusageandhomeactivitieswhiletheyshouldonlyaskfortheminimizednecessaryinformation
theyneed.Theverifierfromtheserviceprovidermayattempttoinferandlinkuseractivities.Also,
theserviceproviderandverifiercouldevencolludewitheachother.

Weassumethattheparticipatingblockchainnodesarenottrustedbutperformtheassignedtasks
ofcollectingandcomputingthehashofdatarecords,thusreliablyachieveagreementamongthe
untrustednodes.Moreover,thecommunicationchannelsbetweenusersandtheserviceprovideris
secureandeachusercredentialandtokenaswellasprivatekeysarewellprotected.

3. SySTeM DeSIGN

Todesignablockchainfacilatedsmartgridsystem,weadoptHyperledgerFabric(Cachin,2016),
whichisanopensourceblockchainplatformwiththecapabilityofchaincodedeployment,toprovide
thetamper-resistantandtraceabledataprovenancefunctionality.Especially,fortheprivacypreserving
customerinterfacewithoperationcomponentsandserviceproviders,wedisclosecustomerattributes
inaselectiveandunlinkablemanner.ThearchitectureisshowninFigure1.

Three layers are designed in the blockchain-based smart grid architecture, namely protocol
layer,infrastructurelayerandblockchainlayer.Systementitiesincludepowerplant,transmission,
distributionsectors,andHAN,aswellasmarketing,operation,andserviceproviderdomains,as
illustratedintheinfrastructurelayerinFigure1.Thepowerplant,transmission,distributionsectors,
andmarketing,operation,andserviceproviderdomainsareresponsibleforpowergenerationand
delivery, while HAN serves as an interface between AMI (Advanced Metering Infrastructure)
devicesandcustomers.Eachcomponentintheinfrastructurelayeranditsactivitiesduringpower
generationanddeliveryarecapturedandanchoredtotheblockchainlayerforprovenancepurposes.
Theblockchainlayercomprisesdistributedcomputingnodesandcopiesofallblocksoftransactions.
Thedecentralizedarchitectureprotectsprovenancedataintegrityinareliablemanner.Toenhancethe
scalabilityofblockchainintegrationwiththesystem,thetree-baseddatabatchingmethodisadopted
forconcurrentdatainput.

Inprotocollayer,thereareFabricclients,representingmarketing,operation,serviceproviders
andcustomers, responsible forprocessingpower transactions.Forone thing, theFabricclient is
responsible for retrieve all the provenance data across the entire infrastructure. For another, the
Fabricclientisalsoresponsiblefortheverificationandprivacyprotectionofthecustomers.Different
rolesareassignedintheprotocollayerfortoken-basedverification,suchastokenissuer,proverand
verifier.Thecustomer(prover)tokensaregeneratedusingdifferentattributesrequiredbytheservice
providers(verifier),byrequestingtoidentityservers(issuer)intheoperationdomain.Theproveronly
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selectsnecessaryattributestogeneratespecifictokensfordifferentservices,preservingcustomer
privacywithminimumexposureofsensitiveinformation.Meanwhile,differentverifierscannotlink
tokenspresentedbythesameprover.Byproperlyattributeselection,eventhesameverifiercannot
linkdifferenttokenspresentedbythesameprover.

To illustrate thedesignof thearchitecture indetail,weconsider twomajor tasksof the
systeminthefollowingsections,includingdataprovenanceforpowerdeliveryandthecustomer
interfaceinHAN.Byintegratingblockchain,thesystemcanachievethedecentralizationand
reliabilityofthedataprovenance,andtheprivacypreservationofthecustomerinterfacewith
auditableactivitylogs.

3.1. Reliable Data Provenance for Power Delivery
Smartgridsystemcomponentsincludepowergeneration,transmission,distributionandcustomer,
whiletherearethreedomainsincludingmarket,operationandserviceprovider,allofwhichhost
aFabricclient tosupport theprovenancegeneration.EachFabricclientreliesonapeernode to
communicate with neighboring peers. The data provenance procedures include provenance data
retrieval, provenance data uploading and integrity validation. Data operations along the power
deliveryprocessaremonitoredandretrievedbythedataprovenancegeneratorandthenuploadedto
theFabricplatform.Byconsensusschemeandblockmining,theprovenancedatawillbepatched
andanchoredintheledgerasatransaction.Theledgeritselfisachainedstructuresoeachblock
isintegrityprotectedandanymodificationwouldresultinallthefollowingblocksbeingaffected.
Detailedprocessisasfollows.

3.1.1. Phase One: Provenance Data Retrieval
Thedata operator ismonitored when performing control commands and communications. With
increasingdevelopmentofsensors,controllersandintegratedtools,itiseasiertomonitorcomplex
gridoperationsuninterruptedly.Transactionsincludemaintainingandcontrollingofthegrid,dynamic
load,faultandoutagemanagement.AnexampleoperationrecordisretrievedinJSONformatwith
metadataasfollows:

Figure 1. A blockchain-based smart grid architecture with reliable data provenance and privacy preservation
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{
“nodeID”:”1001”,
“operationtype”:”reclose”,
“affecteddevice”:”devicegroup1”,
“timestamp”:”1475679929”,
“location”:”39.858425,116.287148”,
“devicetype”:”switch”,
“load”:”[]”,
“priority”:”30”,
“status”:”close”
}

3.1.2. Phase Two: Provenance Data Uploading
Toprotecttheoperationdataandimprovetheprocessefficiencyofconcurrentoperationrecords,the
JSONformatteddataishashedtoastringwithfixedlength.Thisresolvestheincompatibilityissue
betweensubsystemsacrosstheinfrastructure.ByadoptingaMerkleTree(Szydlo,2004)structure,
the data uploading process is transformed to a data batching and tree construction task, with a
computationcomplexityofO n( ) .Eventually,thetreerootisuploadedtotheblockchainnetwork
andrecognizedasatransaction,toformablocktogetherwithothertransactions.Theblockisvalidated
bydistributedpeersandwillbeappendedtotheexistingblockchainafteraconsensusisreached.
Theuploadeddatarecordwillbeupdatedwhenaproofofintegrityisgenerated.Theproofofintegrity
isgeneratedwiththemetadatafromthespecificblockwherethetreerootisanchored,followingthe
Chainpoint2.0standard(Vaughan,2016).

3.1.3. Phase Three: Provenance Data Integrity Validation
Onreceivingtheproofofintegrity,itcanbevalidatedbyqueryingtheblockchainnetwork.Ifthe
proofisconsistentwiththeblockinformationitpointsto,thedataintegrityandthetimestamping
isthentrusted.Thevalidationprocessisdesignedtorunperiodicallysothatcyberincidentscanbe
identifiedinatimelymanner.Byexaminingtheproofofintegrity,theprovenancedataistraceable
throughouttheentirelifecycleofasingleoperationeventorapieceofdataoperationunit.The
provenancedatacanbeusedforfurtherinvestigationtodetectmaliciousbehaviorsandintrusions.

Withallthreephasesabove,weachieveareliabledataprovenancearchitecturewithscalability.
Thedataanchored to theblockchainnetwork isverifiedand integrityprotectedcontinuouslyby
distributednodes.Thescalabilityisachievedbybatchinginputdatasetsintotree-baseddatastructure
usingthealgorithm,whereeachtreeleafnoderepresentsadatarecordwhilethetreerootnodeis
anchoredtotheblockchainnetworkasatransaction.Thehashalgorithmhelpstoformatthedata
inputsandachieveaconsistentinterfacebetweentheblockchainnodes.

3.2. Privacy Preserving Customer Interface
InHAN,homeappliancesinteractwithserviceprovidersorotherAMIdevicesforpowersupplyand
dataexchange(Liu,Xiao,Li,Liang,&Chen,2012).Thefollowingprocessesillustratetheproposed
architectureforpreservingconsumerprivacyusingselectiveattributedisclosure.Threeentities,suchas
issuer,customerandtheserviceprovider,areinvolvedinthecustomerinterface.Theissuerbelongsto
theoperationdomainandisresponsibleformaintainingthecustomerdatabase,generatingsignatures
oncustomerinformation,andinitializingsystemparametersforfollowingdataoperations.Theservice
providerwillproposepoliciesforeachservice,askthecustomersforverificationandprovideservices
toauthenticatedandqualifiedcustomers.Theattributeselectorisusedtocheckwhetherthepolicies
aresatisfiedsothatthecustomersarequalified.Thetokendatabaseismaintainedbythemarketing
domainandserviceproviders.Thecustomermaintainsadatabaseforcredentialswhicharereceived
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fromtheissuer,choosesattributesneededbasedonthepoliciesmadebytheserviceprovidersand
generatesmultipletokensaccordingly.Thedetailedproceduresincludesystemsetup,registration,
credentialissuance,tokepresentationandverification.

3.2.1. Phase One: System Setup
Toissuecredentialsforthecustomer,theissuerfromtheoperationdomainfirstgeneratescryptographic
parameters.BasedonStrongRSAassumption(Cramer&Shoup,2000),givenaspecialRSAmodulus
n pq= ,where p andq aretwoprimenumbersandkeptasthesecretkeyoftheissuer,SK

I
.A

setofrandomnumbersaregenerated,R R R
l0 1

, , ,… ,Z S QR
n

, ∈ ,whereQR
n

isaquadraticresidue.
TheotherparameterssuchasHashfunctions(Ramakrishna&Zobel,1997)andattributelengthare
alsopredefinedinthisstage.

3.2.2. Phase Two: Registration
Tosubscribetothepowersupplyservice,customersneedtoregisterfirsttoobtainauseraccountby
communicatingwiththeissuerinareliablemanner.Thisunspecifiedmannerisoutofthescopeof
thispaper.ThecustomerprovidesalistofattributesA

customer
= a a a

l0 1
, , ,… andgeneratesaprivate

keyaaswell.Forcredentialrequests,theattributelistandanonceissenttotheissuer.

3.2.3. Phase Three: Credential Issuance
On receiving the credential request from the customer, the issuer signs on a commitment

R R R mod na

i

l

i

ai= ( )
=
∏0

1

 ,withthesignatureA Z S Rv
e

= ( )/
/1

,whereeischosenbytheissuer.When

thecustomerreceivesthesignature,thecustomerwillthenvalidatethesignatureusinganewvwhich
isonlyknownto thecustomer.Finally, thesignaturewillbeupdatedandstoredin thecustomer
credentialdatabase.Topreserveactivityunlinkability,thecustomercanrequestalistofcredentials
withdifferentattributesetssignedbytheissuer.

3.2.4. Phase Four: Token Presentation

Thisstepisforthecustomertoprovetotheserviceprovidersp
i
thetruththatthecustomerindeed

ownsthecombinationofthenecessaryattributestosatisfyagivenservicerequirement,namelyR
S

.
AtokenwillbegeneratedbythecustomerdependingonthespecificR

S
,includingthecommon

valuelistcommon,achallengectothenonce n
1

fromtheserviceproviderandasindicatingthe
proofofpossessionofasetofattributeswithspecificvalues.

3.2.5. Phase Five: Token Verification

Tovalidatetheproofofpossession,theserviceprovidersp
i
computesatvaluelistusingthesvalue

list and then the challenge verification c H context common t n
1 1
= ( | )  using the Fiat-Shamir

challengescheme(Fiat&Shamir,1986).Ifthechallengeverification c
1
andcmatches,thenthe

tokenverificationissuccessful.

3.2.6. Phase Six: Channel Setup

Foreachserviceprovider sp
i
,thereisaFabricchannelforthemtosetupandjoin.Eachchannel

representsabusinessscenarioandcanhostoneormoreserviceproviderstoconducttransactions.
Tosetupachannel,theserviceproviderfirstdeploysthechaincode,whichisresponsiblefortransaction
processing,tothechannel.Customerscanchooseachanneltotransactwiththeserviceprovidersfor
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anisolatedandsingle-purposecommunication.Foreachchannel,acustomercanpresentadifferent
token to the service provider so that tokens presented in different channels are not linkable. To
participateinthechannel,necessaryattributesshouldbemet.Aftertheserviceprovidersp

i
checks

therequiredattributedprovidedbythecustomer,thecustomerwillthenbeabletojointhechannel.

3.2.7. Phase Seven: Transaction Processing

Forcustomers requestingservices fromserviceprovider sp
i
, thereare three typesofoperations

providedbyFabricthatacustomercanperform,includinginstantiate,invokeandquery.Forthefirst
interactionbetweenthecustomerandtheserviceprovidersp

i
,thechaincodeneedstobeinstantiated

bysettingtheinitialvalue.Thenchangescanbemadeusingtheinvokemethod.Querymethodsis
used for lookingupa specificvalue.Othermethodscanbedefined to satisfydifferentbusiness
requirements.Thetransactionsarecapturedwhenchaincodemethodsarecalled.Inthisway,the
businessprocessisrecordedinthesubledgergeneratedfromthecurrentchannel,whichwillbecome
partofthesystemledger.

Withallsevenphasesabove,weachieveaprivacypreservingcustomerinterfacewithminimum
informationexposure.Thedatatransmittedduringtheverificationprocessisalsoreducedforbetter
communicationefficiency.Theserviceprovidercanonlyobtainthenecessarysensitiveinformation
fromcustomerswithoutlinkinghistoricaltransactionsperformedbythesamecustomer.

4. SySTeM eVALUATIoN

4.1. Security Analysis
Theproposedsystemintegratesblockchaininasmartgridsystemandprovidesreliableprovenance
fordatageneratedandexchangedduringsystemoperations.Thechallengesforblockchainintegration
summarizedinSection2.2areaddressedinthesystemarchitecture.First,largedatavolumecanbe
handledduringprovenancedatauploadinginatree-baseddatastructure,makingthesystemscalable
whileimprovingthethroughput.Second,datainteroperabilityisaddressedbystandardizingtheformat
fordatacollection.Inourdesign,weadopttheJSONformatwhichissufficientfordescribingan
eventcapturedinthesystemwhilestillapplytodifferentsystemcomponentsandequipment.Third,
thedecentralizedarchitectureissecuredbythetoken-basedaccesscontrolmechanismsothepotential
dataleakageandprivacyconcernsaremitigated,ensuringthesystemreliabilityandaccountability.

Thereliabilityofthedataprovenancereliesontwocriticaldataprocessingtechniques.Forone
thing,eachnodeaccommodatingaFabricclientcangenerateprovenancedata,whichishashedto
abinarystring.Inthiscase,thehashalgorithmmaintainsthedataconsistencybetweentheoriginal
provenancedataandtheuploadeddata.Theprotectedprovenancedatapreventsthedatatampering
fromuntrustedinsidersandoutsiders.Foranother,thereal-timeprovenancedatahashuploadingleads
totheintegrityprotectionfromtheledgerwiththeproofofintegrityandtrustedtimestamping.This
isthesecondshelteragainstdatamodificationandprovidesnon-repudiation.Thehasheddataensures
thatbothdataoperationsandoperator’sidentityisrecordedandintegrity-protected,preventinguser
impersonationattacks.Thepublicblockchainalsorepresentsthetraceabilityforall theuploaded
datarecords.Ontheotherhand,eachdistributednodemaintainsanindividualcopyoftheledger
statewhichisresistantagainstdenialofserviceattackandsinglepointoffailure.Meanwhile,the
provenancedatageneratedbydistributednodesnaturallypreservesalogicalorderoftheoperation
events,addingtothedifficultyofmaliciouslymanipulatingacertainnodeorasetofnodes.

Theprivacypreservationofcustomerinterfaceismaintainedbythecredentialmechanismin
awaythatcustomerscanselectaminimumsetofattributestosatisfytherequestsfromtheservice
providers, reducing potential sources of personal data leakage and avoiding linkability between
activitieswhichfurtherenhancesprivacybyremovingasidechannel.Theunlinkabilityisachieved
inthateachtokenpresentedtotheserviceprovideronlycontainstheproofofpossessionofaspecific
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attributesetss,andduringtokenverification,onlythisproofisverifiedwithoutexposureoftheexact
attributevalues.Thispreservestheunlinkabilitybetweencustomertransactions.Theunlinkability
betweentheissuerandverifierisalsopreservedsothateventheissuerandtheverifiedcolludewith
eachother,theprivacyofthecustomerisstillprotected.

4.2. Performance evaluation
Toevaluatetheperformancefordataprovenanceandprivacyprotection,wetestthearchitectureon
topofHyperledgerFabriconadesktopwithIntel(R)Core(TM)i7-6700CPU@3.40GHz(Skylake
with8MBcache)and32GBRAM.TheIdentityMixertechnology(Bichseletal.,2009)byIBMis
usedtoimplementattribute-basedtokens.Withdifferentnumbersofprovenancedatarecords,we
buildprovenancedataoneachentity,followingthebasisofsubject-basedprovenance.Weuseone
peertorepresenteachparticipatingnodeordevice.Forredundancy,twopeersforeachdevicecould
beadopted.TheopensourcecloudplatformOwncloud(StevenJ.&Vaughan-Nichols,2012),isused
toreceiveprovenancedataandbatchingdataintoblockchaintransactions.

First,theresponsetimefortheblockchainbaseddataprovenancearchitectureisevaluated
againstthedataprovenancewithouttheblockchainclient.Figure2showstheaverageresponse
time to upload provenance data with increasing number of peers while Figure 3 shows the
average response time tovalidate provenancedatawith increasingnumberof peers, bothof
whichindicatesthattheFabricbaseddataprovenancearchitecturestayssteadyandbringslow
overheadfordatauploadingandvalidation.

Compared to the previous experiment evaluation results of a blockchain-based provenance
architecture for the Internet-of-Things (Kaku et al., 2017), theproposed systemarchitecture has
betterperformancesconsideringalowerresponsetimecostwithdifferentnumbersofpeersduring
provenancedatagenerationandvalidation.Thismakesoursystemapractical solution forcyber
physicalsystems,sincetherearenotasfrequentdataoperationsasinthecloudcomputingenvironment
andmostsystemcomponentsarefixedduringsystemestablishmentandsystemoperationsduring
systemrunning.

Forthegenerationofkeyandothercryptographicmaterials,wetestperformancewithdifferent
keylengths,asisshowninTable1.Forperformanceconsiderations,thekeylengthof1024bitas
thesystemkeylengthisused.

Therearedifferentstagesforthegenerationofattributebasedcredentialsandanonymizedtokens.
ThetimecostandrequireddatatransmissionsizeforeachstageisshowninTable2,fromwhich

Figure 2. Average response time for data provenance uploading with increasing number of peers
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wecanconcludethattheaverageoverheadforattributedbasedverificationisacceptable,underthe
circumstancesthattheverificationislaunchedonlythefirsttimewhencustomersrequestservices.

5. ReLATeD woRK AND CoNCLUSIoN

Blockchainbasedsecurityarchitecture for thecommunicationofCPS isproposed in (Yin,Bao,
Zhang,&Huang,2017)andusedinacottonproductionprocess,forimprovementofthesecurity
andtimelinessoftheequipmentcommunicationsanddataexchange.Privacyprotectionforenduser
energyusagecanbedeployedintwoways.Securehardwareandadditionalelectricalcomponentscan
beadopted,asproposedby(Kalogridis,Denic,Lewis,&Cepeda,2011)whereapowerrouteranda

Figure 3. Average response time for data provenance validation with increasing number of peers

Table 1. Overhead in credential generation phase with different key lengths

Key Length (bit) Time Spent (ms) Data Size (KB)

Experiment 1 512 134 3.04

Experiment 2 1024 334 3.49

Experiment 3 2048 29155 4.4

Table 2. On chain overhead in credential generation phase

Phase Time Spent (ms) Data Size Received (KB)

Experiment 1 SystemParameterSetup 290 3.49

Experiment 2 IssuerParameterSetup 355 12.44

Experiment 3 IssuanceRequestfromUser 41 5.52

Experiment 4 CredentialIssuance 475 5.64

Experiment 5 TokenPresentation 260 5.21

Experiment 6 TokenVerification 125 1.41
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rechargeablebatteryisutilizedtomoderateapplianceloadandusepatternstoavoidbeingrecognized
andtrackedbymaliciousintruders.Existingworkmostlyfocusondataaggregationoranonymization.
Ourworkaddressestheunlinkabilityamongdifferentinteractionswithdifferentpartieswheresome
necessarypersonaldataisrequested,andwemanagedtominimizethedatadisclosurewithattribute
basedverification.Auser-centricdistributedsolutionforprivacy-preservinganalyticsusingmulti-
partycomputationisalsoproposed(Bestavros,Lapets,&Varia,2017).

AsidefromblockchainadoptioninCPSsector,thedecentralizationandsecuritycharacteristics
ofblockchainhaveattractedresearchersanddeveloperstodesignanddevelopvariousapplicationsin
differentaspects,suchassmartcontracts,distributedDNS,andidentitymanagementetc.Thereare
alsoblockchain-aimedmethodsdevelopedtoprovidesecurityguaranteesorenhancement.Tierion
(Vaughan,Bukowski,&Rempe,2017)providesaplatformforuploadingandpublishingdatarecords
into the Blockchain network. With public APIs available, Tierion is convenient for integrating
applicationsthatdemandneedofblockchain.DeveloperscanpostmetadatausingHTTPrequestinto
Tieriondatastoreandfetchrecordinformation.EachdatarecordhasarecordIDwhichcanbeused
toretrievetheblockchainreceiptgeneratedbasedontheblockchaintransactions.Theblockchain
receiptcontainsthetransactionIDwhichwillbeusedtolocateatransactionandtheblockthathosts
thetransaction.Inthisway,thedatarecordpostedontheblockchaincannotbetamperedandthe
integrityisassured.Blockchainapplicationininformation-centricnetworkfornamebasedsecurity
ofcontentdistributionhasalsobeenproposed(Fotiou&Polyzos,2016).Enigmaisadecentralized
computationplatformwithguaranteedprivacywhichusesblockchainnetworktocontrolthenetwork,
manage access control and identity, and create tamper-proof log of events (Zyskind, Nathan, &
Pentland,2015).Guardtimeprovidesindustrial-scaleblockchainservicesusingKeylessSignature
Infrastructure(KSI)andsecureone-wayhashfunction,which isquantum-immuneincontrast to
RSA(Buldas,Kroonmaa,&Laanoja,2013).Guardtimealsoproposedablockchainstandardfor
digitalidentityandaprotocolforauthenticationanddigitalsignaturewhichprovidesasimplified
mechanismfor revocationmanagementand long-termvalidity(Buldas,Laanoja,&Truu,2014).
ItispointedoutthattheblockchainusageinthefutureProcurement4.0,asapotentialsolutionto
substantiate Industry 4.0 (Nicoletti, 2018). Blockchain-based information sharing is emphasized
toimproveflexibilityandtoenablemonitoringofrisksaswellastoestablishpreventiveactions
(Urciuoli,2015).DesignprinciplesforapplicationofBitcoindatastructureisexploredin(English
&Nezhadian,2017).Theapplicationofsemanticblockchainsisproposedtosolvetheissueofdata
integrationwithflexibility(Brewster,2015).

Inthispaper,weproposeareliabledataprovenancearchitectureforgeneralizedCPSandutilize
blockchaintoprotectdataintegrityanddetecttampering.Forprivacypreservation,especiallyinsome
business-drivenscenariosinCPS,weadopttheattributebasedverificationforminimuminformation
exposure.WetakepowersystemasanexampleandillustratethedesignontopofHyperledgerFabric
andaddressthosechallengesintermsofblockchainintegrationinCPSsystems,includingscalability,
compatibilityandprivacyconcerns.Evaluationshowsthattheproposedarchitectureiscapableof
integrityprotectionandprivacyfriendly.Tothebestofourknowledge,thisisthefirstdataprovenance
architecturetowardsbuildingasurvivablecriticalinfrastructureinCPSusingblockchain.Inthefuture,
wewilldeploythearchitectureinanemulatedsmartgridenvironmentandevaluatetheperformance.
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