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@ Synchronized time can be obtain from GPS
@ Whatis ID?
A unique digital identity
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@ What is location?
location = <latitude, longitude, altitude>
Obtained from: transceivers, radar, GPS
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@ Active integrity: strong assumption (radar, GPS,
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Figure: GPS location. (Xgps, Ygps) is @ measurement value of the
GPS coordinates.

For GPS: let measurement error Ao = Ax = Ay, write

(X—Xgp3)2 + (y—}’gps)2 < (Aa)? (1)
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@ For Radar detection: ) )
X—vyxcos(6—A6 xsin(0—AB)); < (A 2
Ex ix cos§9+Ae;g 2{ ;y/x smﬁg +A93§2 < EA%Z fsg

6: the detected angle; v: the detected radius.

@ For the region FCGHDE:

Y—AYS \/X2+y2§Y+AY (4)

0—A0< arctanf, <6+A06
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the robust covariance S.
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s _ YR K(llxi = x*[)06 = x*)(xi—x)T (6)
il K([[xi —x*1) ’
where | X|| = XV~ ' XT, K(u) = exp(—hu),
@ By [Caussinus & Ruiz(1990)], h=10.1,
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Can anybody tell me
Bob’s location?

Data source:

@ Radar: Radar of observer
@ Neighbors: All vehicles in the transmission range

@ On-coming vehicles: All neighbors in on-coming
direction
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Security in .
Vehicular o X: radar detection

Adhoc . . .
Networks e Y: on-coming vehicle detection

e Z: neighbor detection

@ The final estimation of location:

Locati X" Y 4
Locaon P=wixX +up+Y +wyxZ

where the weights of
wjy: radar detection
ws: on-coming vehicle detection

ws: neighbor detection
Wi > We > W3

@ The accuracy of this solution is 94.7%
(W1 =04,w, =04, W3 = 02)
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vehicles.

@ Q-Q plot (Quantile-Quantile Plots) [Thode(2002)]

P e A commonly used tool in statistics to show the outliers.

Integrity o |s a kind of graphical method for comparing two
probability distributions

o Plots the two distributions’ quantiles against each other.

@ A Q-Q plot is applied to show the Mahalanobis distance
vs. normal quantile.
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Simulation Settings

Table: Parameters and Values

Parameters Values
Initial traffic density 30 vehicles/Km/lane
The length of the road L 3 Km
Average speed 60 km/h
The number of lanes 4/direction
The mean error u im
The deviation of error o im
Error € 3m
The sample size n 1000
# of neighbor outliers mj,, 8
# of opposite outliers my, 2
The weight for radar wy 0.5
The weight for opposite ws 0.3
The weight for neighbors ws 0.2
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Figure: Q-Q plot of the Mahalanobis distance for neighboring
samples.
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Figure: The x-y coordinates of location observation and the
location estimation.
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Geolock table is preinstalled on all the nodes.
2[Denning & MacDoran(1996)]
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Denning’s GeoEncryption 3
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@ Drawbacks?

e Both sender and receiver have PKI
e Pre-deployed mapping tables

3[Denning & MacDoran(1996)]
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Confidentiality: Our Method
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To crack this scheme, attackers must have both location and

private key.
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Figure: An example of GeoLock.
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Simulation Scenario
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Figure: Decryption region snapshot (Decryption region is not
proportionally drawn)

@ Comparing our extension with a geoencryption
extension: Al-Fugaha [Al-Fugaha & Al-Ibrahim(2007)].
@ Al-Fugaha added decryption region prediction
algorithm to geoencryption in mobile networks.
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Simulation Settings

Table: The selected environment configuration

Name Value
Transmission range 300m
Simulation map Urban
Map area 3.2*3.2 Km?
Decryption area 100*100 m?
Traffic density 1500 vehicles/hour
Average speed 28 m/s
Acceleration range [0,2] m/s?
Initial acceleration 0 m/s?
Initial speed 25 m/s
Mobility model IDM [Treiber et al.(2000)]
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As expected, our algorithm can tolerate larger location
No. of successful decryption
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GeoEncryption Decryption Ratio Vs. Overhead
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@ Main points:
e Encrypt/decrypt location information
@ Location is part of the key: GeolLock
o Key exchange is secured by GeolLock + private key

@ Contributions:

New Geoencryption can operate with only one PKI peer
New Geolock can compute key dynamically.

New Geolock can tolerate larger location errors.

New Geoencryption has lower control overhead.

Location
Confidentiality
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@ Focused on studying location information security
@ CIA model

o Location availability: A mobility and probability model in

Summary VANET communication

e Location integrity: The active, passive and general
models

e Location confidentiality: The location-based encryption
and decryption
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Putting The Work In Perspective

Providing .
Location What remains to be done:

Security in

Vehicul .
o @ Cross layer issues

Networks

@ Extensive simulation

@ Integrate to other research, e.g. privacy

@ Optimization of the algorithm

@ Real traffic data import

@ Test bed implementation

Summary @ Prototype design

@ Applying the research in real applications

@ Theory analysis of the transportation issues
@ Disaster evacuation

@ Data storage in VANET
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VANET Applications

VANET Applications

I. Active safety

1. Dangerous road features

2. Abnormal conditions

1. Curve speed warning, 2 low bridge warning,
3. traffic lights violation warning

1. Vehicle-based road condition warning, 2.
infrastructure-based road condition warning, 3.
visibility enhancer, 4. work zone warning.

3. Danger of collision

4. Incident occurred

1. Blind spot warning, 2. Tane change warning,
3. intersection collision warning, 4. forward/rear
collision warning, 5. emergency electronic brake
lights, 6. rail collision warning, 7. warning about
pedestrians crossing

1. Post-crash warning, 2. incident recovery (in-
surance), 3. SOS service, 4. evacuate people

II. Public service

1.Support for authorities

1. Electronic license plate, 2. electronic drivers
license, 3. vehicle safety inspection, 4. stolen
vehicles tracking, 5. Emergency vehicle warning,

I1l. Improved driving

1. Enhanced Driving

1. Highway merge assistant, 2. left turn as-
sistant, 3. cooperative adaptive cruise control,
4. cooperative glare reduction, 5. in-vehicle sig-
nage, 6. adaptive drivetrain management

2. Traffic Efficiency

1. Notification of crash, 2. intelligent traffic flow
control, 3. enhanced route guidance and naviga-
tion, 4. map download/update, 5. parking spot
locator service

IV. Entertainment

1. Mobile Services

1. Internet service provisioning, 2. instant mes-
saging, 3. point-of-interest notification

2. E-Commerce

1. Fleet management, 2. rental car processing,
3. area access control, 4. cargo tracking; 5. toll
collection, 6. parking/gas payment

1. E. Schoch, at el, "Communication Patterns in VANETSs," IEEE Communications Magazine, Vol.46 48 /53
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