
Cleveland State University Cleveland State University 

EngagedScholarship@CSU EngagedScholarship@CSU 

Law Faculty Articles and Essays Faculty Scholarship 

Summer 2012 

Judicial Protection of Popular Sovereignty: Redressing Voting Judicial Protection of Popular Sovereignty: Redressing Voting 

Technology Technology 

Candice Hoke 
Cleveland State University, s.hoke@csuohio.edu 

Follow this and additional works at: https://engagedscholarship.csuohio.edu/fac_articles 

 Part of the Election Law Commons 

How does access to this work benefit you? Let us know! How does access to this work benefit you? Let us know! 

Publisher's Statement 
With permission of Case Western Reserve Law Review - http://law.case.edu/journals/lawreview/

Home.aspx 

Original Citation Original Citation 
S. Candice Hoke, Judicial Protection of Popular Sovereignty: Redressing Voting Technology, 62 Case 
Western Reserve Law Review 997 (2011-2012). 

This Article is brought to you for free and open access by the Faculty Scholarship at EngagedScholarship@CSU. It 
has been accepted for inclusion in Law Faculty Articles and Essays by an authorized administrator of 
EngagedScholarship@CSU. For more information, please contact research.services@law.csuohio.edu. 

https://engagedscholarship.csuohio.edu/
https://engagedscholarship.csuohio.edu/fac_articles
https://engagedscholarship.csuohio.edu/lawfacultysch
https://engagedscholarship.csuohio.edu/fac_articles?utm_source=engagedscholarship.csuohio.edu%2Ffac_articles%2F574&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/1121?utm_source=engagedscholarship.csuohio.edu%2Ffac_articles%2F574&utm_medium=PDF&utm_campaign=PDFCoverPages
http://library.csuohio.edu/engaged/
http://law.case.edu/journals/lawreview/Home.aspx
http://law.case.edu/journals/lawreview/Home.aspx
mailto:research.services@law.csuohio.edu


Citation: 62 Case W. Res. L. Rev. 997 2011-2012 

Content downloaded/printed from 
HeinOnline (http://heinonline.org)
Sun Nov  3 14:56:05 2013

-- Your use of this HeinOnline PDF indicates your acceptance
   of HeinOnline's Terms and Conditions of the license
   agreement available at http://heinonline.org/HOL/License

-- The search text of this PDF is generated from 
   uncorrected OCR text.

-- To obtain permission to use this article beyond the scope
   of your HeinOnline license, please use:

   https://www.copyright.com/ccc/basicSearch.do?  
   &operation=go&searchType=0   
   &lastSearch=simple&all=on&titleOrStdNo=0008-7262



JUDICIAL PI
SOVEREIGN-r

)F POPULAR
TNTO- A Tt-r TT

TY: REDRESS-
TECHNOL

commissionedassessments o

systems. Each
relate to these

)rodi

t dec
over

-orr

io, Califoria, Flori
a dozen sepa
deployed or coi
ed report docum
.s capacity to aci
5, and function r(

e[ grave oeately record

relate to the right to vot

Law, Cleveland State University; Foun
J Project Director of the Public Monitor q
am Leader for a portion of the California7

ro(

political a

Ha
app

0pp
Ha

Ho

Ha H

i Hu
Ho

;7

oter

onic vot

ot
iother

most



;80

iree major vot
1, these two L

nificant deficiei
-)f nll Amerio-qnn

torr
,ed i

ion
nerou

.,ot the

io Proj
g syst
idies c

peer-rc
lion toI

compr(
Botton
evalua

Collec
detailii
90 per(
Wh

have p-
devotii
no ele
consid

-se studies, the California T
ect EVEREST assessment,

ms in nationwide deployr
:onfirm prior studies' fini
he voting equipment used by

cialists and computer scie

wed articles and held confer
e two studies, 4 rather surpris
ished a law review article
UI
0o

lOr

I Ha

opaipr

0ipetition as 0o
I Ha

a-pendent ex0e

osts a call for pape,its papers are peer-
p~apers p~resent schc

r.0df. Pa0ers p

o0.d

.olar ha
m-port of

OD to

over

cholarlb

0-0orts pr

/01



)rot ,01

ich card voting inadequacies
'he scholarly muteness also

oaccorded to campaignstration cum voter fraud. 9

a00r

kRD HA

H.

Ha

(expl
Hay

HAR

ep from pi0or pr

.Hu

practical p

kRDC

)TECT1

ed Bus
' Flori

differ

di v1. (Y orFe
da presid(
..dly from

redi

idling of r
debacle.'
rapt attc
voter r(

policy perspe
,re comprehen

approp
Hasen,

t pr(
lipd Ha



/01

Electio n law scholars recogn
offer rich opportuniti
rally insulating incumt

18s such, they pose seriof popular sovereignty
a hypothetically ideal
remained uncorrected,
would be seriously t
transformed into mere

This Article seeks
expertise to dedicate
firepower to legal
technologies. After
accessibility issues apr
managed by newer cor

loUS rls.
'0 Yet,

rmnn rn1f t

ies for I
3ents froi

ks to real
if each

-!r but th

sto rally lega portion of

questions rc
minority un,

peared to have'
nputer-based t(

llzl

of

.federal

I scholar,

ULItheir considern

5ed by prob
rvote rates
en solved, orC
hnologies, I Ial-

nlese constellations o1:
aming and tools for
gful election contests.
constitutional promise
;sues were resolved in

echnlogystatus quo

regated right to vote
elections potentially

'S with election law

l0S

H/
(hypotl:
precept:

-open the
Spencer O
ope and pc photograp

Ha

f 0hotograph

00 ODU

Iepublica
IOGRAPH"
epublican
S"There

35 (1994
lichael VW
24 HAM/
ovemmen
eople'-th,

H. Chop

HA



)TECT1

legal scholarsquestions. 12 Bul
not only wheth
the deployed tei
cure 13 for Flori
more serious le

The Suprelr
right to vote a
recorded, count]

princi
adjud
techn

theret
reviei
proce

iples
[icat:
olog

by rescued
w. If the
dures permit
oonstitutional
aable under
scrutiny revi

er mhes(
,hnolom

lost 1]
c studies
:rserved
ut also,"
ard irreg

e Court has E
s including the

ed as they were
s ballot box-sti
,as integral to f

erally do not
e constitutiona
is omission wc,

ill assist
constellal
[s covert,
I commi
the Fou

'equeni.
right t(
cast, an(
"ing cas
le right

courts
-ion of

nterc
rais
CO

y deli

coting t
ses for q' needs C
,1ll1-meant
led to di

anolo lstionii
met I
ectron

ated the fu
D have vote cho-ices correctl~y
d correctly reported in the final
es repeatedly underscore these
to vote, 15 these cases and their

e in lower court opinions
iency of challenged e-voting
correction, and the principles

)plying the correct standard of
ring systems and operating
electronic ballot box-stuffing,

ot realized and should b
endment Republic -rotecting

nrovements post-H

0artlClDa

upp

Hasen, He

ypes ot comp

tc



threatened cor
ndividual rig
sovereignty. R

seeks to
stitutional

its to vot

solution o
)rincipes

society. If the Cot
embrace a deferei
requirements, allow,
voting technologies
do not achieve cla

Republic's future is
The argument p

empirical findings
systems studies, c
calamities that subst
findings into concel
Part 11 considers th
legal import of tt
adjudicating the st
systems 2° and ident
needed. Throughou
illustrative rather thc-

:rscorc

i rig es
pror
eani
ush

f the dispute over th
properly derived fror
aningful voting rig

hould hold the Fou
standard of revi

tare political branchc
,based on s
,ssic compol
seriously er
)roceeds in

of the twN
Affers evidi
tantiates the
pis meaning
ie judiciary'
he scientifi,
tructural le,
:ifies questi(
it, owing tc
an com-preh(

nI nLS 01 VUOLI-dangered.' 9

two parts. PC
o comprehen
ence derived
,experts' findir

ful for voting3
ds failures thuc

c studies of

) spa

:,cnnologi(
plicatingI
,e of por

of Fourte

v or arduoi
to persist in

.founded preE
rights, the

rt I traces il
ive, definiti-v
from actual

rights and election I
s far to understand

voting systems W
y of deployed vol
scholarship is critic

CO

00p

HtC approacI Hasen, He,

Ha
.He

/01

lOOS
;es I

neri,

stral
vot

10

tc



IS(

C

Prot

FIC AND PI

sAL SUFFI

votin de-
consistent recot

intercessionCol
tabulation.,
furor, CoE
("HAVA")
to correct I
the replace

in response to Bumn v.
ress passed the Help
Its statutory standards r(

lloting errors before cast
ent of existin4 votin4 deA

oting. "' Most states
004-05 after receiv
lonies designed to i
ssessments of the sof
lqpomc, fhnt wer e, r

-rlca Vote Act o

lot

ioved fror
); an allotil

oters be allowed
Irtually mandated
vcomputer-based

rds or lever
he $3 billio

ms i
.dera

occurred
identified
State cor

promineni
nation. T

:ave def
ned de
-ompute-
;Part b

studies and offers so
documented flaws affect

A. The Comprehen

004. In 2007, after the
icies, the California and C
Live, multi-system studie
ientists and other expert L

.y reviews the findings iir
)me illustrative example
real elections.

Fsive, Definitive Voting Sysi

HAVA provided subs
place their existing pur
quired new systems to s

21 531 U.S. 98 (2000).

lever VOt
,d functio

Help

HA
Hi~pu

jY: I
HA

ARE] Spu0lcrepc

HA

)TECT1

)F DEPLOY

'Produced

ts famous
to Florid(,

'ING SYSTEMS

,ous vote tot
U. S. Supreired

presid

rlier
io Sc

studies had
cretaries of

teams of

rrom acro s
hese two
of how

or

for

.rlter

mpl
AND
-69

(repo

)mpu
kRE (



to e voter ot error
g too man,
fore the bc
md other r

ices," so t
-is cast. To
rements, HAI

ids of rot
r r(

ronic ("DRE") machines that normally offer a toi
0ing electronic ballot choices, and computerized I

ices designed prii
Iware generates the
,embling the electioi
lots) or copied to

Aices. 2 The softwar

Crom or1
Califon

to Bottom
after she NA

nationc-
amnassc
problei
system
not oi

for di

LIU

tron]

-ory
2r ta

Sr of voting dev
Secretary of St

ally recognized coi
.d high-profile
matic elections. TI

is-Diebold, Hart,
nl in California

differences.
3

coding error s (Sol

)allot "'styles'" o:it it can be print
iedia for displa
lares and reportL
nto one election

Debra Bowen,

to t

007.
r sc

3ro

,ss. Each
r "definit
ted (for ol
iy on DI

r systems
recording

0 screen for
lot-marking

iOs

.E votl
ion tot

results report
contracted the 0o

erslty ot alltormla short
(ect was led and staffed I
0

Aring systems torensi
TTBR evaluated three
nd Sequoia systems-tl
but also nationwide

discovered both seriou

propri

.r ol

letary voting
2,re deployed
only minor

design and codi

oppc

)DD0

permanent p

HA
HA
Opt apacty, p

parate p

spoole p

ided provision of not
s "overvot-

voter might

notice or "s
states to a

/01

correc
:.ond (

horizc
n ,rq

rror
voti

o

del
Sol

ass
bal

del

cce



TT 1005

errors, all otwhich
rendering the system

Software constitut
systems. It provid
delineation of the fu

ianifest in reportJ
iflable for voters'
critical compone

.g raise votc
ise. 3
of these di

instructions to a computer tna
ions to perform, their order of opera
A n Pdq ndmnn v n hP rP I nqdhn

,d in vot
. votes Wl-
rage. The t

be properl
ratify vote
.of electroi
iare there

ronlc transacuiol
rely compreh,
ieering experts

lod

'deposi-
. for e(
ped to

to detenr
I comP

functionality available throt
idenifying transaction errors
require the systems' designs

self-reporting of errors, and al
so their data cannot be era

eS
ed'

software creates
or recorded in
candidate and c
button" or an ON

aanly
,ion or

)ices. Thne voter s selections
interactions into records kep
er copied and interpreted b3

[timately reported as ca
language. Computer
it election officials an(
ne whether all steps i

ted correctly. 3
'The

igh automatic loggin!

if engineered appropr:
to incorporate rigorou,,
so protections for the a
sed or disabled. 3 Th(

Hoke, GI

kRDS

publ0c-l29.pc

nponent step

or

ion,

unreadable
ni the ballot
voter uses

islated by a

ronlc buck
.of additi(
iote report

voter

vould
ionltori

ions

ontent o

)TECT1

I _T- -1



automnatic logd
,ould compror

Software "I

"Cor
.rror,

one ol th,
g minor in(L

U most tro

he anon
or codi

to

mity and secrecy of
g errors and engin(
regard to perfor
can result in a fail

-ountered,
ling devas

mistakes were blatant
principles of security s(
researchers concluded
security protections. A

violations ot
oftware design
that the soft,"

most settledl, t-otndatlol
"robust" programming.

)f all systems lacked ba
is ialed1to tollo

design principles. All systems were su
be introduced from a number of vectorL
memory cards. These design defec
thousands) of different opportunities i
programming code that would "fi]
scramble tabulation data, delete voting
remote tamperinug, or cause system pro

Information s
and security ran
rlgorousi 3
operator
allow for
to delete

)rot

or

is design pre
preeminent

tecting audit logs so th
ty. In the election cot

ionitoring of all tabulat
bstitute vote data. HA)

-ptlble toncluding f
offered'
every ele(

rom voting
hundreds (i
tion for ins

.p votes amot
data, provide "t
gramming to fail

I for vital data-v
ctives include ;

ion
A

Lhoi

could
device
if not
serting

candidates,
doors" for

0Lomatically record all
design feature would
y, including any effort
es that voting systems
plying details of the

happens to rem,,Ported the pr

/01

50 be desiuned not to co

ionality. Serious t
ion correctly, or
.1plex software sy

Lhe ballot.
-ring cho,
tance sta
re of the

n data that

,ices can be
ibility and

system to
deqwne

to

ed
or
er.

an vary tromy exploits." 37

,rs discovered

IL



ITY 1007

ed features. 9 Perhaps not surprisingly, thi
ring systems' logs that recorded operator
industry standard design protections to prc

;entional overwriting or erasure. 40 In a bc
-onstitute records that will "report" atteml
hu, qr nc qn r detrrent nf illornl rnndhrt

failure to protec
manipulate votin

that would shoi
database. Or, th

the logs i
data and r(
their iden
opportunil

e studies found thatactivity had failed to

cvent their accidental
anking environment,
pts to transfer funds
In tho r dtino nrinq

.otivated "insiders" could
n erase the log inventories

and activity ins
,."ould be used to differ

iUyce ioU eLiUs UUUUCL.

0 voting systems' "electio
control

permitted relatiN
security holes ex,

system to be cor
ability to report a,

The TTBR a]
dedicated to asse

sbility tor voterc
ds. 42 Although ve

y easy bypassing of passwords.
ed in each system that easily permi

Ipromised in way,curate election re
so included an e
;sing all three vot-

lor

dany oercd the voting

col prc
-or any re(

ing systems for their
al disabilities or alter
d many of these DR

abi

for

HA

0eop

or
lo

)TECT1



/01

testing demonstr
most individuals
wheelchair-boun(
design features.41

proved unwieldy46none met thea

performed satisf
disabilities and a

of State respon'
modifications to
Recalling that tl

under the presu
voting systems, t
other decertific
Developing thes(
assistance of el
communities.48

After publica
EVEREST study
fall of 2007 .4 9 It

ht dis,,dividi
idio t

for the
ccessib

Lctorily
ternate

ed by
the DI
.ese sa
nption
ie larg(
ation

cruck
.ction

-ion of
comm
imethi

ten
od

abi
DRE systems could not
tieS. 43 For instance, phys

ommodc

uals could often not be achieved because of
)allot functions for visually impaired voters
target voters. The authors concluded that
ity requirements of current law and none

in test voting by persons with a range of
anguage needs. ' 46 The California Secretary
nandating many managerial and technical
-,s as a condition of their continued use. 41

te DREs are widely deployed nationwide

hey satisfy requirements for "accessible"
legal question may be why no litigation or

)roceedings have occurred elsewhere.
legal underpinnings is a task needing the

iw scholars concerned with underserved

the TTBR reports in August, the Ohio
-ced, with most work occurring during the
Jology differed somewhat in that the state

..-possilme impr
)e taken by pol



)TECT1

-ontract convened three s(
icademic team,' ° one pri,

as from differc
0 consultant f

voting
comprc
differei

laboratory. - One ki
-ion of the ES&S vc
security consulting

.ored
tall on each criterion.-'

Like the TTBR, EVERES'
of defects and vulnerabilities

election count.
this conclusioi
been omitted

discovered tha
they had not b

data accuracy
compliance wi

that ES&S s,
problematic v(

.ey; contrlbUtllAting systems. 5

firm's develol
riterin thqt re

second
Itof a
.d the

major
)ass or

ide rc
LI LU

id for ES&S's vo
rom the 1I

ES&S vo
en designed
and securil

is could
systems,

4e EVEf
.d other

oorc,
-d bot
'he resi

i robus
archers
,d froi
lack ol

S Iteams
ndors for

idards for
ode and
derscored
the other
astworthy

p was pr

pa cpa
I Ha

ARDS

tors: or
and Or

o

adard
ot

tified6ould

ot
lards.
:e di
bited



/01

those individual:
th the cumulativc

curs, or to knoi
tected. ' '

EVEREST and
ints germane to c

of
Del

systems. A
nationally C

can randon
malfunctior
capricious i
C-1 1 11

econd, all of the
eliberate covert

rocesses, includinj
iese intrusions can

11 systems afford
otivated individua

all or mo
g for securil
,or softwarc
oonclusion i
,-ineered to ,

in core fur
eline comp

the log(L
nefariot
elimina
designii
practice

This
been en
accurac
step ba
'practice

'hose ,
iport I
low t

the votin
rvaded wit
rose vote
legal term
r with no0

system
tamperir
g the ta
also be
efficier

11 to coy
-ionally I
s. F ourt
)st of thi
.ty at the
e patche(
that the
and carm
actions f
arison ti

,.kasured,

vity logs could easily be forged or erased
activity was "intended to be monitor[ed],"
that "it is difficult to know when an attack

o isolate or recover from it when it is

bus clarified and reinforced four critical
Lg the legal sufficiency of deployed voting
g systems that are in wide deployment

th software design and coding errors that
loss, miscounts, or other voting device
is, they can function in an arbitrary and

demonstrable evidence of such errors.58

is pervasively provide opportunities for
ng with all aspects of an election's

ibulation reports of winners and losers;
achieved by remote connections .59 Third,
at and relatively complete ways for a

er one's tracks by deleting or modifying
providing a relatively effective cover for
th, mitigations cannot be devised to

e opportunities to tamper; the failure of
outset cannot be overcome by managerial

deployed voting system software has not
not consistently and reliably achieve high

finds additional support from the "twelve-
ramework" of the industry standard best

idards,

"Ha
and
axpe

appli

oc(

det

oi

d
pi

anainst t]



)TECT1

EST professional se
systems fell well b

oncluded Premier ay
emier and Hart Inter(
elve basic best pract,
lye points . 2 Qualific

urlty consul
low reasor
I Hart Inter,
'ivic voting
-es requiren

discovered that all of the
engineering expectations.

"scored a 'zero,' that is,
ms "failed to meet any of

)561 ES&S scored one out
with Imncwleore, nf bcCth

ring standards and the tools for diagnoe
-d in comprehensive evaluations of elec

stems; they have co-u
out other correction
s are unfit for voting.

FTBR Red Team Su
ad "demonstrated tha

analyzed
he election r
he EVERES]_

led
rd

-re ins&
of

c rn

of the studied systems pos
ter] insufficient to guaran
ions underscore that the v(
tially or grossly inaccurate

vertent errors at (
-.n the TTBR an

vendors (joined
entific findings
remote from rc

;es, the vendors,

redl by soltw.y of multipIC
EVEREST
y some elecd
s contrived
I world con
so advanced

on Ol

iequivocally concluded their
ity mechanisms provided fore to ensure accuracy and

le systems that provide those
,,archers' ultimate conclusion
;sess critical security failures
lee a trustworthy election."65

,ote totals may be accurate-
.- because the systems' core

bugs, deliberate tam-Pering,

stdie;
lion of
in an
ditionm

vere published, votinj
ials) sought to dismisc

ory tower laboratory
As the next sectio

-chnnclc Response to the Unlo Everest Report (M;.tp :iiwww. sos. state. oh.us/SO SiuploadieverestipremierResponse.pd
udy's approach).

EVER

Pr(

ro
oti

integrity (results."' 64

stressed: '

that reni
These co
or m(
opera
or inc

h



established any
1. 6' The vendor

Sontracts routine
,sments of electi

claimed propri
)cessed by thei

erson for the Premier/
e..that there has nc

ic voting system, in (
rcial Calls Machines f

'dors and many electii
.As just one exampli

iReform (appointed'

rs did not disclose
,-ly included clause
ion databases and I
etary ownership ol
ir software. 6' Th-u

-/Diebold system responde

(BC Ho

upp

I0O

prc
e p(

prop

L program that perm]multiple times in pe

0*.

/01

ao prool
voting s
procurer
forensic
ind that

spokesp(

iowever, tha
waring indep
',voting equil
e election da
fhe veonrorq



)TECT1

t0 an iron cover ot co
gation of anomalies a

itened lawsuits against
for violation of alle
e election officials silr
m ambiguous or quest
se the clauses to elimir

xrately in real elec
tms of product d
rds for election ac
agency collects v(
ind state governm(

ly support c
g legal stand
ise no federc-
ion reports 70

-d irregu
election.
.d propri

he ris
cetinj

ions.
-ect c

,gal proh 0tons 0to t
Iarities. Vendors ha
jurisdictions or cour
ietary and contracti
to ascertain the corrbulation reports. 69 T

5k that evidence will
gassurances that t
Such evidence wo-u

)r no 601

rem "incide
.rally do not

Ha
.0df (ex0l

hleboldCl orpoiiption was pr
duly appointe

FHA
d p(

pt%20pu

HAVA expr

HI

HA

sough,
public

routin
gover
rights

Jors th
,rated
ems ft ald

He



/01

Lask, media reports ha
-entation of flawed perforr

B. Field Experience of

latively unknown by the
ical record demonstrates t

rtely predicted the inabili

ly in generating consistent

as have produced negativ
te at the polls, 73 and penr

lates to bubbles or butt
en candidates. 7 Withou

as have, for instance, coul
)le times76 or produced vi
s than participating voters.

r 0-
Problematic Votin

American voting p
hat the TTBR and
Ity of the voting s-
tly accurate tallies.
e numbers of vot

mitted the conceal,
ons,74 resulting i
t provocation or
nted some ballot b
,ore tallies reflectif
77

major source ot

g Systems

ublic, a substantial

EVEREST reports
ystems to function
" Deployed voting
es cast, 2 failed to

ed mismatching of
ni "flipping" votes

human error the
atches or precincts
ig 3-5 times more

rogram.aspx
iomalies wit
nportant par

eports.asp
by state a
tor" appro

)posing a p

0pp

doc

em
acc
reli

id

allot

icideni
sted i

oluntc-
LECTI(

0://i



TY 1015

ars renerate a voter-
is are not tbolprool
I tabulating softwar DI

r ballot

onprofit study reported

torical evidence of scanner miscounts, rc
y ballot-scanner systems are rarely verified

he miscounts described [in
,vents] were detected by
scanners produced implau
erroneous results were ce
plausible and the error
-ertification. 

7

report of over onc
nd counting balk

results. In son
ed because they
is discovered or

riorous DOSt-electo
WA11S t;o
idertake
.erally

46uness(

iot be rc

ion
5 or
sedi

vorl
tiscai pressures
ion vote reports
ltant imrobabilit

C. Research Conclusions with ImpI Voting Rights and

rnormaton s3
ctions and a
ieve hiher rc

is are designed to

ed ot

Mlill particular hierarchies o1tide-off some capacities to

operational contexts do not
cal need for high assullrance

ocess vot

I reliability. But Election Do
iscribed opportunities where
eable for the voters; it must
ccuratelv duriny the limited th

or those votes may be lost a
and EVEREST produced t
o whether fundamental vo
s of these voting systems

ose who t
ve pronouncea
liability.9 Seco

ose voters d
overall con(

are controlled b
each software desi

injit jotngn conjiaence in it
they conclude that the softwa

vong
ion to
,voter

us-ions h ighly,ved. First, the
software so

Dn and coding
accuracy and
--the controls

0-prmcp

D

crated

6d
er

l00 to

of
vot

record an(
is present

TTBR
germane t
operations
siunifican

)TECT1

Ition

dpr(

Itlv f



/01

the entire election processes culmin0able to provide assured accountab

unctioned normally-accurately-in
hus, in 2007, an array of the most
urier science and voting systems s(

ment that determines whether fun
[led offers vast reasons not to trusl

)ment produces. Further, breachi
mation systems design where datc
al objectives, the equipment doc
ronic self-reporting on core perforn

)ment has operated as intended in a
ranting ballots from all precincts. 8' T
the software industry's engineerin
iosing anomalies have counseled th

without other corrections and qua
iines are unfit for voting..engineering assessments of a comi
tive regarding the aviation softw

practices for
Istration has
7worthy." 

83 s,ion Adn
re it "not

it
)el

w

o ft,

over
is un
hasf

TI

cor
equit:
fulfil

equir
infor
cruci
electi
equif

or co
both
diagr

ing in a cast votes report
'7 for whether the profection operations. 80

idely respected experts
ware informed us that t]
ental rights to vote willI
he election outcomes tf
,r the basic precepts

not provide trustworthy
%e, including whether the

ating votes to candidates
e with vast knowledge of

mdards and the tools for
blic and election officials

mercia
vare' s

ring huma

)ower andrcraft must

compliance with thn safety, the F ederc
the staff expertise t
remain grounded unt-

possible p

1purp
operator pe

00.php updated Sept

HI

HI

Jloc
hos-

dc



ITY 1017

modifications
contrast, alth
engineering tc

empowered tc
engineering i

regulatory rul
commercial ai

protected fror
and even froi
industry has e
in extremely
aviation disas
qualified TTE
industry did n

cr
in,
to

re

PC
gu
co

nents de orthv. In
ough both voting and aviation require qu
)achieve accuracy in operations, no federal agenc

issue analogous judgments and orders regarding
inadequacy of voting systems. Further, under
les governing flight performance data recorder
ircraft, by design and operation the data recorders
-the aircraft carrier's control, from the pilot's influe

m horrific crash disasters. 84 The information syst
r data recording systems worthy of trust c

challenging physical conditions, such as thosc

iters, and could do so for voting systems but
3R and EVEREST assessors reported that the vc
ot implement auditing designs that warrant trust i

luipment's output.
The third core conclusion

itical for voting rights:all
corporated multiple, easily
,subvert elections without
searchers ultimate conclusi(
)ssess critical security failur

iarantee a trustworthy el
)nsiderations for election la
lowed numerous secret me
Ndors, vendor personnel
ection office staff, poll wort

0uivalent of ballot box stu

)
tOI

hie SClentIilC Studiles reached ils equal])f the deployed e-voting systems hal
tilized pathways for motivated insidei
a trace. 85 The EVEREST academ
a stressed: "All of the studied systerr
s that render [them] ... insufficient t
ction. , 86 Translated into tradition,,
V, the deployed e-voting systems hav
hods for dishonest or highly partisa
(including software programmers

nrs or voters to engage in the electron]
ing8' and to erase any tracks back t

(FDR)#Principles_ofOpe
;he most crash survivable r
FDR system can help inv

rplane system pr(

prep
o0perations 0

the

)ting

0.h0i

)TECT1



/01

aded desi r
invite tampering, such as including a "(

adit logging of operator actions insid
30This o0tion ermits someone to modify

c record t
)ottom line
hout qualit
e voter's cl
.farious cor

ear" button for
the tabulation
ore totals for a

tween candidates,
Idt hnverenred

)oint: use o

L101

to convert vo

all-electroi
that rely or
the electroi
rights into

ctronic voting s
e TTBR and EV
considers to be
to rely on preced(

.pas

Evei
repo

ERR(

00Dp

n pr(
agne
speci

3 CASE WES

iselves. Some vendors-

pra
era
dat
rac

mod
votin

I-Lion. °" Tlh
quipment

record of
nt permits

adicial r

d to addres
'ic co~mmm

alings contii
,EST report

stems, 
theTREST col ions

J ve studi
preceded

eS 0e



)TECT1

rcr pz rat

The need for
coming more
rketing voting

ecurrty nol
'is. Vendors

Internet trans
Over half thi
and oversez
community's
to individua
underscored
capacity to

counted, and
voter origin

systems proN
election offic

on to

Drono
ns to

ed,

are currenny
ion of voted 
es have now
ivilian votern
ial unanimity

lnterf
that t]
)allots
rkcd

ide no ex
als anno-u

he results could
)roduct of softw(,

rdor
problems of

are now
tate and local governn
rrently deployed precir
,pressing state govern_
ballots on their propri
approved Internet rot

S93 despite the con
reuardin4 the urave da

Lsmitted
lots of or
arrive wil

F e-votingaggressivc
ts with ev
-based voti

nts to pert
y' software

for milita
ter secur
,rs this iDo,,

lot

iorized voters
0ame vote choi

-frnal audit capacity, 95 so whatece cannot be recounted or other

talC Inter
er totalsI

loreln adversaries or
ould provide no isic evid

.ower to dis0h

-based (web po

Ho

O00c

I.pnp .qlSt=typeegtype=2,)ersonnel division of the
t voting for military and
ssential Research Neede
.d Local Levels (Oct.
139issrn.1697848.
and cryptography expe

et have the necessary t(
1, Will Online Voting Tz
.time. comn/time/Printout/
in a secure way, and we
ind cryptography expert

lorc

upp



/01

,heck. Iltormatlon security
aot engineered for secure d(
security, voted ballots cannot
is the remote absentee voter in

Given that U.S. electionsa

bor
?rii
op

tor defense industry
-d cyber attack des
rity experts concludc
tt an Internet-basedc

of vectors rc

nter
smissions,
led to arriw(

led.9'
oonsidered
y every ma

ietwork ha,
e their def
that no rea

ersloi

rIT

)reached

SOI

ion will no

for

asis exists lor
sifted in some
;)ted, hundreds
of an Internet

0 personal com0u

ttp:i/p(

)p Panel.pd (emp

space, com0a

soph
nput(

persistent type



)TECT1

ion. 1
0

2 Thouh onli
Internet voting
Internet unquecL

received witho
states are adop

voters.'" N
-omprehend
-overt cyber

Or

rot

I or tnei
lor do

Ystems an coi-d ballots throuj

cannot offer confidence that the
falsification thus to be counted

systems. Unfortunately, thus far r
idrpr nre dipr.Inpinor fhepe viflner.

tors
atlonal secr
-s from abroc-

ion o

ao state or
abilities to
generally

of elections vulnerable to
rently election officers and

tp p:/www.compu

I ps
xplai

AREZ & THAD HA

Ha

0roceedings/paper 79.0d

0:0www.fvap.

Hc



mnclusions concerning th
)ncepts and categories rc
ote dilution" 106 or failure

Professor Richard Hasei
political science as the prol
fields' profuse scholarship
redistricting. ' rIn order for
voting systems to guide vot
perhaps the time has come

recognized "parens" of elei
technology adequacy to rec-
popular sovereignty, it appc
the computer science and in

nurturing "parent"-or at lec

Pol
pplil
gal s
r quc
e re
tabli

.d cru(
ufficiei
,stioniir
[ationsl

il lnormati
y of certair
"residualN

.between
oters of rc-

n has ide
genitors oi
on voting
scientific

ng techno'

for electi
ction law.

aolizing th
rs overd&

iformation
ast as a va

gorles
ion and
a types(
ote rate
lost rot

f vo

ntitled constitutional law and
f election law in light of these
rights, campaign finance, and

facts about currently deployed
logy policy and adjudication, °

0

[on law scholars to enlarge the
Given the centrality of voting
fullness of voting rights and

ue for election law to embrace
L security fields' °9 as a co-equal
dued aunt or uncle-of election

research methodologies have
uable heuristics relevant to the
Aring technologies. For instance,researchers were able to study
nd voting technologies, and to
hnic minority groups generally

Right to an Undiluted Vote, 114 HARV. L.

Ha

He

ee HE
How

appr

SrOD0

ttp:/
acidi
ype

U0al 0ilesirep

/01

to transla
ese all-ele
elevant to
.s to produ(

otronic
ectior

DrOVa

EVERES]
ms into th,
as unlawfu
elections.

, * r- A I



)TECT1

ermitted
ion could then successfully challenge particul

legally insufficient for underserved minori
ition. 112

.ence, however, has not supplied sufficient

i voting technology can
omputeror informatior

-ies powerful tools-b
I understanding serious

.al science methods or "lenses."
may be that information syste
prey to the supposed dichoto
,en assuring voter "access" or
%ount. 114 Since one's position or

been viewed as code for politi
tv" side has accumulated a

voter s
Sthe wror

eptlon pe
r partisa

pression o ie basis ol
ion of coi

upp.

sts t
)ppo

identified. As demonstrated
curity subfield of computer
r lenses as it were-for
hnological flaws that relate
rely invisible if usinu only

ty concerns have
e in election law
"integrity" of the
itegrity divide has
imitment, and the
sordid record for
us claims of voter

security points as
riol
:r,

)ppo
L. Ha

(HA

Ha

partpa

0articipa

ipposed pc
,r participa
Republic,

ARD HA
00DD

ppr

:re allocated

rolo

Pol

:her error

perc
toN
poli

I
fallc
betv
votc
ofte

Ha



/01

traction among
By shifting i

,entral concen
powerful new
lenczer " t'hf,

tegrlty :1 concerns ma,.election law scholars

to a different field o
ns and methodologi
perceptions. Using c
central triadic plane

"availability" for use as
"integrity"-the last of whic
trustworthiness of the data."'I

concerned with the voting e
casting ballots, and hence to t

Classifying the voting sy

relating only to "integrity" is
field's core concerns for a(
equipment, embracing reliabi
a claim is made that the se(
grave miscommunication oc
"integrity" differs in depth ar
political science has yet grast

Properly characterized in
comprehends, for instance t
rights, vote dilution, and ba
presented by all-electronic,
effectively redressed by the
focused on all-electronic DR
capable of flawed tabulatic
normally can be caught and
auditing techniques. 119

intendC
h captu
118 Corn

-d to

s

ertise, though, the (
..an in turn bring

uter or informatior
)r analysis becomi

confidentiality,

forward

and dc
oth the correctness and the
security is therefore deeply
iailabilit and reliability for

AJInal ac

I computc
wrong ir

orng effe
ind voter

ped.
iterms th(
by using
allot box

unverifi.,
;judiciary
E system:.
)ns; fortui
corrected

Ot

CUI

-two ways. It e)
.tive use of the
access. AdditioE

only relate to '
the field's con

iat neither electi

xcludes the
e technical
rally, when
"integrity,"
iception of
ion law nor

Fo
o or
ticular
,ternsc

of rot

systems arc
these error,
ost-electio

.itigation Challenging,
its 12

0 and state courts

land, 124 Georgia,12' a

the debate has also been frame
and their political opponents,

-dera
P

E

k00%



ITy 1025

ruled on claim
constitutionall 5

paper record of
particularly re(

Fourteenth Am

Mc
co

trrespeci
ruled
largel

rvland, tor
ed

ilid
vot

ronic DI
0hey lac

lections.

endment 'or the siat
of how the claims

nst the plaintiffs chosi
isulated the pre-exis
instance, 128 is some,
an extremely deferc

-toucnscreen voting
voter-verified conte
hus far, the courts h(,

ns, whether predic
-,constitutions.
ere legally grounde(

a deferential 0A
ing policy decision
ihat of an exemplai
itial "arbitrary and

for the plaintiffs. A
ghly experienced cyl
sis of the proposed D-

lthough the s
ber securityc
,RE system, 129

,ment and rec
-ourt found th

U11I

was an attornc
how to transla

.d professional
)urt qualified h
expert scope.

ard's choice of
the problemati,

.y-a ir

.ate betv
I credeE
iim as s-

He th
fpaperkc
Ic softwc-

state legislature

xpert to condu
the Maryland cc

ormmendations
le Board's cornp
aore credible ex]
x~een the two fic
ntials as a comlp
inuch nonetheless
-en testified to
,ss DREs that lac
are. He also testi

0p

pap

Ha

devices ai
mporaneot
ive not bec
ated on th

1, the cour
rd of reviel
.Schade
:There th
capricious

0. . .. 1:

.ord
we

err-

in no relic
retained a
security an,,

did not ac
authoritativ
science exI
perhaps be
Although t
security ex
permitted'
"reasonablc
any record

[0
e
Irt

Inste
also

I cc

ed
Bo
of

dnlir
of t

end(

ater
ert,

Ids.
ater
and
the
ked
fled

)TECT1



/01

to me hstoric security
that the introduction of
choices extrinsic to th
p~roblems rather than cu

largely contradicting his Mar y
The most recent DRE dec'

2011 , was predicated on stat

NAACP of Austin and indivi
of State's "failure to require
electronic vote violates their

purityolgranted ]
deferent.
election

Texas constituti(
.e ballot box, and
,intiffs standing oi
"sliding scale"

ministrative cases,

01
ti

nl

S with paper ballots, explicily Opll
iditable permanent record of the vot
ig machine would increase the secu

gland testimony. 03

ision, from the Texas Supreme Cour
te statutory and constitutional law. '

dual plaintiffs claimed that the Secret

a contemporaneous paper record of
statutory right to a recount and an au
nal guarantees of equal protection,
he right of suffrage. 2 While the C(
their equal protection claims, it choL;

standard of review dr(
.After quickly reviewing

rom ot
ne of p

idit,
the

ourt
se a
ther
rior

)pp

specpu

UnUscal mot

aputers op

Spre,
D0pe

er s
trity
the

onls,



TF 1027

res
ad(

de

d
ior
le
en(
mi!

ourt followed
-d in

DRE dc
that waw
precede
Weber,
advanta
drawba(

The
the int(
hy-pothe

v. Shelley, a case decided in 200
Ac assessments of voting systems.

oewed DREs to offer some signi
,es of voters though also presenting

ssor Dan Tokaji's approach of perc(
in an undiluted ballot to be of

ereas the supposed DRE access
bled voters were concrete improve

. To the degree these two sets of cor
tension, 13' Tokaj i and the Texas
lion objective of superior importa

gal scrutiny, the court concluded I
.voting technologies to the regu

c all of the sclentlt
the Texas court v

ges for certain class
cks. 

13 4

court followed Profe
crest of all voters
.tical concern, wh(

for physically disa
erserved populations
erceived to be in

red the accommoda
iighly deferential le

efer the choice of
as of the Texas Secre
court's perception

ce rested on a super

sconceived the cou
ot com-uter

He

[n pa
Ig tt
)mpr
f prir

practical pr
a contempor

O00o

ary of State.
of opposed objec

"cial understanding (

Vs role in achievin

)roo

'0 (

ivinj

mer(
:ilit,.
'entL
-.ernL
0our

13

iat i
ator3

iU

we:

cof
us
mu

dec

del

s

)TECT1

"1
I



/01

,ourt, moreover,
functions in the
vote on comput

partly predicatei

performance-it

oven
er-bas
d on

indng ot nhow cor
of voter access a
The computer si

ery availabili and

ri ght to
field is

to ounctio nor
"i rr nnv nfherp-

dent upo
Id sums

joined
oundation o

ved for
•ast, rul
decisii

! rless E
theory
,-r accc
Sreal vi
lings fi
onal fi

onstellation ol

)REs or any othe
ronly. "' Field b
,ssible voting ei
'oters.
rom the Sixth Ci
i-amework. Whil
to invalidate DR
: equal Drotectio

challenges to Ohio's voting technologyadministrative system, 13 9 and, most rece

of rules governing the invalidation of
opinion displays a keen understandiln
crucial role in ensuring that state poll
election operations in ways that argua
dilution or debasement.

unlike the,
preferred voti
deferential sta

protection fro
be counted or
Stewart court'
distinguishing

-ourts that del
ig technologi

ndard of rev
n election rul

whether prol
s analysis of
Burdick-type

3rred to

)ility, provides
rest. A grossl
likely to be an.
ig and security
ment requirem,

[ arguably presc
ie Sixth Circui
t has issued opi
d substantive dt
ces, 138 its overa'
one county's a

provlsl
of th

te pOlCtSixth Ci
cannot provid(

governing wheth
ed vote dilution

rot
-'roi

0 lots. EBE
e federal jud:
fors do not st
fit in systemat

al actors to de
uit recognize,,;
Smeaningful

er a voted bal
has occurred.

ri ck W4o to
.-laims that

aD0e

Hunter v. Ha

omputer

voting de,
matter to

rul

In COr
-ensibl

ed on

td of c

t a more
has not
ions in a

,process
election
plication

termlnc
s thata
judicial
lot will
142 The
sults ill
r voters-



)TECT1

:re deni
,ction n ;orb

ie ri
subjected the chal
rational relation r(

The Sixth Circ
specify this exac
difficult because

perhaps the t
to a votingI
from followir
scrutiny toa

right's impor
The Cour

)allor coun
.ght to an i
llenged prc-

to ha
r pract
al voi
.e to s

0ote counted.
operc
hroug
scrut

he ballot, the Cour
Srather than to mer

,1 nrm C

ing standard of rev
fhe Supreme Court
rd of review when
protection clause. 14

led analytic method
rgument for sio
iology's constit

e Court's princil
4ual protection
within the const
corns1

of col

characterized the right tc
because preservative of Al
observed, "No right is m(
involves 'matters close to
The Court has also stress

-rutin o
"on(,
e of ,ording differc

0pending on
0tit l

placed
ional rid

rlj
In Vo,

:) vote as a "fundamental pol
11 rights."10' Almost a century 
ore precious than the right of
the core of our constitutional

sed, "No right is more D~recio-u

depth explorc
potentially pr

x0licitly a001

Haro

xplcltly appl

SHa

iore
to
tioE

cl

deri
judi

the Cot
itical rig]
later, COUl

-Ha



0 a vo
orood

the most basic, are l1usori
a the relative importance
otes not be diluted or del

0 0ion o1: those wo

if the right to vote 1
of voting rights and

based, those courts n

Vholarl Work Needed

pertormance
vote data to
ippropriate

demor

ot

rights, a substantive due proc
Sixth Circuit affirmed that
recording stated a violation o
unfair as to deny or severely
vote. 11

2 It ruled: "[i]f the elec-
p~atent and fundamental unfai

the ordinary di
district court a
be answerablc
have not been

o and unpredictable
aken to reduce thes
, claim should be
complaint of error
,,Due Process Clau

burden(
ion pro(

rated .... S
over the cou

litional
for cot
ained

Id
ror

onsttutonal wrongs, " or
inc/nr willffil hlinnepp,,05

doans' fun
,s itself rea

iolation of
aation mus

manner, and that
se risks to voting
available. "' The
-s in DRE vote
ise if sufficiently

lamental right to
ches the point of

the due process
o well beyond

ig and marking ot- ballots. :7
e defendant State officers

iolations where state emp
.d that lack of training has (

.ted with "deliberate indiff

While these judicial approaches are well designed for protectithe right to vote and popular sovereignty from serious struc

dangers posed by misunderstood information technologies, tl
warrant close evaluation by election law scholars who are consideri

echnological
anrecognized
Adjudication
c,,andidates mu
iccess rights
,ontend the

,ySLCIIIICL LIIIELS PtOSC;L

context holds sig
threats to our s,

under the same stand,

0st be counted, or evei
to be listed on the bc

I but ti
of popu sovereign

ds as whether votes or writ
whether third parties have ba
lot, do not compare. One m
.. currently deployed e-vot

Ha

IPP.

/01

Other rid
[ermined.
requiren
on the 1(

lot



)TECT1

inologles pose to ti
greater than any oft

nerlcanc
)rior adry

.oncerns
rd of rc
)l en -d

ton

ri entl
other

ter
Sol

.omputer security expe
I have concluded that th
)be correct or to prodi

ny of the mo,,;
with preemniner

st approach is t
-orrect tallies. 15

HARN
HAR

pae

lp tark, a p

loice ol

0ion
the

; He
001



OlD oters 1inrecoi

,ontemporaneoi
way currently
ampering and I
ugs or other h
e depioroned tc

robust post-election audi
oter-verified
able for prot

rom randoo
Liman error.
irntert hnlln

idi
r

er ballots as
ng the electi

os, whether ca
voter-verified
nd veot nlcc) nrc

k on potentiall
er ballot record.

ary or cor
rable to t

ed sol
lassic
,,d b-

documented chain of custody combined
conducted by appropriate statistical parametc

check and deterrence.157

Given that a statistically sound post-elect
voting record
ballots correc
methodology
is insubstanti,

otln rl

thus determine wl
due process claim
not adopted audi
technologies thatF

bather the
should be

iting pro(
)roduce ar

When faced with e
id EVEREST, Gerr
-ectronic vote recordi

n wnemer me vounlot, permit a recou

can be feasibly prot
ic pulses. Additiona

to "see" inside the
count is correctaj

Or

Simi
Con
tabu

eJecting the Bundestag (national I
systemic protections of democracy
popular sovereignty. The court ru

iuthorized by the German executi
anconstitutional after evaluatin4

eriication o

itratagemns that
lots, or spoi
ith a randon

ion audit of

ludc

Ldil
ded

r ballot
(stem nas co-u
by utilizing

,d from becoi

tool

able where state governm
yet deploy these highl
vote counts.

0lar to that provided in t
stitutional Court ruled
.lation systems that were
legislature) violated fun,

tor

rights to

J legislative bran(
critical role o

toral tallies in
democrc

public transp

)plon's paragraph

/01

d I
the only fe
ion results
used by soft
paper ballot

ro

di



)TECT1

dure in whichthe voter cannot rellabl
ier his or her vote is unfalsifiably recorde
e ascertainment of the election result, an

rs cast are assigned and counted, exclud
of the election procedure from publ

constitutional requirements. "

The court rejected as constituti
expert opinion to pronounce whe
software was correct rather that
stressed "the voter himself or
without a more detailed knowledl

Additionally, the Constitutio
voter is informed by an electroni
been registered, constitutionc,
verification have not been achic
critical role of public transparenc
legitimacy of the elections," so t

suspicion can be refuted."' 161 r,

an rc
fore

electorat(
act . .
democrat
understaf
knowled

onstitutionally transpari

An electoral proces
with certainty whetf
been included in tt
votes cast have bc
central components
therefore] unable to

.tp :iiwww.ip.ethz.chieducationit

[er 0e counts w(
subjected to tarn

.erself must be
,e of computers.""
al Court held th,
Sdisplay of the fa(
0ly required t

red. It pervasivel
and verification

.at "manipulation
'he court reason
self of the lawfu

public" can th(

capacity for
curate or the
.g. The court
to verify ...

en when the
t his vote has

'dei
na
)nlb

)rer,
e assured. 162 "Every citizen must
-ps of the election without an)

Irespect the announced electoral r(
,ncy includes the counting of votes

s, in which the voter cannot und
er his vote is recorded unaltered,

te counting of votes, nor how th
en accumulated and counted, e)
of assured public verification.
satisf0 the constitutional requiremc

t publc transpa

.omprc
and inc
how th

non proc
end whel
aded in t
total vot

zed the
iocratic
horized

if the
transfer
ies of
able to

tot
adc



[US, Gaerr
rages ofr,*

of -its peop
ed evidenc,
than perr

irv Phold

Constitutional Court
information technolc
ad its legitimacy as a
sed, publicly transpar
executive and legisl
Jt in new ter'hnnlnoi

oapable of inaccuracy and covert n
irticulated clear principles of co
he new threats posed to conte
Jenign information technologies.
Zitizens is whether our courts will

ound manner to protect popula
impending questions concerning t

urrently deployed electronic oti

stitutional 1

nporary de
The critica
courageousl

r sovereign
he constituti
ig technolog:

0 0-.has realistically)gies to the con

democratic reput
ent and verifiabkc

lative exhortatiot
0es that have be

Ltion. The German

law,
mocr:
l qui

The national effort to upgra
fhe right to vote has produced
vote rate and more modestly ii
griven the definitive voting tc

2007, corrective responses are
.oncerned, governments are r
Zare. That high standard ha
orovernments who continue t

tems, nor by most,(Lgation is not a first
ocates of recounabl

sistent misunderstand:
dings may leave no alb,
More than ever, elec
'ficient computer secui
licators of dangerous n
understood and promr

)er threats all governm
facing, the nation an(

)ut e-voting technolog

tes
loicl
ele

g2S I

voting technolo!
lable improvem
cessibility for C

ecnnology
overdue. V
equired to
ts been n

to deploy
that use

e for reso
,'ctions an('

regarding

,ematives but
-tion policyrn

rity training s
nalfunctions I
pt effective rc
iental and pri

assessm
here fun

)rot,gy an
ientsI
lisabl,
entsI

idamc
Sexercise spe,

net by neithe
all-electronic
electronic sc(,

Alving the imn
d government
the gravity of
gation.
zlrs and admir
ed for their sei
t might affect
-dial action. G,
e sector inforn
t confront the
s far. Electior
to point the wC,

led voter,
that issu
ental righ

cial prot,
r those
DRE

anners.
passe be-
[officers

ed

ulstrators need
nsitive jobs so
vote totals will
liven the grave
nation systems
harsh realities
ilaw scholars
ay forward for

Motion for Partial
, the Pennsylvania
); and Gusciora v.

/01

rights
requir
rather

d the
ltional
It has
ctions

cot
ion( tor

S.

C

€

7V



IT 1035

rotecting constitutional voting rights from well-intended
nisunderstood technical innovations. 165

165 Information system technologies pose a broad array of risks to constitutional righ
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