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Abstract

This user-guide provides instructions for operating Tardigrade 1.1.3, a cybersecurity software for
Nollysoft, LLC. This guide instructs users step-by-step on how to set security controls, risk
assessments, and administrative maintenance. Tardigrade 1.1.3 is a Risk Assessment
Enterprise that evaluates the risk level of corporations and offers solutions to any security gaps
within an organization. Tardigrade 1.1.3 is a role-based software that operates through three

modules, Cybersecurity Assessment, Internal Control, and Security Requirement Traceability
Matrix.

Keywords Cybersecurity, Technical Writing, Professional Writing, Software, Manual, User-guide
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1 About this User’s Manual

This document is intended to give you a comprehensive insight into Tardigrade application. It is
meant to get you started with Tardigrade and introduce you to its basic functions. This guide
assumes that you have a basic knowledge and experience using web-based applications.

This document is divided into the following chapters:

o Chapter 1, About this User's Manual, Intended Audience and Typographical Conventions

o Chapter 2, Getting Started with Tardigrade”

e Chapter 3, Cybersecurity Assessments

e Chapter 4, Internal Control Assessments

o Chapter 5, Security Requirement Traceability Matrix

e Chapter 6, Reference Tables

e Chapter 7, My Account

e Chapter 8, User Administration

e Chapter 9, Help and All Supporting Documentation

o Appendix A: Glossary: Provides definitions of technical terms that appear in the guide.

e Appendix B: List of figures in the User Manual




1.1 Intended Audience

This document is intended as a complete guide for using Tardigrade. This document allows users
to learn how to use Tardigrade and understand its various capabilities through the user interface.
This guide assumes that users have some knowledge of the risk assessment process. For more
information, visit https://www.nollysoft.com.

1.2 Typographical Conventions

To make information easier to find and important information stand out, we will be using the
following conventions:

e User roles appear in bold type in definitions and task steps
e Menu items and all user interface items also appear in bold.
e Steps are numbered and sub-steps are bulleted.

¢ Notes are indicated as the following:

Note: Notes tell you of important information: either things that will make your life easier or
information you want to take special notice of. Notes are added commentary to the main
body of text, and contain essential information which should not be overlooked.

—
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2  Getting Started

2.1 Overview of Tardigrade

Tardigrade is a Software as a Service (SaaS) application that helps you conduct in-depth
assessment of the following components in your organization’s cybersecurity framework. Once a
company assesses their security risk through the Cybersecurity and Internal Control
Assessments, the Security Requirement Traceability Matrix allows the organization to select the
security control they see fit. Each component may be purchased as separate assessment and
security solutions. Or all three modules can be used to provide the most cybersecurity protection.

Module Function

Cybersecurity Tardigrade Cybersecurity Assessment helps organizations identify their
Assessment risks and determine their cybersecurity preparedness. The assessment

solution provides businesses with repeatable and measurable processes
to inform senior management of their organization’s cybersecurity
preparedness over time.

Internal Control Tardigrade Internal Control solution enables organizations to understand
Assessment deficiencies in their system of internal control to allow the creation of
effective mitigating controls to help achieve business objectives.

Security Tardigrade Security Requirement Traceability Matrix solution allows
Requirement organizations to effectively select security controls from Standards and

Traceability Matrix | Regulations for implementation either as a part of a Secure Software
Development Lifecycle (SSDLC) or regulatory mandate.




2.2 Roles and Responsibilities

The following image depicts the functional flow and roles and responsibilities of the users using
Tardigrade:

Enterprise Risk Assessment (ERA) Flow

Assigner Assigns tasks to the assessor

Conducts the assessment task
ASSE5500 assigned by the assigner

Reviews the assessment
conducted by the assessor.
Reviewer Approves or Rejects the
assessment

Complete Assessment

Figure 1: The roles and functional flow of the Enterprise Risk Assessment

—
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The various roles and their responsibilities that the users of Tardigrade can have are described

below:
Role Responsibility

Task Assigner e The Task Assigner role assigns tasks to an assessor (the person
who conducts assessment).

e |tis not possible to reassign an incomplete task (task that is already
assigned but an assessment has not been completed) until the ini-
tial task is completed.

¢ Different tasks can be assigned to the same assessor.
e When atask is assigned to an assessor, an email notification is sent

to the assessor to inform the person that a task has been assigned
and waiting for assessment.

Task Assessor e The Task Assessor role allows a person to assess a task that is as-
signed to that role.

e An assessor can be assigned multiple tasks at the same time.
e After an assessor completes an assessment, an email notification is

sent to the reviewer (manager) who reviews and verifies the assess-
ment for accuracy and completeness.

Reviewer e The Reviewer role allows a person to review an assessment con-
ducted by an assessor.

e The reviewer verifies and validates the assessment for accuracy
and completeness.

e A reviewer can approve or reject an assessment on a page by page
basis. After the review is complete, the outcome of the review is
sent to the assessor via an email notification.

e If an assessment is rejected, the assessor will go and reconduct the
assessment for the pages of the assessment that were rejected.




2.3 Hardware Requirements

Tardigrade is deployed as Software as a Service (SaaS). The user does not need any hardware
to implement the solution. To access the application, users should follow the recommendation
below.

Minimum configuration required:

e Laptop or desktop running Intel Core i5 CPU @2.5GHz processor or higher.

e 4 GB of RAM or higher.

e Strong internet connectivity.

2.4 Software Requirements

You can access Tardigrade on the following operating systems:

e Windows
e Mac
e Linux

The following browsers are supported:

e Firefox version 54.0 or higher

e Google Chrome version 60.0 or higher
e Microsoft Edge version 40.0 or higher

e Internet Explorer version 11.0 or higher

Safari version 11.0 or higher

Note: Tardigrade is not currently optimized for mobile devices. Though it will work on them but
the user experience will be less than expected. Future release of Tardigrade will be
optimized to support mobile devices.




2.5 Cybersecurity Assessment

Overview: The Cybersecurity Assessment, which consists of the Inherent Risk Profile and
Cybersecurity Maturity, is inspired by the FFIEC Assessment mandate. This offering allows an
organization to identify risks, determine cybersecurity maturity preparedness, and create effective
risk management strategies.

Cybersecurity Assessment: Inherent Risk is the level of risk posed to an organization by the
following:

Technologies and Connection Types

Delivery Channels

Online/Mobile Products and Technology Services
Organizational Characteristics

External Threats

Cybersecurity Assessment: Domain Maturity provides information about the cybersecurity maturity
of an organization based on assessed maturity domain and the corresponding assessment
factors.

Cyber Risk Management and Oversight
Threat Intelligence and Collaboration
Cyber Controls

External Dependency Management

Cyber Incident Management and Resilience




2.6 Internal Control Assessment

Overview: The Internal Risk Assessment consists of the Component Compliance, Deficiency, and
Principle Compliance. The Internal Control solution enables organizations to understand
deficiencies in their system of internal control to allow creation of an effective mitigating controls
to help achieve business objectives. It is based on industry standards and best practices
framework (Committee of Sponsoring Organizations of the Treadway Commission or COSO).

The Internal Control Principle is

e Internal Control Assessment: Component Compliance reports provide compliance infor-
mation based on assessed components. The Component Compliance gives a report on the
five components of Internal Control which include:

o

o

o

o

o

Control environment

Risk assessment

Control activities

Information and communication

Monitoring activities.

e Internal Control Assessment: Deficiency reports provide information about the identified
deficiency with the organization internal control as assessed.

e Internal Control Assessment: Principle Compliance reports provide compliance information
based on assessed principles. The assessed principles included:

o

O

Demonstrates Commitment to Competence
Demonstrates Commitment to Integrity and Ethical Values
Enforces Accountability

Establishes Structure, Authority, and Responsibility

Exercises Oversight Responsibility




2.7 Security Requirement Traceability Matrix

Overview: The Security Requirement Traceability Matrix (SRTM) provides ability to select security
controls from industry standards and regulations/laws for implementation either as a part of a
Secure Software Development Lifecycle (SSDLC) or regulations mandate. Currently, Tardigrade
supports the following standards and regulations:

SRTM Standards:

e NIST 800-53 R4

e [SO 27001-2013

SRTM Regulations:

e Sarbanes-Oxley (SOX)

e Monetary Authority of Singapore (MAS)

—
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2.8 Accessing Tardigrade

Tardigrade is offered as a Software as a Service (SaaS) application. To log on to the application
interface:

1. Start your browser.
2. Inthe address field at the top of your browser, enter a functional application URL.

3. Press Enter.
Tardigrade prompts you to enter Username and Password.

Login with your username and password

Lsername:
Password:

Login |

Tardigrade Log on Screen
4. Enter the Username and Password.

5. Click Login.
The Tardigrade main screen appears.

Assessment w  Security Requirement Traceability Matrix (SRTM) w  Dashboard w My Account w  User Administration w  Help w
Nollysoft-Admin
w System Maintenance

» Application Administration

» Settings

Welcome to Nollysoft's Enterprise Risk Assessment App

Tardigrade main screen

—t
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2.9 Role-based Access

Since Tardigrade is a role-based application, not all users except the System Administrator have
access to all functionalities of the application. For example, a task assigner would not have access
to the task conducting page and vice versa.

When you access a feature that you do not have permission to access, a message “You are not
authorized to access this resource.” appears.

You are not authorized to access this resource.

No Authorization to access the feature message

11
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3  Cybersecurity

Cybersecurity assessment allows you to conduct an assessment to determine the state of
preparedness and maturity of each of the major cybersecurity domains of an organization. You
can perform Cybersecurity assessment for:

e Inherent Risk Profile

e Domain Maturity

Additionally, you can create Cybersecurity Dashboard Reports for Inherent Risk Profile and
Domain Maturity Assessments.

3.1 Conducting Cybersecurity Assessment for Inherent Risk
Profile

To perform Cybersecurity Assessment for Inherent Risk Profile, you can do the following:
e Assign a task
e Conduct a task

e Review a task

3.1.1 Assigning a Task

In Tardigrade, to perform Cybersecurity Assessment analysis for Inherent Risk Profile, the first
step in the process involves a task assigner allocating a task to an assessor who performs it.

Note: A user whose role is defined as an Assigner can assign a task.
To know more about roles and responsibilities, refer to Roles and Responsibilities.

To assign a task:

1. From the main menu, go to Assessment » Cybersecurity » Inherent Risk Profile »
Inherent Risk Profile Assign Task.
The Inherent Risk Profile Assessment page appears.

Inherent Risk Profile Assessment

# of records per page | w D

Task Name Status A nent Start Date Assigner Assignee Reviewer

External Threats Assigned to conductor  2017-10-07 20:44.29 Super Admin

Inherent Risk Profile Assessment page

2. Click D

The Assign Inherent Risk Profile Assessment panel appears.

12
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Inherent Risk Profile Assessment
# of records perpage | - D
Task Name Status Assessment Start Date Assigner Assignee Reviewer

External Threats Assigned to conductor  2017-10-07 20:44:29 Super Admin

Assign Inherent Risk Profile Assessment:
Name | -
Component -

Save Cancel

Assign Inherent Risk Profile Assessment panel

3. From the Name drop-down list, select the user to whom you want to assign the assessment
task.

4. From the Component drop-down list, select one of the following components:
e Technologies and Connection Types
e Delivery Channels
e Online/Mobile Products and Technology Services
e Organizational Characteristics

e External Threats

Note: If you select a component that is already assigned for assessment, a message
“‘Component already in progress!” appears, indicating that you cannot assign the
same component for assessment.

5. Click Save.
A message appears “Assessment is assigned”.

—t
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3.1.2 Conducting a Task

The second step in conducting Cybersecurity Assessment for Inherent Risk Profile is performing
the assigned task.

Note: In Tardigrade, a user whose role is defined as an Assessor can conduct a task.
To know more about roles and responsibilities, refer to Roles and Responsibilities.

To conduct a task:

1. From the main menu, go to Assessment » Cybersecurity » Inherent Risk Profile »
Inherent Risk Profile Conduct Task.
The Inherent Risk Profile Assessment page appears with a list of assigned tasks.

2. From the list of tasks, select a task.
The details of the task appear in the Conduct Internal Assessment panel.

Conduct Internal Assessment:

Component

Category Technologies and Connection Types (1 of 14) 1 Go

Question Total number of Internet service provider (ISP) connections (including branch connections)
Score - ScoreDesc
Owner v

Comment

Save & Continue Save & Exit Cancel Mext

Conduct Internal Assessment panel — Conducting a task

3. Enter the data required to complete the task.
Click Next or Previous to navigate the pages of the task.

Conduct Internal Assessment:
Component
Category Delivery Channels {2 of 2) 2 Go
Question Maobile presence
Score Least - ScoreDesc None
Orwner Ade Adeleke -
Comment =
Previous Save & Continue Save & Exit Cancel

Conduct Internal Assessment panel — Next and Previous buttons

4. [Optional] Click Save & Continue to save your current task.
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3.

The third and last step in Cybersecurity Assessment for Inherent Risk Profile is to review the task.

[Optional] Click Save & Exit to resume the task later.

After entering the data required to complete the task, click Finish to complete the task.

A message appears “Assessment submitted for review”.
The assessment task is completed and it is sent to the Reviewer.

1.3 Reviewing a Task

As a reviewer, you can either approve or reject the cybersecurity assessment.

Note:

In Tardigrade, a user whose role is defined as a Reviewer can review a task.
To know more about roles and responsibilities, refer to Roles and Responsibilities.

To review a task:

1.

2.

From the main menu, go to Assessment » Cybersecurity » Inherent Risk Profile »

Inherent Risk Profile Review Task.

The Inherent Risk Profile Assessment page appears with a list of tasks to review.

From the list of tasks, select a task.

The details of the task appear in the Conduct Internal Assessment panel.

Conduct Internal Assessment:

Component

Category Delivery Channels {1 of 3} 1 Go

Cuestion Online presence {customer)

— ScoreDesc
applications or social media presence

Azzessment Response OD( @N:}t Ok

Cancel

Mo Web-facing

Mext

Conduct Internal Assessment panel — Reviewing a task

3.

Review the data.
Click Next or Previous to navigate the pages of the task.

Select an Assessment Response.
[Optional] Enter your comments in Reviewer Comment text box.

[Optional] Click Save & Continue to save your current task.

—t
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7. [Optional] Click Save & EXxit to resume your task later.
8. After reviewing the data required to complete the task, do one of the following:

e Click Approve.
A message appears “Assessment is approved" indicating that the assessment is
complete.

o Click Reject.
The assessment is sent to the Assessor’s list of assigned tasks who must perform the
assessment again.
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3.2 Conducting Cybersecurity Assessment for Domain Maturity

To perform Cybersecurity Assessment for Domain Maturity, you can do the following:

e Assign a task

e Conduct a task

e Review atask

3.2.1 Assigning a Task

In Tardigrade, to perform Cybersecurity Assessment analysis for Domain Maturity, the first step in
the process involves a task assigner allocating a task to an assessor who performs it.

Note: A user whose role is defined as an Assigner can assign a task.
To know more about roles and responsibilities, refer to Roles and Responsibilities.

To assign a task:

1. From the main menu, go to Assessment » Cybersecurity » Domain Maturity »
Domain Maturity Assign Task.
The Domain Maturity Assessment page appears.

Domain Maturity Assessment
# of records per page - D
Task Name Status Assessment Start Da Assigner Assignee Reviewer

SECUTity ‘zzigned to 2017-10-23 Super Mollysoft- Super Mollysoft-
45

00

ontrols conductor 23:58

Domain Maturity Assessment page

2. Click D

The Create Domain Maturity Assessment panel appears.

Domain Maturity Assessment

=I"';_LI'IE=Z;_'=Z:—;;_ - D
Task Name Status Assessment Start Da Assigner Assignee Rewviewer
Cy 2017-10-23 Super Nollysoft- Super Mollysoft-
Ca 23:58:45 Admin Admin
Create Domain maturity Assessment:
Mame Super Nollysoft-Admin -
Component -
Save Cancel|

—t
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Create Domain Maturity Assessment panel

3. From the Name drop-down list, select the user to whom you want to assign the assessment
task.

4. From the Component drop-down list, select one of the following components:
e Threat Intelligence & Collaboration
e Cybersecurity Controls
e External Dependency Management

e Cyber Incident Management and Resilience

Note: If you select a component that is already assigned for assessment, a message
“‘Component already in progress!” appears, indicating that you cannot assign the
same component for assessment.

5. Click Save.
A message appears “Assessment is assigned”.
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3.2.2 Conducting a Task

The second step in conducting Cybersecurity Assessment for Domain Maturity is performing the
assigned task.

Note: In Tardigrade, a user whose role is defined as an Assessor can conduct a task.
To know more about roles and responsibilities, refer to Roles and Responsibilities.

To conduct a task:

1. From the main menu, go to Assessment » Cybersecurity » Domain Maturity »
Domain Maturity Conduct Task.
The Domain Maturity Assessment page appears with a list of assigned tasks.

2. From the list of tasks, select a task.
The details of the task appear in the Conduct Internal Assessment panel.

Conduct Internal Assessment:

Component

Domain Cybersecurity Controls (1 of 174) 1 Go
Assessment Factor Preventative Controls

Component Infrastructure Management

Maturity Level Baseline

Mapping Number D3.PC.Im.B.1

» Metwork perimeter defense tools (e.g.,

border router and firewall) are used. {FFIEC Information Security Booklet, page 33)

Source: 15.B.22: Typical perimeter controls include firewslls that cperate at different network [ayers,
malicicus code prevention, cutbound filtering, intrusion detection and prevention devices, and controls

owver infrastructure services such as domain name service [DNS). Institutions internally hosting Internet-

Base Line Mapping
accessible services should consider implementing additional firewall compenents that include application-
level soreening. 15.WP.1.4.1: Evaluate the appropriateness of technical controls mediating access between
security domains. * Information Security, E-Banking, Operaticns, Wholesale Payments

FFIEC declared PR.AC-5: Metwork integrity is protected, incorporating network segregation where appropriate. (p. 24)

Mapping to NIST PR.PT-4: Communications networks are secured. {p. 29}

Useful Link "FFIEC Information Security Booklet (PDF), page 33"

Reference

Owne: -

Save & Continue Save & Exit Cancel Meact

Conduct Internal Assessment panel — Conducting a task

3. Enter the data required to complete the task.
Click Next or Previous to navigate the pages of the task.

—t
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4. [Optional] Click Save & Continue to save your current task.
5. [Optional] Click Save & Exit to resume the task later.
6. After entering the data required to complete the task, click Finish to complete the task.

A message appears “Assessment submitted for review”.
The assessment task is completed, and it is sent to the Reviewer.

3.2.3 Reviewing a Task

The third and last step in Cybersecurity Assessment for Domain Maturity is to review the task. As

a reviewer, you can either approve or reject the cybersecurity assessment.

Note: In Tardigrade, a user whose role is defined as a Reviewer can review a task.
To know more about roles and responsibilities, refer to Roles and Responsibilities.

To review a task:

1. From the main menu, go to Assessment » Cybersecurity » Domain Maturity » Domain

Maturity Review Task.
The Inherent Risk Profile Assessment page appears with a list of tasks to review.

2. From the list of tasks, select a task.
The details of the task appear in the Conduct Internal Assessment panel.

Conduct Internal Assessment:
Component
Category Delivery Channels {1 of 3) 1 Go
Question Online presence {customer)
[=— ScoreDesc Mo Web-facing
applications or social media presence
Assessment Response DD( @H:}tDt
Reviewsr Commen
Cancel MNext

Conduct Internal Assessment panel — Reviewing a task

3. Review the data.
Click Next or Previous to navigate the pages of the task.

4. Select an Assessment Response.

—t
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[Optional] Enter your comments in Reviewer Comment text box.

[Optional] Click Save & Continue to save your current task.

[Optional] Click Save & Exit to resume your task later.

After reviewing the data required to complete the task, do one of the following:

o Click Approve.
A message appears “Assessment is approved" indicating that the assessment is
complete.

o Click Reject.

The assessment is sent to the Assessor’s list of assigned tasks who must perform the
assessment again.
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3.3 Cybersecurity Dashboard Reports

For Cybersecurity Assessment, you can publish reports that can be viewed on the Tardigrade
dashboard. You can also print the reports from the dashboard.

To publish a dashboard report:

1. From the main menu, go to Dashboard » Cybersecurity and select a report from the
following reports:

¢ Inherent Risk Detail Result

¢ Inherent Risk Summary Result
e Maturity Result

e Chart of Assessment Factor

e Charts of Component

e Compliance Result

e Maturity Target

2. Inthe dashboard page, use the respective date picker icons to enter the Start Date and the
End Date.

3. Click Search.
The relevant results are displayed.

Inherent Risk Profile Dashboard

Start Date 2017-10-06 s End Date 2017-10-08 it Search

Proceed to download Report
Inherent Risk Profile Inherent Risk Level Average Risk Score Risk Score # of Questions No Of Assessment Done

Technologies and

Minimal 229 32 14 1
Connection Types
Delivery Channels Incomplete 0.0 0 3 0
Online/Mobile Products

Incomplete 0.0 0 14 0
and Technology Services
Qrganizational

Incomplete 0.0 0 7 0
Characteristics
External Threats Incomplete 0.0 0 1 0
Composite - Inherent Risk

Incomplete 0.82 32 39

Results

Cybersecurity Dashboard Reports search results page

—t
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3.3.1 Printing Cybersecurity Dashboard Reports
To print a report:
1. Inthe Cybersecurity Dashboard Reports search results page, click Proceed to download

Report.
A pop-up window displaying the PDF version of the report.it

Inherent Assessment Oclober 08,2017 04:43 AM
Inherentrisk Profile Inherent Risk Level Average Risk Score Risk Score  # of Questions No Of Assessment Done
Technologies and Incomplete 0.0 0 14 0
Connection Types
Delivery Channels Incomplete 0.0 0 ] 0
Online/Mobile Products Incomplete 0.0 [] 14 [1]
and
Organizational Incomplete 0.0 0 T [1]
Characteristics
External Threats Incomplete 0.0 0 1 [i]
Composiie - Inherent  Incomplete 0.0 0 39
Risk Results
W
Chse

Cybersecurity Dashboard Report Pop-up

2. From the pop-up window, print the report or save it on your local system.

—
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3.4 Cybersecurity Admin Panel

The Cybersecurity Admin panel allows you to add, edit and delete the following:

Inherent Risk Category

e Inherent Risk Question

e Inherent Risk Level

e Assessment Factor

e Maturity Component

e Maturity Domain

Maturity Declarative Statement

Note: You need to be logged on as the System Administrator to access the Cybersecurity
Admin Panel.

To access the Cybersecurity Admin panel, in the left Administration panel, navigate to System
Maintenance » Application Administration » Cybersecurity.

Assessment w  Secunty Reguirement Traceability Matrix (SRTM) »  Dashboard » My Account v User Administration +  Help »

Nollysoft Admin
w» System Maintenance
w Application Administration
w Cybersecurity
Add/Edit Inherent Risk Category
Add/Edit Inherent Risk Question
Add/Edit Inherent Risk Level
Add/Edit Assessment Factor
Add/Edit Maturity Component
Add/Edit Maturity Demain Welcome to Nollysoft's Enterprise Risk Assessment App
Add/Edit Declarative Statement
» Internal Control
» Reference Tables

» SRTM

» Settings

Cybersecurity Admin Panel

—t
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3.4.1 Inherent Risk Category

Adding an Inherent Risk Category

To add an Inherent Risk Category:

1. Navigate to System Maintenance in the left Administration panel and navigate to

Application Administration » Cybersecurity » Add/Edit Inherent Risk Category.
The Add Category page appears.

Add Category

# of records per page - D

Category

Technologies and Connection Types

Delivery Channels

Online/Mobile Products and Technology Semvices
Organizational Characteristics

External Threats

Add Category page

2. To add an Inherent Risk Category, click D
The Add New Category panel appears.

3. Enter the name of the Component.
4. Click Save.

Editing an Inherent Risk Category
To edit an Inherent Risk Category:

1. Select the Inherent Risk Category on Add Category page.

2. Click # .
The Add New Category panel appears.

3. Modify the name of the Component.

4. Click Save.
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Deleting an Inherent Risk Category
To delete an Inherent Risk Category:

1. Select the Inherent Risk Category on Add Category page.

2. Click m

A message appears “Do you want to delete the Component?”.

3. Click Delete.

3.4.2 Inherent Risk Question

Adding an Inherent Risk Question

To add an Inherent Risk Question:

1. Navigate to System Maintenance in the left Administration panel and navigate to

Application Administration » Cybersecurity » Add/Edit Inherent Risk Question.
The Add Question page appears.

Add Question

# of records per page b D

Category Question

Delivery Channels Online presence (customer)

Delivery Channels Mabile presence

Delivery Channels Automated Teller Machines (ATM) (Operation)
External Threats Attempted cyber attacks

Online/Mobile Products and Technology ) )
. Issue debit or credit cards
Semices

1 8 > » [1-5/39]

Add Question page

2. To add an Inherent Risk Question, click D
The Add New Question panel appears.

3. From the drop-down list, select a Component.
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Add Question

# of records per page - D

Category Question

Delivery Channels Online presence (customer)

Delivery Channels Mabile presence

Delivery Channels Automated Teller Machines (ATM) (Operation)
External Threats Attempted cyber attacks

Online/Mobile Products and Technology

lecua dahit ar cradit ~arde
Senices Technologies and Connection Types
, Delivery Channels
Online/Mobile Products and Technology Services
Organizational Characteristics

Add New Question: External Threats

Component Technologies and Connection Tiypes

Question

Save Cancel

Select Component—Add Question page
4. Enter the Question.

5. Click Save.

Editing an Inherent Risk Question
To edit an Inherent Risk Question:

1. Select the Inherent Risk Question on Add Question page.

2. Click # .
The Add New Question panel appears.

3. Modify the name of the Component and the Question.

4. Click Save.

27

—
| —



Deleting an Inherent Risk Question
To delete an Inherent Risk Category:

1. Select the Inherent Risk Question on Add Category page.

2. Click m

A message appears “Do you want to delete the Question?”.

3. Click Delete.

3.4.3 Inherent Risk Level

Adding an Inherent Risk Level

To add an Inherent Risk Level:

1. Navigate to System Maintenance in the left Administration panel and navigate to

Application Administration » Cybersecurity » Add/Edit Inherent Risk Level.
The Add Inherent Risk Level page appears.

Add Inherent Risk Level

# of records per page - D

Question Description Risk Level Risk Value

Total number of
Internet semvice
provider (ISP) )
) Mo connections 1 Least
connections
{including branch

connections)

Add Inherent Risk Level page

2. To add an Inherent Risk Level, click D
The Add New Risk Level panel appears.

3. From the drop-down list, select a Question.
4. Enter the Description, Risk Level and Risk Value.

5. Click Save.
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Editing an Inherent Risk Level

To edit an Inherent Risk Level:

1.

3.

4,

Select the Inherent Risk Level on Add Inherent Risk Level page.

Click #".
The Add New Risk Level panel appears.

Modify the Question, Description, Risk Level and Risk Value.

Click Save.

Deleting an Inherent Risk Level

To delete an Inherent Risk Level:

1.

2.

3.

Select the Inherent Risk Level on Add Inherent Risk Level page.

Click m :

A message appears “Do you want to delete the Risk Value Level?”.

Click Delete.
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3.4.4 Assessment Factor

Adding an Assessment Factor

To add an Assessment Factor:

1. Navigate to System Maintenance in the left Administration panel and navigate to

Application Administration » Cybersecurity » Add/Edit Assessment Factor.
The Add Assessment Factor page appears.

Add Assessment Factor
# of records per page - D
Domain Assessment Factor
Cyber Risk Management & Oversight Governance
Cyber Risk Management & Oversight Risk Management
Cyber Risk Management & Owversight Resources
Cyber Risk Management & Owversight Training & Culture
Threat Intelligence & Collaboration Threat Intelligence
1 3 1> | » [1-5715]

Add Assessment Factor page

2. To add an Assessment Factor, click D
The Add Assessment Factor panel appears.

3. From the drop-down list, select a Component.
4. Enter the Assessment Factor.

5. Click Save.

—t
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Editing an Assessment Factor
To edit an Assessment Factor:

1. Select the Assessment Factor on Add Assessment Factor page.

2. Click # .
The Add Assessment Factor panel appears.

3. Modify the Component and the Assessment Factor.
4. Click Save.
Deleting an Assessment Factor
To delete an Assessment Factor:
1. Select the Assessment Factor on Add Assessment Factor page.
2. Click m
A message appears “Do you want to delete the Assessment Factor?”.

3. Click Delete.
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3.4.5 Maturity Component

Adding a Maturity Component

To add a Maturity Component:

1. Navigate to System Maintenance in the left Administration panel and navigate to

Application Administration » Cybersecurity » Add/Edit Maturity Component.
The Add Maturity Component page appears.

Add Maturity Component

# of records per page - D
Assessment Factor Component
Governance Cwersight
Governance Strategy / Policies
Governance IT Asset Management
Risk Management Risk Management Program
Risk Management Risk Assessment

1 6 > » [1-5/30]

Add Maturity Component page

2. To add a Maturity Component, click D
The Add Maturity Component panel appears.

3. From the drop-down list, select an Assessment Factor.
4. Enter the name of the Component.

5. Click Save.

Editing a Maturity Component

To edit a Maturity Component:

1. Select the Maturity Component on Add Maturity Component page.

2. Click # .
The Add Maturity Component panel appears.

3. Modify the Assessment Factor and the name of the Component.
4. Click Save.

Deleting a Maturity Component
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To delete a Maturity Component:
1. Select the Maturity Component on Add Maturity Component page.
2. Click m .

A message appears “Do you want to delete the Component?”.

3. Click Delete.

3.4.6 Maturity Domain

Adding a Maturity Domain

To add a Maturity Domain:

1. Navigate to System Maintenance in the left Administration panel and navigate to

Application Administration » Cybersecurity » Add/Edit Maturity Domain.
The Maturity Domain page appears.

Maturity Domain
# of records per page - D
Domain Name
Cyber Risk Management & Oversight
Threat Intelligence & Collaboration
Cybersecurity Controls
External Dependency Management

Cyber Incident Management and Resilience

Maturity Domain page

2. To add a Maturity Domain, click D
The Add Maturity Domain panel appears.

3. Enter the Domain Name.

4. Click Save.
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Editing a Maturity Domain
To edit a Maturity Domain:

1. Select the Maturity Domain on Maturity Domain page.

2. Click # .
The Add Maturity Domain panel appears.

3. Modify the Domain Name.
4. Click Save.
Deleting a Maturity Domain
To delete a Maturity Domain:
1. Select the Maturity Domain on Maturity Domain page.
2. Click m
A message appears “Do you want to delete the Domain Name?”.

3. Click Delete.
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3.4.7 Maturity Declarative Statement

Adding a Maturity Declarative Statement

To add a Maturity Declarative Statement:

1. Navigate to System Maintenance in the left Administration panel and navigate to

Application Administration » Cybersecurity » Add/Edit Declarative Statement.
The Maturity Declarative Statement page appears.

Maturity Declarative Statement

# of records per page - D

Component Maturity Leve Mapping Nur Baseline Maj Declarative ¢ NIST Mappin Link Url Userful Link

Source

I1SB.3

Financial

institutions

should Designated
implement members of

an ongoin management
2o ’ ID.GV-4

security are held

Governance
process and  accountable

and nisk
institute by the board

) management

appropriate  or an

) processes

governance  appropriate

address
for the board

cybersecurity FFIEC
security committee

risks. (p. 22) Information
function for http:/fithandbc

ID.RM-1 Security

Cwersight Baseline D1.G.0vB.1 assigning implementing o /TBooklets .
1 X 3

Maturity Declarative Statement page

2. To add a Maturity Declarative Statement, click D
The Add Maturity Declarative Statement panel appears.

3. From the drop-down lists, select the Assessment Factor and Risk Level.
4. Enter information for the following:

e Mapping Number

e Baseline Mapping

o Declarative Statement

¢ NIST Mapping

—t
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e Link URL
e Useful Link
5. Click Save.

Editing a Maturity Declarative Statement

To edit a Maturity Declarative Statement:

1. Select the Maturity Declarative Statement on Maturity Declarative Statement page.

2. Click #°.
The Add Maturity Declarative Statement panel appears.

3. Modify the relevant information.
4. Click Save.
Deleting a Maturity Declarative Statement
To delete a Maturity Declarative Statement:
1. Select the Maturity Declarative Statement on Maturity Declarative Statement page.
2. Click m
A message appears “Do you want to delete the Maturity Declarative Statement?”.

3. Click Delete.
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4 Internal Control

Internal Control assessment allows you to conduct an assessment of the system of internal control
of an organization. You can perform Internal Control assessment for:

e Principle
e Component

Additionally, you can create Internal Control Dashboard Reports for Principle and Component.

4.1 Conducting Internal Control Assessment for Principle

To perform Internal Control Assessment for Principle, you can do the following:
e Assign a task
e Conduct a task

e Review atask

4.1.1 Assigning a Task

In Tardigrade, you can perform Internal Control Assessment analysis for Principle. The first step
in the process involves a task assigner allocating a task to an assessor who performs it.

Note: A user whose role is defined as an Assigner can assign a task.
To know more about roles and responsibilities, refer to Roles and Responsibilities.

To assign an assessment task:

1. From the main menu, go to Assessment » Internal Control » Principle » Principle Assign
Task.
The Principle Assessment page appears.

Principle Assessment

# of records per page v D

Task Name Status Assessment = Assigner Assignee Reviewer

Principle Assessment page

2. Click D

The Create Principle Assessment panel appears.
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Principle Assessment

# of records per page hd D

Task Name Status Assessment Sta Assigner Assignee Reviewer

Create Principle Assessment:
Name -
Component v

Save Cancel

Create Principle Assessment panel

3. From the Name drop-down list, select the user to whom you want to assign the assessment
task.

4. From the Component drop-down list, select one of the following components:
e Control Environment
e Risk Assessment
e Control Activities
¢ Information and Communication

e Monitoring Activities

Note: If you select a component that is already assigned for assessment, a message
“‘Component already in progress!” appears, indicating that you cannot assign the
same component for assessment.

5. Click Save.
A message appears “Assessment is assigned”.

4.1.2 Conducting a Task

The second step in conducting Internal Control Assessment for Principle is performing the
assigned task.

Note: In Tardigrade, a user whose role is defined as an Assessor can conduct a task.
To know more about roles and responsibilities, refer to Roles and Responsibilities.

To conduct a task:

1. From the main menu, go to Assessment » Internal Control » Principle » Principle
Conduct Task.
The Principle Assessment page appears.
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2. From the list of tasks, select a task.
The details of the task appear in the Conduct Internal Assessment panel.

Principle Assessment

# of records per page -
Task Name Status Assessment Start | Assigner Assignee Reviewer
Control Assigned to 2017-10-08
Super ICAssessor

Environment conductor 18:58:34
Conduct Internal Assessment:

Component

Component Control Environment (1 of 5) 1 Go

S Principle 1: Demonstrates Commitment to Integrity and Ethical Values - The organization

rinciple

demonstrates a commitment to integrity and ethical values

Point Of Foucs

Sets the Tone at the Top -

Establishes Standards of

b
Conduct
Evaluates Adherence to
b
Standards of Conduct
Addresses Deviations in a
b
Timely Manner
Present? » Functioning?
evidence Reference
explanation conclusion
Defeciency
Add Defeciency
Save & Continue Save & Exit Cancel Mesxt

Conduct Internal Assessment panel — Conducting a task

3. Enter all the data required to complete the task.
Click Next or Previous to navigate the pages of the task.

4. [Optional] Click Save & Continue to save your current task.
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[Optional] Click Save & Exit to resume the task later.

After entering the data required to complete the task, click Finish to complete the task.
A message appears “Assessment submitted for review”.
The assessment task is completed and it is sent to the Reviewer.

4.1.3 Reviewing a Task

The third and last step in conducting Internal Control Assessment for Principle is to review the
task.

Note: In Tardigrade, a user whose role is defined as a Reviewer can review a task.

To know more about roles and responsibilities, refer to Roles and Responsibilities.

To review a task:

1.

From the main menu, go to Assessment » Internal Control » Principle » Principle
Review Task.
The Principle Assessment page appears with a list of tasks to review.

From the list of tasks, select a task.
The details of the task appear in the Conduct Internal Assessment panel.

Review the data.
Click Next or Previous to navigate the pages of the task.

Select an Assessment Response.

[Optional] Enter your comments in Reviewer Comment text box.

[Optional] Click Save & Continue to save your current task.

[Optional] Click Save & Exit to resume your task later.

After reviewing the data required to complete the task, do one of the following:

e Click Approve.
A message appears “Assessment is approved" indicating that the assessment is
complete.

e Click Reject.

The assessment is sent to the Assessor’s list of assigned tasks who must perform the
assessment again.

a0

—
| —



4.2 Conducting Internal Control Assessment for Component
To perform Internal Control Assessment for Component, you can do the following:

e Assign a task

e Conduct a task

e Review atask

4.2.1 Assigning a Task

In Tardigrade, you can perform Internal Control Assessment analysis for Component. The first
step in the process involves a task assigner allocating a task to an assessor who performs it.

Note: A user whose role is defined as an Assigner can assign a task.
To know more about roles and responsibilities, refer to Roles and Responsibilities.

To assign an assessment task:

1. From the main menu, go to Assessment » Internal Control » Component » Component
Assign Task.
The Component Assessment page appears.

Component Assessment

# of records per page - D

Task Hame Status Assessment Star Assigner Assignee Rewiewer

Component Assessment page

2. Click D

The Create Component Assessment panel appears.

Component Assessment

# of records per page - D

Task Hame Status Assessment Start Dz Assigner Assignee Rewviewer

Create Component Assessment:
Name -
Component -

Save Cancel

Create Component Assessment panel
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3. From the Name drop-down list, select the user to whom you want to assign the assessment
task.

4. From the Component drop-down list, select one of the following components:

Control Environment

Risk Assessment

Control Activities

Information and Communication

Monitoring Activities

Note: If you select a component that is already assigned for assessment, a message
“Component already in progress!” appears, indicating that you cannot assign the
same component for assessment.

5. Click Save.

A message appears “Assessment is assigned”.

4.2.2 Conducting a Task

The second step in conducting Internal Control Assessment for Component is performing the
assigned task.

Note:

In Tardigrade, a user whose role is defined as an Assessor can conduct a task.
To know more about roles and responsibilities, refer to Roles and Responsibilities.

To conduct a task:

1. From the main menu, go to Assessment » Internal Control » Component » Component
Conduct Task.
The Component Assessment page appears.

2. From the list of tasks, select a task.
The details of the task appear in the Conduct Internal Assessment panel.
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Component Assessment

# of records p =1 page -
Task Hame Status Assessment Start Dz Assigner Assignee Rewviewer
Assigned t 2017-10-24
Risk Assessment Super Supe
conducto 01:53:17
Conduct Internal Assessment:
Component
Compenent Risk Azsessment (1 of 4) 1 Go

Specifies Suitable Objectives - The organization specifies cbjedtives with sufficient clarity to enable the

identification and assessment of risks relating to objectives

Present? - Functicning? -
evidenca Reference

explanation conclusion

Defeciency

Add Defeciency

Save & Continue Save & Exit Cancel et

Conduct Internal Assessment panel — Conducting a task

3. Enter all the data required to complete the task.
Click Next or Previous to navigate the pages of the task.

4. [Optional] Click Save & Continue to save your current task.

5. [Optional] Click Save & Exit to resume the task later.

6. After entering the data required to complete the task, click Finish to complete the task.

A message appears “Assessment submitted for review”.
The assessment task is completed and it is sent to the Reviewer.

—t
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4.2.3 Reviewing a Task

The third and last step in conducting Internal Control Assessment for Component is to review the
task.

Note: In Tardigrade, a user whose role is defined as a Reviewer can review a task.

To know more about roles and responsibilities, refer to Roles and Responsibilities.

To review a task:

1.

From the main menu, go to Assessment » Internal Control » Component » Component
Review Task.
The Component Assessment page appears with a list of tasks to review.

From the list of tasks, select a task.
The details of the task appear in the Conduct Internal Assessment panel.

Review the data.
Click Next or Previous to navigate the pages of the task.

Select an Assessment Response.

[Optional] Enter your comments in Reviewer Comment text box.

[Optional] Click Save & Continue to save your current task.

[Optional] Click Save & Exit to resume your task later.

After reviewing the data required to complete the task, do one of the following:

e Click Approve.
A message appears “Assessment is approved" indicating that the assessment is
complete.

e Click Reject.

The assessment is sent to the Assessor’s list of assigned tasks who must perform the
assessment again.
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4.3 Internal Control Dashboard Reports

For Internal Control Assessment, you can publish reports that can be viewed on the Tardigrade
dashboard. You can also print the reports from the dashboard.

To publish a dashboard report:

1. From the main menu, go to Dashboard » Internal Control select a report from the following
reports:

e Component Compliance Result
o Deficiency Result
e Principle Compliance Result

2. Inthe dashboard page, use the respective date picker icons to enter the Start Date and the
End Date.

3. Click Search.
The relevant results are displayed.

Principle Compliance Report

Start Date 2017-10-05 £ End Date 2017-10-08 =t Search

Proceed to download Report
Component Compliance Nen Compliance

Principle 1: Demonstrates Commitment to Integrity and

Ethical Values
Principle 2: Exercises Oversight Responsibility 1 0

Principle 3: Establishes Structure, Authority, and

1 0
Responsibility
Principle 4: Demonstrates Commitment to Competence 1 0

Principle 5: Enforces Accountability 1 0

Back

Internal Control Dashboard Reports search results page

—t

45

—



4.3.1 Printing Internal Control Dashboard Reports
To print a report:
1. Inthe Cybersecurity Dashboard Reports search results page, click Proceed to download

Report.
A pop-up window displaying the PDF version of the report.it

= <+ AutomaticZoom *

Compliance Principle October 09,2017 12:26 AM
Component Compliance Non Compliance
Principle 1: Demonstrates Commitmentio 0 0
Integrity and Ethical Values
Principle 2: Exercises Oversight 1 0
Responsibility
Principle 3: Establishes Structure, Authority, 1 0
and Responsibility
Principle 4: Demonstrates Commitmentio 1 0
Competence
Principle 5: Enforces Accountability 1 0

Close

Internal Control Dashboard Report Pop-up

2. From the pop-up window, print the report or save it on your local system.
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4.4 Internal Control Admin Panel

The Internal Control Admin panel allows you to add, edit and delete the following:
e Component

e Principle

e Point Of Focus

Question

Note: You need to be logged on as the System Administrator to access the Internal Control
Admin Panel.

To access the Internal Control Admin panel, expand System Maintenance in the left
Administration panel and navigate to Application Administration » Internal Control.

Assessment v  Security Reguirement Traceability Matrix (SRTM}»  Dashboard * My Accountw  User Administration  Helpw
Nollysoft-Admin
w System Maintenance
w Application Administration
» Cybersecurity
w Internal Control

Add/Edit Component

it Point of Focus
Add/Edit Question
» Reference Tables

» SRTM

» Settings Welcome to Nollysoft's Enterprise Risk Assessment App

Internal Control Admin Panel

—
| —
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4.4.1 Component
Adding a Component
To add a Component:
3. Expand System Maintenance in the left Administration panel and navigate to Application

Administration » Internal Control » Add/Edit Component.
The Add Component page appears.

Add composnent
# of records per page - D
Componet Hame
Caontrol Environment
Rizk Aszsessment
Control Activities
Information and Communication

Monitoring Activities

Add Component page

4. To add a Component, click D
The Add New Component panel appears.

5. Enter the name of the Component.
6. Click Save.

Editing a Component

To edit a Component:

1. Select the Component on Add Component page.

2. Click #°.
The Add New Component panel appears.

3. Modify the name of the Component.

4. Click Save.
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Deleting a Component

To delete a component:

1. Select the component on Add Component page.

2. Click m

A message appears “Do you want to delete the Component?”.

3. Click Delete.

4.4.2 Principle
Adding a Principle

To add a Principle:

4. Expand System Maintenance in the left Administration panel and navigate to Application

Administration » Internal Control » Add/Edit Principle.

The Add Principle page appears.

Add Principle

Component Principle

Principle 10: Selects and Develops
Control Activities
Control Activities

e Principle 11: Selects and Develops
Control Activities
General Controlz over Technology

Principle 12: Deploys through
Control Activities
Policies and Procedures

O

Description

The organization selects and
develops control activities that
contribute to the mitigation of risks
to the achievement of objectives to

acceptable levels.

The organization selects and
develops general control activities
over technology to support the

achievement of objectives.

The organization deploys control
activities through pelicies that
establish what iz expected and

procedures that put policies into

action.
Add Principle page
5. To add a Principle, click D
The Add New Principle panel appears.
6. From the drop-down list, select a Component.
( ]
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7.

8.

Enter the Principle and the Description.

Click Save.

Editing a Principle

To edit a Principle:

1.

4.

Select the Principle on Add Principle page.

Click # .
The Add New Principle panel appears.

Modify the following:

¢ Name of the Component
e The Principle

e The Description

Click Save.

Deleting a Principle

To delete a Principle:

1.

2.

3.

Select the Principle on Add Principle page.

Click m :

A message appears “Do you want to delete the Principle?”.

Click Delete.
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4.4.3 Point Of Focus

Adding a Point of Focus

To add a Point of Focus:

1. Expand System Maintenance in the left Administration panel and navigate to Application

Administration » Internal Control » Add/Edit Point of Focus.
The Point Of Focus page appears.

Point Of Focus

R - D

Principle Point Of Focus Parent Description

The board of directors

and management at all

lewels of the entity

demonstrate through their
Principle 1: Demonstrates

directives, actions, and
Commitment to Integrity Sets the Tone at the To

behavior the importance
and Ethical Values

of integrity and ethical

values to support the

functizning of the system

of internal control.

Point Of Focus page

2. To add a Point Of Focus, click D
The Add New Point Of Focus panel appears.

3. From the drop-down lists, select a Principle and a Parent.
4. Enter the Point Of Focus and the Description.

5. Click Save.

Editing a Point Of Focus

To edit a Point Of Focus:

1. Select the Point Of Focus on Point Of Focus page.

2. Click #°.
The Add New Point Of Focus panel appears.

3. Modify the following:
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e The Principle
e The Parent
e The Point Of Focus
e The Description
4. Click Save.
Deleting a Point Of Focus
To delete a Point of Focus:

1. Select the Point Of Focus on Point Of Focus page.

2. Click m

A message appears “Do you want to delete the Point Of Focus?”.

3. Click Delete.

4.4.4 Question

Adding a Question

To add a Question:

1. Expand System Maintenance in the left Administration panel and navigate to Application

Administration » Internal Control » Add/Edit Question.
The Add Question page appears.

Add Question

- N

Component Question Description

The organization selects and
develops control activities that
Selects and Develops Control
Control Activities contribute to the mitigation of risks
Activities
to the achievement of objectives to

acceptable levels..
The organization selects and

o Selects and Develops General develops general control activities
Control Activities

-
C

ontrols over Technology over technology to support the

achievement of objectives.

Add Question page

2. To add a Question, click D
The Add New Question panel appears.
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3.

4,

5.

From the drop-down list, select a Component.
Enter the Question and the Description.

Click Save.

Editing a Question

To edit a Question:

1.

4,

Select the Question on Add Question page.

Click .
The Add New Question panel appears.

Modify the following:

¢ Name of the Component
e The Question

e The Description

Click Save.

Deleting a Question

To delete a Question:

1.

2.

3.

Select the Question on Add Question page.
Click m
A message appears “Do you want to delete the Question?”.

Click Delete.

R

—
| —



5  Security Requirement Traceability Matrix

Security Requirement Traceability Matrix (SRTM) allows you to select security controls from
industry standards such as NIST 800-53 R4 and ISO 270001 for implementation. Additionally,
System Administrators will be able to maintain various aspects of the module.

5.1 Security Requirement Traceability Matrix (SRTM) NIST 800-53

5.1.1 Creating Security Requirement Traceability Matrix for NIST 800-53 R4
To access Security Requirement Traceability Matrix for NIST 800-53:
From the main menu, navigate to Security Requirement Traceability Matrix (SRTM) » SRTM

Standards » NIST 800-53 R4.
The NIST 800-53 R4 Security Control Selection page appears.

Assessment v Security Reguirement Traceability Matrix (SRTM)» Dashboard My Account v  User Administration v Helpw

Nollysoft-Admin
NIST 300-53 R4 Security Control Selection

w System Maintenance

» Application Administration

Seftings
» Settings Select Reguirement to Create: OAII Control Family lI:Q:)Incli\.ficlual Control Famiby OSecur'rty Control Baselines

Continue Cancel

NIST 800-53 R4 Security Control Selection page

In the NIST 800-53 R4 Security Control Selection page, you can create Security Requirement
Traceability Matrix for the following options:

e All Control Family
e Individual Control Family (selected by default)

e Security Control Baselines

5.1.2 Creating SRTM NIST 800-53 R4 for All Control Family

To create SRTM NIST 800-53 R4 for All Control Family:

1. Inthe NIST 800-53 R4 Security Control Selection page, select All Control Family.
2. Select the Verification Method.

3. Click Save All Controls.
A message “All NIST security controls have been successfully created.” appears.
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4. Click the “Click Here to View Security Controls” link.
The Security Control Requirement Selection View page appears.

5. From the list of Selected Controls, select All. The All indicates All Control Family.
The Generate Report button appears.

Security Control Requirement Selection View
# of records per page - Generate Report
Selected Controls Source Creation Date Report Genearate Date
Individual NIST 800-53 Oct 9, 2017 5:45:25 AWM
Control Baseline NIST 800-53 Oct 9, 2017 5:26:08 AM
Al NIST 800-53 Oct 9, 2017 5:09:42 AM Oct 9, 2017 5:14:19 AM
All NIST 800-53 Oct 9, 2017 3:30:31 AWM

Select All Control Family

6. Click Generate Report.
A message “Report Generated Successfully!” appears.

7. Click View Report.
The SRTM Report Details page appears.

8. Click Proceed to download Report.
The Download Report pop-up window appears.

9. Inthe pop-up window, click Download Report.
The NIST SRTM Report appears as a PDF in a window.

—t
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1 of 46

NIST SRTM Report October 09, 2017 5.18 AM
Source | Section Requirement Verification | Test Procedure | Comment
Method
I |A[T|D
NIST Boo-1AC-1 ACCESS CONTROL x

3

Section: ACCESS CONTROL PCLICY AND PROCEDURES
Control: The organization

1. Develops, documents, and disseminates to [Assignment: organization-defined
parsonnal or roles]

1. An acoess control policy that addresses purpose. SCODE. roles.
responsibiities, management commitment, coordination among organizational entites,
and compliance; and

2. Procedures to facilitate the implementation of the access control policy and
associated access controls: and

2. An access control policy that addresses purpose. scope. rokes, responsibdibes,
management commitment, coordination among organizational entites, and

associated access controls: and
4. Reviews and updates the current:
1. Access control policy [Assignment: organization-defined frequency]: and
2. Access control procedures [Assignment: organization-defined frequency].
5. Access control policy [Assignment: organization-defined frequency]: and
8. Access control procedures [Assignment: onganizaton-defined frequency].

Close

NIST SRTM Report PDF Window
10. [Optional] Print the report or save it on your local system.

11. To close the PDF, click Close.

—t
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5.1.3 Creating SRTM NIST 800-53 R4 for Individual Control Family
To create SRTM NIST 800-53 R4 for Individual Control Family:
1. Inthe NIST 800-53 R4 Security Control Selection page, click Continue.

Individual Control Family is selected by default.
The Select Individual Control Family page appears.

Note: To create SRTM NIST 800-53 R4 for Individual Control Family from the main menu,
navigate to Security Requirement Traceability Matrix (SRTM) » SRTM Standards »
NIST Individual Control Family Selection.

The Select Individual Control Family page appears.

Then, follow the steps below.

Select Individual Control Family
[J AC - ACCESS CONTROL Select Verification Meth | w [J MP - MEDI& PROTECTION
[0 AT - AWARENESS AND TRAINING Select Verification Meth | [] PE - PHYSICAL AND ENVIRONMENTAL PROTECTION
[0 AU - AUDIT AND ACCOUNTABILIT Selec - [] PL - PLANNING
[0 cA - SECURTY ASSESSMENT AND AUTHOREZATION  Selec - [0 Ps - PERSONNEL SECURIT
[0 cM - CONFISURATION MANAGEMENT Selec - [0 RA - RISK ASSESSMENT
[J CP - CONTINGENCY PLANNING Selec hd [0 s5a - SYSTEM AND SERVICES ACQUISITION
[J & - IDENTFICATION AND AUTHENTICATION Selec - [J sC - S¥STEM AND COMMUNICATIONS PROTECTION
[0 R - INCIDENT R S - [ sI - SYSTEM AND INFORMATION INTEGRIT
[0 ™A - MAINTENANCE Select hd [ PM - PROGRAM MANAGEMENT

Save Cancel

Select Individual Control Family page

2. Inthe Select Individual Control Family page, select one or more individual control
parameter checkboxes and then, from the drop-down list(s), select the corresponding
Verification Method(s).

3. Click Save.
A message “Individual NIST security controls have been successfully created.”
appears.

4. Click the “Click Here to View Security Controls” link.
The Security Control Requirement Selection View page appears.

5. From the list of Selected Controls, select Individual. The Individual indicates Individual
Control Family.
The Generate Report button appears.
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Security Control Requirement Selection View

# of records per page - Generate Report
Selected Controls Source Creation Date Report Genearate Date
Individual NIST 800-53 Oct 9, 2017 6:12:23 AM

Individual NIST &00-53 Oct 9, 2017 5:45:25 AM

Control Baseline MIST 200-53 Oct 9, 2017 5:26:08 AM

All NIST 800-53 Oct 9, 2017 5:09:42 AM OctS, 2017 5:14:19 AM
All NIST &00-53 Oct 9, 2017 3:30:31 AM

Select Individual Control Family

6. Click Generate Report.
A message “Report Generated Successfully!” appears.

7. Click View Report.
The SRTM Report Details page appears.

8. Click Proceed to download Report.
The Download Report pop-up window appears.

9. In the pop-up window, click Download Report.
The NIST SRTM Report appears as a PDF in a window.

1 of46

NIST SRTM Report October 09, 2017 5.18 AM
Source | Section Requirement Verification Test Procedure | Comment
Method
I |[A|T|D
[STB00-JAC-1  |ACCESS CONTROL X

Seclion: ACCESS CONTROL POLICY AND PROCEDURES
Control: The organization:

1. Dwvelops, documents, and disseminates to [Assignment: organization-defined
personnal or roles]
1. An acoess control policy that addresses purpose. scope. roles
ibes. manag e among organizational entibes,
and compliance; and
2. Procedures to facilitate the implemantation of the access control policy and
assocated access controls: and
2. An access control policy that addresses purpose, scope, roles, responsibiities,
management commitment, coordination among organizational entibes, and
comphance: and
3. Procedures fo facilitate the implementation of the acocess condrol policy and
associated access controls; and
4 Reviews and updates the current:
1. Access control policy [Assignment: organization-defined frequency]: and
2 Access control procedures [Assignment: organization-defined frequency].
5. Access control policy [Assignment: organization-defined frequency]: and
8. Access control procedures [Assignment: organization-defined freguency].

Close
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NIST SRTM Report PDF Window

10. [Optional] Print the report or save it on your local system.

11. To close the PDF, click Close.

—t
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5.1.4 Creating SRTM NIST 800-53 R4 for Security Control Baselines
To create SRTM NIST 800-53 R4 for Security Control Baselines:

1. Inthe NIST 800-53 R4 Security Control Selection page, select Security Control
Baselines.

Note: To create SRTM NIST 800-53 R4 for Security Control Baselines from the main menu,
navigate to Security Requirement Traceability Matrix (SRTM) » SRTM Standards »
NIST Security Baseline Selection.
The Security Control Baselines page appears.
Then, follow the steps below.

2. Click Continue.
The Security Control Baselines page appears.

Security Control Baselines

[CJcheck an

[0 AC - ACCESS CONTROL Select Verificati | w [0 WP - MEDIA PROTECTION Sele -
[ AT - AWARENESS AND TRAINING - [] PE - PHYSICAL AND ENVIRONMENTAL PROTECTION Sele -
[ AU - AUDIT AND ACCOUNTABILITY - [0 PL - PLANNING Sele -
[0 cA - SECURITY ASSESSMENT AND AUTHORIZATION - [0 Ps - PERSONNEL SECURITY Sele -
[J CM - CONFIGURATION MANAGEMENT - [0 RA - RISK ASSESSMENT s -
[ CP - CONTINGENCY PLANNING - [0 =A - SYSTEM AND SERVICES ACQUISITION Sele -
[J & - IDENTIFICATION AND AUTHENTICATION Selec - [] sC - SYSTEM AND COMMUNICATIONS PROTECTION Sele -
[0 R - INCIDENT RESPONSE Select Verificati | w [0 sl - SYSTEM AND INFORMATION INTEGRITY Sele -
[0 WA - MAINTENANCE Select Verificati | w [0 PN - PROGRAM MANAGEMENT Sele -

Security Control Baselines page

3. Inthe Security Control Baselines page, select one or more individual control parameter
checkboxes and then, from the drop-down list(s), select the corresponding Verification
Method(s).

4. Click Save.
A message “Selected security controls have been successfully created.” appears.

5. Click the “Click Here to View Security Controls” link.
The Security Control Requirement Selection View page appears.

6. From the list of Selected Controls, select Control Baseline. The Control Baseline
indicates Security Control Baselines.
The Generate Report button appears.

—t
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Security Control Requirement Selection View

# of records per page - Generate Report
Selected Controls Source Creation Date Report Genearate Date
Control Baseline NIST 800-53 Oct 8, 2017 6:28:04 AN

Individual NIST 800-53 Oct 8, 2017 6:12:23 AN Oct 9, 2017 6:15:07 Al

Individual MIST 800-53 Oct 9, 2017 5:45:25 AM
Control Baseline MNIST &00-53 Oct g, 2017 5:26:08 AM
All MIST 800-53 Oct 9, 2017 5:09:42 AM Oct 9, 2017 5:14:19 AM
1 2 | » [1-5/6]

Select Security Control Baselines

7. Click Generate Report.
A message “Report Generated Successfully!” appears.

8. Click View Report.
The SRTM Report Details page appears.

9. Click Proceed to download Report.
The Download Report pop-up window appears.

10. In the pop-up window, click Download Report.
The NIST SRTM Report appears as a PDF in a window.
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NIST SRTM Report

October 09, 2017 5.18 AM

Source | Section Requirement Verification Test Procedure
Method
1[A[T|D
NIST B00-[AC-1 ACCESS CONTROL X

53

Section: ACCESS CONTROL POLICY AND PROCEDURES
Control: The organization

1. Develops, documants, and disseminates o [Assignment: organization-defined
personnel of roles]

1. An acoess control policy that addresses purpose. scope. roles.
responsibiities, manag imaent, 1 among organizational entites,
and compliance; and

2. Procedures to facilitate the implementation of the access control policy and
associated access controls. and

2. An access control policy that addresses purpose. scope. roles, responsibiities,
management commitment, coordination among organizational entites, and
‘complance: and

3. Procedures to facilitate the implementation of the access control policy and
associated access controls; and

4 Rewviews and updates the current:

1. Access control policy [Assignment: organization-defined frequency]; and

2. Access confrol procedures [Assignment: organization-defined frequency].

5. Access control policy [Assignment: organization-defined frequancy]. and

6. Access control procedures [Assignment: organizaton-defined frequency].

Close

NIST SRTM Report PDF Window

11. [Optional] Print the report or save it on your local system.

12. To close the PDF, click Close.

(34

—
| —




5.2 Security Requirement Traceability Matrix (SRTM) ISO 27001-
2013

5.2.1 Creating Security Requirement Traceability Matrix for NIST 800-53 R4
To access Security Requirement Traceability Matrix for ISO 27001-2013:
From the main menu, navigate to Security Requirement Traceability Matrix (SRTM) » SRTM

Standards » ISO 27001-2013.
The ISO 27001-2013 Control Selection page appears.

IS0 27001-2013 Control Selection

Select Reguirement to Create: f:JAII Control Famity @Individual Centrol Family

Continue Cancel

ISO 27001-2013 Control Selection page

Inthe ISO 27001-2013 Control Selection page, you can create Security Requirement Traceability
Matrix for the following options:

e All Control Family

e Individual Control Family (selected by default)

5.2.2 Creating SRTM ISO 27001-2013 for All Control Family

To create SRTM ISO 27001-2013 for All Control Family:

1. Inthe ISO 27001-2013 Control Selection page, select All Control Family.
2. Select the Verification Method.

3. Click Save All Controls.
A message “All ISO security controls have been successfully created.” appears.

4. Click the “Click Here to View Security Controls” link.
The Security Control Requirement Selection View page appears.

5. From the list of Selected Controls, select All. The All indicates All Control Family.
The Generate Report button appears.
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Security Control Requirement Selection View

# of records per page - Generate Report
Selected Controls source Creation Date Report Genearate Date
All ISO27001_2013 Oct 9, 2017 6:58:45 AM

Control Baseline NIST 800-53 Oct 9, 2017 6:28:04 AM Oct 9, 2017 6:32:40 Al

Individual NIST 800-53 Oct S 2017 6:12:23 AM Oct 9, 2017 6:15:07 AM
Individual NIST 800-53 Oct 9, 2017 5:45:25 AM
Control Baseline NIST 800-53 Oct 9, 2017 5:26:08 AM

1 12 % B [1-5i7]

Security Control Requirement Selection View page--Select All Control Family

6. Click Generate Report.
A message “Report Generated Successfully!” appears.

7. Click View Report.
The SRTM Report Details page appears.

8. Click Proceed to download Report.
The Download Report pop-up window appears.

9. In the pop-up window, click Download Report.
The ISO SRTM Report appears as a PDF in a window.
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Automatic Zoom

ISO SRTM Report October 09, 2017 7.01 AM

Source | Section Reguirement Verification Test Procedure | Comment

'z‘b’:'a"’“‘ A5 Information security policies X
Secfion: Management direcfion for information security

Objective: To provide management direction and support for information =ecurity in
accondance with business requirements and relevant laws and regulations.

1. Policies for information security
A set of policies for information security shall be defined, approved by management
published and communicated o employees and relevant external parties

2. Review of the policies for information security
The policies for information security shall be reviewed at planned intervals or if
significant changes occur to ensure their continuing suitability, adequacy and
effectiveness.

]'-S.??':':'G' AB1 Organization of information security X
Close

ISO SRTM Report PDF Window
10. [Optional] Print the report or save it on your local system.

11. To close the PDF, click Close.

5.2.3 Creating SRTM ISO 27001-2013 for Individual Control Family
To create SRTM ISO 27001-2013 for Individual Control Family:
1. Inthe ISO 27001-2013 Control Selection page, click Continue.

Individual Control Family is selected by default.
The Select ISO Individual Control Family page appears.

Select ISO Individual Control Family
|:| A5 - Information security policies Select Verification Meth | - |:| A2 - Operations security Select Verification Meth | »
|:| A8 - Organization of information security Select Verification Meth | - |:| A.13 - Communications security Select Verification Meth | w»
|:| AT - Human resource security Select Verification Math | - |:| A.14 - System acquisition, development and maintenar = Select Verification Meth | «
|:| A Asset management Select Verification Meth | - |:| A5 - Supplier relationships Select Verification Meth |
[0 438 - Access control Select Verification Meth | - [ 4.6 - Information security incident management Select Verification Mett | w
A0 - Cryl ¢ Select Verification Me AT - Information security aspects of business contin e
|:| 10 - Cryptography lect Verification Meth | - D Y asp Select Verification Mett |
management

|:| A.11 - Physical and environmental security Select Verification Meth | w»

|:| A.18 - Compliance Select Verification Meth | w

Save Cancel

Select ISO Individual Control Family page

(313

—
| —



In the Select ISO Individual Control Family page, select one or more individual control
parameter checkboxes and then, from the drop-down list(s), select the corresponding
Verification Method(s).

Click Save.

A message “Individual ISO security controls have been successfully created.” appears.

Click the “Click Here to View Security Controls” link.
The Security Control Requirement Selection View page appears.

From the list of Selected Controls, select Individual. The Individual corresponds to
Individual Control Family.
The Generate Report button appears.

Selected Controls

Individual

Control Bazeline

Individual

Individual

Iz

Security Control Reguirement Selection View

Source

MIST 800-53

MIST 800-53

HIST 800-53

2|2

Creation Date

Oct 8, 2017 7115
Oct 9, 2017 6:58
Oct 9, 2017 6:28

Oct 9, 2017 6:12:

Oct 5, 2017 5:45

Generate Report

Report Genearate Date
53 AM
:45 Al Oct 9, 2017 7:01:42 AM
Oct9, 2017 5:32:40 AN

04 AM

23 AN

Oct 9, 2017 6:15:07 AW
Chp ] =

25 AM

[1-5378]

Security Control Requirement Selection View - Select ISO Individual Family

6.

Click Generate Report.
A message “Report Generated Successfully!” appears.

Click View Report.
The SRTM Report Details page appears.

Click Proceed to download Report.

The Download Report pop-up window appears.

In the pop-up window, click Download Report.
The NIST SRTM Report appears as a PDF in a window.
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NIST SRTM Report

October 09, 2017 5.18 AM

Source | Section Requirement Verification Test Procedure
Method
1[A[T|D
NIST B00-[AC-1 ACCESS CONTROL X

53

Section: ACCESS CONTROL POLICY AND PROCEDURES
Control: The organization

1. Develops, documants, and disseminates o [Assignment: organization-defined
personnel of roles]

1. An acoess control policy that addresses purpose. scope. roles.
responsibiities, manag imaent, 1 among organizational entites,
and compliance; and

2. Procedures to facilitate the implementation of the access control policy and
associated access controls. and

2. An access control policy that addresses purpose. scope. roles, responsibiities,
management commitment, coordination among organizational entites, and
‘complance: and

3. Procedures to facilitate the implementation of the access control policy and
associated access controls; and

4 Rewviews and updates the current:

1. Access control policy [Assignment: organization-defined frequency]; and

2. Access confrol procedures [Assignment: organization-defined frequency].

5. Access control policy [Assignment: organization-defined frequancy]. and

6. Access control procedures [Assignment: organizaton-defined frequency].

Close

ISO SRTM Report PDF Window
10. [Optional] Print the report or save it on your local system.

11. To close the PDF, click Close.
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5.3 Security Requirement Traceability Matrix (SRTM) SOX

5.3.1 Creating Security Requirement Traceability Matrix for SOX
To access Security Requirement Traceability Matrix for SOX:
From the main menu, navigate to Security Requirement Traceability Matrix (SRTM) » SRTM

Regulation & Law » SRTM SOX.
The SOX Control Selection page appears.

S0X Control Selection

Select Reguirement to Create; OAII Control Family @Individual Control Famiby

Continue Cancel

SOX Control Selection page

In the SOX Control Selection page, you can create Security Requirement Traceability Matrix for
the following options:

e All Control Family

e Individual Control Family (selected by default)

5.3.2 Creating SRTM SOX for All Control Family

To create SRTM SOX for All Control Family:

1. Inthe SOX Control Selection page, select All Control Family.
2. Select the Verification Method.

3. Click Save All Controls.
A message “SOX Security Controls have been successfully created.” appears.

4. Click the “Click Here to View Security Controls” link.
The Security Control Requirement Selection View page appears.

5. From the list of Selected Controls, select All. The All indicates All Control Family.
The Generate Report button appears.
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Security Control Requirement Selection View

# of records - Generate Report
Selected Controls Source Creation Date Report Genearate Date
All SOX Oct9, 2017 7:36:21 AM
Individual 1S027001_2013 Oct9, 2017 7:15:53 AWM Oct 9, 2017 7:21:38 AN
All 1S027001_2013 Oct 8, 2017 6:58:45 AN Oct 8, 2017 7:01:42 AN
Control Baseline NIST 800-53 Oct 8, 2017 6:28:04 AN Oct 8, 2017 6:32:40 AN
Individual NIST 800-53 Oct9, 2017 6:12:23 AM Oct9, 2017 6:15:07 AM

1 2 03| » [1-5/9]

Security Control Requirement Selection View page--Select All Control Family

6. Click Generate Report.
A message “Report Generated Successfully!” appears.

7. Click View Report.
The SRTM Report Details page appears.

8. Click Proceed to download Report.
The Download Report pop-up window appears.

9. In the pop-up window, click Download Report.
The SOX SRTM Report appears as a PDF in a window.

Automatic Zoom =
SOX SRTM Report October 09, 2017 8.01 AM
Source | Section Requirement TestF c
Method
I [A]T|D
[Sox Program |Opjective: Controls provide that ication and system X Obtain a copy of the
Develop |software is ired or deveh d that vely supports financial reporting organizafion's SDLC
ment and | requirements. methodology. Review
Program |Cobitdomain: Acquire or develop application systems software the methodology to
Change Activity: The izafion's system devel it lifecycle methodology (SDLC) determine that it
includes security, availability and processing integrity requirements for the addresses security
organization availability and
processing integrity
requirements
[5o% Program |Opjective: Controls provide that application and system X Review the
Develop |software is acquired or developed that effectively supports financial reporting organization’s SDLC
ment and | requirements. gy to
Program | Cobitdomain: Acquire or develop application systems software determine if it
Change | Activity: The organization's SDLC policies and p d consider the d considers both the
and acquisifion of new systems and major changes to existing systems. development and
acquisition of new
Close

SOX SRTM Report PDF Window

10. [Optional] Print the report or save it on your local system.
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11. To close the PDF, click Close.

5.3.3 Creating SRTM SOX for Individual Control Family
To create SRTM SOX for Individual Control Family:
1. Inthe SOX Control Selection page, click Continue.

Individual Control Family is selected by default.
The Select SOX Individual Control Family page appears.

Select SOX Individual Control Family
|:| Acquire or develop application systems software 5 - |:| Manage Third Party Services Select Verification Meth | -
|:| Acquire Technolegy Infrastructure S - |:| Ensure Systems Security Select Verification Meth | -
[] Develop and Maintain Policies and Procedures Select Verification Meth | w [ manage the Configuration Select Verification Metr | w
0 Install and Test Application Softwareand Technology [0 Manage Problems and Incidents Select Verification Mett | w
- g
Infrastructure
[] Manage Data Select Verification Meth |
|:| Manage Changes -
[] manage Operations Select Verification Mett | w
[] Define and Manage Service Level Select Verification Meth | »
Save Cancel

Select SOX Individual Control Family page

2. Inthe Select SOX Individual Control Family page, select one or more individual control
parameter checkboxes and then, from the drop-down list(s), select the corresponding
Verification Method(s).

3. Click Save.
A message “Individual Security Controls have been successfully created.” appears.

4. Click the “Click Here to View Security Controls” link.
The Security Control Requirement Selection View page appears.

5. From the list of Selected Controls, select Individual. The Individual corresponds to
Individual Control Family.
The Generate Report button appears.
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Security Control Requirement Selection View

Generate Report

Selected Controls Source Creation Date

Individual S0X Oct 8, 2017 7:55:33 AN

Report Genearate Date

All SOX Oct 9, 2017 7:38:21 AM Oct 8, 2017 7:41:23 AM
Individual 15027001_2013 Oct 8, 2017 7:15:53 AM Oct 8, 2017 7:21:38 AM
All 15027001_2013 Oct 8, 2017 6:58:45 AM Oct 8, 2017 7:01:42 AM
Control Baseline NIST 800-53 Oct 8, 2017 6:28:04 AM Oct 8, 2017 6:32:40 AM

1 12 1> || » [1-5/10]

Security Control Requirement Selection View - Select SOX Individual Family

6. Click Generate Report.
A message “Report Generated Successfully!” appears.

7. Click View Report.
The SRTM Report Details page appears.

8. Click Proceed to download Report.
The Download Report pop-up window appears.

9. In the pop-up window, click Download Report.
The SOX SRTM Report appears as a PDF in a window.

AutomaticZoom =

SOX SRTM Report October 09, 2017 8.01 AM

Change

Activity: The ion's system lifecycle (SDLC)
includes secunty, availability and processing integrity requirements for the
organization

Source | Section Requirement ifi Test P c
Method
I [A|T|D
3 Program |Objective: Controls provide that and system Obtain a copy of the
Develop fhy is acquired or developed that ively supports financial reporfing organization's SDLC
ment and |requirements. methodology. Review
Program |Cobitdomain: Acquire or develop application systems software the methodology to

that it

addresses security
availability and
processing integrity

requirements
[Fo% Program |Objective: Controls provide that applis and system Review the
Develop |software is acquired or developed that effectively supports financial reporting organization's SDLC
ment and | requirements. methodology to
Program |Cobitdomain: Acquire or develop application systems software determine if it
Change Activity. The organization’s SDLC pelicies and es consider the considers both the

and acquisifion of new systems and major changes to existing systems.

Close

development and
acquisition of new

SOX SRTM Report PDF Window
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10. [Optional] Print the report or save it on your local system.

11. To close the PDF, click Close.

5.4 Security Requirement Traceability Matrix (SRTM) MAS

5.4.1 Creating Security Requirement Traceability Matrix for MAS
To access Security Requirement Traceability Matrix for MAS:
From the main menu, navigate to Security Requirement Traceability Matrix (SRTM) » SRTM

Regulation & Law » Monetary Association of Singapore (MAS).
The MAS Control Selection page appears.

MAS Control Selection

Select Reguirement to Create: DAII Control Famiby @ Individual Control Famihy

Continue Cancel

MAS Control Selection page

In the MAS Control Selection page, you can create Security Requirement Traceability Matrix for
the following options:

e All Control Family

e Individual Control Family (selected by default)

5.4.2 Creating SRTM MAS for All Control Family

To create SRTM MAS for All Control Family:

1. Inthe MAS Control Selection page, select All Control Family.
2. Select the Verification Method.

3. Click Save All Controls.
A message “All MAS Security Controls have been successfully created.” appears.

4. Click the “Click Here to View Security Controls” link.
The Security Control Requirement Selection View page appears.

5. From the list of Selected Controls, select All. The All indicates All Control Family.
The Generate Report button appears.
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# of records per page - Generate Report
Selected Controls Source Creation Date Report Genearate Date
All MAS Oct 9, 2017 8:10:06 AN
All 50X Dct 9, 2017 8:09:49 AW
All MAS Oct 9, 2017 8:09:30 AW
Individual S0X Oct 9, 2017 7:59:33 AM Oct8, 2017 8:01:38 AM
All 50X Dct 9, 2017 7:36:21 AW Oct9, 2017 7:41:23 AM

1 i3 |3 » [1-5/713]

Security Control Requirement Selection View page--Select All Control Family

6. Click Generate Report.
A message “Report Generated Successfully!” appears.

7. Click View Report.
The SRTM Report Details page appears.

8. Click Proceed to download Report.
The Download Report pop-up window appears.

9. In the pop-up window, click Download Report.
The MAS SRTM Report appears as a PDF in a window.

AutomaticZoom =

MAS SRTM Report October 09, 2017 8.12 AM
Source | Section Requirement ficati Test c
Method
1 JA[T]D
[FS 31 OVERSIGHT OF TECHNOLOGY RISKS BY BOARD OF DIRECTORS AND SENIOR X

MANAGEMENT

Control Section: Roles and Responsibilities

Sub-Control Section: 3.1.1

Description: The board of dnreclovs and senior manaqemem should ensure that a
sound and robust and
maintained. They should also be involved in key IT decnsnons

Sub-Control Section: 3.1.2

Description: They should aiso be fully responsible for ensuring that effective internal
controls and risk mas are to achieve security
reliability, resiiency and lecoverabthty

Sub-Control Section: 3.1.3

Description: The board of directors and senior management should give due
consideration to cost-benefit issues, including laclors such as reputation customer

confidence. consequential impact and legal i ions, with regard to
controls and security for systems, , data centres ( DC )
operations and backup facilities.
Close

MAS SRTM Report PDF Window

10. [Optional] Print the report or save it on your local system.
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11. To close the PDF, click Close.

5.4.3 Creating SRTM MAS for Individual Control Family
To create SRTM MAS for Individual Control Family:
1. Inthe MAS Control Selection page, click Continue.

Individual Control Family is selected by default.
The Select SOX Individual Control Family page appears.

Select MAS Individual Control Family
S - OPERATIONA ASTRUCTURE SECU
o- - 0 8 - OPER: I.I.: L INFRASTRUCTURE SECURM -
O 4 - 1 10 -
D 5 - MANAGEMENT OF M OUTSOURCING RISKS - |:| 11 - ACCESS CONTROL -
6 - ACQUISITION AND DEVELOPMENT OF INFORMATIC 2_0 E FINANCIAL SERVICE
0O - — - [] 12 - ONLINE FINANCIAL SERVICES -
SYSTEMS
13 - PAYMENT CARD SECURITY (AUTOMATED TELLEF -~
D 7 - [T SERVICE MANAGEMENT Select Verification Meth | » D MACHIMES, CREDIT AND DEBIT CARDS “EE hd
O 8 - SYSTEMS RELIABILITY, AVAILABILITY AND - . . [0 14 - mAuDT -
RECOVERABILT =
Save Cancel

Select MAS Individual Control Family page

2. Inthe Select MAS Individual Control Family page, select one or more individual control
parameter checkboxes and then, from the drop-down list(s), select the corresponding
Verification Method(s).

3. Click Save.
A message “Individual MAS security controls have been successfully created.”
appears.

4. Click the “Click Here to View Security Controls” link.
The Security Control Requirement Selection View page appears.

5. From the list of Selected Controls, select Individual. The Individual corresponds to
Individual Control Family.
The Generate Report button appears.
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Security Control Requirement Selection View

# of records per page - Generate Report
Selected Controls Source Creation Date Report Genearate Date
Individual MAS Oct 9, 2017 8:15:40 AM

All MAS Oct 9, 2017 8:10:06 AM Oct 9, 2017 8:12:31 AM
All SOX Oct 9, 2017 3:09:49 AM

All MAS Oct 9, 2017 8:08:30 AM

Individual SOX Oct 9, 2017 7:55:33 AM Oct 9, 2017 8:01:38 AM

1 13 |»||» [1-5714]

Security Control Requirement Selection View - Select MAS Individual Family

6. Click Generate Report.
A message “Report Generated Successfully!” appears.

7. Click View Report.
The SRTM Report Details page appears.

8. Click Proceed to download Report.
The Download Report pop-up window appears.

9. In the pop-up window, click Download Report.
The MAS SRTM Report appears as a PDF in a window.

= + AutomaticZoom *

MAS SRTM Report October 09, 2017 8.12 AM
Source | Section Requirement h Test G
Method
1 [A]T[D
=S 31 OVERSIGHT OF TECHNOLOGY RISKS BY BOARD OF DIRECTORS AND SENIOR X

MANAGEMENT

Control Section: Roles and Responsibilities

Sub-Control Section: 3.1.1

Description: The board of and senior should ensure that a
sound and robust risk is and
maintained. They should also be involved in key IT decisions

Sub-Control Section: 3.1.2

Description: They should aiso be fully responsible for ensuring that effective internal
controls and risk mai are to achieve security

y and
Sub-Control Section: 3.1.3
Description: The board of directors and senior management should give due
consideration fo cost-benefit issues, including factors such as reputation, customer
confidence. consequential impact and legal implications, with regard to investment in
controls and security measures for computer systems, networks, data centres (DC’),
operations and backup facilities

Close

MAS SRTM Report PDF Window

10. [Optional] Print the report or save it on your local system.
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11. To close the PDF, click Close.

5.5 SRTM Reports

To generate a Security Requirement Traceability Matrix Report:

1. From the main menu, navigate to Security Requirement Traceability Matrix (SRTM) »
SRTM Report.
The Security Control Requirement Selection View page appears.

Security Control Requirement Selection View

Selected Controls Source Creation Date Report Genearate Date
Individual MAS Oct 9, 2017 8:15:40 AM
All MAS Oct9, 2017 8:10:06 AM Oct 9, 2017 8:12:31 AM
All S0X Oct 9, 2017 8:09:49 AM
All MAS Oct 9, 2017 8:09:30 AM
Individual S0X Oct 9, 2017 7:59:33 AM Oct 9, 2017 8:01:38 AM

1 3 (> » [1-5/14]

Security Control Requirement Selection View page

2. From the list of reports, select a report.
The Generate Report button appears.

3. Click Generate Report.
A message “Report Generated Successfully!” appears.

4. Click View Report.
The SRTM Report Details page appears.

5. Click Proceed to download Report.
The Download Report pop-up window appears.

6. Inthe pop-up window, click Download Report.
The report appears as a PDF in a window.

7. [Optional] Print the report or save it on your local system.

8. To close the PDF, click Close.
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5.6 SRTM Admin Panel
The SRTM Admin panel allows you to:
e Edit the following:

e NIST Control Baseline

e NIST Control Family

e Upload NIST 800-53 R4 File

e Add, edit and delete the following:

e SO 27001-2013 Control

e SOX Control
¢ MAS Control

¢ MAS Compliance

Note: You need to be logged on as the System Administrator to access the SRTM Admin
Panel.

To access the SRTM Admin panel, expand System Maintenance in the left Administration
panel and navigate to Application Administration » SRTM.

Assessment v Security Requirement Traceability Matrix (SRTM) >  Dashboard My Accountw  User Administration v  Help «
Nollyzoft-Admin
w System Maintenance lad
w Application Administration
» Cybersecurity
p Internal Control
» Reference Tables
w» SRTH
Edit NIST Control Baseline Welcome to Nollysoft's Enterprise Risk Assessment App
Edit NIST Control Famity

Upload NIST 800-53 R4 File

Add/Edit IS0 27001-2013

» Settings w

SRTM Admin Panel

—
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5.6.1 Editing NIST Control Baseline
To edit a NIST Control Baseline:
1. Navigate to System Maintenance in the left Administration panel and navigate to

Application Administration » SRTM » Edit NIST Control Baseline.
The NIST Security Control Baseline page appears with a list of NIST Security Control

parameters.
NIST Security Control Baseline
—
Sear B ame 'l\ﬂ\
7 (= = pEr page -
Family Control Hame Priority Low Moderate High
ACCESS CONTROL
AC AC-1 POLICY AND P1 AC-2 AC-1 AC-1
PROCEDURES
ACCOUNT
AC AC-2 P1 AC-2 AC-2 AC-2
MANAGEMENT
AC AC-3 ACCESS ENFORCEMENT P1 AC-3 AC-3 AC-3
INFORMATION FLOW
AL AC-4 P1 AC-4 AC-4
ENFORCEMENT
AL ALC-5 SEPARATION OF DUTIES P1 AC-5 AC-5
1 52 | > || » [1-5/258
Back

NIST Security Control Baseline page

2. From the list, select a NIST Security Control.
The NIST Security Control Baseline Details panel appears.

Note: You can search for a NIST Security Control parameter by using the Search By Name or
Control feature.
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MHIST Security Control Baseline Details:

Sub Control Famil AG1

i
>
gl

Save

me ACCESS CONTROL POLICY AND PFROCEDURES

Cancel

NIST Security Control Baseline Details panel
3. Modify the details.

4. Click Save.

5.6.2 Editing NIST Control Family

To edit a NIST Control Family:

1. Navigate to System Maintenance in the left Administration panel and navigate to
Application Administration » SRTM » Edit NIST Control Family.
The NIST Control Family page appears with a list of NIST Control Family parameters.

NIST Control Family

= e £r page -
Id Control Family
20 AT
23 Ch
1 4 ||| ®

Hame

ACCESS CONTROL
AWARENESS AND TRAINING
AUDIT AND ACCOUNTABILITY
SECURITY ASSESSMENT AND AUTHORIZATION

CONFIGURATION MANAGEMENT

[1-5/18]

NIST Control Family page

—
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2. From the list, select a NIST Control Family.
The View Sub Control Family icon appears.

Note: You can search for a NIST Control Family parameter by using the Search By Name or
Control feature.

NIST Control Family
sarch By Name Q

Id Control Family MName
19 AC ACCESS CONTROL
20 AT AWARENESS AND TRAINING
21 ALl AUDIT AND ACCOUNTABILITY
22 CA SECURITY ASSESSMENT AND AUTHORIZATION
23 GM CONFIGURATION MANAGEMENT

1 a [5|[» [1-5/18]

View Sub Control Family icon

3. Click the View Sub Control Family icon.
The NIST Sub Control Family page appears with a list of sub control families.

Note: You can search for a NIST Control Family by using the Search By Name or Control

feature.
NIST Sub Control Family
Search B ] A
# Of records per page -
Id Control Family Sub Control Family Hame Priority
ACCESS CONTROL
257 AC AT Fo
258 AC AC-2 P1
ACCESS
2 AC AC-3 P
ENFORCEMENT
INFORMATION FLO
2680 AC AC-4 P1
ENFORCEMENT
SEPARATION OF
2 AC Al P
DUTIES
1 5 3]|» [1-5/25]
Badk

NIST Sub Control Family page
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4. Select a Sub Control Family.
The Sub Control Details panel appears.

Sub Control Details:
Control Family AC-1
Name ACCESS CONTROL POLICY AND PROCEDURES

Contrel: The erganization:

A Develops and dissemi to organi defined personnel or roles]

1. An access control policy that addresses purpose, scope, roles, i coordination among organizational entities, and compliance; and
2. Procedures to facilitate the implementation of the access control policy and associated access controls; and

B. An access control policy that addresses purpose, scope, roles, i i coordination among organizational entities, and compliance; and

C. Procedures to facilitate the implementation of the access control policy and associated access controls; and

D. Reviews and updates the current:

1. Access control policy [Assignment: organization-defined frequency]; and
2. Access control procedures [Assignment: organization-defined frequency]
E. Access control policy [Assignment: organization-defined frequency]; and

F. Access control procedures [Assignment: organization-defined frequency].

Supplemental Guidanee: This control addresses the establishment of policy and procedures for the effective implementation of selected security controls and control enhancements in the AC family. Policy and
procedures reflect applicable federal laws, Executive Orders, directives, regulations, policies, standards, and guidance. Security program policies and procedures at the organization level may make the need for system-
specific policies and procedures unnecessary. The policy can be included as part of the general information security policy for arganizations or conversely, can be represented by multiple policies reflecting the complex
nature of certain organizations. The procedures can be established for the security program in general and for particular information systems, if needed. The organizational risk management strateqy is a key factor in
establishing policy and procedures.

Related controls: P9

1. HIST Special Publication 800-12
2. NIST Special Publication 800-100

Prictity Fo -
Security Baseline
[F]Low [JMODERATE [AHIGH

Save Cancel

Sub Control Details panel
5. Inthe Sub Control Details panel, modify the following:
e Priority

e Security Baseline

1. HIST Special Publication 800-12
2. HI5T Special Publication 300-100

Reference

Fricrity PO -

[«“]Low [ |MODERATE [/]HIGH

Save Cancel

Sub Control Details panel — Details to update

6. Click Save.

1

—
| —



5.6.3 Uploading NIST 800-53 R4 File
To upload a NIST 800-53 R4 File:
1. Navigate to System Maintenance in the left Administration panel and navigate to

Application Administration » SRTM » Upload NIST 800-53 R4 File.
The following page appears.

This page allows you to upload NIST 200-532 R4 XML data file. Please note that the upload will delete previcus MIST records in the
database. Import MIST 800-52 R4 Data.

Page to upload NIST 800-53 R4 File

2. Click Import NIST 800-53 R4 Data.
The File Upload pop-up window appears.

3. Click Browse and select a NIST 800-53 R4 File from your local system.

4. Click Upload.
A message appears “NIST 800-53 R4 controls data has been uploaded successfully!”

Note: The NIST 800-53 R4 file that you want to upload must be an XML document or else, a
message "Please upload nist standard .xml file extension" appears.
Uploading the file automatically deletes the existing NIST 800-53 R4 file in the system.
The upload process may take more time depending on the size of the XML file.
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5.6.4 Adding ISO 27001-2013 Control

To add ISO 27001-2013 Control:

1.

Navigate to System Maintenance in the left Administration panel and navigate to

Application Administration » SRTM » Add/Edit ISO 27001-2013 Control.

The ISO Control Family page appears with a list of control families.

=]

I30 Control Family

Control Family Hame

AS Information security policies

AB Organization of information security

[1-5/14]

ISO Control Family page

2.

3.

4,

click L.
The Control Family Details panel appears.

Enter the Control Family and Name.

Click Save.

5.6.5 Editing ISO 27001-2013 Control

To edit ISO 27001-2013 Control:

1. Inthe ISO Control Family page, select a Control Family.
The Control Family Details panel appears.
Note: You can search for a Control Family by using the Search By Name or Control feature.

2. Modify the Control Family and Name.

3. Click Save.
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5.6.6 Deleting ISO 27001-2013 Control
To delete ISO 27001-2013 Control:

1. Inthe ISO Control Family page, select a Control Family.

Note: You can search for a Control Family by using the Search By Name or Control feature.

2. Click m

A message “Do you want to delete Control Family?” appears.

3. Click Delete.

5.6.7 Adding ISO 27001-2013 Sub Control Family
To add ISO 27001-2013 Sub Control Family:

1. Inthe ISO Control Family page, select a Control Family.
The View Sub Control Family icon appears.

Note: You can search for a Control Family by using the Search By Name or Control feature.

I50 Control Family
Saarch B - o]

# of records per page - D @ m
Id Control Family Name
T A5 Information security policies
8 A8 Organization of information security

AT Human re: ECuri
0 A5 Asset managemen

A Access con

1 3|3 i [1-5/14)

ISO Control Family - View Sub Control Family icon

2. Click View Sub Control Family icon.
The ISO Sub Control Family page appears.

3. click L.
The Sub Control Details panel appears.
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Sub Control Details:

Section Name Control

Save Cancel

ISO Sub Control Family - Sub Control Details panel

4,

5.

Enter the details.

Click Save.
A message “ISO Control Section is added successfully” appears.

Click Back.
The ISO Control Family page appears.

5.6.8 Adding SOX Control

To add SOX Control:

1.

Navigate to System Maintenance in the left Administration panel and navigate to
Application Administration » SRTM » Add/Edit SOX Control.
The SOX Control Family page appears with a list of control families.
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50X Control Family
SEarch B n r \

# e e - Ij
Id Control Family Cobitdomain Objective

Program Devel nt an Acquire evel licati

Frogram Change eI f =

Program Devel nt an

Acquire Technology Infrastructure
Program Change

SOX Control Family page

2. click [,
The Control Family Details panel appears.

3. Enter the following information:
e Control Family
e COBIT Domain
o Objective

4. Click Save.

5.6.9 Editing SOX Control
To edit SOX Control:

1. Inthe SOX Control Family page, select a Control Family.
The Control Family Details panel appears.

Note: You can search for a Control Family by using the Search By Control Family feature.

2. Modify the details.

3. Click Save.
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5.6.10 Deleting SOX Control
To delete SOX Control:

1. Inthe SOX Control Family page, select a Control Family.

Note: You can search for a Control Family by using the Search By Control Family feature.

2. Click m

A message “Do you want to delete Control Family?” appears.

3. Click Delete.

5.6.11 Adding SOX Control Activity
To add SOX Control Activity:

1. Inthe SOX Control Family page, select a Control Family.
The View Sub Control Family icon appears.

Note: You can search for a Control Family by using the Search By Control Family feature.

30X Control Family

Id Control Family Cobitdomain

SOX Control Family - View Sub Control Family icon

2. Click View Sub Control Family icon.
The SOX Control Activity page appears.

3. click L.
The Control Activity Details panel appears.
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Control Activity Details:
Id
Contro | Famil FProgram Development and Program Change
Control Activi
Test Plan
Test Resul
Save Cancel

SOX Control Activity Details panel
4. Enter the detalils.

5. Click Save.
A message “Control Activity is added successfully” appears.

6. Click Back.
The SOX Control Family page appears.

5.6.12 Adding MAS Control
To add MAS Control:
1. Navigate to System Maintenance in the left Administration panel and navigate to

Application Administration » SRTM » Add/Edit MAS Control.
The MAS Control Family page appears with a list of control families.

MAS Control Family

- b

Id Control Family Name

MANAGEMENT OF IT OUTSOURCING RISKS
ACQUISITION AND DEVELOPMENT OF INFORMATION
SYSTEMS

IT SERVICE MANAGEMENT

MAS Control Family page
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2. click L.
The Control Family Details panel appears.

3. Enter the following information:
e Control Family
e Name

4. Click Save.

5.6.13 Editing MAS Control
To edit MAS Control:

1. Inthe MAS Control Family page, select a Control Family.
The Control Family Details panel appears.

Note: You can search for a Control Family by using the Search By Control Family feature.

2. Modify the details.

3. Click Save.

5.6.14 Deleting MAS Control
To delete MAS Control:

1. Inthe MAS Control Family page, select a Control Family.

Note: You can search for a Control Family by using the Search By Control Family feature.

2. Click m

A message “Do you want to delete Control Family?” appears.

3. Click Delete.

5.6.15 Adding MAS Sub Control Family
To add MAS Sub Control Family:

1. Inthe MAS Control Family page, select a Control Family.
The View Sub Control Family icon appears.

Note: You can search for a Control Family by using the Search By Control Family feature.
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MAS Control Family
Search By Control Family | \
# of records per page - D m
Id Control Family Hame

OVERSIGHT OF TECHMOLOGY RISKS BY BOARD OF

g 3

DIRECTORS AND SENIOR MANAGEMENT
s TECHNOLOGY RISK MANAGEMENT FRAMEWORK

10 5 MANAGEMENT OF IT OUTSOURCING RISKS
ACQUISITION AND DEVELOPMENT OF INFORMATION
SYSTEMS

12 7 IT SERVICE MANAGEMENT

! B2l [1-5/12]

MAS Control Family - View Sub Control Family icon

2.

Click View Sub Control Family icon.
The MAS Sub Control Family page appears.

Click D

The Control Family Details panel appears.

Control Family Details:

Selected Con

— OVERSIGHT OF TECHNOLOGY RISKS BY BOARD OF DIRECTORS AND SENIOR MANAGEMENT
Family

Contral Famil

Save Cancel

MAX Sub Control Family - Sub Control Details panel

4,

Enter the following:
e Control Family
e Name

Click Save.
A message “Control Family is added successfully” appears.

Click Back.
The MAS Control Family page appears.
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5.6.16 Adding MAS Family Section
To add MAS Family Section:

1. Inthe MAS Control Family page, select a Control Family.
The Control Family Details panel appears.

Note: You can search for a Control Family by using the Search By Control Family feature.

Control Family Details:

MName OVERSIGHT OF TECHNOLOGY RISKS BY BOARD OF DIRECTORS AND SENIOR

Save View Control Family Section Cancel

MAS Control - Control Family Details panel - View Control Family Section button

2. Click View Control Family Section button.
The MAS Family Section page appears.

3. Click D

The Control Section Details panel appear.
4. Enter the following:

e Control Section

e Description
5. Click Save.

6. Click Back.
The MAS Control Family page appears.

5.6.17 Editing MAS Family Section

1. Inthe MAS Family Section page, select a Family.
The Control Section Details panel appear.

Note: You can search for a Control Family by using the Search By Control Section feature.

2. Modify the details.
3. Click Save.

4. Click Back.
The MAS Control Family page appears.
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5.6.18 Deleting MAS Family Section

1. Inthe MAS Family Section page, select a Family.
The Control Section Details panel appear.

Note: You can search for a Control Family by using the Search By Control Section feature.

2. Click m

A message "Do you want to delete Family Control?" appears.
3. Click Delete.
4. Click Save.

5. Click Back.
The MAS Control Family page appears.

5.6.19 Adding MAS Compliance
To add MAS Compliance:
1. Navigate to System Maintenance in the left Administration panel and navigate to

Application Administration » SRTM » Add/Edit MAS Compliance.
The MAS Compliance page appears with a list of compliances.

MAS Compliance

Id Compliance
Full Compliance
Partial Compliance

3 Mon-compliance

MAS Compliance page

2. Click D

The Compliance Details panel appears.
3. Enter the following information:
¢ Compliance

4. Click Save.
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5.6.20 Editing MAS Compliance
To edit MAS Compliance:

1. Inthe MAS Compliance page, select a Compliance.
The Compliance Details panel appears.

Note: You can search for a Control Family by using the Search By Compliance feature.

2. Modify the details.

3. Click Save.

5.6.21 Deleting MAS Compliance
To delete MAS Compliance:

1. Inthe MAS Compliance page, select a Compliance.

Note: You can search for a Control Family by using the Search By Compliance feature.

2. Click m

A message “Do you want to delete Compliance?” appears.

3. Click Delete.

—t

03

—



6 Reference Tables

The reference table feature allows you to maintain the Department and Line of Defense (LoD)
data to be used in the application. The data is used to add drop-down list options to select from,
when you create the various user (tenant) profiles in the application.

Using Reference Tables, you can:

e Add a Department

e Edit a Department

e Delete a Department

e Add a Line of Defense

e Edita Line of Defense

e Delete a Line of Defense

6.1 Adding a Department

To add a department:

1. Navigate to System Maintenance in the left Administration panel and navigate to
Application Administration » Reference Tables » Add/Edit Department.
The Department Maintenance page appears with a list of departments.

Department Maintenance

= Py

Search by de ment na L

- D @
Id Department Name Description
Management Controls Management Controls of pecple
2 Internal Control Measures Internal Control Measures
3 Financial Control This department is responsible for financial compliance
4 Information Security Information Security
5 Fhysical Security Physical Security System
1 2| N [1-5/11]

Department Maintenance page

2. Click D

The Department Information panel appears.

3. Enter the following information:
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e Department Name
e Description

4. Click Save.

6.2 Editing a Department

To edit a department

1. Inthe Department Maintenance page, select a Department Name.
The Department Information panel appears.

Note: You can search for a department by using the Search By department name feature.

2. Modify the details.

3. Click Save.

6.3 Deleting a Department

To delete a department:

1. Inthe Department Maintenance page, select a Department Name.

Note: You can search for a department by using the Search By department name feature.

2. Click m

A message “Do you want to delete a department with ID = 1d Number?” appears.

3. Click Delete.

6.4 Adding a Line of Defense

To add a line of defense:

1. Navigate to System Maintenance in the left Administration panel and navigate to
Application Administration » Reference Tables » Add/Edit Line of Defense.
The Line of Defense Maintenance page appears with a list of line of defense functions.

a5

—
| —



Line of Defense Maintenance
e by lod name [ \
: D@
Id Line of Defense Function
1LOD Engineering
2 1LOD Computer Science
LOD Human Resource
< 210D Mathematics
2L00D Cyber Securi
1 » [1-5/8

Line of Defense Maintenance page

2. Click D

The Lod Function Information panel appears.
3. From the drop-down list, select a Line of Defense.
4. Enter the Line of Defense Function.

5. Click Save.

6.5 Editing a Line of Defense

To edit a department

1. Inthe Line of Defense Maintenance page, select a Line of Defense.
The Lod Function Information panel appears.

Note: You can search for a department by using the Search By lod name feature.

2. Modify the details.

3. Click Save.
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6.6 Deleting a Line of Defense

To delete a department:

1. Inthe Line of Defense Maintenance page, select a Line of Defense.

Note: You can search for a department by using the Search By lod name feature.

2. Click m

A message “Do you want to delete a lod function with ID = Id Number?” appears.

3. Click Delete.
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7 My Account

The My Account feature allows you to edit your user-account information, reset your password,
and logs you out of Tardigrade.

Using My Account, you can:

e Update vour profile

e Reset your password

e Log out of Tardigrade

7.1 Updating Your Profile

To update user profile:

1. From the main menu, go to My Account » My Profile.
The My Account Profile page appears.

My Account Profile

Id First Name Last Hame Email Fhone Line of Defense

Super Mollysoft-Admin admini@beta.nollyscft. +17328517810 1LoD

My Account Profile page

2. Select a user.
The Personal Information panel appears.
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-

My Account Profile

Id First Name Last Hame Email Phone Line of Defense

Super Nollysoft-Admin admin@bets nollysoft.net +173268517610 1LoD

Personal Information

hs
Title Lesd Software Engin | w Super
Nollysaft-Admin M
Admin Gender C

Email sdmin@beta.nollysoft.ne

Contact Information:

56 Wellington Rd Address 2

United States - City East Brunswick
08818

+17326517610 +17326517610

(GMT-5:00) Americal | English (United State

English {United State =

Information Security | w Line Of @100 O z2Lep 2D
Cyber Security - Status @ active (O Inactive
Role Information
Save || Cancel

Personal Information panel
3. Modify the details.

4. Click Save.
A message “The user profile is updated” appears.

7.2 Resetting your Password

To reset your password:

1. From the main menu, go to My Account » Password Reset.
The My Account Profile — Password Reset page appears.

My Account Profile

Password Reset:

Email

Save Cancel

My Account Profile — Password Reset page

2. Enter your email address.
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3. Enter the password.

4. Enter the password again.
Depending on the complexity of the password, Tardigrade displays the Password Strength
as the following:

o Weak

e Medium

e Strong
5. Click Save.

7.3 Logging Out of Tardigrade

To log out of Tardigrade:

1. From the main menu, go to My Account » Logout.
The application logs you out.




8 User Administration

The User Administration feature allows you to manage access authorizations depending on
groups, roles and permissions, tenant and user administration profiles across the modules of
Tardigrade. As a system admin, you can reset the password for other users.

Note: You need to be logged on as the System Administrator to access the User
Administration module.

Using the following sub-features in User Administration, you can:

e Authorization

e Editagroup
e Addarole

e Editarole

e Edit a permission

e Reset a user’s password

e Tenant

e Add atenant

e Edit a tenant

o Delete a tenant
e User Admin

e Addauser

e Edit a user’'s account

e Delete a user
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8.1 Authorization

With Authorization, you can manage groups, roles and permissions for users who access
Tardigrade.

8.1.1 Editing a group
To edit a group:

1. From the main menu, go to User Administration » Authorization.
The Authorization Management page appears with the Groups tab selected by default.

Autheorization Management
Groups Roles Permissions
Groups
o4
-

Id Group Description
ADMINISTRATOR Group for all site administrator
CYBERSECURITY ASSIGNER Group for a
CYBERSECURITY ASSESSOR Group for all oyb
CYBERSECURITY REVIEWER Group for all oyb
CYBERSECURITY ADMINISTRATOR Group for all oyb

1 3 x| » [1-8/11]

Authorization Management page

2. Inthe Groups tab, select a Group.
The Group Information panel appears.

Note: You can search for a group by using the Search group feature.




Group Information:

Group for all site administrator

Role Information:

Id Role Hame

o ADMINISTRATOR
2 CYBERSECURITY ASSIGNER
3 CYBERSECURITY ASSESSOR
4 CYBERSECURITY REVIEWER
5 CYBERSECURITY ADMINISTRATOR

User Information:

Id First Hame
924 Admin

| 955 Supe
95 CSAssigner

Save Cancel

ADMINISTRATOR

Role Description

This role is n

acencnyx/nollysoft su

admin{@beta. nollysoft.net

Group Information panel
3. Modify the information.

4. Click Save.
A message “Group is saved” appears.




8.1.2 Adding a Role

1. Inthe Authorization Management page, select Roles tab.
The Roles and Permission Management page appears.

Groups Roles Permissions

Roles and Permission Management

Module Role

Permission URL Delete Add Edit View

Sawe

Roles and Permission Management page
2. From the Module drop-down list, select one of the following:
e Cybersecurity
¢ Internal Control
e SRTM
3. From the Role drop-down list, select one of the following:
o ADMINISTRATOR
o CYBERSECURITY ASSIGNER
e CYBERSECURITY ASSESSOR
e CYBERSECURITY REVIEWER
e CYBERSECURITY ADMINSTRATOR

The New Role text field appears.




Authorization Management

Groups Roles Permissions
Eoles and Permission Management
Module Rele Mew Role Add
Cybersecurity - ADMIMISTRATCR -
Permission URL Delete Add Edit View Sawve

yes = yes yES Update
srtm/iso Tore
yes yes yes yes ste
isocontrolfamilyseled >
SRTM S0X Control srtmisox
- . . R yes yes yes yes Update
Family Selection soxcontrolfamilyselec

New Role text field

4. Enter arole and click Add.
The role is added to the list of roles.

8.1.3 Editing a Role

1. Inthe Roles and Permission Management page, from the Module drop-down list select a
module.

2. From the Role drop-down list, select a role.
3. From the panel below, you can do the following:
o Click to select the required checkbox(es)

e Click to remove the selected checkbox(es)




Groups Roles Permissicns
Roles and Permission Management
Module Reole New Role Add
Cybersecurity - ADMINISTRATOR 01 -
Permission URL Delete Add Edit fiew
srtm/nist
controlfamilysslectior L» b= [ ves (A yes
controlfamilyselectio
srtmiso
isocontrolfamilyselect Beyes - ieyes Byes
socontrolfamilysele
e | B
soxcontrolfamilysslec
[ ves [ ves []yes [ ves
SRTM Upload MIST
SRTM MAS Control srtmimas
Family Selection  /mascontrolfamilysele: Beyes - belves b=
y Selectio ascontrolfamilysele:

Save

Update

Update

Update

Update

Update

Update

Role properties panel

4. Click Update.

A message “Role updated successfully” appears.

8.1.4 Editing a Permission

To edit a permission:

1. Inthe Authorization Management page, select Permissions tab.

The Permissions page appears with a list of permissions.




-

Authorization Management

Groups Roles Permissions

Permissions

Id Permission URL

SRTM Upload NIST 800-52 R4 File

1 18 | > || %

Permissions page

2. Select a Permission.
The Permission Information panel appears.

Note: You can search for a group by using the Search permission feature.

Permission Information:
1d 1 Permissicn Name SRTM NIST Ceontrel Far
Permission URL Jartm/nist'contralfamilyselection.zul

Save Cancel

Figure 80: Permission Information panel
3. Modify the information.

4. Click Save.
A message “Permission is saved” appears.




8.2 Resetting a User’s Password

As a system administrator, you can reset a user's password by using the User Administration
module.

To reset a user’s password:

1. From the main menu, go to User Administration » Password Reset.
The My Account Profile page appears with the Password Reset panel.

My Account Profile

Password Reset:

Save Cancel

User Administration — Password Reset page
2. Enter the user's Email address.

3. Enter the password.

4. Enter the password again.

Depending on the complexity of the password, Tardigrade displays the Password Strength
as the following:

e Weak

e Medium

e Strong
5. Click Save.




8.3 Tenant

With Tenant, you can add, edit and delete tenant profiles in Tardigrade.

8.3.1 Adding a Tenant
To add a tenant:

1. From the main menu, go to User Administration » Tenant.
The Tenant Profile page appears with a list of tenants.

Tenant Profile

= e e 4
-
Id Company Hame Phone Contact Person Name Contact Person Phone
g4 SIL Technology Ltd +2348026696451 Tayo Lashore +2348026696451

O o

Contact Person Email

infoi@siltechltd.net

Tenant Profile page

2. Click D

The Company Information panel appears.

Company Information:

Status f:li.:'.i-.-'e f:ll’.'-:'.i-.-"
Service Start Date | Oct 16, 2017 | i
Save Cancsl

Company Information panel

3. Enter the information.




4. Click Save,

8.3.2 Editing a Tenant
To edit a tenant:

1. Inthe Tenant Profile page, select a tenant profile.
The Company Information panel appears.

Note: You can search for a group by using the Search by tenant name feature.

Company Information:
Id 54 Company Mame SIL Technology Ltd
Industry Type Data Processing, Hosl | w

Contact Information:

Street 1 Alagome)i Yaba Street 2 AF Club

Country Migeria - City Lageos

Zip Code 101212

Pro Lagos

C +23480268688481 Company Email kfarore@siltechltd. net

www.siltechltd. net

Contact Person
Contact Person Mame | Tayo Lashore Phon +2348028858481
Contact Person
+2348028658481
Mokbile Fhone
Contact Person Email | info@siltechltd.net Status @i.c.;i-.-'e l::ll"_'—c.;i-.-'e
Crestion Date Service Start Date | Aug 4, 2017 5=
Save Cancel

Editing a tenant - Company Information panel
2. Modify the details.

3. Click Save.
A message “The tenant profile is updated” appears.




8.3.3 Deleting a Tenant
To delete a tenant:

1. Inthe Tenant Profile page, select a tenant profile.

Note: You can search for a group by using the Search by tenant name feature.

2. click .
A message “Do you want to delete a tenant with ID = Id Number?” appears.

3. Click Delete.

8.4 User Admin

With User Admin, you can add and delete a user in Tardigrade. You can also edit the following
information for the users in Tardigrade:

e Personal
e Contact
e Other

¢ Role

e Group

8.4.1 Adding auser
To add a user:

1. From the main menu, go to User Administration » User Admin.
The Account Profile page appears with a list of user profiles.

Account Profile

# of records per page - D m
Id First Name Last Name Email Phone Line of Defense
924 Admin Administrator 7610 1LcD

Supe llysoft-Admin 7610 1LoD

=
a
1=
(=]




Account Profile page

2. Click D

The Personal Information panel appears.




Personal Information:

Frefemred First Mame

Email

Contact Information:

Rele Information:

Id

| 2
| 2
<
7| 5

Group Information:

]

Role Hame

ADMINISTRATOR

CYBERSECURITY ASSIGNER

Middle Initial

Gender OI.IaI-’: O=-’="'3If=

(O 1LeD () 2LoD () 3LeD
Status O"—'.:Ji-.-'e OI—:—:Ji-.-'e

Role Description

This ro

isre or application support by
acenonyx/nollysoft support team

nsible for assigning

The role is responsible for conducting

CYBERSECURITY ASSESSOR

CYBERSECURITY REVIEWER

or rejecting

he site sdministrator for the instance

CYBERSECURITY ADMINISTRATOR

Group Hame

ADMINISTRATOR

CYBERSECURITY ASSIGHK

Group Description

Group for all site administrator

CYBERSECURITY ASSESS0R

CYBERSECURITY REVIEWER

CYBERSECURITY ADMINISTRATOR

Save Cancel

{ER Group for all oy curity task assign
Group for all cybersecurity assessors
Group for all oy

Group for all cybersecurity administrators

Personal Information panel

3. Enter the information.

( ]
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4. Click Save.

8.4.2 Editing a user’s account
To edit a user’s account information:

1. Inthe Account Profile page, select a user.
The Personal Information panel appears.

Note: You can search for a group by using the Search feature.

2. Modify the following as required:
e Personal Information
¢ Contact Information
e Other Information
¢ Role Information
e Group Information

3. Click Save.
A message “The user profile is updated” appears.

8.4.3 Deleting a user
To delete a user:

1. Inthe Account Profile page, select a user.

Note: You can search for a group by using the Search feature.

2. Click m

A message “Do you want to delete user with ID: User Id?” appears.

3. Click Delete.
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9 Help

To access the Help module:

From the main menu, go to Help » Help Guides. The User Guide and Help Document page
appears with a list of documents.

The documents are available as hyperlinks which open in a new tab as an online PDF document.

User Guide and Help Document

Mame Description Module
Inherent Risk Profile Guide Cybersecurity inherent risk profile guide

Domain Maturity Guide rity domain maturity guide

Cybersecurity Overview and User Guide mbined guide for inhesent risk profile and domain maturity

MIST 800-52 R4 Publication Guide Security and Privacy Controls for Ogranizations

User Guide and Help Document page
In the Help module, you can view the following documents:

e Inherent Risk Profile Guide

e Domain Maturity Guide

e Cybersecurity Overview and User Guide

e NIST 800-53 R4 Publication Guide

—t
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https://beta.nollysoft.net/var/help/support/cybersecurity-inherent-riskprofile-june-2015.pdf
https://beta.nollysoft.net/var/help/support/cybersecurity-maturity-june-2015.pdf
https://beta.nollysoft.net/var/help/support/cybersecurity-userguide-june-2015.pdf
https://beta.nollysoft.net/var/help/support/srtm.nist.sp.800-53r4.pdf

9.1 Accessing a Help Document

1. Inthe User Guide and Help Document page, select a document.

The document opens in a new tab.

Note: You can search for a document by using the Search by document name feature.

o/ XI Ecybersecurit}r—inherent-risl > I+

llysoft.net/va /suppo

t-riskprofile-june-

IR FFIEC Cybersesurity Assessment Tool

Inherent Risk Profile

Category: Technologies and
Connection Types Least

Total number of Internet service No connections
provider {I5F) connections {including
branch connections)

Unsecured external connections, None
number of connections not users

{e.g.. file transfer protocal (FTF),

Telnet, rlogin)

Wireless network access No wireless access

Automatic Zoom

Minimal

Minimal complexity
{1-20 connectiens)

Few instances of
unsecurad
connections {1-5)

Separate scoess
points for guest
wireless and
corporate wireless

Risk Levels
Moderate

Moderate complexty
{21-100 connections)

Several instances of
unsecured
connections (3-10)

Guest and corporate

wireless network

sccess are logically
limited

Significant

Significant
complexity {101-200
connections)

Significant instances
of unsecured
connections (11-25)

Wireless corporate
network access:
significant number of
users and sceess

Inherent Risk Profile

Most

Substantial complexity
(=200 connections)

Substantial instances of
unsecured connections
(>25)

Wireless corporate
network access: al
employees have access;
substantisl number of

Document opens in a hew tab




10 Appendix A: Glossary

Term Definition

The Committee of Sponsoring Organizations of the Treadway

Coso Commission
FFIEC Federal Financial Institutions Examination Council
ISO 27001-2013 International Organization for Standardization 27001-2013

NIST 800-53 R4 National Institute of Standards and Technology 800-53 R4

MAS Monetary Authority of Singapore
0s Operating System

SaaS Software as a Service

SDLC Software Development Life Cycle
SOX Sarbanes-Oxley Act
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