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SafequardsInformationManaqementSystems (SIMS)

1.0 ABSTRACT

The requirementsfor the managementof informationat the International

Atomic EnergyAgency (IAEA)and its Departmentof Safeguardsare rapidly

changing. Historically,the Departmentof Safeguardshas had the requirement

to process large volumesof conventionalsafeguardsinformation. An

informationmanagementsystemis currentlyin place that adequatelyhandles

the IAEA's conventionalsafeguardsdata needs. In the post-lraqenvironment,

however,there is a growingneed to expand the IAEA informationmanagement

capabilityto includeunconventionalforms of information. These data include

environmentalsamplingresults,photographs,video film, lists of machine

tools, and open-sourcematerialssuch as unclassifiedpublications.

The U.S. Departmentof Energy (DOE)has respondedto this information

managementneed by implementingthe SafeguardsInformationManagementSystems

(SIMS) initiative. SIMS was createdby the DOE to anticipateand respondto

IAEA informationmanagementneeds througha multilaboratoryinitiativethat

will utilizean integratedapproachto developand deploy technologyin a

timely and cost-effectivemanner. The DOE will use the SIMS initiativeto

coordinateU.S. informationmanagementactivitiesthat supportthe IAEA

• Departmentof Safeguards.
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2.0 INTRODUCTION

Historically,the Departmentof Safeguardshas processedlarge volumes

of conventionalsafeguardsinformationderivedfrom the Member States and the

IAEA inspectors. An informationmanagementsystem is currentlyin _lace that

adequatelyhandlesconventionalsafeguardsinformationrequirements. While at

some point in the futurethis systemwill needmodernizing,its basic

capabilitiesmeet the needs of conventionalverificationactivities.

In the post-lraqenvironment,however,the IAEA is experiencinga

growing need to expand its informationmanagementcapabilitiesto includemore

diverse types of information.These new informationsourcesinclude

environmentalmonitoringsampleresults(e.g.,water and sediment),sample

resultsfrom inside a facility(e.g.,smear samples),photographs,maps, line

drawings,video films,lists of equipment(e.g.,machinetools and flow-

formingequipment),and open-sourcematerials(e.g.,unclassified

publications).

Non-traditionaland open-sourcedata are anticipatedto play a

significantrole in the IAEA'seffortto carry out its new and expanded

responsibilitiesin internationalsafeguards. The IAEA has recognizedthe

need for enhanced informationmanagementcapabilitiesand has initiated

several internalinitiativesand discussionswith Member States. Both the

StandingAdvisoryGroup on SafeguardsImplementation(SAGSI)and the Board of

Governorshave identifiedthe need for the IAEA toimplement enhancedand more

sophisticatedinformationmanagementtechniques. The objectiveis to improve

the overall effectivenessof the IAEA and to strengtheninternational

safeguards.
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3.0 DOE INITIATIVE

The DOE has respondedto this IAEA informationmanagementneed by

implementingthe SIMS initiative. The DOE will use the SIMS initiativeto

coordinateU.S. informationmanagementactivitiesthat are in supportof IAEA

safeguardsactivities.

SIMS is a U.S. multilaboratoryinitiativethat utilizes an integrated

approachto develop and deploytechnologyin a timelyand cost-effective

manner. It is comprisedof participantsfrom the LawrenceLivermoreNational

Laboratory (LLNL)2, Los AlamosNationalLaboratory(LANL)3, PacificNorthwest

Laboratory(PNL)4,andSandiaNationalLaboratories(SNL)s. The DOE provides

the overall projectmanagementleadership,and the nationallaboratories

providethe technicalleadershipfor both hardwareand softwaresystems.

4.0 APPROACH
I

The SIMS initiativewill anticipateand respondto IAEA information

managementneeds. The intentis to targetspecific,high-priorityneeds. The

initialtasks will be modest,very near-termneeds for Fiscal Year (FY) 1994

and FY-1995. The initiativewill identifylong-termneeds and develop a

• longer-rangevision during FY-Igg4for FY-Igg6and beyond. Integrated

2 The LawrenceLivermoreNationalLaboratoryperformedthis work
under the auspicesof the U.S. Departmentof Energyunder ContractW-7405-Eng-
48.

3 This work is supportedby the U.S. Departmentof Energy,Office of
Arms Control and Nonproliferation,InternationalSafeguardsDivision.

4 PacificNorthwestLaboratoryis operatedfor the U.S. Department
of Energy by BattelleMemorialInstituteunder ContractDE-ACO6-76RLO1830.

s Sandia NationalLaboratoryis operatedfor the U.S. Departmentof
Energy under ContractDE-ACO4-g4AL85000.
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standardsrelativeto system architecture,user interface,and data

communicationsprotocolwill be developed.

A key ingredientin the processis to initiateand maintain a dialogue

with the users,therebyestablishingIAEAownershipin both the pro_essand

outcome. The productsof the SIMS Initiativewill be modular in nature

allowingthe IAEA to assimilatemanageable-sizedproductsand activities. The

expectationis to evolvea familyof systemsover time that meet the high

priority needs of the IAEA.

It is our intentthat the SIMS initiativebe viewed as a technical

supportactivityto the IAEA. It is anticipatedthat the SIMS family of

systems (Fig. I) will be discreteand evolutionaryin nature. These products

must be user-friendlytools that are useableby IAEA inspectorsand/or

analysts. Throughoutthis process,the developmentactivitieswill require

close coordinationwith the IAEAto ensure that functionalityis based on what

the IAEA needs.

The initialactivitiesbuild on the InternationalNuclearSafeguards

InspectionSupportTool (INSIST)platform,but we anticipatethat significant

changes in hardwareapplicationand softwarearchitecturemay occur in the

processof identifyinguser needs. The INSISTplatform,which is describedin

detail in anotherpaper at this Symposium,has two unique featuresthat meet

existingneeds at the IAEA" (I) the abilityto geo-referencedata and (2) the

capabilityto handlemultimediainformation. INSISTis based on a Sun SPARC

• 10 workstation.
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5.0 ORGANIZATION

The SIMS initiativeis organizedas shown in Fig. 2. Operationally,

managementof the initiativeis providedby the DOE/MultilaboratorySteering

Committeecomprisedof representativesfromthe four nationallaboratoriesand

chaired by the DOE. Its purposeis to (l) providethe overallleadershipfor

the variousworkinggroups; (2) set the schedules;(3) approvethe

architecturaldesigns,establishprojectmanagementcriteria including

configurationcontrol; (4) interactwith other U.S. Governmentagenciesand

initiatives(e.g.,POTASB) and the IAEA; and (5) help prioritizeuser

• requirements. The SteeringCommitteeprovidesthe broad perspectivefor the

initiativeand articulatesthe SIMS vision.

_ At present two WorkingGroupsreport to the SteeringCommittee,but

dnothermay be added in the near future. The two Working Groupsare (i) User

RequirementsGroup and (2) Technologyand SystemsGroup. Each group is

comprisedof representativesfrom the nationallaboratories.

The User RequirementsGroup is an ad hoc WorkingGroup that is

responsiblefor interfacingwith the IAEAcommunityand determiningits

informationmanagementneeds. The processused to developthe IAEA user needs

. will be interactive: the User RequirementsGroup will meet with the IAEA

staff and managementto obtaintheir perspectivesregardingtheir needs,

preparea user requirementsdocumentfollowingthese discussions,and then

review the documentwith the IAEA to obtainfeedback. Once the User

RequirementsGroup is satisfiedthat it has prepareda documentthat reflects

the IAEA'sperspective,the documentwill be presentedto the SIMS Steering

B U.S. Programfor TechnicalAssistanceto IAEA Safeguards

6
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Con_nittee.This User Requirementsdocumentwill evolve as needs are further

identifiedand the projectprogresses(i.e.,livingdocument).

In summary,the User RequirementsGroupwill define IAEA user needs in

terms of IAEA needs, but it will not definethe functionalcapabilities

necessaryto meet these needs.

The Tech.noloayand Systems_Groupis an ad hoc Working Group that is

responsiblefor developingand definingthe umbrellasystemsarchitecture,

standardsfor compatibility,softwareconfigurationmanagement,and

integrationrequirements. This group providesthe expertisefor computer

science, softwareengineering,and hardwarecompatibilityto the SIMS

initiative.

Once the User RequirementsGroup completesthe User Requirements

document,the Technologyand SystemsGroup'sresponsibilitywill be to ensure

the necessarytechnicaloverviewof the productsbeing developedunder the

SIMS initiative. One of the main issueswill be to ensure that the proper

functionalityhas been defined.
'i
-,

A third ad hoc WorkingGroup may be utilizedin the near future. A

SafequardsAdvisory Groupwould be responsiblefor advisingthe Steering

Committeeon implementationissues. This groupwill be made up of subject
o

matter expertswho understandhow a SIMS productwill be implementedand the

informationutilizedat the IAEA.

6.0 PRELIMINARYUSERNEEDSFEEDBACK

The User RequirementsGroup held its first meetingswith membersof the
_i

• IAEA staff and managementduring the week of January10-14, 1994. The Group

learned a lot about existingdatabasesfor traditionalsafeguardsaccountancy

7
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and relatedpurposes• Significantprogressalreadyhas been made with respect

to managing informationon states'nuclearactivities.

The preliminaryresultsof these meetingsin Vienna indicateseveral

high priority,immediateneeds:

• enhancementsto the existingINSIST7 workstationdedicatedto the UNSC-

687 Action Team

• supportthe field trials environmentalmonitoringdata with a database

for the Program"93+2"Initiativeworkstation

• notebook-basedfield portablesystemssuch as the On-site Inspection

System (OSIS),which was demonstratedthroughoutthe week.

A follow-upmeeting is plannedfor April/May,1994, to review and revise

the findingsof the User RequirementsGroup visit to Vienna in January, 1994.

An importantpurposeof this meetingwill be to obtain IAEA ownershipof these

findingsby the IAEA.

7.0 NEAR-TERM (FY-1994)Products

The User RequirementsGroup will identifyand define IAEA user needs for

enhanced safeguardsinformationmanagementcapabilitiesaimed at strengthening

safeguards. A User RequirementsDocumentwill b_ prepared,reviewed,and

revisedby the IAEA and presentedto the SteeringCommittee.

The Technologyand SystemsGroup will define the hardware,software,and

databasesto expand and enhanceIAEA informationmanagementcapabilitiesto

meet the needs describedin the User RequirementsDocument. This group will

provideconsistentinterfacesfor analysis,storage,retrieval,reporting,and

browsingapplicationsystems. In addition,the systemsarchitecturewill be

• 7 InternationalNuclearSafeguardsInspectionSupportTool - INSIST
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developedto afford ease of maintenance,extensibility,and modularityof

function.

An IBM compatiblefieldportableunit with a graphicaluser interface

will be developedto visuallyselect and manipulatesite diagrams,equipment
t

lists, site information,and inspectionreports. The user will also be able

to installand run independentapplications(such as text retrievaland word

processing),from a Windowsenvironment. The field portableunit developedin

FY-Igg4will be considereda prototypebecauseit will not be completedfor

' the units intendeduses as an on-siteinspectiontool until the following

fiscalyear. Additionalcapabilitieswill be developedduring the following

year, utilizingthe expertisegainedthroughthe early deploymentand use of

the unit by the IAEA.

• An INSIST Program'g3+2"Initiativeworkstatlonwill be enhancedto

handle environmentalmonitoringdata from the IAEA Field Trials in Sweden and

Hungary. This new capabilitywill be implementedusing a geographic

informationsystem (GIS). The GIS capabilitywill providefor the abilityto

query a sample databaseand displayresultson a map background.

The INSISTUNSC-687ActionTeam workstationwill be enhanced to (1)

search and retrievetext and graphics,(2) analyzedata, (3) access their

network for information,and (4) downloadselectedinformationto portable

computer systems. Additionaldatabasecapabilitiesthat are developedby the

• IAEAAction Team will be implementedin the INSISTworkstationas appropriate.

In addition,TOPIC,which is a full-textsearch and retrievalsoftware,

will be integratedwith the currentINSISTcode for rapid deploymentto the

IAEA.

• 9
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Finally, an existinggeographicreferencecapability(Gazetteer)

developedat LLNL will be deployed. The Gazetteeris an index of names and

coordinatesthat is accessedto implementtext-to-locationand location-to-

text searches, r

In conclusion,the demandson the internationalsafeguardsworld is

changing,and the informationmanagementsystemsmust adapt to new sourcesand

types of information. In responseto these changes,the DOE has created the

SIMS initiativethat is intendedto anticipateand respondto the future IAEA

informationmanagementneeds. This DOE multi-laboratoryinitiativewill

target specific,high-priorityIAEA informationmanagementneeds. The SIMS

Initiative,while in its infancy,has the potentialfor developingand

deployingsignificantinformationmanagementsystemsfor the IAEA.
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