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Abstract

The Department of Energy sponsors a 9-day
training program for individuala who are responsi-
ble for evaluating and planning safeguards systems
and for preparing DOE Master and Security Agree-
ments (MSSAs}). These agreements between DOE head-
quarters and operations offlces establlsh required
levels of protection. The curriculum includes:
(1) the nature of potential insider and outsider
threats involving theft or diversion of spacial
nuclear materifal, (2) use of computerized tools
for evaluating the effectiveness of physical pro-
tection and matertal control and accountability
systems, and (3) methods for analyzing the bene-
rits and costs of safeguards lmprovements and for
setting priorities among proposed upgrades. The
training program is varied and highly interac-
tive. Presentations are intermixed with class
discussions and "hands-on" analysis using computer
tools. At the end of the program, participants
demonstrate what they have learned in a two-and-
one-half day "field exerclse," which {s conducted
on a facility scale-model. The training program
has been conducted six times and has been attended
by representatives of all DOE facilities. Addi-
tional sessions are planned at four-month inter-
vals., This paper describea the training program,
use of the tools in preparing MSSAs For various
DOE sites, and recent extensions and refinements
of the evaluation tools.

Introduction

The Department of Energy (DOE) sponsors a 9-
day training program for individuals responsible
for planning safeguards systems and evaluating
their effectiveness at facilitles handling special
nuclear material (SNM). The training program is
also designed for personnel responsible for pre-
paring or providing input for thelr site's Master
Safeguards and Security Agreements (MSSAs). These
agreements between DOE headquarters and operations
offices establlsh required levels of protection.

In 1985 the DOE Office of Safeguards and
Security (0SS) recognized ihe need for a training
program presenting standardized tools for iden-
tifying vulnerabilities and conducting coat-

benefit analyses of suggested improvements.
Accordingly, in November, 1985, the Integrated
Vulnerability Assgasment Committee was formed with
members from La<rence Livermore, Sandia, and Los
Alamos National Laboratories, and representatives
from DOE Headquarters and contractors, The
Committee's goals were:

o Develop computerized evaluation tools for
identifying vulnerabilities to both the
insider and outsider threats. The tools
must run on a personal computer, and their
use must be easily teachable to DOE safe-
guards and security speclalists. Moreover,
these tools should be capable of supporting
the DOE faclilities' planning process; i.e.,
the tools must provide the supporting
rational for developing MSSAs, site plans,
and five-year plans.

o Design a currlculum to train representatives
from all DOE operationa offices and thelr
contractors. Again, the training curriculum
must be conslstent with the needs of a vari-
ety of DOE personnel, which includes: secu-
rity speciallsts, safeguards analysts, mate-
rial control and accourtability personnel,
and facllity operations personnel.

0 Offer the training program at the DOE
Central Training Academy In Albuguerque, as
needed. The first workshop was held in
June, 1986, and five workshops were offered
subsequently.

Contents of the Training Program

Participants in the TVATP learn to use three
analytical tools: ET for evaluating protection
against the {nsider threat; SAVI for the outsider
threat; and MI$ER, a method developed to Integrate
ET and SAVI results. MI$ER also allows comparison
of benefits from varlous upgrade packages, and the
program identifies those upgrades that achieve the
greatest beneflt in protectlon at a glven cost.

This paper describes the schedule and content
of the training program and provides a discussion
of our experlience teaching the workshops. It also
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describes the phllosophy on which the methods are
based and discusses in detail the schedule for
teaching the three tools. The paper concludes
with a brtef discussion of future directlions for
the training program and planned enhancements to
both ET and SAVI.

Workshop Schedule

The tralining prcgram sSpans nine days.
Figurae 1 provides detalls of the schedule. The
first day 1s devoted to discusslion of the threats
and adversary tactics. Next, particlpants are
Inatructed on ET and SAVI. Each tool requires a
two-day learning pericd. The second week begins
with one day of training on the use of MIER.
This 13 followed by a two-and-cne-half-day fleld
exercise., The field exercise provides the attend-
ees an opportunity to demonstrate proper use of
the valnerability assesament tools on a scale-
model facllity. The results of the scale-model
evaluations are then preaented by the students to
all workshop attendees and instructors. The pre~
sentattons are discussed and oritiqued by partici-
parts and faculty members from Livermore and
Sandia National Laboratories.

Week 1
Mon Tus Wed Thu Frl

Morning
Afternoon
Evening
Week 2
Thu Fri
Preson-
Critique

>

Fig. 1. TVATP training schedule.
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Insider Evaluation Method (ET)

The Safeguards Evaluation Method for Insider
Threat (ET) alds in evaluating the effectlveness
of physical security and material control and
accountabllity systems agalnst theft of SNM by
nonviolent insiders. ET is a simple tool tha: can

be used by safeguards and securlty planners to
evaluate existing safeguards and proposed upgrades
at thelr own facillties. The method considers
nonviolent insiders acting alone or In collusion
with other insiders, and it can be used to evalu-
ate the effectiveness of safegaards in both timely
(in time to prevent theft) and late {after-the-
fact) detection. The approach applies to a wide
variety of facilities with various gquantities and
forms of SNM. The method includes a workbook and
the ET gomputer software.

The objectives of the insider threat evalua-
tion (ET) portion of TVATP are to give partici-
pants a clear gnderstanding of:

a The nature of potentlal insider threats to
SNM at DOE facilitles.

o Current insider protection methoda, human
reliability programs, physical security
measures, materi{al control procedures, and
material accountability systems.

o Practical techniques for ldentifying needed
improvements and designing effective
upgrades.

Each student is given a copy of the Insider
Safeguards Evaluatlon workbook. The workbook
guides the analyst through an evaluation. The
workbook contains forms that, when completed,
document the facllity safeguards and the assump-—
tions made during the evaluation. Each student ls
also glven a copy of the accompanying ET computer
software.

The format of ET instructlon is highly inter-
active., Four differant instruction modes are
employed: classroom presentations, a practical
exercise, samall group sesslons, and "hands-on"
analysis with microcomputers, The classrcom pre-
sentations are informal, with ample time devoted
to discussions among the participants, These
discussions allow participanta to exchange
concerns, problems, and solutions among people
working with different functional areas and facil-
ities. The discusslions also foster an acceptance
of the concepts and methods presented,

The concepts and techniques presented in the
classroom are demonstrated in a comprehensive
praciical erzercise. This exercise invglves the
evaluation of safeguards at a fictitious nuclear
material processing facility. Participants "tour"
the facllity by watching slides and listening to a
description of the physical layout, operating
procedures, and safeguards implemented at the
facility. Students then document safeguards and
evaluate the safeguards' effectiveness. During
most of the exercise, the participants work in
small groups of three to five people. The groups
are composed of memuers from different facllities
and are arranged to reflect the mix of skills used
in a typlcal evaluation, which includes personnel
representing operations, physical security, and
material control and accountability.

Computers are used throughout the evaluation
exercise. Each small working group is provided
with a computer to evaluate safeguards by using
the ET computer program. In addition to thelrr own
computer, each group has a second monitor wnich is



connected to the instructor's computer. This
makes it possible for all participants to follow
the instractor's use of the program on the "slave"
monitors, while at the same time utilizing the
program on thelr own computers.

Analysis using ET begins by documenting the
safeguards in the example facility and defining
the adversary types, Potential insider adversar-
ies include any empioyee with access to SNM. The
workshop students model theft of SNM by dividing a
theft attempt into three stages: OSNM acquisition,
removal from the material access area (MAA remov-
al), and protected area (PA) removal. Timely
detectlon occurs when a theft attempt is detected
before the material leaves the PA boundary. Par-
ticipants learn to evaluate the timely detection
capabilities of safeguards by ldentifr.ng insider
strategles at each stage of theft and then asses-
sing the probability of detection for each type of
insider using each strategy.

To evaluate the late getection capabilities
of safeguards, students ldentify late detectlon
events such as material control and accountabiiity
procedures and SNM processing reguirements. The
students then assess the probability that each
late detectlon event will discover SNM is mis-
sing. ET uses this information to ccmpute the
probability and time to late detectlon. ET pro-
vides the user with tabular and graphical re-
sults. Figure 2 shows a bar graph displaying the
probability of timely detection against the spec-
trum of insider adversaries. The flgure high-
lights the strengths and weaknesses in the system.
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Fig. 2. Safeguards effectiveness against a
spectrum of insider adversaries.

Once the evaluation of the effectiveness of
ewisting safeguards (s complete, students learn
how to analyze the sensitivity of their results to
underlying assumptions: e,g., the effectiveness
of individual safeguards components and procedures
and the adversary's capdbilities.

Participants analy:ze evaluation results and
identify the vilnerabilities of exlisting safe-
guards and paths to particular adversaries and
strategles. Based on the vulnerabilities identi-
fied, upgrades are suggested and grouped into
"packages." The lmpact of each package on safe-
guards effectiveness is then evaluated.

Other issues in evaluatlng safeguards against
the insider threat are discussed briefly. These
lssues inclade: evaluating safeguards at multiple
targets or buildings at a facility; and evaluating
the elffectiveness of safeguards against additional
threats (such as violent insiders, two insiders in
collusion, and insider-outsider collusion}.

Qutsider Evaluation Method (SAVI)

The SAVI software package ls used to model
and assess the vulnerablility of a lacility to
specifinad outsider threats. SAVI is a PC-based
path-analysis model that evaluates the physical
protection system by calculating the probability
of interruption, P(I), of the adversaries by the
response force before the adversaries complete
their mission. SAVI can analyze sabotage and
theft attacks {n which adversaries are fnterrupted
at the target, as well as theft attacks in which
adversaries are contained within the site bound-
ary. The output of SAVI {s a ranking of the ten
most vulnerable paths in a facility in order of
the P(1). Figure 3 shows typfcal SAVI output
{llustrating the P(I) and corresponding time re-
maining after interruption (TRI) for a given re-
sponse force time (RFT).
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Fig. 3. Vulnerable path analysis results produced
by SAVI

The use of SAVI is taught in six sessfons:
(1) Physiral Protection System Concepts, (2) SAVI
Modeling, (3) SAVI Software, (4) Protection
Component Lists, (5) Practice Example Facllity,
and (6) Upgrades Analysis. A brief description of
these sesslons follows.

Physical Protection System (PPS) Concepts

The first session is a description of the way
the three basic functions of the PPS ~- detectlon,
delay, and response--are integrated in SAVI using
a path-event time line. Tactors that must be
consldered in eatimating the response force time
to be used in the P(I) calcualation are revliewed,
and the concept 1s introduced of a critical
detection point (CDP) on a path. The CDP Is
identified as the "last chance” point for detec—
tion {f the response force is to arrive in time to
interrupt the adversaries.

SAVI Modeling

In this session the concept of a generic
adversary sequence diagram, ASD, is introduced.
Figure 4 shows the generlc adversary sequence
diagram used by SAVI. The ASD models physical
areas--separated by layers of protection
elemeats--to represent a facflity and its PPS., A
demonstration i1s given of the construction of a
site-specific ASD from the generic ASD by seleci-
ing the appropriate protection elements. Also



used to model a specific Cacillty are "Jjump opera-
tors" to cross protection layers and 'bypass oper-
ators" to remove unwanted aread.
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Fig. 4. Generic adversary sequence diagram

SAVI Software

The SAV1 software session gives the students
hands-on experjence with tne PC and the SAVI pro-
gram. The SAVI menu structure {s descrlibed and
the students are led through the major sub-
menus: FILE, MODIFY, THREAT, DEFINE, and
ANALYZE. Next, participants step through an ex-
ample in the SAVI Users' Manual to obtain experi-
ence In ssing the software.

Protection Components Lists

Each protection element i3 composed of gener-
ic detectlon-and-delay components. Lists are
provided that contaln these components, together
with reference delay-tlmes and detection probabil-
ities based on field performance tests and expert
Judgments. In this session the students are shown
the configuration of the components oi each ele-
ment and learn hoWw to select the components for a
specific facility, either from the reference lists
or by setting thelr own values.

Practice Example Faclility

In this session the students are given the
description of a hypothetical facility consisting
of site- and building-layouts and a written de-
scription of construction features, operations,
target characteristics, securlty inspector and
response force capabilities and deployments; and
protection 3ystem specifications. The students
then model the PPS for this facility, input the
necessary data to SAVI, and analyze the vulnera-
bilfty. At various stages in the process, each
group of students presents thelr approach, and
lively class discussiony ensue.

Upgrade Anelysis

This sessica presents an approach to analyze
sensitivity and suggest upgrades to the baseline
PP5. Concepts such as balanced protection and
protection-in-depth are reviewed, and the students
implement these concepts by using SAVI to analyze
the effects of selected upgrades and of varlations
in the component values.

Methad for Integrating SAVI and ET fiesults (MISER)

The MIS$ER program is deslgned to integrate
resuylts of insider and outsider safeguards evalua-—
tions, to dlsplay the effectiveness of exlisting or
upgraded safeguards, and to priloritize and deter-
mine the cost-effectiveness of upgrades.

MI$ER is normally used as a companion to ET
and SAVI, The MI$ER program can analyze insider
and outsider data separately or in combination.
MI$ER helps set priorities among safeguards up~
grades based on thelr costa and effectiveness.
When both insider and outsider adversaries are
considered, the relative weight given to the in-
sider threat vis-a-vis the oulsider threat helps
determine prioritles among upgrades In order to
achleve balanced protection, MI$ER can help ana-
lyze the sensltivity ot upgrade prlorities to
these weights and determine whether or not they
are critical to the choice among upgrades. This
provides the user a systematic framework for ex-
plicit and ccnsistent analysls of safeguards up-
grades.

The MI$ER session of TVATP teaches partici~
pants how to integrate the results of multiple
analyses--eupecially {nsider and outalder threat
analyses--for a single facility.

During the ET and SAVI sessions of TVATP,
vulnerabilities and potentlal safeguards upgrades
packages are identified. Using MI$ER, partici-
pants {n TVATP learn to prioritize potential up-
grades based on their costs and relative bene-
fits. As with the ET and SAVI instruction, the
format of MI$ER instruction is highly interac-
tive. The concepts of MIZER are taught using
classroom presentations and computer-code demon-
strations, Particlpants remain in the same small
groups they worked with during the ET and SAVI
instruction. Using MI$ER, the groups continue to
evaluate the flctitious facility and to analyze
proposed upgrades againgt both the insider and
outsider threats.

During the MI$ER session, participants re-
trieve and edit data from ET and SAVI safeguards'
evaluations. To integrate the results of multiple
evaluations, participants assign relative weights
to 2ach adversary and threat type. Next, they
revlew the suggested upgrade packages and their
et ectiveness from the ET and SAVI sessions.
Ungrades packages are combined and ev>luated using
both ET and SAVI. MISER uses the results and the
estimates of upgradss® costs to determine the
relative prioritization of the upgrades, Figure 5
is an example of a cost-benefit analysis graph
generated by MISERH.
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Fig. 5. Cosat-benefit graph for prioritizing
upgrades,



Field Exercise

At the end of the program, participants dem-
onstrate what they have learned {n a two~and-a-
half-day "field exercise." +The fleld exercise
makes use of a scale-model of an example facility
arnd written procedures describing the faclility.
Workshop participants are teamed with other safe-
guards analysts from their home facility to con-
duct a practice safeguards' evaluation.

At the beginning of the field exerclse, safe-
guards and procedures at the faclility are ex-
plained during a briefing and "tour" of the facil-
ity by instructors who {mpersonate personnel re-
sponsible for security, operations, and material
control and accountabllity. The evaluatlon exer-
cises are less formally structured than the pre-
vious sessions of the workshop, Evaluatlon teams
document evaluation assumptions and features of
the facility. More thzn one-haif day each ls
dedicated to evaluating the insider and outsider
threats. Timely- and late-detection capabilities
against the insider are also evaluated. Vulrer-
abliities and p>tentlal upgrades for insider and
outsider threats are identified and evaluated.
Indivldual insider and outsider safeguards up-
grades are "“packaged" into low-, medium-, and
high-cost cptions. The benefits of each upgrade
package are evaluated using ET and SAVI. MISER is
used to evaluate the cost and relative beneflit of
these upgrade packages and provide a priority
ranking based on their costs and benefits.

At the end of the iwo—and-a-half-day fleld
exercise, each team makes a 20-minute presentation
of thelr evaluation results and recommendatlons.
The presentations include deseriptions of the
scope of the analysis, Insider and outsider effec-
tiveness resulls, MSSA-requlred input data, safe-
guards strengths and weaknesses, potential up~
grades, upgrades priorities, sensitivity analysis
results, and a sdmmary of the team's recommenda-
tions.

At the close of each workshop, participants
provide feedback on strong and weak features of
the workshop. Based on these critiques, the TVATP
workshop has been refined continuously since it
was flrst offered in dJune, 1386.

The training program haa been conducted six
times. Additional sessiona are planned at four-
month intervals. Use of the methods presented in
TVATP has benefited the DOE community by enhancing
the level of protection against potential insider
and outsider threats, by making cost-effeutive use
of safeguards resources in the short- and long-
term, and by ensuri{ng consistent and comprehensive
safeguards and security policy.

Future Directions

The vulnerability assessment models presented
during TVATP have been modified and {mproved since
they were first released. The team assembled for
developing TVATP continues to refine, expand, and
develop vuinerablility assessment modela. Current-
ly we are developing an integrated program for
addressing both insider and outsider threats. The
integrated program will be capable of evaluating
salfeguards effectliveness agalnst a varlety of
threats: terrorists, criminals, demonstrators,
single and colluding nonviolent insiders, and--to
a limited extent--insiders in collusion with out-
siders. The program will require a safeguards
analyst to define a facility only once. The pro-
gram will then be able to use that faclility de-
scription for apalysis of both the insider and
outsider threats.

There will be many differsnces between the
new lnsider model and ET: the new evaluation
model will contain data pases of adversary attri-
butes, strategles, and baseline probabliities of
detection. In addition, probabilities of detec~
tion will depend upon the safeguards present and
their implementation, as well as the access and
authority of each insider adversary, The new
outsider model will use a faster algorithm than
SAVI and will model a larger spectrum of outsider
adversaries, A model to calculate the probability
of neutralization will be included.

The integrated package ls due for release in
early 1988, and it is expected that, after the
release, a training program In the use of the
package will be developed and offered at the DOE
Central Training Academy.
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