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COMPENSATED INTRUDER-DETECTION SYSTEMS 

Background o f  the Invent ion.  

Th i s  i n v e n t i o n  re1 a t e s  g e n e r a l l y  t o  e l e c t r i c a l  i n t r u s i o n - d e t e c t  i o n  

systems and. more p a r t  i c u l  a r l y  , t o  an improved de tec t  i o n  system hav i  ng 

5 low s u s c e p t i b i l i t y  t o  f a l s e  alarms. The i n v e n t i o n  i s  a  r e s u l t  o f  a  

c o n t r a c t  w i t h  t h e  Un i t ed  S ta tes  Department o f  Energy. 

A l though e l e c t r i c a l  i n t r u s i o n - d e t e c t i o n  systems a re  i n  widespread 

use, t h e  t y p i c a l  system i s  sub jec t  t o  fa1 se alarms r e s u l t i n g  f rom grad- 

ua l  changes i n  t h e  s i gna l - t r ansm iss ion  c h a r a c t e r i s t i c s  o f  t h e  detec- 

10 t i o n  medium. For  example, a  system designed t o  respond t o  i n t r u d e r -  

induced v i b r a t i o n s  i n  a  p l o t  o f  ground i s  l i k e l y  t o  f a l se -a la rm  i f  t h e  

ground f reezes  o r  i f  i t s  wa te r  con ten t  changes because o f  r a i n .  As 

another  example, a system designed t o  respond t o  i n t r ude r - i nduced  v i  bra-  

t i o n s  i n  a  fence w i l l  fa1 se-alarm i f  t h e  fence i s  exposed t o  wind o f  

1 5  s u f f i c i e n t  v e l o c i t y ,  The s ~ ~ s c e p t i b i l i t y  o f  such systems t o  such f a l s e  

alarms can be decreased by  reduc ing  t h e  o v e r a l l  s e n s i t i v i t y  o f  t h e  

system, b u t  t h i s  i s  coun te rp roduc t i ve .  

Accord ing ly ,  i t  i s  an o b j e c t  o f  t h i s  i n v e n t i o n  t o  p rov ide  an 

improved i n t r u s i o n - d e t e c t  i o n  system. 

20 . I t  i s  another  o b j e c t  t o  p rov ide  an i n t r u s i o n - d e t e c t i o n  system 

which i s  i n s e n s i t i v e  t o  spur ious  s i g n a l s  r e s u l t i n g  f rom c l imate - induced  

changes i n  t h e  d e t e c t i o n  medium. 



I t  i s  another  o b j e c t  t o  p rov ide  an i n t r u s i o n - a l a r m  c i r c u i t  charac- 

t e r i z e d  by s u b s t a n t i a l l y  cons tan t  s e n s i t i v i t y  t o  in t ruder -genera ted  

s i gna l s .  

Other  o b j e c t s  and advantages w i l l  be made ev iden t  h e r e i n a f t e r .  

5 S m a r y  of the Invention 

I n  a  f i r s t  aspect,  t h e  i n v e n t i o n  i s  an improvement t o  an i n t r u d e r -  

d e t e c t i o n  system o f  t h e  k i n d  where i n t r ude r - i nduced  s i g n a l s  are 

t r a n s m i t t e d  through a  medium whose conductance v a r i e s  w i t h  c e r t a i n  c l  i- 

m a t i c  cond i t i ons .  The improved system i nc l udes  means coupled t o  t h e  

10 medi um f o r  conve r t i ng  t h e  i n t r u d e r -  i nduced s i gna l  s  rece ived  there f rom 

t o  a  f i r s t  e l e c t r i c a l  s i g n a l .  Means a l s o  a re  prov ided f o r  genera t ing  a  

re fe rence  s i g n a l  p r o p o r t i o n a l  t o  t h e  c l  ima te - i  nduced changes i n  t h e  

s ignal -conductance o f  t h e  medi urn. Means a re  prov ided f o r  genera t ing .  

f rom t h e  f i r s t  e l e c t r i c a l  s i gna l  and t h e  re fe rence  s i g n a l ,  an e l e c t r i -  

15 c a l  ou tpu t  s i gna l  which i s  una f f ec ted  by t h e  changes i n  s ignal-conductance. 

Means a re  prov ided t o  g i v e  warning when t h e  ou tpu t  s i gna l  exceeds a  

se lec ted  va l  ue. 

I n  another  aspect,  t h e  i n v e n t i o n  i s  a method f o r  ope ra t i ng  an 

i n t r u d e r - d e t e c t i o n  system of t h e  k i n d  wherein an i n t r us i on -gene ra ted  

20 s i g n a l  t r a n s m i t t e d  th rough a  d e t e c t i o n  medium i s  conver ted t o  a  f i r s t  

e l e c t r i c a l  s i gna l  . The f i r s t  e l e c t r i c a l  s igna l  con ta ins  v a r i a t i o n s  

r e s u l t i n g  f rom c l imate - induced  changes i n  t h e  medium. The method o f  

t h e  i n v e n t  i o n  comprises genera t ing  an e l e c t r i c a l  r e fe rence  s i gna l  pro- 

p o r t i o n a l  t o  t h e  c l imate - induced  changes i n  t h e  medium; c o n d i t i o n i n g  

25 t h e  f i r s t  s i gna l  w i t h  t h e  re ference s i gna l  t o  produce an e l e c t r i c a l  



output  s igna l  which i s  unaffected by the  c l imate- induced changes i n  t h e  

medium; .and impressing the  r e s u l t i n g  output  s ignal  across an alarm c i r -  

c u i t  t o  actuate t h e  same when t h e  output  s igna l  exceeds a  selected 

val  ue. 

5 B r i e f  Descr i  p t  i o n  o f  t h e  Drawi ngs 

Fig.  1 i s  a  diagram of an i n t rus ion -a la rm c i r c u i t  u t i l i z i n g  e a r t h  

as t h e  d e t e c t i o n  medium; i n  accordance w i t h  the  invent ion ,  the c i r c u i t  

i s  designed t o  operate f r e e  o f  fa1 se alarms produced by c l  imate-induced 

changes i n  t h e  d e t e c t i o n  medium, 

F ig.  2 i s  a  schematic diagram o f  an i n t rus ion -a la rm system u t i -  

1  i z i n g  a i r  as the  d e t e c t i o n  medium; i n  accordance w i t h  t h e  i nven t i on ,  

t h e  system i s  designed t o  be i n s e n s i t i v e  t o  changes i n  t h e  fog content  

o f  the  a i r ;  and 

Fig.  3 i s  a  schemat.ic diagram o f  an i n t rus ion -a la rm system u t i -  

15 l i z i n g  a  fence as the  d e t e c t i o n  medium; i n  accordance w i t h  the  

invent ion ,  t he  system i s  designed t o  be i n s e n s i t i v e  t o  wind-induced 

movements o f  t h e  fence. 

D e t a i l e d  Desc r ip t i on  o f  t h e  I n v e n t i o n '  

F i g ,  1 i l l u s t r a t e s  our i n v e n t i o n  as embodied i n  an e l e c t r i c a l  c i r -  

20 c u i t  designated genera l l y  as 7. The c i r c u i t  7 inc ludes  a  de tec t i on  

branch 9, a  reference branch 11, a  compensator 13, and an alarm 

arrangement 14 which inc ludes  an alarm 15 and a  comparator 17 f o r  pre- 

s e t t i n g  t h e  th resho ld  of the alarm. The e n t i r e  c i r c u i t  7  may' cons i s t  

of standard components. As w i l l  be described, c i r c u i t  7 u t i l i z e s  e a r t h  

25 (ground) as a d e t e c t i o n  medium and i s  designed t o  compensate f o r  

c l imate- induced changes i n  t h e  signal-conductance o f  t he  d e t e c t i o n  

medium as we1 1 as c e r t a i n  spur ious s lgna ls  ( t o  be descr,ibed). 



-. 4 - 
The d e t e c t i o n  branch 9  i n c l u d e s  an a r r a y  19 o f  acous t i c - t o -  

e l e c t r i c  t ransducers  (e.g., geophones) d e f i n i n g  an e x c l u s i o n  area. The 

t ransducers  a r e  b u r i e d  i n  t h e  ground t o  respond t o  v i b r a t i o n s  produced 
. . 

t h e r e i n  by an i n t r u d e r .  The t ransducer  ou tpu t  i s  fed  t o  a  g a i n  

5  a m p l i f i e r  21  f o r  a d j u s t i n g  t h e  s e n s i t i v i t y  o f  t h e  geophones. As shown, 

t h e  ampl i f i e r  ou tpu t  i s  f ed  t o  a  s tandard band-pass f i l t e r  arrangement 

23, which i s  designed t o  ampl i fy  f requenc ies  t h a t  a re  c h a r a c t e r i s t i c  o f  

i nt ruder - induced  v i b r a t i o n s .  The A.C. ou tpu t  f rom t h e  f i l t e r  i s  

r e f e r r e d  t o  h e r e i n  as t h e  d e t e c t i o n  s i g n a l .  

10 I n  accordance w i t h  t h e  i n v e n t i o n ,  t h e  re fe rence  branch 11 i n c l u d e s  

a  bur i 'ed re fe rence  t ransducer  25 which i s  s i m i l a r  t o  those i n  t h e  a r r a y  

19. A v i b r a t o r  27 o f  any s u i t a b l e  des ign i s  prov ided f o r  gene ra t i ng  

cons tan t -ampl i tude  v i b r a t i o n s  which a re  t r a n s m i t t e d  t o  t h e  re fe rence  

t ransducer  th rough  a p o r t i o n  28 o f  t h e  ground. The v i b r a t o r  and i t s  

15 assoc ia ted  t ransducer  a r e  l o c a t e d  somewhat apa r t  f rom t h e  a r r a y  19 so 

t h a t  t h e  re fe rence  and d e t e c t o r  a r rays  do no t  i n t e r f e r e  w i t h  each o t h e r  
,*? : 

y e t  use t h e  same d e t e c t i o n  medium. I n  t h e  p a r t i c u l a r  arrangement 

shown, t h e  e x c i t a t i o n  vo l t age  f o r  t h e  v i b r a t o r  i s  supp l ied  by a  t r a n s -  

farmer  29 whose ou tpu t  i s  fed  through an a d j u s t a b l e  amp1 i f i e r  s tage 31. 

2 0  The ou tpu t  s i gna l  f rom t h e  re fe rence  t ransducer  25 i s  f ed  t o  an 

ampl i f i e r  stage 33, whose ou tpu t  i s  impressed on an A.C.-to-D.C. con- 

v e r t e r  35. The r e s u l t i n g  D.C.. ou tpu t  i s  fed  t o  a  s tandard low-pass 

f i l t e r  arrangement 37 designed t o  a m p l i f y  f requenc ies  c h a r a c t e r i s t i c  o f  

c l imate - induced  changes i n  t h e  s i gna l  t r a n s m i t t e d  th rough ground por-  

25 t i o n  28. These changes a r e  slow compared w i t h  i n t r us i on - i nduced  
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changes i n  t h e  above-mentioned d e t e c t i o n  s i g n a l .  The non- inver ted  D.C. 

o u t p u t  f rom t h e  f i l t e r  arrangement 37 i s  r e f e r r e d .  t o  h e r e i n  as t h e  

re fe rence  s i g n a l .  

As shown, the  A.C. d e t e c t i o n  s i gna l  (branch 9 )  and t h e  D.C. 

5  r e fe rence  s i gna l  (branch 11)  a re  fed  i n t o  a  compensator 13, which i n  

t h i s  p a r t i c u l a r  i l l u s t r a t i o n  i s  a  s tandard f a s t - a c t i n g  analog d i v i d e r .  

The d e t e c t i o n  s i gna l  c o n s t i t u t e s  the 'numera to r  o f  t h e  f r a c t i o n  t o  be 

d i v i d e d ,  and t h e  re fe rence  s i g n a l  c o n s t i t u t e s  t h e  denaninator .  The 

o ~ l t p u t  s i gna l  f rom t h e  d i v i d e r  i s  fed  t o  the  a larm c i r c u i t  14. 

10 Wi th  t h e  system i n  t h e  qu iescen t  ( n o - i n t r u s i o n )  c o n d i t i o n ,  t h e  

d e t e c t i o n  s i gna l  (numerator)  t o  t h e  d i v i d e r  may be, say, 10 v o l t s ,  and 

t h e  re fe rence  s i gna l  (denominator ) ,  20 v o l t s .  Wi th  these  i npu t s ,  t h e  

r e s u l t i n g  ou tpu t  s i gna l  f rom t h e  d i v i d e r  i s  a  0.5 v o l t  A.C. s i gna l  

hdv i  ng t h e  same waveshape and peak amp1 i tudeo as t h e  d e t e c t  i o n  s i g n a l  . 
15 The t h r e s h o l d  f o r  t h e  a larm c i r c u i t  14 has been p re -se t  a t  some va lue  

above 0.5 v o l t .  Recause bo th  t h e  d e t e c t i o n  branch 9 and re fe rence  

branch 11 i n c o r p o r a t e  ground ( e a r t h )  as a  s i g n a l - t r a n s m i s s i o n  medium, 

c l imate - induced  changes i n  t h e  acous t i c  conductance o f  t h e  ground 

change t h e  d e t e c t i o n  s i gna l  and t h e  re fe rence  s i gna l  by  t h e  same 

20 percentage. That i s ,  c l  imate- i nduced changes vary  t h e  above-ment i oned 

numerator and denominator va lues  correpondi  ng ly .  Thus, t h e  d i v i d e r  

o u t p u t  i s  una f fec ted  by  such changes and remains a t  t h e  i l l u s t r a t i v e  

va lue  o f  0.5 v o l t .  I n  o t h e r  words, t h e  system shown i n  F ig .  1 i s  

c h a r a c t e r i z e d  by freedom from f a l s e  alarms o f  t h e  k i n d  descr ibed  and by 

25 a  cons tan t  s e n s i t i v i t y  t o  i n t r u s i o n s .  The system compensates f o r  

c l imate - induced  changes i n  t h e  s ignal -conductance o f  t h e  d e t e c t i o n  



medium --i .e., changes due t o  f r eez ing / t haw i  ng e f f e c t s  and v a r i a t i o n s  

i n  mo is tu re -con ten t .  I t a l s o  compensates f o r  spur ious  s i gna l s  

r e s u l t i n g  from t h e  impingement o f  r a i n  and h a i l .  

Exarnpl e 

5 An i n t r u s i o n - d e t e c t i o n  system of t h e  k i n d  i l l u s t r a t e d  i n  F ig .  1 

was f i e l d - t e s t e d  and was found t o  opera te  s a t i s f a c t o r i l y .  For  

ins tance ,  t h e  system main ta ined  an e s s e n t i a l l y  cons tan t  s e n s i t ? v i  ty  t o  

s imu la ted  i n t r u s i o n s  d e s p i t e  changes i n  t h e  acous t i c  c o n d u c t i v i t y  o f  

t h e  ground r e s u l t i n g  f rom s i g n i f i c a n t  changes i n  i t s  mo i s tu re  content .  

10 The i n p u t  t o  t h e  t r ans fo rmer  20 was 115 v o l t s ,  60 Hz. The va r i ous  

geophones were Model 28-600, manufactured by Geo- Space Corporat ion.  

Wi th  t h e  excep t i on  o f  ampl i f i e r  37, t h e  v a r i o u s  ope ra t i ona l  ampl i f i e r s  

were operated i n  t h e  i n v e r t i n g  mode. The A.C.-to-D.C.'converter was 

Model AD 536, manufactured by Analog Devices. The analog d i v i d e r  used 

15 as t h e  compensator 13 was Model 436, manufactured by Analog Devices. 

The v i b r a t o r  was a  con t i nuous l y  d r i v e n  e l e c t r i c a l  v i b r a t o r  o f  conven- 

t i o n a l  design, mounted t o  impar t  v i b r a t i o n s  t o  t h e  su r f ace  of t h e  

ground. 

F ig.  7 i s  a h i g h l y  schematic showing o f  another  form o f  t h e  inven-  

20 t i o n  as u t i l i z e d  t o  compensate f o r  fog- induced f a l s e  alarms i n  an 

i n t r u s i o n  d e t e c t i o n  system where a  beam o f  i n f r a r e d  r a d i a t i o n  f r om a  

source 39 i s  t r a n s m i t t e d  th rough a i r  t o  a  r e c e i v e r  41. The r e c e i v e r  

generates a  p r o p o r t i o n a l  e l e c t r i c a l  ou tpu t ,  o r  d e t e c t  i o n  s i gna l  . I n  

accordance w i t h  t h e  i nven t i on ,  a  f o g  d e t e c t o r  43 i s  used t o  generate an 

2 5  e l e c t r i c a l  r e fe rence  s i g n a l  p r o p o r t i o n a l  t o  t h e  f o g  con ten t  o f  t h e  a i r .  

The d e t e c t i o n  s i g n a l  and re fe rence  s i g n a l  c o n s t i t u t e  t h e  numerator and 



denominator i npu t s ,  r e s p e c t i v e l y ,  t o  a  d i v i d e r  45 o f  t h e  k i n d  

descr ibed.  The d i v i d e r  ou tpu t ,  which i s  e s s e n t i a l l y  independent o f  f o g  

l e v e l ,  i s  fed  t o  any s u i t a b l e  a la rm c i r c u i t  47. The f og  d e t e c t o r  43 

may be an i n f r a r e d - 1  i g h t - e m i t t , i n g  d i ode  and a  p a i r  o f  photodiodes 

5 measuring t h e  f og  d e n s i t y  between them. 

F ig .  3  i l l u s t r a t e s  t h e  i n v e n t i o n  as u t i l i z e d  t o  compensate f o r  

wind-induced fa1  se a1 arms i n  an i n t r u s i o n - d e t e c t i o n  system o f  t h e  k i n d  

where in  fence 49 de f i nes  an e x c l u s i o n  area. An acous t i c  cab le  51 i s  

fas tened  t o  t h e  fence ( d e t e c t  i o n  medi urn) t o  conver t  movements t h e r e o f  

10 t o  a p r o p o r t i o n a l  e l e c t r i c a l  ou tpu t .  T h i s  ou tpu t  i s  fed  through a 

s i g n a l - c o n d i t i o n i n g  c i r c u i t  53. I n  accordance w i t h  t h e  i nven t i on ,  t h e  

r e s u l t i n g  d e t e c t i o n  s i g n a l  i s  u t i l i z e d  as t h e  numerator i n p u t  t o  an 

analog d i v i d e r  55. An arrangement compr is ing  an anemometer 57 d r i v i n g  a  

D.C. genera to r  59 i s  u t i l i z e d  t o  generate an e l e c t r i c a l  ou tpu t  propor- 

15 t i o n a l  t o  t h e  v e l o c i t y  o f  t h e  wind t o  which t h e  fence i s  exposed. Th i s  

ou tpu t  i s  passed th rough s i g n a l - c o n d i t i o n i n g  means 61, and t h e  

r e s u l t i n g  re ference s i gna l  c o n s t i t u t e s  t h e  denominator i n p u t  t o  t h e  

d i v i d e r .  As shown, t h e  ou tpu t  f rom t h e  d i v i d e r  i s  fed  t o  any s u i t a b l e  

a la rm means 63. Normal ly,  t h e  o u t p u t  f rom t h e  d i v i d e r  i s  a  s i gna l  

20 i n d i c a t i v e  o f  i n t r l . r d~ r -gene ra ted  n o i s e  and una f fec ted  by changes i n  

wind v e l o c i t y .  

The fo rego ing  d e s c r i p t i o n  o f  p re fe r red  embodiments o f  t h e  inven-  

t i o n  i s  no t  in tended t o  be exhaus t i ve  o r  t o  l i m i t  t h e  i n v e n t i o n  t o  t h e  

p r e c i s e  forms d isc losed .  Obvious ly ,  many m o d i f i c a t i o n s  and v a r i a t i o n s  

25 a r e  poss ib l e  i n  l i g h t  o f  t h e  above teachings.  Fo r  ins tance,  i f  

des i red ,  a  conven t iona l  automat ic  g a i n  amp1 i f i e r  may be s u b s t i t u t e d  f o r  

t h e  d i v i d e r  (13, F ig .  1). It i s  in tended t h a t  t h e  scope o f  t h e  inven- 

t i o n  be de f i ned  by t h e  appended c la ims.  . ,  . 








