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ABSTRACT

To assess the overall effectiveness of a transportation physical pro-
tection system, computer codes which simulate armed attacks have been
developed and are being used to examine a range of issues associated with
road transportation systems, The paper discusses the purpose and features
of three of these codes--SOURCE (which simulates the initial ambush),
SABRES I (which covers the battle) and BARS (which treats the penetration
of protective cargo barriers). The use . [ these methodologies to evaluate
the value of additional vehicles, guards, armor and alternative tactics or
equipment as a means of improving convoy security has recently been com-
pleted. The results which are presented damonstrate that the protection
offered by the present commercial regulations for guarda and vehicles is
probably marginal. This could be substantially increased by the addition of
armor to close escort vehicles instead of just the tranaporter and the use of
appropriate tactics, Againgt the baseline threat of adversaries armed with
M-16's, obgervation and harassment from a modest distance until re-enforce~
ments arrive appears preferable tc aggressive agsgault by the ambushed guard
fotce,
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Introduction

The Division of Safeguards, Fuel Cycle, and Environmental Research within the Nuclear
Regulatory Commission (NRC) has created a program to establish appropriste methodologies
for structuring and evaluating physical protection systems. Sandia Latbsra.ories, Livermore,
is responsible for developing evaluative methodologies for trangportation safeguard systems
[1-4]. Many theft scenarios involving road transportation of Special Nuclear Material (SNM)
result in combat between the adversaries and the transporter crew and escorts. To assist in
the evaluation of transportation physical protection systems, computer codes which simulate
armed attacks have been developed by Sandia. These codes can be used to examine a range of
tasucs associated with road transportation systems.

For purposes of simulating an armed attack on a convoy, the event sequence has been
subdivided into two phases (the initizl ambush and the subsequent battle including the penetra-
tion of protective cargo barriers). Each of these phases is treated by a separate model de-
scribed in this paper. One of the principle applications of the models is the study of the rela-
tive importance of the large number of variables which must be considered in configuring =
physical protection system. The use of computerized evaluvative methodologies in perforrning
such sensitivity studies is discussed below. The results of these studies are of assistance to
systems designers as well as the NRC in establishing and implementing performance-based
security regulations.

Confidence in the results produced by computer models ig built up through comparison
with the real world or experiments. For most aspects of safeguards systems there are no
real data bases. Furthermore because of the stochastic nature of many of the events involved
and the tremendous impact upon the autcome of human factors no field exercises will provide
a detailed verification of model results. Thus, of necessity the development of techniques to
design and evaluate safeguards systems involves an evolutionary interplay of models and experi-
ments, State-of-the-art models may be helpful in identifying critical agsumptions and parame-
ters by means of gengitivity studies. Experiments, where possible, are designed to investi-
gate these assumptions and parameters, The results can then be used to build improved
models, As both models and experiments mature user confidence is increased through the re-
duction in areas of uncertainty, Sandia is presently developing the definition and basic design
of an experimental program to complement the modeling effort described in this paper.
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Overview of Models

To address the impact of convoy configuration and tactics upcn personnel survival and
emergency signal generation during the initiai armed attack, a computer model, SOURCE, has
been developed. The SOURCE code is a time-stepped Monte Carlo model. This flexible model
allows for extensive variations in the convoy configuration (number of vehicles, distributions,
vulnerabilities, velocity, communications} and in adversary characterization (number of units,
deployment, and weapon capabilities). [n the SOURCE caode, the convoy is described by the
number of vehicles and their positions, vulnerable areas, observation conditions, and commu-~
nications capabilities. Convoys consisting of a number of different types of vehicles can be
addressed. Emergency mesgsages can also be initiated either by a vehicle under attack or by
one vehicle observing an attack on another, The conditions under which an attack is observed
can be varied and the capability of sending a message depends on the condition of the crew and
their equipment. The code calculates the damage to personnel and equipment and includes the
cumulative effects of multiple hits. -

The adversaries are described in terms of the number of attack umts, their deployment,
and their weapons characteristics (i. e., field of fire, rate of fire, lethality, etc, ). The flexi-
bility in the code allows a broad range of adversary attack strategies to be addressed. In the
SOURCE example which follows, a pre-chosen unit initiates the attack; this unit selects its
target and opens fire when the target comes within a prescribed distance. Once this unit opens
fire, all other adversary units atiack any vehicle which enters their field of fire. Impact points
are functions of the aim point and weapon accuracy. The model limits the number of rounds
fired per weapon, and includes relead time.

As the armed attack progresses through the initial attack stage, if the convoy has not
escaped, the surviving guards may start to return fire and the engagement enters the battle
phase. This part of the engagement is simulated by a computer code known as SABRES. Be-
cause of the complexity of this code it'is.being developed in stages. The basic elements of the
SABRES models are shown in Figure 1. The general organizational structure and limitations
of the SABRES I version have been discussed previously [4].

SABRES I uses simplified descriptions for detection and targets. It does not include
movement, barrier penetration, or terrain, The next version, SABRES II, includes these
elements. A comparison between SABRES I and II is given in Table I. SABRES [ does include
more than forty parameters which have an effect on the way a simulated engagement progresses.
Some of these parameters describe pertinent characteristics of people in the battle and others
apply to the weapons involved. Sensitivity studies have been conducted on many of these pa-
rameters. The effect of force size, weapons systems, time to cover for defenders, and de-
ployment of individuals on the outcome of the engagement has been investigated.

Whenever appropriate in construction of the SABRES models existing methodologies have
been used. However in many cases this was not desirable because of a need to include more
recent data, differences in objectives, or the need for improved modeling approaches to proper-
ly simulate the events involved. In developing program maodules existing subroutines were care-
fully reviewed on an individual basis. In the situations where existing models were inappropri-
ate, improvements were added or a new model developed. For example the study of several
Department of Defense weapons accuracy and personnel incapacitation subroutines in existing
small unit combat codes showed that they were not sufficient for physical protection system
analysis. The Department of Energy's Safeguards studies have developed a methodology for
aggessing the probability of incapacitation given a hit [5]. This model together with the most
recent weapons data as supplied by the Army Materiel Systems Analysis Agency (AMSAA) is
used in SABRES [] to determ:ne the probability of incapacitation. Figure 2 shows the differ-
ences in incapacitation probabilities as calculated by the DOD methodology developed for a
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Figure 2. A Comparison of Probability of Incapacitation Assessments

model of small unit combat in South East Asia (SEA) [6]. The two methodologies principally
differ in that the safeguards model offers more resolution in the treatment of posture and
lethality assessment. The example shows that the differences can become large. This could
significantly effect various measures of battle performznce. In particular the SEA methodology
could result in greatly reduced battle times.

In the later stages of the battle, it is possible that the adversary force may have taken
control of the transporter and immediately surrounding area. Under these circumstances
while attempting to remove the SNM from the transporter they may still have to contend with
hostile fire from escort vehicle personnel and LLLEA response forces. Additionally the trans-
porter may conizin armor and deterrent systems to create a barrier against forceable entry.
Such barriers delay the adversary providing time for further re-enforcements to arrive.
SABRES If contains a dedicated model, BARS, to simulate the penetration of the barriers and
removal of the SNM. The BARS model has been used to investigate the sensitivity of the bar-
rier penctration time to variations in the strategies which the adversary force and defending
force might e mploy, and to the combat performance of the two forces.

In the BARS scenario, the adversarics divide their forces between the tasks of working
on the barrier and providing covering fire. The defending forces divide their firepower
between the barrier workers and the covering firers. The model chooses the actual allocation
strategies for the adversaries and the escorts by structuring the problem as a two-parson game
in which the objective of the adversary force is to minimize the barrier penetration time while
that of the defenders is to maximize it. The fraction of the barrier penetrated in any specific
time step is calculated according to the number of adversaries allocated to the task and the
level of their performance as determined from their suppression state. A state transition sup-



pression model for the behavior of individuals under combat stress is used in BARS. It in-
cludes the degradation under fire of the combat performance or barrier penetration capability

of an individual.

A major limitation in the BARS model lies in the fact that combat stress and its influence
on suppression phenomena is not well understood. Extremely little information exists con-
cerning the performance of individuals while suppressed. Thus, the principle value of BARS
is in identifying the relative influence of suppression through sensitivity studies. An example
of these relative performance analyses is given in the next section.

Example Analysis

The road transit evaluative methodologies developed by Sandia have been used to evaluate
the impact on convoy security of changes in physical protection requirements, The SOURCE
code can be vsed to investigate the contributions to security of alternative convoy configurations,
tactics when ambushed, and equipment against a wide range of different adversary threats. For
example the use of SOURCE to examine the relative benefits of light vehicle armor ia shown in
Table II. In this example a simulated ambush of a convoy consisting of seven guards in two es-
cort vehicles and one transporter was examined. As soon as an attack wae recognized or an
emergency signal received the vehicles were under orders to either rendezvous around the
transporter, stop immediately outside hostile fields of fire, or a combinaticn of the two tactics
in which the remote escort would stop and the other escort would rendezvous with the trans-
porter as it attempted to escape. Table Il contains a summary of the impact on personnel
survival of armoring different combinations of convoy vehicles. The measure chosen ag the
basis for the comparison was either the probability of three or more guards surviving or the
trangporter escaping. In the example scenario the tactic of stopping outside hostile ficlds of
fire (column 1) is preferable to a rendezvous of both escorts around the trangporter (column 2).
Table II indicates that with proper tactics armoring the trangporter and close escort offers
significant benefits while the further benefit derived from armoring the remote escort appeass
to be marginal. In compariug tactics the defense of the transporter after the initial attack
must also be considered. Wide scattering of guards which could result from the stop tactic may
or may not necessarily be beneficial depending on their tactics.

The SABRES I combat model can be used to study the relative value of alternative tactics
the defenders could employ and the weapon systems they could possess, The following restric-
tione in SABRES 1 apply to the examples given below: (1) all battlefield participants are in
fixed position throughout the engagement, (2) every participant detects every other participant
throughout the battle, (3) there are no re-enforcements, and (4) the battle is terminated when
all individuals on one side have sustained either a major wound or death. These limitations
will not exist in SABRES IL

One possible defense tactic is whether or not to engage the adversary at close quarters.
Figure 3a summarizegs SABRES I gimulations which indicate that moderate increases in the
distance between defenders and adversaries might significantly increase the time duration of
battles. Thus if the objective of surviving guards is to prolong the battle until reinforcements
arrive, harassment from a distance may be a reasonable tactic and should be emphasized in
guard training., Figure 3b shows, however, that unless additional defenders arrive, extended
battle time by itself may not increage the likelihood of defender success.

The SABRES 1 code can be used to address the value of the weapons supplied the guard
force. To demonstrate this capability the relative values of the M-16 and M-14 rifles have
been examined. Both the SOURCE and the SABRES analysis showed that the M-16 was most
effective when used in the single shot mode. Due to the inaccuracies and rapid expenditure of
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TABLE I
THE BENEFITS OF LIGHT ARMOR

Figure of Merit: Probability of three or more guards surviving or transporter escape

Configuration: Remote escort, transporter, close escort; 3 +2 + 2 = 7 guards
Tactics
Armored Vehicles Stop | Rendezvous | Stop, Escape, Rend.
None 0.50 0.05 0.50 (0. 1E)
Transporter 0.75 0. 15 0. 75 {0. 4E)
Trangporter and Close Esacort a. 85 Q.25 0. 90 (0. 4E)
All 0.90 0.45 0, 90 (0. 4E)
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ammunition as well as legal questior= automatic weapons may not be desirable. The result in
Figure 4a given by the SABRES [ comilict model shows that M-16's may reduce the size of the
guard force required to achieve a given level of effectiveness by about one man compared to a
force with M-14'a. This corresponds to an uncertainty in the adversary force size of about
one man. Thus, the physical protection provided by the guard force may not be highly depend-
ent upon the rifle selected. This is further emphasized by the fact that the length of the battle
as shown in Figure 4b may be fairly independent of the rifle system used.

The barrier penetration simulation model, BARS, can be used to investigate the sensi-
tivity of the sateguards system to the performance of personnel under the stress of combat.
An example of the sensitivity studies possible ig shown in Figure 5. The curves represent the
average fraction of the barrier penetrated at any time for 100 simulations. Shown in the fig-
ure are the curves for (1) the base case in which the group effectiveness of barrier workers is
high and all escort and attacker atiributes are idertical, (2)the case in which the eacorts per-
form poorly while suppressed, and (3) the case in which the barrier workers perform equally
poorly while suppresged. The BARS model indicates the importance of escort suppressed per-
formance. The attackers compensate for poor barrier worker suppressed performance by
avoiding barrier work early in the battle and concentrating their force to eliminate the escorts.
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With the added feutures being incorporuted into SABRES 11t will be possibile to analyze
the effeets of terrain on combat,  ‘The terrain model ta u modification of the one originully
developed for the DO Southeast Asfu combat model |6]), It includes a capubility for re-
presenting gencral land contours ag well ag gpecific obatacies guch us large boulders, ote.
Vegetation ean algo be handled. A top view of the terruin features nsnociated with a acction
of ont: of the: contour maps usail in the Sandia developed tuctical bourd game [7} ia sBhown n
Figure 6, [tems repregented inelude rock formation, cliffs, roada, trees, and brush, 'The
user can gcleet the positions for the defenders and adversaries on u CHT display at & computer
tnteractive terminal, A possible aelection is ghown in Itigure 6. The SABRES H code will then
simulate a presgeribed period of combat: detection, fire allocation, casualty agsegsment, sup-
pression and barrier penctration, A statug report of all peraonae! at the end of the period as
shown in Migure 7 w4 one possible output,  ‘The uger can then update hig tactica and "play"
anothi-r period of combat,  ‘Fhus SARRES H will not only be ugeful in conducting general trade
off studirs but algo as a prolective force truining tool.

Summary

A neries of evaluative methodologies has been developed for analyzing the physicul pro-
tection of road transportation systema. SOURCE examines the initinl wnbush before the pro-
tectivee forces can returen fire.  The SOURCE model hag been used to investigate the relative
vulue of arternative convoy configurations, tactics, und equipment, ‘T'he SABKES series of
modely treat the two sided engagement that follows the surprige attack, SABRES has been
uged to examine the general aengitivity of batlle outcome to factors such ug force gize, ex-
posure, weapon characterigtics, and engagement tactics. Many of the SABRES 1 shortcomings
are being eliminated In the gecond phase of development, SARRES Il ‘Phe upgraded vergion

12



- BRUSH
07 ‘
/be
/
IS oAD
A3 //
A
Z D3om oo T
[ 4
2 - o ' -
D1 Db .
. ST TREES
Al A2
L e CLIFI
£DGE
\\
.
. _ . . N N . e AN
WEST

Figure 6. Vegetation, Ohstucles, and Battle Participuants
AMBUSH Map 'A* Surface

IMPLLE TED VIH PARTIAL HUN,  TiME 600D SECONDS
STATUS OF ADVERSARY
! INCAPACITAI LD

2  KILLED

3 KILILED

4 HEALTHY 200 ROUNDS LLF) 1018 MAGAZINE
suPSTATE .. " POSIUNE 1S 2 FHONG STATUS 15 4

DEIECIS DERENDEN 3. b b,/
HEAIUL OF DEFENDE R

1 utALtey 200 ROUNDS L ER L 20N MAUAZINE
LUFSTALE 1S FOSTUNE (51 THIING STATUS 38 9

2 HEALTHY 200 QUNDS LEF) 20 IN MAGAZINE
LUPSTATE IS POSTURE 1S 1 FINING STATUS 1S 4

4 BEAL LY 200 HOUNDS LEHT 10 IN MAGAZIN
BUBSTAILIS) POSTURE 152 FINING STATUS 15 3
DETLCTS ADVERSARY £, 3. 4

a KILLED

b MEALTHY N HOUNDS LEET 11 Ik MAGAZINE
SUPSTATE IS POSTUNE 152 FIHING STATUL 15 3
BETECTS ADVERKARY 1, 4

8 MEALTHY 200 HOLNLS LEFY 10 1IN MAGAZINE
SUPSTATE 151 POSTURE 15 2 FIRING STATUS 15 3

DFTECTS ADVERSAHY 1, 2 3. 3

Migure 7. SARHES I Cambal Status Repart

1

32



accounts for terrain, detection, barrier penctration, and movement, ‘The capability of intro-
ducing response forees into the conflict will also be added to future SARBHES moucls. A method
for approximating riusponse force distributions has been developed by Sandia Livermore und

s deseribed in 4 companion paper {3).
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