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OPTIMIZING THE DESIGN OF INTERNATIONAL SAFEGUARDS INSPECTION SYSTEMS*

J. T. Markin, C. A. Coulter, R.

G. Gatmacher, and W. J. Whitty

Los Alamos National Laboratory, los Alamos, New Mexico, USA

Abstract

Efficient implementation of international
inspections for verifying the operation of a
nuclear facility requires that available re-
sources be allocated among inspection activities
to maximize detection of misoperation. This
report describes a design and evaluation method
for selecting an insprction system that is opti=-
mal for accomplishing inspection objectives. The
discussion includes methods for identifying pys-
tem obhjectives, defining performance measures,
and choosing hetween candidate systems. Optimi-
zation theory is applied in selecting the most
preferred inspection design for a single nuclear
facility, and an extension to optimal alloucation
of inspection resources among States containing
multiple facilities is outlined.

1. Intronduction

Inspections of nuclear facilities by the
International Atomic Energy Agency (IAEA) and the
Euratom Inspectorate employ bhoth materials ac-
counting and containment/surveillance to assure
that no nuclear material is djverted for unin=-
tended uses. Because international safeguards
regources for verifying State compliance with
sa‘equards agreements are limited, an efficjent
metnod for allocating inspector verification
activities and their associated technology is
desirable. In effect, design of an inspector's
safeguards systen must address the tradeoff of
resources hHetween activities guch as materiale
accounting and containment/s rveillance to attain
the greatest return on the Inspectorate resource
investment. For example, inspector verification
of facility activities may jinclude sampling and
measurement of material items, surveillance of
ftorage arean, tamper protection of rateriala and
equipment, and atatistical analysea of accounting
data. The safeaquards demign problem may bhe
viewsd ar pelecting the appropriate level of
activity or technology for each of these posaible
inapector activitienr. However, where there are
many potential  inmpsctor Activiti{ies and each
activity har peveral options, the choice of the
hent mvatem conficuration i’ not ohvioua. fnhinm
report des ribes a method for selecting a combi-
ration of inspector activitiem that maximizea
the 1i elihoed of detecting materiala loms or
unauthorire? facility operatinns while observing
A consatraint on rafequarde reacuvcen.

Selecting an inspector'a safeguarda symtem
for a facility consinte of the following stepet
(1) identify mystem ohjectivern, (2) define can-
didate mystem cdemigna by spec.fying fundamental
activities that accompl ish the ohjectives,
{3) define the advermary'as characteristica end
soquancen of advermary acticns, (4) develop per-
formance measures that evaluate the degree of
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accomplighing system objectives, and (5) szlect
a most preferred option from the candidate de-
signs.l-3 For each of these steps, this re-
port suggests lists. diagrams, arnd other tools
for organizing the desgign and evaluation proc-
ess. These methods 1re intended to surplement
the judgment of the syster designer by making
explicit the assumptions and value judgments in-
herent in the design process.

2., Safeguards Objectives

Specifying ohjectives for an inspection sys-
tem is essential to design development because
(1) the personnel, technologies, and procedures
comprising the design will depend on the objec-
tives, and (2) the degree¢ of accomplishing the
objectives is a measure of the worth of the sys-
tem design. A convenient method for deriving
ohjectives is a hierarchy?! that begins with
general ohjectives and successively refines them
into lower-level, more specific ones. A repre-
sentative hierarchy for Inspectorate ohjectives
in a light-water reactor (LWR) is given in Fig.
1. Ohjectives at eack level in the diagram are
the means of accomplighing objectives at the next
higher level. Each level guides the design proc-
e3s: low-level objectives suggest specific in-
spector activities; middle-level objectives sug-
gest th: function of combined activities such as
materials accounting, tamper protection, and sur-
veillance; and genaral objectives form the basis
for design performance measuyres. Clearly, a
hierarchy could he expanded to many levels de-
pending on the amount of detail to be included.

3. Fundamental Inspectjon Activities

Fundament 1l safequards activities, which
are the means for accomplirhing the lower-level
objectives, are the ruilding blocks of the in-
apection aystem. Each fundamental activity is
specified by parameteras that unjiquely define the
personnel, equipment, and procedures for the
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Fig. 1. Objectives hierarchy for LWR safeguards.
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activity. Tahle I gives some representative fun-
damental activities for an LWR. A table of this
type is useful for identifying possible system
configurations; varying the activity parameters
generates candidate systems for consideration.

Frequently, individual fundamental activ-
ities must be coordinated to attain an inspection
objective. For example, verifying the inventory
of spent~fuel assemblies in a storage pond re-
quires integration of the following activities:
(1) obtain operatcr's inventory records, (2) se-
lect a sample of items, (3) verify the item iden-
tity, and (4) verify the item integrity. Gener-
ally, the integrating relationship among inspec-
tor activities takes the form of an information
exchange in which information from one activity
is a prerequisite for completion of a related
activity. } convenient method for expressing
these relationships is an interaction matrix such
as the simplified one in Fig. 2 that describes
information exchange hetween inspector act.vities
in an LWR. A blank indicates little or no direct
interaction hetween the activities, and a one
indicates significant i.teraction. The system
designer should use interaction matrices to iden-
tify where channels for information exchange are
needed and provide the means for the exchange
within the system design.

4. Ruversary Scenarjos

The Inspectorate perception of potential
State actions for diverting nuclear material will
be a strong determinant of the mix of inspector
activities for verifying facility operations.
Diversion or adversary scenarjos are Specified
by (1) adversary attributes such as technical
¥nowledge, special equipment, and number of per-
sonnel: (2) the locatior. and amount of material
targeted for diversion; and (3) the sequence of
adversary actions fo obtaining aid removing the
material from the facility. A representative
sequence of actions for diverting spent fuel
from a LWF 1. summarized in Table 17, which is a
threat /countermeasure summary that 1is explained

TABLE 1

FEPFESENTATIVE FUNDAMENTAL ACT VITIES
IN AN LWK

e Mottty L Parameters

Audit facility recorde
for me'r consjatency

Frequency of audit, por-
tion of records verified

Ver{fy fresh fue!
inventory

Sampling plan, method of
verifying ftem {dentity
And inteqgrity

Survefllance method,
nenany location, opgers=
vation frequency, method
of reviewing record

Monitnr core reload

Sampling plan, method of
vorifying ftem fdentity
and inteqrity

Verify mpent fuel
inventory

SAMPLE (INVENTORY ITEMS
VERIFY ITEM IDENTITY
VERIFY ITEM INTEGRITY

VERIFY CORE LOADING
D1AGRAM

COUNT FRESH AND SPENT
FUEL ASSEMBLIES

AUDIT FACILITY RECCRDS

REVIEW SURVEILLANCE RECORDS
FOR SPENT FUEL POND

Fig. 2.

]

Interaction matrix for selected activ-
ities in an LWR.

more fully below. This scenarioc is chosen be-
cause it exercises many aspects of the inspection
system and is not suggested as a credible adver-
sary option.

Adversarv actions for avoiding detection by
the inspector's system are of three types.

(1) Stealth. The adversary makes no attempt

to avoid detection, relying instead on
uncertainties or omissions in the in-
spector's plan for success.
Facility Misoperation. The adversary
manipulates the facility operations to
avoid detection. This includes disrupt-
ing electrical power, falsifying re-
ported measurements, modifying the fa-
cility design, or replacing nuclear
material with a replica.

(3) Tamperina with the 1Ilaspect.on System.

The adversary avoids decection by manip=
ulating the 1inspection system. This
includes tampering with inspector stand-
ards, mmagsurement instruments, or sur-
veillance sensors.
Clearly, an adversary scenario for materials
diversion may involve aspects of each of these
chree strategies.

(2

S+ _Anomaly Detection

Amnsociate with each adversary action are
anomalies in the facility environment that may
he Astected hy the inapsctor'sk aystem. Examples
of anomalies created hy advermary actions are an
increased radiation environment when material
enters a portal monitor, abaence of a fuel assem-
hly from an as.igned location, and a dircrepancy
between an operator's and an inspector's meanured
value. A convenient method for summarizinag
adversary actions, araociated anomalies, and
relevant {nspector countermearures for anomaly
detection ‘m the dLhreat/countermearure summary
in Table Il that im reprepentativ of an LWK.
Thia summary ims useful for assuring that all
anomalies are potentially detected hy at liasnt
one {nspection activity and that there im suff.-
cient detection redundancy to avoid vulnerability
to common-caune failures. Appropriate modi ica=-
tions to the inapection syatem are suggcsted by
any inadequacies in anomaly deteciion that are



Adversary Action

TABLE II

THREAT/COUNTERMEASURE SUMMARY

Anomaly

Activity Sensitive
to Anom:ly

Tamper with seal on
reactor containment

Clandestine movement
of fresh-fuel assem-
bly into core

Tamper with storage
pool surveillance
monitor

Clandestine movement
of spent-fuel assem-

t.ly from core to pool

Clandestine removal
of spent=fuel asgem=-
hly from facility

Falsify facility
records

Seal identity and/or
integrity not correct

Missing fresh-fuel
assembly

Indication of tamper-
ing from tamper-pro=-
tection device

Incorrect pool inven-
tory

Unauthorized activity
in storage jool
Unauthorized shipment

of spent fuel

Incongi{stency between
facili'y records and

Monitor seal condition

Count assemblies, audi“
facility records, sur-

veillance with optical

or motion sensors

Monitor status of tamper-

protection Aevice

Count assemblies, audit
facility records

Surveillance with opti-
cal or motion .ensors
Surveillance with opti-

cal or motion sensors

Inspection of facility
records

invent rry

evident {n this table. One of these tablen
should be constructed for each credible adversary
scenario.

. FPerformance Measurea

Deeigri principles presented in this report
describe how to identify fundamental inspection
activities and integrate them to accomplish
Ingpectorate ohiectives efficientlv. Becausge
ttene methods may lead to & number (f admisrible
Arriang, the ayatem designer requirer some ra-
ticnale f .r choosing a moat preferred design. A
ureful Adecimion torn) frr melecting a final degiqgn
ir a performance meamure that asriana to each
derian A numerical value reprementing the dearee
of accomplirhment of Inapertorate ohjectiven.
In thim repart, we conrider the arnearal ohijective
“"dotect anomaliem related to materiale 1loss
and/or unauthorired permonnel actiona” and employ
an the performance mearure the probability of
Aetecting auech anomalfen.

Yor many inapecrion activitiem, asasignment
of a prohability of A tectina an anomaly {na
ntrajghtforwars amn in the mampling of a storage
Area to detect a minning i{tem. However, fnr
other activitien, much as film camera surve!!-
lance, performasce evaluation becomes more sgub-
jective. In thome inatances where such proh-
alilitien are not readily available, the analyst
might asaign a muhjectively derived number repre-
menting him confidence that detection occurs.

R further {mpue {n asnigning a probahility
of Adetecting an anomaly is the effect of adver-
mEYY Actionma on the performance of an {nspector
activity, For example, an attributes measurement

on an item under normal circumstances should ha..
a high probability of detecting a gross defect
in the item. However, if an adversary action in
the scenario includes tampering with the instru-
ment, then the probability ot Jdetecting a defect
could be degraded depending on the skill of the
adverrary. Alterratively, an inspection system
that includes tampa2r protecticn would have some
prob.bility of detecting the adversary tamper
act.

The probability thut inspector use cf an
inatrument for an attributes measuremerr leads
to anomaly detection in a scenario that includes
instiument tanpering as an adversary action is
calculated ar followa: (') if <che _.nepection
ayatem does not include tamper protection of the
inatrument, a probability P,y of detecting an
item defect with the tamperes instrument {3
aasigned; or (2) if the instrument is tamper-
protected, the probability of detecting an anom-
aly ei*her an an item defect or am & tarpering
attempt ia given by Pp(l = Pp) + Pq, where Pp is
the probahility of detecting tampering. Thus, by
~onaidering the inspection actjvity and the pro-
tection of thu* activity as . combined activity,
it is possible to astign a combined probability
of detecting an anomaly wher. an activity is *am-
per protected.

7. _System Optimization/Eva'uation

Each inspection system design ‘s evaluated
against edversary scenarioa by (1) liscing the
nequence of adversary uctions and their asrou-
ciated anomaliss, (2) determining the inmpector
activities that can detect each anomaly and the



probability of detection, and (3) calculating the
total probability that at least one adversary
action in the scenario is detected. This prob-
ability provides a rationale for preference
ordering the deaigns.

Frequently, selecting the combination of
fundamental activities that are to comprise the
inspection system can become quite complex when
the number of activities and options for each
activity is large. 1In such instances, the system
designer is faced with evaluating large numbers
of potential system configurations in an attempt
to find a Jdesign that maximizes system perform-
ance. This search is further complicated by a
resource constraint such as an upper limit on
cost, requiring that each candidate design be
evaluated for resource usage. For even rela-
tively small facilities, a straightforward evalu-
ation of .11 designs becomes difficult to imple-
ment .

Thie report sugaests that a more feasible
alternative is to formulate the design probhlem
as a mathematical optimization problem, which is
solved by standard algorithms that avc erfficient
in dete.minirg the ~ptimal choice of inspector's
activities. F»or the purpnse cf iliustrating the
propocec methed, consider the list in Tahle III
»f potertial inspector activities for an LWF
Each activity has several options, and the design
problem consists of selecting an appropriate com-
hination of activity options. Associated with
each activity option in Table III is a probabil-
ity of Aetectina an anomaly caused by the example
adversary scenario, and the cost to the Inspec-
torate of implementing the option. The probabil-
itirs and costs in Table II1 were chosen arbi-
trarily and are not 1epresentative of actual
inspection parameters. Note that even in tnia
simple design problem there are more than 700
possible design configurations,

Representing the options for the {th {napec-
tor activity Ay as a collection Ay = (511' ey
ajn }, the probability that option aj4 detects an
anomaly as Plaj4), ard the coat of option aj4y a8
Claj4), the desian prohlem hecomes

b

N
max {1 - M

n!ﬁﬁni =1

1y - P(aH

under the resource conatraint,

f C(ai1) <c .,

{w]

where jumt one 4,4 {8 selected from each Ag,
C ir the total amount of available resources, and
N {a the numher of inspector activities. The
polution to thia problem ir a choice of activity
opt fone (“1 roeeer ANy that maximize the prob-
atility of detecting the adversary actions while
not exceeding the total comt C. A dynamic pro-
gramming algorithm for solving this problem is
found {n atandard texts such am Ref. 5.

A umseful application of this method in
ptudying the penmitivity of {nspection aystem
performance to the amount nf rempources inveated

TABLE 111

INSPECTOR ACTIVITY OPTIONS FOR AN EXAMPLE LWR

Detection
Probability Cost

A. Examine Reports

1. No report examination 0 0
2., Compare facility rec- 0.2 1
ords with reports
3. #2 + determine con- 0.4 2
sistency of facility
reacords
B. Frugh-Fuel Verification
1. No verification 0 0
2. Perform item count 0.2 1
8 compare to records
3. Sample items, verify 0.2 3
identity & integrity
4. #2 5 ¥3 0.8 6
C. Spent-Fuel Verification
1. No verification 0
2. Perform item count 0.2 1
& compare with rec-
ords
3., Sample items & verify V.2 3
integrity & identity
4. #2 & #3 0.8 6
D. Surveillance of Core
1. No surveillance 0 0
2. Seal core containment 0.3 3
3. Optical surveillance 0.5 5
of core
4. Optical surveillance 0.8 9
of core & tampo>r
protect sen or
5. #2 & #4 0.8% 10
E. Surveillance of Storage Pool
1. No surveillance 0 0
2. Optical Burvei!lance 0.3 3
of ponl
3. #2 & tamper protec- 0.8 o

tion of monitor

in the aystem. Dependence of the probakility of
Aetecting the adversary scenario on avajlahle
resources ir {llusatrated in Tabhle IV for the LWR
inapection optiorns given in Table I111. Clearly,
inverting reaources sxceeding 20 units in this
rystem im not efficient hecaume the probability
of Aetection doer not increase appreciahly above
that amount. Tahle V givesn the optimal cheice
of {nepection options when 20 umitn »f regource
are available.

Although in thims example prohblem only a
ningle adversary mcenario was used in opt.mizing
the deaign, the meihod in applicahle to ayatem
optimization against any number of potential
adveranary acenarion. For multiple smcenarios, the
drrign objective {r to choose a syntem that maxi~
mizen the minimum detection probability against
any «f the postulated mcenarios.



TABLE IV

DEPENDENCE OF EXAMPLE SYSTEM PERFORMANCE
ON RESOURCE ALLOCATION

Resource

Allocation Detection
Units Probability

1 0.20

5 0.61

10 0.90

15 0.96

20 .99

8. Hierarchical Resource Allocation

This report has restricted consideration to
optimizing the design of an inspeiLtion mystem
for a single facility, bhut, in fact, the method
also applies to optimal allocation of inspection
resources among a numher of states each having
multiple facilities to be inspected. This hier-
archical optimization problem is jfllustrated in
Fig. 3, which describes the three levels where
yesources must be allocated to achieve the best
gloheal inspection system. Work on developing
the mathematical algorithm for optimizing the
design of a glohal inspection systam is presently
in progress in the Safeguards Systems Group at
Logs Alamos. When complete, this method would
allow an international safeguards agency to allo-
cate resources among States to achieve the hest
inspection system for the investment.

ISPECTORATE

TABLE V

OPTIMAL DESIGN FOR A 20-UNIT
RESOURCE ALLOCATION

Option?
Activity Number Cest Pp
A, Examine reports 3 2 0.4
B, Fresh~fuel verification 4 6 0.8
C. Spent-fuel verification 4 6 0.8
D. Surveillance of core 3 5 0.5
E. Surveillance of stor- 1 0 0.0

age pool

1‘Opt::lons are described in Table iII.
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