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ABSTRACT

At tha Los Alamos National Laboratory we are
developing the framework for geanerating knowledge-
based systeme that perform automated risk analyses
on an organization's assets. An organization's
assats can be subdivided into tangible and intan—
gible assets. Tangible assets include facilities,
materiel, personnel, and time, while Iintangible
assets include such factors as reputation, em-
ployee morale, and technical knowledge. The po-
tential loss exposure of an asset is dependent
upon the threats (both static and dynamic), the
vulnerabilities in the mechanisms protecting the
assets from the threats, and the consequences of
the threats successfully exploiting the protective
systems vulnerabilities. The methodology i3 based
upon decision analysis, fuzzy set theory, natural-
language processing, and event-tree structures,
The Los Alamos Vulnerabllity and Risk Assessmeant
(LAVA) methodology has been applied to computer
security. LAVA is modeled using an interactive
questionnaire in natural lanquage and s fully
automated on a personal computer., The program
generates both summary rosorts for use by both
management personnal and detajled reports for use
by operations staff. LAVA has been in use by the
Nuclear Requlatory Commission and the National
Bureau of Gtandards for nearly two years and is
presently under evaluation by other governmantal
agenciaes,

INTROLIULTION

The goals and objectives of a risk management
program are defined by both external and internal
requiremants. External requirements arise from
gquidelines or rules issued by governmental agemn—
cles and legal responsibilities of the orqaniza-
tion, as wall as constraints placed upon the
organization by society. Internal requirements
arise from coneideration of such factors as organ=
izational vitality, profitability, and moral re-
sponsibility. Both sets of reguirements must be
considered during the formulation of an organiza-
tion's risk management program.

#This work was supported by the Department of
tnergy, Office of Safeguards and Security,

WEmployed by the U.8. Govarnment.

There are three basic components to an effaec-
tive risk management program: (1) identification
of the assets, (2) identification of the potential
threats, and (3) reduction of potantial loss ex-
posure by defining the set of safeguards functions
(mechanisms, policies, und procedures) that safe-
guard the asset from tha threat. By using this
approach, we eliminate the necessity for defining
elaborate scenarios (where we are not assured that
the scenario set is complete), eliminate the re-
quirement of estimating event probabilities from
a set of inadequate or incomplate data, and meas-
ure the consequences more accurately by using both
monot:r! and normonetary (or linguistic) descrip=
tors, 7

The assets must be defined precisely before
any risk management program can be established,
Oftentimes- an organization's assets are vaguely
defined as "those things that make up" tha organi-
zation. This type of definition is not satisfac-
tory for risk management. CQGenearally, tha assets
can be subdivided into two categories: tangible
assets and intangiblae asiets. Tangible assets
include facilities, materiel, personnel, and time.
Intangible assets are more difficult to define
precisely but car be as or more important than
the tangible assets, Intangible assets include
organizational reputation, aemployee motivation
and morale, and the technological basis of an
organization. An asstet may be, at ths sama time,
both tangible and intangible. An employee is a
tangible asset, while his technical knowledge and
motivation are intangible assets,

To define the potential for loss exposure to
an organization and its assets, a threat analysis
must first determine the existence of potential
threats taking into account possible threat agunts
and their potential targets. The threat component
consists of two parts: the static (or relatively
constant background) threat, and the dynamic (or
changing) threat. The threat componant measures
the relativea strengths of identifiable threat
agents in terms of motivation, opportunity, and
capability against the safeguards functions (the
functional objectives of the controls and mecha-
nisms that protect the assets from the threats)
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Motivation is a mensure of how many of his re-
sources a threat agent is willing to expend in an
attack, or how dedicated he is to carrying out the
attack. Opportunity is a measure of ease with
which a threat agent can physically reach the
asset (opportunity is separate and different from
potential site vulnerabilities). Capability ie a
measure of how much knowledge, information, exper—
tise, and/or rescurces the threat agent has at
his disposal. .

The threat component that acts to exploit the
vulnerabilities of a safeguards function is the
sum of both the static (or constant threat) and
the dynamic threat. If we assume the static
threat is always preasent (in the background), we
can asiign the value of unity to the »static
threat's membership function in the fuzzy set of
"all threats operating on the system." A value
of unity implies complete or total membership in
the fuzzy set. The dynamic threat changes with
tima, 90 {ts mambership in the same fuzzy set
will vary between zero (no membership) and unity
(complete membership), depending upon the circum-
ttances at the time of analysis.

Reduction of Loss Exposure
There are three components involved with the

reduction of loss exposure. vulnerability assess-
ment, consequence analysis, and cost/banefit anal-
ysis. According to OOf Order 1000.3 (mpril 23,
1998), a vulnerability assessment is defined as a
review of the susceptibility of an organization
"to loss or unauthorized use of resources, errors
in reports and information, illegal or unethical
acte."

The previous two sections discussed the
factors necessary to define the assets and to
quantify the threat components. Once these two
processes are complete, the threat and assets must
be combined into threat/asset pairs. For each
threat/asset pair there are certain safeguards
functions that can be employed to protect the
asset, These safeguards functions are based upon
an idealized system that assumes if all the safe-
quards functions are in place, the asset has zero
vulnerability. Each of the safeguards functions
may be composed of several ssubfunctions, which
are composed of elements that are composed of
attributes. The adequacy and complateness of the
safeguards function or subfunction must be deter-
mined to evaluate the aeffectiveness of the func-
tion and, subsequently, the vulnerability of the
asset to the speacific threat. The adequacy of a
function is measured by determining the presence
of required elements. The completeness is measured
by assesting the presence of required attributes.

To illustrate this process, consider the case
where an asset ia contained in a facility and the
safeyuards function |s parimeter control. The
adequacy of the perimeter control function can be
seasured by determining if there are fences sur-
rounding the facility or if there are intrusion
alarms. The completaness of the fences is deter-
sined by aevaluating {f there are multiple en-
trances, if the fence is of minimum height, and

if the fence is constructed of concrete or chain—
link fencing. The completeness of the intrusion
alarms is determined by evaluating if intrusion
alarms are on all entrances, lf the alarms trans-
mit to a central station, and if the alarms are
recorded for future refaraence.

By combining the adequacy and completeness
factors, one obtains i1 value for the vulnerability
of specific safeguards functions. These relative
values can be combined to determine the vulner—
ability of an asset (or a set of similar assets)
to a specific threat agent. Once the set of vul-
nerabilities has been established, then the con-
saquence analysis {s performed to determine the
set of possible outcomes and their severities or
impacts upon the organization,

The onsequence component measures the poten—
tial monetary and nonmonetary impact of a success-
fully exploited vulnerability with respect to the .
severity of the outcome. The outcome severity
metric includes a measure of both the sensitivity
and criticality of the object of attack and the
effectiveness of controls that might mitigate the
outcome severity. Mitigation includes after-the-
fact detaction mechanisms and both long-term and
short-term contingency plans. Consequence impacts
are represented in both monetary and nonmonetary
terms: the monetary descriptor is used when the
consequences can be given in terms of monetary
costs (replacemant of buildings or aequipment),
and the nonmonetary descriptor is used when the
consequances can be given only in terms of intan-
gible costs (loss of reputation or morale).

Potential for loss exposure of an asset by a
threat that exploits the vulnerability of a par-
ticular safeguards function {s a function of the
threat, vulnerability, and consequence:

Risk = ¢ (T, v, ©)

There must be a threat agent for a vulnerabllity
to exist; therefore, the vulnerability assessment
is driven by the threat assessment. Similarly,
the consequence anralysis is driven by the vulner-
ability assessment, In evaluating the risk meaas-
ure when a vulnerability exists in a safeguards
function, the measure or degree of risk can be
increased by the real threat measure (combining
the static and dynamic somponents) or reduced by
the real consequence measure. Tha risk measure
can be reduced to insignificance if the conse-
quences of an attack are themselves insignificant.

Cost/benefit analysis is the last step in the
reduction of loss potential. All organizations
have limited resources to apply to risk manage-
mant. Therefore, managament muist be able to per-
form "what If" scenarios. What if we Built a new
parimeter fence? Would that decrease seignifi-
cantly the vulnarability of the facility? Each
organization has cartain constraints upon the typa
and amount of resources available; therefore, the
optimal solution for such organization is unique.



LOS ALAMOS VULNERABILITY ANDO RIIK ASSEGEMENT
METHOOOLOGY ~ LAVA

The Los Alamos Vulnerability and Risk Assess-
ment Methodology /LAVA) is a systematic method
for amsesting vulnerabilities in safeguards sys-
tems. e have applied the LAVA methodology to
wodel supply and property systems, control systems
for suarding and administrating contracts, inter-
national communications and information flow sys-
tens,? and computer security systems. We have
implemented the vulnerability assessment portion
for computer security and are prapsently implement-
ing the consecusnce analysis portion. The LAVA
implemantation yields qualitative insights into
the vulnerabilities of computer systems to natural
hazards and on—site human threat agents. The
assessmant process is based upon a team approach
for tho evaluation of the vulnerabilities of es-
tablished safeguards functions at a facility.

For computer security we have defined four
general categcries of tangible assets: facility,
hardware, software, and documentation, The facil-
ity includes the physical structure of the compu-
ter facility, adiacent supporting facilities (air-
conditioning units, powar distribution stations),
and persornel. Hardware is restricted to the
physical parts of the computer system, like cen~
tral processing unit, disk drives, printers, amd
terminale. Software (or machine-readable infor-
mation) includes both commercially produced soft-
ware as well as internally produced software and
information. ODocuments (or human—-readable {nfor-
mation) consist of manuals, printer/pl ¢ output
information, and display screens.

We have identified three threat agents for
these four categories of assets: natural hazards,
on-site human (the agent must be physically pres-
ent), and off-site human (the agent is not physi-
cally present! for example, the agent can access
the computer system through dial-up lines). For
the unclassified version of LAVA we address only
the static component of the natural hazards and
the on-eite human threat agents. The interaction
of these threat agents with the previcusly defined
assets is represented in Fig. 1. The natural
hazard threat agent does not distimguish between
the assets—it "attackes" all the amsets without
discrimination. Therefore, the threat/asset pair
for natural hazards is the sama for all combina-
tions. Howaver, given the case of tha on-site
human threat agent, there are unique threat/asset
pairs that must be considered when the vulnerabil-
fties of the computer facility are aevaluated.
There is a unique set of safeguards functions
that should be in place to protect each of the
categories of assets. A few safeguards functions
are common to all four categories of assets,

A unique set of safeguards functions is asso-
ciated with each threat/asset pair. As discuseed
in the previous sections, each safeguards fuaction
may ba composed of reaveral subfunctions. There

THREAT / ASSET PAIRS

THBEATY
NATURAL
MAZARDS
ON-SITE
HUMAN
OFF-SITe
HUMAN

Fig. 1.
Threats from natural hazards are indiscriminate,
affecting all assets equally. On-site and off-
site human threats can target specific assets or
groups of assets.

is an optimal set of safegquards functions to pro-
tect a wpecific asset from a wpecific threat. The
adequacy and completenass of these functions and
subfunctions are determined by evaluating the
presence or absence of elements and attributes by
answering a set of specially designed gquestions,
The rasponsas to these questions measurs the de-
gree to which the elamants and attributes are com—
plets.

G Kvalyption of the Vylnerabilities of Gafe-

The evaluation procese is based upon a team
approach. This approach {s vital for arriving at
results that are real and interpretable. The
quality of the assessment depends upon the quality
of the team membars. The broader the spectrum of
the backgrounds and expertise of the team members,
the better (and more accurate) the assessment will
ba. There are two parts to the team: a core team
whose members are present throughout the entire
asseesmant period, and a transient team whose
members attend only during those times their ex-
pertise is required. The team members should have
specialized knowledge about different aspects of
the facility amd its assets. DOesirable back-
grounds or enpertise for the team members include
phyeical security, tachnical security, building
enginesring, software development, communication
tystems, computer operations, and other areas of
expertise.

There are four parts to the assessment proc-
ets, The first part consists of a review of the
computer installation to be assessed, A vielt to
the facility is complated by tha entire assessmant
team. The components (or assets) are identified,
procedures and policles are discusved, amd Indi-
viduals that the assessmant team can contact for



furthear information are identified. Answering the
questiormaire 1is the second part of the asseve-
ment. Each question 1is answered only after a
consensus has been reached by the team members.
This iv the real strength of the team approach.
The quastionnaire 1s subdivided into separate
wmodules that can be answared in any order, depend-
ing upon the availability of the members of the
assessmant team, The third part {nvolves the
anecution of the scoring and report-generating
programs. The scoring process relates the vulnar—
ability of each safeguards function to the corre-
sponding threat/ asset pair., The final step of
the assessment process is a discussion of the re-
sults with the managerial and oparational staff,
LAVA automatically prepares reports at two levels
of detail; one {s a summary report that is useful
to upper managenent in ldentifying areas in which
vulnerabilities enist. The second report is suf-
ficiently detailed for use by the operational
staff to address specific problems., The total
time involved in a typical assessment of a compu-
ter facility ranges from 3-% days. This type of
vulnerability assessment has minimal impact upon
the operations of a computer facility when com-
pared to other methods of vulnerability assessment
that can require weeks or months to complete.

Secause the vulrerability assessment process
is comp’etely automated on a personal ccomputer,
the assessment can be rerun at any time to deter—
mine the effectiveness of any corrective actions
that may have been implemented. The program
offers an objective measurement of the vulnerabil-
ity of the safequards functions.

CONCLUSIONS

An automated vulnerability assessment process
has been developed and demonstrated for computer
security. This methodology can be applied to
evaluate the aeffectivensss of any set of rafe-
guards functions that protect a set of assets from
threat agents. The methodology does not require
the assignment of probabilities to any avant
occurring. Tharefore, it is applicable to many
of the problems of risk management that can not
be quantified using previously developed method-
ologies. This methodology can be applied ¢to
assessing the vulnerability of nuclear material
accountancy systems to diversion or loss of mate~
rial.

The specific application of this methodology
to computer security has been very favorably re-
ceived throughout the federal and local goverm—
mants. Besides being used by the Oepartment of
Energy, the Nuclear Regulatory Commission, ard
the National Bureau of Standards, it is being
evaluated by the Departmant of Defense, federal
and state law—enforcement agencies, and the Postal
Department as a method for identifying vulnerabil-
ities and for providing guidance on possible im-
provements.
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