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ABSTRA43

fit tha Los AIHt National Laboratory u. ●m
dou~lopi~ th~ framwork for 9on*rati~ knwlad9Q-
bawd sytt~mt that pwfom wtomatad risk ●nalyses
on ●n o~anization’s ●s8tt8, An orqenization’s
●ss~ts can ba suMividad into tanqiblo and intan-
qibla •so~ts. Tanqiblo assets includa faciliti~s,
*tQri*l, parsonrml, ●ti tima, whilo intangible
ass~ts includo ouch factors ●s reputation, ●-
P1OYM morala, ●d technical knwlod9m, Tho P
tmtial loss ●XVSUM of ●n ●asot la d~pardont
upon the throats (both ttatic ●d dynamic), thm
vulnarmbiliti~s In tho mechanisms protoctim tha
•ss~ts from tha threats, ●nd tho cons~quanc,s of
tha thraats 9ucCaSIfUllY •xploiti~ tho protoctivs
sy~tams vulnkrabillti~o. Tho mathodolqy is basad
upon decision ●nalysit, fuzzy sot theory, natural-
lanquaqt proca99in9# ●nd ovont-tro* structures,
Tho Los Alamos Vulnerability ●nd Risk hss~s,znwnt
(LWA) methodology has bom ●pplid to computor
security, LRVA is modolad using an intaractiw~
quostionnaim in natural lmgua90 ●nd is fully
●utmtd on a p9r90nal compwtar, Tho proqram
9GnoratQt both wmry raoorts for USQ by both
managommt paroonnol ●nd d~tailsd roperts for us.
by operations staff, LAVR has km in us. by tho
Nuclear R@qulatory Commission ●d tha National
Bureau of Utardw49 ?or rmarly tw y~ars and io
pro~mtly und~r evaluation by othor 9ovommantal
agonciao,

INTROI)(N;11ON

Th~ 9oa18 and ebj-ctlu~s of m riok man~mant
pr~ram ●ra dofiwd by both ●RtOMal ●nd internal
mquirmanto, Cxtarnal r6quimm9ntt wise from
~uid~lir+so or rulao iasuod by gov~rnmantsl •9Q~
cios ●ti lqal rtsponsi~llitios of th~ organiza-
tion, ●o wall ●s constraints plmaad upon tho
omanimtlon by toeioty, Intwnal roquimmanto
•ris~ from eoncldaration of ouch factors at orqm-
ixational vitality, profitability, •~ moral ra-
tpontlbility, Both t~to of raauirmanto mutt ba
contidamd durinq tho formation of ●n o~anizm-
tion’o risk amaqwnt prqrami

Th~ro ●m throm baoic componmtm to ●n ●ffac-
tivo risk manag,~nt program: (1) identification
of tha ●ssets, (2) identification of th~ petantial
thraatn, ●ti (3) raduction oP potontial 108s ●x-
powm by definiq tha cot of aafquarda functionn
(wchanisms, policiQs, and procadums) that caFa-
9uard th~ ●swt frea tha thraat, By USi~ this
●pproach, M .lImlnat@ tho noc~sslty for dafining
●laborato scenarios (whsm wa ●m not assurad that
tho scmario sot is complstt), ●liminata thg ra-
quimmant of ●stimatirq wont probabilities from
● sot of inadaquato or incomplato data, ati was-
um tho consoquonc~a WM accurately by using both
mormtar ●d nemnotary (or linguistic) doscri~
tom, 1- 1

x!alLifbkkuLmm
Tht ascots must b. dafimd procisaly bofom

any risk managamant program can b~ ●stablishad,
0ft6ntima0- ●n onanization’s ●890t9 ●m vaguely
dofinad ●s “thosa thirrqo that maka up” ttw o~ani-
zatione This typa of definition is not aati#fac-
tory for risk managammt, Oanorally, tha ●ssets
can b- suMividd into tw catoqorios: tangiblo
●ssgts ●nd Intangible •sl~ts, Ta~iblo assets
includo facilities, mat~riol, porsonn~l, ●nd tima,
Intanqibla ●os@to ●m mom difPicult to dofint
pmciooly but car ba ● o or mm important than
tho tar@iblo ●osoto, Intawiblo ●ssats lnclud~
organizational reputation, ●mployoo motivation
●nd moral~, ●nd tho tochnolwical bagis of ●n
oqanizationo An •o~tt may h, at tha oama ti~,
both tar@iblo ad Intanqiblo, M ●mployaa is ●

ta~ibla ●stot, whilo his tgchnical knowlad90 and
rmtivation ●m intanqibla ●-sots,

To dofino th~ petontial for loss anpooum to
an oqanlration ●nd its a~sots, ● threat ●nalyslg
mot first d~tamino th~ ●nistanca of petantiai
thmato takl~ into ●coount Poaolblo threat agunts
and thair Petontisl ta~ots, Tho throat com~nmt
consiot~ of * Parttl tho static (or ralat!vgly
conttant baakqround) thraat, ad tho dynamio (or
chaqirq) throat, Tho threat compmgnt moawmt
tho rolativo otrmqths of ldcntifiablo throat
aqmts in tormo of Mtivation, opportunity, A
capability against th~ safaquwdc functiono (tho
functional objoctivgo of th~ controlo ad mQcha-
niomo that protoct tho ●stott from tho thr~ats),

Wcmpleyd by th~ U,t, OovQrnmant,
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Rotivatlon
wurcw ● threat Wmt is uillinq to ●xpati in ●n
●ttack, or how dcdicatod ha it to carryim out tha
●ttack. Opportunity i. ● msasum of •as~ with
*iah ● threat wont can physically roach thm
●scot (opportunity ia saparato ●nd dif?omnt frca
potantial sits vulnorabilitiac)i Capability ia ●

Houra of how mch knculodqa, info-tion, QXPW-
tima, and/oP mnaurcaw tho throat aqmnt hao at
+is disposal,

Tho threat compawnt that ●cts to ●xploit tha
vulrmrabilitios of ● oafmguardc, function is tho
sum of both th~ static (or constant thraat) ●nd
tho dynamic thraat. If wa mogumm tha static
threat 10 •l~ys pmmnt (in tha background), w
can aaaign tha valuo of unity to the ntatic
thraat’o mambamhip function in tho fuzzy s-t of
“all thmmts opamtiq on tha systm,” n valuQ
of unity implias comploto or total wmbarship in
the fUZZy Wat, Tha dynamic thraat chanqos with
tiw, so Its mmmkrship in tho *W fuzzy tot
will vary batwam zarc (no mmkrship) ●nd unity
(complatt mamhrohip), dspandirq upon tha circu-
ttancas at tha tim9 of analyaitl

w~
Thor, ●m thmo cmponwko involwd with the

reduction of 100s ●HpoDurw: vulnerability acsQso-
mont, consaquonoo analy9i9, ●nd costhanafit m.al-
ymimm According to DOf Odor lGCO,l (April 2~,
19.6), a vulnerability ●tsasmant is d~finad ●s a
rovlow of tha susceptibility of ●n organization
“to 1088 or mauthorizd u89 0? maourcan, ●rrorw
in rtports ●d info~tion, illogml or unethical
●ctsl”b

TFm previous - #@ctions discussti tha
factoro nacosoary to d~fin~ tho ●ootto ●nd to
quantify tho throat co~nonto, ~C@ those ?W
proGa98Q9 ●m comploto, tho throat ●nd aosots must
b, combined into thraat/a8@@t wirs, For ●ach
thramt/asset pair thgm ●m cartain smfquards
functions that cm bg ●mployod to protoat th~
assotl Tho#o oa?~uardo funstiono ●m baood upon
an idgallrti sygtam that ●asumas i? ●ll tho safo-
quardc functions ●m in placa, th~ asoot has zero
vulrmrability, Cach of tha saf~uado functions
my ba competad of sovoral tubfunctiono, which
am compooad o? olonnto that ●m compotd of
attributoo. Tho adaquacy ●rd complotonooc of tho
safaquarda funatlon or subfunction wst ba dotor-
minod to ~valuato tha ●fftctivonots of tha func-
tion ●nd, oubo@quontly, tha vulnerability of th~
●osat to tht spmcifio threat, Tha ad@quaay of ●

function it maaoumd by dotamini~ tho pmoanco
of raquimd tlammnts, Ttw complotanoco io maourd
by ●soossirq tho prstmma of mqulmd ●ttribut~o,

To Illuttrata this procoso, considar tho cas~
whom an ●ooat 1s contained in ● faoillty ●nd tho
tafayuard9 funution 19 parimator oontrol, ThG
d9quaoy of tlw Wrimatar control function can ba
Masurad by d~twmlnl~ if thww ●m fmaoo wr-
rou~i~ tho faoility or if thorn ●m intrusion
clams , Tha oomplatanoos of tho fancat 10 dotar-
●inad by •v~luati~ if thorn ●m mltiplo QW
trancco, 1P tho fwoo 10 of minimum hgiqht, and

i? thg ?gnc* is construatd of concrotg or chain-
link foncinq. Tho c~lotomso Of tk intrusion
alarm is d,tominod by avaluatiq if intrusion
●larm am on all mtrancas, if thg ●larms trans-
mit to ● central station, and if tho alarms ●m
rocodcd for Future raforonca,

By combininq tho adaqumcy ●nd complotormss
factors, OM obtains a VSIUO for tho vulnambility
of m~cific naf~uard~ functionm. Thosa rolativ9
valu~s can b combinad to d~tormino tha vulrm-
●bility of ●n ●soot (or ● sot of similar ●scots)
to ● owcific threat qmnt, @ICO tht sot Of VUl-

norabilitios haB bam ●stablishad, then tho con-
saqu~nco analysis is p.rfomd to dotormino tho
sot o? Posoiblo outcoms ●nd th~lr sov~ritics or
impacts upan tho o~anization,

Tha :on#aquanca component maamurgm tho pot@c-
tial mnstary ●nd nonmon~tary impact of a 9ucco9s-
fully cxploitod vulnerability with mspoct to th~
aavmrity of thm outcoma, Th outcoma tsvcrity
matric includoo a Maouro of both tho sensitivity
●nd criticality of tho obj~ct of ●ttack and tho
●ffoctivonoss of controls that might mitigate tho
outcoma 8avarity, Mitigation Includes ●ftQr-tha-
fact datoction wchanisms ●nd both long-term ●nd
short-twin contlnqoncy plant. Concaqucnca ImWcts
●m roprotantod in both mn~tary and nonmonatary
t9rm8 : tho monatary descriptor is uod whm tho
conuaquanca~ can b9 qivm in terms of monatary
costs (mplacomant of buildiqs or aquipmant),
●nd tho nonmonotary do~criptor is usad whm tho
cont~uancas can ba qivsn only in tormc of intan-
gible costs (loss of reputation or moralr),

Potontial for 10SC ●x~suro of ●n ●sset by a
threat ttit ●xplolts th~ vulrmrability of ● par-
ticular safwuwds function is ● function of tho
threat, vulnerability, ●nd consoquonco:

Risk ■ f (T, V, C)

Thara must h ● throat aqant for ● vulnarablllty
to ●nist; thomfom, tho vulnerability ●osassm~nt
is driv~n by tha th~at assost~nt, Slmllarly,
tho consoquonc~ analysis it driven by tho vulner-
●bility ●osassmant, In ●valuating tho riok moas-
um when ● vulnerability cnisto in a safaquards
function, tho Masura or doqmo of ri~k can b,
inctwamd by tho mal threat matum (combininq
th~ static ●nd dynamia ?omponsnts) or roducd by
tho mal consaquonca mmasuro, Th~ risk maacum
can bo mducod to inslqnlficanc~ if th, con9~-
quoncoc of an ●ttack ●m thoms~lvas intiqnificant,

Cost/b9nofit ●nalysis 10 tha laot ttop in tho
raduction of 101s mtontiall All orqanization9
havo limltad rooourcts to ●pply to risk manaqo-
mant, Th~rnforo, m~omant mitt ba ●bla to ptr-
fom “*t if” scanarioo, Wat if wg built ● nw
parimtor fanco? Would that daa~aoo oiqniPi-
cantly th~ vulnerability of tho farillty? Each
omanlsation hao certain cormtralnto upon thg typa
and amount of rooouroos ●wailablol thwafom, tho
optimal ~olution for amoh o~anization it unique,
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Th Los Alms Vulnarmbility and Risk hssost-
mant Ptathodoloqy !LAVR) is a Oyat-tic mathod
for atsossi~ vulrmrabilitios in aafoquatis sYs-
tamm . Wa hava applid tha LhVh mthodoloqy to
modol WW91y Rti pmprty system, contrel syst-m
for miardirq ●nd adninistratinq contractt, inter-
national cmnications ●nd info-tion fl- sys-
t8mB,7 ●d computer mcurity systams, Ha havo
Implamantod tha vulmrabillty ●osttmant portion
for computw wcurity ●d am Prwontly inplcmmnt-
inq th~ conmeuonco ●nalysis Wrtion, Th, LAVR
implammtation yields qualitative insiqhts into
tho vulnorabiliti,a of c~t~r syotms to natural
hazado and o-sit, human thraat mqmtt, Th
●ss,ssmant procoss is based upon ● t-am ●pproach
for tho ●v~lu~tion of the vulnarabilitl~s o? Qs-
tablislwd sahquards functions ●t a facility.

n? bf~on of Thramt/A8aot P4irt
For computor stcurity wa hava dofinad four

gm~ral catwrios of tangiblo •os~t~: facility,
hanjwara, softwara, ●d documentation, Tho facil-
ity inclwdos tho phyoical structura of tho CO*
tor facility, adjacmt supporting faciliti90 (air-
conditionlrq unite, -r distribution stations),
and Pamonnol, Hardware is ramtrictad to tha
physical part, of tho computor systa.m, likg can-
tral proc~soinq unit, diok drivas, printoro, and
tomlinalsl 8oftuam (or machineraadablo infor-
-tion) includas both comrcially Producd soft-
ware ●t *11 ●s int~rnally producd so?twam ●nd
information, Oocumants (or humn-roadmblo infor-
mation) consist of manuals, printtr/pl c output
information, ad display ocmons,

W haUQ idontifiad thmo thraat aqonto for
th~so four cataqorias of atsoto: natural harmdo,
on-sitt human (tho aqont wat ba physically pros-
●nt), ard off-sits human (tha ●qcnt is not physi-
cally praamts for ●manplo, tho aqont can ●ccocs
tha computer syston throuqh dial-up lin~s), For
th~ unclaoslfid vorgion of LAVA wa addrooo only
tho static componont of th~ natural hamrdo ●nd
tha owoito human throat aqonto, Tho intwaation
of thoso throat aqonts with tha pmviouoly dafimd
●tsott is mpmomtad in Figl 1, Th9 natur41
hazard threat agent do~t not dittlnquioh batwaon
thg ●state-it “attacko” ●ll tho ●ssats without
discrimination, Tharafom, th~ throat/amDot pair
for natural hazardo la th~ tam for ●ll combina-
tional HMvor, givm tha cam of thg owoito
human threat aqmt, thorn ●m unlquo thmat/aoogt
paim that wst M conoidarad whn tho vuln~rabil-
ltlas of tho comput~r facility ●m maluatad,
Thora it ● uniquo tot of oafquado funotlonc
that heuld h in plao~ to protoot oaoh of tha
catcqorims of •oo~tt, h fau tafquardo funationt
●m aomon to all four aataqort99 of ●ssets,

~, D~f* of tha ~a f~
h unlquo oot of oafaquada functions 19 aoOo-

ciatad with aaah thmat/aos~t pair, ho diocuooad
in tha pravioua ooctiorm, tach safaguardo function
may ba aon~oad of ~avoral subfunction, Thora

.

THREAT / A88ET PAIR8

I
—.*— “.,. *

Fi9. 1.
Threats from natural hazards ●rg irdiscriminata,
●ffactinq ●ll ●tsota ●qually, -oitt ●nd off-
sitg hu~n thraato can twqat spacific ●sgcts or
groups of ●ssota,

is ●n optimal sot of Dafaquardo function8 to pro-
tact ● s~cific ●ooot from a spacific throat, Tha
adaquacy ●nd compl~ttncsa of thaso functiono ●d
subfunctlono am dotcrminad by ovaluatinq tho
prgsonct or ●bsonco of slmanto ●nd ●ttributes by
●nswari~ ● sot of opocially dosignwl quastions,
Tho msponoaa to thos~ quastions maatum thm d+
qroo to which tho olm+ntc ●nd attributes am cox
ploto,

LKYIJ#JJilitimm of Baf*

ThQ evaluation procoQs is basad upon a tmm
●pproach. l%is ●pproach is vital for ●rrivinq ●t
results that am mal ●nd Intorpmtablo, Tho
quality of tho ●so~ommant dopando upon tho quality
of tho t~am mamhro, l%, broador tho owctrum of
tho backqroundo ●d ,np,rtio~ of th, t~am mambars,
tho bettor (and mom accurate) th~ aoocso~nt will
b-a, Thcm ●m two parto to th~ taam: ● com ttam
whosa ma~rs ●m pmoont throughout tho ●ntiro
ato~oomant Parldl ●nd ● trano19nt tom whosm
mambam attmd only durinq thoao timao their oM-
pwtim io mquimd, Tha t~am mambwo should hava
s~cialixd knc+vladqo about difforant ●spacto of
tho facility ●nd its ●ogats, Dooirabl@ back-
ground or ●mpartim for tho team mamhrs includo
physical security, tochnlcal oocurity, buildirq
●qirmarinq, ooftwara dovolo~nt, c-n~catlon
tystans, computor oparationo, ●nd othor ●reas of
aRpartiD9,

Them am four parto to tha ●ooootmant proc-
98s, Tha first part consioto of ● mviw of th~
conputor installation to ba a99*cmd, n Vitlt to
th. faoi!ity is co~latd by tha ~ntira aoo~omant
team, Tho oompenontc (or ●sooto) ●m idontifid,
procaduros ●ti poklcloo am diocuowad, ●d indi-
viduals that tho ●otootmant team can contaat for
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furthar inforntion ara idontifid, finwarirrq tho
quastimim is tha 99cord part of tlla ●oco90-
mant. tach qumtion it answard only afttr m
consansus has bam ramcha.d by tha ttam mambars,
nis iD tha mal stmnqth of tha team approach.
W qumtiomalra 10 suWividd into scparato
modulQs that can ~ ●ns~rod in any odw, d*pmd-
iq upon tha availability of tha mamrt of tha
a0cao9m9nt t~-l Tha thid part involvos tho
●nocutlon of tho ocorinq ●nd report-qonoratinq
programs , ho scoriw procoss ralat~s tha vulnm-
●bility of *ach safquadc function to tha corra-
spendi~ thmatl ●sost pair+ ~ final stop of
tho ●ssassmont PFOCOSS io a discussion of tht ra-
sulto with tho manq*rial and operational staff,
LRVA●utomatically prapans rt~rts ●t two lovals
of detail; ona is ● sumary report that is ussful
to upper manag~nt in idtntifyirq araas in d?ich
vulnwabilitiss ●nist. Tlw second report is wf-
ficigntly d~taild for us. by thg oparationnl
staff to addrnss spacific probloms, TM total
tim involwd in ● typical ●ssotmant o? a compu-
tor facility ranqas f- B-B dayo. This typa of
uulnorabillty ●ososmant has miniml impact upon
tha opwationm of ● computtr facility whan com-
pamd to othor ~thods of vulnmrabillty •stost~nt
that can rquira wa~ks or months to comploto.

B*cauoc tho vulnerability •os~ssmmt procoos
is cW”*t91y ●utomatd on a personal computor,
th •aamaa~nz can ba rerun at ●ny tima to dator-
ming ttw ●ffoctiv*noos of ●ny corractiv9 ●ctions
that may havo bam implomntado l%. prqram
offars an objoctiva moasurmant of the vulnerabil-
ity of ths safquards functions.

An ●utomatad vulnerability ●asossmant procoss
hat hgn davolo~d ●nd domonstratad for computar
*acurity, ThiQ mathdoloqy can h ●pplid to
tvaluat~ th~ ●ffoctivonoos of ●ny sot of safo-
qua[do functions that protmct ● sot of ●osots from
thraat aganto, Thg mthodoloqy do~s not roquiro
tho •ssiq~nt of probabiliti~o to any ●vant
occurring, Thwforc, it is ●pplicable to many
of th~ probl~mo of risk manqmant that can not
b quantiftd uoirq prawiously dsvolopad mathod-
olaqiQ9, This ~thodoloqy can ba ●pplid to
assosoiq tho vuln~rability of nuclear material
accountancy syot~ms to divwsion or loss of mat-
riml,

Ttw specific application of this ~thodoloqy
to c~tor maturity has bgan very favorably ro-
coivod ttw’ouqhout th~ fadaral ●nd local qovor~
mants, Bosidas hirq u.ad by th~ Oapartmont of
En~~y, the Nuclgar Raqulatory Co~ission, ●nd
ths National Bureau of Standards, it is bainq
●valuatad by the Oapartmant of Dafanoo, fadoral
ad stata lmi+anforcomant ~ancios, ●nd tho Pootal
DQpartmant as ● mathod for idontifyinq vulngrabil-
itioo ●nd for providing guidanct on possiblo im-
prov~mants,

ncMNowLEO@WTa

Tho dwalopmant of this mathodoloqy would not
hav~ hm pootibls without tha Quppmt ●nd suqq~s-
tions of our colloaquos.
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