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Abstract

In order to evaluate carefully and systes—
atically the effectiveness of safeguards at nu-
clear-fuel-cycle facilities, the International
Atomic Energy Agency has adopted a safeguards
effectiveness assessment msthodology. The
mathodology bas been applied to a well-
charsctarized, medium—sized, spent-fuel
rcprocuuu; plant to ucderstand how explicit
safeguards inspection procedures would serve to
expose conceivable muclear materials diversion
schemes, should such diversion occur. Under-
stmdm; these ralaticns for reprocessircg
plants is upocu.ly important for plamning
safeguards inspections because of the strategic
significance of the purified plutonium producad
by such plants.

1. Introduction

The safeguards effactiveness assessmant
methodology, daveloped by the International
Atomic Eaergy Agency, has been applied to 2 me-
dium—sized reprocessing plant. The stape that
are iovolved in the assessasnt are summarized
and a simplified example of the methodology is
prasected in this paper.

The methodology, as described by the
Agency, involves the following steps:

« Stating IAEA detection goals
« Describing the facility

- Listing possible diversion paths classi-
fied by tachnical complaxity

-~ Specifying inspection activities that
might detect each anomaly and
estimating inspector effort for each

-~ Estimating or calculating the probabil-
ity that each inspection activity aight
detect a particular anomaly

- Listing follow-up activities to resolve
anomalies, should they be detescted

-~ Analyzing the effectiveness of the
selected inspection activities in
detacting the pos:uh:ed diversion
paths.

Carrying ocut these steps is, of course, 3
repetitive procass, since the possible diver-
sion .paths and fessible inspection activitias
will be affsctad by the plant design, for exas
pl.c, snd at each step of the analysis
omissions, duplications, and faulty judgements
may be revesled.

In the final report of such an analysis,
each of the steps listed above should be
clearly stated and the rolat:l.onlh:.pl between
diversion paths, auomalies, and inspection
activities clearly explained, so that the
Agency can change any of the paramecers
or sstimates as msy be appropriate for specific
applications.

A computer program is used to store the in-
formation used in the anslysis; to list the re~
lationshipe betwsen diversion paths, amomalies
and inspection activitiss; and to calculate
the probabilities that ancmalies may be
detected.2 The program assists the analyst in
providing all of the necessary information ia
a log:.ul and consistent manner, in assuring
that inspection sctivities have besen polculsnd
for detsction of all of the anomalies, and in
making judgments as to the relative importance
of inspection activities for achieving the da-
tection goals.

2. The Reference Plant

The referszce plant employs the standard
Pursx process and is divided into three mate-
rial balance arsas (MBAs). Spent fuel is
received in heavy shielding casks. Assemblies
are removed from the casks underwater and
stored undervater in a storage pool.
Asgemblies are machanically disassembled, the
rods chopped, and the pellets dissolved in
nitric #cid. These operations take place in
MBA-1.

Fission products, uranium, and plutonium
are separated from one another by solvent ex-
traction in MBA~2, Feed, products, snd wastes
ars accurately measured ir batches.

The liquid plutonium nitrate product is
stored in criticality-safe tanks for ultimste
shipment to a comversion facility. The uranium
produet could be solid 004, W03 or UFg, which
would be loaded into containers, stored on
pallets, and ultimstely shipped to another fa-
ecility. These activities occur in MBA-3.

Hulls and hardware are placed in comn-
tainers which could be stored at the planc or
shipped away for burial. Radioactive liquid
wastes are stored in large tanks at the site.

Figurs 1 shows the asjor features of the
plant and gives flow and inventory quantities.
More detail on a similar real facility are
given in the TASTEX report.3

3. Design Safeguards Goals

Agency detection goals are described in
the IAEA Safeguards Glossary.® At a
reprocessing plant we interpret these as
summarized in Table 1.
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Throughput:

700 kg (U+Pu)/day

210 oetric tons uraniua/year
1,800 kg plutonium/year
Spent Fuel Storage:

233 PWR assemblies or
550 BWR assezblies

Product Storage:

1,000 kg plutonium iz solution
105 metric tons uranium in 005

Fig. 1 - Schematic diagram of the reference
reprocessing planc.

Table 1

REPHOCESSING PLANT INSPECTION GOALS

Goal Materisl Detection Detection
Quantity Form Time Probability
8 kg Pu Pu nitrate 1-3 wks 0.9 to 1.0
soluction
8 kg Pu  Spent fuel 1-3 wks 0.7 to 0.9
75 kg U-nitrate, 1-3 wks. 0.7 to 0.9
U-235 (low-enriched)
75 kg U compounds ':1 year 0.7 to 0.9
U-235 in MBA-3
(low—enriched)

The timeliness goal for plutomium im the
spent fuel is the same a# that for plutonium in
the purified nitrate solution because the spent
fuel can be reprocessed at the plant in a few
days.

The timeliness goal for the low-emriched
uranium before it reaches sesled storage is
a2lso the same as that for plutonium inm anitrate

solution because it would be useful to compare
frequently the flows and inventories of uranium
ta those for plutonium as & means to detect di-
version of plutonium from the process MBA. How-
ever, a timeliness goal of one year or less
is apyropriate for the uranium product stored
uader seal in the product storage MBA.

It should be noted that these are design
goals, not requiresents.

4, Siwplified Example: Application of the
Methodology to MBA~2 of the Reference

Reprocsasing Plant

4.A. Diversion Paths

The tars “diversiocn path” is defined in
the IAZA Safeguards Glossary.® A diversion
path may include the following elemenza: mate-
rial description, location of tha material,
physical removal route, resce of imtroduction
of undeclared materizl, diversion rate, and con-
ceslment mathodz. The methodology also re-
quires -that the technical complexity be
specified, i.e., the type and amount of effort
that a hypothetical diverter would need to ex-
pend in order to perform and to attespt to con~
ceal each of the postulated diversion paths.!
Howaver, technical complexity will rot be
discussed further hers.

The most impsrtant diversion paths from
the chemical processing area, MBA~2, involve
the divarsion of the separated and purified plu-
toaium nitrate solution. It is assumed that
the facility operator could remove plutonium ni-
trate solution from the process without being
observed by the inspectors. The diffsrent di-
version paths, then, involve the different pos—
sible concesalment methods, but do not depend on
the particular removal routes. In order to con~
ceal such a diversion, the operator might at-
tempt to report the plutonium input as less
than the actual iaput or to report the product
transferred to storage or the amount discarded
in the waste streams as higher then the actual
removals from the process. Alsao, the vulume
readings or the samples to be verified by the
Agency would be altered. Each possible type of
diversion could be abrupt, i.e., take place in
a few days, or be protracted.

It is aeaumad that the plart operator amain-
tains false records and submits f..lse reports
to the Agency to mask the diversiom. Thus no
records or reports inconsistencies would exist
and actual measurements or messurement verifica-
tions would be required by the Agency inspec-
tors to detect a diversionm.

The diversion paths, the anomalies to
which they would give rise (see below), and
their technical complexity are summarized in
Table 2.

Three diversion paths cover abrupt diver—
sions of plutonium-beering solution taking less
than the time between inveatories for near-
real-time accounting purposes, sbout ten days.
According to path a.2.l, diversion from the pro-
cess is coucealed by understating the input to
the process and amissdjusting the volume
meaguring iastruments or altering the
analytical samples. According to path a.2.2,
diversion from the process is coucealed by
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Table 2
DIVERSION PATHS AND ASSOCIATED ANOMALIZS

Divarsion Diversion
Path Patk

Identifier* Description Anocmaiies
a.2.1 Understate Pu input A201,- 4202

sod misadjust vol- A203
ume instrumsents or

alter samples; di-

vart purified Pu

product before mea-
surszent.

8.2.2 Overstate Pu product A202, A204
transfersz to storage
and misad just volume
instrunents or alter
samples; divert pur-
ified Pu product.

8.2.3 Divert Pu solution A205
someavherc from the
process equipmant.

p.2.1 Acalogous to a.2.1 P201, P202
P203

p.2.2 Analogous to 2.2.2 ?202,P204

p<2.3  Analogcus to a.2.3  P20S, P207

p.2.4 Overstate Pu in waste P202, P206
discharges and misad-
just volume inscru-
eents or alter sam-
ples; divert as in
2.2.3.

*Abrupt diversions are labeled by "a" and
protractad ones by “p",

overstating the plutonium withdrawn through the
product accountability tank and misadjusting
the volume instruments or altering the product
samples. According to path s8.2.3, sclution is
diverted from the separatior process at any in-
termediate point with no other concealmunts,

Pour diversion paths cover protracted di-
versions taking from about ten days to the time
betwesn semiannual zleanout physical
inventories, about 150 days. Pacths p.2.1,
p-2.2, and p.2.3 are similar to paths s1.2.1,
2.2.2, 2.2.3, respectively, except for the time
involved in the diversiom. According to path
p.2.%4, solution is diverted froam the separation
process, plutonium dischargad in the liquid
waste is exaggerated, and the waste volume
weasuring instrusents are misadjusted or waste
samples altered.

4.3 Anomalies

The term "anomaly” is also defined in the
IAEA Safeguards Glouu-y.“ It sesns an unusual
observable condifion evoked by a diversioa.
Associated with each diversion path are
anomalies that could be detected by appropriate

inspection activities. Table 3 lists these
anomalies with the detection precbability range
for each. The anomaly defizction probability
model used is a siaple product of two
probabilities: ons for the shrupt versus
protracted distinction and another for the na~
ture of the anomaly itself. Judgmental values
are used in both cases.

Table 3
ANOMALIZS
Detecticn
Probabilities
Poor Good

Ident. Description Case Case
A201 Gravioetric Pu assay .48 .76
P201 is not equal to volu- 40 .64

aetric assay at input
A202 Analyticzl saaple al=- .76 .90
P202 taration observed .54 <78
A203 Isotopic correlatiom .48 .76
P2G3 aenomaly detscted 40 .64
A204 Pu transferred to .48 .76
P204  storage differs im con- .40 .64

centration or volume

from the accountability

produc:A measured
A205 Ten—day rumming physi- .76 .90
P205 ecal inventory and ma- .54 .76

tarial balance show a

loss of Pu
P206 Uorucacnable rate of Pu .64 .54

discharge into waste
P207 Semiannual cleanout .16 .75

physical inventory and
saterial balance show
a loss of Pu

Table 2 showz the anomalies that would be
evoked by each diversiom path. While it is
true that aznomaly P207 would arise from path
2.2.3, it is not listed because timeliness re-
quirsments would not generally be aet if an
abrupt diversion ware detectad at a2 semiannuxzl
physical inventory. Also, paths a.2.2 and
p-2.2 would result in shipper-receiver differ—
ences between MBA-2 and MBA-3 if a physical in-
ventory vere taken of the latter.

4.C Inspection Activities

The inspection activities are designed to
detect the anomalies associated with each diver-
sion path. All of the inspection sctivities
chosen are presently employed by the Agency or
wvere investigeted in the Tokai Advanced
Safeguards Technology Exercise (TASTEX).3:8

Accounting for the receipe aud storage of
spent fuel assemblies in MBA-~]1 would be based
on direcz ocbservation, supplemented by surveil-



lance instruments to keep sccurate track of the
items. Some nondestructive assays of spent
fuel sssemblies might be smployed to look for
substitutes.

Because reactor estimates of the U-235 and
plutoniun contained in spent fuel are omly accu~
rate to absut 5%, these valums would not be use~
ful for closing the msterial balance around
MBA-1. Por this reason, and in order to verify
the plutonium transferred to MBA-2, it would be
most important to verify continually which
assemblies enter the chop~leach cell and to
ensure that the associated dissolver sclurion
is asccurately messured and verified. In oxzder
to do this, (1) transfers from the pocl to the
chop-leach cell should be observed directly or
by use of reliable surveillance instruments;
(2) the taking and processing of dissolver sdlu~
tion ssamples for Agency analysis should be
monitored; and (3) the Agency should perform
gravimetric and isotocpic correlations using
plant data aad its own. PFalsification of the
velume data would not affect the gravimetric
results, which the isotopic correlation tech-
nique would support. In effect, these measure-
ments would provide a batch-by—-batch assurance
that no diversion is taking place in the chop~-
leach cell and that the input to MBA-2 is
honestly and accurately messured snd reported
(TASTEX Tasks J, K, and L).

At a plant of the size undar considera-
tion, the amount of plutonium discarded with
the radioactive wastas should be less than 12
of the tbroughput; grossly inflating the pluto~
nium sent to wasce would mot be credible.

There is no technique like the gravismetric
which could be employed to independently verify
the plutonium—product aeasurements. Therefore,
special attention should be paid to: (1}

" ecomparing the volume massured at the product
accountability tank to that received by the plu-
tonium nitrate storage tanks when each batch is
transferred; (2) carefully observing the taking
aod measuring of samples using the K-edge
densitometer and gamma-ray spectrometry instru-
ment (TASTEX Tasks G and H); and (3) comparing
the uranium and plutonium fed into the process
to the uranium and plutonium removed two or
three days later.

Since it would be possible to load-up the
process equipment and then to divert abruptly
8 kg of plutomium, it is proposed to employ the
version of near-real-time accounting that was
investigzsted in TASTEX Task F. Once every one
to three weeks, the plutonium comtent of the
several buffer vessels would bte measured and
verified by the inspectors and fluctuations of
the amounts coantained in the extraction scages
escimated using appropriate models. This proce-~
dure should provide for timely decection of an
abrupt diversion and permit the use of sequen-~
tial matzrial balance analyses, which should in-
crease the probability of detecting a
protracted diversiocm.

Tnspection activities appropriate for sur-
veillance of the pluconium nitraca storage
tanks in MBA~-3 would depend on how these tanks
are constructed and operated. In this study,

s combination of waterial accountiag based om
volume measurements and sample ainalysis and oo
the use of seals or surveillance cameras or

both is postulated.

It is assumed that a physical inventory
would be parformed twice a year, vhich would be
chserved and verifisd by the inspectors, and
that the inspectors would observe the volume
calibrations of all measurement tanks at that
time.

For the simplifisd example analyzed here,
IAEA inspectors would carry out the MBA-2
inspection activities listed in Table 4. Of
course an sxamination of records and reports
would be done as well. Since, as was stated
above, no inconsistencies among them would
exist for the diversion paths listed, records

Table 4
IAEA INSPECTION ACTIVITIES

Ident. Description Anomalies
2.1 Observe tank volume cxli-  A201, P20l
bratioas A204, P204
P206
2.2 Check and record every in- A201, P201
put batch volume A204, P204
P206
2.3 Observe tank sampling A201, P201
A202, P202
A204, P204
P206
2.4 Analyze soms account~ A201, P201
ability samples A202, P202
A204, P204
P206
2.5 Perform gravimetric and A201, P201
‘ isotopic correlation A20Z, P202
analysis on every input A203, P203
batch

2.6 Verify volume and concen- A204, P204
tration of every product
solution batch transferred
to storage

2.7 Periodically analyze stor- A204, P204
age tank samples

2.3 Inventory process feed A205, P205
tanks every tan days

2.9 Calculate the ten-day A205
material balance

2.10 Verify semiannual clesn~ P20S, P207
ouc physical inventory
and msterial balance

2.11 Perform historical and P206
sequential analysis of
wvasce discards

2.12 Sequentizlly analyze the A205, P205
ten-day matarial balances
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and reports examinations would detect mo
anomsalies and are not included in Table 4. The
anomalies poteuntially detectable by the inspec-~
tion activitiaes also appear in Tsble 4. Should
any inspection activity detect an anomaly, dis-
cussions with the plant operator and repeti-
tions of the activities, if possible, would be
the follow—3p actions to be taken to detarmine
if the anomalies resulted from innocent causes
as opposed to diversions.

5. Illustration of Results of the Analysis

Aftsr the information described sbovs has
been entered into z computer ad checked for ac-
curacy and consistgacy, a program performs cal-
culaticus and correlations and presents the re-
sults graphically, as showm ia Pigures 2, 3 and
4.2 ¥igures 2 and 3 present the results as
bar graphs showing the estimated probability
that each of the postulated diversion paths
would be detected if the assumed inspectiom
activities were to be conducted. Lower detec~-
tion probabilities were assumzd in the case of
Figure 2, and higher probabilities in the case
of Figure 3.

2.2.1

a.2.2

2.2.3

pedsl

p.2.2

p.2.3

p.2.4
' Figure 2
Diversion path dstection probabilities in the
case of relatively poor anomaly detection
probabilities.
(VB mesas p>.9; H€,.9>p2.7; 1,.7>p2.3;

L,.3; L,.3 p>.1; VL,.1 p20.)}

One qualification is important here.
Sometimes, diversicm paths are defined in such
2 way that all of the corresponding anomalies
would ocsur given the path. It is then appro~
priate to set the path detection probability
equal to that of the anomaly with the highest
probability of detection. In the simplified ex-
ample discussed here, the diversion paths are
combinations of more refined paths and are not
defined so that all of the anomalies would
occur. Nevertheless, the same algorithm is
used for the path detaction probability,
resulting in a generally higher path detection
probability than for all but one of the more re-
fined paths.

a.2.1

2.2.2

2.2.3

POZQI

pe2.2

p.2.3

pPe2.4

Pigure 3

Diversion path detection probabilities in the
case of relatively good snomaly detection
probabilities.

a.2.1 a.2.2 8.2.3 p.2.] p.2.2 p.2.3 p.2.4
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Pigure &

Chart showing the diversion paths (column
labels) potentially derzctable by each
inspection activity (row labels).

-

Figure 4 shows that there is at least one
inspection activity that is potentially capable
of detecting each diversion path.

For the complete reprocessing plant acal-
ysis, there are aany more diversion paths,
anomalies, and inspection activities and the re-
sults are more complicatad and uneven than
shown in the illustrations presentad here.

6. Discussion

The crucial elements of a safeguards ap-
proach for a reprocessing plant are (1) assur-
sance that all spent fuel assemblies brought to
the plant are authentic and are verifiably



dissolved; (2) verified neasuresments of the plu-
toniua input, product, and waste stresms; and
(3) assurance that plutonium product is not
diverted from storags. Particular inspection
activities studied here as part of such an ap-
proach include gravimetric confizmaction of the
plant's plutonium igput, to detect or deter
spent fuel diversions between reactors and the
reprocessing plant's process MBA, and a near~
real-tine inventory of the materials in MBA-2,
to detect or deter abrupt diversions after the
input measurements.

The safeguards effectiveness assessment
methodology, applied in this piper to the chemi-
cal process MBA of a reprocessing plant, allows
oue to determine just how well such inspection
activities would serve in detecting diversions
of plutonium. In the complete study, all three
MBAs of the reference reprocessing plant have
been analyzed in a similar fashion. The
wethodology is of greatest value in exposing
weaknesses in inspection approaches or in
comparing several inspection approaches to de-
termine the effect on the overall safeguards ef-
fectiveness of changes in the approach.
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