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¢ SENSOR-BASED MATERIAL TAGGING SYSTEM
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ABSTRACT 2.0 BACKG ROUND

Very large-scale integrated-circuit (VI.G[) techno!ok.w

Electronic identification tags are being developed now makes possible electronic solutions that were formerly
for tracking material and personnel, In applying electronic prohibited because of concerns related to reliability, cost and
identification tags to radioactive materials safeguards, it is size, The continuing evolutlon of thls technology allows new
important to mea._ure attributes of the material to ensure approaches to safeguarding based on distributed processing,
that the tag remaln,_ with the material. The addition of a. sensing and communication. Particularly Impressive are the

strides made tn complete m;crocontroilers contained on amicrocnntroller with an on-board analog-to.digital converter
to an electronic identification tag application.specific singf¢ chip featuring analog-to.digital conversion, intelligent
integrated.circuit has been demonstrated as means to input/output subsystems, and non-volatile memory. Another
provide the tag with sensor data. Each tag is assembled Into remarkable achievement Is the development of single-chip
a housing, which serves as a sca!e for measuring the weight modems that can provide communications interfaces for
of a paint-can-sized container and its contents, Temperature distributed microcontrollers, The silicon processing that has
rise of the can above ambient is also measured, and a made this possible is silicon-gate complementar_'-symmetry

piezoelectric detector detects disturbances and immediately metat-oxide semiconductor (CMOS). An tmpo."1,ant attribute of
puts the tag into Its alarm or beacon mode. Radiation this technology is Its extremely low power drain. As a first
measurement was also considered, but the background from approximation the CMOS clrcuitr), exhibits current drain of the
nearby containers was round to be excessive. The sensor, same magnitude as a back-biased diode until logic elements
based tagging system allo_s tracking of the material in cans are switched, The power drain for low frequency or low duty-
as it is stored In vaults or fs moved through the, cycle operation can be kept very small indeed. This extremely
manufacturing process. ']"he paper presents details of the low power' supply drain capability has led to long-life

_i sensor-based material tagging system and describes a applications using batteries, The batteries themselves have
demonstration system, evolved to match the long-life capabilities of the CMOS

;- " circuitry, Shelf-life of 15 .years Is now available with lithium
1.0 INTRODUCTION carbon mono-fluorkle batteries, The combination of CMOS

circuitry and long.life lithium primary cell batteries has given
The safeguarding of Special Nuclear Material is a rise to a host of consumer products such as watches,

demanding task, The need is to monitor material at various ealculaton, and hand-held equlpment as well as commercial

stages of the manufacturing cycle as well as ,upervt_ its grade products such as the zero-power random access memory
continuing presence In Inventory, Manual methods of used In personalcomputers and controllers.
Inventoqt monitoring require the exposure of personnel to

nuclear radiation. In _t study program on the "Analysis of a These su_:cessful technologies are now being
Container Safeguards System" new radio frequeno, (RF) exploited in the development of RF Identifieatlon Tags for
electronic identification tag approach_ were explored to tracking material and personnel. '/'he developments um ]ow-
determlne their applicability to the Special Nuclear Material power-draln CMOS circuitry for providing Identification of
safeguards problem. During the course of the study, it badge numbers and other stored information at portals or
became apparent that not only is the tagging of containers read-heads. The CM'OS circuitry Is either powered from the
important, but also validation is necessary that the material read-head or from batteries. The range of reading depends on

put in the contahaer is still present, In looking at the problem the read-head power. In order to extend the range and keep
of container safeguards a number of alternative electronic the read-head power within al}owable limits, batteries are

monitoring methods were considered. An approach using et used. The life of the batteries is limited by the circuit de dgn
sensor-based s)'stem was proposed that meets the and the duty for use of the tag, In summary, both baiteD'
requirements of rapid installation, minimal personnel powered and read-head powered tags are possible, The use of
exposure, and tV,e a_3J!ityto provide unattended monitoring s'.Jch tags in safeguards applications is attractive from the
of the Spec/a} Nuclear ,Material. Thls paper describes the viewpoint that a variety ofdata can be stored and interchanged
decision process _hat led to design of e Container with the tag. Also, through-the-air communication,.; ce.n
fiuwefllance Liner fur z fea._ibi!ity demonstration, eliminate the need for wiri,g to e;_ch container,
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3,0 SENSOR ISSUI".,q

While. electronic tus_in# i_ attractive fi+r _toring darn, t.=rcury h_tutile vuult Jt_++),he u.dc.sir+{blewhh regard to clean
it iS insufficient tO protect the nuc]car materlt, I in the up alto; accidental bre;W;Ige of tl_e encapsulation. Another
cont;_in.m, The prnblam it, that ;racking tile t0,g does nc,t _,,pproachusia_ a piezoelectric crystal was cl;osext.,An tnertit_ is
guarantee that the mntc, rittl is still present. Acz:ordlngly dto ,,:ttachcd to a £xeIat be zerowhich hntd_ the crystal t_nd the
challenge is to identify the presence of tl,e materials by co,star produces a voltage it_ rcspotas¢ to the beam flexure. A
rnonitoring attributes of the m_terial, b*_nefit of tlle piezoelectric cryst_d is that ft produces its ow_

voltage at high level, which can be ¢ozl])' detected by a low-
Some comnl,-Jt_ attributes are weight, temperature- power-drain field-effect transistor.

rise shoe, ambier_t, anl radiation level. Additionally, the

phy._(c-atdk'-turhunce of '.he container can be ntonitored as _,,_tl Radiation detection reqtrire_ more complex
as its location. Each of these attributes leave dif_culties electronics includiug htgl_-voltage power supplies. Tlae least
associated witl_ them such as complexity of' the electronics, complex and most economical rad/atim_ sensor appears to be
location of the sensor, accuracy, and ease of deeepdolx The lhc Geiger-Mueller (GM) tube. 'file GM tube contains a gas
cholc.e of u;tributes may be different dependk_g on whether thaC ionizes in the presence of radtoaclNity. The ionization is
containers are t_rgc or small, and whether conttdner_ are d_t,..¢table as an event, and the number of events per unit time
placed within oth¢ F containers. For small containers the determines the radiat]nn level. The tube is sensitive to alpha,
selection of attributes was weight, temperature ri_¢ above beta, gamma, and neutron radiation. Tltin metal thielding can

' ambient, disturbance, r_nd location, Radiation was ruled out effectively eliminate alpha and bet_ events, The d_ign of a
because of its sensitivity to adjacent containers and d_e over;di p,,'actica] detector _,y._temusing the GM tube appe.ra_ feasible.
background levels ion r,d ia storage vaults, The complexity t_._ue The use of such a detector for safeguarding small containers,
then drove the select!nn of approaches for sensing tl_e chosen however, is impractic.al l_ecause of the proximity of containers
attributes, "]"he v,'eight measurement required a tensor with and the high background level,
relatively high-level output signal, low power and freedom
from problems of offset, hysteros{_ or friction. A force I, bummary, the sensors chosen for weight,
tt$,t_.cdueer or str,tin-g_uge bridge meets most of the te,mperaturerlse, and ,'tisturbance _ppear to be useful set wl_en

requirem_nt._ however, the structure for e.onexmtratin8 the u_:d in comblna_lon. The correlation of diverse sensor
force in the tran._ducer can introdut_ meehunical bearhag measurements sho_lld redttce the number of nuisance alarms.

poingj that affect the eon._isten_' of tlm readings, Accordingly a
m,thod was selected using a bellows with knt.m,n spring
constant to directly convert force lute deflection. The
deflection ",vus then measured u_/ng a Ilnear-v_rl_bl_- 4,0 COMMUNICATION8

:"_i differendtd-trtansfc_rmer (LVDT), The I.,VDT f_.4_eS _, rod_;onneeted to a pan on which the _ntainer is seated. The The safeguarding of _peclal nuclear atl_tterllilt_
LVDT dees not contact the rod, und the nmgnett¢ field forces would be L_t served bv contlnuou,_ ¢ommunl¢_tlot_ whh the

are negligible, _tenee there ix no stletion ox'ft'lotion aStiocl_ted container, The direct wiring of the sen$ors tO an
with the LVD']?. Other t:ffec(_i such as llnearhy, offset, and interrogation unit satisfies the requirement as does the

temperature can be calibruted, establi_ihment of serial data link over hard wires. T1ae
ha.rdw[re methods present the mo_t secure c,ommunicztiot_,

To obtain the temperature reading high.level In considering the needs for monitoring during the
semiconductor junction temperature _ensorswere chosen. The movement of materials, through-the-air communications
semieond_aor junction is nn a chip that produ¢¢.s n linear have art advantage. Through-the-alr communications are
current to tempermure relationship. Two chips are, used: one eltl_er optical or electromagnetic ¢,g, either infra-red (lR) or
m_ures the can temperature and the other me,nantes amblent r_io-frequency (P,F). Tit= through-the-air commutations
temperature, The ambient temperature Lt,used to correct for are prefentbly _erial in nature to allow _ relatively large
mechanical temperature coefficient irt the welBht amount of irfformatlon to be ,_ent, RF has an advantage over
me_urement. The t_m.perature rls¢ of the co_tta_r _lmv¢ IR in terms of the amount of power required, lR has
ambient is thc= most importsrtt parameter, The diff_re,_ce advantages where RF spectrum is not available or whel_
tcmperuture between ti_e comainet atm 11_ t_mbient Is concerns exist relative to activatior_ of NIM devices, A

computed in an operatio.al amplifier tO mu.ximize the _¢lection of RF was made lo allow more flexibitity in
orientation and less crlti_alhy relative to litre of _iight. Theresolution of the ana!og-:o-dighal _u,verter measurement.
choice of froqt.tencv dependa on convenient antennae,

Th_ disturbance sensor Is essentitdly a motion desired rattle, _ntl allowed radiated power. -Ftae UHF band
detector. A_'_lnertha ,.t:ta-hcd _o or p_rt of the semur pre v,nts as_i.,,t_ in keeping antenn_ site srqa_.l. /k quarter-v..ttvelength
immediate movem¢,_ of the inertia and results in a mo_aopole is only 3 inches at a frequency of ':)15 MHz.
displacement until _;_. ittet lie ugaln reaches a rest .,late. C,gmmu+ticatiun_ In tree st)ace requires only 0.5 _tlx,',,'
Mercury switches pe:f.,::t, thi_ ftJnctlolt, [+til the introduction of effecttve radiated power to establish reliable
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communtcatlons at 150 ft. The low transmitter power tmd ..-_--_, .

small anten_a made 915. MHz mn ideal frequency for IR,-.,:.i__R,,_,, __._]transmisslons from an RF tag. "Die interrogatlov, or rece'.,ve L_..... --3"_._--__-_.,1-_,7_--1 _,o----I

direction of the tng has limits on the currentRFdrain of theof II/'Ase "L._L_,_ ]_'-'1_'g';t"°""[

receiver circuit for the t,_g.The recelver antenna can be a. J___....
small ferrite loops.tick which s'[!l has uset_ulpermeabilit_¢_t

antenna can be achieved. Thus an RF communlcatlon-¢ ,- f ...... i_

s.0 APROr,OSI.;t)x PPRO,xCH ["_"_'_l" [":;;'*......'_.J" *"_':_':;JL___

A Container Su_'eillance Unlt (CSU) based on a Figure1. BlockDiagramofContainerSurveillanceUnlt
sensor-based RI'-"identification tag ts proposed. The sensor-
ba._ed tag features a microprocessor with on-board analog-
to-digital cortversl6n and a custom integrated-circuit that
trnplements the RF tag memory managemem and scrlal-to-
communication functions. A block diagram of the, (]SU is
sbowr. In Figure 1, The circuitry is designed for low power tvt, ,v,0_,tt,,_,o,-,
drain to allow operation of of a pair of S-volt lithium carbon _7.____,t"k..'' _-ifft_,,_ s,,,_jx,,_,,,,,.,,,_:_'_/"xJ'-N IJll_J15....',,d__ _0""
monofluoride primary cells. The circuitry power -_¢n____.5 I_[_L____-_c-_Z.
requirements are further reduced by duty.cyclingthe power
supply voltage to selected circuit elements. The CSU Is 7 _,, v.,., _._.2_'n
constructedas a ba_ on which the container sits, A diagram [_ _-----"et__ i

of the CSU mechanical assembly lt shown In Figure 2, The __//"#

top surface of the CSU rests on a metal bellows. Th¢_bellows
has ttknown sprlng constant that converts the weight or'the •
container and its contents to a displacement, The ¢ontalner
can be permanently mounted to the pan using an adhesive or
held In piace with a permanent magnet, The bellows In turn
sl_ on a plastic cylinder that houses the electronics. The j
plastic _l{nder is notched and extends below the metal
spacer ring so that the UHF antenna Is not shielded. The
electronles, sen_rs, and batteries are ali contained In the _._
CSU. Ajack Is provided on the side to carry 6,3 Var ras or 9 ,._,=,,
Vdc to the unit to extend the batter,/ life, The _mblent _0,,0,,v,,
t mperature sensor extends through the plastic below the .....
spacer ring so that tt is thermally isolated from the ¢,,an Figure 2, taec_nlcat _y0ut ofContnln0rSurvelll,tneeUnlt
temperature. A light.emitting diode also protrudes through
the pla.ctlcso that an infra-red scanner can locate,tlm specific
CSU during Interrogation, The electronics are padratgedon _nd the Interrogation beg{ns a sequence of "How are you"
2 clrcu[t boards Inside the plastic base. The llnear-varlable- commands. The logic for this fs built into the CSU as well a_
differential.transformer Is on the top board and Is centered contained in the sorting a!gorhhms executed by the IU. As
to receive the bellows displacement rod. A t¢cond each CSU is identified, it ts added to the poll. In order to
temperature sen_ing chip ts In contact with top plat_ or pan speed _p the poll, ,onlychange of status is sent by the CSU. if
on which the ¢ontainer sits. Up to three dtsturbanc,_ sensors change of status is noted, the Interrogation Unit asks for
are mounted in different ,_rie,_tationsto sense motion, more specif¢cdata. The tolerance bands for charge of st_tu_

indication are downloaded from the IU to the CSU.

The prlncipal furac_ionof the CSU i_ to respond to
interrogations concerning its status. The Interrogation Unit While a delay exists _n Identifying a chad;ge lr,
(IU) polls specific CSU addresses and the appropriate CSU stalus due to the polling sequence, the C.SU has a beacon
rep](es.The,tc po_'lsand replies are RF communications. At mode in which it can immediately send a message if ot:e of
the end of tbr polling sequence, a"who are you" command is the disturbance sensors produces a signal. The be;_con
sent. If any unlts h.'-ve not been addressed in the previous messages may collide v,'i_hthe pol}ed .replies or _ith o'?,:er
poll, they v¢;.llres?Died. If one CSU replies, lt will be beacon messages, but _his (s taken care of by m,_.kirag,'.:_e
interrogated with ii,. ,;,,,cific uddress and _ddcd to tl_e poll CSU replies und he;icon mcs,_:_gesslv)rl, ul high d:_l.',r;,:t',
sequence. If mt)rc Ii,..:, ,,vr CSU replies, a collision occurs und at I_w dutycycle. Addi_i_tll_ tl;_ bc_c,m mc.,,,_.-:_..,t:
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randomized. The data rate from the Interrogation Unit I_ empIoy'+d a personal compuler _,._tha c_JstomizedInterfacelt

9600 baud and from the CSLI is 100k baud. The CSU design board for mess._ge encodlt:g and decoding as well as
allowsup to 2.Ck30CSU's to be po]_ed in a minute, transceiver circuitry, A .r.',,otograph of a CSU ts shown !n

Figure 3. Figurc 4 she _'s the CSU electronics module with
6,0 RA,D/.ATION EFFECTS the LVD'r held in lhc center of lhc top circuit board. FigtJr_

5 shows a typical screcl, displayed by the personal computer,
The use of e_ec_ronlcsIn a radioactive cnvlronment

leads to concerns r,:]ativ¢ to the life of the electronics. The

radiation level is t_plcally 300 mR/hour maxlmum. Ionizing
gamma radiat;on pre.dominates wi_h neutrons accounting for
I/2 to II'3 measured level_. Shielding ts trot practical, and,
therefore, lhc electronlcs must survive the environment. .. i;, '-'.

Over 10 years the'accumulated dose would be 26,280 rads. I
Bulk polysllicon C_tOS Integrated circuits can be hardened
for 100,000 reds. The 10 year period would be a reasonable
life given the limitations on other components such as the :

balledes. The dut_ cycling of bias voltage makes poss_l¢
Icnger life in the presence of radiation. When the circuit ts
unbiased, the effett._ of radlation are small since there Is no

charge buildup or formation of degrading electron paks. The i
absence of blas for a large percentage of the time makes i
possible sufficient radi;tlon tolerance for the use of """
commercial semiconductor components. --- •

7.0 RF,I,IARII.ITY Flgure 3. PholoQraphofContainerSurveillanceUnit ,

The reduclion in exposure of personnel Is the
primary goal of electronic safeguarding methods, lt h
important that the reliability of the electronics be suttidently
high that safegua:ding of the material Is not compromised
.hd theexposure 9f personnel Is In fact reduced, The CSU
mean.tlme.beh)re.t_ilure (MTBF) Is calculated to be, 13
million hours. This number ts ba_d on failure rates of
discrete components from Mil Handbook 217D and failure
rates of integrated circuits from manufacturers, The _frBF :.

v,dll b¢ reduced to 750 hours for a 2000 unit vault. The goal _"_'" .

will be to more highly Integrate the electronics to reduce the :'
number of discrete devices and obtain a higher MTBF
llLIITIb¢r. l, °tr":

,d_'

8.0 THE DEMONSTI_ATION SYSTEM

A five.CSU demonstration system was constructed,

The demonstration had as Its objective the valldatlon of the Figure 4.Container Surveillance DaftElectront¢l Module
sensor, circuit and firmware approach. The CSU des+gn u'._d
a stainless.steel bellows as a distributed spring to convert
weight to disp]a, cement and an LVDT to measure
displacement. Semiconductor temperature sen,,ar$measured
ambient and can l_mpe.'ature, A dtsturban..e detector based
on a ple£nciectri_cr_s_aland a spdng-aiSdmass assembly

was employed,"V,'_eelectronicsemp!.ayedan MC68HCS05B6

microcontroller, which 5as on bc.,rd on 8-bit A/D converter,
172 bytes of RAM a=d 5k byte_ o_ EEPROM. The
m/,:rocontroller performed the sen's,,r rneasurements and
interchanged data _,ith a serial RA._,_ 'J"k,.-RF Identification
Tag ASTC also _nterc:':..nged de', w,::_ the serial RAN5,
which acled as a rr,._.!lb_ Comn anl _i;_,n_v._ established -

in a full-duplex rr,o,]: using r,_! ,,t 3_: M.llz from the Flgureb. Anlrl_errog_ll,3nUnltDl._playSzreen
I!n:errogalinn [:nk ',,_ ::',c CSU, ,,_d '_I?" Mt{z from ehc
CSUs to the Icl¢'" _g::ion U'_it I e lntc_rc,g;_lion Unit

, q'llll,M _r"ll',_ ' , rl rll.... a_'l'lllll' '_l"sr,"_ "11111" 'I'I' "'III+' '"III' ''_I 'lr' nl,f"r_ '" "II"_ liP" ' _I' ''111r_s_ 'l,P"IPr'_l"ll , ",,I ,,, ,, r,, ,it,,ll_,,, *'"'II¢"'_I I'_IITI_p'r Ipl' I,, _.... II!'_.... ,+I111_.....
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