UCRL-13873

MANUAL FOR INVESTIGATION OF
COMPUTER-RELATED INCIDENTS OF INTENTIONALLY
CAUSED LOSSES, INJURIES, AND DAMAGE

Donn B. Parker, Stanford Research Institute
February 1973

Prepared under subcontract to:

" The RISOS Project
Lawrence Livermore Labaoratory
Contract No. AT(04-3)-115

Prepared for U.S. Atomic Energy Commission under contract No. W-7405-Eng-48

ILAWRENCE
LIVERMORE
LABORATORY

University of California /Livermore

The RISOS Project is sponsored by the Advanced
Research Projects Agency of the Department of Defense
under ARPA Order No. 2166.

MASTER

DISTRIBUTION OF THIS DOCUMENT 18 UNLIMITED



LAWRENCE LIVERMORE LABORATORY
University of Caornie . Livenmare, Cilfomie.- 4550

UCRL-13573

MANUAL FOR INVESTIGATION OF
COMPUTER-RELATED INCIDENTS OF INTENTIONALLY
CAUSED LOSSES, INJURIES, AND DAMAGE

Dopn B, Parker, Swanford Rescarch Institute

MS. date: Februory 1973

S SFHRGUTION OF THIS EOCURENT 15 UNLRITED

¥



CONTENTS

Introduction . + » « ¢+ & ¢ o ¢ 4 « s s s ¢ o s

Sources of Incident Reportings

Source Reliability , . .
locating Sources . . . .
Confidentiality , . . .

Timing of Investigations , ., .,

Investigative Methodology . .

Goﬂls........-.
Praparing for Interviews

and

*

Information

& 4 e a @

0

Characteristics of Perpetrators
Precautions . ]
General Recommendations , ., , .

Questionnaire Descripticn and Usage

Appendix A:

ii

3

COMPUTER-RELATED INCIDENT QUESTIONNAIRES

W w W

10

10
11
12
12
12

14

16



1

ILLUSTRATION

Sequence of legal Proceedimngs , + » o o ¢« o o « o ¢« ¢ « « o &

it

;
g
l



Introduction

Unauthorizaed acts involving computer systems result or could result

in losses, damages, or injuries and are occurring with increasing frequency
and seriousmness, This is caused by the imcreasing numbers of computers,
the proliferation of computer applications in vital and sensitive activi-
ties of society, and the lagging means and resources applied to protection.
Unauthorized acts range from criminal acts as defired by criminal law to
civil disputes, acts resulting in private sanctions, and disputes between
people or organizations.

These acts involve computers in three ways:

* A computer can be the subject of the act such as in vandalism

causing hardware damage, software failures, or media (data i
and their containers) losses, W

* 4 compuier can represent a unique environment in which an act
can occur~~such as the theft of a computer program,

* A computer can be used as a tool in the perpetration of an L
act where the act and its results may “ot be associated with .
conputer processing.

insight for developing the methods to deter, prevent, detect, and recover

e estin it W |

{

1

|
It is important to investigate and study real incidents, We gain i

b

i

|

from incidents resulting in losses, injuries, and damages; and we justify

the expenditure of appropriate amounts of resources, This empirical ap-
proach of studying real cases is as important as the theoretical and con~ 1‘1“
ceptual approaches to solving the problem, Whether the acts studied are
intentional or accidental is of less interest than the ways that they
occurred; however, intentional acts represent more of a challenge to
detect and prevent, and protection from them alsc is protection from o

accidental acts, It is impertant to limit investigations only to in-

cidents where rew insights may be gained. However, it is important to

record all ficldents to determine frequency and occurrence.



Four levels of activity are suggested:

* Record all discovered incidents

* Analyze each incident to determine if further investigation
is warranted

* Investigate in detail and document selected cases

s Apgregate findings to supvort theories and approaches to

problem solution,

A computer-related incident investigation gquestionnaire has been
designed to document detailed investigations in a standard form and to
facilitate aggregation of findings, The questionnaire is, however, too
detailed and highly structured to be filled out during the investigation.
Rather, it should be used as a guide to ensure completeness of investiga-
tions; it should be filled out from field notes and reccllection follow=-
ing investigations. It consists mostly of objective duestions with mul-
tiple choice answers as an aid to aggregate information over all cases
investigated and to facilitate standardization of terminology. Sections
for subjective, narrative descriptions are also provided where appropriate.
Key word extraction and space for coding the narrative content provide
means for extracting objective, standardized information even for these

sections, (See Appendix A.)




Sources of Incident Reportings and Information

Source Reliability

One of the important purposes of incident investigations is to
separate fact from fiction to avoid wasting security resources to pro-
tect agains? fictitious or distorted threats, For example, even in

reputable publications such as the Harvard Business Review or technical

conference proceedings, otherwise respected authors frequently report
incidents that have no basis in fact, are untrue, distorted, or ir-
relevant to computers, The use of newspraper clipping services will re-
sult in a deluge of irrelevant information especially about computer
errors unless well-trained people are employed to sebarate the different
categories of information. Newspaper articles are usually inaccurate

and distorted and should not be relied ch except as indicators that some-
thing of interest may have happened, Incidents documented only from the
public media should always be classified as unverified. Persomal, direct
contact with a reliable source such as a participant in or witness to the

incident is required to classify a case as verified.

Locating Sources

Finding sources of information includes finding people and documents,
Always start with the telephone and write letters when there is time,
People can be located from information in newspaper articles, from police,
and from court records, Telephone information operators are surprisingly

helpful in locating people and organizations, Standard library reference

books help in locating organizations, Ask secretaries, telephone operators,

librarians, and clerks for more information than you expect them to have.

Ore kind of source comes from having govermmental authority where
laws, regulations, or judicial authority force the reporting of incidents

to an investigatory agency. Another kind functions without this authority;
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the sources are voluntary, are publicly revealed nsually through news-
papers, or involve legal actions resulting in public documents., Investi-
gatiors without authority are assumed to be the type this manual treats;
thus, investigations with authority become a special case, Investigetion
with authority is amenable to the same kind of methodology described here.
Newspapers, trade papers and journals, police arrest records, and court
records provide the most comprehensive sources, Publicity of the in-
vestigative activities and extensive communication with information
sources in business, government, and trade and professional associations
can produce veluntarily reported incidents, However, most organizations
will deny that they have heen the victims of confidentially handled in~
cidents and even of some publicly reported incidents. Victims often
will play down any role the computer may have played because of their
continued high level of vulnerability through their Electromnic Data
Processing (EDP) activities, Nevertheless, they will often reveal in-
formation about incidents where other organizations, especially competi=-
tors, have been victims, Banks are particularly sensitive viectims in

trying to maintain their fiduciary responsibilities.,

Documents other than from the public media include press releases
that provide more accurate details and legal documents, It is better
to get copies of legal documents from prosecutors, lawyers, or victims
when possible., They can also be obtained from the clerks of the courts
that have jurisdiction, but they often cost up to $0.75 per page. Nor-
maliy, court documents can be studied in the court clerk's office, Legal

documents include:

* Polize crime reports
* Criminal and civil complaints
s Police continuation reports

* Answers of defendants
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* Search warrants
; * Arrest warrants

* Court orders and injunctions

¢ Affidavits
¢ Depositions or declarations
* Court reporter trial transcripts

* Memorandums of decisions, verdicts, sentences, and appeals

i * 7Trial memcranda

s Appellate briefs and decisions.

People who may be reliable sources of information cover a wide range
of roles in an incident, They are listed below in generally the declining
order of importance, based on actual investigation experience, Helpful

comments and possible means of contact are also supplied were appropriate,

s Other investigators who have EDP bhackground and are familiar
with the case, Start with what has already been learned,

* Police officers, including detectives and district attorneys'
investigators, are usually eager to cooperate if they are
assured of receiving credit for being the source of the in=-
formation, This is because they attempt to advance them- :
selves in their jobs by gaining exposure in highly publicized 7
cases; however, they tend to be inaccurate on technical sub-
jects involving computers and often do not understand the
real substance of a case,

¢ Other investigators including news and magazine reporters
and writers, but the above warnings about reliable sources

apply.

* Suspects and known perpetrators are usually willing or eager
to talk to objective investigators about their acts if un~
constrained by pending legal proceedings. Their stories,
however, are usually strongly rationalized to Jjustify their
actions., They probably put as much effort into rationaligzing §
their acts as in perpetrating them, Information from sus- :
pects must be strongly balanced with information from the
other sources, A case report is usually of less value if
the suspect's s*tory has not been documented, Suspects are

e et kAT




T e e

i e S A R g 8

usually easy to find unless they are trying to avoid pub-
licity, 1f criminal charges are involved, they can be
found at their preliminary hearings, Their lawyers are
often a source of contact., It must be remembered that the
suspects and perpetrators are the threats on which preven-
tion resources are being spent.

Witnesses with EDP backgrount may have witnessed the plan-
ning or at least part of the actions or the results of the
incident., They may be reluctant to talk for fear of in-
criminating themselves or being ildentified with the case.
They may be protecting a victim or suspect, It is impor-
tant to ask all other participants for names of witnesses,
Witnesses may be the most objective sources of information,
but the accuracy of what they saw or experienced must be
critically evaluated, Often a witness may have only wit-
nessed an anomaly in the functioning of the computer system,
but questioning may still result in important information,

Witnesses without EDP experience may be of limited value
when the purpose of the investigation is {o aid in develop~
ment of computer security,

Management of corporate victimg, It is impoxtant to identify
the appropriate people amobg management. Different people
are appropriate for different iypes of information, Tech~
nical information being the mogt important, it is best to
start with technically oriented management, It is best to
ask a person for information only within his area of re-
sponsibilities; otherwise the information may be of pnor
quality and the manager may get into trouble by supplying

it. Viectims are normally sensitive to the effects of their
statements and io the investigator's purposes,

Individual people are usually not victims in the types of
incidents associated with computers.

Associates of suspects and victims will be a help in in-
terpreting the information from the participants,

Lawyers who represent the suspects and victims, and public
prosecutors are difficult to deal with. Before completion
of legal proceedings they are cantious ir their statements
and afterwards they are usually not interested in the case,
They also often attempt to gain information from the in-
vestigator and are sizing him up for a possible witmness role
in the trial, Investigators should avoid being witnesses in
trials in order to maintain their mneutral positions in meet~
ing with both sides in disputes,

6




Confidentiality

It is also important tc respect confidentiality of sources when ro-
Juested, A soures person should always be explicitly askod to what extent
he wishes anonymity, or the information to remain confidential, and cen-
fidential to whom., The investigator should explain as much as possible
what will be done with the information supplied and with tho name of the

source, |



Timing of Investigations

The host time to investipgate o case ix lemodiately after all logal
actions or after sanctions o final ogreoments lave beon iwposod and
nceepted.  Unfortunately, this ofton takes several years and the valuo
of documonting the case may be reduced, I ecarly fnves . ation ix it
portant for rosearch and development of protection measures, probloms
arige. Although the incident is fresh on the participants® wminds, cach
is protecting snd prosoting his positions and jovolvement, amd this will

last until tio case is concludad.

Figure 1 18 a diagran showing the sequonce of evenls in legal pro-

coodings,
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Investigative Methodology

It is important to find out as much as possible about the suspacted

or known perpetrator, Because the suspect is the threat we are trying

to protect a system from, the intorviower must discover the suspect's
knowledge, skills, and access to the target, which cnabled him to pere
form the act, This appears to be the best way to reach the goal of
limiting the population of potential perpetrator and then making computer .
systems as invulnerable as possible against them, An effoctive study of 3
perpetrators could reveal how best te distribute limited protective re-

sources,

Goals
The goals of investigation are:

s Discover the purpose of the act,
* Discover methods used to perpetrate the act,

* Determine security features and the environment that was
violated,

* Determine the circumstances and methods of detection,
¢ Determine recovery actions,

¢ Discover the roles of participants and their individual
actions,

¢ Document the results of investigation in complete and use-
ful ways,
A mechanism to help in achieving these goals has been developed in i
the form of a questionnaire, It first serves the purpose of a check- .
1list, then a documentation aid, and finally a reference document in
completed form to be filed, The questionnaire should not be used

direetly during an interview because it forces an unnatural and

10
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rigid structurc on interviows that has been found to be unproductive and
impractical; instaad, it should be used to document the case from material

collected and interviow hotes,

Preparing for Interviews

Preparation ror conducting interviews can be done by writing briel
cues on note-taking papor for statements the interviewer wants to make
and for information hc wants to ohtain, The questionraire provides a
check-list of items for thias purjose. Numerous schemes can be used to
direct the interview., A time-sequenced interview will order subjects
on the time sequence in which the activities took place, Another method
i to clicit the most important items first. The most productive intere

view, however, should progress in two dimensions:

* In chronological) progression of events

* From the general to the specific.

In any case, it is important to establish the identity, purpose, roles,
and constraints of each participant in the interview, The interviewer

should rlso have some form of identification and a consistent statement
about his sponsors and the purposes of the interview, A letter written
on the spongor's official letter paper to arrange or confirm the inter-
view is the best means to identify the interviewer and to establish the

reason for the interview.

Interviewing the suspect reguires a disciplined approach to gain
the information required. Ask generic questions before resorting to
specific questions. This avoids "leading” him. For example, ask such
questions as "What would have stopped you from your planned act?" rather
than "If you knew the system timed out on LOGON procedures, would you

have given up?”

11



Characteristics of Perpetrators

Certoin charncteristies have been detected in white-collar criminals,
the most common type of perpetrators, Their aets tend to deviate in only
minor ways from accepted behavior of their associates, Perpetrators tend
to differentiate hetween dishonest acts that hurt people and acts that
are harmful to organizations; the former acts are seen as immoral, but
the latter can sometimes be rationalized. Perpetrators have often ration-
alized their acts to the degree of believing they chose an action from
among alternatives that would result in the least harm and trouble to the
least number of people or in hurting only people or organizations that

deserved what they got.

Precautions

A word of caution is necessary here, It is easy for an investigator
to sympathize and identify with the perpetrator and think “there but for
the grace of God go I!'" An effort must be actively exerted to maintain
a sense of perspective and values in the presence of a suspect who bas
expended great effort in rationalizing his acts., A perpetrator can spend

more energy rationalizing his act than planning or carrying it out,

Also, there is the danger that an objective, independent investigator
will be drawn into the case by these partiecipants who have special in-
terests, On the other hand, the investigator who can offer help and ad-

vice to the participants is more likely to gain cooperation from them,

General Recommendations

The following principles summarize the general steps in investiga-

tive methodology:

s DBegin the investigation as early as possible

¢« Learn as much as possible about the suspect

12
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Become known to as many participants/witnesses as possible
Make thorough preparation for each interview

Be cautious about finvolvement
Prepare to waii long periods of time for crucial information
to be revealed,

S gy L
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Questionnaire Description and Usage

The questionnaire is organized in four parts:

(1) Case identification
(2) Environments of the acts
(3) Description of the acts and detection

(4} Suspect investigationm,

Several copies of parts (2), (3), or (4) may be reguired to describe
several acts, environments, or suspects in a single case., I1tems are
usually stated in plural, Singular forms should be assumed when appro-
priate. Right margins of the pages should be left blank for future
coding and processing purposes, It may be necessary to fill out the
forms without revealing names or clues to names of participants, Code
pames may be used for consistency from part to part, Only information

relevant to the case and purpeses of investigation should be entered.

Answer spaces to questions that are irrelevant should be left hlank,

It is expected that in many cases the forms will be sparsely filled in,

Also, some redundancy has been built into this questionnaire for valida-
tion purposes and to overcome inconsistencies in terminology., Some re-

dundancy is a result of unclear and nonstandard terminology used in

computer technology.

It is agsumed that the investigators are experts in various aspects
of computer technology and security., The questionnaire is to be filled
out by investigators trained in the process of un-site and remote in-
vestigation of cases. Vietims and others involved in the acts, but who '
may not be expert investigators, may be asked to fill out parts of the
questionnaire to the best of their ability, However, the information
obtained in this fashion should be uged only as an aid in the investiga-
tion, and such guestionnaires should not be accepted as basis-of~fact

documents without review and validation by an investigator.

14
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The appendix to this manual contains two sets of questionnaires
documenting actual cases. One case is presented in open, nonconfidential
form except for the name and address of the perpetrator. All facts are
public knowledge in this case, and most information came from legal docu-
ments and trial transcripts. The other case is documented in a confiden-
tial manner even though many of the facts are publicly known. However,

the charges against the suspect were dropped,

Persons using the questionnaire must be cautioned to avoid recording
data that could resulf in legal acticas against them and their employer,
For example, do not identify any participants in the case unless their
names and the roles they played have beenh publicly revealed or their

written permission has been obtained.

15
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COMPUTER-RELATED INCIDENT QUESTIONNAIRES
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1.1
1,2

1.3

L.k

1.5

1,6
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Part 1, Cage 1D 7121
Farlicst Date of Ach 1/19/7L
Date of This Report

e ——
Revised Date 1/18/73

COMPUTFR-RETATED TNCIDENT QUESTIONNAIRE
PART 1. CASE IDENTIFICATION

Cage neme _ISD vs. UCC Program Theft
Brief case descriptionsn emplovee of UCC uged a UCC RIR termingl and
public telephone circuits to steal & listine of a program stored in the
ISD computer and alleged to be & trade geeret of ISD,

Key words extracted from 1,2

Employee RJE terminal telephone trade secret
program gteal

Names of computer systems involved (operating organization and generic type)
ISD UNIVAC 1108

Case locations., Cities and local sites of acts, targets, perpetrators
Palo Alto, CA, University Computing, site of the act. Oekland, CA,
Information System Design, location of stolen program

Participants, Vietims, suspected perpetrators, prosecutors, wltnesses

Role played Name Title, Address, Telephone
A Vietim IsD 7817 Oskport Rd., Oakland 94621
562-420%
B Perpetrator uee 260 Sheridan Ave., Palo Alto
328-2050

¢ Perpetrator

D Accuser President, ISD

E Prosecubor Charles Herbert Alameda County Deputy Distriet Attorney

Page 1-1

{Form reviced 12/72 D, B. Parker)
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Case ID 7121

1.7 Type of investigation and sources. ‘Identify all applicable items by

inserting names of sources and dates Dates
On-site investigation UCC, ISD, ecourts of law 3/3/7L-8/22/72
Telephone calls UcC, ISD, attorney "
Ietter correspondence attorneys "
Face-to-face interview C, D, police, attorneys, E, "
ISD, UCC employees,
Directly quoted c_D, police, ISD, UCC t
Lnplovees

Document extraction ;

2.8  Authors of this questionnaire Donn B, Parker
Revision by Donr B. Parker

1.9 Case investigators Donn B, Parker

1,10 Case documents Location
Complaint Parker files, SRI
Search warrant "
Depositions !
Trial proceedings "
Judge's opinion "
Newspaper clippings "
Investigator's notes "

Page 1-2




Case ID 702)

COMPUTER-REIATED INCIDFHT QUESTTOINIAIRE
PART 2, [INVIROMMINTS OF THE ACT

2.1 Computer systemg involved in the cuse. (Use one form for each system)
2.1.1 System identification ISD UNIVAC 1108

Operating Faecility CPU Vendor, Mode of Purposes
Organization Locations Model, Storage Operation
ISD Oakland UNIVAC 1108, Batch. remote Commercial
64K aceess computer
_services

2.1.,2 Peripherals pertinent to the case 22m words Fastrand drum storage, card

punch, magnetic tape drives,

2,1,3 Operating system, options, modifications, add~-ons ISD-modified UNIVAC

EXEC IT

2,14 Software packages pertinent to the cage PLOT/TRANS file containing

programs PPIGEN, PLTRNS, PLTGEN (515 lines of FORTRAN code)

2.1.5 Terminals pertinent to the case

No. Make Model  Location Oimership Purposes
UNIVAC 100k various customer sites RJE

1 Calcomp/AT&T 201 D Modem, Caleomp 633 Plotter, 621 Receiver

1 COPE 36 Palo Alto  _UCC _RIE

2,1,6 Communication system (multiplexers, concentretors, ecircuit types, and their
locations) dial-up circuits

2.1.7 Type of computer system application. (Circle letters. More than one type
may apply at different times,) a, Trensaction system. b, More than one
iransaction subsystem, c¢, Transection subsystems and programmer access.

Programmer access at application language level, Programmer acees
at machine language level, f, Other

Page 2-1
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Case 1p 7221

2.1.8 Type of access euthorization control. {(Circle letters. More than one typu
mey epply at differeat tizes.) eo. Hone, Centralized authority
greniing, ¢, ore than one can grant suthority., d. Individua} users cen
authorize others. e¢. Other

:.1.9 Security levels present, (Circle letters, MMore than one type may apply at
different times.) a. Sysiem and contznts open to all users. b. Part of
system u.nd/or conients reguires authorized access and part is open to
general access, C. Hore than one level of authorized access in addition
to genersl access. 4. More than one level of suthorized access and no
part is open to general access. All access must be authorized,

f, Othrer

2.1,10 Degrees of confidentiality of the contents of the system. (Circle all

sppropriate letters.) a. U.S. Government classified (national security),

b. Personal or organizational safety {compromise would cause personal
unrecoverable injury or death or organizetional failure), e. Personal
or organizational integrity (unrecoverable injury, damage or losc ).

o Personal or organizational recoverability (recoverable injury, dawage or
loss). Personal or orgenizational convenience {irritational injury,

damage or loss). Publie domein (no confidentimlity). g. Other
2.1.11 Number of employees dediceted exclusively to computer system protect.on
(Supply mumbers). EDP auditors a.___ Guards b, _____ Dats validation/
control clerks e, Other 4,
2.1.12 Staff contacts (operations, systems, spplications, hardware maintenance,
EDF amdit, security) ISD: Robert Larribou, UGC: Jerry Gaylor
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2.2

System identificaticn

15D 1108

Case TD_7121

"Quick-chock™ system charoeteristics (Use one set for each system)

(Circle appropriate numbers)

d) Local batch 33.
CE) Remote babeh 3,
3. Time-gharing 35,
(l:yl Hultiaccess 16
5. ‘Pime-slicing @,
Cé_; fultiprogrommed 38,
7. Hultiprocessors 39.
(8 Single mode of operation @/.
; Hultimode, simultaneous b1,
10. Multimode, sequential (hf}
11, Hetwork-connected 43,

12, Hierarchically-connected, head end &b,
13. Hierarchically-connected, subsystem L5,

Ll.'j/ Date communications used u6,
G?.:Multiplexers on-site b,
1%. Remote Multiplexers 48,
17, Conecentrators on=site 49,
18, Remote concentrators 50.

19, High speed circuits (29600 btps) 51.
d ~ ,,—'

20.' Low speed circuits (<9600 bps) 52,
(20 Tow sp . P e,
/21, Dial~up circuits 53.
f—

22, Private eircuits sh,
{23/ Lesed circuits 55.
24, Microwave @__6_
25. Half duplex 57.
26, Full duplex 58,
27. Synchronous 9. -
28. Asynchronous @.
29, Conversational terminals €1,

62,
63.
6h,

30. Batch or job terminals
3L. Transaction terminals
32., Graphics terminals

Page 2.3

Telemetry terminals

Real-time, process control terminals
Conversational terminal response
Performanze monitoring devices
Tape drives

Disk drives, permanent

Disk drives, removable

Magnetic drums

Add-on core storage

Paper tape

Mass storage, optical
Multivendor centrel coufiguration
Paged storage, hardware

Paged storage, software

Virtual storage, hardware
Virtuel storage, software
Relocation feature

Herdwere storage protection
Privileged instructions
Continuous operation

First shift only

Two shifts

Three shifts

Weekend, holiday operation
Dedicated to one {few) applications
Business applications
Engineering applications
Research applications

Integrated file applications
Process control applications
Trensaction applications

U,S. Government classified processing

- i ety 2 RS



Case In 7121

65. All accers locel to system 99. Decentralized access authorizaticn
@é. Multiple cuslomers (corpomtinns) 100, 08 icolated from uscrs
(67. Service bureau operation 101, Users' Jobs isolated from each
68, Operation shared with other companies other
69. Operation by a service company 102, File access restricted by
70. Maintenance by CFU vendor - authorization
T1. ¥Maintenance by independent service 103. First write before read data
72. Multivendor maintenance protection
73. In-house maintenance 104, Storage erasure afier use
@’- CPU.vendor supplied operating system 105. I/0 buffers, registers cleared
75. Independent vendor overating system after use
76, In-house operating system 106, Access authorizetion data in files
C]ZJ Modified vendor operating system 107. Access authorization in file
‘8. More than one operating system used index tables
@_._ On-line user-program library /108, User access to assembly-level
.'\'_9_6_, On-line application files " language
81. Piles encrypted A09. File activity tracing or auditing
@, bata encryption optional 1&) Security monitoring of system use
83, Data commnication hardware encryptionlll, Real-time bumen monitoring of
8L, Data commnication software encryption security
85. Terminal identification by hardware 112. Console dedicated to security
Termine). LOGON by functions
86, Uzer 1D Remote back-up storage of
87. Passvord 113, Operating system
88, Single-use password 11k, Application programs
B9, Account code 115, Date files “
90; Site code 116, Removable storage devices stored
91, Dialog with user local to drives
g2, Time limit 117, Positive door access control to
93, Error limit facilities
9k, Porteble key or card 118, Programmers' and operators'
95, Security features integrated in 08 work arees separated
96, Security features added on
97. Security fegtures in isolated modules i
@;, Centralized access euthorization
Page 2.k
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Case 1D 7121

COMPUTER-REIATID INCIDENT QUESTIONNAIRE
PART 3. DESCRIPIION OF Tilll ACTS AND DETECTION

Type of act. [Circle appliceble letters)

Unauthorized use of the services of computer systems.

3.2
3.2

3.2,2

3.2.3

3.2.4

b, Unauthorized sale of the services of computer systems,

@ Unauthorized teking of information, computer programs or property or
copies thereof’,

d. Direct finaneial gain by taking negotlable instruments or transferring
monetary eredit,

e, Vandalism.

f, Other

Access and methods used to perpetrate the acts
Is physical access to the sites of the acts appliceble and pertinent to

this case? yes

Physical access: times and deys

(Circle aporopriate letters and prefix capital letters to identify suspects)

a, Covert acecess, __b. Overt access. __¢. Authorized,
4, Unauthorized. _ e, Assisted by others, __ f. Tools or devices

used to gain entry. __g. Observed by others, __h, TImpersonation used.

1. Access reported to responsible persons., When?

__J. Diversion tacties used, Describe

Were the sites of the acts protected by: (Cirele appropriate letters)
a. Locked doors. b. Guards. c. Electronic/optical devices. @ Not
protected, Deseribe

tethods and devices used: (Circle appropriate numbers and prefix capital
letiers to identify suspects) On-line, __ 2. Oif-line.
3. Conversational terminal, _l+. Transection terminal. ¢ Job

entry terminal, __6, Computer console, __ 7. Seeurity cansole,
___8. Supervisory terminal. 9. Waintenance console. _ 10, Direct
menual action. 11, By issuing instructions to other people.
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3.2.5

At T M a3 A T e

Cage ID 712]

__12. Off-line program manipulation, __ 13, Off-line job control
manipulation., ¢ Terminal commands. ¢ Immediete results.

__16. Deleyed yegults, 17, On-line program menipulation,

By impersonation. __19. Progrem impersonetion, __ 20, Operating
system penetration, __ 21, Violation of program boundaries.

__22, Violation of deta storsge boundaries, _ 23, Violation of
paremeter value ranges, _ 24, Simlation of an authorized function,
__?5, Covert, C Overt. __ 27, New program. _ 2B. Existing

program. C @ Utility program. Unauthorized use of ldentifice-

tion codes, _ 31, Covert use of communication circuits,

.32, Disguised es &n accident. __ 33. Accident or error used.

__316. Overloading of & system activity, __ 35, Overloading of a marual
activity. __ 36, Diversion used, __ 37, Input date manipulation.

___38. Output modification. ___39. Subversion of protective features,

__ho. Procedural modificetion. __ 1. System breskdown (erash) necessary

for perpetration of the act, _‘v_@ Standard opereting procedures used.

___43. Non-standard operating procedures used, ___ W4, Information,

programs or property taken from a person by force. _'45. Information,

programs or property taken froum & person by deception. __ 46, Other ’———-

Werrative description of methods and devices used. Authorized use of s
COFE 36 RJE terminal at UCC simuleting a UNIVAG 1004, Access to the ISD
1108 gained by unauthorized use of an unlisted telephone number, account

code and site code, all obtalned from s mutunl customer's site. Job cards

were entered from the terminal fo request punch card output of a file
PLOT/TRANS, but cards were punched at ISD rather than at the terminal, Name
of the file was obtained from another mutusl customer. A listing of the
file was then obtzined at the UCC terminal and carried to the perpetrator's
office.

Key words used above:guthorized COPE 36 RJE. terminad INIVAC 1004
unauthorized telephone ~  account code  _gitecode
punch card listing job_cards file
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3.3 Coals, Targets and Results

3,3,1 Hardware

1.
2.

3.
L

[» 9N |
- - - . .

10,

E

12
13.

CPU

Storage

Channels

Controllers
Peripherals

Cables

Terminals
Communicetions devices
Communication circuits
Parts inventory
Monitoring devices
Security devices
Other

g, Unauthorized removel
P. Urnaunthorized usage

¢, Used in unintended ways

d. Umauthorized removal of a copy

Unauthorized modification

Total destruction

e.
f.

g. Reparable damage

h. Not achieved

Q
B
w
g8

Achieved partially

i.

k. Results unintended by suspects

J. Achieved totally

Qlajajaja|la

«Q

alalalajalajajaia

3.3.2 Media

15,

16, Magetic tape (mini or cassette)

7,
18.
19.
20,
21,
22,

Disk packs

Paper tape
Punch cards
Film

Printer paper, cerbon paper

Printer ribbons
Other

R
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3.3.3 Software
22. Application programs
23, System of spplication progrems
24, Library of application programs
25, Job contrel instructions ¢ C c
26, Operating system c ¢ o

27, Supervisor
28, Job scheduler
29, Queueing contrel
30. Interrupt processor

31. Job swapper
32. Resource allocation

33. Storage manager

34, T/0 processors

35, Operstor control

36. Accounting

37. Recovery

38, System initialization
39
bty
I

42, Termiral menager

System bootstrap

Library menager

Job control translator

43. Activity monitor
by
45, Access controller

k6. Authorization controller

Performance monitor
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Do (88 (0 @&a|[B(4 | |[&@
slalolalolalnlalalals
47, I/0 drivers
48, Compilers, assemblers, i
translators
Lo, Utility programs ¢ e ;
50. Other :
3,3.4 Date
51, Stored on-line application files
52, Stored off-line application files
53. Machine~readazble input data ;
54, Machine-resdable output dete r
55. Input data for conversion )
56, Output reports c 1 ¢
57. Operations records
58. Active operating system tables, file c I ¢
59, Security authorization taebles
60, User identification tables
6l. System monitoring files
62, Buffer files
63. Queueing files
6k, Other
3.3.5 Doruments
65. vrstem software manuals l|
66, System user manuals t
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P

67.
68.
69.
70,
.
Te.
73.
4.
75.
76.
7.
8.
79.
.
81,
8a.
83
8k,
85
86,

s e A . e &S

System sofiware specifications
System design documents
System usage saids

System newsletters
Maintenance documents
Herdware manugls

Hardware drawings

Operator instructions

System status reports

Data control instructions
Audit documents

Security documents

Data preparation instructions
Application menuals
Application specifications
Organization procedures, charts
Personnel lists

Published reports, papers
Unpublished reports, papers
Other

a. Unauthorized removal

b, Unguthorized usage

c. Used in unintended ways

d. Unauthorized removal of a copy

e. Unauthorized modification

Total destruction

£,

&. Reparable damage

h., Not achieved

1. Achieved partislly

Case ID 71

J. Achieved totally

s

k. Results unintended by suspects

!;
s
|

3.3,6 Facilities

8e.
81.
88,
89.

Doors
Windows
Walls

Floors

—_ r —
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90,
a1,
92
93
9l
95
9.
97
98,
99.

100,

101,

102,

103.

104,

Py

Ceilings

Locks

Safety equipment

Power supply

Oral communication equipment
Air conditioning equipment
Lights

Security alarms

TV equipment

Photographie equipment
Furniture

Furnishings

Deta keyine devices
Off-line processors

Other
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Case ID _ 7121

3.4 Actions taken by suspects to avoid detection (Tnsert capital letters to

identify participents).

1.

P

=
:

et
R
.

System logs

Security log

Program changes

Date changes

Label or pame chenges
Programs

Data

Buffer contents
Storage contents
Fingerprints, pictures
Waste materials
Moved equipment
Moved media

Moved materials

Telephone circuit usage log

Other

Restore
8.

Change
b.

Destroy
c.

Remove
d.

Fontributed
to

Detection
e,

A

3,4,1 Describe No actions teken to avoid detection

3.4,2 Detection.

b, During acts. @ After acts, time period 1 month
By established detection methads.

@ Accidental discovery,
@) suspects identified, @ Suspects canght.

bt R YR 4 i B

e,

(Circle appropriate letters) a. Before acts could oceur,
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3.4.3 Participents in detection and suspect identification.

bk

3.5

to identify participants.)

1. Computer operations staff
2
3

Security staff
Audit staff

.

-

F

Systems progremming staff
9. Hardware msintenance staff
6, Applications staff
7. Janitorial staff
8. Vendor's staff
9, System ugers

10, Customer support staff

11, Other

Case ID 7153

(Use capital letters

b, Suspect
a. Detection Identification
A
A A

Deseribe detection _Jemes Vernor, manager of customer support ab ISP,

secidently found the punch cards at mutusl customer's site after delivery

there (C had used that customer's account cofe thus idemtifying the cards

a5 belonging to customer). The 1108 log showed time the cards were punched,

Police cbtained the PT&T toll eall log identifying UCC, A search gt UCC

produced the file listing.

Suspects' positions relative to the mcts and systems involved.

(Cirele

appropriate numbers and prefix capitel letters to identify suspects.)

1. Computer system manasgement. _ 2.
cation programmer/analyst. __ L. System desiger,

Company management. __ 3. Appli-
__5. System programner/

analyst. __ 6. Program maintenance. __ 7. Auditor, __ 8. Data clerk.

Security guerd. ___10.

-9

ware maintenance engineer.

Building maintenance worker.

__ 11, Hard-

12, Data conversion operator,

__)3. Computer/peripheral operator. _ 14, Courier or messenger.
__15. Qutside consultant. __16, Company employee (not in computer system

staff).
off-site. __19.
of system,

assoclate employee. __ 23,

Internal customer of system.

17, Vendor's employee, on-site, _ 18, Vendor's employee,
External customer
Business competitor's employee, _ 22, Business

A person involuntarily served or affected by

the computer system. _214. A person voluntarily served or affected by the

computer system., __ 25.

__27. Gther

Sveial or political dissident, __ 26. Other
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3.5.1 Knowledpe and experience of the suspects. (Identify each suspect by a

capital letter, Multiple entries for a single box are acceptable,)

g 12
a8 |4
o i 5
s jlo|d
] o 0
Elol & tH
AlE e |
+2 o} Q
el & &
= 7] 1 3]
A1 e v
L
dHlolw o
- g18|d |@
@ 5 (] [
15 . ol ™ oo
wd » 4 =0
ol 818 (%8 b §§ LE
2rEl8 5|21 22|08
S191518|80% 55 28
AEINEIEE IR MLl
dla |22 1828585
dlotd|a|loled @ |
1, Access to facilities
2. Opera.tion of terminals [ [ [ c c c
3. Operation of peripherals
L. Operation of commmications ¢l ¢l c ¢ o
5, Operation of computer ¢l e
6. Job submission [ ¢ C [ c
7. Access identification cl ¢ o o
8. Data submission ¢l e
9. Data preparation cl o _1
10. Date conversion ¢ C
11. Data control el u |
12, Application program use ol ¢
13. Application program modification el ¢
1k, Application programming ¢l e
15. Systems programming [
16. Operating system modification clec
17. Computer modification cl ¢ -
18, Peripherals modification ¢l e
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19, Terminals modification ¢ le
N
20. Communication modificaticn cle
21, Wiretapping
22, Radiation pickup
23. System security modification
24, System auditing
25, System testing c (c
26, Acquainted with staff
27. Aequainted with users/customers ¢ B
28, Organization procedures i !
29, Steff working schedules
30, System schedules c
31. Independent training course T
3R. Internal training course !
33, Other I

3.6 TFEstimate of value of losses, injuries and damages: $ 15,000

3.7 Changes made in the computer system as a result of thesa mets. Security
increased? fyesy no  Describe Scrambling program used to encypher all

gengitive filegy
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3.9

Most important implications of this case Theft of programs by remote

terminal and telephone, Access knowledge was easily obtained to pose as a

legitimete user, Perpetrators' scts were similar to acts of ISD and UCC

employees accessing each other's computer on numerous occasions, Legal
precedent may be set regarding unsuthorized aceess to commercial services
and trade secret protection weasures for computer progrems.

Additional information C_wns convieted of theft of s trade sescret, fined
$5000 and given o 3 year suspended sentence. Civil damages were awarded

to ISD: $2,750 from C and $290,000 from UCC, Appeels may be gade.
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b2

b2
4.2,1
h.2.2

4,2.3

R

L.2,5

L.2.6

k2,7

2,8

rarv 4, CUre iU 121

COMPUTER -RELATED INCIDENT QUESTIONNAIRE
PART 4, SUSPECT INVKSTIGATION (One form for cach Suspect)

Interviews

Date Interviever Intervievee Location
3/3/71-8/22/72 D. B. Parker C SRI, UCC, varlous
Rackground
Name C Age 31 Sex M

Home address ===-

Telephone m——

Wrrk address UCC, 260 Sheriden Avenue, Palo Alto, CA

Telephone 328=2050
Bducation (Cirele) High scheol 1 2 3 @ years. IocationSalt Lake City
College 1 2 3 @ye&rs. Iocations U.C. Berkeley

Degree Subject Institution Year
BS FE U.C. Berkeley 164

Professional society menmbership
(Cirele appropriate letters) =a. Married b, Separated c¢. Divorced
d. Widowed Single Children: Age ___ Age __ Age
Present employer ucc Years U
Occupation or title Technical Consultant

Age

e

Brief job deseription Customer support and epplication development.

Other business interests

Salary (Cirele a letter) a., less than $6000 b, 6000-7999 . 8000-0999
d., 10,000-13,999 e. 14,000-17,999 f. 18,000-23,939 g. 24,000-29,999
h. 30,000-39,999 h, Lh0,000-49,999 i. More then 50,000

Recent employment (Most recent first)

Enployer Position From To
Noller Control Systems System Designer 66 69
Public Heelth Service Hogaﬁer (It.) 6k 66
Phileo Ford, Palo Alto Electronic Technician 60 6L
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%.2.10 Criminal history, Number of arrests 1 Number of convictiens _ 1 _
Arrest Charges Date Disposition
Grand theft, theft of = trade  2/23/72 Convicted of theft of & trade
secret secret, 12/11/72, $5,000

fine and 3-year probation.

k.3 Suspect's involvement in the incident,

C way directed by mansgement to perform the sct. He planned it snd cerried
it -out alone, Others at UCC knew of his actions.

= L.  Before the acts
4.4,1 Purpote of the acts (Circle eppropriste letters), a. Direct financial gain
by acquiring a negotiable ingtrument or transfer of credit. b, Indirect
finaneial gain by converting results of the ects to finencial gein,
¢. Personal advencement. d, Revenge. e. To support idesls. f. To
right a wrong. @ A challenge. @ Curiosity, i. Self-amusement.

Jo Amusement of others, @ To help somebody else. @ Other gain
competitive adventage

b.h.2 Source of the idea for perpetrating the acts. (Cirele appropriate letters.)
a2, Accident or error demonstrated the possibilities. @ Learned of similar
acts, @ Had performed similar acts. Associates or friends performed
similar acts, @ Associates or friends talked sbout similar acts.

Exposure of the target represented e temptation. Appareat ease of
the acts represented a temptation. h, Other

44,3 Attitude of the suspect towards potential individual, personal victims, if

any. {Circle appropriate letters)Sorry. b, Sympathetic, o. Illostile,
Superior to them. e, Inferior to them. f. Indifferent, g. Other

Ge

4.%,5 Other similer acts suspect wvas aware of.
Ack Saurce
Taking information from and running benchmark Civil case transeript
tests in 15D snd UCC compubers,
€ had been authorized by 18D to access the ISD "
computer previously.
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Cose 1D 7121

4.%,6 Planning. (Cirele sppropriste letters) a. Acts were not planned.
were partially planned. @ Acts were completely planned, 4, Planning was
z full time effort. Planning was a part time effort.

acts was estimabed. g, Risk vas evaluated. h,

Sanctions if caught were

knowm., @ Avoidance of discovery was planned, Jj, Discovery was expected
after the acts were perpetrated. If caught, exposure to family, friends

or associates was feared. @ If caught, public exposure was feared,

@ Certain of carrying out plans, n, Uncertein of carrying out plans.
0, Would be successful even though caught or exposed. Would not be
successful if caught or exposed. Confident of suceess, », Not
confident of success. Wes not aware of criminal nature of the acts,

t. Was not aware of unethical, wnfair or immoral nsture of the acts.

@ A change in protection of the system could have aborted plans. v, New
knowledge required, @ New knowledge not required. x. New skills
required. @ New skills not required, @ Planning included other

participents. * Act planned from a pesition of trust.

4.4,7 New skills acquired None

k,4,8 New knowledge acquired Nome

4,4,9 Collusion (Place an fsterisk before name of the planning leader if not the

suspect )
Name Relationship to Suspect

Nature of Involvement

4.4,10 Date act was first conceived 1/19/71

By whom €

Lk, 11 Planning period. From 1/19/71

4,5  During the acts
4.5,1 Period of time to conduct the acts (datc, time).
to 6330 p.m.
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4,5,2 Actions {Cirecle appropriate letters) a., Compulsive, b. Frightened.
@ Confident, @ Methodical. e. Disorganized, @ Followed plaus.
g. Deviated from plans, Encountered unexpected situations, 3, Awre
of witnesses, J. Careful to remove evidence, @ Not concerned with !
evidence, Q In collusion with others, m. No collusion, n, Required ¢
cooperation of innocent pegple. @ No cooperation of others required,
(p) Actions were sgainst a system, ¢. Actions were sgainst people,
Posed or disguised ms somebody else. g, Acted under his own identity.
4, TFeerful of detection, @ Yot fearful of detection. v, Successful,
@ Partially successful, x. Not successful,
4,5.3 Collusion in the acts (Place an asterisk before name of the leader if not
the suspect)
Name Relationship to Suspect Nature of lnvolvement

4,54 Witnesses

Name Relabionship to Suspect Neture of Involvement

%.5.5 Suspect disguised or posed as User ab mutuel customer's gite.

4,5,6 Mistakes and deviation from plans _C requested punch cards not knowing they
are produced at ISD rather than at his terminal,

4,5.7 Reasons for success or failure Detailed knowledge of system et ISD L t failed

Lo _remember punch card service limitations.

L,6  After the acts

k.6.1 (Circle appropriate letters) Eager to discuss his actions, b. Willing
to discuss his actions. c. Unwilling to =upply information. @ Teft the
scene of his actions normally. e, ILelt the scene in haste or sbnormally,

Page b=l




Case iD 7121

f. 8ees himself as a hero, Is remorseful, h., Is self-righteous.

i, Is indifferent, Jj. Ts elated. @ Shows animosity toward victims,
@ Shows animosity foward other involved parties. m, Believes his actions
were appropriate Tor the ircumstances. @ Feels he wvas wrong in his
actions., o. Would repeat the acticns under similar circumstances,

Viould never repeat his actions. @ Willing to meke reztitution.

r, Not willing to meke regtitution. s. Feeals he made a net gain

towﬁrds his objectives. Suffered o net loss towards his objectives,

4,6.2 What did the suspect fear most (Runk by numbers or leave blank if not

applicable) .,
___ Discovery of the act
b. . Exposure of him as the perpetrator

¢. ___ FHarm to others )
d. ____ Punishment i
e. __ Publicity
f. __ Other
g __ Other :
4,6,3 Feelings towards other involved parties {.;
Name Feelings !
Prosecutors Unfair use a3 & test case of a new law

4,6.4 what circumstences would have stopped the suspect's actions?
If C's management had not insisted he get & copy of the program that dey.
Another copy would have been available the next day. Proprietary
identificetion of the file would have stopped C,

4,6.5 Alternative amctions suspect could have taken:

Action Reason for Rejection

Walt to get a copy mnother way. C was urged by management to get a cory even
Becone convineed UTC didn't though he didn't think he needed it.

need 8 copy.
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Part 1. Case ID 7042 Coding

Eerliest Date of Act 5/28/70

Date of This Report 12/14/72

|
|

Revised Date

COMPUTER-RELATED INCIDENT QUESTIONNAIRE :
PART 1. CASE IDENTIFICATION

1.1 Case pame Assigned GO TO
1.2 Brief case description Unauthorized terminal access to the operating system

of a commerniel time-shering service via leased telephene line by a former

customer and systems programmer employee of the service firm. System files

were taken and numerous crashes caused.

1.3 Key words extracted from 1.2

_unguthorized terminal operating system  timeesharing
telephone employee customer erashes

1.4 Names of computer systems involved {operating organization and gemeric type) |
GE 400 time-sharing system

1.5 Case locationg., Cities and locel sites of acts, targets, perpetrators

1.6 Participants, Vietims, suspected perpetrators, prosecutors, witnesses

Role pilayed Kame Title, Address, Telephone
A Vietig Time-gharing_coupany
B Suspect Customer ;;
C Suspeet Systems_programmer employee
D Prosecutor Byron Trapp hse't U, S, Attorney, Post Office Building,

Cincinnati 45202

Page 1-1
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1.7

1.8

1.9

1.10

R

Type of investigaticn and sources, Identify all epplicable items by

inserting names of sources and dates

On-gite investigetion A

Dates

12/akj72

Case ID 70Lo

Telephone cells A, B

1/o7/72

Letter correspondence A, B, D

il/72, WT/72

Face-to-face interview A 12/14/72
Direetly quoted A, B 12/14 /72
Document extraction News clippings

terminal printout 12/1k/72
Autbors of this guestiomnaire Donn B, Parker
Revision by
Case investigators Donn B. Parker
Case documents Locetion

Computerworld articles

Parker case file

t

Terminal printout of penetration example
Ietter: Trapp to Parker 4f27/T1

n

letters: Parker to Trapp, A, B
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2.1
2.1.1

2.1.2

2.1.3

2,1.h

2,1.5

2.1.6

2.L.7

R T A LR e s

Cage 1D 70l

COMPUTER<RELATED INCIDINT QUESTICHWAIRE
PART 2, ENVIRONMENTS OF THE ACT

Computer systems involved in the case. (Use one form for each system)
System identification A's GE 400

Operating Facility CFU Vendor, Mode of Purposes

Orgenization Locations Model, Storage Operation

_A _ Cityofa  GELOO  Time-sharing  Commercial
——gervice

Peripherals pertinent to the case

Operating system, options, modifications, add-ons
GE 400 time-gharing gystem modified by A

Software packages pertinent to the case Fortran compiler, system utilities

Terminals pertinent to the case

No. Make Model  Location Ommership Purposes
Teletype 33, 35 City of B B's employer Time-sharing

Conmunication system (multiplexers, concentrators, eircuit types, and their
locations) Multiplexer in B's ecity, operated by C, leased long line to A's

city, concentrator in A's city

Type of computer system application, (Cirele letters. More than one type

may epply et @iiferent times.) a. Transaction system. b. More than one

transaction subsystem. c¢. Transaction subsystems and programmer access.
Programmer access at epplication languege level. e, Programmer access

at machine language level, f, Other

Page 2.1




2,1.8

2,1.10

2,111

2.1,12

Cuse I 70h2

Type of access suthorization eontrol., {Cirele letters, More than cne type
may spply at different times.) a. None. Centralized authority
granting, c. More than one can grant authority. Individual users can

authorize others. e. Other

Security levels present. (Circle letters. More than one type may apply at
different times.) 8, System and contents open to 211 users. b, Part of
system and/or contents requires authorized access and part is open to
general access, c¢. More than one level of authorized access in addition
to generel access. @ More than one level of suthorized access and no
part is open to general access. @ All secess must be authorized,

£, Other

Degrees of confidentielity of the eontents of the system, (Cirele all
appropriate letters.) a. U,S, Government clegsified (national security),
b, Personel or organizational safety (compromise would cause personal
unrecoversble injury or death or orgenizational failure). Personal
or orgenizetional integrity (unrecoversble injury, damage or loss).

Personal or organizational recoverability {recoverable injury, damage or
logs). é Personal or organizational convenience (irritetiomal injury,
damage or loss). f. Public domain (no confidentiality)., g. Other
Number of employees dedicated exclusively to computer system protection
(Supply numbers), EDP auditors &.____ Guards b, _____ Data validation/
control clerks ¢, Other 4,

Staff contacts (operations, systems, applications, hardware maintenance,
EDP audit, security) A

Page 2-2

[
ik




2.2

"Quick-check” system characteristics (Use one

System identification _A's GE koo

Case D042

set for each system)

{¢irele eppropriate numbers)

Local batch
Remote betch
Time-gharing
Multiaccess

E®rr

Time=-slicing

o

Multiprogrammed

Multiprocessors

-3
.

Single mode of operation

9. Multimode, simulteneous
10. Multimode, sequential
11, Network-comnected

3.
3h.
Gs)
36,
3.
38.
39,
10,
b,
k2,

13,

12. Hierarchically-comnected, head end 3,
13. Hierarchically-connected, subsystem }5.

(1&) Data communications used
(iz) Multiplexers on-site

16, Remote Multiplexers

1%, Concentrators an-site
QQ;;Remote concentrators

19, High speed circuits (9600 bps)
(39: Low speed circuits (<5600 bps)
(éi) Dial-up circults

22, Private cirecuits

@ Leased circuits

24, Mierowave

25, Half duplex

26, Full duplex

27. Synchronous

28, Asynchronous

@y Conversationel terminals

30, Batch or job terminals

31. Transaction terminals

32, Graphics terminels

k6,
b7,
38,
g,
5.
51,

)
4

53.
sk
5.
g,
57,
X

22 R P

Page 2=3

Telemetry terminals

Real-time, process control terminals
Conversatiocnal terminal response
Performance monitoring devices
Tape drives

Disk drives, permanent

Digk drives, removable

Mognetic drums

Add-on core storage

Paper tape

Mess storage, optical
Multivendor central configuraticn
Paged storage, hardware

Peged storage, software

Virtuel storage, hardware

Virtual storage, software
Relocation feature

Hardware storage protection
Privileged instructions
Continuous operation

First shift only

Two shifts

Three shifts

Weekend, holiday operation
Dedicated to one (few) applications
Business applications

Engineering applications

Research applications

Integrated file applications
Process conirol epplicalions
Transaction applicetions

U,8, Covernment elassified processing



65. All access local to system

@ Service buresu operation
68. Operation shared with other companies
69. Operation by a service company
@M&intena.nce by CPU vendor
TL. Maintenance by independent service
72. Multivendor maintensnce
73. In-house maintensnce
@; CPU-vendor supplied operating system
75, Independent vendor operating system
76. In-house operating system
@ Modified vendor operating system
78, More than one operating system used
75, On-line user-program librery

J On=line applicatlon files
31. Files encrypted
82, Data encryption optional

99.

=
103.

10k,
105.

106,

108,

109
110,

83. Date commnication hardware eneryptionlll.
84, Data communieation goftware encryption

@ Terminal identification by hardwere
Terminel IOGON by

86) User I

_S_'L,) Password

83. single-uge password

@9 Aceount eode

@; Site code

9. Dialog with user

92, Time limit

@‘Error 1imit

g4, Portable key or card
95. Security features integrated in 05
96, Security features added on
07, Security features in ileoleted modules
@Centr&lized access authorization

Page 2.l
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Case ID ToH2,

Decentralized access authorization

40—0-? 0S isolated from users

Multiple customers (corporations) ,

Users' jobs isolated from each
other

@ ; ¥ile access restricted by

authorization

First write before read date
protection

Storage erasure after use

1/0 buffers, registers clearel
after use

Access authorization date in files
Access authorizetion in file
index tables

User access to assembly-level
language

File activity tracing or anditing
Security monitoring of system use
Real-time human wonitoring of
security

Console dediceted to security
functions

Remote back-up storage of

116,

n7.

118,

(13.)0perating system

11k, Application programs

éz Deta files

Removable storage devices stored
local to drives

Positive door acecess eontrol to
facilities

Programmers' and operators'

work areas separated



et et e R S S ey i R s v v m T . e e - P P

Case IDqohe

COMPUTER-RELATED INCIDENT QUESTIONNATRE
PART 3. DESCRIPTION OF THE ACTS AND DETECTICN

3.1  Type of act. (Circle applicsble letters)
Unauthorized use of the services of computer systems.
b. Unsuthorized sale of the services of computer systems.
@ Unauthorized teking of information, computer programs or property or
eopies thereof.
d, Direct financial gain by taking negotiesble instruments or transferring
monetary credit, |

Vandelism.

f. Other

3,2 Access and methods used to perpetrate the acts

3.2.1 Is physical access to the sites of the acts applicable and pertinent to
this case? no

3.2.2 Physical access: times and days various
(Circle aporopriate letters and prefix capital letters to identify suspects)
__a, Covert access. g_@ Overt access, C_@ Authorized.
_d. Unautborized, __ e, Assisted by others, ___f. Tools or devices
used to gain entry, C_@ Observed by others. __ h, Impersonation used.
_i. Access repor.ed to responsible persons, When?

___J. Diversion tactics used. Describe

3.2.3 Were the sites of the acts protected by: (Circle appropriate letters)
Locked doors. b. Guards, e, Elect.ronic/opticsl devices, d, Not
protecied. T 2scribe

3.2,4 Methods and devices used: (Circle appropriate numbers and prefix capitel
letters to identify suspects) B On-line, __ 2, Off-line,
B Conversational terminal. __ 4. Trensaction terminal. _ 5. Job 1'
entry terminal. ____6. Computer console. __ 7. Security console. 3
___B. Supervisory terminal. __ 9, Maintenamce console, 10, Direct
menual action. __ 11, By issuing instructions to other people.
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Case 1D 10&2

_ 12, off-line progrem manipulation. ___13. Off-line job control

manipulation. B Terminal commands. i@ Immediate results,

___16, Delayed results, __B_@ On-line program manipulation, ;
By impersonation, _ 19, Progrem impersonation. 3_@ Operating

system penetration, B Violation of program boundaries.

_ 22, Violation of data storage boundaries, B Violation of

parameter value ranges, _ 24, Simuletion of an authorized function,

_B_@ Covert. __ 26, Overt, __E_@ New program. _ 28, Existing

program. Utility program, _B_@ Unauthorized use of identifice-

tion codes. B Covert use of communication ecircuits.

__ 32 Disguised as an accident. _ _33. Accident or error used.

__34. Overloading of & system activity, __ 35. Overloading of a mapual

activity., __ 36, Diversion used, 37, Input data manipulation.

___3B. Output modification. B Subversion of protective features.
40, Procedural modification, __Ul. System breakdown (cresh) necessary

for perpetration of the act, B Standard operating procedures used,

B Non-standard operating procedures used. __ 4k, Information,

programs or property taken from a person by force, __145. I~formation,
progrems or property tehen from & person by deception. __ 46, Other —

3.2,5 Narrative description of methods and devices usedfccess was made using i

known passwords and capture of a leased line, Fortran allowed execution of

an essigned GO T0 transferring control to user's COMMON where data was
executed that referenced an illegel address. This caused an interrupt at

vhich point the operating system waes ceptured in Master Mode, sten and
user files were obtgined and the system was crashed on numerous gecasions.

3.2.6 Xey words used above:passwords Fortran G0 TQ
COMMON illegal pddress = interrupt operating system
Master Mode uger €iles craghed

Page 3-2
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Case ID oh2

3.3 Goals, Targets and Resulis

d. Unauthorized removel of a covy
Total destruction

8. Unauthorized removal

b. Unauthorized usage

¢. Used in unintended ways

e, Unauthorized modification

g. Reparable damage

h. hNot achieved

i. Achieved pertially

Jje Achieved totelly

k. Results unintended by suspects

f.

3,3,1 Hardware
L. CRU
2. Storage
3, Channels
Iy
5. Peripherals
6. Cables

7. Terminals

-]

[=-]
w

w

Controllers

8. Comunications devices

9, Communication circuits

10, Parts inventory

1). Monitoring devices

12, Securlty devices '
13. Other i

3.3.2 Media
15, Disk packs B ; lp

16, Magnetic tape (mini or cassette) i ' |

17. Paper tape i

18, Puneh cards !

19, Fila [ i

20, Printer paper, carbon paper l -

21, Printer ribbons Y

22. Other i ]
Page 3-3
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Case ID 7042

a. Unauthorized removal

b, Unauthorized usage

¢. Used in unintended ways

d. Unsuthorized removal of a copy
e, Unauthorized modification

f. Total desiruction

g. Reparable damage

i. Achieved partially

3. Achieved totally

k. Results unintended by auspects

h, Not achieved

8.3.3 Software
22, Application programs

23. System of application programs

24, Library of application programs

25, Job control instructions B 3

26. Operating system

2. Supervisor
28, Job scheduler
2%
30, Interrupt processor B B

Queueing control

3i, Job swepper
32
33
34, I/0 processors
35. Operator control
36
37. Recovery

38, System initislization
39. System bootstrap

40, Library manager

k1, Job contral translator

42, Terminal manager

Resource allocation

.

Storage menager

Y

Aceounting B B

43, Activity monitor

L. Perfornance monitoy

45, Acecss controllor B B Bt

L6

Authorization controller
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50,

3.3.4 Data

51,

52

93

5k,

55+

56

E 57
1 58
59.

‘ é0.

P

62,
63

3.3,5 Documents

65,
€5.

k7. 1/0 drivers
48, Compilers, assemblers,

translators
kg, Ubility programs
Other

.. Unsuthorized removal

b, Unauthorized usage

¢, Useld in unintended ways

d, Unauthorized renoval of a copy

e. Unauthorized modification

f. Total destruction

Case ID Toh2

1. Achieved partially

Z. Reparable damage
h, Not achleved

+ Results unintended by susvects

3. Achieved totally

1

.

Stored on-line application files

Stored off-line application files
Machine-readable input data

Machine-readable output date

Input deta for conversion

ODutput reports

Operations records

Active operating system tables,file‘
Security suthorizetion tebles

Uger ideatification tables

System monitoring flles
Buffer files

oW w W

O |W jor (o |5

Queuelng files
Other

System software manuals

System user menuals

Page 3-5
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'3,3,6 Facilities

86.
81.
88.
89.

System software spacifieations

System design documents

. System usage aids

Systen newsletters
Maintenance documents
Herdware menuals

Hardware drawings

Operator insiructions

System status reports

Data control instructions
Audit documents

Security documents

Data preparation instructions
Application manuals
Application specifiecations
Organization procedures, charts
Personnel lists

Published reports, papers
Unpublished reports, papers
Other

Case ID70k2

Doors
Windows
Wells

Floors
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Case JD 7042

3,4 Actions taken by suspects to avoid detection (Insert eapital letters to

identify participants), Fontributeﬁ
to
Restore | Change |Destroy| Remove | Detection
a, b. C, d, €

System logs

Security log

-

1
2
3. Program chenges
4, Date changes

5. Label or nam: changes

Programs

Data

Buffer contents
Storage contents

- O

10
1
12
13, Moved media

14, Moved materials
15, Telephone cireuit usege log A
16. Other

Fingerprints, plciures

Waste materlals

Hoved equipment

.

-

3.4,1 Describe System crash disguised access. Telephone cficuits were used for
short periods to avoid tracing.

3.4,2 Detection. {(Circle appropriate letters) a. Before acts couid occur,
During acts. ¢. After acts, time pericd .
d. Accidental discovery. By established detection methads,
@ Suspects identified. Suspects caught.

Page 3-8



3.4,3 TParticipants in detection and suspect identification.

3.k

3.5

to identify participants,)

[

Seourity staff
Audit steff

= w
N

Applications staff
Janitorial staff
Vendor's staff

System users

Customer support staff
Other

Systems programming staff

Hardware maintenance staff

a. Detection

‘Case D 7042

(Use capital letters

b. Suspect
Tdentification

Computer operations staff A

A

Describe detectionDetectjon was made by telephone company which trgced

leased line calls,

Suspects' vositions relative to the acts and systems involved.

(Circie

eppropriate numbers and prefix capital letters to identify suspeets.)

1.
cation programmer/analyst,

Computer system manegement, A

Company management.,
__h, systen designer. £@ System progresmer/

2(G) -

analyst., __6. Program maintenonce, __7. Muditor. __8. Data clerk,

___ 9. Security goard. __10. Building maintenance worker.
12,

ware meintenance engineer.

_11., Hard-

Data coaversion cperator.

13 Computer/peripheral operator. __lh. Courier or messenger,
___15. outside consultant. __16, Company employce (not in computer system

staff), _ 17T.
off-gite, C

of system, B
associate cmployee. _ 23.
2k

__25,

the computer systen,

computuer systom,

Susiness competitor's employee.

Yendor's employee, on-site. _18. Vendor's employze,
Internal custeomer of system. l@ External customer
22.

Business

A person involuntarily served or affeected by

A person voluntarily served or mffected by the

Other

Socinl or politicul dissident, __ 26. Other

.2t

Page 3-9
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Case ID qo4e

3.5.1 Knowledge and experience of the suspects. (Identify each suspect by a

capital letter. Multiple entries for a single box are acceptable.)

o )
gleld |2
dlels |3

o %4 @
[} ] [
] ,?: 14 H
28]y B4
“lal® |8
alald |s
g ldln Y
E|B|s |
3i8i% | %
3 O|E]%|% |3
N 'ﬁ o | = oo
el £ -3 =0
THEEER
AR AE AR AR EEREY
Slel3 5|28 53|28
AR IR I e
ERETERERRIEEREE
dlolalmleoield |2
1, Access to facilities cl¢ ¢ |C (¢
2, Operation of terminals BC BC {BC [BC
3, Operation of peripherals
4. Operation of communications c {cC ¢ lc lc
5. Operation of computer c|C [4
6, Job submission BC BC {B¢ | BC
T. Access identifieation C | BC BC |BC | BC
8, Data submission
9, Dete preparation
10, Data conversion | ]
11, bata control
12, Application program use C | BC BC |BC | BC
13, Avplication program modification B¢ |Cc |B IBC [BC.
1k, Application programming c | BC BC [BC [ BC
15, Systems programiing 4 c 4
16. Operating system modification o ¢ I c
17, Computer modification
18, Peripherals modification

Page 3-10
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3.6
3.7

19,
20.
21
22
23,
2k,
25,
26
27.
28,
29,
30.
3L
32.
33

-

Estimate of value of losses,
Chenges made in the computer

increased?

Terminals modification
Conmunication modification
Wiretapping

Radiation pickup

System security modification
System guditing

System testing

Acquainted with staff
Aequainted with users/customers
Organizetion procedures
Staff working schedules
System schedules

Independent training course
Internal training course
Other

et i " e it ot e b AL MR . G

Case IDTO42

e. Of systems invelved in these acts
f. Necessary te cccomplish the actis
g. Faulty knowledge or error resulting
h. Faulty knowledge or error resulting

injuries and dameges: $

DescribeThe lack of system protection from assigned
GO TO's has not been made at A or at any other GE 400 commercial time=

o
3 8
o H s} [ o
Blg|g|s H]|ED
gl g |8 {d Ial [
LAEAR AN 31 BE
SHME kL |
gidi2 |3 Al &A
diloleld
j
i
]
t
i
CJC c |C
c|C c IC
¢ |c c jc le
cic c |c
cilc c {Cc |C
system as a result of these acts., Security

sharing service.

Page 3-11
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3.8 Mest important implications of this case Ease of ¢’ gaining knowledge, skill,

3.9

B

Case ID 7042

access. Use of peor system design or poor implementstion resulting in
incomplete handling of illegel program practice,

Additional information A is being acuuired by Rapidata, Feirfield, New
Jersey.

Page 3-12
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INTL M4, L3 b mhe_

COMPUTTR-RELATFD INCIDFNL QUESLTICHNATRE
PART 4, SUSPECT INVESTIGATION (One form Zor each Suspeat)

b1 Interviews

Date Interviewer Intervievee Location
11/27/72 D. B, Parker B By telephone

4,2  Background
k.2,1 Neme B Age 21 Sex M
4.2,2 Home address

Telephone

L,2.3 Work address

Telephone
h.2,4 Education (Circle) High school 1 2 3 years., location '
College 1L 2 3 U years. Iocations

Degree Subject Institution Year

Professional society membership

4.2.5 (Circle eppropriate letters) a. Married b. Separated ¢, Divorced
d, Widowed e. Single Children; Age  Age Age Age

— T e POV

4,2.6 Present ewployer Another time=gharing firm Yenrs

Occupation or title

Brief job description

4.2.7 Other business interests P

4.2.8 salary (Cirele a letter) a. 2less than $6000 b. 6000-7999 <. 8000-6999
d. 10,000-13,999 e, 1k,000-17,999 f, 18,000-23,999 g. 24,000-29,999
h, 30,000-39,999 h, k0,000-49,999 i, More than 50,000

4.2,9 Recent employment (Most recent first)

Employer Position From To

Page 41




Case 1D 70L2

4,2,20 Crininal history, Huwber of arrests 1 Number of convictions 9
Arrcst Charsec Date Disposition
Transmisgion of stolen 7/29/70 Charges dropped

properties interstate by wire

k.3 Suspect's invelvement in the incident.
B conspired with C to gain knowledge to penetrate the operating system in
Master Mode from his terminel. He penetrated the system on numerous
occasions teking system files, user files and crashing the system, It is

suspecied the acts were maliclous mischief, He had been usﬁi_r_lg__t%he service
legitimately as a high school student end was then employed by & competitor
of A,

L4  Before the acts

4,4,1 Turpose of the acts {Circle appropriate letters), a., Direct financial gain

by acquiring & negotiable instrument or transfer, of credit. b, Indirect

finaneial gain by converting results of the acts to finaneial gain,

m

c. Personal advancement. d. Revenge. e, To support ideals, f., To

right e wrong. A challenge. @ Curiosity. @ Self-omusement, )

J. Amusement of others. k., To help somebody else. 1. Other

L, b2 Source of the idea for perpetrating the acts. (Cirele appropriate letters.)
a., Accident or error demonstrated the possibilities. b, Learned of similar
acts. c. Had performed imiler ects, Associu.tes or friends perlormed
similer acts. &, Associates or friends talked about similar acts.

Exposure of the target represented a temptat.on. Appa.z-ent eage of
the acts represented & temptation. h, Other

4,k,3 Attitude of the suspect towards potential individual, personal vietims, if
any. (Circle appropriate letters) a. Sorry. b, Sympathetic, ¢, Hostile,

d. BSuperior to them, e. Inferior to them, Indifferent. g. Other i

4. 4.5 Other similar acts suspect was awar> of.

Act Source
Test penetration of the system by a systems C as described by A

programmer employee of A
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%.4.,6 UPlanning. (Circle appropriate letizrs) a. Acls were nol planned. b, Acts
were partially platmned, @ Acts vere completely planncd, d, FPlanning woag
a full time effort. Planning was e part time erfort, f. Cost of the
acts vac estimated, g. Risk was eveluated. h. Sanctions if caught were
knowl, @Avoidance of discovery was planned, j. Discovery was expecled
after the acts were perpetrated. k, If caught, exposure to family, friends
or ossociates was feared, 1, If caught, public exposure was feared.

,Certein of earrying out plans, n, Uncertain of carrying out plans.
0. Would be successful even though caught or exposed. @ Would not be ;
successful if caught or exposed. @ Confident of success., r. Not ‘
confident of success, Was not awere of criminel nature of the acts. '
t. Was nut aware of unethical, unfair or immoral nature of the actg,
@ A change in protection of the system could have aborted plans, @ New
knowledge required, w. New knowledge not required. x. Tew skills

required. @ New skills not required. @ Plenning included other

participants. @ Act planned from a position of trust,
44,7 New skills acquired

4.4.8 New knowledge acquired Fortran weskness, interrupt specirications, Master

Mode. operating system organization, use of leased telephone circuits, 4

4.4.9 Collusion (Place an esterisk before neme of the planning leader if not the

suspect)
Name Relationship to Suspect Nature of Tnvolvement
* G Friend transfer of lmowledge

4.%.10 Date act was first conceived

By whom

4.%.11 Planning period. From to

.5  During the amcts
4,5.1 Period of time to conducl the ects (date, time), From _ 5/28/70

to 6/23/70
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k.5.2

4,53

h.5.5

h.5.6

5.5.7

4,6
h6.1

Case Ip TO42

Antions (Cirele appropriate letters) a. Compulsive. b, Frightened,
c. Confident,

Methodiezl, e. Disorgenized. @Fo].].owed plans,
g. Deviated from plans. h., Encountered unerxpected situations, i. Aware
of witnesses. Jj. Careful to remove svidence, k, UNot concerned with
evidence, @ In collusion with others, m. WNo collusion, n., Required
cooperetion of innocent people, @ To cooperation of others required,
Actions were ageinst a system. g, Acuvlions were against people,
Poged or disguised as somebody else, s. Acted under his own identity.
t, Pegrful of detection, w, Kot fearful of detection. @ Successful.,
¥, Partially successful, =x, Not successful,
Collusion in the acts (Place an asterisk before name of the leader if not
the suspect)
Name Relationship to Suspect Nature of Involvement
C

Witnesses
Neme Reletionship to Suspect Nature of Involvement

A's computer operabtor none obgerved craghes

Suspect digguised or posed as A's sysbem programmer

Mistakes snd deviation from plans Used the leased line long enough to be

traced

Reasons for sucecess or failure Successful becguse of detailled lmowledge of

the system

After the acts

(Cirele eppropriate letters) a. Eager to discuss his actions. b, Willing
to discuss higs aetions, @ Unwilling to supply information. Left the
scene of his actions normally. e. Left the scene in haste or zbnormally,
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vuge 1H )

f, GSees himself ag & hero, pg. Is remorseful., h, Is self-righteous,
Is indifferent. j. Is elated, k. Shows enimosity toward viztims,

1. Shows animosity toward other invelved parties, m. DBelieves his actions

vere appropriate for the circwnstances. @Feels he was wrong in his

actions. o. Would repeat the actions wnder similar circumstances.

p. YWould never reveat his actiong, q. Willing to make restitution,

r. Not willing to make restitution. s. TFeels he made a net gain

towards his objectives, t. Suffered a net loss towsrds his objectives,
4.6.2 What d4id the suspect fear most (Rank by numbers or leave blank if not

appliceble)
a, ___ Discovery of the act
b. __ Exposure of him as the perpetrator
e, ___ Harm to others
d. ___  Punishment
e. __ bublicity
. __ Other
g, __ Other
%,6,3 Feelings townrds other involved parties
Name Feelings

4,6.4 Wnat circumstances would have stopped the suspect!s actions? His

awereness of detection

4.6.5 Alternative actions suspect could have taken:

Action Reason for Rejection

Fipanciel gein from his acts
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