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Introduction 

Unauthorized acts involving computer systems result or could result 
in losses, damages, or injuries and are occurring with increasing frequency 
and seriousness. This is caused by the increasing numbers of computers, 
the proliferation of computer applications in vital and sensitive activi
ties of society, and the lagging means and resources applied to protection. 
Unauthorized acts range from criminal acts as defined by criminal law to 
civil disputes, acts resulting in private sanctions, and disputes between 
people or organizations. 

These acts involve computers in three ways: 

• A computer can be the subject of the act such as in vandalism 
causing hardware damage, software failures, or media (data 
and their containers) losses. 

• A computer can represent a unique environment in which an act 
can occur—such as the theft of a computer program. 

• A computer can be used as a tool in the perpetration of an 
act where the act and its results may -»t be associated with 
computer processing. 

It is important to investigate and study real Incidents. We gain 
insight for developing the methods to deter, prevent, detect, and recover 
from incidents resulting in losses, injuries, and damages; and we justify 
the expenditure of appropriate amounts of resources. This empirical ap
proach of studying real cases is as important as the theoretical and con
ceptual approaches to solving the problem, Whether the acts studied are 
intentional or accidental is of less interest than the ways that they 
occurred; however, intentional acts represent more of a challenge to 
detect and prevent, and protection from them also is protection from 
accidental acts. It is important to limit investigations only to in
cidents where new insights may be gained. However, it is important to 
record all incidents to determine frequency and occurrence. 
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Four levels of activity are suggested: 

• Record all discovered incidents 
• Analyze each incident to determine if further investigation 

is warranted 
• Investigate in detail and document selected cases 
• Aggregate findings to support theories and approaches to 

problem solution, 

A computer-related incident investigation questionnaire has been 
designed to document detailed investigations in a standard form and to 
facilitate aggregation of findings. The questionnaire is, however, too 
detailed and highly structured to be filled out during the investigation. 
Rather, it should be used as a guide to ensure completeness of investiga
tions; it should be filled out from field notes and recollection follow
ing investigations. It consists mostly of objective questions with mul
tiple choice answers as an aid to aggregate information over all cases 
investigated and to facilitate standardization of terminology. Sections 
for subjective, narrative descriptions are also provided where appropriate. 
Key word extraction and space for coding the narrative content provide 
means for extracting objective, standardized information even for these 
sections, (See Appendix A.) 
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Sources of Incident Reportings and Information 

Source Reliability 

One of the important purposes of incident investigations is to 
separatt fact from fiction to avoid wasting security resources to pro
tect against fictitious or distorted threats. For example, even in 
reputable publications such as the Harvard Business Review or technical 
conference proceedings, otherwise respected authors frequently report 
incidents that have no basis in fact, are untrue, distorted, or ir
relevant to computers. The use of newspaper clipping services will re
sult in a deluge of irrelevant information especially about computer 
errors unless well-trained people are employed to separate the different 
categories of information. Newspaper articles are usually inaccurate 
and distorted and should not be relied on except as indicators that some
thing of interest may have happened. Incidents documented only from the 
public media should always be classified as unverified. Personal, direct 
contact with a reliable source such as a participant in or witness to the 
Incident is required to classify a case as verified. 

Locating Sources 

Finding sources of information includes finding people and documents. 
Always start with the telephone and write letters when there is time. 
People can he located from information in newspaper articles, from police, 
and from court records. Telephone information operators are surprisingly 
helpful in locating people and organizations. Standard library reference 
hooks help in locating organizations. Ask secretaries, telephone operators, 
librarians, and clerks for more information than you expect them to have. 

Or.e kind of source comes from having governmental authority where 
laws, regulations, or judicial authority force the reporting of incidents 
to an investigatory agency. Another kind functions without this authority; 
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the sources are voluntary, are publicly revealed usually through news
papers, or involve legal actions resulting in public documents. Investi
gations without authority are assumed to be the type this manual treats; 
thus, investigations with authority become a special case. Investigation 
with authority is amenable to the same kind of methodology described here. 
Newspapers, trade papers and journals, police arrest records, and court 
records provide the most comprehensive sources. Publicity of the in
vestigative activities and extensive communication with information 
sources in business, government, and trade and professional associations 
can produce voluntarily reported incidents. However, most organizations 
will deny that they have been the victims of confidentially handled in
cidents and even of some publicly reported incidents. Victims often 
will play down any role the computer may have played because of their 
continued high level of vulnerability through their Electronic Data 
Processing (ECP) activities. Nevertheless, they will often reveal in
formation about incidents where other organizations, especially competi
tors, have been victims. Banks are particularly sensitive victims in 
trying to maintain their fiduciary responsibilities. 

Documents other than from the public media include press releases 
that provide more accurate details and legal documents. It is better 
to get copies of legal documents from prosecutors, lawyers, or victims 
when possible. They can also be obtained from the clerks of the courts 
that have jurisdiction, but they often cost up to $0.75 per page. Nor
mally, court documents can be studied in the court clerk's office. Legal 
documents include: 

• Police crime reports 
• Criminal and civil complaints 
• Police continuation reports 
• Answers of defendants 
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• Search warrants 
• Arrest warrants 
• Court orders and injunctions 

• Affidavits 
• Depositions or declarations 
• Court reporter trial transcripts 
• Memorandums of decisions, verdicts, sentences, and appeals 
• Trial memoranda 
• Appellate briefs and decisions. 

People who may be reliable sources of information cover a wide range 
of roles in an incident. They are listed below in generally the declining 
order of importance, based on actual investigation experience. Helpful 
comments and possible means of contact are also supplied were appropriate, 

• Other investigators who have EDP background and are familiar 
with the case. Start with what has already been learned. 

• Police officers, including detectives and district attorneys' 
investigators, are usually eager to cooperate if they are 
assured of receiving credit for being the source of the in
formation. This is because they attempt to advance them
selves in their jobs by gaining exposure in highly publicized 
cases; however, they tend to be inaccurate on technical sub
jects involving computers and often do not understand the 
real substance of a case, 

• Other investigators including news and magazine reporters 
and v.Titers, but the above warnings about reliable sources 
apply. 

• Suspects and known perpetrators are usually willing or eager 
to talk to objective investigators about their acts if un
constrained by pending legal proceedings. Their stories, 
however, are usually strongly rationalized to justify their 
actions. They probably put as much effort into rationalising 
their acts as in perpetrating them. Information from sus
pects must be strongly balanced with information from the 
other sources. A case report is usually of less value if 
the suspect's story has not been documented. Suspects are 
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usually easy to find unless they are trying to avoid pub
licity. If criminal charges are involved, they can be 
found at their preliminary hearings, Their lawyers are 
often a source of contact. It must be remembered that the 
suspects and perpetrators are the threats on which preven
tion resources are being spent. 
Witnesses with EDP background may have witnessed the plan
ning or at least part of the actions or the results of the 
incident. They may be reluctant to talk for fear of in
criminating themselves or being identified with the case. 
They may be protecting a victim or suspect. It is impor
tant to ask all other participants for names of witnesses. 
Witnesses may be the most objective sources of information, 
but the accuracy of what they saw or experienced must be 
critically evaluated. Often a witness may have only wit
nessed an anomaly in the functioning of the computer system, 
but questioning may still result in important information. 

Witnesses without EDP experience may be of limited value 
when the purpose of the investigation is to aid in develop
ment of computer security. 
Management of corporate victims. It is important to identify 
the appropriate people among management. Different people 
are appropriate for different types of information. Tech
nical information being the most important, it is best to 
start with technically oriented management, It is best to 
ask a person for information only within his area of re
sponsibilities; otherwise the information may be of poor 
quality and the manager may get into trouble by supplying 
it. Victims are normally sensitive to the effects of their 
statements and to the investigator's purposes. 

Individual people are usually not victims in the types of 
incidents associated with computers. 

Associates of suspects and victims will be a help in in
terpreting the information from the participants. 
Lawyers who represent the suspects and victims, and public 
prosecutors are difficult to deal with. Before completion 
of legal proceedings they are cautious in their statements 
and afterwards they are usually not interested in the case. 
They also often attempt to gain information from the in
vestigator and are sizing him up for a possible witness role 
in the trial. Investigators should avoid being witnesses in 
trials in order to maintain their neutral positions in meet
ing with both sides in disputes. 
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Confidentiality 

It is also important to respect confidentiality of sources alien re
quested. A source person should always be explicitly asked to what extent 
he wishes anonymity, or the information to remain confidential, and con
fidential to whom. The investigator should explain as much as possible 
what will be done with tiie information supplied and with the name of the 
source. 
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Timing of Investigations 

the best time to investigate a case is immediately utter all legal 
net ions or after sanctions or final agreement* have been imposed and 
accepted, Unfortunately, this often takes .several years and the value 
of documenting the case may he reduced, ff early itwe* < Jtion is i«-
portant for research ant! development of protection measures, problems 
arise. Although the incident is fresh on the participants' minds, each 
is prolactins and promoting his positions and involvement, am) this will 
last until tl.o case is concluded. 

Figure 1 is a diajjrats showing the sequence of events in legal pro
ceedings. 
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Investigative Methodology 

It is important to find out as much as possible about the suspected 
or known perpetrator. Because the suspect is the threat we are trying 
to protect a system from, the interviewer must discover the suspect's 
knowledge, skills, and access to tho target, which enabled him to per
form the act, Tliis appears to be the best way to reach the goal of 
limiting the population of potential perpetrator and then making computer 
systems as invulnerable as possible against them. An effective study of 
perpetrators could reveal how best to distribute limited protective re
sources. 

Goals 

The goals of investigation ore: 

• Discover the purpose of the act. 
• Discover methods used to perpetrate the act, 
' Determine security features and the environment that was 

violated. 
' Determine the circumstances and methods of detection. 
• Determine recovery actions. 
• Discover the roles of participants and their individu.il 

actions. 
• Document the results of investigation in complete and use

ful ways, 

A mechanism to help in achieving these goals has been developed in 
the form of a questionnaire. It first serves the purpose of a check
list, then a documentation aid, and finally a reference document in 
completed form to be filed. The questionnaire should not be used 
directly during an interview because it forces an unnatural and 
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rigid structure on interviews that has been found to be unproductive and 
impractical; instead, it should be used to document the case from material 
collected and interview notes. 

Preparing for Interviews 

Preparation for conducting interviews can be done by writing brief 
cues on note-taking paper for statements the interviewer wants to Make 
and for information he wants to obtain. The questionnaire provides a 
check-list of items for thia purpose. Numerous schemes can be used to 
direct the interview. A time-saquencad interview will order subjects 
on the time sequence in which the activities took place. Another method 
is to elicit the most important items first. The most productive inter
view, however, should progress in two dimensions; 

• In chronological progression of events 
• From the general to the specific. 

In any case, it is important to establish the identity, purpose, roles, 
and constraints of each participant in the interview. The interviewer 
should rlso have some form of identification and a consistent statement 
about his sponsors ar.d the purposes of the interview. A letter written 
on the sponsor's official letter paper to arrange or confirm the inter
view is the best means to identify the Interviewer and to establish the 
reason for the Interview. 

Interviewing the suspect requires a disciplined approach to gain 
the information required. Ask generic questions before resorting to 
specific questions. This avoids "leading" him. For example, ask such 
questions as "What would have stopped you from your planned act?" rather 
than "If you knew the system timed out on IJOGON procedures, would you 
have given up?" 

11 



Characteristics of Perpetrators 

Certain characteristics have been detected in white-collar criminals, 
the most common type of perpetrators, Their acts tend to deviate in only 
minor ways from accepted behavior of their associates. Perpetrators tend 
to differentiate between dishonest acts that hurt people and acts that 
are harmful to organizations; the former acts are seen as immoral, but 
the latter can sometimes be rationalised. Perpetrators have often ration
alized their acts to the degree of believing they chose an action from 
among alternatives that would result in the least harm and trouble to the 
least number of people or in hurting only people or organizations that 
deserved what they got. 

Precautions 

A word of caution is necessary here, It is easy for an investigator 
to sympathize and identify with the perpetrator and think "there but for 
the grace of Cod go I!" An effort must be actively exerted to maintain 
a sense of perspective and valuer? in the presence of a suspect who has 
expended great effort in rationalizing his acts. A perpetrator can spend 
more energy rationalizing his act than planning or carrying it out. 

Also, there is the danger that an objective, independent investigator 
will be drawn into the case by these participants who have special in
terests. On the other hand, the investigator who can offer help and ad
vice to the participants is more likely to gain cooperation from them. 

General Recommendations 

The following principles summarize the general steps in investiga
tive methodology: 

• Begin the investigation as early as possible 
• Learn as much as possible about the suspect 
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• Become known to as many participants/witnesses as possible 
• Make thorough preparation for each interview 
• Be cautious about involvement 
• Prepare to wait long periods of time for crucial information 

to be revealed. 
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Questionnaire Description and Usage 

The questionnaire is organized in four parts: 

(1) Case identification 
(2) Environments of the acts 
(3) Description of the acts and detection 
(4) Suspect investigation. 

Several copies of parts (2), (3), or (4) may be required to describe 
several acts, environments, or suspects in a single case. Items are 
usually stated in plural. Singular forms should be assumed when appro
priate. Right margins of the pages should be left blank for future 
coding and processing purposes. It may be necessary to fill out the 
forms without revealing names or clues to names of participants. Code 
names may be used for consistency from part to part. Only information 
relevant to the case and purposes of investigation should be entered. 
Answer spaces to questions that are irrelevant should be left blank. 
It is expected that in many cases the forms will be sparsely filled in. 
Also, some redundancy has been built into this questionnaire for valida
tion purposes and to overcome inconsistencies in terminology. Some re
dundancy is a result of unclear and nonstandard terminology used in 
computer technology. 

It is assumed that the investigators are experts in various aspects 
of computer technology and security. The questionnaire is to be filled 
out by investigators trained in the process of on-site and remote in
vestigation of cases. Victims and others involved in the acts, but who 
may not be expert investigators, may be asked to fill out parts of the 
questionnaire to the best of their ability. However, the information 
obtained in this fashion should be used only as an aid in the investiga
tion, and such questionnaires should not be accepted as basis-of-fact 
documents without review and validation by an investigator. 
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The appendix to this manual contains two sets of questionnaires 
documenting actual cases. One case is presented in open, nonconfidential 
form except for the name and address of the perpetrator. All facts are 
public knowledge in this case, and most information came from legal docu
ments and trial transcripts. The other case is documented in a confiden
tial manner even though many of the facts are publicly known. However, 
the charges against the suspect were dropped. 

Persons using the questionnaire must be cautioned to avoid recording 
data that could result in legal actions against them and their employer. 
For example, do not identify any participants in the case unless their 
names and the roles they played have been publicly revealed or their 
written permission has been obtained. 
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Appendix A 

COMPUTER-RELATED INCIDENT QUESTIONHAIRES 
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7121 Part 1. Case IP 
Earliest Pate of Act 1/1^/71 
Date of This lieport 
Revised Date 

±2/4/72-
I/18/73 

COMPUTER-RELATED INCIDENT QUESTIONNAIRE 
PART 1. CASE IDENTIFICATION 

1.1 Case name ISP vs. TJCC Program Theft 
1.2 Brief case descriptions employee of UCR used a W.C. R,TE terminal and 

public telephone circuits to steal a listing of a program stored in the 
ISDicomputer and alleged to be a trade secret of ISP. 

Cociiii: 

1.3 Key words extracted from 1,2 
Employee RJE terminal telephone 
program steal 

trade secret 

l.k Hames of computer systems involved (operating organization and generic type) 
ISD UNIVAC 1108 

1.5 Case locations. Cities and local sites of acts, targets, perpetrators 
Palo Alto, CA, University Computing, site of the act. Oakland, CA, 
Information System Design, location of stolen program 

1.6 Participants, Victims, suspected perpetrators, prosecutors, witnesses 
Role played 

A Victim 

B Perpetrator 

C Perpetrator 

B Accuser 

Name Title, Address, Telephone 
ISD __ 7617 Oakport M., Oakland 94621 

UCC 260 Sheridan Ave., Palo Alto 
328-2050 

President, ISD 

E Prosecutor Charles Herbert Alameda County Deputy District Attorney 

Page 1-1 
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Case ID 7121 

Type of investigation and sources. 'Identify all applicable items by 
inserting names of sources and dates „ f 

On-site investigation UCC, ISP, courts of law 3/3/71-8/22/7S 

Telephone calls UCC, ISP, attorney " 

Letter correspondence attorneys 

Face-to-face interview C, P, police, attorneys, B, 
ISC, VICC employees, 

Directly quoted n T>, pniice, ran, iim 
eiPPlgy??,'? 

Document extraction 

Authors of this questionnaire Bonn E. Barker 

Eevision by Done B. Parker 
Case investigators Donn B. Farter 

Case documents Location 
Complaint Parker files, SBI 
Search warrant " 
Depositions " 
Trial proceedings " 
Judge's opinion " 
Newspaper clippings " 
Investigator's notes 



Cane IP 7131 

COMPUTfcR-RKLATKD BJCIDFJ1T QUESTTOJS.'AIRE 
PART 2. ENVIROriMtSJTS OP THE ACT 

2 . 1 Computer systems involved i n the case . (Use one form for each system) 
2 .1 .1 System i d e n t i f i c a t i o n ISP UMIVAC 1108 

Operating Facility CPU Vendor, Mode of Purposes 
Organization Locations Model, Storage Operation 
ISP Oakland UHIVAC 1108, Batch, remote Commercial 

6UK access computer 

services 
2.1.2 Peripherals pertinent to the case agm words Fastrand arum storage, card 

punch, magnetic tape drives. 

2.1.3 Operating system, options, modifications, add-ons ISP-modified TMIVAC 
EXEC II 

2.1.1i Software packages pertinent to the case PLOT/TRAMS file containing 
programs PPTGiM, PLTKHS, PLTCEfl (515 lines of FORTRAN code) 

2.1.5 Terminals pertinent to the case 
Ho. Make Model Location Ownership Purposes 

UHIVAC lOOlf various customer sites RJE 
CalcompfttT&T 201 D Modem. Calcomp 633 Plotter, 621 Receiver 
COPE ft Palo Alto UCC BJE 

2.1.6 Communication system (multiplexers, concentrators, circuit types, and their 
locations) dial-up circuits 

2.1.7 Type of computer system application. (Circle letters. More than one type 
may apply at different times.) a. Transaction system, b. More than one 
transaction subsystem, c. Transaction subsystems and programmer access. 
f d j Programmer access at application language level, p j Programmer acces 
at machine language level, f. Other 
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Case 11)7121. 

2.1,8 Type of access authorization control. (Circle letters, Korc than one typu 
rcny apply at different tiises.) a. Hone, / b j Centralized authority 
granting, e, rtore tlian one can grant authority, d. Individual users can 
authorize others, e. Other 
Security levels present, (Circle letters. More than one type tray apply at 
different tines.) a. System and contents open to all users, b. rart of 
system and/or contents requires authorized access and part is open to 
general access, c. More than one level of authorised access in addition 
to general access, d. More than one level of authorised access and no 
part is open to general access. /e\l All access must be authorized. 
f. Other 

2.1.10 Degrees of confidentiality of the contents of the system. (Circle all 
appropriate letters.) a. U.S. Government classified (national security), 
b. Personal or organizational safety (compromise would cause personal 
unrecoverable injury or death or organizational failure), e. Personal 
or organizational integrity (unrecoverable injury, damage or lose). 

f d j Personal or organizational recoverability (recoverable injury, darage or 
loss), ̂ 3 Personal or organizational convenience (irritational injury, 
damage or loss), (tj Public domain (no confidentiality), g. Other 

2,1.11 Number of employees dedicated exclusively to computer system protect.on 
(Supply numbers). EDP auditors a. _̂ Guards b. M Data validation/ 
control clerks c, Other d. 

2,1.12 Staff contacts (operations, systens, applications, hardware maintenance, 
EDf audit, security) ISP: Robert larribou. UCC: Jerry Gaylor 
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Case ID 7121 

"Qutcl:-checl." system characteristics (Use- one sot for each system) 
System identification ISP 1108 

5. 

6 
7. 

9. 

(Circle- appropriate numbers) 
( l j Local batch 33. 
/ S j Remote batch 3lj. 
3. Tise-sharinc 35, 

Multiaccess 36. 
Time-slicinu £37, 
KultiprogMwiaed 38. 
Multiprocessors 39-
Single mode of operation (Uo, 
Multimode, simultaneous 4l. 

10. Multimode, sequential (42. 
11. Metwork-eonnected 43, 
12, Hierarchically-connected, head end 44. 
13, Hierarchically-connected, subsystem 45. 

(llj. Data communications used 46. 
A5. "'Multiplexers on-site 47. 
18. Remote Multiplexers 1)8. 
17. Concentrators on-site 1»9. 
18. Remote concentrators 50. 
19. High speed circuits @9600 bps) 51. 
(20.'Low speed circuits (<9600 l>ps) (?£.. 
,'21 -, Dial-up circuits 53. 
22, Private circuits 54, 

(2$, Leased circuits 55. 
24. Microwave (5j6, 
25. Half duplex 57. 
26. Full duplex 58. 
27. Synchronous L59.-
28. Asynchronous (OO, 
29- Conversational tenainals 61. 
^30. Batch or job terminals 62. 
31. Transaction terminals 63. 
.32., Graphics terminals 64. 

Telemetry terminals 
Real-time, process control terminals 
Conversational terminal response 
Performance monitoring devices 
Tape drives 
Disk drives, permanent 
Disk drives, removable 
Magnetic drums 
Add-on core storage 
Paper tape 
Mass storage, optical 
Multivendor central configuration 
Paged storage, hardware 
Paged storage, software 
Virtual storage, hardware 
Virtual storage, software 
Relocation feature 
Hardware storage protection 
Privileged instructions 
Continuous operation 
First shift only 
Two shifts 
Three shifts 
Weekend, holiday operation 
Dedicates to one (few) applications 
Business applications 
Engineering applications 
Research applications 
Integrated file applications 
Process control applications 
Transaction applications 
U.S. Government classified processing 
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65. All access local to system 
/66. Multiple customers (corporations) 
(67. Service bureau operation 
68. Operation shared with other companies 
69. Operation by a service company 
70. Maintenance by CFU vendor 
71. Maintenance by independent service 
72. Hultivendor maintenance 
73- In-house maintenance 

99. Decentralised access authorization 
100. OS isolated from users 
101. Users' jobs Isolated from each 

other 
(102. File access restricted by 

authorization 
103. First write before read data 

protection 
101*. Storage erasure after use 

ftk, CPU-vendor supplied operating system 105. I/O buffers, registers cleared 
75. Independent vendor operating system 
76. In-house operating system 

/77. Modified vendor operating system 
76. More than one operating system used 

after use 
106. Access authorization data in files 
107. Access authorization in file 

index tables 
,108. User access to assembly-level 

language 
;i09. File activity tracing or auditing 
110. Security monitoring of system use 

/?9> On-line user-program library 
( 80, On-line application files 
81. Files encrypted 
/82, Data encryption optional 
83. Bata communication hardware encryptionlll. Real-time fcuman nwnitoring of 
8I4. Data communication software encryption security 
85. Terminal identification by hardware 112. Console dedicated to security 
Terminal IOGOIJ by 

86. User ID 
87. Password 
88. Single-use password 
(89., Account code 
(Ic^ Site code 
91. Dialog with user 
92. Time limit 
93. Error limit 
9k. Portable key or card 

95. Security features integrated in OS 
96. Security features added oa 
97. Security features in isolated modules 
(98.,' Centralized access authorization 

functions 
Bemote back-up storage of 

113. Operating system 
111*. Application programs 
IIS. Data files 

116. Removable storage devices stored 
local to drives 

117. Positive door access control to 
facilities 

118. Programmers' and operators' 
work areas separated 
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COMPUTER-REIATED INCIDENT QUESTIONNAIRE 
PAflT 3. DESCRIPTION OF THE ACTS AMD DETECTION 

3.1 Type of act. ^Circle applicable letters) 
f£\ Unauthorized use of the services of computer systems, 
b. Unauthorized sale of the services of computer systems. 

(cJ Unauthorized taking of information, computer programs or property or 
copies thereof. 

d. Direct financial gain by taking negotiable instruments or transferring 
monetary credit. 

e. Vandalism. 
f. Other 

3.2 Access and methods used to perpetrate the acts 
3.2.1 Is physical access to the sites of the acts applicable and pertinent to 

this case? ^es_ ( W j 
3.2.2 Physical access: tines and days _ _ _ _ _ _ _ _ _ ^ _ ^ _ ^ _ _ _ _ _ _ _ _ _ _ 

(Circle appropriate letters and prefix capital letters to identify suspects) 
a. Covert access, b. Overt access. p. Authorized. 
d. Unauthorized. e. Assisted by others. f. Tools or devices 

used to gain entry. g. Observed by others. h. Impersonation used. 
i. Access reported to responsible persons. When? 

j. Diversion tactics used. Describe 

3.2.3 Were the sites of the acts protected by: (Circle appropriate letters) 
a. Locked doors, b. Guards, c. Electronic/optical devices. (&J Not 
protected. Describe 

3.2.1* '.fcthods and devices used: (Circle appropriate numbers and prefix capital 
letters to identify suspects) Q P J On-line. 2. Off-line. 

3. Conversational terminal, If, Transaction terminal. C\5y J ° b 

entry terminal. 6, Computer console, ?• Security console, 
8. Supervisory terminal. 5. Maintenance console. 10, Direct 

manual action. 11. By issuing instructions to other people. 
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12. Off-line program manipulation, 13. Off-line job control 
manipulation, £&kj Terminal commands. C ft5j Immediate results* 

16. Pelayed results. Yl. On-line program manipulation. 
C/18J By impersonation. 19. Program impersonation. 20, Operating 
system penetration. 21. Violation of program boundaries, 

22. Violation of data storage boundaries, 23. Violation of 
parameter value ranges. 24. Simulation of an authorized function. 

25, Covert, C p 6 y Overt. 27. Hew program. 28. Existing 
program. C /ajj Utility program. J ] O y Unauthorized use of identifica
tion codes. 31, Covert use of communication circuits. 
m 32. Disguised as an accident, 33. Accident or error used. 

3!*. Overloading of a system activity. 35. Overloading of a manual 
activity. 36, Diversion used. 37, Input data manipulation. 

38. Output modification. 39. Subversion of protective features. 
1)0. Procedural modification. 4l, System breakdown (crash) necessary 

for perpetration of the act, _c_62J Standard operating procedures used. 
If3. Non-standard operating procedures used. Wt. Information, 

programs or property taken from a person by force. 45, Information, 
programs or property taken from a person by deception. k&. Other 

3.2.5 Narrative description of methods and devices used. Authorized use of a 
COPE 36 KJE terminal at UCC simulating a UHIVAC 1004. Access to the ISD 
1108 gained by unauthorized use of an unlisted telephone number, account 
code and site code, all obtained from a mutual customer's site. Job cards 
were entered from the terminal to request punch card output of a file 
PLOT/TRAKS, but cards were punched at ISD rather than at the terminal. Name 
of the file was obtained frog another mutual customer. A listing of the 
file was then obtained at the UCC terminal and carried to the perpetrator's 
office. 

3.2.6 Key words used above Authorised COPE 36LRJE .terminal WTTVAC lmJt 
unauthorized telephone account code sit.p cnd.e. 
punch card listing .job cards file 
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3.3 Goals, Targets and Results 

3,3,1 Hardware 
1. CPU 
2. Storage 
3. Channels 
h. Controllers 
5. Peripherals 
6. Cables 
7. Terminals 
8. Communications devices 
9. Communication circuits 

10. Parts inventory 
11. Monitoring devices 
12. Security devices 
13. Other 

3.3.2 Media 
15. Disk packs 
16. Magnetic tape (mini or cassette) 
17. Paper tape 
18. Punch cards 
19. Film 
20. Printer paper, carbon paper 
21. Printer ribbons 
22. Other 
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Software 
22. Application programs 
23. System of application programs 
2k. Library of application prograins 
25j Job control instructions 
26, Operating system 

27, Supervisor 
28. Job scheduler 
29. Queueing control 
30. Interrupt processor 
31. Job swapper 
32. Hesource allocation 
33- Storage manager 
31*. I/O processors 
35. Operator control 
36. Accounting 
37. Recovery 
38. System initialization 
39- System bootstrap 
hO. Library manager 
kX. Job control translator 
42. Terminal manager 
1*3. Activity monitor 
kU. Performance monitor 
45. Access controller 
k6. Authorization controller 
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k7. I/O drivers 
1*8. Compilers, assemblers, 

translators 
lf9. Utility programs 

50. Other 

3,3.k Data 
51. Stored on-line application files 
52. Stored off-line application files 
53. Machine-readable input data 
54. Machine-readable output data 
55. Input data for conversion 
56. Output reports 
57. Operations records 
58. Active operating system tables, 
59. Security authorization tables 
60. User identification tables 
61. System monitoring files 
62. Buffer files 
63. Queueing files 
6k. Other 

file! 

3.3.5 Borucents 
65. L'̂ 'stem software manuals 
66, System user manuals 
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67. System software specificatious 
68. System design documents 
69. System usage aids 
70. System newsletters 
71. Maintenance documents 
72. Hardware manuals 
73. Hardware drawings 
74. Operator instructions 
79. System status reports 
76. Data control instructions 
77. Audit documents 
78. Security documents 
79- Data preparation instructions 
80. Application manuals 
81. Application specifications 
82. Organization procedures, charts 
83. Personnel lists 
8*t. Published reports, papers 
85. Unpublished reports, papers 
86. Other 

3.3.6 Facilities 
86. Doors 
87. Windows 
88. Walls 
89. Floors 
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90. Ceilings 
91. Locks 
92. Safety equipment 
93- Power supply 
9k, Oral communication equipment 
95. Air conditioning equipment 
96. Lights 
97. Security alarms 
98. OT equipment 
99. Photographic equipment 

100. Furniture 
101. Furnishings 
102. Data keying devices 
103. Off-line processors 
10l*, Other 
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Actions taken by suspects to %void detection (insert capital letters to 
identify participants). 

1. System logs 
2. Security log 
3. Program changes 
lv. Data changes 
5. label or name changes 
6. Programs 
7. Data 
8. Buffer contents 
9. Storage contents 
10. Fingerprints, pictures 
11. Waste materials 
12. Moved equipment 
13. Moved media 
Ik. Moved materials 
15. Telephone circuit usage log 
16. Other _ ^ _ _ _ _ _ _ _ _ _ _ - w 

17. 

Restore 
a. 

Change 
b. 

Pestroy 
c. 

Remove 
d. 

Contributed 
to 

Detection 
e. 
A 

A 

A 

Describe Ho actions taken to avoid detection 

Detection. (Circle appropriate letters) a. Before acts could occur, 
b. Daring acts. @|) After acts, time period 1 month 

fifi Accidental discovery, e. By established detection methods 
^ J Suspects identified, ̂ p Suspects caught. 
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3,4,3 Participants in detection and suspect identification, (Use capital letters 
to identify participants.) 

1, Computer operations staff 
2, Security staff 
3, Audit staff 
k. Systems programming staff 
5, Hardware maintenance staff 
6, Applications staff 
7, Janitorial staff 
8, Vendor's staff 
9, System users 

10. Customer support staff 
U . Other 

H,k,k Describe detection James Vernor, manager of customer support at ISPi 
accidentia found the punch cards at mutual customer's site after delivery 
there (c had used that customer's account code thus identifying the cards 
aa belonging to customer). Tfae.1108 log showed time the cards were punched. 
Police obtained the PI&I toll call log identifying UCC. A search at UCC 
produced the file listing. 

3-5 Suspects' positions relative to the acts and systems involved, (Circle 
appropriate numbers and prefix capital letters to identify suspects.) 

1. Computer system management. 2. Company management, 3. Appli
cation programmer/analyst. k. System designer, 5» System programmer/ 
analyst. 6, Program maintenance. 7. Auditor, 8. Data clerk. 

£. Security guard. 10. Building maintenance -worker. 11. Hard
ware maintenance engineer. 12. Data conversion operator, 

13. Computer/peripheral operator. ik. Courier or messenger. 
15. Outside consultant. 16, Company employee (not in computer system 

staff). 17, Vendor's employee, on-site, 18, Vendor's employee, 
off-site. 19. Internal customer of system. 20. External customer 
of system. _C_^y Business competitor's employee. 22. Business 
associate employee. 23, A person involuntarily served or affected by 
the computer system. 2k. A person voluntarily served or affected by the 
computer system, 25. Social or political dissident, 26. Other 

____. 27. Other 

a. Detection 
b. Suspect 

Identification 

A 

A A 
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3.5.1 Knowledge and experience of the suspects, (identify each suspect by a 
capital letter. Multiple entries for a single "box are acceptable,) 

1. Access to facilities 
2. Operation of terminals 
3. Operation of peripherals 
4. Operation of communications 
5. Operation of computer 
6. Job submission 
7. Access identification 
8. Data submission 
9. Data preparation 

10. Data conversion 
11. Data control 
12. Application program use 
13. Application program modification 
14. Application programming 
15. Systems programming 
16. Operating system modification 
17. Computer modification 
18. Peripherals modification 
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3.6 
3.7 

19. Terminals modification 
20. Communication, modification 
21. Wiretapping 
22. Radiation pickup 
23. System security modification 
Z\. System auditing 
25. System testing 
26. Acquainted with staff 
27. Acquainted with users/customers 
28. Organization procedures 
29. Staff working schedules 
30. System schedules 
31. Independent training course 
32. Internal training course 
33. Other 

Estimate of value of losses, injuries and damages: $ 15,000 
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Changes made in the computer system as a result of these acts. Security 
increased? n[}_\ no Describe Scrambling program used to encypher all 
sensitive files, 
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Most important implications of this case Theft of programs hy remote 
terminal and telephone. Access knowledge was easily obtained to pose as a 
legitimate user. Perpetrators' acts were similar to acts of ISP and UCC 
employees accessing each other's computer on numerous Occasions. Legal 
precedent may be set regarding unauthorized access to commercial services 
and trade secret protection measures for computer programs. 

Additional information c was convicted of theft of a trade secret, fined 
$5000 and given a 3 year suspended sentence. Civil damages were awarded 
to ISP: $2,750 from C and $290,000 from TO. Appeals may te nad:e. 
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COiflWEI'.-KELATED IHCIDEtll QUffiTIOIWAIEE 

PAET If. SUSPECT IHVRSTIGATIOH (One form fo r each Suspec t ) 

4,1 Interviews 
Date Interviewer Interviewee 

3/3/71-8/22/72 D. B. Parker 
Location 

SEI, UCC, various 

4,2 Background 
It.2.1 Name C 
4.2.2 Home address 

Age 31 Sex M 

Telephone 
4.2,3 Vrrk address UCC. 260 Sheridan Avenue. Palo Alto, CA 

Telephone 328-2050 
k.S.k Education (Circle) High school 1 2 3 @ years. LpcationSalt Lake City_ 

College 1 2 3 ( y years. Locations P.C. Berkeley 
Degree Subject Institution Year 
BS EE U.C. Berkeley '6k 

Professional society membership 
4.2.5 (Circle appropriate letters) a. Married b. 

d. Widowed (ej Single Children: Age 
4.2.6 Present employer IICC 

Separated c. Divorced 
Age Age Age ̂ _ 

Years h 
Occupation or title Technical Consultant 
Brief job description Customer support and application development. 

4.2.7 Other business interests 

4.2.8 Salary (Circle a letter) a. less than $6000 b, 6000-7999 e. 800O-9999 
d. 10,000-13,999 e. 14,000-17,999 f. 18,000-23,999 6- 24,000-29,999 
h. 30,000-39,999 h. 40,000-^9,999 i. More than 50,000 

4,2.9 Recent employment (Most recent first) 
Employer 

Noller Control Systems 
Position 

System Designer 
From 
66 

To 
69 

Public Health Service Programmer (Lt.) a 66 
Ptiilco Ford, Palo Alto Electronic Technician 60 61 
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it.2.10 Criminal history, Dumber of arrests _J- Number of convictions 1 
Arrest Charges Date Disposition 

Grand theft, theft of a trade 2/23/71 Convicted of theft of a trade 
secret secret, 12/11/72. $5.000 

fine and 3-year probation. 
4.3 Suspect's involvement in the incident, 

C was directed "by management to perform the act. He planned it and carried 
it'out alone. Others at UCC —ley of his actions. 

k.b Before the acts 
k.k.i- Purpose of the acts (Circle appropriate letters), a. Direct financial gain 

"by acquiring a negotiable instrument or transfer of credit, b. Indirect 
financial gain by converting results of the acts to financial gain, 
c. Personal advancement, d. Revenge, e. To support ideals, f. To 
right a wrong, feJ A challenge. Curiosity, i. Self-amusement. 
j. Aausement of others. Qjj To help somebody else. ( ^ Other^ain 
competitive advantage 

it.4.2 Source of the idea for perpetrating the acts. (Circle appropriate letters.) 
a. Accident or error demonstrated the possibilities. QJ Learned of similar 
acts. /c3 Had performed similar acts, n j Associates or friends performed 
similar acts, fe^ Associates or friends talked about similar acts. 

ytj Exposure of the target represented a temptation, fej Apparent ease of 
the acts represented a temptation, h. Other 

A.-l).3 Attitude of the suspect towards potential individual, personal victims, if 
any. (Circle appropriate letters) (hj Sorry, b, Sympathetic, c. Hostile, 

[dj Superior to them, e. Inferior to than, f. Indifferent, g. Other (9 
lf.'i,5 Other similar acts suspect was aware of. 

Act Source 
Taking information from and running benchmark Civil case transcript 

tests in ISP and UCC computers. __̂  
C had been authorized by 1SD to access the ISP 

computer previously. 
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h.k.S Planning. (Circle appropriate letters) a. Acts were not planned. b. Acts 
were partially planned, fc J Acts were completely planned, d. Planning was 
a full time effort, ^ } Planning was a part time effort, f. Cost of the 
acts was estircatea. g, RisX was evaluated, h. Sanctions if caught were 
known, Qj Avoidance of discover!' was planned, j. Discovery was expected 
after the acts were perpetrated, f k j If caught, exposure to family, friends 
or associates was feared, ftj If caught, public exposure was feared. 

/&} Certain of carrying out plans, a. Uncertain of carrying out plans, 
o. Would be successful even though caught or exposed. ̂ J Would not be 
successful if caught or exposed, /qj Confident of success, r. Not 
confident of success, fcj Was not aware of criminal nature of the acts, 
t. Was not aware of unethical, unfair or immoral nature of the acts, 

/uj A change in protection of the system could have aborted plans, v, New 
knowledge required. / ^ J Hew knowledge not required, x. Hew skills 
required, nj New skills not required. Planning included other 
participants. * Act planned from a position of trust. 

If. If. 7 Mew skills acquired gone 

k.k.8 Hew knowledge acquired Hone 

if.̂ .9 Collusion (Place an asterisk before name of the planning leader if not the 
suspect) 

Hame Relationship to Suspect Mature of Involvement 

4.1*. 10 Date act was first conceived I/I9/71 
By whom C 

If,l».11 Planning period. From I/I9/7I to 
It.5 Turing tbe acts 
If.5.1 Perioii of time to conduct the acts (date, time). From 1/19/71 6 p.m. 

to 6:30 p.m. 
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It,5.2 Actions (Circle appropriate letters) a. Compulsive, b. Frightened. 
&\ Confident, ̂ ^ Methodical, e. Disorganized, ̂ J ) Followed plar>s. 
g. Deviated from plans. fhJ Encountered unexpected situations, i, Avars 
of witnesses, j. Careful to remove evidence, CJ/ Not concerned with 
evidence, Q J In collusion wit}] others, m. No collusion, n. Required 
cooperation of innocent people, /oj No cooperation of others required, f Actions were against a system, q. Actions were against people. 

Posed or disguised as somebody else. s. Acted under his own identity, 
t. Fearful of detection, ( u ^ Hot fearful of detection, v. Successful. 

rfrjf Partially successful, x. Hot successful. 
^,5,3 Collusion in the acts (Place an asterisk before name of the leader if not 

the suspect) 
Name Relationship to Suspect Mature of Involvement 

k,5.k Witnesses 
Hame Relationship to Suspect Mature of Involvement 

*(.5.5 Suspect disguised or posed as User at mutual customer's site. 

It, 5.6 Mistakes and deviation from plans C requested punch cards not knotting they 
are produced at ISP rather than at his terminal. 

U,5.7 Seasons for success or failure Petailed knowledge of system at ISP 1 t failed 
to remember punch card service limitations. 

It. 6 After the acts 
4.6.1 (Circle appropriate letters) f ^ Eager to discuss his actions, b. Willing 

to discuss his actions, c. Unwilling to supply inforitation. |^y Left the 
scene of his actions normally, e. left the scene in haste or abnormally, 
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f. S?es himself as a hero. [&•) Is remorseful, h. Is self-righteous, 
i. Is indifferent, j. Is elated, / k ^ Shows animosity toward victims. 

/ l j Shows animosity toward other involved parties, m. Believes his actions 
were appropriate for the -ircumstances. fi.3 Feels he was wrong in his 
actions, o. Would repeat the actions wider similar circumstances, 
/|J Would never repeat his actions. ^ T ) Willing to make restitution. 
r. Not willing to make restitution, s. Fe^ls he made a net gain 
towards his objectives, {tj Suffered a net loss towards his objectives, 

2 What did the suspect fear most (Rank by numbers or leave blank if not 
applicable) 

f&j Discovery of the act 
b. Exposure of him as the perpetrator 
c. Harm to others 
d. Punishment 
e. Publicity 
f. Other , , M _ _ _ 
g. Other _ _ ^ ^ _ _ _ _ _ _ _ _ _ _ _ _ _ ^ _ _ _ _ _ _ _ _ _ _ _ _ _ 

3 Peelings towards other involved parties 
Name Feelings 

Prosecutors Unfair use as a teat case of a new law 

h What circumstances would have stopped the suspect's actions? 
If C's management had not insisted he get a copy of the program that day. 
Another copy would have been available the next day. Proprietary 
identification of the file would have stopped C. 
Alternative actions suspect could have taken; 

Action Reason for Rejection 
Wait to get a copy another way. C was urged by management to get a copy even 
Become convinced UCC didn't though he didn't think he needed it. 
need a copy. 
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Part 1. Case ID IQkz 
Earliest Date of Act 5/28/70 
Bate of This Report l g A V 7 2 

Revised Date 

COMPUTER-RELATED INCIDENT QUESTIONNAIRE 
PART 1. CASE IDENTIFICATION 

1.1 Case name Assigned GO TO 
1.2 Br'ief ease description Unauthorized terminal access to the operating system 

of a commercial time-sharing service via leased telephone line by a former 
customer and systems programmer employee of the service firm. System files 
were taken and numerous crashes caused. 

1.3 Key words extracted from 1,2 
unauthorized terminal operating system time-sharing 
telephone employee customer crashes 

1,4 Names of computer systems involved (operating organization and generic type 
GE to> time-sharing system 

1.5 Case locations. Cities and local sites of acts, targets, perpetrators 

1.6 Participants, Victims, suspected perpetrators, prosecutors, witnesses 
Role played Name Title, Address, Telephone 

A Victim Time-sharing conroanv 

B SusTiect __________ Customer 

C Suspect Systems programmer employee 

D Prosecutor Byron Trapp Asg't U.S. Attorney. Post Office Building. 
Cincinnati *t5202 

E 
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1.7 Type of investigation and sources. Identify all applicable items by 

Dates 
12/llt/72 

inserting names of sources and dates 

On-site investigation A 

Telephone calls A, B 

Letter correspondence A, B, D 

flace-to-face interview A 

Directly quoted A, B 

Document extraction Hews clippings 
terminal printout 

1.8 Authors of this questionnaire Donn B. ParKer 

"•/ST/72 

U/72, V17/72 

12AV72 

12/14/72 

12/14/72 

Revision by 
1.9 Case investigators Eonn B. Farmer 

1.10 Case documents 
Computerworld articles 
Terminal printout of penetration example 
Letter: Trapp to Parker 4/27/71 

Location 
Parker case file 

Letters; Parker to Trapp, A, S 
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COMPUTER-RELATED INCIDENT QUESTIONNAIRE 
PART 2. EHVIR01IMEHTS OF THE A M 

2.1 Computer systems involved in the case. (Use one form for each system) 
2,1,1 System identification A 1 a GE 4oq 

Operating Facility CPU Vendor, Mode of Purposes 
Organization Locations Model, Storage Operation 

A Citv of A GE 1»00 Time-sharing Commercial 
service 

2.1.2 Peripherals pertinent to the case 

2,1.3 Operating system, options, modifications, add-ons 
GE 400 time-sharing system modified by A 

2.1,'t Software packages pertinent to the case Fortran compiler, system utilities 

2,1.5 Terminals pertinent to the case 
Mo. Make Model Location Ownership Purposes 

Teletype 33, 35 City of B B's employer Time-sharing 

2,1.6 Communication system (multiplexers, concentrators, circuit types, and their 
locations) Multiplexer in B's city, operated by C, leased long line to A's 
city, concentrator in A's city 

2.1,7 Type of computer system application, (Circle letters. More than one type 
may apply at diiferent times.) a. Transaction system, b. More than one 
transaction subsystem, c. Transaction subsystems and programmer access. 
U J Programmer access at application, language level, e. Programmer access 
at machine language level, f. Other 
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2,1,8 lype of access authorization control. (Circle letters. More than one type 
may apply at different times.) a. None, f b y Centralized authority 
granting, c. More than one can grant authority, p j Individual users can 
authorize others, e. Other 

2.1.9 Security levels present. (Circle letters. More than one type may apply at 
different times.) a. System and contents open to all users, h, Bart of 
system and/or contents requires authorized access and part is open to 
general access, c. More than one level of authorized access in addition 
to general access. (&J More than one level of authorized access and no 
part is open to general access. nj_) All access must be authorized. 
f. Other 

2.1.10 Degrees of confidentiality of the contents of the system, (Circle all 
appropriate letters.) a. U.S. Government classified (national security), 
b. Personal or organizational safety (compromise would cause personal 
unrecoverable injury or death or organizational failure). \^y Personal 
or organizational integrity (unrecoverable injury, damage or loss). 

/5j Personal or organizational recoverability (recoverable injury, damage or 
loss). _ J Personal or organizational convenience (irritational injury, 
damage or loss), f. Public domain (no confidentiality), g. Other 

Sd.ll Number of employees dedicated exclusively to computer system protection 
(Supply numbers). EDP auditors a. Guards b, Data validation/ 
control clerks c. Other d. 

P.1,12 Staff contacts (operations, systems, applications, hardware maintenance, 
EDP audit, security) _A 
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"Quick-check" system characteristics (Use one set for each system) 
System identification A's GE too 
{Circle appropriate numbers) 

2. 

& 
& 

6. 
7. 

& 
9-
10. 
11. 
12. 
13. 
(&/ 
(^ 
16, 
17. 
& 
19. 

22. 

25. 
26. 
27. 
28. 

30. 
31. 
32. 

Local batch 
Remote batch 
Time-sharing 
Multiaccess 
Time-slicing 
Multiprograramed 
Multiprocessors 
Single mode of operation 
Multimode, simultaneous 
Multimode, sequential 
Network-connected 
Hierarchically-connected, bead end 
HierarcMcally-connected, subsystem 
Data communications used 
Multiplexers on-site 
Remote Multiplexers 
Concentrators on-site 
Remote concentrators 
High speed circuits (J96OO bps) 
Low speed circuits (<96O0 bps) 
Pial-up circuits 
Private circuits 
Leased circuits 
Microwave 
Half duplex 
Full duplex 
Synchronous 
Asynchronous 
Conversational terminals 
Batch or job terminals 
Transaction terminals 
Graphics terminals 

33- Telemetry terminals 
3^. Real-time, process control terminals 
(35y Conversational terminal response 
36. Performance monitoring devices 
37. Tape drives 
38. Disk drives, permanent 

Q9J Disk drives, removable 
•tO. Magnetic drums 
41. Add-on core storage 
42. Paper tape 
43. Mass storage, optical 
Vi. Multivendor central configuration 
45. Paged storage, hardware 
46. Paged storage, software 
47. Virtual storage, hardware 
48. Virtual storage, software 
^9. Relocation feature 
50. Hardware storage protection 
51. Privileged instructions 
(gy Continuous operation 
53. First shift only 
!&. Two shifts 
55. Three shifts 
56. Weekend, holiday operation 
57. Dedicated to one (few) applications fy Business applications 

V Engineering applications 
(bOy Research applications 
6l. Integrated file applications 
68, Process control applications 
63. Transaction applications 
64. U.S. Government classified processing 
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65. All access local to system 99- Decentralized access authorization 
rf&) Multiple customers (corporations) ^OO^OS isolated from users 
®rt Service bureau operation ^ V Users' jobs isolated from each 
68. Operation shared with other companies other 
69. Operation by a service company 
raT) Maintenance hy CPU vendor 

$02., File access restricted by 

71. Maintenance by independent service 
72. Kultivendor maintenance 
73. In-house maintenance 

authorisation 
103. First vrrite before read data 

protection 
KA-. Storage erasure after use 

kj CPU-vendor supplied operating system 105. I/O buffers, registers cleared 
75, Independent vendor operating system 
76. In-house operating system 
77 J Modified vendor operating system 
78. More than one operating system used 
7JL) On-line user-program library 
(80,) On-line application files 
8l, Files encrypted 

after use 
106. Access authorization data in files 
Iĵ Ty Access authorization in file 

index tables 
108. User access to assembly-level 

language 
109. File activity tracing or auditing 
110. Security monitoring of system use 82. Data encryption optional 

83. Data communication hardware encryptionlll. Real-time human monitoring of 
Slf. Data communication software encryption security 
/05y Terminal identification fcy hardware 112. Console dedicated to security 
Terminal IOGON by 

(86) User ID 
{87J Password 
88. Single-use password 

(&9y Account code 
(90y Site code 
91. Dialog with user 
92. Time limit 
$}y Error l%it 
$k. Portable key or card 

95. Security features integrated in OS 
96. Security features added on 
97. Security features in isolated modules 
/g8.) Centralised access authorization 

functions 
Remote back-up storage of 

CP-3v'Operating system 
Qlity Application programs 
(fij, Data files 

116. Removable storage devices stored 
local to drives 

117. Positive door access control to 
facilities 

118. Programmers' and operators' 
work areas separated 
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COMPUTER-RELATED MCIDEHT ftUESTIONHAISE 
PARI 3. DESCRIPTION OF THE ACIS AND DETECTION 

Type of act. (Circle applicable letters) 
f a j Unauthorized use of the services of computer systems, 
b. Unauthorized sale of the services of computer systems. 

(cT) Unauthorized taking of informations computer programs or property or 
copies thereof, 

d. Direct financial gain by taking negotiable instruments or transferring 
monetary credit. 

QJ Vandalism. 
f. Other _ _ 

Access and methods used to perpetrate the acts 
Is physical access to the sites of the acts applicable and pertinent to 
this case? iflesl no 
Physical access: times and days various 
(Circle appropriate letters and prefix capital letters to identify suspects) 

a. Covert access. C QJ Overt access. C {§) Authorized. 
d. Unauthorized. e. Assisted by others. f. Tools or devices 

used to gain entry. C / g j Observed by others. h. Impersonation used. 
1. Access repoiued to responsible persons. When? ^____________ 

j. Diversion tactics used. Describe 

3 Were the sites of the acts protected by; (Circle appropriate letters) 
Q J Locked doors, b. Guards, c. Electronic/optical devices, d. Hot 
protected, 'ascribe 

h Methods and devices used: (Circle appropriate numbers and prefix capital 
letters to identify suspects) B / I J On-line. 2. Off-line, 
v.\JQJ Conversational terminal. It. Transaction terminal. 5. Job 
entry terminal. 6. Computer console. 7. Security console. 

8. Supervisory terminal. 9, Maintenance console. 10. Direct 
manual action. 11. By issuing instructions to other people. 
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12. Off-line program manipulation. 13. Off-line job control 
manipulation. B {Lkj Terminal commands. Bfi.53 Immediate results, 

16, Delayed results, _Bft7J On-line program manipulation. 
B / l Q By impersonation. 19. Program impersonation. B ffoj Operating 
system penetration, B fpj Violation of program boundaries. 

22. Violation of data storage boundaries. _ B J © Violation of 
parameter value ranges. 2 h . Simulation of an authorized function, 
_Bjgy Covert. 26. Overt. B g ^ New program. 28, Existing 
program. B E g j Utility program. _ B c 5 / Unauthorized use of identifica
tion codes. B B l J Covert use of communication circuits. 

32. Disguised as an accident. 33. Accident or error used. 
3!*. Overloading of a system activity, 35. Overloading of a manual 

activity. 36, Diversion used. 37» Input data manipulation. 
38. Output modification. Bt39fJ Subversion of protective features. 
1(0. Procedural modification, IkL, System breakdown (crash) necessary 

for perpetration of the act. B {k2J Standard operating procedures used, 
B p?3.~) Non-standard operating procedures used. k h . Information, 
programs or property taken from a person by force. 1+5. Information, 
programs or property taken from a person by deception. 46. Other 

3.2,5 narrative description of methods and devices used.Aocess was made using 
known passwords and capture of a leased line. Fortran allowed execution of 
an assigned GO TO transferring control to user's COMMON where data was 
executed that referenced an illegal address. This caused an interrupt at 
which point the operating system was captured in Master Mode. System and 
user files were obtained and the system, was crashed on numerous occasions. 

3.2.6 Key words used abow.passwords Fortran 
C0MM0H illegal address interrupt 
Master Mode user files crashed 

GO TO 
operating system 
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3.3 Goals, Targets and Results 

3,3,1 Hardware 
1, CPU 
2, Storage 
3, Channels 
k. Controllers 
5. Peripherals 
6. Cables 
7. Terminals 
8. Co.imunications devices 
9. Communication circuits 

10. Parts inventory 
11. Monitoring devices 
12. Security devices 
13- Other _ _ 

3.3.2 Media 
15. Disk packs 
16. Magnetic tape (mini or cassette) 
17. Paper tape 
18. Puncti cards 
19. Film 
20. Printor paper, cavhon paper 
21. Printor ribbons 
22. Other 
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3.3.3 Software 
22, Application programs 
23. System of application programs 
2k. Library of application programs 
25. Job control instructions 
26. Operating system 

27. Supervisor 
28. Job scheduler 
29. Queueing control 
30. Interrupt processor 
31. Job swapper 
32. Resource allocation 
33- Storage manager 
$k. I/O processors 
35. Operator control 
36. Accounting 
37. Recovery 
38. System initialization 
39. System bootstrap 
1*0. Library manager 
lH. Job control translator 
!*2. Terminal manager 
1*3. Activity monitor 
1|4. Performance monitor 
'15. Access controller 
1(6. Authorization controller 
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k T . I/O drivers 
l»8. Compilers, assemblers, 

translators 
1*9. Utility programs 

50. Other 

3.3.It Data 
61. Stored on-line application files 
52. Stores off-line application files 
53- Machine-readable input data 
51*. Machine-readable output data 
55. Input data for conversion 
56. Output reports 
57. Operations records 
58. Active operating system t a b l e s t f . 1 

59. Security authorization tables 
60. User identification tables 
fil. System monitoring files 
62. Buffer files 
63. Queueing files 
Oi. Other 

3.3.5 Documents 
65. System software manuals 
66. System user manuals 
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67. System software specifications 
66, System design documents 
69. System usage aids 
70. System newsletters 
71. Maintenance documents 
72. Hardware iianuals 
73. Hardware drawings 
7k. Operator instructions 
75. System status reports 
76, Data control instructions 
77> Audit documents 
78. Security documents 
79. Data preparation instructions 
80. Application manuals 
81. Application specifications 
82. Organization procedures, charts 
83. Personnel lists 
84. Published reports, papers 
85. Unpublished reports, papers 
86. Other 

3,3,6 Facilities 
86. Doors 
87. Windows 
88. Walls 
89. Floors 
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90. Ceilings 
01, Locks 
92. Safety equipment 
93. Power supply 
9^, Oral corajuunication equipment 
95. Air conditioning equipment 
96. Lights 
97. Security alarms 
98. TV equipment 
99. Photographic equipment 

100. Furniture 
101. Furnishings 
102. Data keying devices 
103. Off-line processors 
104. Other 
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Actions taken by suspects to avoid detection (Insert capital letters to 
identify participants). 

1. System logs 
2. Security log 
3. Program changes 
It. Data changes 
5. Label or nam; changes 
6. Programs 
7. Data 
8. Buffer contents 
9. Storage contents 

10. Fingerprints, pictures 
11. Waste materials 
12. Moved equipment 
13. Moved media 
lit. Moved materials 
15. Telephone circuit usage log 
16. Other 
17. 

Restore 
a. 

Change 
b . 

Destroy 
c. 

Remove 
d. 

Contributed 
to 

Detection 
e. 

A 

Describe System crash disguised access. Telephone crUcuits were used for 
short periods to avoid tracing. 

Detection. {Circle appropriate letters) a. Before acts could occur. 
&J During acts. c. After acts, time period 
d. Accidental discovery, ^ p By established detection methods. 
(PJ Suspects identified. /£?) Suspects caught. 
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3,1*. 3 Participants in detection and suspect identification 
to identify participants,) 

1, Computer operations staff 
2, Security staff 
3, Audit staff 
ft. Systems programming staff 
5. Hardware maintenance staff 
6. Applications staff 
7. Janitorial staff 
8. Vendor's staff 
9. System users 

10. Customer support staff 
11. Other 

(Use capital letters 

a. Detection 
t>. Suspect 

Identification 

A A 

3.k.k Describe detectionpetection was made by telephone company which traced 
leased Line calls. _ ^ _ _ ™ 

3.5 Suspects' positions relative to the acts and systems involved. (Circle 
appropriate numbers and prefix capital letters to identify suspects.) 

1. Computer system management. A uJ Company management, jj foj Appli
cation programmer/analyst, k. System designer. C ^ O System programmer/ 
analyst. 6. Program maintenance, 7. Auditor. 8, Data clerk. 

9. Security guard. 10. Building maintenance worker. 11. Hard
ware maintenance engineer. 12. Data conversion operator. 

13. Computer/peripheral operator. Ik. Courier or messenger. 
J-5. Outside consultant. 16. Company employee (not in computer system 

staff), 17. Vendor's employee, on-site. 18. Vendor's employae, 
off-site. C M J Internal customer of system. External customer 
of system. B ^ j J Business competitor's employee. 22. Business 
associate employee. 23. A person involuntarily served or affected by 
the computer system. 2k. A person voluntarily served or affected by the 
computer syst.cm. 25, Social or political dissident. 26, Other 

Zl. Other 
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3-5.1 Knowledge and experience of the suspects. (Identify each suspect by a 
capital letter. Multiple entries for a single box are acceptable.) 

1. Access to facilities 
2. Operation of terminals 
3. Operation of peripherals 
k. Operation of communications 
5. Operation of computer 
6. Job submission 
7. Access identification 
8. Data submission 
9. Data preparation 

10. Data conversion 
11. Data control 
12. Application program use 
13. Application program modification 
1U. Application programming 
15. Systems programing 
16. Operating system modification 
17. Computer modification 
18. Peripherals modification 

VI 
no 
.3 

to a 
•ri 

+? 0 •P. • P 

3 
CI 

•P 
§ 

3 
Id 
01 

3 
O 

01 
4J U u a 

+> 
u 
0 u a 

u a u u a •H l> 01 
H 

•a 1 s o1 

H 01 0) 
0 0 no to T1 > (It >o 13 

01 
H .3 0 

01 

•M •p & & 0 
v h •n m 

0 01 0 Tl 
V 0 

a 
O 

. 0 
01 m fr H 3 0 

Tl 0 •P •H •p <rt H tu 
111 •H 2 u m w S - r l > i - P 

H h (11 0 >, « •p d +) 0) 
£ 01 s la 9> H IH H « O 9 I 1 O 

ai 
8 | .s 1.3 

• • » 4 . . * d •0 <;• Tj 

C 
0) 

C 
1*1 

C 
M ,£ 

C c 
Tj 

C 
0) 

C 
1*1 

C 

BC BC BC BC BC 

s C C C C 
3 C C c 
BC BC BC BC BC 
BC BC BC BC BC 

- ........ 

^C~ BT BC" 

~ — 

BC BC ^C~ BT BC" 

BC BC C B_ 

BC 

BC 

BC BC BC BC 
C B_ 

BC 

BC 

BC BC 
C C n C C 
2 C 

— 

G C C 

Pago 3-10 
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19. Terminals modification 
20. Communication modification 
21. Wiretapping 
22. Radiation pickup 
23. System security modification 
2k. System auditing 
25. System testing 
26. Acquainted with staff 
27. Acquainted with users/customers 
28. Organization procedures 
29. Staff working schedules 
30. System schedules 
31. Independent training course 
32. Internal training course 
33. Other 

3.6 Estimate of value of losses, injuries and damages: $ 
3.7 Changes made in the computer system as a result of these acts. Security 

increased? y_es fno DescrioeThe lack of system protection fron assifined 
GO IP's has not been made at A or at any other OE TOO commercial time-
sharing service. 
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Case ID 70te 

3.8 Most important implications of this case Ease of gaining knowledge, skill 
access. Use of poor system design or poor implementation resulting in 
incomplete handling of illegal program practice. 

3.9 Additional information A is being acquired by Rapidata, Fairfield, Mevr 
Jersey. 
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J'.U'l. 4, -1,1.131- JJJ TQijO 

COMPUTER-REIATO IHCIDKR'r QUES'l'IOriHAIKE 
PART k. SUSPECT INVESTIGATION (One form for each Suspect) 

Interviews 
Date Interviewer Interviewee Location 

11/27/72 D. B. Parker B By telephone 

Background 
1 Name _ B Age 21 Sex M 
2 Home address 

Telephone ___^_^_^^^__ 
3 Work address 

Telephone 
k Education (Circle) High school 1 2 3 QD years, Location 

College 1 2 3 h years. Locations _ 
Degree Subject Institution Year 

Professional society membership ^^^ 
5 (Circle appropriate letters) a. Married b. Separated c. Divorced 

d. Widov.-ed e. Single Children! Age Age Age Age _ 
6 Present employer Another time-sharing firm Years 

Occupation or title 
Brief job description 

7 Other business interests 

8 Salary (Circle a letter) a. less than $6000 b. 6000-7999 c. 8000-9999 
d. 10,000-13,999 e. 1^,000-17,999 f. 18,000-23,999 g- 2^,000-29,99? 
h, 30,000-39,999 h. 40,00049,999 i. More than 50,000 

9 Recent employment (Most recent first) 
Employer Position From To 
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Case ID 7<Ag 

1+.2.10 Criminal history. Number of arrests 1 Number of convictions 
Arrost Char/',eg Date Disposition 

Transmission of stolen 7/29/70 Charges dropped 
properties interstate by wire 

1».3 Suspect's involvement in the incident. 
B conspired with C to gain knowledge to penetrate the operating system in 
Master Mode from his terminal. He penetrated the system on numerous 
occasions taking system files, user files and crashing the system. It is 
suspected the acts were malicious mischief. He had been using_the service 
legitimately as a high school student and was then employed by a competitor 
of A. 

k.k Before the acts 
if.lt.l Purpose of the acts (Circle appropriate letters), a. Direct financial gain 

by acquiring a negotiable instrument or transfer, of credit, b. Indirect 
financial gain by converting results of the acts to financial gain. 
c. Personal advancement, d. Revenge, e. To support ideals, f. To 
right a wrong, /gj A challenge. VaJ Curiosity. Cj-J Self-amusement. 
3. Amusement of others, k. To help somebody else. 1. Other 

lj.it.2 Source of the idea for perpetrating the acts. (Circle appropriate letters.) 
a. Accident or error demonstrated the possibilities, b. Learned of similar 
acts. c. Had performed imilar acts. £d/3Associates or friends periormed 
similar acts. e. Associates or friends talked about similar acts. 

R7) Exposure of the target represented a temptat.'on. gjfT̂ J Apparent ease of 
the acts represented a temptation, h. Other 

k.k.3 Attitude of the suspect towards potential individual, personal victims, if 
any. (Circle appropriate letters) a. Sorry, b. Sympathetic, c. Hostile. 
d. Superior to them, e. Inferior to them. {JJ Indifferent, g. Other 

k.k.5 Other similar acts suspect was awar; of. 
Act Source 

Test penetration of the system by a systems C as described by A 
programmer employee of A 



Uise J B fQkp 

4.4.6 Planning. (Circle appropriate letters) a. Acts were not planned. 1>. Acts 
were partially planned, ( c j Acts were completely planned, d, Planning was 
a full time effort, / O Planning was a part time effort, f. Cost of the 
acts was estimated, g. Rial! was evaluated, h. Sanctions if caught were 
known. Q/ Avoidance of discovery was planned, j. Discovery was expected 
after the acts were perpetrated, k. If caught, exposure to family, friends 
or associates was feared, 1. If caught, public exposure was feared. 

/™j.Certain of carrying out plans, n. Uncertain of carrying out plans. 
o. Would be successful even though caught or exposed, / ? 3 Would not be 
successful if caught or exposed, cjjfo Confident of success, r. Not 
confident of success, fsj Was not aware of criminal nature of the acts. 
t. Was nut aware of unethical, unfair or immoral nature of the acts. 

&P A change in protection of the system could have aborted plans, (yT) New 
knowledge required, w. Mew knowledge not required, x. Hew skills 
required. (y) New skills not required, /zj Planning included other 
participants. f^\ Act planned from a position of trust, 

4.4.7 Hew skills acquired 

4.4.8 New knowledge acquired Fortran weakness, interrupt specifications, Master 
Mode; operating system organization, use of leased telephone circuits. 

k.k.9 Collusion (Place an asterisk before name of the planning leader if not the 
suspect) 

Name Relationship to Suspect Nature of Involvement 
* G ________ Friend transfer of knowledge 

4.4.10 Date act was first conceived 
By whom 

4.4.11 Planning period. From to 
4.5 During the acts 
4,|5.1 Period of time to conduct the acts (date, time). From 5/28/70 

to 6/23/70 
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k.3.2 Actions (Circle appropriate letters) a. Compulsive, b. Frightened, 
c. Confident, (&J Methodical, e. Disorge.nized. (Fj Followed plans, 
g. Deviated from plans, h. Encountered unexpected situations, i. ATO.re 
of witnesses, j. Careful to remove evidence, k. Hot concerned with 
evidence, f l j In collusion with others, m, Ho collusion, n. Required 
cooperation of innocent people, foj 5o cooperation of others required. 

Q J Actions were against a system. <j, Actions were against people. 
/ r j Posed or disguised as somebody else, s. Acted under his own identity. 
t. Fearful of detection, u. Hot fearful of detection, ( g ^ Successful, 
w. Partially successful, x, Hot successful, 

4.5.3 Collusion in the acts (Place an asterisk before name of the leader if not 
the suspect) 

Hame Relationship to Suspect Mature of Involvement 
C 

4.5.4 Witnesses 
Hame Relationship to Suspect Mature of Involvement 

A's computer operator none observed crashes 

4.5.5 Suspect disguised or posed as A's system programmer 

*t.5.6 Mistakes and deviation from plans Used the leased line long enough to he 
traced 

4.5.7 Reasons for success or failure Successful because of detailed knowledge of 
the system 

4.6 After the acts 
4,6,1 (Circle appropriate letters) a. Eager to discuss his actions, b. Vlilling 

to discuss his actions, fey Unwilling to supply infornation. (i.J Left the 
scene of his actions normally, e. Left the scene in haste or abnormally, 
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f, Sees himself as a hero. E- I s remorseful, h. Is self-righteous. 
fij Is indifferent, j. Is elated, k. Shows animosity toward victims. 
1, Shows animosity toward other involved parties, m. Believes his actionN 
werc- appropriate for tha circumstances. Feels he was wrong in his 
actions, o. Would repeat the actions under similar circumstances, 
p. Would never repeat his actions, q. Willing to raake restitution, 
r. Hot willing to make restitution, s. Feels he made a net gain 
towards his objectives, t. Suffered a net loss towards his objectives. 
What did the suspect fear most (Bank by numbers or leave blank if not 
applicable) 

Discovery of the act 
Exposure of him as the perpetrator 
Harra to others 
Punishment 
Publicity-
Other 
Other 

Feelings towards other involved parties 
Name Feelings 

What circumstances would have stopped the suspect's actions? His 
awareness of detection , 

Alternative actions suspect could have taken: 
Action Reason for Rejection 

Financial gain from his acts „ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ 
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