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EXECUTIVE ORDER 10501 - SAFEGUARDING OFFICIAL INFORMATION

EXECUTIVE OIDEIiT NO..10501

Nov. 9, I *53, JS F.R. 7041), as amended by Fx.0 d.No.10816. May 8, 1K51, 24 F.R. 3771;EX.Ord.No.1Od1, Jan. ii, i{Gi, 2G F.R. 217,;2 E.rd.No.1 OJ4, Sept. 20. 19J1, 2G F.R.
ES32; Ex.Ord.No.JON, Je . 15,12, 27 F.R. : Ex.rd.N.2107. Mar. G, 5i63,

28 F.. 2225; x.Ord.No.l382. Nv. 28, 1067, 32 F.R. 15247

SAFEGUA1(DING OFFICIAL L INFO IMATION
Section 1. Classification Cat' orie . Of-fcial information which pro-

tection in the interests of catical c:-
fense shall O liiuled to t rte cate-
gories of clhssitncation. w nch in de-scending orcer of imiportance shali car-
ry one of the fohlowin, d .. ,nt s
Top Secret, Secret, or C. o
other designation shall be u-cd to as-
sify defense information, including ml-
Itary Information. as rurir rotec-
tion in the interests of t de-
tense, except as expressly provhcd bhe
statute. These categories are efined
as follows:

(ra) Top secret. Except as may be
expressly provided by st.atote, the use

35

of the c nss catiotn Top Secret shall
be uthor ized, by appropriate authori-
ty, only for defense inorraton or mn-tiilwich reoum:-s the highest do-
gre, of protection. The Top Secret
C s'ine.t.in si iIihe appi ed only to
tiat information or material the de-
10nse aspect of h which is paramount,
acd th unauthorized disclosure of

ich co tld rl fl t in exceptionally
grave damage to th Nation such as
Ireding to a d:flate brink in diplo-
t,;:tic relations a noting the defense of
tic e Ue c , ll an armel attacks
rg aitt th U. nite IStates or its allies,
a war, or tie co pi triis of military
or dLfense plans, or intelligence opera-

SOURCE:
U.S. Laws, Statutes, etc., United States Code Annotated. St. Paul,
Minnesota; West Publishing Company, 1927 -- (Title 50, War and National
Defense, Section 401, pages 35-45).
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tici-ri, or"sienii c r -;to. g cl
'c pmnents Wili to tie r. 0i al d

(b) S'cret. Except as mayh e ex
press iy provide lb- staut r, hec ot o
the assidca -n Secret shali eauthorict i by approprtto nutior . onl
for (li- n itirmtion or ith
tnnuthcrtize;, diiac n 'lre of t icl co nkresult in serious - mCge to th' Nriosuch as yc jop ri tizin til i n -er)
tional reltion of the nIttd cStates
etidangerrng the i'fctivo -si of a programor policy of i ital importnce t-the national te s , or cemprotising
important n eilifary or deoenw pans
scwm~oe or technloical t tiioitnti
ituportant to ntiona df Ne or in

frnatio rev dealing Important inteli-
genice ioperations.

(c) Confldntiit Except as may be
expressly rovil et by statute. heus
of the clI -ication Conild-ntiai shal
be authorize , by appropriate authori-
ty .onit for dtftise i nfiratin or ma
terim ! .he unait h riLt', . isclosuro of
vrhieh icolt(b pt Juu ii to theo do-fene intere ts of the nation.

Sic. 2. Limitttion of authority to
clcns if. Thee iithority to i as'yi I-
fetse information or ntttrial under this
crdiir shall he imited i n the(l eort-
ule,.t-, ag,'nim , and ater u is o the
ixecuti0l branch as hiremiiufter specified.

ta t In the foilti- min tdcp rtu t , itt
a 0n i , : and tovr ti t I iin inits, ta-vting
lpri n:airv r ttsp liilit t' for inatt'rs er-
taitling to national dt'ft'u.., the atutihorityfor original of iififntrn of tte in

or Pterial unidr this order 11int't'\-
eriti d byr the uadt of the department,
iigeivy, or (Goirumiii it it iconerntd
or by .u,) rstaibs oinf ficrs or n i-
POt-iis as ie, or his r -preetativ- imay
":. i. :to ' tf r that t ri ot'. ATh del+_ .
ti'-n of su tlt a h-rut-- to classify shill
1a lii l tti 1 "-iri ly as isocrnsistt
With tie erd rly and exr-Oitious trans.
. 0i --of r i::wit -1, --,i ss.

I' r-sidunt "ier.-, A dvisory Comaititee
Burraul of the liud-t
(' iU i of Etonmie Adivisers
N it oiai Setrity Councilt
firit I rote 'nce Agency

ii in iiit ti- treasuryI parttmenl tt 0 a efr'us
li p.^rt iw t of he -Armv

S ' iart ent tf tht Navy
I i-partmrnt of the' Air Force
I -- iarn nt of i tstice
i l partni-t of (titnittirce
lieparte nt of LIor
IJ cipartn nit of Transportation
Atomic Ener:y Commnission

('anal Zonee (ovierineot
1-ed-rnt Comimunintions Comnission
Federal Radiation Councl

General Services Aijnistraton
In-rsttin Cotmerct Couiuisioi

Natio~m Aeronuties since Admnin-
Ii ,'tatni,
atinniii Aerctron tics and Space Council

I id Stites Civil Service Commissioni
Ii. ',I States tInformation Agency
A 'to' y-for Iithrna ntina t development
(iffie of Emergency Plannitg

egCorps , .

I'neioit's Foreign Intelligence AdvisoryIBoa rd
United Stator Arms Control and Disar-

muamn Agenry
Export-up-rt I k iiiof Washiit:on
Office of Stiec aitt Technology
The Special Bpresentative for Trade Ne-

gotiations
(b) In the following departments,

agencies, and Governmental units, hav-
ing partial nut hot primary responsibili-
ty for flattera pertaining to national de-

ftn e. tic 'uthority for original classifi-
ciia i- ofinfrttioit n or material underthis order shall b iexrcised only by theh. dt of the department, t-uncy, or Gov-

f einm- -tal unit w thout delegation:
Po t I lie ,I epartitnt

y teuirii-it of the Interior
e i irttient of Agriculttire

1 i n of Health, Education, and
Cit \it-ariautiesI Board

N irioMtie cei iuiindation
Parnamln'a nvil Coampat
r- mti'iviion bord

S an;,'I I i r s Adm~inistrationl

-ii r:, --- Aiiti~es Control Board
' i nue s - i nuey titherty
- i er. - rit iie Coiission
Saitvrsitt Acti itiCs Cont rol Board

. c) Any agtiiy or -ut of the execu-tive brin-h not ait-ime Herein, and any
i 

such tency or unit which may be es-talislied here-fter, shalli be deemed not
to have authority for original cassifica-tion of inforinmatoti or material under
this order, except is such authority may
be specially conferred upon any such
agency or unit ereafter.

Sec. 3. Classifiction. Persons desig-nated to have authorit- for original
ilassiti-nti-io of informal ion ir mttrialwhch requires protection in the inter-eats of uttitiiinal defense tender this or-

der shill toelieu responsible for its
Roperr classifi nation in iicordance withthe definitions of the three ctegoriesil Ue iott I hereof Unnecessary cmas-

,ficst on and over-ctassificntion shall
.e0 scrupously avoided The follow-
in tciui rules shall he observed inci -. ntion of defense information ormater:

(a) Documents In General. Docu-n-its s illiet classified according toihoi: ow conti-nt and not necessarilyn coprdng to their relationship to other
d mi - Rti fterences to cl ssitt-c rna-tiual which do not reveal classified de-fen-e intforn tion shalt not be classi-fied.

(b) Plahy- tcly Connected Documents.
Tiie ciasication of a file or group ofphyisica lli connected documents shallte at least as itgh as that of the mosthighly classified document therein.1ioc:iietits separated from the ie orgroup shalli ie lidd in accordance
with their individual defense ctassifica-tion.

(c) Multiplo Classfication. A docu-ment, product or substance shall leara classifihction at least as high as that
of its highest classified component.The document. product, or substance
shall hear only one over-all classifica-tion. notwithstanding that pages, para-
graphs. sections, or components thereofbear di ierent classifications.

(d) Transmittal Letters. A lettertransmnittiit, defense information shallbe classified at least as high as its
highest classified enclosure.

(e) Information Originated by a For-
eIgn Government or Organization. De-
fense information of a classified nature
furnished to the United States by a for-
eign government or international or-
ganization shall be assigned a classifi-
cation which will assure a degree of
protection equivalent to or greater than
that required by the government or in-
ternational organization -,hich fur-
nished the information.

Sec. 4. Declassification, Downgrading,
or Upgrading. When classiied informa-
tion or material no longer requires its
present level of protection in the defense
interest, it shall be downgraded or de-
classified in order to preserve the ef-

36
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fectiveness ant integrity of the ii- si-
licalion System 10 1 to -lho; ,,f'

rications of inf matioi: or n ;
Which . no lon or r-cuirc cia~~s iti oprotection. Ilea ls of I ;artie n ti_, o

agalIcies origin aring c :,s: ic-di frtion or material shmal ll:,} ignto rerr~
to Jo respo Osib- for cwvn tming -
of such lsig it i for at Ilo1 or1 I
terlil on a dicuml;t-b;-C at tnt -gory, projc1, r-Igra0n, or tiiI' ytemiatie bh:sis, for th ur o r -
sifying or (down rahagii never nation-
nl deiense consitterattui~s er~imi ll for.
receiving rrtun ests for sui re c1i frIi
all sources. l1il0Iwevcr. th r ele l a;ni

matterrialfarme a rly d-si atN ais i,,Ira ,
Data shall he handled only in aciloda nce1
with stub argra II 4) 1() belowo i
section 13 of his orir. Tie folowng

specil rules s ll he oI b SrICd with rtl-
spect to chan 'CSof classii")ation of d
fense information or maeriali includinginformation or a11terial her.rtofore classi-
fled:

(a) Automatic Changes. In order to in-
sur uitorln lhiiit s frat0ai
changes, heIsd ofpL N Kl iandglid
cies havi ig authority fur ori inal clssi-

tiCation of inform I >n il or) mt1 rial sset
forth in section 2. l lltcate)r-i' suc hClassified illform ation or material into the
following grouipIs:

(1) Group1. Information or 'ratOrial
originated by for tiI )VI I Ill lls or in-
ternlatiial organizations and over wii Ithe h'ated State: Gover'nmenit Is rno
risdieiion. rinforiination or slat,':ina pro-
vided for bII .ta t110- - n :, bitA lil
Energy Act [sectio 21 et e' tof mi

42 The I'uhlic Ihealth nd m laeJ n
inforn itiol or iaterti rCs 111 st nI'

handling such n s inte ii un H nd rpeil
grap uy. Tils information " id material
is excluded from automatic down'iradingor declis:.iricttioni

(2,Grou2p ~. 1" tremeily' vem sitiiv infor-mation or material wviIIh tile 1d ofthe ageny or his designers ext inIonno ind ividual basix. from automatic
(dowiI:gradmg and Il0 e1a1 1 e on.

(:) Group 1.. Info Irmi tIon 0' miteil
which warrants titme dI-r Iof c'i';i111-
tion for an i1efinite Period. Such infor-
station or blterial shall biconIe auto-

Iiatically dowgirOlal a S1.-ir in 1 I'l Iuntil the Ii iv st classitic ation is rcnch'd,
.u)t shrill nt becomIl uto l aticalIy d 1 Is- talihed,r

(4) Group 4. Ilifloriation or it1'ri
which does not qualify fur, or is t as.
signed to. o1 of the first thr 1 rups.Such information or IlAtri 1shal11 11c0m1

utom1ticlly downrad1(id at thr roe-virintervals u11ti 1the lowest classic ittion is treacioid 101shll he 101101111i1l11de
clsified twclv eyeC after dite of is 1sunlnc. 

td
To the fullest extent practically the ociassifyin authority sh ii 11111 0 t I

the intorination or materiia dat at e ti en i

of original classifilc 11 if) t f ct til m 1,
dow'ngraded or declassil aitt n beirlier 1
date, or if i (11 10 i11 0gridor (er n
classitied after a speel 11th 0d een, o -1u0o It
the removal of (ass1 I attache-s or st
enclosures T1e head s or their ds-

igiees. of departmnts ad agtcire in di
Po1session of Il-fi-IIsO informlat inor mta-terial classified pursuant to this order,but not bearing niar1 ings for automatic cdowngrading or declassitication. are here- bby authorized to mark or (1sionte for 5Automatic downgrading or d lassi - NIsuch information or material in accord- Cdance with the rules or rcgulatLons s

t
ab-- alished by the department or aenCY thatoriginally clabssitied such information or j(atri al :

(b) Non-Automatic Chare Tie tIIsons designated to receive requests for rreview of classified mat rIal may diown- e

a rnde or rinntc'ral when
C; rot m t;ilte n n ;;" e- ar::nt its re-

' - I 1-l: , ro-

v air'Fl ti1 '; r )rr .rr at
ii r<,d~ir. or lc h ti ti, n i of

SIfroioIparrars of classi-
S nt1 11111 1Ir IIa lso r -clrt- the con-

- t f ;e appiror eat' ca . ifyintr n
toari~ 10 :15s on erney O ra: ag such

<tlL 1111' y that they war-

t! _ 'r t h" lilth a t o
I ( r;i n aitr h l xtractI-d. or

that o :re o ) c1; .ii 0'
(I 7an0a cially Tra(nlferred. In

t~" t ;' o m:toirmi tr-ins erred by
ui i,.Iaant to aeo- xcu r or-

dIr f' )1one I rtment or agency to
L:a : a a' r r thlt :'r's tort and' as port
of its otilcial riia, o: property, as dis-
tin-ubled from tr' a'e merely for

-"rpos of stl'ra . ta.' rl-ceivIlg do-
.ri e(1t o r a n so 1 1 1e d eet me d to

ihe ai cl:,sosfyi authority for all
1 u1(lir t1 11rdor, Including

(1 Ii I I I 1 o nrnd t d w I n g .
(d) tuterialI Not Ocially Transfer-

rtC: 01 -oal 0 irn ent or aglncy-
01 I lii I OIan iclssfi 011-

irer t al n c lir, I Chil fit ' years old,
tar 'i I t 0 1 0 -I a rs ( i) ti t su c h h a te ria l
a ti;nat n an ai_'tncy which has since

b1cr11 e ti a ncfn It and whos-- -ifS and
C el r pro rary' t i' ot ien oliiiaiy

cr-il -to other d11artw1lt or
ai- arc, " W 11n the 11 -O(ning of subsec-

t c-: r abocn or (2) that it is impos-
s.m for tit(' m sm deparrtmecnt or

;;cIcy 1to identify th' originating aet n-
Ct. and (3) a r i-av or the iar trl

luncet0 5' 
t
In t it shoui0lgL dlwngradp-Il

or alalt ,iiild, th Sll p '-s'ig do-
In 1 11rt1t or a a 11sh11 111ll 1ha t powertai dea't ssify or tdown'r[;}de such na e-

r. t If it api'al r. probaIo that a1-
('ir pt Ic 'rti C i'CrIgone ii may have

at sI ,taitialcita t I in whther the
cls-iL Ilnl If an irticulir infor-

n:at orlt bh e m1 i thied.the pis-ti,.,it . ,deirtrrm at or to en' y sha l notexercise te W e a ar conferr'd upon it
11 tie0w - bil'Y' n \:Ihll with the con-

'tnt a f the or dep'aO r tmerUnt or a'tn-
cy, uitiilthirty do's Iffer it ha. noti-

n(d such other ICdIlartmlent or gneicyof tle nI ture O I tat or il an rd of its
inw oii r od cOla3ify or downgrade

th a' i- 'Durin ':I h thirty-day 1
rIor the other da' lrtuent or agency
ntl, if it sO al dI r s. express its oh-

clians to clarifyingg or dowangrad-og the particular mart'rial, but the
,'mar to make the ultimate decision

al reside in the po:>'atsing depart-
i10at or agency.

(c) ltfor-n'iio o lftcrial Transmitted
,y, Etc: trial Mt-on-i I 'rdowngra'djig ICecha - t ic iol i cL.a -laed information

it matermia tranlsmitted by c trical
0'eOns 1hall e acc'Iiii iieId in accordance
.it1h the proCore tICS a lscrilbed above 1n-

1ss Speci1icaly prohiited by the origi-
aiing department or C ency. Unclassi-

e ' )af rilatL0 air r-trial w hici is
ransitvte in encrypt II form shall be

afgu:irded- and handi-d in accordance

i r t h i t vg iregul t 11s of the originating
epa-rhllent or agecyt-',
(f) I)owngradin- If the recipient oflassI 1 material beIlievs that it hasen claIssitihd too hi,1y. he may make

reCI t 1 to the reviewing o'f ial who
ay doVngrItde or declIasfy the mate-

'Iaata-r otttai;itiig te COt'ent of the
pIlrolrilrate classifying authority

) . ";gradin- i tte rC-ciient of un-
isslIiedl information or material be-

eLes t i -la ituld it' classitie-. or IfeC rIeipient-of d i--formtion orriaterinl believes that its classitication 1s
i s liltI t pr et tive, it hall IC cafe-:arded in accordance ith the claseifica-

'I.
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$ton deiim-d npproprito r' t rnuest1

m. ' to the re lovingrof- in t, h wh 0'' y
ron'-! 11;i' 1 icormvation or o mt'i i r i -

utiid the chn r ii il n iftir ort -h ijgth' consent ofthe uppr pri s (i n s tt"
nith rit i. . i ih e 1t of this n ft n il
rntitto i ne o ntr t of. ori- i i of in-

terni mor ainot r I lv- hion to-.
tile (irsi ran h . 1) h ii N nr i of

(h) ,)rtmfnt oa t-A encr' ins (Phsie
IN NotH lavei .uthor0ityfor 1o-iin 1

Cthiii I tnic i The pr inmiin-.ofiI t i bi n-
tio'n rreintc in I tl ir itr-mof ,.

fette Infor ilatinsi or -- rt h (hP l urco
ply to dteiarttwrsti or tv'l wich t
not, ttit' r the I vi of tsu er i r, I ve
authorit-y for rigirna i c- oss-ti tin of in -
formation or mtr1 1 -\buttwhih have for-

fnrly rInssh I n in:r n itfii or m-iai' -ril
.ursunnt to Metive'e (cr No. t U of

(1) Notiflratinn of 'hatnge In 'lras-
tiontion. In all n-is in which n inn is

Inkn by the riw-ing t ilc -toido o
trnli or decl-oify 'r1i-lr thc ucalt 1d
for bl tht in oti maici-i p i rn- i in Ir-

cis ssitention Y :cIip, t rvi ig of-
finll shall nr-mptiy notify nil nddirscees
to whom the infrm ti n or mint-r0iiwas

origin lly tr nn ttf t - lrcid 'nts of
orbr:inal informrion or mterint. upon

refeit of notiolntion Of chance in lns-
loiention. shrillyn t o '0dr--'- 20 '1o

rhom they have trtimcitt- d the ciassf-s
fled inform -tt mn or tn Itrih - l

ScI.r. 'ttt Sartinnof C1a e ihterl.
After it determoin;;tion of the c opir dc-
frnse rlassiticntinn to he t ined has
been made in ntctrnratc ) with to epro-
4 lonis oithi-. rder thece st e mnte-

hini hnlle d te0in rt- s fo3 ns:
(n) Y nsainfl -t i on i i inArk-

inr. At the i t m of orii Mtio, nil t ls s-
peid infortithm or tc-ial sal dhe

mrkyd to itenuIt the r ho-iwneri-dO
cin-iiiaction rh il t i be foow hine
nCCordanncr" wtih p: t c raph (a) of section

4 of this ortr. o
(p) ound h oruten The retd

defense classiantion n bound docu-
ments. Isreash oks or priiPil'tsi the
pages of which Arcld lpe-lpofnty and se-
enrely fnstenc'd together, shal be con-

spictinusly mtarkrcd or sty mped on the
outside of tae front cover, on thro ititle
page. on the f rot 1' ge, on - the hack
page and on the outilde: of the back
cover. In cash dose the mnric s shadl
he aped to the top and lbottoms of
the page or cover.

(c) Unhound Docun-nts . Tih s-
signed defense clas;tati o ln un-
bound documented, eich s letters, mlim-
orandn. reports. telegrosii, nd other
similar docen onts. the pages of which
are not peratin-nti ait nnverly (is--

tened 1 tO2thrs. hit sIe conisPiiiioisly
marked or sInmped ot the top and hit-
tonm of eich page. in such manner tnt
the parking wilt he clearly visit
when the pages are clipped or stopped
togtter.

(d) Charts, ftaps, and Dtrintne-. Cns-
gif-iledhortirs, i aS, nd draii ingsil ill
carry the defense clissitic-tion iiarkizg
under the lgenid. title block. or ntO ti t
such mnnnor that it will Ie reproduced

on all copies iinde th rutfrotmi. etch cbs-
plitin1onl stInliaini ir icirked at the top

eand bottom in e ich insanoe.
(r) I'hiotnnirraph, i-ilm 11 and it-rtord-

ings. Clasliteid lhotogriphS lminus, nod
recordings. 1 their contaiiniri, shall
be conspteou ly and npiroprtbotey
marked with the assigne defense clas-
slftcation.

(f) I'r Ouctnro Sulbstnrea. The as-
signed dofone ct-ins; ;cation aIntl b

conspicuously m1rk0d Cli ci13iti.cld
products or s ,ustncs, if pos:thl- , and
on their containers, if possible, or, if

38

the Orti"ce r container rannnot ho
m writtenn iotiilfntin of such

iin ltini hInill h fhiirlilsthid to re-
cirkt 1i of such products or uhstnrres.

(r) C!%roiitions. All copIes or re-
( odl n if classifil l n-lterini shall

ii liproiiriitily marked or stamped
In the Fitalm manner a the original

thereof.

(hi)tI hrin itrd Materinr. Normanly,
un"i1i.is- i niiiterial shli not he

mii0rk0d or stnim11ed Unclaiusiifled unless
It i is-i- inI to convey to recipient
of su-ii 4 niral that it hna ie ex-

anin !l - finally with Ii view to 11-
li-lng i ldffen classitti-tion and has
iii' tiriimiinod not to require such
clari l - ietii .

(i) (iihn es or Rem-oval of Ciasilfns-
ti. WIncuver ctissilted material is

doola ieid, downgrade, or upgraded,
the material shall ie marked or

Ramped in n prominent pace to re-
ON the change in cIassification, the

nuthority for the action, the date of
,mtiOn. and the Identity of the person
or unit taking the action. In addition,

the old claslstcaetion narkino shallihe
cnnceld noad the new cilassicrution (If

any) su iiit utod therefor. Automatic
change in cta siitntion shall be indi-
cated by the pproproite classifying nu-
thority tirougo IonrkIng or training
in in irrominint pince to reflect inforima-
tion spi-ihd in subsection 4 (i) hereof.

(J) Miuatrlunl furnishedd Persons not Inthe Exec iis e Iranch of the Govern-
rient. h ln ohassieild materin nfl-ct-
ing the notIonil defense Is furnished
nuthorird Iersons. In or out of Feder-
ni so-vic . other than tis10 In the ex-

ecutive iranc, the following notntion,
in tidiitn -to the nrsignnd cinssilcen-

tion lirtrhiin-, stu! tiwhenvr practica-
ble ie placid on the rnaterial. on Its
container, or on the written notification
of Its assigned classilnction:

This material contains information
effecting the national defense of the
United States within the meaning of
the espionage laws Title 18. U.S.C.,c&s. 0n3 and h1. the transmission or
reveiition of hivdcb In noy manner to
no unauthorized person is prohibited

b y In
Use of oiternntive marking concerning
"Itoetricrted Data" as defined by the
Atomic .nergy Act [sections l8N1-181
of Title 421 is authorized when appro-
priate.

fec. i. Custody and Safekeeping. The
possession or use of classified defense In-
fer ntion or material shall be limited to
locations shere' i litii -for secure stor-

oec or protection thieri-f are aviable by
means of which unauthored persons are
prevented rim -gaining access thereto.

Vhien-sr such itformination or material is
not under the personal supervision of its

cuts+i n, whether during or outside of
working hours, the following means shall

e taken to protect it:

(a) Storne of Top Secret Information
ant Material. As i iinl1iilu. Top Secret
dofoiis information and mleril shall te
stored in a safe or safe-type steel file
crnnitaier having n three-position dinl-

tIype combination lock. and Io-wig of such
veitilt, size. consu etIin or installation

04 to mii liiizc the possiility of nniu-
Iliorlapd ne-si to, or lthe lihiysial theft of.

Fc1h linforiintion and mtnierial. The head
of a department or agency nnv-pprovo
other storage facilities which ftorit equal
protection. sci as an n armed nren, a
vuit., r vnit-typo rom, or ana rea under

contInuous iurvellhnnce,
(i) Sltorago of Secret nd Confidential

Inf-rm-atton and Mrutc-ratg. Ar a mini-
miun, secret and Confidential defense In.



WAR AND:' NAT ON . v.<ssc r& ) 401
form lti n t nt tI tuatrrial ta h 'a war
it iii:i nter ii athiaarait 7' f - r T r r ti a:? intat tan ia a-rtaani, 1 rita" tijti al pa-a wit I ttri 'k nrChangez ab+l t h Irec-rnlon !ir,ii

lluaat'l t r int olleir rai nat ' nWhich aafti.-d t roiai ror;i, ' ! lairire : ulit amOizhal iby the hail af atetint!, t'or 'ncy
() Sturari or r rot ctin OiaanrWin never nw sear' urStv'j '5 byot 'are "' iis pr cure.it should to the xaextent p .rtc ale, hr 'of U t.a re

tit ed as security i ling 'I hiinu 11tiederni S rtrtailS' ,a a p lalt t le GearrServices Al d inist riii.
(ci) Othier Cnasiflcad M'atrIn HTa acofr deartmaerats n a i-ll nrrscribe tasch lrrtectiv ,, rii a; a-tanie necessary in their d a '-'rrent1 nagencies for r nterana ora'n i alainarundo

tatutatory prv ionr- rraairinio pratetion of certain inforaentio a
(c) Chtar.e of Lo t' ( airrahiUn

Comtbintions on loci:sttf jor'aera cc 'a tar
equipment tlnt be c -; d oal'n i1tarroits having approp iatte -curatclearance., whttaever rach Clt iaentplaced in ta-n after prcurment frothe net tra t rr r or 1 aathir .a.rwha-ever a srson knowing th e a'-nrttion is transferrnid from the ar e tawhich th' er uipmnt is assigned 0wihnti'er t he consblit.n.tion has aeatatijrected to efaat amnra , ia-nnnd aasonce every year. Knowedge of coantlanations shall he lintdtr to ta eMta tt On mntIor or pier' c tsee-ssary ~for
opepratitg air taesoCe Ri or Iaofce oth

tttins tataill be Clssilita tno o r-nt
than the i tri-'t ca a yur of t acss aeadefentc tat ril tanttararra for aor-

re in the safekeeping cipment concern-ed.
if) Curtidin's Rrrponaitali'ics Caus-todians of classified defense nieri-al labe responsith- for providing the hosible protection and recurtahiflity osuch material t aal times and p'r"taur anly for securely lockilv'g c.inial aCrtnalin approved afe-eeptnati' ea, a"'--ever it is not in us,-e orUnv dIree u-pervision of ataaorizeata emaaaalrva' a C-todians shall follow procedureswic;n -'sure that unauihorized ,e.onsdnina excess to assiferdt efen a- inf rna-tion or laateraI::ty sigh t or sbrin-i rndcassiied inaat-ataons halt notb e disn

cussed witt por n the presence of un.authorized persons.
(g) Telephono Convcrsations. defenseinformation classiae'r in the tra cate-gories under the provisions of thi orderah Ill not ie revealed in telephone con-versations, exr'ept as may me :atllaooi.zdunder section 8 aera'of with res< t to thetransmiasion of Secret and (Craiiadantinmaterial over certain military communica-tions circalts.

(ha) Loa or Subjection to Compromise
Any person in the executive branchwhohas knowledge of the loss or pa ""tle
subjection to compromise o hf iaorlesde-
fense information sHall promptly r ae-rt
the circumstances to a desia tec c-ta clof his agency. and the lart a-a all take
appropriate action fortlswsih ir lingadvice to the originrtitng dep'arttnt oaagency

Soc. 7 Accountabllty and fi r'ndna-tion. Knowledge or possession o ' si-fied defense Informntion sh-l c asp -
mitted only to persons whose n cil du-ties require such access in tea itlist ofpromoting national defense a and 'only ifthey have been determined to De trust-Worthy Proper control of ia'se-tinanlorof classified defetrse infoaentian- at- 'all t.:maintained at ll tire, incl '-'odaccountAbumty records of CaIti tI-

r1 . ir ' a r ''r niad f avart
'', ab- r af a a i Ia, -

"" otha' n mba
l a'~;'rilr-',,at o n ' ainar

a n unaas um bo opttoa i t-: t iaa a t . 'rar" thr' r''ak ' r F airirat -m'aa a'- -'asa- iii r a, n 'at a o 'raaa s nt air cr, i a 11 a.nl-
t tr";t uui la' ltni+tr un m l b r den on hl

'r a d In on r tion w ithfraai aa'.or a ante raal: rnofi deti y-t 1 a -,t10I rIa "c- 'r~ int c

sr () Accoi iltnl ila r) A?," aotrti-a. nrr-. laaara
f - i-ts and hU-nc ie s h all p r-

I a s r i t h e L ien r C o u t a r iy' } r o , . a r cr s i A
a' are , a r an-a-to air cifc'tivc Iy the

y afr 'a of ir' d-r f'nsn itfr.
ar r- i'a - . at, , t iarrI ; , er c ontral

- r a l al rl i- aTo l l e c r e t u n d e r
ni i 0 . i ar S a r c C o n t r o l iIr cr r s"l al a t a 5itr''I Iil,' " r'aranal to re-

aralrty ii' terso.,and tt' prtir '63 S- ir rr atrial.

y ( h ) hi n ta i a tio n O u ts l e ti e E sc ' .
y uta lr a ch. Classai ci d dif rn se infor-

mI'' l ot 'artd Out-
, h e a'aav adxaacutia abrn e 'ar t ttaidiar. arai '- taird thr"' a i iart aiiU-

o r z at 'i-av t liar "ja1aIhr sca u-

a t aart n -t or n uraa c- n thanuah
r t aI perso n or a enc to winch di- ii.a nation of such infnrriatr on ;s proposed

to I ire ta icrhay 'nve-trn-sa-l or
partly - r a rer r i el fra its production

(c) nor-'- - - 0 t pt "''rr
1 -g-I A4cnth-rian lt i a nrtoar - c- a-cy I

''S a r a hca ti A t ' o f J u l ' 2 1 r

l can ai 2of t -tar i
f e a rnt i n f a r ' a m a a t io n o r io al t i a ' a t I I a n o th -e r a n trt r r a n t o r i' a ; a - a a 2h a l - a l n t L eri-seir aeticd outrid' the receiving de-art ent or r'n y Wit out the cot-

aeat of tar'' or nri ar dlrflartran'at or
t nl a d m material coa -t' rain r a a mr frnr'' nerti n which a re

a I na aop cr t ior S rlr+ arll not
Ia -- ygair wiaro th ea crsctt ofa - r g 1hnting ie -art m-iera t or ri eac.y

Sc c. 8 . T ra n - m i a-. a n F - - tra sm i s
aon o t -i e tf . aatran asmn c' , is-

cy, ia rd atOd e riincat 'il of tnt
taaree - ,or at ori rn e ader te

pt ia ioras 'a afr Ithista' itl aaa ' ba pre-p-al; t--i; tra'aia-aaattel as flocs;
(a) Prepaarationf oisa- T erition.Slw'ael utla i-al] -harl u a ciosed Ina ar ue in n errjd o u te r a e rs -t a Thia r covera- 'be-a ll r - - crnafat-or ellSelarpl inly r''l'aa-I' th-e -a-

aii~,"d iar aI's'aation nd alra ss T eouter ca-verv t'nl I,- srilad rad ad-
drad ctha no tma ra,' ui'loraia Ia'c ln-M-aCnii an of its cortnt. A re/ertform rail lie nttaclarit to or eCtl asrd

in tli in ii a-CO et- 'c- a that Cond-
d -rrtaal a rais a-I - - arlart at -eecipto n y if th at s en d er t d e ai it t ec rss a ry -Tl ie rci-a ap

t  
form a i l datify tlaa tddr'ssor. dri e'ase, at tl -he d-c-urent

tt s a ill o n tai n no cla s -iia.e d infor m a -tio n .- It a a i aa - g ned y- t al e ro errecipientIi ad retrniie " to the seter.

(h)4 iransir ttng Tot- - -crf et M ater!.
n ., T lh taar siasr 'siron of l op Se cre t nrn -tur-al isau ie fecrcItpreferably by di-ret Com c la-lo ei 'nis' concerned orra trna e - , by o'rai y JesIa tea

p e r i i r a a 'tb y ISt at e i a' a r - Ien t d i p l -
-tie pouch , - n .a sen ner-cc uriers e e'peclv tla create -for ttt pur-

- l~ ccr by ci aric nreaans In encrypted
ft r ir (;m a i e of It orrortion

tmrsnltm r c y tM Federal Bureau 't la a - '' Ithra inr-a. of'I a- titna- kra a r ih r anof trinanmis-
00 aa' hea - :r= e rr a atly aztIaoa-.JI bythe Dlriec i, r en ureau
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of inveistil:ntion, )nt'a s E I E re'5 " T trc r-.
fntion t o i t it, co a ry ' I i'a:a 'i ti cx-.

c(rtinE alEtiE (l s lIy tt' IOrjilinating eCIi-
Cy.

(c) Trnaamittiaalllni crt rt lnformalian
and l uI'arilal. Scrt in lrm:a i n a minai

': rIta I ailt1 Ii tI' r hn andIaala 'a ;a' a aat
l wa'n t - 't fo ri yE-' aat r t t mr st r m

th' I I l rat tatr tci a'arf a' a l 'or buair
Itit till A \ la. aa:Ilw
of l'llart' PiIco. or I t t t aa -N

slil, by tone of th ' ieanst 1ti i onI for
Tlp 'ra irfaarlati nl ;an' mrt1 ri, by

lthiolji riarllel lut ri 1r, v Uini , int o is-
IcE d '1in1 l. or by t 1 ' I of f ta c1i1e

ervi('cts proa id edI la e a-m' r;ial arri'r .
nir or iraia't, l atral 1 1 caniltt ''ar
at' h- Irel'x ria' by t n Ie Ia Et o f III' al'
lanrtlanla t or 1a'nc y a 'oa Ern' . iit a rat in-

teal r 1i71ti and ltu i ri.i 'I ' a hw ' I tr ats it-
trd ontini ( hir,'' nrrns by one of the
IE'iIEi' r t''al tIEhIti forr o ilt - r't' 1  i f rIma-
ti E n1nd1111 atrrI a ha Vacc ronm i latlrs or - Ia -
to'sr of vi E la 'of I 'eE! 'i' tl i i ry,'
t-r Iv l the nit. 1 Stalsl rea'lat-rlII mail

thircciig Army, 'nav, .ir I r n-, or l nited i
StatE d vi t aal f--cit-i : - aravbaia

that the infar' t11 a I 1unt r a - it es not
ht anyItom 1"ims out of F road states

&,aoVrErnmi1eat control ind intt pjassC

throuEIith a for'iagai pI alIll c - ls) 'm. For the
} l Crpo as of thin t ct 1111 r'e t'rct mail

E thitrustndr of t trn riina ageny aof the Uitc:.d Statt'" ort On i,_ in con.
fodrtti Cwitia (7! S a es t'"'Il rnl ni

cla:' trl la stt a tian'1a n'sla rti Il at ant is
;relilcontroled iP ra' eraI t aa crt

i jformralaii "aaln mn ir nama. h er- ill
bi tra sm ati (i '',tw en1 a imia d Sta

GovernIii!t or Caa"anP Gvermnlt in-
htia:atlion . e. a bsoth. in th fort '-Haht

COV ti 'g Stat' 'E r tae aI ret t of C '.alum-a
b l .A- a a'ita' -' ( a by a n;a a it clI'5 s

a dn iCunrr ianra t stertda m a with rE-il-
tlra d mi ai! ricelia'alat tr Il't narati' naril

Iaterial rany raIso I trna a lttii over
comrminnatc ' a ,n cir is1aiy ealace

of 'i 'regtaI tCI allpr iEl
1
t 'alu for ue

purlI os by t); Sl craPtnC tl of aa i fes a
(d) Tr n'l'altia'nla or'l tlaiaaa Infor ma-

tlc iand utaterila' . aaal tal' m r ma-

tinandai tlmr"aimla l all" b ransata ted
WIcin tao i ra -ic h o t i rsStates

ofnd the iI tricl 1Col1'all'iI, or Wholy
WithinA a. II ail] i' i ("ilta Cam amo th

of 'uarto T iat . or n a daa Sta tat aaposps-
ston, be one of the mearns c inhshed or

bleberr lnassicatinw or hb m' rtinidel or
ircst-cma mo al. Unesitl, ho', rons Con

fiden al inf r'ataa'i' rail teraie shn
be tral n n tt lin th nrIa aln agieras anu-
thri etl dfor ahig r la-r-ill ha .

(c) W ithin ln einO ry. ' r ra i on
of cIassi i deflta'sala ater i lE or trams-

Sn c.io9. ao-and trarnm! ) triafaia . itia
it partm nt 'ri E ntrcy lalH bea rov-'

:r's d Iby rlaarylatd ,1 OIsr lCed a the
ht of t:'y de aart aiI (t or aglnca, in-

maring n degrd'r of secuirit. equiivlent
to that outincc atOve for I ranls'tIss in a
ott;itid' a f taiElla rtceatta-atlor a rtSrc. 9. Dispo'ai nanl D sructionr. Do-
trmentary record maaterial oiade or re-
cEivd is1 a tl d armeCt or u;n'y in con-

nertion wi.ith t ransrrctlorr .f tittlie busi-

erg and presof rvJdlsi of the or-
gt nIz:tion,t nnd rtlons po e,.u -' ration t

dref .alont, pr 0 oceurea or th r n ivities
of any department or n{.ency 0f the G;ov-

ernmient, or b'cauie of the.poor mfrmationaa

value of the data conta n e 'lt 1r'in. may
he destroyed only in neccorda'.' with the
ace of Jilyn 7, $ 9. '^.I:. .07 Stat. ,

a acnended [nactions ' -30 of Title

41) Nonrhead orbi clss iof ta at'parcrint con-r
EatIng of extra o iet Ibe ttlwtd r'e r rt in-

ciuding nchnInrot d nr::m o::rlmi'try
drafts, se cO :rbcron ppr, rold other rn-

tcrlal of irnilai tcrmpcrry r true. mnay
be destroyed, under procedures ristab-
lirthed by the herld of the departraent or
agency which nicet the following rgnire-
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trlEit,11 a oon nn it hans served Ita pur-
pn e:

(n) MetEOEn of D traction. Cinnal-
(1i 1ata-lalax Ihn 'tri tashall l destroyed

by ilurni ag in the preslcal of n n-
proprll a.' ElilinlI or by thar n thaaaat

1n1ltari/ld by t a bend of nn agency
pia ated ItIh o aailtilg dest ruction is

esinal1 completV.
() Record s r dIestrutlIon. Appro-

pr ite a aoaantahiiity records rraintalin-
rd in tho delEart l'nt or ngn halla l

7r t I ha-' lne f.l+tructlaln of C Lssithed de-
fa'ai aamnterinI

teC. II). Orientation and Inpecton.
To proneate tile llisac purijoseS of this
ordtr, ahenai of those dtaiaartinente ld a

('ill Originating or handling cens-~iealc aa'fense inforlilttal n shall Etarsag-rate experiienced ersonsto coordit I
nala sa Ervi ' the activitth npil a b;latae

lal their dElpartaeaats ae agencies nater
this ord 1'arsons E ds'tginta'atd Shall

m i aint i ao ''ive tr 10 1ng laid orielntn-
i apr'i.r tas for employeess concerned
a itha a-'ssiaada d fInlIa information to

ltinr s each snrie mployce with hIis

in Ii 'Ei l rl'e'po sibaity for exercising
"Ir a a a l ainrd en re in complying with

the provisions of this order. Suca par.was sali he nuthorized on behiaif of
taIe heads of the d - rtn-r ts and gan-
cina to ettn--tlsh ndei ate and active
I" piction programs to the end that the
lroviaols of this order are administer-

eii Cff'cI ively.
SEic. 11 Interretat iEtt of Iegutttlon

Iya the Attorney (GInral.r The Attorney
G eral, upon rl ofe of the head of a
tapartmIant or na'nIcy or his duly des-

ig isd r aprese taativ e sh-ll personalor through rut!heried rcpresentatives
'f the Dt'aarrnr t of Justice render nn
Int'r l relation of these regulations in

Co - section 1 In proleas nrrsing
out of their ndminktration.

See.1tatutry IRe aiatrarents. Noth-
I in 'iIs o 't -sha-ll e construed to

nuthIrl.e the diss ainatian, handling or
tra-a'-insia'a of c KPa ed information

contrary to the provisions of any statute.

.13. "1'estrite hato," Material
raeriy r ii 'anatE a "a'Restricted

11.11.1." Con l ica- l on- Intel hgance and
CryIato;raphy. I N)ahing in this order

1 hal l supersede nay reUirements ladle
ly or under t e Atoic Energv Act of

At t ii, 1 al ', (aanaI a sl'Il 5[ ctiaon 211
a of Title 42. Ta Publ1C Health and

ala Ice') "''tcxarbt a id at ," and ma-
.,ferrly ( 1 ,.itnlted n "Restricted

'aa 'shalltI bhet tnlel.l protected, cassi-
-'at. 1 towana'lrled n, ll Ielastl ied Il acon

fority ail lthe trovisisnIs of the Atomic
:v Act oft hal, ns naedt1eda nd the

regaltions of the Atomic Lnergy Clit-

(l Nothing Jin this order sha lll prohibit
any ltleciaIl require ntI1a s that the origii-

11tii G 1ElIcy or other appropriate nu-
thority nmny 11m1050 as to communientions
iatrl7lignce, cryptotraph, and matters
related thereto.

5cc. 1'. Combat Operations. The pro-
visions of this order with regard to das-
lrainaialtain, transmission. or safekeep-

ing of i'ssaihiad defense information or
mater i ay te so modiled in connee-
ti,:n with c:)mbat or comblat-related op-
crations na the Secretary of Defense
rid y by r'ctItlionsR prescribe

See. 13.fI-cepttionl C -a's. When. In
nn exceptional case, a p rson or nen-

cy not authorihd to classify defense
Info-mation originates information

K i h i belicv.d to rolilre classilc-
tion. Such r'rasin or agency shall pro-
tect that finforration In the manner
presrcribed by this order for that cate-
gory of classifed defense information
into which It is believed to fall. and
sshll transmit tme Information forth-
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wIth, under npprcprlnte o f rptrdt, to
the departsticnt, ii t n. Ciicy. or j.on ' Yv

tog both the authority to I L'sIfv i-
formation nd a direct omet i ere t
in the Information (prcefcrnbily, tiht
partmiii'nt. n:rincy. or person to v

t 
h

the information wood be tr ir, nit I
in the ordinary course cf :s in'n).

with a request that such doartmrtr
n cyrv. or Icr ont clasify tohe in; r-
nil tic)iIt.IIlitorcol t Researnch. As nn te NP'^lr.
to the statinla ri for ei:s pre n
the first s t'eiliie t of lion . it b-

jfet to all ithIer pi stio't rf tls or er,
tho e head of an agency nmty 1o rnt le r-
ponts c ot dre the exc-ni++, broi l s per;-foring it iiintlnNi iigiiio tonyrinwtht:
torien I rseanrih proj'i'is to i:i I;
to eltinssiied d(ie'fe ifi rinitiot a : -
atedl within his ngi"ey if e d iiia n i
that: (a) n ecis to the Infomntmitti willho clearly consistent with thie ilc tt
of natiO l defense. a ( nd (Ii) tie - :>
to be granted ncc's is trilt.orth:
Provided, that le head of tic riiya
shall t take a yro rinst' st ps to nr
that Ctilhsihi t iomatiti(on Is not rb-
listed or atierwise conmpromced

Sec. 10. Itciicw to Insure That li tr.
station i Not Improperly inc1 .Xit1d;
Hereunder. The Pri:ncdent shall d('1-
nrte a nember of til staff 1o i1ll
receive. consider. and take action uIt'".
ftiggestions or ComriaintS freri n3a-
Governmental rources relating to the
operation of this order.

6e . 17. trevicw to I nstro Ffeoiu r;
Inc of Ciauir'leid Itcfestn Infor gittio .
The National Security Couicii sal
Conduct continuing review of the in-

V'i^men ttaio of this order to insure
ti: t i f iid f eni;e infiorrmati..i ti

ro p-rI-v snfi'"i'arded. In con trmity

Sfc. l8. T'.1viewi S ittin Jep'artmr.nte
and t; A entc . Th 'l e i o f rtch rd{?

'art't'rl cit i cn y all de:ipntt 1'
'iimbi '0r or mimibiirs of hi.qsIt :fT who

Ihali co to ilnt continuing review of
ttc itliere'ntatin of t11,: order with-
in tho d i r mrnt or apcnev' concerned

to iii !ri' th.:t no inform trin d is with-
ib'll lhr',n'dr wh'lich the people of the

IH'it Sttst ntv dice n riht to know.In I to insure that ctassfiifl ifen-i in-
foriiiiti ton , c(irrtoerly iafr'gi:irted in
coinfioritlty lit r witht.

're. 13.i Un tiihorrired Dl)isn'nro iv
(h ; irnnent 'r'.otil. Ttit head of etich
t, rti r uent ndi o'er Is dir-etil to taeh

irpiiit n t ring it la iini'i rittlv' or-
I in .l:lii ti nyc nrr or mncito-ree of
the Li;d ittes, nny level of etitlo-

con dtter ii cito hI beenn tOn n ini ly
ci an 0,i for no re t se or uiini'osureOf ciiiii f inforrnation or ma-
t!ri-l Eceit in tie inner nathiurized by

it crcr. ant where ci i ioi'ition of
cri1i st'tutti s v lie Ii vo eil, to refer

rnitiv to th w Leportment o Justice
ons aica case

2.ec. i' .icii ailsn of Execi' flo Or-
d r o. In0). 1'xecutiv (rdec No.

of S;a Septemter 24. 9l (set out n
a note rier tis s ctior] i revoked cg
of the eff ccttiv' dcite of tliis order.

Se~c. 21. E,"'cti vm Dnte. Thiti order
ihnil he come c iective on December 1,.

1 C:>.

EXECUTIVE oR : r NO. iM5
Feb. 23. 1f('O. 25 V.1. 1.1. ca nm ' d ed ly E x irtl.N.QTXY, Jnn. 18, 1(11,

2U F.1L 508; x.OrdNe.t 02, Nov. }, ;17, 3a F.R. 1621
SAFEGUARDING CLASSIFiED 1.V0)I NATION WITHIN INDUSTRY

Wtthl tIt1'TAS it is mandtory;! 'hit th
Untitid States pro ct itaielf ni'atnst hu-

tile or dtestrzti ci i' , ieivities ,y. r , -
ing unnuthlorizedi disclosures 0i clatsuidI
intormaiitio i resting; to the aii i

1
ati e'-

fense: and
WilElll:AS it Is n fitndanni-ttcl prin-

ciple of our (overnmett to protcCt the
interests of inidivIdtual~s e a a i r
soiabile or unwarranted encroach'mt

WIIE11AS I find that the proviins
and proc tires prescrblcd bv Ii n order
are necessary to nssure the pro.s 'rvnticnn
of the integrity of ctIssifie d dcfi -

formation and to protect the natiojil
inlrest: ni

WHIJEfltEAS I find that those provi-
iou and proceltirres reoguiize tie in-

ti'ret of ndivild inIs affected thicrey 3'
and provide mnx im um p ,ossibdosafe-
guards to protect techI interests:

NOW, TIIEIREFOItE, under cnd by
virtue of the authority vested in me by
the Constitution acd statutes of the
United States, ard as 1reitdent of the
United States nt] as Comniander in
Chief of the armed forces o th 'United
States it is hereby ordered as follows:

Section 1. (n) The he(retnry of State,
the Secretary of Iiifentse, tne (onti -
sioners of the Atomic Ener 'y C'oia-t i
iion. the Adinistrator of the .Nntitt\ ii
Aeronauties and Space Adinitttr atOn,
and the Secretary of Trnnnortti't re
spectively, shall, by regulation, presri it
Fuitih specific recj iretiients, retrietyns,

land other safeguards as they ccsid r
telessary to protect (1) reic'acs Of e1s-

Rifled information to or withiin Uni'"'States industry that relate to hloling e'i,
or the negotiation, nw rd. pCrIornin'ce,
or termination of, contracts with their
respective agencies, and (2) other roias-

41

p: n 'I'sitidi forImntifn tt t) r wIvthin
i t r trs' 'ha ' cl ai hts e ri'sptii-
sibiii'v fer a t'''''r iiti. So far is pis.ible irg t latin r'iribt- i I h' 'ti in-

dir this iord r shall te ittrtifrm nai
tirovide for fl t cooperttatioi nitrog the
i'"'iieOs ('0n11rnii.

(I ittnder ncrteon tt bitcws'en tiir lie-
lartnent of lnise nn] nn other de-
s ,twent or rg1iiy nf thie 'Uited Sates,
including. bat' It cited to, those rc-

frrid to is stnsic'ttion (c) of this sction,
rogittlations protcr hitb by te Scrctary

of Iteiftnse iundtr stiin'ction t(n) of thin
st;ncti tmay it i'h'xtetildi to op ;puiy to pro-
tect rloisos ( of(t inssie i iormnat ca
to or wvitittn l(ltod States indIustry that
rente to iitithni i on, or the necgtition,
award, pefornmanc, or termination of,
coitrntcts witi sueh other liepartiumeiit or
ttzantcy, aid (') other releases of ciassi-

ti ittformtitIon to or within ilust ttry
which such Other department or agency
his rasibti ilit y for srfcgiarding,

(e) \\ i ni'..-'hi ttix order, the term
"hend of n h-;nr

t
tent" eans'the Secre-

tory of State, the Secretiirv of Defense,
ts. Conticssioi'ers cOf the Atomic Eneres'

Cmttmtission, tte Administrator of the
Natio t Aeros ti's na cdSpae Admcoin-
etrattion, the Si'cretary of Tranisp ,rta-
tioi, tli heal f nis other departnient
or naency of the united States with
wichI the eta trt'ett of iDofoiss makes
an agret-sent cii'ider itiisusctiont (h) of
this recttorn, n . in 'ectiots 4 ind 8. in-
Cltudes the Attornets (Otnrni. The term
i'enartneit" tinns the iersnrtmtient of

State. te leartnmerit of l)cfeuise. the
AtonIc Energy Coi mission, the National.As-ronn~tlites nd Space Admnli stration.

thI"' Ieli's rtie'it of Transporiat itn, nny
other department or gency of the Unit-
ed Suites wit hich the bepartment of
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1 +frts' mlulxr n nur"t mnt n :r

pr titns -I nd 4, inrltht he 6 1t."pa t n ut
of .1 1ilto,

Ste. 2. An ;ttohnriation for nerrn to
cti' I Jo 1ia'aO l :; 44y b m tedit+y' the head ui a turtin';!t n o l < e-

ig v ,Iu u in but t ii nomti, i m ! it 'Ii ,,,

to an i mhii'iv l1 , her ar r ii en an
:iPpliennit", .f r n ptiji issmeri 1

('ategi'iry only upon('it 11 t 1t is
clearly conlsiste t with t ni tional tn-
terost to tin si .

Sic. 3. E'xpt nrot vided in sation 9I
of this order, tn alithri ,atin for ncceis:
to i sp illc cInsdi h tion cat " ry' m ay
not he Wnhy dcenird or revoked av y 4h1(
head of a tdopart ient or hi 'd' gsi10,
inrludinit, bt it not luni 0 t ,, t, 1i : +'os n i -

c(:s n111:1ued In section of this order,
inn..s th' aplllicoutt as lbeen g ict'n the

fulloiig:
tl) A written itat rmnlt el it' -

Pons whby is ncss nnthiorizationzay
ber (Inird or rmcrked, wich sh In us

-eomprehenrri' l and di1ealcd ua the na-
tti nal security ltrm a it

') A .A rv4414:1le 01Portunit to reply
in writing ui ldo 4Oh or01 air4a o 1 to
the statement of rni-uns.

(3) After ie has filed un44r oath or
nfhrmantion a written repyy to 'te at_-

mient of reasony, thi formt an d s 'br y

of which nriv be pirescrhe- y1w;;
tions issued by thi ' head of th d''iirt-

en t t c inc'irnt'd, 4an op'ort ,iy 1 \ n"ap -
ponr pi''r.iw4ui l-fore tih heat 'of the

departlmernt conecrnId or his ecItnee.
inc'udinig, '111 sot 4initi to,14t1ose chia
ciais ttnamed in section S of this order
for thii' 1prito4' ifi sti'l'irti'' _ h - s -4i-
gibility for access n ti17ori-j14n and to
presiet i'hiit:ic' oi 11this lib n,-

(4) A rcaionatile tie to prepare for
thit 4peara Ice-

(>) An opportunity to be rpresntod
by counsel.

(G) An opportunity to crs ' ernmine
pIr'ons (ithlr7 orally or h 1,4 4

interrogastories sin ccordan' e with sc-
tion o l ta tt rs not rinting to tho

chirictorizat on in till "tate'ient of rn-
.,'ns of fi or ani'ntin or indi(i4dual

other than t a ppricant.(+) A written notice ' of tit' na l d-
cdsion in hi'c ase slch, if dverse, shall
ipvcify wvhi thor tie hiall of toe ei'part-
ment or his designee, ieludingh iu tnot

tlion 8 of this order, fond for or against
him with resl''r't Io acli ihltnlai4on 1
the sta ten1ent of reasons

ter. 4. (n) "in apliennt sihnll he 'nf-
forded opportunity t') cross-examine
Persons who ha" 0a11 orl or 4riutnh
itftri1m nts ni dvers' to tlt' apipl n It re-

Inting to a lt co 'tro'rt" i 'e 'xr p1 that
any such statrint n v ' re''i4d nlind
considered witlout ab'ffoing stall op-
portunity in the circumitnoi' 1s d;i st'4rihed
in either of the folin4'rlnp 441' "iipiis:

(1) The head of the ildie.rtnt .n -
plying the tat ini'int certifier that tIle
person who furnlshed the irinrmtin i
I confidently informants "'h) is .s a

engaged in obhtniuiiii n 1tt'li4'r'- inf"r-
mYtion for the Government and that i 1 -1

closure of his identity -'4n d u^ sustnn-
tinily harmful to the national Interest

(2) The head of toe department con-
cerned or his special designeo for tiat
particular purpose has pr1jin4O 1nrvir'- sri
ternined, ofter consiring inormaion
furnished by thi 4' ientii - ginci y
involved as to the reality Of the per-

ion and toe accurey of tie sttrment
concerned, that the tatemnrt concirced
appears to be reliable and unat rn', and
the head of the (tepartm- nt or stich
npeclri dca'giee has determined that
f&Ihzre to receive and co usider such

4L

t t w44 (n4,1 . 4i i i of thu lp vtl of
1-,s ii; ''144 i fitt inltI y irint if i

not .4'lto ttiiiy (,)ri(- to ier th,
il'i' di 44.4 r i tiil' 41401,4 11r 1 twlio

en: , it" I birnity of flt'e pr.on and tio
1 10 c(nsid'' 44ri-l s(1:11 li
to the r44 'ii4lt, or (1)u, t.. oe o tIh rr nne Germrincrdby

tic W & I of t" deptartr-eint to be good

(0) t neverr proreIres under para-
4r(1) or (2) of itih4r'tio i (:4) of

thins c:lion rc used (1) the applicant
s: "l e a 1 ' 0 "imary of tll' ifor-

InI wh1ii' 14 ich'1 44I n l r.be r 41comprlenc sive
i . illi ni i 1 th 4nationi soerrity
"riits, (2) nplir pri -e eotsideration

r 4447. in 7 r l 1.t (t'le fact thlt tile
'ieiii.,:nt 1id nit 4,1ove n opportunity to
(.1 4-r" I; e 1111 1 1!it'person or 4114rons,
i4l ( -) n Intl dit ermin'-tion adverno to

tt:' il,; isnnrt shatll h,' m til only by the
1re44 of till t 1dj4rtmi l .ihosed upon lil

jprrsn ud lreiew l o 44 the case.
f. in . (n) Records coniled in the

rgrl" r cotie of blits++,- or othcr
phy1-Ii 1 eIiidn otherthr than 0ivestign-
ttst riportt, Iytb re: ivcd oil Con-

sid' subject to rebuttal withoutt nl-
t i n'thai's 51-5 p 4'1'provildl that

a ii 71fr410ation s lbel furnished to
the 1 d";prtmnt concCe7r by an Invsti-

4i2i Oeiicy ur iuant to its responsI-
i l it Conn'tion 1 1 w it rssi(ting the

,t - no"1f the i 41tr 14wnt onclrnl'd to
l-iard c5a4-i-11 , 1 (i1(f4rmation within

Ilo- try pursin1t to this order.
(h) eicor 4~ co' piled in the regular

co ' r 
4  

" of h vins, or other physical
ei4 e n 4-' tih4r than iv4' ti;ntive re-

ports r, t r to a centrovertcd issue
41c11, i ' ' c: In'so h re thsey1csh ed may

not he' inspel' L''d b' to' 741'ilicait, m:ny

h' i iec. td 01cotiidrid prividcd
th9 11t: (1) the head of the deilrtn'-nt

coctcirn( I or hiis special desigii,: for
that pr 4rpo h s i nd ireol inary

di, : ratio ilM steriphysical ei-
rdt1' 1ap r 14 to ie s' material. 2) i c1

&A cf the dpartm40t concerni or
ur4 11tii'n' h"a" -4no n det'ination

that failure to receive and consider such
4"-ysi 1 41vidmic- 14 -l 0 in vita' of ti114

1en q of cc' o 1ht, he substantially
(iarmfrrl to the nntiorul reurity, rind (()
to the extent that the national seenity

Prmitiit: r 41su4i"nry ori i"icription of
such 'phi t'4C evi'c4l r'4i ' 'rdl ' 7nvnilhie

to the np i'e'4 ti In i-v ry s c sen ., in-
formoatlin ;ns to the nthenticity nid rc-
c'1ar)'y of such pn-ia 41i dence for-

nis1h' t t by the in1 e1tigative agency
it '' -' '4" l i i n iie (10101 l'n i 'it'Ori nIn1 such1ru"1:tnces n Conal dcternraination adverso
to t' ap14cr lt shell 4' lnBitt;' only by
the head iof the e1-partment based upoli
Iis personal review of the case.

'1 .1 -Th cretIrv of tatl, the
''c reirt' or itef'fen e.the AdninIstrator

S hr 0 N 1tion11 Aeruonantlti'ls nd lSpace
Adiinoistrntiun. the 1 acr tar} of Trn -
portitton, o r hiu reprowrntntive, in the

1 Ihe ''any otherdee1--tii'44 or aeneor'y
of ":e nitred 'O rates w'it ii w-uichi tl' DXe'
pairtmen';t of Dre'enne makes nn mreromt

u1 -r section 1(h) or his re prisentativ'',
r4n' 4- I In in r r . (ri1 (e 4 'ses. li itni-

ti 441s nn 14r i -lsts to appear and testify
n ordr that the npl cint may have t14

opportunity to cross-e itxmine as provide
try this order. '1h 0 nevo r I witne 9 is so

invitdil or r"o'i"'ted to npear an1( testi-
fy it a prici e 'l t 1'nn 54till' witness is stn

iff4"er or em illoyee of the execitiVe
bran;h- of the G oerntmnt or a i'emiier

of ro' h n tid r fif thO United Sttos.
'i t' 4prr41 7"l1 - ;.i'olves tile t ct ty

In ConIction wIi 4'4:c 1the witness Is
r: ' liyed, trve xprosrxi aid per ditm

are outhor ie a provided by the Stand-
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ardizedl ornnenit 'eTravel Reulations
or the Joint 1ravel1t latirns 'ra
proiriatt. In all other ca-s including g
non-Government eml oyces as well Oa' it-
ticers or( eiployees of thix' iVC
brnrih of the (o''ernmrent or m 'rilo ' of
the armed force. ;of the moited S-s
not Covert(i icy the fore ori se tence),
transp'ortation in k id an11( Ireijmlirse-
inent for actual ox poli-s are iiuthrized
in ani amount nit to excel the minloult

payable under Standardlzd Govera' it
Travel Itegoiatioins. oA ofie-r or eC-
Jloye of the exece'tie iira i of tei
%ol'ermiiiii'it ora i low hOr c t It l
forces of tie li nited 'tl a wllOis I'vit-ed or rInesteid tt ' pir lplu11 iat to
this ,):ragralh shall {Ileid to o ill
the Ierforiie- of ilia ofnii di.ii its.
So far as tie itn'IIa 'ecurit- oprn'mits.
the head of, the iii-til i yit' -volved shabi colp-mrae siii the Secre-
tary, the Admir-r, or hlb head of
the other dopuirtiieiit or IC'CY, as tie
(als: raly be ill iTh'it i; in ,persoInus who
iave made atateent .'- ' fe to the

piant nd in Ossitmn ' 10 dn i-then available for cross-ex aiiltion. Ifa person so invie ht e a 'i.-ll 1r or ei-
JIlovee of the ax utivi ye branch of the
Goveraent or, a mEbr of the armed
forces of the United Stale:, the head of
the dchopartmoniit or -I cy concrnedshall cooierate in man C tiat prsonavailab e f1t cross-exaination.

Sec. Any d'terinii' tion ndir this
order adverse to an aphicart sha1h be a
determination in terms of the national
interest and shall in no sense he a detr-mninaticn as to the loyalty of the ap-
plicant concerned-

Sec. & Except I s otherwise specified
In the pre(''dilig provisions of this order,
any authority vested in the head of a
department by this order may be dele-
gated to the

(1) Under Secretary of State or a
Deputy L der ,Se rtary of State, in the
case of authority vested in the ?Secre-
tarv of 'tate-

(2) -e ru ty Secretary of Defense or an
Asist'nt Secrtar of Defense in the
Case of authority vested in the Secretaryof D eanse-

(3) General Manager of the Atomic
Eiry Cummipsn in the, case of au-
tho ity vested in tie Commissioners ofthe Arom"ic 1Energv (omission ;

(4) Deputy A Omnistrator of the Na-tinl Aeronautics iln Spice AdrniTninis-
trato in ' tCCase 6f authority vested
Ai the Adoi'istrtor of Ite Natioiual
Aeronautics and Space Administration -

lu I d'r i"'riry v Ti ra ispiiriltuiii
in the"i '-e t ol "'t' vested in theSeir''irv if Tro,rtitinm

(h) Deputy Attorney General or an As-sistl it Attor i. Grierail, in the case
o: authority vested in the Attorney Gen-

ra:or
(7) the puty of tiit department. or

tli principal asistaint to the head of that
iepartmliuct. as the C.'e may be, in theca ' of uthorityVested in the head of
a departrant or agency of the UnitedSttetswith which the Department of
I)'f'nse rniaks an agreement under sec-toe 1(b).

Sec. 9. Nothing Contained in this ordersli be dledmed to limit or affect the
r s ii liity arid owers of the head of
a e artment to dny or revoke access to
a so cioc c ia'sil ''t' cilatgory if thesecurity o the ration so requires Suchauthority may not be (eleate(i and rm-ny
he exercised only ahen the head of a
01 p.rtmint determines that the proce-dures prescrild in sections 4 dn5
car ct be invoiced consistentI ywito the
Tuational security and such determination
shall be conclusive.

DwIcHT D. EiSE'i OWER

EXECUTIVE ORDER NO. 10:35
Jan. 13, 1962, 27 F.I. 439

AMENDMENT OF EXECUTIVE ORDER NO 10501, RELATING TOSAI:E GUAR' DING OFFICIAL B INFORMATION
By virtue of the authority vested in meby the Constitution and statutes of the

United States, and as President of the
United States, and deeming such action
necessary in the best interest of the na-
tional security, it is Ir ered that sec-
tion 2 of Executive Ortder No. 1(501 of
Novemlbr 5. 1953. as amended by Execu-
tive Order No. l001 of January 9. 1llG
[set out as a note under this section],he, and it is hereby, further amended as
fol lows :

Section 1. Subsection (a) of section A.
is amended (1) by deleting irom the listof departments and na"encies thereunder
the Operations Coordinating rrr. th e
Office of Civil and Defense Mobilization,
the International Coop ration Adminis-
tration, the Conciel on 1or in Economice
Policy, the l)evelopint Loan I unA and
the President's Board of Consultants on
Foreign Intelligence Activities. and (2)by adding thereto the following-names:
agencies:

An'ency for International DevelopmentOihce of Imnergency Planning
Ic-ace Corps
President's Foreign Intelligence Advisory1oard
United Stat s Arms Control and Disarma-

ment Agency
"ec.. S ubsection (h) of section 2 isriundd by deleting from the list of de-

1i art'ents and agencies thereunder theGovernment Patent Board. and by addingthereto tohe following-named agency:
l 'dera! Maritime ComnmissionaS c. 3. The agencies which have beenrtddet by this order to the lists of de-partments and agencies under subsections
(a) mid (h) of section 2 of Executive Or-
der No. 10501, as amended [set out as anote under this section), shall be deemed
to have had authority for classification ofinformation or material from the respec-t ve dates on which such agencies were
established.

JOHN F. KENNEDY

EXECUTIVE ORDER NO. 11097
Ma r. 6, 19G3, 23 F. R. 2225

AMENDMENT OF EXECUTIVE ORDER NO. 10301. RELATING TOSAFEGUARDING OFFICIAL4 iNF-'OIRMAtsNIO

By virtue of the authority vested in Section 1. Section 2 of Executive Or-me by the Constitution and statutes of der No. 10>01 of November 5, 1953. asthe United Stares, and as President of amrendid by Executive Order .No. 10901tile nitcd States, and deeming sucti ac- of Jnuaryi 9, 1501. and by Executive Or-thon necessary in the best interest of the der No. 10085 of January 12. 1962 [set outnational security, it is hereby ordered as as a note under this section], is herebyfollows: further amended (A) by adding at the

4



CRSC

50 401 WAR AND NATIONAL DEFENSE

end of Subsection (a) thereof "Lxport-
Import Banlk of W'ashingt 01" Oii"Oic oScience and Technology", and "Thecial Ieiresentative for Trade Negotia-
tions"; and (B) by deleting front Sub-

eci (h) thereof "Subversive Activities
ControllBoard"

5e 2. The Export-Import Bank of
XX r'sh ngten, the (Jiice of Science and
IT 'liry, and The Special IReprescnt-
nmtieo for Trade N( oettions shall he
deernd to have had inut liority for theor gim' cIlssification of information And
matera 'from the r"lpective dates on
w4 hii'h such agencies were established.

JOHN F. KENNEDY

Notes of Dcisions

Access to secret Information 4
Classification of material 1
Procedure for redress 3
Suspension of security clearance 2

Library references
War and Natlonial l)efense -l.

C.J.S. War and Nat iOnl Defense 48.

1. Classilteation of material
(nssifi'ttii" il security si'iise simply

lileans deeisill inne by prioer ethorityin 0c'partmernt cif icfenasc to 1init piece of
dcfel-s( information or material into sle-tifi v tiiegory that thin makes it ulb-
Ject to current r'guletion s regarding safe-
keepingi and dissiiclintijn. biibin v. U.
S., 1t id g3 Fi2d. teK :i Ct.(l. 02, cer-
tiorari denied 87 'S.Ct. 1019 t L.S. ftt,18 L.Ed. d 1 :.

Purposes of classifiention systet of fle-partmetit of Dlefense is to l.afegunrd in-
foritntion from beciiiiing known to po-tenti i etieiis of nit dti l Stiates iii in-
terest of national deft-tis-. Id.

Under actionn 783 of this title, pro-hibiting com unicati in of elassijied in -
formation by United States others or (i-p lovees to an agent or representative of aforeign government, the clissification of
document- is not reluiredl to it rniade
personally by Presitdent of united States
or SNerr'tary of State; an AiI'snhator of
Unit-i Stat-s JItilllssy lnts1 ailthority toclassify fort-igt service distatet's, and
Iisttatches s iclassIfied nal certiid vby

tit Anti:sador hlr were witliti sCpae of
sect Ioni7>3 cof thils title. Serheiicil v.U. S.. C.A.DC.1.[ 317 i

4
.2d0 540 ,certi-

orari deni-it -;3 S Ct. 3897. 374 U.S. 86,
10 L.hd.2d 177.

Foreign service d ipatclies classified as"secret" or 'confidential' pursuant topresidential executive order and foreignservice manual were classici i'd as nf3'Ict-
Inn the security of the Inited States"
within meaning of section 783 of this title
prohibiting a United States officer or em-
ployee from communicating classified in-
formation to representatives of a foreign
government. Id.

2. Su version of security clearance
1iefeise department order providingthat willful failure or refusal of cm-

ployce. n('('ding ;ett'C-urity ct-arnntee, tofurnish iniforilation might i'i'rvi'tnt find-
ing required for sin'iuity eliraniee inwhich (vlnt sen-n'ri clearancee Vould he
suspe ded and further treessing of case
discoittitlid. Was lot lilt horized by anyexecuivie order or Coigrtssionl i
S uliltz v. MeNamtnra, ).C.Cal.96S 282
I'-Silpp. ,315.

N'ih(r, dite'r lefetise dept rtmient or-
d'er, lylEIIte iw ' security t'learitne

S I".i (1I)( 1' Ni n1wiC'tlei h dl 11( further Id-
miinistr tiv(' or ji 1 t remedy to chial-
lenge susl5nsion iiid further press ilgof one was discotiI'n id. and where ec-
IlalySIr would no longer eliloy employee11ntii 'lCniance'4, 5) n 1eens ''ilw s equiia.-
eitt of fill revioit1itl and was depriva-

ti ofI 'Iiltploy i t (nd professional
rights within liber'lt v and prioperty con-
(('lits +t .. C.A t :,. Ai d. 5. Id.
3. P'roced arc for r d r ess

That ('eilv'c' N voisi security clear-
anto and ('mpl( ymeni had been slispend-
(I could obtain resumiptiion of processing
it 1i, i-se bI answerling ItlteStioiis under

]tr'i''uri's 'Whichli he tl ievedt to lie (;lal-
Sjtrizold 11d11rlil tiCistitiitioiiil and which
10did l) ras( srioius constitiitiinal questions
(lid ilt negate dejiri' :ntii(n of emlpoy-
in'lt and property rifits withi lii ie'rty'

Irnil prcl ('rty (('I -lIts of T.S.C.A.Co nst.
Aiend. 5. Shhlttz V. tM('Nataral D.C.
Cal-M.S ' , '52 F.:tupp; . 3 ii,
4. Access to secret information

\I're coIurt fliot111 tillt. Board followed
improp er prio-edIIre in determining that
('1p iOivee of governmilint contractor VIIs
nIt entitled to (lenrIlnce for access to se-
(ret illfori:itioti mid in deteriining that,
pi'lIdilIg final dispisitioI iif case, mii)-
I(tpllI( was not authlorizd( for clearance
it any 'vil, trial court should have re-
Illlllded the case for further proceedings
but should not have ordered that pend-
ing such proceedings employee he given
clearance for access to secret Infort.s-
tion. McNamara v. Itemenyl, C.A.Cal.
1963, 391 F.2d 128.
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ESPIONAGE ACT

Chapter 37.-ESPIONAGE AND CENSORSHIP
sec.
792. Harboring or concealing persons.
793. Gathering, transmitting or losing defense infor-

mation.
794. Gathering or delvering defense information to aid

foreign government,
795. Photographing and sketching dfense instalations.
793. Use of aircraft for photographing defense instal-

lations.
77. Publication and sale of photographs of defense

installations.
798.1 Disclosure of classifled information,.
798.1 Temporary extenson of section 78.
799. Violation of regulatiorm of National Aeronautics

and Space Administration.

AmEcnDENTS
1961-Pub. L. 87-369, 12, Oct. 4, 1961, 75 Stat. 795,

deleted Item 791.
1958-Pub. L. 45-f,8, title 111, 1 304 (c) (2), July 29,

1958, 72 Stat. 434, addedI Item 799.
1953-Act June 30, 153, ch. 175, 13, 07 Stat. 133, added

second item m798.
1951-Act Oct. 31, 1951, ch. 655, 23, 65 Stat. 719, added

item 790.

791, Repealed, Pub. L. 87-369, 1, Oct. 4, 1961, 75 Stat.
795.

Section, act June 25, 1948, ch. 645, 62 Stat. 736, related
to the application of the chapter within the admiralty
and maritime Juridiction of the United State, on the
high seas, and within the United States.

792. Harboring or concealing persons.
Whoever harbors or conceals any person who he

knows, or has reasonable grounds to believe or su.-
pect, has committed, or is about to cramit, an of-
fense under sections 793 or 794 of this title, shall be
fined not more than $10,000 or imprisoned not more
than ten years, or both. (June 25, 1948, ch. 645,
62 Stat. 736.)

LaciLATIV HISrsOy
Revtscr's Note.-ased on section 35 of title 50, U. S. C.,

1940 ed., War and National Defense (June 15, 1917, ch.
30, title I,16 5, 40 Stat. 219; Mar. 28, 1940, ch. 72, 1 2, 64
Stat. 79).

Similar harboring and concealing language was added
to section 2388 of thta title.

Mandatory punishment provision was rephrased in the

alternative.

InomcTx-sz Tr ro VIOLATING Trn SrCrION AND S'c'rToNe 793,
794; LIMrrAreON Pasron

Act Sept. 23, 1950, ch. 1024, 1 19, 64 Stat. 1005, provide
that an indictment for any violation of this section andsections 793 and 794 of this title, other than a volation
constituting a capital offense, may be found at any timewithin ten years next after such vIolation shall have bisen

'8o enacted.

SOURCE:
U.S. Laws, Statutes, etc. United States Code. 1969 ed., containing the
general and permanent laws of the United States, in force on January 3,
1965. Prepared and published . . .by the Committee on the Judiciary ofthe House of Representatives. Washington, U.S. Govt. Print. Off., 1965 -(v. 4, title 18, Crimes and Criminal Procedure, chapter 37, pages 3574-9).
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committed, but tat such section 1 ahal not sutos-prosecution, triam, or punishment for nuy oUnse "no "barred by tLbe provisions of existing 1'.

CANAL ZNr]
Applicability of section to Canal1Zone, see section 14 ofthis title.

Cons Rs Rs rut
Federal retirement benefits, foreitur upon convictionof offenses describes under t2IV sect'ion, se section 222of Title 5, Executive De partments anl Government 0;,-

cars and Employees.
Forfeiture of veterans' benefits upon conviction underthis section, see s etion 3505 of Tith 3, Vterans' BenefitcO,Harboring and concealing, generay, see section 1071

et serf. of this title.
Jurisdiction of offenses, see section 3241 of this title.Mispreieon of felony, see section 4 of this title,

G 793, Gatherip trenmitting or losing defense in-
forrnaiort,

(a) Who1fi, for the purpose of obtaining infor-
mation res ting the national defense with intent
or reason f believe that the information is to be
used to t injury of the United States, or to the
advantage of any foreign nation, goes upon, enters,files over, or otherwise obtains information concern-
ing any vessel, aircraft, work of defense, navy yard,
naval station, submarine base, fueling station, fort,
battery, torpedo statn, dockyard, canal, railroad,
arsenal, camp, factory, mine, telegraph, telephone,
wireless, or signal station, building, office, research
laboratory or station or other place connected with
the national defense owned or constructed, or in
progress of construction by the United States or
under the control of the United States, or of any of
its of ccrs, departments, or agencies, or within
the exclusive jurisdiction of the United States, or
any place in which any vessel, aircraft, arms, muni-
tions, or other materials or instruments for use in
time of war are being made, prepared, repaired,
stored, or are the subject of research or development,
under any contract or agreement with the United
States, or any department or agency thereof, or
with any person on behalf of the United States, or
otherwise on behalf of the United States, or any
prohibited place so designated by the President by
proclamation in time of war or in case of national
emergency in which anything for the use of the
Army, Navy, or Air Force is being prepared or con-
structed or stored, information as to which pro-
hibited place the President has determined would
be prejudicial to the national defense; or

(b) Whoever, for the purpose aforesaid, and with
like intent or reason to believe, copies, takes, makes,
or obtains, or attempts to copy, take, make, or ob-
tain, any sketch, photograph, photographic negative,
blueprint, plan, map, model, instrument, appliance,
document, writing, or note of anything connected
with the national defense; or

(c) Whoever, for the purpose aforesaid, receives
or obtains or agrees or attempts to receive or obtain
from any person, or from any source whatever, any
document, writing, code book, signal book, sketch,
photograph, photographic negative, blueprint, plan,
map, model, instrument, appliance, or note, of any-
thing connected with the national defense, knowing
or having reason to believe, at the time he receives
or obtains, or agrees or attempts to receive or obtain
it, that it has been or will be obtained, taken, made,

or disposed of by any person contrary to the provi-sions of this chapter; or
((I) Whoever, lawfully having possession of, access

to, control over, or being entrusted with any docu-men, writing, code book, signal book, sketch, photo-
graph, photographic negative, blueprint, plan, map,model, instrument, appliance, or note relating to
the national defense, or information relating to thenational defense which information the possessor
has reason to believe could be used to the injury ofthe United States or to the advantage of any foreign
nation, willfully communicates, delivers, transmits
or causes to be communicated, delivered, or trans-
rnitted or attempts to communicate, deliver, trans-
lit or cause to be communicated, delivered or trans-

mitted the same to any person not entitled to receive
It, or willfully retains the same and fails to deliver
It on demand to the officr or employee of theUnited States entitled to receivrit; or

(ce) Whoever h ving unauthorized possession of,
access to, or control over any document, writing,

code book, signal book, sketch, photograph, photo-
graphic negative, blueprint, plan, map, model, in-
strument, appliance, or note relating to the national
defense, or information relating to the national de-fense which information the possessor has reason tobelieve could be used to the injury of the United
States or to the advantage of any foreign nation,
willfully communicates, delivers, transmits or causes
to be communicated, delivered, or transmitted, or
attempts to corrmnunicate, deliver, transmit or cause
to be communicated, delivered, or transmitted the
same to any person not entitled to receive it, or will-
fully retains the same and fails to deliver it to theof:Icer or employee of the United States entitled to
receive it; or

(f) Whoever, being entrusted with or having law-ful Possession or control of any document, writing,
code book, signal book, sketch, photograph, photo-
graphic negative, blueprint, plan, map, model, in-
strument, appliance, note, orinformation relating
to the national defense, (1) through gross negli-
gence permits the same to be removed from its
proper place of custody or delivered to anyone in
violation of his trust, or to be lost, stolen, abstracted,
or destroyed, or (2) having knowledge that the same
has been illegally removed from its proper place of
custody or delivered to anyone in violation of its
trust, or lost, or stolen, abstracted, or destroyed, and
fails to make prompt report of such loss, theft, ab-
straction, or destruction to his superior officer-

Shall be fined not more than $10,000 or imprisoned
not more than ten years, or both.

(g) If two or more persons conspire to violate
any of the foregoing provisions of this section, and
one or more of such persons do any act to effect the
object of the conspiracy, each of the parties to such
conspiracy shall be subject to the punishment pro-
vided for the offense which is the object of such
conspiracy. (June 25, 1948, ch. 645, 62 Stat. 7:6;
Sept. 23, 1950, ch. 1024, title I, 18, 64 Stat. 1003.)

LEGISLATIVE HISTORY
Reviser's Note-Rased on sections 31 and 36 of tite 50,U. 8. C., 1910 ed., War and National Defense (Juae 15,

1917. n. i0, title I, If 1, 6, 40 Stat 217, 219; Mar. 28,
'iA40. cia 72. 6 1, 64 &tat. 79).

1 793

- ,.
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Section consolidated sections 31 and 36 of title 50
U. S. C., 1940 ed., War and National Defence.

Words "departments or agencies" were Inserted twicein conformity with definitive section 6 of this title tteliminate any possible ambIguity as to scope of section
The words or induces or ads another" were omittecwherever occurring as unnecessary in view of denition

of "principal" in section 2 of this title.
Mandatory punishment provision was rephrased in the

alternative.
Minor changes were made in phraseology-

AMer; M NTs
1950--Act Sept. 23, 1950, i tvided section into u edvi

sons, addcd laboratories and stations, anrdplaices ,he
material or instruments for use in time of war are the
subject of research or development to thel ist of fci'ties
and places to which subsection (a) applies, made sub-
section (d) applicable only in cases in which possession,
access, or control is lawful, added subsection (e) to takecare of cases in which possession, access, or control, isunlawful, made subsection (f) oppliabl to instruments
and appliances, as well as to documents records, etc., andprovided by subsection (g a separate penalty for con-spiracy to violate any provisions of this secton,

INDIcTMNr rOtr VIOLATING THIS SXrIo r; ISrTATZON
PraVoo

Limitation period in connection with indictments forviolating this section, see note under section 72 of this
title.

CANAL ZONE
Applicability of section to Canal Zone, see section 14 of

this title.
Coss 1Hrr r. cEs

Activities affecting armed forces-..
Generally, see section 2387 of this title.
During war, see section 238 of this title.,

Classified information. disclosure by Governmnt cx-cial, or other person, penalty for, see section 783 (b), (d)of Title 50, War and National Defense and section 798 of
this title.

Federal retirement benefits, forfeiture upon conviction
of offenses described under this section, see section 228of Title 5, Executive Departments and Goverrnent Of-cers and Employees.

Forfeiture of veterans' benefits upon conviction under
this section. see section 3505 of Title 38, Veterans' Benelts,

Jurisdiction of offenses, see section 3241 of this title,Letters, writings, etc., in violation of this section as non-
inailable, see section 1717 of this title.

Nonmailable letters and writings, see section 1717 of
this title.

791. Gathering or delivering defense information to
aid foreign government.

(a) Whoever, with intent or reason to believe that
it is to be used to the injury of the United States or
to the advantage of a foreign nation, communicates,
delivers, or transmits, or attempts to communicate,
deliver, or transmit, to any foreign government,
or to any faction or party or military or naval force
within a foreign country, whether recognized or un-
recognized by the United States, or to any represent-
ative, ofmcer, agent, employee, subject, or citizen
thereof, either directly or indirectly, any document,
writing, code book, signal book, sketch, photograph'
photographic negative, blueprint, plan, map, model,
note, instrument, appliance, or Information relating
to the national defense, shall be punished by death
or by imprisonment for any term of years or for life.

(b) Whoever, in time of war, with intent that the
same shall be communicated to the enemy, collects,
records, publishes, or communicates, or attempts to
elicit any information with respect to the nove-
ment, numbers, description, condition, or cihposi-
tion of any of the Armed Forces, ships, airc aft, or

war r aterit s of tPe United State, or with respect
to the pLans or conduct, or supposed plans or con-

0 duct of any naval or military operations, or with
. respect to any works or measures undertaken for

or connected with, cr intended for the fortification
or defense of any place, or any other information
relating to the public defense, which might be useful
to the enmrny, shall be punished by death or by
imprisonment for any term of years or for life.

(c) If t'o or more per sonsconspire to violate
this section, and one or more of such persons do any
act to effect the object of the conspiracy, each of
the parties to such conspiracy shall be subject to
the punishment provided for the offense which is
the object of such conspiracy. (June 25, 1948 ch.
645, 62 Stat. 77; Sept. 3, 1954, ch. 1261, title II,

201, 68 Stat. 1219.)
L Gosar.A'vx aIsToay

Leviser's Note.-Ea sed on sectIons 3 2 and 34 of title 50,
U. S. C., 1940 ed., War and National Defense (June 15,
1917, ch. 30, title I, i1 2, 4, 40 Stat. 218, 210),

Suction consolidated sectIons 32 and 34 of title 50,
U. S. C., 19'0 ed., War and National Defense.

The words "or induces or aids another" were omitted
as unnecessary in view of definition of "principal" in
sec tion 2 of thistitle.

The conspiracy provision of saId section 34 vas also in-
forporated in section 2303 of this title.

Minor changes were made in phraseology.

AMrNOIIeNTs
1954-Act Sept. 3, 1954, increased the penaty for peace-

time espionage and corrected a deficiency on the sentenc-
ing authority by increasing penalty to death or imprison-
ment for any term. of years.

TEMPoRanT EXTENSION OF WAR PaRoo

Temporary extension of war period, see section 798 of
ths title.

Section 7 of act June 30. 1953, ch. 175, 67 Stat. 133,
repealed Joint 5cec. July 3, 1952, ch. 570, 1 1 (a) (29), 66Stat. 333; Joint Res. Mar. 31, 1953, ch. 13, 1 1, 67 fitat. 18,which had provided that this section should continue in
force until six months after the termination of the Na-
tional emergency proclaimed by 1950 Proc. No. 2914 whichis set out as a note preceding section 1 of Appendix to'Title 50, War and Naticonl Defense.

Section 6 of Joint Res. July 3, 1952, repealed Joint lies.
Apr. 14, 1952, ch. 204, CC Stat. 54, as amended by Joint Res
May 28, 152, ch. 339, 6 Stat. 96. Intermediate extensions
by Joint Yes. June 14, 1952, ch. 437, 66 _ tct. 137, and
Joint dPs. June 30, 1962, ch. 52, 66 Stat, 296, which con-
tinued provisions until July 3, 1952, expIred by their ownterms.

INDmcrMEN-r t ro VIOATING Ts Src'TION; Lmrt-rTAoN
Pxsroo

Limitation period In connection wth indictments forviolating this section, see note under section 792 of this
title.

CANAL ZoNE
Applicability of section to Canal Zone, see section 14

of this title.
Caoss REFERENCES

. ClasIfied information, disclosure by Government ofii-
clTi or other person, sen ty for, see section 783 (b), (d)of Title 50, War and National Defense and section 798of this tite.

Conspiracy to commit offense'generally, see section371 of this title
Federal retirement benefits, forfeiture upon convictionof offerses described under this section, see section 2282of Title 5, Executive Departments and Government Offi-cers and Employees.
Forfeiture of veterans' benefits upon conviction underthis section, see section 3505 of Title 38, Veterans' Benefits.Jurisdiction of offenses, see section 3241 of this title,
Letters, writings, etc., in violation of thi section asnoarnanable, see section 1717 of this title.

Page 3 576
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Noinmallable letters and writings, see section 1717 0

this title.

795. Photographing and sketching defense installa
tions.

(a) Whenever, In the interests of national de-
fense, the President defines certain vital military
and naval installations or (t1qimleint t requiring
protection against the general dissemination of in-
formation relative thereto, it shall he unlawful to
make any photograph, sketch, picture, drawing, map,
or graphical representation of such vital military
and naval installations or equipment without first
obtaining permission of the commanding omccr of
the military or naval post, camp, or station, or naval
vessels, military and naval aircraft, and any separate
military or naval command concerned, or hgher
authority, and p omptly submitting the product ob-
tained to such commanding officer or higher author-
ity for censorship or such other action as he may
deem necessary.

(b) Whoever violates this section shall be fined
not more than $1,000 or imprisoned not more than
one year, or both. (June 25, 1943, ch. 645, 62 Stat.
737.)

LrotsLATvT 1tiswrar
Reviser's Notc.-Based on sections 45 and 45c of ttle

60, U. S. C., 1940 ed., War and National Defense (Jii. 12,
1938, ch. 2, If 1, 4, 52 Stat. 3, 4).

Section consolidated sections 45 and 45c of title 50,
U. S. C., 1940 ed., War and National Defense.

Minor changes were made in phraseology.

CANAL Zows
Applicability of section to Canal Zone, see section 14 of

this title.

Ex. ORs. No. 10104. DEINrmoN, or VITAL MILTarT AND
NAVAL I 'STALLAT1ONs AND EQtUIPMENT

Ex. Ord. No. 10104, Feb. 1, 1950, 15 F. R. 597, provided:
Now, therefore, by virtue of the authority vested in meby the foregoing statutory provisons, and in the interests

of national defense. I hereby define the following as vital
military and naval Installations or equipment requiring
protection against the general dissemination of informna-
tion relative thereto:

1. All military, naval, or air-force installations andequipment which are now classified, designated, or marked
under the authority or at the direction of the Preldent,
the Secretary of Defense, the Secretary of the Army, theSecretary of the Navy, or the Secretary of the Air Force as
"top secret", "secret", "confidential", or "restricted",
and all military, naval, or air-force installations andequipment which may hereafter be so classified, desig-nated, or marked with the approval or at the drection of
the President, and located within:

(a) Any military, naval, or air-force reservation, post,arsenal, proving ground, range, mine field, camp, base,
airfield, fort. yard, station, district, or area.

(b) Any defensive sea area heretofore established byExecutive order and not subseequenty discontinued byExecutive order, and any defensivetsea area hereafterestablished under authority of section 2152 of ttle 18
of the United States Code.

(c) Any airspace reservation heretofore or hereafter
established under authority of section 4 of the Air Com-
merce Act of 1926 (44 Stat. 570; 49 U. S. C. 174) except
the airspace reservation established by Executive Order
No. 10092 of December 17, 1949.

(d) Any naval harbor closed to foreign vessels.
(e) Any area required for fleet purposes.
(f) Any commercial establishment engaged in the de-velopment or manufacture of classified military or navalarms, munitions, equipment, designs, ships, aircraft, or

vessels for the United States Army, Navy, or Air Force.
2. All military, naval, or air-force aircraft, weapons, am-munition, vehicles, ship, vessels, instruments, engines,manufacturing machinery, tools, devices, or any other

eqs i errnt what:. ( er, in the possession of the Army,Navy, or Air Force or in the course of experimentation,
-developrent neliufscture, or delivery for the Army,Nav , or Air Force which nre now classified, designated, or

sarkednunder the authority or at the ior ction of te
President, the Secretary of Defense, tihe Secretary of theArmy, the Secretary of the Navy, or the Secretary of theAir force as "top secret", "secret", "Onnfdentirl", or "re-
stricted", nd such articles, materials, or equipment
whiclsrmsy hereafter be so classed, d:;lgnrated, ormarker with the approval or at the direction of thePretideirt.

3. All ofal rltary, naval, or air-force books, pam-
phlets, ricrnenrs. reports. maps, charts, plans, designs,
models, ci awl ogs, photographs, contracts, or specifications
whch ore now marked under the authority or at thedirection of the President, the Secretary of Defense, theSecretary of the Army, the Secretary of the Navy, or the
Secret ryof the Air Force as "top secret" secret" , "con-
ftential", or "restricted", and all such articles or equip-ment which may hereafter be so marked with the approvalor at the direction of the Presteant.

Thts order superredes Executive Order No. 831 of March
22, 19.0, entitled "Defining Certain Vital Military andNaval Installationn and Equipment."

Caoas S'rrsurcNEs

Public tion end sale of photographs of defense instal-
lations, see section 797 of this title,

796. U o of aircraft for photographing defense in-stallations,
Whever uses or permits the use of an aircraft or

any contrivance used, or designed for navigation or
flight in the air, for the purpose of making a photo-
graph, sketch, picture, drawing, map, or graphical
representation of vital military or naval installations
or equipment, in violation of section 795 of this title,
shall he fined not more than $1,000 or imprisoned not
more than one year, or both. (June 25, 1943, ch. 645,
62 Stat. 738.)

LEcIsATTrvx HsTosy
Rcvtter's Note.-Based on sections 45, 45a, and 45c of

title 50, U. S. C., 1940 ed., War and National Defense (Jan,
12, 1938, ch. 2, 1, 2, 4, 52 Stat. 3, 4).

Reference to persons causing or procuring was omitted
as unnecessary in view of definition of "principal" in sec-
tion 2 of this title.

Punishment provided by section 795 of this title is re-
peated, and is from said section 45 of title 50, U. S. C,
1940 ed.

Minor changes were made in phraseology.

CANAL ZONE
Applicability of section to Canal Zone, see section 14 ofthis title.

797. Publication and sale of photographs of defenseinstallations.

On and after thirty days from the date upon which
the President defines any vital military or naval in-
stallation or equipment as being within the cate-
gory contemplated under section 795 of this title,
whoever reproduces, publishes, sels, or gives away
any photograph, sketch, picture, drawing, map, or
graphical representation of the vital military or
naval installations or equipment so defined, with-
out first obtaining permission of the commanding
offcer of the military or naval post, camp, or sta-
tion concerned, or higher authority, unless such
photograph, sketch, picture, drawing, map, or graph-
ical representation has clearly indicated thereon that
it has been censored by the proper military or naval
authority, shah be fined not more than $1,000 or
imprisoned not more than one year, or both, (June
25, 1943, ch. 645, 62 Stat. 738,)

797
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LOTSLATIVE HISTORY
Reviser's Note.-Based on ecilons 45 and 45b, of title

60, U. S. C., 1940 ed., War and National Defense (Jan. 12,
1938, ch. 2, 1, 3, 52 Stat. 3). ,

Punishment provision of section 45 of title 50, U. S. C.,
1940 ed., War and National Defense, is repeated. Words
"upon conviction" were deleted a srpluao since pun-
islirnent cannot be imposed until a conviction is secured.

Minor changes were made in phraseology.

CANAL ZoNE
Applicability of section to Canal Zone, see section 14 of

this title.

798. Disclosure of Classified Information.'
(a) Whoever knowingly and willfully communi-

cates, furnishes, transmits, or otherwise makes
available to an unauthorized person, or publishes, or
uses in any manner prejudicial to the safety or in-
terest of the United States or for the benefit of any
foreign government to the detriment of the United
States any classified information--

(1) concerning the nature, preparation, or use
of any code, cipher, or cryptographic system of
the United States or any foreign government; or

(2) concerning the design, construction, use,
maintenance, or repair of any device, apparatus,
or appliance used or prepared or planned for use
by the United States or any foreign government
for cryptographic or communication intelligence
purposes; or

(3) concerning the communication intelligence
activities of the United States or any foreign gov-
ernment; or

(4) obtained by the process of communication
intelligence from the communications of any
foreign government, knowing the same to have
been obtained by such processes--
Shall be fined not more than $10,000 or imprisoned

not more than ten years, or both.
(b) As used in subsection (a) of this secton-
The term "classified information" means informa-

tion which, at the time of a violation of this section,
is, for reasons of national security, specifically desig-
nated by a United States Government Agency for
limited or restricted dissemination or distribution;

The terms "code," "cipher," and "cryptographic
system" include in their meanings, in addition to
their usual meanings, any method of secret writing
and any mechanical or electrical device or method
used for the purpose of disguising or concealing the
contents, significance, or meanings of communica-
tions;

The term "foreign government" includes in its
meaning any person or persons acting or purport-
ing to act for or on behalf of any faction, party,
department, agency, bureau, or military force of or
within a foreign country, or for or on behalf of any
government or any person or persons purporting to
act as a government within a foreign country,
whether or not such government is recognized by the
United States;

The term "communication intelligence" means all
procedures and methods used in the interception
of communications and the obtaining of informa-
tion from such communications by other than the
intended recipients;

'So enacted, Seep eond section 798 enacted on June30, 1953, set out below.

The term "unauthorized person" means any per-SOn who, or agency which, is not authorized to re-
ceive information of the categories set forth in sub-
section (a) of this section, by the Presdent, or by
the head of a department or agency of the United
States Government which is expressly designated
by the President to engage in communication in-
telligence activities for the United States.

(c) Nothing in this section shall prohibit the
furnishing, upon lawful demand, of information to
any regularly constituted coinmittee of the Snate
or House of Representatives of the United States of
America, or Joint committee thereof. (Added Oct.
31, 1951, ch. 655, > 24 (a), C5 Stat. 719.)

CANAL ZONa
Applicability of section to Canal Zone, see section 14

of this title,

CrOss REfERENCFS
Disclosure of classified information by Government eiti-

cer or employer, see section 703 (b), (d) of Title 60, Warand national Defense,
Federal retirement benefits, forfeiture upon conviction

of ofenses described under this section, tee section
2282 o Tle 5, executive Departments and Government
C. lcers ari Employees

F rfeiture of veterans' b&neflts upon convction under
this section, see section 3505 of Title 30, Veterans' ieneste.

78. Temporary extension of section 794'

The provisions of section 794 of this title, asamended and extended by section 1 (a) (29) of the
Emergency Powers Continuation Act (u" Stat. 333),
as further amended by Public Law 12, Eighty-third
Congress, in addition to coming into full force andeffect in time of war shall remain in full force and
effect until six months after the termination of the
national emergency proclaimed by the President on
December 16, 1950 (Proc. 2912, 3 C. P..R., 1950 Supp.,
p. 71), or such carler date as may be prescribed by
concurrent resolution of the Congress, and acts
which would give rise to legal consequences and pen-
alties under section 794 when performed during a
state of war shall give rise to the same legal conse-
quences and penalties when they are performed
during the period above provided for. (Added June
30, 1953, ch. 175, 4, 67 Stat. 133.)

fElERNCEcs IN TEXT
Section 1 (a) (29) of the Emergency Powers Continua-

tion Act (66 Stat. 333) as further amended by Public
Law 12, Eighty-third Congress, referred to in the text,was formerly set out as a note under section 791 of this
title and was repealed by section 7 of act June 30, 1053.

Proc. 2912, 3 C. F. It., 1060 Supp., p. 71, referred to in
the text, is an erroneous citation. It should refer to
Proc. 2914 which is set out as a note preceding section 1
of Appendix to Title 60, War and National Defense,

CANAL ZONE

Applicability of section to Canal Zone, see section 14 ofthis title.

799. Violation of regulations of National Aeronautic
and Space Administration.

Whoever willfully shall violate, attempt to violate,
or conspire to violate any regulation or order pro-
mulgated by the Administrator of the National
Aeronautics and Space Administration for the pro-
tection or security of any laboratory, station, base
or other facility, or part thereof, or any aircraft,
' So enacted. See first section 79 enacted on Oct. 31,

1951, set out above.

* 798
Page 357h
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Page 3579 TITIE I8.--CRIMES AND
missile, spacecraft, or similar vehicle, or partthereof, or other property or equipment in thecustody of the Administration, or any real or per-sonal property or equipment in the custody of anycontractor under any contract with the Admini-stration or any subcontractor of any such con-tractor, shall be fined not more than $5,000, orimprisoned not more than one year, or both,(Added Pub. L. 85-568, title III, 304 (c) (1), July29, 1958, 72 Stat. 434.)

CoorrIcaor;
Section was added by subsec. (c) of action 304 cifPub. L. 8 -5 8. Subsecs. (a) and (b) of section 304 arecl siftied to section 2455 of Title 42, The Public Healthand Welfare. Suhsec. (d) of section 304 is clasalfiedto section 1114 of this title. Subce , (e) of cection304 is clasine A to setion 2456 of Title 42.

CAF AL ZoeN
Applicability of section to Car 1Zone, see cecton 14

of tVilatitle.
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CLASSIFYING, DECLASSIFY ING OF PAPERS

AffIdav t of George Manc-
CLn, pre-ented in open sez-
Sion in U.S. Di. trict Court.
Most of the ovesn me t's cf-
fidavrts were presented in
ci ed e :ion.

I, George M~acCla ri,Dire-
tor of the Security Classifi-
cation M naement Divi-
sion,' Ome of the DI/uty
Assistant Secretary of De-
fense ( eerit Poll
(Adminrdtrtion) b ag
duly srorn, e ad y

1, TL2t I have held my
present p1v ition since 1933. 1
have ber pio{yed i tpe
Dea r fa D n; con-
tinuous :ne195.-

dir Tha it i ei. r
dircc m re thef (jtatSec ryof Dfer (A d-.rin s tr tic ), mry ) v an- - is
reepes tor the d

c ,t=,,r ulg ion, aend ad-
mids t th oversight f te
rules n r rFU. o n of
dawnr i' gand e ' 1ssi 1-
catio of el tficial i nra-

tion r h"chL 1tP.e D rit-
men~t of Deene(o hs
origina. ch-'ixir-tin juris-
diction vested in t-e Secre-
tary of Defense by Execu-
tive Order (10) 1cc 1 Saf i-
guardir Official Inaorma-
tion In the Interests of the
Dcfese of the United
States, December 11, 195;3
as amend d, or over which
the DoD has derivative clas-
sification authority by rea-
son of having been placed in
custody thereof by some
other United States Govern-
ment agency, foreign nation,
or international organiza-
tion exercising original elms-
sifyirig jurisdiction. A copy
of EO 10501, as amended to
date. is attached hereto.

1tions of t e D)_ for .c-

rity q c as i Cato, down-

grading and ion
consist of DoD instr cion
5210.7 urit C a-
ti n of O.c.ial Crtion,

Directive r0 1 rad-

ing anid Deas iunof
Clpssi id D+C'af ira f
tion, July 2 These
r gulation pcfclyi-

plment those potirns of
EO 10501, as ended,

which pertain to ,' crity
classieiation.ci dongr-ding
nd declassification of offi-

cial i nor1t (.On.C1i4s of
these regu1 a tion s, as
aM endccd to date, ae at-
tachpd hereto.

4. That as orilinailvy is-
sued in 143. E ) 1030l pro-
vided ,"idance for security
classifica-on t .free ves,
TOP S EC JIL!T, SECRET,
and CONliETIAL, and
Lurthor pro-i 1''d for the

CatioL of inr - -
the sme 1evel or no lc 1 of
claification as no ,rer
required. Under th- cri1ina -
E 01, cwAngr adin: nd

declassfientin were ti e
accomplished upon th b sis
of the r exults of rev and
reevaluation from time to

time more or les c co in-
tinuous basis. On SejT-emer
1961, E) 1501 wa s iamendeci
by EO 1024 for the purpose
of providing for a syrernm of
ti m e -pi a s eod aut"matjc
downgra oig an d dcKassi1-
cation to supplement the
ongoing re-view and reevL-

mJahi sysVe wa derlv'd
mron- a srmkr~a svcstm ear-lier created by t5- DDfor
its own usa- DoD Directive

t20.10 imp3 ments i ZO
10501 a a Yn"d by E10
10034.
purpo e of providr- fIr
sys rm of time-Pht I auto-
mztic downdin 1and de-
Cdarnllation t ,- lent
the c,- g r vae; and re-
evl1ation ro ess. T is

auGsratic rys'temi v- dey-v-
ed from;. similar t e near-
its own use DoD Dhrective
20, 161, E0 C wsamended, as 'iV""t d
by. DoD Instrurciin C, 4$
and DoD D0r civ .
the following s- ,& me oi
the bisj cOP of the
system.

Source: Classifying, Declassifying of Papers.
Affidavit of George Mclain, presented in
open session in U.S. District Court.
Washington Post, June 22, 1971: A 11.
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T basis for original
theIr UYCbsification is tst
ofthe nutori ed disc !ureof the information involved
coud oh would be harmfulto the v atonal defense in-
ter"t -- o' the United States.The Jdgment Whether toimpose an origina classifi-

di rtis rived from con-
sideratien of te immediate
present r~jfuture. The con-
siderti nsnclude, withoutImitation, -the fol-ir. :The international posture ofthe Itnited States Ds retedctocrr ations in. tSe r -
spets which affect, C"otlyor ndi:tly, Uited Stoicsn tional defense inter.st.
The tchno ogi cal stte of
th e rt in respect to tho e6yteMh sand equipmnrts byWhich the Unted Staes is
enabled preserve its tcu-
riti j snc ng, without lim-

s i ,s~ste'as nd ccc>-
meint for g "terind 1'j.q -

nee, Weapon systems; s's-
tea nd equipment for

s Ur p p 1 Y,, lntenance andOystion on ry forces;stemsandequipments forziPt ny forces; systems andf efp i ts for the exercise
of ef ve diploM;atic rela-
tihrL. 'alps with othr nrtions.
Th e et. 1l to 'hieh th e in-
formation involved is al-
ready p hiic know -either
domestically or in foreign
countries. The extent to
which a United States lead
time advantage is demed
absolutely necess ryin the
interests of United Sttes
national defense, and
whether in order to achieve
and maintain this lead time,
security classification is in-
dispensable. The extent to
which a United States na-
tional defense, and whetherin order' to achieve and
mintainthis lead time,dse-curity ciassipieationis indis-
pensable. The extent to
which a United States lead
time advantage can be for-
gone in the interests of net
overall advantage to the
United States from unclassi-
fied use of the information
The extent to which the in-
formation can in fact be
safeguarded against unau-
thorized disclosure. The ex-
tent to which the costs of
effective safeguarding
would or could defeat the
purposes of the program to
which security classification
would be applied.

Li. The 'quest~o t to
w'tl>her the ev l af el sifi.
cat foh'iOulid 'bejar) G_ ,

CP 7 
T, SECRET or COFI1)DENT. IL. ':r;'-ined bythe extent of pr dam-

age to the r ' end fI-
ture United, ''ta - iona 1
defer e ine ts it $ ' .fCormP^,.ail n ere . {'"'-,,yed

V'ithrnut rat1 rty rfte
da'r' could or rcu
excep,,'ot/'iallytgr -c, TOP
SECIE'T (TS) Troil be the
rcmrir'c 1 If the dami r
a ggoCoul o - wc :. 1 r-
ou, SEC (S);i$pr cjudi-

The dsfegularing measures
for the infr '- sue-
quently appli d vo ld varyaccording to the level ofcla.sifki-ation,

1
c. D wgrsang rrean sto reduce the level of cass'i-

fi'cu io . owlgraing i ap-
prori' -Ih , t h .is
of a curr-tj j ch
prers t- ard aUrc dS: CC i..i .f ' ic ¬i ' ift: ni ti al - ' e r n-
terests, the degree cf p;;i.

S nnarm to tooe in ers
would c-han f& iAexcp-
tionally grave to srioua or
pr judici+ ior from serious
to prej riciL 1

d. Dcclctasiition m ans
to terminate the C6asifca-
tion. Downgrading is a pro-
priate when, on the basis ofa current judgment of the
present Ord future Uni edStates national defense in-
terests, the degree of possi-
ble harm to those interests
is less than prejudicial.

e. The factors applied to
command end c o a t r o 1 of
cation are the same as those
used for classification in the
first instance. With the pas-
sage od time, changes in thestate of the art, and other
changes in the circumz-stances which justified the
original classification or a
later reduced level of classi-
fication, a new curerent
judgment is made in the
light of the now current sit-
uation, all relevant things
considered.

f. The passage or time, in
and of itself, is not in anycase a completely sufficient
reason for do;iwngr-ading or
declassifietion. On the
other hand, the passage of
time is always important be-
cause of the inevitable con-
notation that during the pas-
sage of time the circum-
stances and conditions origi-
nally justifying classifica-
tion, or reduced classifica-
tion, have themselves
changed.

g. It has always been a
policy that at the time of
original classification, the
original clkssifier would en-
deavor to vi3uallze a future
situation in which down-
grading or deciassification
could and should occur. The
purpose would he to try to
bring'about downgrading or
declassification at the ear-
liest reasonable and feasi-
ble time, and to achieve this
result if per chance the ac-
tion did not earlier result
from .review and reevalua-
tion. In other words, if a
specific event, or date, or
period of time can be identi-
fied, the downgrading or de-
classification process can be
made to occur automatically
upon the occurrence of the
selected factor or factors.

h. Unless the original clas-
sifier establishes the condi-

tons for automatic d6'n-
grading and declassification
aid signifies those condi-
tions by rkaiings intended
to put the future custodian
immediately on notice, the
level of classification as
originally determined, or aq

reduced, Will continue with-
out change until the process
of review ard reevaluation

occurs and the appropriate
downgrading or declassifica-
tion action is determined
and ordered.
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1. A determination to clas-
sify must be accompanied
by adClarsification designa-
iori directly a;ndn mediate-
ly associated With the in-f r maton involved. On do-Cunt., this desigation isachieved by the marking
"Top Secret," 'Secret" or
'Confidential." The

ings are not auto riey to
be changed or re x oved ex.
cept as an Incindent of dJwn-
grading or deciassificction

J. An e nt part of aCompleted do/ i nx" d or
.declasication actio is a
charge in,or cancellation of,

e current designation.
Even if a Judgrmen to down-
grade or decla sify has beenmade, the judgment cannotbe made effective without
the appropriate change, orcancellation of, the current
designation.

.k. Downgrading or declas.sification can occur at any
time. Review and reevalua-
tion can occur at any tirre.
The system coit-n re-quirements for continuous
review and recv luation,
and also for revic9 andreevaluation on a S.wtemali
and orderly basis. it is diffi-cult adninist-atively' to.achieve the offLi i y de-sired frequency of reviewand reevaluation.

1. In connection with mak-ing a response to a requestfor information which cur-rently is classified, a review
and recvaluatn of the in-formation would be needed
if the requester was not eli-gible, by personal securityclearance and by officially
determined need to have theinformation, to be divena -cess to that Information atits current level of classifi-

cation.

6. That the timep ec
system of auit t--

. radzr ing (nd d'e c lsf: cattn
'established by 1E O 0NDes
ainedP byE- .4 id
as implmet ii D) by
DoD dctive - 00 1lvides for fr h C trcorie so r
g ro u s b mdi' mr n (- :
throu-h fiur. Fo ru I3' and 4, . " re is ,.:G

sary relation hip b wee
level of Ss i ifl

or C, ari the articulr -
group. Thus, TOP SC 1
as well as 'C E'T or C '
FIDESNT .I., o t ti o
can be ploe ,i n eifer
group 1, 3, or 4 Group 2 in-
formation, ho- ev-ris used
for only very Eensitie }af
ration, and n-iy bu appiili
only en a unit basis, such as
document hr (i0-um nt Th'classification level of group
2 infncma -ni mt aiways-be either TS cc :

a. Group J informaon is-
excludcd from the uto-
MA tic ty f m. Informaticin

whch s - no t comletly
within thi s ox-s ve ori inal
security e -'-i~ct' u
diditor ru- * --

~td~ a ,riof 
the ~sobmus-t be ph)a 'n -roup -'nTho s, ci--b * d lrf m t

mad ae tvtial tO! thv -DD
by anCTh w [r o the
United Sies G .tnmintz
such as tLe D pf;,-n -t of
State or Sthe. ral.iti,

gence Ageev, +j'1y a for.
eign nation ) r V1it'n;tial

organici unusb ped
in group re-:rd - of its
level of c-lar-fi ;t.. ofe
group 1 inforution is
within t e xcsive j uis-
diction )D. Gr up 1 In-
formati 13 nevern utom ' ti-
cally d '-4s al do o-&r deJL-

sffled. Iftw inxcuv
DoD tjui ' .con, it can b
do wngraded or declassified
only with te combined ac-
tion of the or-inal classi-
fier and the D.

b. Grcur 3 information is
subject to utoatic down-
grading on a 12-year, tiiime-
phased bais. TS becomes S
in 12 years, and S becomes
C In 12 years. There is no
automatic decl sification.

c. Grbup 4 information is
subject fd 'automatic down-
grading and decLassific tion
on the prescribed tine basis
of red ucing one levelin 3
years and beconiing auto-
matidally .del cs-.--d after
'2 y.ars from date of origin.
Th's, TS would become S in
three y -ers, S would come

.C in thi- :'more years, aild
- ci (-ifiction would occur
in t more years, a total of
12. i fr Adon starting at S
or C oud eco-'a declassi-
fied only after the passage
of - total of 12 years from
da e of oig'in

I -'Lt Origial cis
eCi u-n I' e r "(i' --cccT.frcm derivati,ve c>liE-re
tion. Oignal cLa i ::='

I- se -mned by the or

.uu-n.nt of .he current i-

ter'-cr oc-Untd Stte -tional defense. a,'t- the

-orirma1 cI ,iicatirn, ailCustodians are hound by th,2e
Cifiaification originally im
posed, until and unless
change by the originaI cs
shier or by those- duly au-
thor-ed to act for him.
Within the DOD, the author-
ity for oci in1 c:ass ia-
tion, do rradn--g and de
classifictioi is excrc ed
viti a vertical c channel o
command or sup'evison.
Any f-iher offic-l i a t-
1col cht cd csCcomnd 'or

C1l3w'inca'ton imposed a
1ower level, or acs in li of
a cLasraier at a l'-:r lv1
The "err-of Oi inlcTu
sification i controlled by
the Secret yof DPfense or
hbs designe, the Ascitint
Secretary of Den se (Ad-
ministration). At the TS
level, the number of flI.
cials vested with cr i ial

-classification authority is re-
latively few and is precisely
specified on the basis of of-
ficial positions. Many-, ore
officials have original classi-
fying authority at the S and
C laves, generally deter-
mined by the nece s;ities of
the particular positions and
responsibilities held as veri-
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by appropriate author-
iy.

8. Tht the original classi-
f g authority not only de-
t :mnes the level of c r
.fletion, as TS, S or C. He
t1 . is requIred t es,-.bi: h
th e group fori as
dowsngradng ad decli
crtion purposs cjoa
toljdig only derivCtiv Ci-

i icain authot V ih e-
:h ct to thec i in
qr st-in is auL',or?, O: -
ver, 1faegroup rin has

rrt~be en mad , to s ;l s-
ce rect m anrd p t

*h ppr pr;rt Cr;p tark-
(.3 o he qd; e?.mrWet in ac-

nne wilh the rules
Edrwhich a ,O'" 'nal

c 5r iier exercised h-is au-

. T"hat the classification

ek oeumentsr is recuuired to

e dwt-rhiicd on the basis
6 the content of the Tartic-
v.h document V'ithin any

L ,uet hremy he a-

as wl ias lclasified
rd s nd O ther"T ai:y be

r' ds c asafid at (fffer-
t I it frorLat.ther por-

1.r v'&.n as an
C st ho12ve 1 e carries
0 one overall ci'ssifica-
d> . and that t5assification

Iuab the same as that
pateon of the document
1 ig the ishest htlevel of
Ch. afication. When two or
iae d)7 urnerts are corn-

i Id t either to make a
<J w pa cka the overall

cssification of the total
package would depend non
iot only the hi:st lei of
classification of my portion
of material in eithe- of the
parts of the pac ke but
also upon the question
whether putting the two or
more parts together into a
single package givos rise to
information which in itself
Merits a higher classifica-
tion than any part within
the total pack e. On this

principle, it is o^';im es
necessary to cassify ado -
5m2.nt lin Wlich ro sin rj#

piece or rart is itelt classi-
fied.

10. That hen a wd)cu-
rinen i, p d om two
or ofore 'c cms
it is ormetimes very diffi-
cult, if not nIpos Ible, to
sort out the indii 1 l par-
tion:s o t4e rw decmet
in rer, ion to specific
so urces for t purose of
endeavoring" to idnify spe-
cific ci- r iofte n... ;"
document iich ca bed o-
terrmined to bteic'assifi i-
Fo example , Pourc do u-meants w c ppcrd to C
DoD b the 1 .p lnqep f
State or the C t1ra Jnte i-
enee Ag1ncy, or by a for-
eign nation, any from those
several sources a nw docu.
rent was pep ared as a
original completion, it is
absouty cenrain- that the
new cr ime'1  comp'rosiijon
would h 've tocarry the
classifiaton level of the
highest clissified portion of
any source uocuement wich
had be1) c~rre into the
final nw eirp o ticn

11. hat unde te forego-
nag sy..em 4 t1 r neces-
.ry ( nlciusions follow.

Within ID Daka original TS)
cissificatiraeed r t at n
must bto -Iv v'by ani official

authority, and subsequent
downgrading and dec lassiti-
cation of TS information
must be determined by that
same authority unless an-
other official has been duly
designated to tLke that ac-
tion. Further, when cesi-
fled information at any level
is entrusted by another
agency of the Uiited States
Gove'nm eentto e DD, no
official ' th DYD'meay r--
duce or cancel tat clasifi-
cation except in concert

with and by authority of the
other agency exercising the
original classifying author-
ity.

12. That it is appropriate
to repeat with emphasis that
classification, downgrading
and declassification determi-
nations under EO 10501 as
amended as implemented by
the DoD must be made in
terms of the current and fu-
ture national defense inter-
ests of the United States,
whether those interests are
related in one case to the in-
ternational posture of the
United 'Stte, in relation to
oter natons, er in another
case to a particular weapons
system or intelligence gath-
ering or collection system or
to intelligence sources and
methods, or to plans for cur-
rent or future military oper-
ations. Further, classificla-
tion, downgrading and de-
classification always depend
upon a judgment currently
made as to the immediate
and future national defense
interests of the United
States.

13. That, based upon infor
mation and belief and m
understanding, and pur.
suant to EO 10501, as
amended, DoD Instruction
5210.47, and DoD Directive
5200.10, the required classifi-
cation of the study entitled
"United States-Vietnam
Relations 145-7," as a
single package document
consisting of 47 volumes,
based upon and derived
from miscellaneous source
materials some of which
were prepared and classified
Top Secret by original clas-
sifying authorities outside
of the DoD and some of
which were prepared and
classified -Top Secret by
original classifying authori-
ties within the DoD, at the
time of completion of the
study was, and now is, Top -
Secret.

I -"r
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DEPARTMENTAL REGULATIONS; SEC. 301 TITLE 5 U.S.C.

301. Departmental regulations.
The head of an Executive department or military

department may prescribe regulations for the gov-
ernment of his department, the conduct of its
employees, the distribution and performance of its
business, and the custody, use, and preservation of
its records, papers, and property. This section does
not authorize withholding information from the
public or limiting the availability of records to the
public. (Pub. L. 891-554, Sept. 6, 1966, 80 Stat. 379.)

HISTORICAL AND lEV7SiON No'rr s
Deriva- Revised Statutes and
tion U.S. Code St atutes at Large

.5 U.S.C. 22 R.S. 1 161.
Aug. 12, 1958, Pub. L. 85-619,

72 Stat. 547.
The words "Executive department" are substtuted for

"department" as the definition of "department" appli-
cable to this section is coextensive with the definition of
"Executive department" in section 101. The words "not
inconsistent with law" are omitted as surplusage as a
regulation which is inconsistent with law is invalid.

The words "or military department" are inserted to pre-
serve the application of the source law. Before enact-
ment of the National Security Act Amendments of 1949
(63 Stat. 578), the Department of the Army, the Depart-
ment of the Navy, and the Department of the Air Force
were Executive departments. The National Security Act
Amendments of 1949 established the Department of De-
fense as an Executive Department including the Depart-
ment of the Army, the Department of the Navy, and the
Department of the Air Force as military departments, not
as Executive departments. However, the source law for
this section, which was in effect in 1949. remained appli-
cable to the Secretaries of the military departments by
virtue of section 12(g) of the National Security Act
Amendments of 1949 (63 Stat. 591), which provided:

SOURCE:
U.S. Laws, Statutes, etc. United States Code. 1964 ed., supplement V.containing the general and permanent laws of the United States enacted duringthe 89th and 90th Congressesand 91st Congress, first session, January 4, 1965,to January 18, 1970. Prepared and published . . . by the Committee on the
Judiciary of the House of Representatives. Washington, U.S. Govt. Print. Off.,1965. (Title 5, government organization and employees, chapter 3, pp. 70-71).
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"All laws, orders, regulations, and other actions relating
to the National Military Establishment, the Departments
of the Army, the Navy, or the Air Force, or to any ofcer
or activity of such establishment or such departments,
shall, except to the extent inconsistent with the provi-
sions of this Act, have the same efect as if this Act had
not been enacted; but, after the effective date of this
Act, any such law, order, regulation, or other action which
vested functions in or otherwise related to any ofcer,
department, or establishment, shall be deemed to have
vested such function in or relate to the ofcer or depart-
ment, executive or military, succeeding the omcer, depart-
ment, or establishment in which such function was
vested. For purposes of this subsection the Department
of Defense shall be deemed the department succeeding
the National Military Establishment, and the military
departments of Army, Navy, and Air Force shall be deemed
the departments succeeding the Executive Departments
of Army, Navy, and Air Force."

This section was part of title IV of the Revised Statutes.
The Act of July 26, 1147, ch. 343, 1 201(d), as added Aug.
10, 104n, ch. 412, 1 4, 63 Stet. 579 (former 5 U.S.C. 171-1).
which provides "Except to the extent inconsistent with
the prov iiona of this Act Netionl &curfty Act of 1147},

the provisions of title IV of the Revised Statutes as now
or hereafter amended shall be applicable to the Depart-
ment of Defense" is omitted from this title but is not
repealed.

Standard changes are made to conform with the defi-
nitions applicable and the style of this title as outlined
in the preface to the report.
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FREEDOM OF INFORMATION ACT; P.L. 89-487

SOURCE:
U.S. Laws, Statutes, etc. An act to amend section 3 of the Administrative
Procedure Act, chapter 324 of the act of June 11, 1946 (60 stat. 238), to
clarify and protect the right of the public to information, and for other
purposes [Freedom of Information Act]. Approved July 4, 1966. [Washington,
U.S. Govt. Print. Off., 1966], [2:] p. (Public law 487, 89th Congress,
80 stat. 250).
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PUBLIC LAW 89-487-JULY 4, 1966

Public Law 89-487
July 4, 1966

[S. 1 160]

[80 STAT.

AN ACT
To amend section 3 of the Administrative J'ro'<edure Act, chapter .324, of theAct of June 11, 1946 (6") Stat. 238), to clarify and protect the right of thepublic to information, and for other purposes.

Public ne- ' it ceted by the Senate and Ilomse of Lepresentatives of the
tion, availability. - ( t y taes of Am ricain Co qremQ a-s cm bld. That sect ion 3, chap-

s t s b 1002.te r 824, of the Act of June 11, 1946 (60 Stat. 238), is amended to read
as follows:"Sn'c. 3. Every agency shall make available to the public the follow-
i mi information:

"(a) PUBLICATION IN TIE FrEDEn.i RcEis'rri.-Everv agency shall
separately state and currently publish in the Federal R'egister for the
guidance of the public (A) descriptions of its central and field organi-
zation and the established places at, which, the officers from whom, and
the methods whereby, the public may secure information, make sub-mittals or requests, or obtain decisions; (B) statements of the general
course and method by which its functions are channeled and deter-
med,including the nature and requirements of all formal and
informal procedures available; (C) rules of procedure, descriptionsof forms available or the places at which forms may be obtained, and
instructions as to the scope and contents of all papers, reports, or
examinations; (I)) substantive rules of general applicability adopted
as aut hotized by law, and statements of general l)olicY or interpreta-
tions of general applicability formulated and adopted by the agency-
and (E) every amendment, revision, or repeal of the foregoing.
Except to the extent that a person has actual and timely notice of the
terms thereof, no person shall in any manner be required to resort to,
or be ad versely affected by any matter required to be published in tlieFederal Register and not so published. For purposes of this sub-
section, matter which is reasonably available to the class of persons
affected thereby shall be deemed published in the Federal Register
when incorporated by reference therein with the approval of the
IDirector of the Federal Register.

"(b) AGENCY OPINioNs AND Onorns.-Every agency shall, in ac-
cordance with published rules, make available for public inspection
and copying (A) all final opinions (including concurring and dissent-
ing opinions) and all orders made in the adjudication of cases, (B)
those statements of policy and interpretations which have been adopted
by the agency and are not published in the Federal Register, and
(C) administrative staff manuals and instructions to staff that affect
any member of the public, unless such materials are promptly pub-
lished and copies offered for sale. To the extent required to prevent
a clearly unwarranted invasion of personal privacy, an agency may
delete identifying details when it makes available or publishes an
opinion, statement of policy, interpretation, or staff manual or instruc-
tion: Provided, That in every case the justification for the deletion
must be fully explained in writing. Every agency also shall main-
tain and make available for public inspection and copying a current
index providing identifying information for the public as to any
matter which is issued, adopted, or promulgated after the effective
date of this Act and which is required by this subsection to be made
available or published. No final order, opinion, statement of policy,
interpretation, or staff manual or instruction that. affects any member
of the public may be relied upon, used or cited as precedent by an
agency against any private party unless it has been indexed and either
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uade available or published as provided by this subsection or unlessthat. private party shall have actual and timely notice of the terms

thereof.
"(c) AGENCY RE.COR.-Exce)t with respect to the records madeavailable pursuant to subsections (a) and (b), every agency shall,upon request. for identifiable records made in accordance with >ublisted rules stating the time, )lace, fees to the extent. authlorizea bystatute and procedure to be followed, make such records promptlyavailable to any person. IUpon complaint, the district court of theUnited States in the district in which the complainant resides, or hashis principal >lace of business, or in which the agency records aresituated shall have jurisdiction to enijoiii the agency from the with-holding of agency records and to order tile product ion of any agencyrecords improperly withheld from the complainant. In such cases thecourt shall determine the matter de novo and the burden shall be uponthe agency to sustain its action. In the event of noncomupliance withthe court's order, the district court may punish the responsible officersfor contempt. Except as to those causes which the court deems ofgreater importance, proceeflin5s before the district court as author-ized by this subsection shall take precedence on the docket over allother causes and shall be assigned for hearing and trial at the earliest,

practicable date and expedited in every way.
"(d) AGENcY PiocEEDnxG.-Every agency having more than onemember shall keep a record of the final votes of each member in everyagency proceeding and such record shall be available for public

inspection.
"(e) ExxurrToxs.--The provisions of this sect ion shill not be appli-cable to matters that are (1) specifically required by Executive orderto be kept secret. in the interest of the national defense or foreignpolicy; (2) related solely to the internal personnel rules and practicesof any agency; (3) specifically exempted from disclosure by statute-(4) trade secrets and commercial or financial information obtainedfrom any person and privileged or confidential; (5) inter-agency orintra-agency memorandums or letters which would not be availableby law to a private party in litigation with the agency; (G) personneland medical files and similar files the disclosure of which would consti-tute a clearly unwarranted invasion of personal privacy; (7) investi-gatory files compiled for law enforcement, purposes except to theextent available by law to a private party; (8) contained in or relatedto examination, operating, or condition reports prepared by, on behalfof, or for the use of any agency responsible for the regulation orsupervision of financial istitutions; and (9) geological and geophysi-ca information and data (including maps) concerning wells."(f) LIMITATION OF ExErioxs.-Nothing in this section author-izes withholding of information or limiting the availability of recordsto the public except as specifically stated in this section, nor shall thissection be authority to withhold information from Congress.

"(g) PRIvrE PAxT.-As used in this section, 'private party' means
any party other than an agency.

"(ii) EF1ECTIE DATE.--This amendment shall become effective oneyear following the date of the enactment of this Act."
Approved July 4, 1966.
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&UBCHAPTER XI.-CON TOL OF INFORMATION

PRIoR POVIs:oNs
Provisions similar to those ccrmpricing this subchapter

were contained in section 10 of act Aug. 1, 1941, ch.
724, 60 Stat. 755 (formerly classified to section 1810 of this

title), prior to the complete amendment and renu 1 ber-
ing of act Aug. 1. 1946 by act Aug. 30, 1954, 9:44
a. m., E. D. T., ch. 1073, 68 Stat. 021.

2161. Policy of Commission.
It shall be the policy of the Commission to con-

trol the dissemination and deciassification of Re-
stricted Data in such a manner as to assure the
common defense and security. Consistent with such
policy, the Commission shall be guided by the fo-
lowing principles:

(a) Until effective and enforceable international
safeguards against the use of atomic energy for de-

structive purposes have been established by an in-
ternational arrangement, there shall be no exchange

of Restricted Data with other nations except as au-

thorized by section 2164 of this title; and
(b) The dissemination of scientific and techni-

cal information relating to atomic energy should be

permitted and encouraged so as to provide that free

interchange of ideas and criticism which is essential

ro scientific and industrial progress and public un-

derstanding and to enlarge the fund of technical

information. (Aug. 1, 1946, ch. 724, 141, as added
Aug. 30, 1954, ch. 1073, 1 1, 68 Stat. 940.)

SOURCE:
U.S. Laws, statutes, etc. United States code.
1964 ed., containing the general and
permanent law of the United States, in force
on January 3, 1965. Prepared and published
. . .by the Coimittee on the Judiciary of
the House of Representatives. Washington,
U.S. Govt. Print. Off., 1965. (v. 9, title
42. public health and welfare, subchapter 11,
pages 8070-8073).

2162. Classification and declassification of Restricted
Data.

(a) Periodic determination.
The Commission shall from time to time deter-

mine the data, within the definition of Restricted
Data, which can be published without undue risk to
the common defense and security and shall there-
upon cause such data to be declassified and removed
from the category of Restricted Data.

(b) Continuous review.
The Commission shall maintain a continuous re-

view of Restricted Data and of any Classification
Guides issued for the guidance of those in the atomic
energy program with respect to the areas of Re-
stricted Data which have been declassified in order
to determine which information may be declassified
and removed from the category of Restricted Data
without undue risk to the common defense ar-d
security.

(c) Joint determination on atomic weapons; Presi-
dential determination on disagr eemnent.

In the case of Restricted Data which the CommIs-
siorn and the Department of Defense jointly deter-
mine to relate primarily to the military utilization of
atomic weapons, the determination that such data
may be published without constituting an unreason-
able risk to the common defense and security shall
be made by the Commission and the Department of
Defense jointly, and If the Commission and the
Department of Defense do not agree, the deterni-
nation shall be made by the President.

(d) Same; removal from Restricted Data category.
The Commission shall remove from the Restricted

Data category such data as the Commission and the
Department of Defense jointly determine relates
primarily to the military utilization of atomic weap-
ons and which the Commission and Department of
Defense jointly determine can be adequately safe-
guarded as defense information: Provided, however,
That no such data so removed from the Restricted
Data category shall be transmitted or otherwise
made available to any nation or regional defense
organization, while such data remains defense in-
formation, except pursuant to an agreement for co-
operation entered into in accordance with section
2164 (b) of this title.

(e) Joint determination on atomic energy programs.
The Commission shall remove from the Restricted

Data category such information concerning the



CRS--27

TILE 42. -T PUBLIC HEALTH AND WZLFAR41

atomic energy programs of other nations as the
Commission and the Director of Central Intelli-
gence jointly determine to be necessary to carry out
the provisions of section 403 (d) of Title 50 and can
be adequately safeguarded as defense information.
(Aug. 1, 1946, ch. 724, 142, as added Aug. 30, 1954,
ch. 1073, 1, 68 Stat. 941.)

Ex. Ono. No. 10899. CoMMUNiCATION OF REsTRaCTED DATA
nT CENTmA INrO;ZGE CE AEace

Ex. Ord. No. 10800, Dec. 9, 1960, 25 F.R. 12729, provided:
By virtue of the authority vested in moe by the Atomic

Energy Act of 1954, as amended (hereinafter referred to
as the Act; 42 U.S.C. 2011 et seq.) [this chapter], and as
President of the United States, it is ordered as folows:

The Central Intelligence Agency is hereby authorized to
communicate for intelligence purposes, in accordance
with the terms and conditions of any agreement for co-
operation arranged pursuant to subsections 144 a, b, or c
of the act (42 U.S.C. 2162 (a), (), or (c) ), such restricted
data and data removed from the restricted data category
under subsection 142d of the Act (42 U.S.C. 2162(d))
[subsection (d) of this section] as is determined

(1) by the President, pursuant to the provisions of the
Act, or

(ii) by the Atomic Energy CommissIon and the Depart-
ment of Defense, jointly pursuant to the provisions of
Executive Order No. 10341 [set out as a note under section
2153 of this title], to be transmissible under the agree-
ment for cooperation involved. Such communications
shall be effected through mechanisms estab ished by the
Central Intelligence Agency in accordance with the terms
and conditions of the agreement for cooperation involved:
Provided, that no such communication shal be made by
the Central Intelligence Agency until the proposed con-
munication has been authorized either in accordancee
with procedures adopted by the Atomic Energy Comrnis-
sion and the Departrment of Defense and applicable to
conduct of programs for cooperation by those agencies,
or in accordance with procedures approved by the Atomic
Energy Commission and the Department of Defense endi
applicable to conduct of programs for cooperation by the
Central Intelligence Agency.

Dwoi-rc D. EsEsfOwa

Ex. Onn. No. 11057. CoMmUCATION OF
RESTRIcTED DATA DY DEPARTMENT OF STATE

Ex. Ord. No, 11057, Oct. 18, 1962, 27 F.R. 10280, provided:
By virtue of the authority vested in me by the Atomic

Energy Act of 1954, as amended (hereinafter referred to
as the Act; 42 U.S.C. 2011 et seq.) [this chapter], and as
President of the United States, it is ordered as follows:

The Department of State i: hereby authorized to com-
municate, in accordance with the terms and conditions
of any agreement for cooperation arranged pursuant to
subsection 144b of the act (42 U.S.C. 2164(b) ), such re-
-stricted data and data removed from the restricted data
category under subsection 142d of the act (42 U.S.C.
2162(d)) [subsec. (d) of this section] as is determined

(1) by the President, pursuant to the provisions of the
Act, or

(ii) by the Atomic Energy Commission and the Depart-
ment of Defense, jointly pursuant to the provisions of
Executive Order No. 10841, as amended [sot out as a
note under section 2153 of this title], to be transmissible
under the agreement for cooperation involved. Such
communications shall be effected through mechanisms
established by the Department of State in accordance
with the terms and conditions of the agreement for co-
operation involved: Provided, that no such communica-
tion shall be made by the Department of State until
the proposed communication has been authorized either
In accordance with procedures adopted by the Atomic
Energy. Commission and the Department of Defense and
applicable to conduct of programs for cooperation by
those agencies, or in accordance with procedures approved
by the Atomic Energy Commission and the Department
of Defense and applicable to conduct of programs for
cooperation by the Department of State.

JoHu F. KxsNer

y2163. Access to Restricted Data.
The Commission may authorize any of its em-

ploy es, or employees of any contractor, prospective
contractor, licensee or prospective licensee of the
Commission or any other person authorized access
to Restricted Data by the Commission under section
2165 (b) and (c) of this title to permit any employee
of an agency of te Department of Defense or of its
contractors, or any member of the Armed Forces to
have access to Restricted Data required in the per-

formance of his duties and so certified by the head of
the appropriate agency of the Department of Defense
or his designee: Provided, however, That, the head of
the appropriate agency of the Department of De-
fense or his designee has determined, in accordance
with the established personnel security procedures
and standards of such agency, that permitting the
member or employee to have access to such Re-
stricted Data will not endanger the common defense
and security: And provided further, That the Secre-
tary of Defense finds that the established personnel
and other security procedures and standards of such
agency are adequate and in reasonable conformity
to the standards established by the Commission
under section 2165 of this title. (Aug. 1, 1946, ch.
724, ; 143, as added Aug. 30, 1954, ch. 1073, 1, 63
Stat. 941, and amended Aug. 6, 1956, ch. 1015, ¬ 14,
70 Stat. 1071; Sept. 6, 1961, Pub. L. 87-206, 4 5, 75

Stat. 476.)
AMmDMr.JTs

1961-Pub. L. 87-206 inserted the reference to sub-
section (c) of section 2165 of this title.

1956-Act Aug. 6, 1956, inerted between the words
"licensee of the Commission" and the words "to permit
any employ e" the words "or any other person authorized
access to testricted Data by the Commission under eec-
tion 2165(b) of tic title".

2164. International cooperation.

(a) By Commission,
The President may authorize the Commission to

cooperate with another nation and to communicate
to that nation Restricted Data on-

(1) refining, purification, and subsequent
treatment of source material;

(2) civilian reactor development;
(3) production of special nuclear material;
(4) health and safety;
(5) industrial and other applications of atomic

energy for peaceful purposes; and
(6) research and development relating to the

foregoing:
Provided, however, That no such cooperation shall
involve the communication of Restricted Data re-
lating to the design or fabrication of atomic weap-
ons: And provided further, That the cooperation is
undertaken pursuant to an agreement for coopera-
tion entered into in accordance with section 2153 of
this title, or is undertaken pursuant to an agreement
existing on August 30, 1954.

(b) By Department of Defense.
The President may authorize the Department of

Defense, with the assistance of the Commission, to
cooperate with another nation or with a regional
defense organization to which the United States is a

Page 8071 ( 2164
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party, and to communicate to that nation or or-
ganization such Restricted Data (Including design
information) as is necessary to.-

(1) the development of defense plans;
(2) the training of personnel in the employ-

ment of and defense against atomic weapons and
other military applications of atomic energy;

(3) the evaluation of the capabilities of poten-
tial enemies in the employment of atomic weapons
and other military applications of atomic energy;
and

(4) the development of compatible delivery
systems for atomic weapons;

whenever the President determines that the pro-
posed cooperation and the proposed communication
of the Restricted Data will promote and will not
constitute an unreasonable risk to the common de-
fense and security, while such other nation or or-
ganization is participating with the United States
pursuant to an international arrangement by sub-
stantial and material contributions to the mutual
defense and security: Provided, however, That the
cooperation is undertaken pursuant to an agree-
ment entered into in accordance with section 2153
of this title.
(c) Exchange of information concerning atomicweapons; research, development, or design, of

military reactors,
In addition to the cooperation authorized in sub-

sections (a) and (b) of this section, the President
may authorize the Commission, with the assistance
of the Department of Defense, to cooperate with
another nation and--

(1) to exchange with that nation Restricted
Data concerning atomic weapons: Provided, That
communication of such Restricted Data to that
nation Is necessary to improve its atomic weapon
design, development, or fabrication capability and
provided that nation has made substantial prog-
ress in the development of atomic weapons; and

(2) to commul nicate or exclhogo witi that na-
tion Restricted Data concerning nreearch, de-
velopment, or design, of military reactors,

whenever the President determines that the pro-
posed cooperation and the communication of the
proposed Restricted Data will promote and will not
constitute an unreasonable risk to the common de-
fense and security, while such other nation is par-
ticipating with the United States pursuant to an
international arrangement by substantial and ma-
terial contributions to the mutual defense and se-
curity: Provided, however, That the cooperation is
undertaken pursuant to an agreement entered into
in accordance with section 2153 of this title.
(d) Communication of data by other Governmental

agencies.
The President may authorize any agency of the

United States to communicate in accordance with
the terms and conditions of an agreement for co-
operation arranged pursuant to subsection (a), (b),
or (c) of this section, such Restricted Data as is
determined to be transmissible under the agreement
for cooperation involved. (Aug. 1, 1946, ch. 724,1 144, as added Aug. 30, 1954, ch. 1073, 1, 68 Stat.
942, and amended July 2, 1958, Pub. L. 85-479, i 5--
7, 72 Stat. 278.)

SIEALTF ELFAND APEA Page 8072

1958--Sub ec. (a). Pub. L. 85-479, 1 5, substituted
"civilian reactor development" for "reactor development"
in ci. (2).

Subscc. (b). Pub. L. 85-479, 6. authorized comauni-
catron of design information, of data concerning other
military applications of atomic energy necessary for thetraining of personnel or for the evaluation of the capa-bilities of potential enemies, and of data necessary to the
development of compatible delivery systems for atomic
weapons, and eliminated provisions which prohibited com-
munication of data which would reveal important in-
formation concerning the design or fabrication of the
nuclear components of atomic weapons.

hubseas. (c) and (d). Pub. L. 85-47, 1 7, addedsubsecs. (c) and (d).

21G0. Security restrictions.

(a) On contractors and licensees.
No arrangement shall be made under section 2051

of this title, no contract shall be made or continued
in effect under section 2061 of this title, and no
license shall be issued under section 2133 or 2134 of
this title, unless the person with whom such ar-
rangement is made, the contractor or prospective
contractor, or the prospective licensee agrees in
writing not to permit any individual to have access
to Restricted Data until the Civil Service Commis-
sion shall have made an investigation and report to
the Commission on the character, associations, and
loyalty of such individual, and the Commission
shall have determined that permitting such person
to have access to Restricted Data will not endanger
the common defense and security.

(b) Employment of personnel; access to Restricted
D)ata,

Except as authorized by the Commission or the
General Manager upon a determination by the
Comm ission or General Manager that such action is
clearly consistent with the national interest, no in-
dividual shall be employed by the Commission nor
shall the Commission permit any individual to have
access to lestricted Data until the Civil Service
Commnsislon shall have made an investigation and
report to the Commission ol the character, asso-
ciat.ions, and loyalty of such individual, and the
Commission shall have determined that permitting
such person to have access to Restricted Data will
not endanger the common defense and security.
(c) Acceptance of investigation and clearance granted

by other Government agencies.
In lieu of the investigation and report to be made

by the Civil Service Commission pursuant to sub-
section (b) of this section, the Commission may ac-
cept an investigation and report on the character,
associations, and loyalty of an individual made by
another Government agency which conducts per-
sonnel security investigations, provided that a se-
curity clearance has been granted to such individual
by another Government agency based on such in-
vestigation and report.

(d) Investigations by FBI.
In the event an investigation made pursuant to

subsections (a) and (b) of this section develops
any data reflecting that the individual who is the
subject of the investigation is of questionable loy-
alty, the Civil Service Commission shall refer the
matter to the Federal Bureau of Investigation for
the conduct of a full field investigation, the results



CRS-29

of which shall be furnished to the Civil Service
Commission for its information and appropriate
action.

(e) Same; Presidential investigation.
If the President deems it to be in the national in-

terest, he may from time to time determine investi-
gations of any group or class which are required by
subsections (a), (b), and (c) of this section to be
made by the Federal Bureau of Investigation.

(f) Certification of specific positions for investiga-
tion by FBI.

Notwithstanding the provisions of subsections (a),
(b), and (c) of this section, a majority of the mem-
bers of the Conmission shall certify those specific
positions which are of a high degree of importance or
sensitivity and upon such certification the investiga-
tion and reports required by such provisions shall be
made by the Federal Bureau of Investigation.

(g) Investigation standards.
The Commission shall establish standards and

specifications in writing as to the scope and extent
of investigations, the reports of which will be util-
ized by the Commission in making the determira-
tion pursuant to subsections (a), (b), and (c) of this
section, that permitting a person access to restricted
data will not endanger the common defense and
security. Such standards and specifications shall
be based on the location and class or kind of
work to be done, and shall, among other considera-
tions, take into account the degree of importance to
the common defense and security of the restricted
data to which access will be permitted.

(h) War time clearance.
Whenever the Congress declares that a state of

war exists, or in the event of a national disaster
due to enemy attack, the Commission is authorized
during the state of war or Period of national disaster
due to enemy attack to employ individuals and to
permit individuals access to Restricted Data pending
the investigation report, and determination required
by subsection (b) of this section to the extent that
and so long as the Commission finds that such ac-
tion is required to. prevent impairment of its ac-
tivities in furtherance of the common defense and

-security. (Aug. 1, 1946, ch. 724, 145, as added Aug.
30, 1954, ch. 1073, 1, 68 Stat. 942, and amended
Aug. 19, 1958, Pub. L. 85-681, 5, 72 Stat. 633; Sept.
6, 1961, Pub. L. 87-206, 6, 75 Stat. 476; Aug. 29,
1962, Pub. L. 87-615, 10, 76 Stat. 411.)

AMENTDMENTS

1962-Subsec. (f). Pub. L. 87-615 deleted the comma
following "investigation".

1961--Subsec. (c). Pub. L. 87-206 added subsec. (c)
Former subsec. (c) redesignated (d).

Subsec. (d). Pub. L. 87-206 redesignated former subsec
(c) as (d). Former Subsec. (d) rcdegnated (C).

Suhsec. (c). Pub. L. 117 -2U0 rede:igmated former sb sec
(d) as (c) 11d a etnided the provisious by su batitu ting
"determine that" for "cause investigations", inserting
reference to subsection (c) of this section and elimi-
nating "instead of by the Civil Service Commission"
following "Federal Bureau of Investigation." Former
Subsec. (e) redesignated (f) .

Subsc'c. (f). Pub. L. 87-200 redesignated former subsec
(e) as (f) and amended the provisions by inserting
reference to subsection (c) of this section and eliminating
"instead of by the Civil Service Commission" following

"Federal Bureau of Investigation." Former subsec. (f)
redesignated (g).

Subsec. (g). Pub. L. 67-206 redesignated former subsec.
(f) as (g) and amended the provisions by substituting
" , the reports of which vill be utilized by the Commission
in making the determination, pursuant to subsections
(a), (b), and (c) of this section, that permitting a per-
son access to restricted data will not endanger the com-
mon defense and security" for "to be made by the Civil
Service Commission pursuant to subsections (a) and (b)
of this section." Formrer subsec. (g) redesignated (h).

Subsec. (h). Pub. L. 87-206 redesignated former eubsec.
(g) as (h).

1958---Subsec. (g). Pub. L. 85-681 added subeec. (g).

Ceoss Rrrrrze c
Arms control and disarmament security .restrictions.

see section 2585 of Title 22, Foreign Relations and
Intercourse.

2166. Applicability of other laws.
(a) Sections 2161-2165 of this title shall not

exclude the applicable provisions of any other laws,
except that no Government agency shall take any
action under such other laws inconsistent with the
provisions of those sections.

(b) The Commission shall have no power to con-
trol or restrict the dissemination of information
other than as granted by this or any other law.
(Aug. 1, 1946, ch. 724, 146, as added Aug. 30, 1954,
ch. 1073, 1, 68 Stat. 943.)
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SECURITY REGULATIONS: PHYSICAL AND PROCEDURAL
(State Department/AID/USIA); Selected excerpts

UNIFORM STATE/AID/USIA REGULATIONS

900 - Physical and Procedural Security

901 Policy **901.3 Safeguarding Other Official Information

901. 1 Interests of National Defense

The interests of national defense require the

preservation of the ability of the United States
to protect and defend itself against all hostile
or destructive action by covert or overt means,

including espionage as well as military action.
Therefore, certain official information jin-
cluding that in the field of foreign relations*
affecting the national defense must be protected
against unauthorized disclosure. *(See section

911. 2. )#

901.2 Safeguarding Official Information

Executive Order No. 10501 of November 5, 1953
( 8 F.R. 7047), as amended (note following
50 U.S. C. 401), provides for the safeguarding
of official information which requires protection
in the interests of national defense.*For the
types of foreign policy information which may
fall within the criteria of national defense, see
sections 911. 2 and 911. 4. *

The Freedom of Information Act (5 U.S. C. 552)
recognizes the necessity for the Government to

withhold from public disclosure certain cate-

gories of records in addition to those containing
information specified in Executive Order 10501
and other Executive Orders. These include,
but are not limited to, records the disclosure
of which would be a clearly unwarranted in-
vasion of personal privacy or would violate a

privileged relationship.

The absence of a security classification or an
administrative control designation on a record

should not be regarded as authorizing the public
disclosure of information contained therein

without independent consideration of the appro-

priateness of the disclosure. In this regard,

Department and Agency policy with respect to

disclosure of information under the Freedom

of Information Act, or otherwise, does not alter

the individual's responsibility arising from his

employment relationship with the Department

or Agency. **

U.S. Department of State.
physical and procedural.
1 v. (various pagings)

Uniform State/AID/USIA security regulations,
[Washington, U.S. Govt. Print. Off.] 1969.

TL:CR-o& & TL:SY%3
6-16-69 COMMUNICATIONS RECORDS 5 FAM 900

(*) Revision

(**) New Material

SOURCE:
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901.6 Responsibility

The requirement to safeguard information in
the national defense interest and in order to
protect sources of privileged information in
no way implies an indiscriminate license to
restrict information from the public. It is
important that the citizens of the United States
have the fullest possible access, consistent
with security and integrity, to information
concerning the policies and programs of their
Government.

901.5 scope

These regulations prescribe the security
rules for classifying, marking, reproducing,
handling, transmitting, disseminating, storing,
regrading, declassifying, decontrolling, and
destroying official material in accordance with
its relative importance. They are intended
to ensure accurate and uniform classification
of such information and to establish standards
for its protection, as required by Executive
Order 10501.

a. Primary

The specific responsibility for the maintenance
of the security of classified or controlled informa-
tion rents with each person having knowledge or
physical custody thereof, no matter how obtained,

b. Individual

Each employee is responsible for familiarizing
himself with and adhering to all security
regulations.

c. Supervisory

The ultimate responsibility for safeguarding
classified and administratively controlled
information as prescribed in these regulations
rests upon each supervisor to the same degree
that he is charged with functional responsibility
for his organizational unit. Supervisors may,
however, delegate the performance of any or all
of these functions relating to the safeguarding
of material.

d. Organizational

The Offices of Security in State, USIA, and
A. I. D. are responsible for physical and
personnel security in thcir respective agencies.
The Office of Communications in the Department
of State is responsible for cryptographic security.
For administration and enforcement, see section
990.

:*e. Limitation

Responsibility for safeguarding classified and
controlled information and records shall not
be construed as authority to determine whether
records may be withheld from the public when
requests for their disclosure are made under
the Freedom of Information Act (5 U.S.C. 552).
Such requests must be referred in the manner
described in section 943. 2 for processing in
accordance with applicable agency regulations.
(State, 5 FAM 480; A. I. D., M. 0. 820. 1;
USIA, 22 CFR 503. 5-503. 7. )'%

5 FAM 901. 4
**) New Material
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d. Information pertaining to national stock-
piles, requirements for strategic materials,
critical products, technological development,
or testing activities vital to national defense.

e. Investigative reports which contain infor-
mation relating to subversive activities affect-
ing the internal security of the United States.

f. Political and economic reports containing
information, the unauthorized disclosure of
which may jeopardize the international relations
of the United States or may otherwise affect
the national defense.

g. Information received in confidence from
officials of a foreign government whenever it
appears that the breach of such confidence
might have serious consequences affectingthe national defense or foreign relations.

910 CLASSIFICATION AND CONTROL OF
INFORMATION AND MATERIAL

911 Authorized Classifications

911.1 Classification Categories

Classification of official information requiring
protection in the interests of national defense
shall be limited to one of the three authorized
categories of classification, which in descend-
ing order of importance are: Top Secret,
Secret, and Confidential. No other classifi-
cation shall be used to identify defense infor-
mation, including military information, requir-
ing protection in the interests of national
defense, except as expressly provided by
statute.

911.2 Defense * and Foreign Policy *
Information

The Attorney General of the United States on
April 17, 1954, advised that defense classi-
fications may be interpreted, in proper in-
stances, to include the safeguarding of infor-
mation and material developed in the course
of conduct of foreign relations of the United
States whenever it appears that the effect of
the unauthorized disclosure of such information
or material upon international relations or
upon policies being pursued through diplomatic
channels could result in serious damage to
the Nation. The Attorney General further
noted that it is a fact that there exists an
interrelation between the foreign relations of
the United States and the national defense of
the United States, which fact is recognized
in section 1 of Executive Order 10501. Illustra-
tive examples of such information which may
require classification include but are not
confined to:

a. Information and material relating to
cryptographic devices and systems.

b. Information pertaining to vital defense
or diplomatic programs or operations.

c. Intelligence or information relating to
intelligence operations which will assist the
United States to be better prepared to defend
itself against attack or to conduct foreign
relations.

TL:CR-50 & TL:SY-3 COMMUNICATIONS AND RECORDS 5 FAM 9106-16-69()Revi
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911.3 Classification of Defense Information

911.3-1 Top Secret

Except as may be expressly provided by statute,
the use of the classification Top Secret shall
be authorized by an appropriate official only
'for defense information or material which
requires the highest degree of protection.
The Top Secret classification shall be applied
only to that information or material the defense
or diplomatic aspect of which is paramount ard
the unauthorized disclosure of which could
result in exceptionally grave damage to the
Nation, such as leading to a definite break in
diplomatic relations affecting the defense of
the United States, an armed attack against
the United States or its allies, a war, or the
compromise of military defense plans, in-
telligence operations, or scientific or techno-
logical developments vital to the national
defense.

911.3-2 Secret

Except as may be expressly provided by
statute, the use of the classification Secret
shall be authorized by an appropriate official
only for defense information or material the
unauthorized disclosure of which could result
in serious damage to the Nation, such as
jeopardizing the international relations of the
United States or its allies, endangering the
effectiveness of a program or policy of vital
importance to the national defense, or compro-
mising important military or defense plans,
scientific or technological developments
important to national defense, or information
revealing important diplomatic or intelligence
operations.

911.3-3 Confidential

Except as may be expressly provided bystatute, the use of the classification Confidential

shall be authorized, by an appropriate official,
only for defense information or material the
unauthorized disclosure of which could be
prejudicial to the conduct of United States
foreign relations or the defense interests of
the Nation.

911.3-4 Unclassified

Normally, unclassified material should not
be marked or stamped "Unclassified" unless
it is essential to convey to its recipient that
it has been examined specifially for the need
of a defense classification or control designa-
tionhand has been determined not to requiresuch classification or control. However,
preprinted forms such as telegrams, which
make provision for an assigned classification,

shall include the term "Unclassified" if the
information contained the text is neither
classified nor administratively controlled.

*Envelopes containing unclassified iaformation
to be sent by diplomatic pouch must be marked
or stamped "UNCLASSIFIED" on both sides.
(See section 956.5b.).;

) Reviion&L:Sy35 FA '911 3 R6-16- &9
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911.4 Authorized Administrative Control
IDesignation

911.4-1 Limited Official Use

The administrative control designation Limited
Official Use is authorized to identify *non-
classified information which requires physical
protection comparable to that given "Confident-
ial" material in order to safeguard it* from
unauthorized access. Matters which should
be administratively controlled include infor-
mation received through privileged sources
certain personnel, medical, investigative

*commercial, and financial* records; specific
references to contents of diplomatic pouches;
and other similar material.

**Documents which routinely would be made
available to the public upon request pursuant
to the provisions of the Freedom of Information
Act (5 U.S. C. 552) should not be administratively
controlled. See State, 5 FAM 480; A. I.1).,
M. O. 820. 1; USIA, M.O.A. III 526.**

911.5 Restricted Data

a. "Restricted Data" is a term used in
connection with atomic energy matters. Section
1 hr of the Atomic Energy Act of 1954 defines
Restricted Data as follows:

"The term 'Restricted Data' means all
data concerning:

"(1) Design, manufacture, or utilization
of atomic weapons;

"(2) The production of special nuclear
material; or

"(3) The use of special nuclear material
in the production of energy, but shall not
include data declassified or removed
from the Restricted Data Category. "

b. Restricted Data shall be classified Top
Secret, Secret, or Confidential. Before any
person may be permitted to have access to
Restricted Data, he must have a "Q" clearance
from, or the special permission of, the Atomic
Energy Commission. Nothing in these regu-
lations shall be construed as superseding any
requirements of the Atomic Energy Act of 1954.
Restricted Data shall be handled, protected,
classified, downgraded, and declassified in
conformity with the provisions of the Atomic
Energy Act of 1954 and the regulations of the
Atomic Energy Commission.

*c, A cover sheet, JF-42, Restricted Data,
hearing the appropriate defense classification
top and bottom, shall be used to cover each
copy of each document marked "Restricted
Data. " (See Appendix V (p. 18. )*

911.6 Limitations

No other security classification or admini-
strative control designation shall be used on
documents originating in the Department, USLA,
and A. I. D. without the specific approval of
the appropriate Office of Security.

5 FAM 911. 4
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912 Principles of Classification'and Control

912. 1 Assigning a Classification or
Control Designation

a. The originator of a document is responsi-
ble for the original assignment of its classi-
fication or control designation. Documents
or materials shall be classified or controlled
according to their own content and not neces-.
sarily according to their relationship to other
documents. Each document or item of material
shall be assigned the lowest classification or
control designation consistent with the proper
protection of the information in it. *Docu-r
ments or material containing references to
classified material which do not themselves
reveal classified information are not to be
classified. (See sections 9l2.2 and 912.3.);

b. The practice of assigning to a document
a classification or control designation exceed-
ing the degree of protection required may
appear to be a simple, innocuous means of
providing extra protection in the interests of
security. To the contrary, overclassification
and unnecessary control of documents result
in the establishment of cumbersome admini--
strative procedures and seriously hamper
operations, especially abroad, even to the
extent of defeating the purposes for which
the documents are intended. &verclassi-
fication and unnecessary control cause delays
in handling and may preclude the accessibility
of documents to personnel who should be work-
ing with them.

912.2 Physically Connected I currents

912. 3 Transmitting Communication

A transmitting communication shall bear a
classification or control designation at least
as high as the most highly classified or con-
trolled document it covers. The transmitting
communication also must be marked with its
appropriate group marking. (See section
966.1,)

912.4 Forcign Government Classified
Information

Information furnished by a foreign govern-
ment or by an international organization with
restrictions on its dissemination must be
protected according to the instructions speci-
fled by th foreign government or international
organization furnishing the information.

912.5 Mult le Classifications
or Control Deignations

A document must bear a classification or

administrative control designation at least
as high as that of its most highly classified
or controlled component. Pages, paragraphs,
sections, or components may bear different
classifications or a control designation, but
the document shall bear only one over-all
classification or control designation. When
separate portions of a document are marked
with different classifications or control design-
ations, each portion bearing a single clasui-
fication or control designation (including"Utnclssifie") Bhall be set off with the phrases:

"Begin I

(insert ciassi- (insert classi-The classification or administrative control catn or cation or
designation assigned to a file or group of designation.) signto
physically connected documents must be atddesignation.
least as high as that of the most highly classi-
fied or controlled document in it. Documents
separated from the file are handled in accord-
ance with their individual classification or
control designation. A cover sheet, JF-18,
Classified or Controlled File, may be placed
on the front of each file or group of physically
connected documents, marked to indicate the
highest classification or control designation
it covers, or the front and back of the folder
must be stamped or marked according to the
highest classification or designation of the
combined information contained in it.

(*) RtevirsoCC OC6L-CR6-59 & TL:Sy.3(** New Material
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940 SAFEGUARDINGAND DISSEMINATION
OF CLAS IFIED ANTID. IINSTR__-
TIVELY CONTROL D INFORUATION

941 PrincilesGoverning the Safeguarding
of Classiied and Controlled Inforrnation

941.1 Authorization for Access and Use

Classified or administratively controlled in-
formation must be given only to those persons
who require and are authorized to receive
the information in the.course of the perform-
ance of their official duties; who have an
appropriate and current security clearance;
and who have adequate facilities for protection
of documents or other tangible matters.

Special and specifically authorized clearances
are required for access to information identi-
fied as Restricted Data, Cosmic, SEATO,
CENTO, Cryptographic, Intelligence, Office
of Security, and other information given
special protection by law or regulation.

941.2 Need-to-Know Doctrine

A person is not entitled to receive classified
or administra tively controlled information
solely by virtue of his official position or by
virtue of having been granted security clear-
ance. The "need-to-know" doctrine shall be
enforced at all times in the interest of good
security.

941.3 In Conversation

The discussionrof classified or administratively
controlled information must not be held in the
presence or hearing of persons who are not
authorized to have knowledge thereof.

Classified or administratively controlled
information must not be discussed in telephone
conversations.

941.4 Control on Dissemination

The dissemination of classified or administra-
tively controlled information must be carefully
controlled at all times. This includes main-
tenance of adequate records of transmission
and receipt and the imposition of strict limita-
tions on the number of copies prepared or
reproduced.

941. 5 Restriction on Personal Use

Classified or administratively controlled in-
formation must not be used for personal
interests of any employee and must not be
entered in per sonal diaries or other nonofficial
records.

941.6 Access by Foreign NationalEmployees

Classified information must not be dictated to,
typed, or otherwise prepared by local employees.
This restriction must not be circumvented by
the assignment or classifications after a local
employee has prepared a particular document.
However, when warranted, information collected
by local employees and prepared in report form
by such employees may receive classification
protection by appending such reports to classi-
fied transmittal reports prepared by U. S.
employees.

Except as noted in sections 941. 6-1, 941. 6-2
and 941. 6-3, classified or administratively
controlled information must not be made avail-
able to, or left in the custody of, Foreign
Service local employees or alien employees
resident in the United States; nor will such
employees be permitted to attend meetings

where classifiedoradministratively controlled
information is discussed.

941.6-I When local employees obtain informa-
tion from privileged sources or otherwise
develop information warranting an administra-
tive control designation or must be given access
to administrative ely controlled information or
material originated elsewhere in order to per-
form their official duties, they may be authorized
limited access to such information provided
that:

(a) The local employee's U. S. citizen
supervisor requests authority to permit access

to administratively controlled material in
writing, specifying the reasons the employee
must have access in order to perform his
official duties and describing the type of mate-
rial, reports, etc. , contemplated for access.

(b) The regional security officer concurs
in the request, issues a memorandum of
limited access, and recommends approval to
the principal officer of the post concerned.

TL:CR-50 & TL:SY-3 COMMUNICATIONS AND RECORDS 5 FAM 940
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(c) The principal officer must authorize
the limited access in writing. Such authority
shall be reviewed by each succeeding princi-
pal officer, and he shall affirm or discontinue
such authority as he deems appropriate.

(d) The employee's access is not con-
strued to mean blanket authority to receive
administratively controlled information or
material. Select local employees authorized
to have access to administratively controlled
material shall be permitted access only to that
type of material specified in paragraph (a) of
this section on a strict "need-to-know" basis.

941.6-2 When it is essential that information
contained in classified documents (excluding
Top Secret) be disseminated to the broadcasting
service alien personnel resident in the United
States, in order for them to perform their
duties, such information must be given verbally.
They are prohibited access to Top Secret in-formation and are not authorized visual access
to classified documents or material.

**941.6-3 Foreign Service local employees in
very limited cases, may be permitted access
to Confidential information coming from or to
be delivered to the, government of the host
country. The internal procedures for granting
access are the same as those provided in the
foregoing parts of section 941. 6 with regard tolocal employee access to administratively con-
trolled material. Almost all instances of use
of this authority will involve necessary trans-lations. Access to such material should beallowed only after consideration of the host
government's reaction to the particular ForeignService local employee's having such access.
When and where feasible, the local employee
should be given such access only after a respon-
sible agency of the host country has indicated ithas no objection to the specific local employee's
access to the information. **

p41.7 Access by Binational Center Grantees

Since appointments of Binational Center grant-

ees are made only upon completion of a full
field investigation, classified information that
applies to their assignments and is necessary
in the performance of their duties may be made
available to them. Under no circumstances will
classified documents be given to them for re-
tention at a Binational Center. (This authority
does not apply to those U. S. citizens appointed
locally whose salaries are paid from Binational
Center operating funds.)

942 Report of Missing or

Any employee who discovers that a classified
or administratively controlled document is

missing must make a prompt report to the
Office of Security or regional security officer
via his unit or post security officer. In the
case of a known or suspected compromise of
a Top Secret document or cryptographic mate-
rial, the report must be made immediately.
Telegraphic or oral reports must be followedby a prompt submission *of a memorandum
addressed to the Office of Security or regional
security officer, which includes the followinginformation:

a. Complete identification of the material,
including, when possible, the date, subject,
originator, address, serial or legend markings,classification, and type of material (i. e.,
telegram, memorandum, airgram, etc.).

b. Where compromise is belived to have
occurred, a narrative statement detailing
the circumstance which gave rise to the com-
promise, the unauthorized person who had or
may have had access to the material, the stepstaken to determine whether compromise infact occurred and the office or post evaluation
of the importance of the material compromised.

c. Where a document is lost or missing, thenarrative statement should detail the movements
of the material from the time it was received
by the post or office, including to whom it wasinitially delivered; later routings; the persons
having access to the material; the time, date,and circumstances under which loss was real-ized; and the steps taken to locate the material.**

5 --4,6201 UqCTOSU
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d. When material is either compromised or 943.2 Referral of Public Requestsmissing, identify if possible the person re-
sponsible and state the action taken with regard $*Requests from the public for classified records,to the person and/or procedures to prevent a whether made to a Department or Agency officerecurrence, 

within the United States, or to a post abroad,
us>ft b rrfnr n4+ 1 __

Where cryptographic material is involved, a
report is also to be made to the Office of Com-
munications (OC/S) using FS-507, Report of
Violation of Communications Security. *$

943 Official Dissemination

943.1 Distribution to Other Agencies

Classified or administratively controlled
material may be sent to other Federal depart-
ments or agencies or to officials and committees
of Congress or to individuals therein only
through established liaison or distribution
channels. An exception is permitted when
a post transmits classified or administratively
controlled material to an office of another
U. S. Government agency within the executive
branch located outside the United States.

Classified or administratively controlled mate-
rial originated in another U. S. department or
agency must not be communicated to a third
department or agency without the consent of the
originating department or agency, including
material originated in State, USIA, and A. I. D.
Such approval must be obtained in writing, and
a record of the approval and communication
must be maintained by the communicator-.

TL:CR-50 & TL:SY-3
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ye referred to the Chief, Records Services
Division (State); Director, Information Staff
(A. I. D. ); or Assistant Director, Office of Public
Information (USIA), as appropriate.

Administratively controlled and unclassified
records may be released upon approval by
chiefs of mission at Foreign Service posts in
accordance with 5 FAM 482. 2. Administratively
controlled and unclassified records abroad of
A. I. D. and of USIA may also be released by the
A. I. D. country mission director and by the
USIA country public affairs officer respectively.
See M. 0. 820. 1 and M. O. A. III 526.

Requests for classified or for administratively
controlled records which the chief of mission
(for A. I. D., the mission director, or for USIA,
the public affairs officer) has declined to make
available on his own authority, should be sub-
mitted to the appropriate agency, by operations
memorandum for State and USIA and by airgram
for A. I. D. , containing sufficient information to
permit consideration of the request..

Classified or administratively controlled rec-
ords to be made available to the public by the
above-identified authorized officers in the
United States and abroad must first be declassi-
fied or decontrolled in accordance with the
provisions of 5 FAM 966. 4.

For more detailed procedures on releasing
records to the public, see the appropriate
Department or Agency regulations. (State,
5 FAM 480, A. I. D. , M. O. 820. 1; USIA,
M. O. A. III 526. ) *
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943.3 Clearance for Publicatio,

** Any employeee writing for publication, eitherin an official or private capacity, must submit
his manuscript for agency clearance if the con-tent may reasonably be interpreted as related
to the current responsibilities, program r s, oroperations of the employee's agency or to
current U. S. foreign policy, or may reason-
ably be expected to affect U. S. foreign relations.
For detailed clearance procedures, see 3 FAM628 and 1865, M. O. 831. 1 and MOA 11 120, $;

943.4 Use of OfficIal Records

The regulations governing access to official
records are set forth in 5 FAM 480, M. 0.820. 1, and MOA III 526. They include proce-
dures to be followed for access to official rec-ords for purposes of historical research.

943.5 Release of Material to U.S. Citizen
-- XecBran-nh

Classified and administratively controlled .material must not be released to persons who
are not security cleared U. S. citizen employees
of the executive branch of the U. S Govement
until appropriate security checks and briefings
have been completed. Release of such material
or information shall be made only when con-sistent with security and administrative require-mrents. Responsibility for authorizing release
is vested as follows:

Top Secret, Secret, Confidential, and LimitedOfficial Use Material -- The concurred~ oh
the director of the originatirig or action office
and the director of the Office of Security must
be obtained prior to the release of any classi-fied or administratively controlled information.
Either the originating or action office concerned
with the substance of the information may decidewhether it can be declassified or decontrolled
and released or whether it can be released with-out such action. If the information to be re-leased remains classified or administratively
controlled, the Office of Security must specifythe manner in which the release is to be effectedincludingaspecial markings, receipts, and suchother safeguards as are deemed necessary to
ensure that the information receives appropriate
protection.

943.6 Dissemination Ordered orRequested byaCourt of Law or OUiTOfica j Body

Except as provided in section 943. 2, any
subpena, demand, or request for classified
or controlled information or records from a
court of law or other official body shall be

handled in accordance with the regulations of

the agency concerned which prescribe proce-
dures for responding to subpenas (State, 5 FAM
485; USIA, MOA 111 527 and 625. 6)**

b. Testimony involving classified or admini-
stratively controlled information must not be
given before a court or other official bodywithout the approval of the head of the Depart-
ment or Agency concerned. An employee
called upon to give such testimony without priorauthorization shall state that he is not authorized
to disclose the information desired and that a
written request for the specific information
should be transmitted to the head of the Depart-ment or Agency concerned. Such testimony,
when so approved, shall be given only under
such conditions as the head of the department
or agency may prescribe.

c. Reports rendered by the Federal Bureau

of Investigation and other investigative agencies
of the executive branch are to be regarded asconidential. All reports, records, and files
relative to the loyalty of employees or prospec-tive employees (including reports of such in-
vestigative agencies) shall be maintained in
confidence, and shall not be transmitted ordisclosed except as required in the efficient
conduct of business, and then, only in accord-
ance with the provisions *of the President's
directive of March 13, 1948. (See Appendix .)*
944 Dssemination toForeign Governments

944.1 Disseminatiorn of Classified Defense
Iormation to Foreign Governments
and International Organiiation

For detailed instructions governing the release
of classified information to foreign governments
and international organizations, see 11rFAM
600.

(e) Metiio , CO Ui6CATIONS AND RCO F----(**) New Material 
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d. In the domestic service specific approval
to remove classified or administratively con-
trolled material for overnight custody must be
obtained from an office director or higher
authority. At posts, specific approval must be
obtained from the principal officer or officers
designated by him to approve such removals.

964. 3 Transporting Cla zificd and Admini-
tra6tiv l yCo roik.co eS t.d r al .i'oss i

Internatic 21a Bord s

Classified and administratively controlled
material is carried across international borders
by professional diplomatic couriers. Nonpro-
fessional diplomatic couriers are given such
material for international transmission only
in emergencies when the professional service
will not cover the area into which the pouch
must be carried or the post to which the pouch
is addressed within the time that official busi-
ness must be conducted. In such isolated cases,
the nonprofessional diplomatic courier must be
in possession of a diplomatic passport and cou-
rier letter, and his material must be enclosed
in sealed diplomatic pouches until delivered to
its official destination. Special procedures are
in effect for U. S. - -Mexican border posts.

964.4 PersonalResponsibilities

The safeguarding of classified or administra-
tively controlled material removed from official
premises remains the personal responsibility
of the removing officer even though all condi-
tions of section 964 have been met.

964. 5 Office Working or Reference Files

Information and working files accumulated in
the course of Government employment are not
personal files as defined in section 432, M. O.
520. 1, and MOA III Exhibit 610A. The trans-
fer or removal of such working or reference
files shall be in accordance with the provisions
of sections 417 and 443. 2, M. O. 520. 1, and
MOA III 512. 6.

965 STORAGE AND ACCESS OF CLASSIFIED
AND ADN NISTRATIVELY CONTROLLE D
MAT.,iAL lay-PERSONS NOT REGULARLY
EMPLOYED

965.1 Storage

Authorized consultants and contractors engaged
in work involving classified or administratively.
controlled material may not store classified or
administratively controlled material overnight
on their premises unless the Office of Security
has granted approval for such storage. No
classified or administratively controlled mate-
rial may be made available to consultants or
contractors off the official premises or trans-
mitted to such persons off the premises except
with the approval of the Office of Security.

965.2 Access

Contractors or consultants may not have access
to classified administratively controlled mate-
rials until a personnel security clearance has
been given or confirmed by the Office of Security.
Employees are personally responsible for ob-
taining clearance from the Office of Security
prior to release or transmitting of classified
or administratively controlled material to a
consultant or contractor addressee off the
premises. Normally, such material is sent
through the Office of Security.

TL:CR-50 & TL:SY-3
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966 DOWNGRADING,_DECLASSIFICATION,
AND DECONTROL

966.1 Automatic Changes

Classified and administratively controlled
material should be kept under review and be
downgraded, declassified, or decontrolled as
soon as conditions permit. When material is
assigned a classification or control designation,
it must also be assigned a group marking
and/or identifying notation to effect its auto-
matic downgrading, declassification, or decon-
trol when the material no longer requires its
original degree of protection. There are five
standard group markings and identifying nota-
tions associated with the automatic downgrading
and declassification of classified material and
two identifying notations associated with the
automatic decontrol of administratively con-

trolled material. In atypical situations where
the standard group markings and notations do
not adequately describe the method or time-
phase intended to accomplish the automatic
downgrading procedure, the notations may be
enlarged upon or amended. Group markings and
identifying notations should be placed, whenever
possible, two spaces above the defense classi-

fication or control designation appearing at the
bottom of page one on all copies.

906.2 Classified Documents

966.2-1 Group 5 documents are those which
do not require a classification protection for
any regulatory period of time specified for
the protection of documents assigned to Groups
4 through 1. To the greatest extent possible,
classified documents that can be assigned to
Group 5 should be so assigned and be marked:

Group 5
Declassified following

(Date or conclusion of

specific event, or removal
of classified enclosures o
attachments)

966.2-2 Group 4 documents are those requir-
ing protection for a minimum number of years,
at the conclusion of which they may be declassi-
fied. Group 4 documents are automatically
downgraded one step each 3 years and are auto-
matically declassified 12 years after date of
origin. Such documents should be marked:

Group 4
Downgraded at 3-year intervals.
Declassified 12 years after date

of origin.

966.2-3 Group 3 documents are those which
may be automatically downgraded but not auto-
matically declassified. Such documents should
be marked:

Group 3
Downgraded at 12-year intervals,
not automatically declassified.

966.2-4 Group 2 documents are Top Secret
and Secret documents which are so extremely
sensitive that in the interests of national de-
fense they must retain their classification for
an indefinite period of time. Only an official
empowered to exercise original Top Secret
classification authority may assign a document
to Group 2. Such documents must be signed
by the exempting official when his identity is

not apparent from the document itself and must
be marked:

Group 2
Exempted from automatic downgrading

By
(Signature and Title of

Exempting' Official)

COIMUNC.ATLiV A S AN D S A TL:CR-50 & TL:SY-3
6-16-69
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UNIFORM STATE/AID/USIA REGULATIONS

966.2-5 Group 1 documents are those classi-
fied documents excluded from the automatic
downgrading and declassification provisions
because they contain information or material
as follows:

a. Originated by foreign governments or in-
ternational organizations not subject to the
classification jurisdiction of the U. S. Govern-
ment.

b. Provided for by statutes, such as the
Atomic Energy Act.

c. Specifically excluded from these provisions
by the head of the Department or Agency.

d. Requiring special handling, such as intelli-
gence and cryptography.

Group 1 documents should be marked:

Group 1
Excluded from automatic downgrading

and declassification.

966.2-6 Administratively Controlled
Documents

Limited Official Use documents will be pro-
cessed in one of two categories: (1) exempted
from automatic decontrol or (2) decontrolled
upon the conclusion of a specific event, removal
of controlled attachments, or the passage of a
logical period of time. Such documents must
bear an appropriate notation but no group mark-
ing and shall be identified as follows:

Exempted from automatic decontrol.

or

Decontrolled following
(Date or conclusion of specific event,
or removal of administratively con-
trolled enclosures or attachments.

966.3Classiedand Administratively
Controlled Telegrams

Information contained in Top Secret, Secret,
Confidential, and Limited Official Use telegrams
is subject to automatic downgrading, declassifi-
cation, and decontrol procedures to the same
extent as- the substantive contents of nontele-
graphic documents. In order to eliminate
costly transmissions, code symbols have been
substituted for group markings and identifying
notations which shall appear at the end of the
message text as the final paragraph as follows:

GP 4 for Group 4
GP 3 for Group 3
GP 2 for Group 2
GP 1 for Group 1

Instructions for downgrading or declassifying
information should be appended as the final
unnumbered paragraph of the message text,
when such instructions do not coincide with
one of the four GP code symbols.

Since there is no GP code sumbol for admini-
stratively controlled documents, the appropriate
notation must be added as the final unnumbered
paragraph of the message text.

TL:CR-50 & TL:SY-3 COMMUNICATIONS AND RECORDS 5 FAM 966.2-5
6-16-69
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SECURITY CLASSIFICATION OF OFFICIAL INFORMATION,
DOD 5210.47

(Department of Defense); Selected excerpts

SECURITY CLASSIFY TIO NOFOFFICIAL INFORMATION

5210.47Refs.: (a) DoD Directive 5120. 33, "Classification Management Dec. 31, 64#
Program," January 8, 1963

(b) DoD Instruction 5120. 34, "Implementation of the Classi-
fication Management Program,!" January 8, 1963

(c) DoD Directive 5122. 5, "Assistant Secretary of Defense
(Public Affairs)," July 10, 1961

(d) DoD Directive 5200. 1, "Safeguarding Official Information
in the Interests of the Defense of the United States, "
July 8, 1957

(e) DoD Directive 5400. 7, "Availability to the Public of DoD *
Information, " June 23, 1967 *

(f) DoD Directive 5200. 10, "Downgrading and Declassifica-
tion of Classified Defense Information," July 26, 1962

(g) DoD Directive 5230. 9, "Clearance of Department of
Defense Public Information," December 24, 1966

(h) OASD(M) multi-Do D memo. , "DoD Instruction 5210. 47,
Security Classification of Official Information,"
January 27, 1965 (hereby cancelled)

I. PURPOSE AND APPLICABILITY

In accordance with references (a) and (b), this Instruction provides
guidance, policies, standards, criteria and procedures for the security
classification of official information under the provisions of Executive
Order 10501, as amended, for uniform application throughout the
Department of Defense, the components of which, in turn, through
their implementation of this Instruction, shall accomplish its application
to defense contractors, sub -contractors, potential contractors, and
grantees. Determinations whether particular information is or is not
Restricted Data are not within the scope of this Instruction.

II. DEFINITIONS

The definitions given below shall apply hereafter in the Department of
Defense Information Security Program.

SOURCE: U.S. Department of Defense. Security classification of officialinformation. [Washington] 1964. 1 v.(
At head of title: Department of Defense Instruction.

"Number 5210.47, Dec. 31, 1964."

1

#Second amendment (Ch 4., 11/6/67)
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Classification. The determination that official infoin the interests of national defense, a specific dereeofeuire ,
protection against unauthorized dslosu dgre e wh
designation signifying that such a determination ha been made.

ClassifiedIformation:Official 
information which has beendetermined to require, in the interests of national defense,protection against unauthorized disclosure and which has been

so designated.

Declassification: The determination that classified information nolonger requires, in the interests of national defensematn dereof protection against unauthorized disclosure, coupled with aree
removal or cancellation of the classificationdesignation.

Docurnent: Any recorded information regardless of its physical formcharacteristics, including, without limitation, written orrm
printed material; data processing cards and tapes; maps; charts;photographs; negatives; moving or still films; film strips;paintings; drawings; engravings; sketches; reproductions of suchthings by any means or process; and sound, voice or electronicrecordings in any form.

Downade: To determine that classified information requires, inthe interests of national defense, a lower degree of protectionagainst unauthorized disclosure than currently provided, coupledwith a changing of the classification designation to reflect suchlower degree.

Fore strip cited Data: Information removed from Restricted Datacategory upon determination jointly by the Atomic EnergyCommission and Department of Defense that such informationrelates primarily to the military utilization of atomic weaponsand that such information can be adequately safeguarded asclassified defense information. (See subparagraph VIII, D. 13,below, regarding foreign dissemination.)

Information: Knowledge which can be communicated by any means,
Material: Any document, product or substance on or in whichinformation may be recorded or embodied.

Section II2
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Official Information: Information which is owned by, produced by
or is subject to the control of the United States Government.

R, e: To determine that certain classified information requires
in the interests of national defense, a higher or a lower degree
of protection against unauthorized disclosure than currently
provided, coupled with a changing of the classification
designation to reflect such higher or lower degree.

Research: All effort directed toward increased knowledge of natural
phenomena and environment and toward the solution of problems
in all fields of science. This includes basic and applied research.

Basic Research, which is the type of research directed toward
the increase of knowledge, the primary aim being a greater
knowledge or understanding of the subject under study.

AppliedResearch, which is concerned with the practical
application of knowledge, material and/or techniques
directed toward a solution to an existent or anticipated
military or technological requirement.

Restricted Data: All data (information) concerning (1) design,
manufacture or utilization of atomic weapons; (2) the production
of special nuclear material; or (3) the use of special nuclear
material in the production of energy, but not to include data
declassified or removed from the Restricted Data category
pursuant to Section 142 of the Atomic Energy Act. (See Section11w, Atomic Energy Act of 1954, as amended, and "Formerly
Restricted Data. ")

Technical Information: Information, including scientific information,which relates to research, development, engineering, test,evaluation, production, operation, use and maintenance ofmunitions and other military supplies and equipment.

Technical Intelligence: The product resulting from the collection,
evaluation, analysis and interpretation of foreign scientific andtechnical information which covers (1) foreign developments inbasic and applied research, and in applied engineering techniques;and (2) scientific and technical characteristics, capabilities, andlimitations of all foreign military systems, weapons, weapon
systems and materiel, the research and development relatedthereto, and the production methods used in their manufacture.

3 Section II
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l P0LCIU'ES

A. Protectn Esntialuforn.ion

1. The Pre 'ble, Xxecutivo Order 10501, as amended,
proVi ; in part ae folo :

"Wher cas the itrc stn of nAtional defense require
the prcs orvatin of the ability of the United Stttee
to protect and dfer6 it elf against all hostile or
detractive action by covert or overt means,
including; e rpic ge as well as military
action / ,_.... it ie oagscntirl that certa ia official
information affect ng the national defense be

-protected uniformly tgain t uzauthorized discloeure. "

Z. The prir y objective Vf thd Clareification Manageoment
Program l1 to acure t&at officir.i information is cla siud
accurately under Exacutive Order 10501, as amended,
when in the intere t of national defense it needs
protection against unauthorized disclosure.

3. Consistent with the above objective, the use and
application of security cla sification to accomplish such
protection hall be limited to only that information which
is truly ecent~il to htionaI drfse bcc&uee it provided
the Ualt d States with:

a. A military or defenc e .advantage over Ly foreign
nation or group of nations; or

b. A favorable international posture; or

c. A defense posture capable of cuccossfully resisting
hostile or destructive action from within or .rtlout,

overt or covert;

which could be aged, minimied or lost by the
uthorird diclowuro or use of the information.

4
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B. tnformin the PnLic

The Deparhtnont of Defen;e, in accordance with the policyof the United Stater Goverrent, shall inform the Aneri
public of the activities of thO Dpartnent of Zefcnse to them xmum cxtnt concint nt %it e hest Lntcrto ofnMiUna defence and ca curity. Nothing contained heroin,
however, ShalI he constrs d to >uthtorizo or require the
public relvac of o'fic 1 irorz tion. In thi conn ction
tee refer nde (c).

C. Rgradig and Declaeification

In order to preserve the effectiveness and integrity of thecla sific'tion system, antignod cl sfificaton shall bereeponsiv at all times to the current n.eds of national
defen se. When clasifid ifornmtion is ctermin ed in theinterests of national defense to require a different level ofprotection than that pre ently as3gned, or no longer torequire any iuch prot ction, it thall be regraded or
decla&.%Wed.

D. xnpoprClasutficaton

Unnecessary classification and higher than necets aryclasei ic ,an& shall be scrupulously avoided.

E. Misuse of ClIssification

Clasificution shall apply only to official informationrequirig protection in the intere to of national defense.
It may not be used for the purport of concealing
adxninitrative error or ineffici.ency, to prevent personalor departnental embarraosment, to influence competition
or independent initiative, or to prevent release 'ofofficial information which doesa not require protection inthe interstate of national defense.

Section I, B, C, D, E.
5
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F. uarodi rivatcawned formation

1. Privately owned information, in which the Government
hac not ectablizhed a proprietary interest or overwhich
the Govcrnrnc.t has not exercised control, in whole or
in part, is not ubje ct to clarification by the private
over under the authority of this Instructon. However,
a private owner, believing hie information requires
protection by security clasification, is encouraged to
provide protection on a personal basis and to contact
the nearest office of the Army, Navy, or Air Force for
assistance and advice.

Z. Section 793 (d), Title 18 United States Code provides
penalties for improper disclosure of "information

- relating to the national defense which information the
possessor has reason to believe could be used to the
injury of the United Stater or to the advantage of any
foreign nation.,

3. Sections 224 to 227 of the Atomic Energy Act of 1954,
as amended, provide penalties for the improper
obtaining, disclosure or use of Restricted Data.

G. Safeguarding officialinformation which is not subject to
security clapsiication

Official information which does not qualify for security
classification or has been dcclas sifid, and which pursue nt
to lawful authority requires protect tion from unauthorized
disclosure or public release for reasons other thau
national security or defense, shall be handled in
accordance with references () and (i).

IV. CLASSIFICATION CATEG0RUES

'A. General

All official information which requires protection in the
interests of national defense shall be classified in one of the
three categories described below. Unless expressly provided
by tatute, no other clasifications .re authorized for
United St tesc ciao Afied information. Appendix A give s

6 Section MII, F, G.
E tionW, A.
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example of information which may co e With n the various
categories. Section VL below provides specific criteria
for determining whether information ffls within these
categories.

B. TOP SECRET - The highest level of clka iicztion, TOP
SECIV;T, shall be applied only to that inormt2tion or
material the defense aspect of which is par;count, and the
unauthoiced di closure of which cold result in excqtioral

rae damage to tP Nation; vu; Lat, l adn to a d'si _ e
break in diplomatic relations affectingrthe tldnse of st4
United States, a armed attac against the Unite &states or
its allies, a war, or the comromise of military o: defense
plans, or intelligence openrationj, or sciLUtiic or
technological development- vi.tal to the ntiona def n e.
The uue of the TiOP SECRET ci¬icaton shall be severely
limited to information or material which requires the utmost
protection. (See Part I, Appendix A.)

C. SECrET - The second higherct level of classification, SECRET,
shall be applied only to that information or material the
unauthorized disclosure of which cold requit in serious -
da jays to the Nation; such a, by jeoyri>In the
international relations of the United State , endang ring
the effectiveness of a prosgramn or policy of vital importance
to the national defense, or corpromJsr i. __

military or defense plus, scientific or echn:ogical
developments important to national defense, or information
revealing important intelligence operation. (See Part II,
Appendix A).

D. CONFIDENTIAL - The lowest level of cliaeification,
CONFIDENTIAL, shall be applied only to that information
or material the urauthorized ditirlosute of wiich could be

grejdic~iato the defense interests of the Nation.
(See lart Il, Appendix A.) The deignatin "CIZNTL -
MODIFIED HANDLING AUTHOJJZED, " hich is not a
separate classification category, idenre certain
CONFIDENTIAL information pcrtini t to corncat or
combat-related operations which, bec'ure of combat or
combat-related operational conditions, canot be afforded

SctIVonW, B, C, D.7
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the ftUi protection pre'cribc d fori o atD e Tpi'nformnatin. The 3 diinatio C-MHA shLgj 1e applied to
that CONFJIjFZTJA~ ' ~m-t to nil
operations islci , t i

comuiaton i-d-01it TupOrt O1 cTmbt tUnit WIhencombat or cobat-r c i , a orimad
prechl-de the full appica:io of herl Andpoeu
governing dinemn !atin, us tr sii n d ek& ptn
prescribed for the roecio o CaFDETl inforaThe de eignation mayhapr; d .oprior to introductionof the information into ccmha fea, , ac u or im edA
when the information i iteded for uc u ad
diesenination, but the rules and cedr fur hanlinp

.the information h.l1 not be modirfid until the ifornaionis no introduced. C-M.1A cannot be applied to nteri icontaining Retric:ed Daa.

E. FOREIGN CLASSIIEJDY INFoRMAI

1. Section 3 (e), Execwtive Order 10501, providee as
follows:

"Informati Ori'naitecTa Foreir Governmnt
or Org anizatioxi: *De ; insC-a r t-G -n-i---

clasufied nature &uw'x QF to th United State by
a foreign governn irw it.i org y& aionshall be aigned. laicao wch will
a degree of prctCction cq ivalen. 1 i Chi
than that requi d by :, ;ovenmetor
international organi ticn !hch urni hed the
information.

2. Foreign security claeificat s gnorrally parallel
United States cla iic tdon. A Table of Equival ntg iscontained in,.AppndiL B.

3. T.OP SECRET, SECRET, nd CONFW .TIAL. If t1eforeign a ictior mnr in i in Engo'li h, n
addition a U, S ci c n wrpisr i dIf the foreign crti;ti mf in a gother than E gLlh &n eeivx n U 2. i

47. "A jsp -$ \ 
Ma rk in & Tv A z U-ill- b d d ed

8 Se tio ', D, E.,
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4. IESTJCTED . Many foreign governrnets, and-
international organizations such as, for example,
NAia , CIENTO, and SEATO,ue a fourilh security

lasi'icato . "RESTiU CTD" to denote a foreign
requirement for security prptetionl of a lesser
degree than CON I3ENTIL. Such foreign
RETRCTED information released to the United
States Government under international agreement
requiring its prote ction, usually does not require orwarrant United State s security cla sificfation underExecutive Order 10501. Under the agreement
coverig the relc ase of information, howEver, certain
protection is required. In tle usual case, therefore,
in order to satisfy this requiremgent, a document orother material contairing foreign RESTR( TED
informn.tjon shall show, or bit marked n t :iti.onally
to show, i English, the name of the foreign
government or internationa.l.J organization f origin andthe word "RESTRICTED, " e. g., UK -RESTRICTED
NATO-RESTRICTED. (See Appendix B.) Any

- document or other material marked as aforesaid shallbe protected in the manner specified in refe rncei d).Documents or other material on band fafling in thiscategory which already have been marked so as torequire protection as "CONFIDENTIAL" or "C-M a,"
as they are withdrawn from the file for any purpose,
shall be re-marked in accordance with this eubparagraphand the previously applied marking shall be obliteratedor excised. Henceforth, the provisions of thissubparagraph shall apply thereto.

5. The origin of all material bearing foreign
classifications, including materiaJ extracted andplaced in Department of Dfen-e documents ormaterial, shall be clearly indicated on or in the body._ of the material to assure, among other things, thatthe information is not released to nationals of a thirdcountry without consent of the origintor.

The effct.ve date of this paragraph 4 is postponed. Seeparagraph XIV. B.

9 Sectionlv, E.
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V. AUTHORITY TO CLASSIFY

A. Original Casfcto

. 2Qri il class siication is involved when

.. An item of information is developed which intrinsically
requires c as ification and such clarification cannot
reasonably be derived from a previous classification
still in force involving in substance the same or
closely related information; or

b. An accunulation or aggregation of items of
information, rcgardle s of the clancification (or
lack of classification) of the individual items,
collectively requires a separate and distinct
cla ificztion dete rmination.

2. For the purpose of as uring both positive management
control of classification determinations and ability to
meet local operational requirements in an orderly
and expeditious manner, the Assistant Secretary of.
Defense (Manpower) will exercise control over the
granting and exercise of authority-for original
classification of offici l information. Pursuant thereto,
such authority mu t be exercised only by those
individuals who at any given time are the incumbents
of those offices and positions designated in or pursuant
to subparagraph 3 below and Appendix C, including the
officials who are specifically designated to act in the
absence of the incum-nbente. The following general
principles are applicable:

a. Appendix C designates specifically the officials who
may exercise original TOP SECRET or SECRET
classification authority and who among them may
make additional designations. All such additional
designations shall be specific and in writing.

b. The authority to classify is personal to the holder
of the authority. It shall not be exercised for him
or in his nme by anyone else, nor shall it be
delegated for exorclse by any substitute or subordinate.

Section V, A.10
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AUTOMATIC, TIME-PHASED DOr NGRADING AND DECLASSIFICATION OF
CLASSIFIED DEFENSE INFORM NATION, DOD 5200.10 (Department of

Defense); Selected excerpts

SOURCE:
U.S. Department of Defense. Downgrading and declassification of classified
defense information [Washington, 1962] 4, 24 p. At head of title:
Department of Defense Directive. "Number 5200.10, July 26, 1962."
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5200.10 (incl 1)
Jul 26, 62#

DEPARTMENT OF DEFENSE REGULATION
Gove rning

Automatic, Time -Phased Dovnagrading Declassification

of
Classiied Defence Ifor!mation

Paragraph

Purpose .*. ..
*

E-pla*tion of Terms .* * * -* - - -

Scope andApplication .* **.** -.. . 2
Group-1 Material ** -. . . . . 0* 3

Grcp2 Docvents ** *** * * * * - - . 5
Group.3 Material, * * * - * . . 6
Group-4 Material 

,, * - - - 7Extracts, Quotations and Derivative aterial . * ,*"*.*"* 8Groupig Determinations and 1.arking * * * * *a* ."9
Electrically Transmitted Mesages. * * * *
N0Oticetions }* * - - . . 1

Authority A.oations for Dow raded or Declassified Material * * . 12Ci~n -ing Clasefcication Markings .'" .* * * * * * * * .* . . * 13Mttlri I Hold byiPersons or Aencies Outside DoD, FAA and NASA , 14Sof DclaWiied Informtion * * * e. " * * * * 

. .... 15

1. re. The purpose of this regulation is to apply the provisions ofSection 4 and Section 5(a), Executive Order 10501, as amended byExecutive Order 10964, 20 September 1961; an toipeettepoiinof DoD Directive 5200.9 and 5200.10. It establish mpleacontinuingp systemons
based on the passage of time for automatically downgrading, or auto-matically downgrading and declassifying, classified defense informationoriginated by or under the jurisdiction of the Department of Defense (DoD),the Federal Aviation Agency (FAA), and the National Aeronautics andSpace Administration (NASA). It also declassiies b categor

SJaary 1196, crta roup-3 documentsgand materials originated prior*to January 1, 1940, described in subparagraphs 6. a. (3), (4), (5), and (6) **of this regulation, This regulation is not a guide for the assignment of a*classification to information; it applies only to defense information whichis assigned a classification by competent authority.

2. Explanation of Teras. The meanings of some terms used in thisregulation are given below:

a. DECLASSIFY: To cancel the security classification of an item ofclassified material.

#First amendment (Ch 3, 11/15/63)



CRS-55

5 .10 (xix 1)

b. DOWNGRADE: To aaign a lower zccurlty clarification toan item of claz-ifled atrial.

c. WEAPON SYSTEM: A general term ed to describee .weaponand those component required f r its operation.

3. & andA iction:

a. DoD, FAA, and N/SAbInformation

(1) Thin regulation applies to all classified inormntion
originated by or under the juri'iction of the Departmene't of Defense orby it contractors, or by a pred 2cceoror agency of the Departmcnt ofDefenci or its contractort. Sp cificJiy, thin included ll classifiedmaterial originated by the Oflice of the Secr tary of Defense andDepartment of D-erLne agencies; tie present :ndormrrer Joint Chiefsof Staff and Joint Staff; the Department of e Army and former WarDepartment; the Departrent of the Navy; the Department of the AirForce and former Army Air Force ; th United Stats Coast Guardwhen ac ting a& a part of the Navy; Joint c iitt : or ?gencie comppri.d entirely of rcpre'senttxve evron s i tiIin th Dep rct ;t of
Defense or its prdecssor agencie;; other Gevermen,, &gecies ;hae
functions have been officially tranferred to the D 1p ar rjme of Defense;and cortr ctor, in the performance of contracts caarded by or onbehalf of the Department of Defei e, its compnenents, or it. predecessors.

(2) By agreement between the Departimzent of Defense, theFederal Aviation Agency, and th National Aeronautico anmd SaceAdministration, thip regulation aleo applies to all classified infor-mation originated by or under the jurirdiction of FAA and NASA.
This includes all classified information originated by the FederalAviation Agency, its components and predece'eors, including the CivilAeronautics Administration of the Dep.rtmnnt of Commerce, and theAirways Modernization Board; the National Aeronautice and SpaceAdministration, its components and predecersor o, includIng theNational Advisory Cornittee for Aerona.utict; joint committees, boardsand agencies cornpr'ired entirely of representatives from th aboveagencies or from the Department of Defcnue, its compo. nnts andpredecessors; and contractors i the erforan nce of ccntrctr awardedby or on behalf of FAA, NASA, their coraponents or predecessor
agencies.

2



5200.() (Inci 1)
Jul 26, 62

b. 2ther De-rtme nt and

By Executive Order 10964, the automat ic, tine-phased down-grading and dccl a ssification system applies to all classified infor-mation originated by or under tte jmrisiction of all departments andagencies of the Executive Branch. However, custodians of classified
material originated by or under the jurisdiction of US departments oragencies other than those e de ascribed in a above, shall defer actionwith regard to such material until advised of the implementing
instructions issued by the department or agency concerned. Pendingthat implementation, such material (other than Group-1 materialdefined herein) shall not be marked or assigned to a Group underthis regulation; if the information is incorporated into DoD, FAA,or NASA material, an appropriate explanation shall be included inthe text (for example: "Paragraph 2 contains information classifiedby the State Department; the automatic downgrading-declasa fictiongroup cannot be determined until appropriate instructions are
issued by that department").

c. Authorityrof lie iny icils:

(1) Nothing in tUis regulation shall be construed to relieve ofresponsibility, or to limit the authority of, those officials designatedby competent authority to class ify, downgrade, or declassify officialdefense information. Ima cdiate action should be taken by suchofficials to downgrade or declassify information when it needs lessprotection or when it no longer requires such protection.

(2) Any DoD, FAA or NASA classified information, whetheror not affected by this regulation, may be downgraded or declassifiedby the official who has been given that authority under pertinentregulations. Pursuant to that authority, the official who has primaryfunctional responsibility for an item of classified information canprescribe earlier downgrading and decla sifying (including assigningit to a less restrictive Group) than that provided by this regulation.However, except as authorized in paragraphs 5 and 6b he cannotassign informational a more restrictive Group than provided herein.

D. Material Officially Transferred

When material is transferred by or pursuant to statute orExecutive Order from one department or agency to another, therecipient is the classifying, downgrading, and declassifying authorityfor all purposes under this regulation. Official transfers result in thematerial becoming part of the official files or the property of therecipient (e.g., Army Air Forces material officially transferred to thenewly established Departanent of the Air Force in 1948). Transfersmerely for the purpose of storage do not constitute an official transfer
of classification authority.

3
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C. Mteria1 Not Officially Transferred.

When any departmei t or agency has in its possession any
clan ified material which has become 5 year old, and a review of the
material indicate that it houldi e do g:raded or de classified and it
appears that eithr () the material originated in an agency which has
since become d funct and whose fil es other property have not been
officially transferred to another department or agency within the
meaning of ci abo v , or (ii) it is impossible for the possessing depart-
ment or agency to identify the originating agency, the possessing
department or agency shall have power to downgrade or declassify
the material or to assign it to a downgrading-declarsification Group
according to this regulation. If it appears probable that another depart-
rent or agency may have a substantial interest in whether the classifi-
cation of any particular information sh uld be maintained, the
possessing department or agency hall not exercise the power stated in
this subparagraph, except with the consent of the other department or
agency, until 30 days after it has notified such other department or
agency of the nature of the material and of its intention to downgrade
or declassify it. During that 3 0 -day period, the other department or
agency may, if it co desires, express its objections to downgrading or
declassifying the particular material, but the power to make the
ultimate decision shall reside in the possessing department or agency,

f. General Information.

The effect of the automatic, tine.phased downgrading and de-
classification system is that all clasEified information and material
heretofore and hereafter received or originated by the Executive
Branch, its components, and its contra( tors, is assigned to one of
four groups, described in the following paragraphs. (The attachment
shows in graphic form how each Group is affected by the automatic
time -phased systemr.) Upon receipt of this regulation and without
further notice, each holder of classified material originated by or under
the jurisdiction of DoD, FAA, or NASA, in authorized and required
to Group, mark, downgrade, or declassify, as prescribed herein, the
material in his custody or po se sion. Ln addition, classified material
originated by or under the jurisdiction of other Executive departments
and agencies (hall be Grouped, marked, downgraded, or declassified
in accordance with theinstr ctionis of the originating agency,when
issued.
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4. Groun1 Material,

Material in this Grr up is completely excluded from the automaticdowngrading and automatic dec1assificatio visions of this regu-lation either because it has been removed from such provisions orbecause it contains information rot subject to the classificationjurisdiction of the Executive Branch of the U. S. Government.

a. Definition. specifically, Group-l comprises material:

(1) Originated by or containing classified information clearlyattributed to foreign governments or their agencies, or to internationalorganizations and groups, including the Comind Chiefs of Staff.This does not include US classified inforrmation hereafter furnished toa foreign government or international organization; the US classifiedinformation shall be Grouped and marked as otherwise prescribed
herein.

(2) Concerning communications intelligence or cryptography,
or their related activities.'

(a) This includes information concerning or revealingthe processes, techniques, technical material, operation, or scopeof communications intelligence, cryptography, and cryptographic
security. It also included information concerning special crypto-graphic equipment, certain special comrnnicatiore systems desig-nated by the department or agency concerned, and the communications
portion of cover and deception plans.

(b) However, provided the material does not reveal theforegoing information, this does not include radar intelligence orelectronic intelligence, or such passive measures as physical
security, transmission security, and electronic security.

(3) Containing Restricted Data or Formerly Restricted Data.

(4) Containing nuclear propulsion information or informationconcerning the establishment, operation, and support of the USAtomic Energy Detection System, unless otherwise specified by the
pertinent AEC-DoD classification guide.

(5) Containing special munition information as defined in AGLtr AGAM-P(M)311.5, (17 Sept 60) DCS/Ops 19 Sept 60; OPNAVINST
008190.1 series; or AFR 205-17.

5
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(6) Information concerning stancdr dized BW a gents.

5. Group-2_Ducmnents.

This Group is established as a means whereby authorized o iicia1s
can exempt individual docuxnent containing extremely cnitive
information from both automvatic downgrading and automatic declassi-
fication. Thitr Group applic s only to documents originally cla cified
TOPSECRET or SECRET.

5200.10 (m nci 1)
6. Group-3 Material Jul 26, 62#

This Group contains certain type of information or subject matter
that warrant sone degree of classification for an indefinite period.
There are two kinds of Groftp-.'3 material: Ji) that containin;; the subject
matter normally assigned to Group-3 accorcng to a below; and (ii)documents which are individually and e pacific a slged to Group-3
under the optional exemptionprovis of b bclv. Grou-3 *

* documents and materials originated prior to J u ary 1, 1940, which *fall within the descriptions of subparagrapho 6. a. (3), (4), (5), or *
' (6), without at the aame time falling within the de cription. of sub-paragraphs 6. (a), (1). (2), or (7), are hereby declassified,

effective January 1, 1964,

a. Definition - Normal Grow 3 .

The specific ivforrnation or subject matter normally corn-
prising Group-3 is as follows:

(1) Plans for an operation of war that were prepared by anorganization higher than Army division, Navy task force, numbered
Air Force, or other military command of comparable level. This
includes but is not limited to:

(a) Plans for combat operations; and information con-cerning or revealing long-range operational concepts and the em-
ployment of forces.
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on(obrat.on ) P.a o oer r deception,' includir information

(c) Information COncerning or revealing escape orevasion plarn, procedures, and techniques.

(d)'lae-i ic g and programming inforrmation which concernsor rev et seri.e wd force objectives, over-all force deployment3,
tanl diced cobat unit priority listings; or which con-rt ervict-wjde planning or programming data,

(e) Targeting data on foreign area, or information whichwo~d r '~' &tats~ictarceting plans.

(2) DoD and FAA intelligence and counterintelligence.

(3) Information concerning or revealing the capabilities, lini..or vfner aPbilities of a wapon, weapon system, or spacesy to_:_.icurrent use or in development for future use. This islimited to information concerning significant comhat capabilities or
8

# sma'nt (m 3, 11/15/63)

7. Goup-4 Material:

a. Definition.

Group..4 includes all classified material which does notqualify for, or is not signed to, one of the first three Grops.

schedule , 1) Normr y, i ation such as logistical data, productionschduls, ur.get and coat figures, dimensions or weights, and sie.i "ylar subjects shall be assigned to Grou even ir eip ent or
material to which it applied , is in Group-3.

(2) Defense information classify i iof a joint AEC-DoD classification guide shall not assine t Gropicueler such an assign ent iS clearly indicatdndr he ped to roupi
in the jo guide.under the Prt nt
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vulnerabilities, knowledge of which could be exploted by an enemy
to counter, render ineffective, neutrali e, or destroy the weapon
or system; or limitations which degrade the combat effectiveness of
the weapon or system. However, it spcificaily includes:

(a) Target detecting devices for proximity VT fuses.

(b) Biological weapon system information which reveals
the scientific name or designation of the agent and the non-descriptive
code designation of the agent.

(c) Technical information concerning electronic counter -
measure or counter-countermeasure equipment, processes, or
techniques; and technical data concerning infra-red detection or
suppression.

(d) Research and development information concerning or
revealing significant combat capabilities of a future weapon or space
system or subsystem. This in limited to information concerning or
revealing significant new technological developments or adaptations be-
yond normal evolutionary improvements.

(e) Information pertaining to combat-type naval vessels
which reveals structural, performance, or tactical data, such as armor
and protective systems, war damage reports, damage control systems,
power, speed, range, propeller RPM, and maneuvering character-
istica.

(4) Information which could be used by an enemy to develop
target data for en attack on the United States or its allies, such as
geodetic and gravinetric survey data, reductions of survey data that
can be used for intercontinental datum connections or for determining
the size of the earth, or the precise (in seconds of arc) coordinates of
facilities that are essential elements of a weapon system or that are
essential to the conduct of a war.

(5) Technical information concerning or revealing explosive
ordnance demolitioix techniques.

(6) Defense information (other than Group-1 material)
classified according to AEC-DoD classification guides, unless otherwise
specified by the pertinent guide.
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(7) Material prepared by a theater headquarters, military
government headquarters, military mir eion headquarters, or other
headquarters of comparable o r higher level, which concern or affect
the formulation and conduct of U. S. foreign policy, and plans or
programs relating to international affairs.
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