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EXECUTIVE ORDER 10501 - SAFEGUARDING OFFICIAL INFORMATION

EXECUTIVE GRDEMN NO. 16501

Nov, §, 1833, 18 F.It. 7049, as amended by Ex.CG:d.Na. 10856 May 8, 130, 24 PR, 3TI7;
Ex.Ord. Ne, 1000, Jan. 11, 1981, 26 .12, 2175 Bx.Ord.No 10%%4, Sept. 20, 1831, 26 F.R.
822 Ex0rd No 1003 Jan. 15, 1552, 27 ¥R, 430 Ex,0Ord.Nn.11067, Mar, 6, 1963,

28 F.R. 2325, Ex.Grd.No I3k, Nov. 28, 1087, 32 ¥ 16245

SAFPEGUARDING OFFICIAL INPORMATION

Bectlon 1. Classification Cutrzories, G- of the cinssification Top Sceret shal)
ficinl Informntion  which rtenuires proo be gutherized, Ly aprropriate puthori-
tection lu the inferests of notivnal doe ty, oniy for defense nforsiption oF Hia-
fenge shall be limited to three cate-  eriel which recuises the highest de-
gories  of  classification, wiiel in  do-  gre of  protection. The Top Secret
scending ordey of importance shali car- dusslieatien shmli be mpplied only to
ry ene of the folivwing deripnetions: that infermation or  materia]  the des
Top Secret, Sceret, or Confidential, N fense  aspect of  which s parpmount,
other designation shall ba ¢d to «as- apd  the unauthorized disclosure of
sify defense Information, inciuding mil-  wihieh  conld  reault in exceptionnlly
ttary Informution. es roquitirg protes-  grove damae to the Nation such s
tion In the dAntercsts of nntisnal dee Jeading to o Jofmite brenk In Slplg-
fense, exeopt as expressly provided by rantic reluddons afieeiling the dofenre of
statute. These  eategories wro dedned  the  Unlted 8tetes,  an armed  atiack
us follows! spaitnt the United Srutes or ita alides,

(s} Top Beoret. Except as may be s war, or the copromiee of military
expreasly provided by rtatnte, the ovase  or dofense plang, @1 lotelligence opera-

35

=3e

SOURCE:
U.S. Laws, Statutes, etc., United States Code Annotated. St. Paul,

Minnesota; West FPublishing Company, 1927 -- (Title 50, War and National
Defense, Section 401, pages 35-45).
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estiend e

wival  do-

tions, or sclentifia or teed
velopinents  vital to  the
(HENN

(LY Seeret, Exeept an by ex-
pPressty provided by siptute e of
classiication  Seeror Pooonyge

Ly JApprapriste authority. only
for delense information or wntesinl the
unavtharieed disen i

T el which eould
TesUlt i sorious damnpe Lo the Nation,
such  ss by jeopardizing the inturna-
tional relations of  the Tniled Biates,
cralangoring the ofleailveness ol 1w pro-
Eran o policy  of vilal lsporinuee Lo
the  watioua! Jefeusse, or COMPToIisingT
fmportant militney ar defeose .
seleniitic or Lechinolagical W SUTHENLS
Lrtportiant  to ennl defe or  in-
formatien  revealing  Guporian {itoili-
poelice  operations,

(¢} Confidentinl, Ixcept sis faay boe

CIPTSaxly  provided by statute, [he npse oL

of  the clarsidention  Confidentinl  shill
be authorized, Ly approprinte authoris
¥, ondy for defensc mifarmation ar oma-
teria! the  unapraorizod  disclesure  ef
Whiclh caultd be prejudicinl to the de-
fense interests of the pation.

Nees 200 Limitaiion of authority to
claxsify,  The autharity to ciisaity dle-
felise inforaation or annterisd uuder thisg
onder  shall be Jhmited by the devore-
Hick s, ageneles, and other anits of tie
exceutive branel as hereinafter speeitiod,

1at In the H IS P Geparineats,
Mebes, atd Goverainen(d unics, hoaving
ary  responsiliih o ttlers paer-
taining fo narienal defense, the anthaority
for onzinnl classification of uformation
or caaterid wider this ordor amny e exe
sedoby e Diead of the departinent,
apeney, ur Govertsinental unic concarned
or by such responstile officess or en-
[hoeyees as Lo, or his represcalative. mo
desiznnte Tor that purfrose. he deie
Tion of such awllority to classifly s 1
e Banited as severely ux 8 cunsixient
wWith the orderly and expeditious Lrans-

O ol Govtriatieut balinesy,
Vhate I o O e
Gent’s  Seienee Advisory Committee
ol the Budeet
of BEeancime ddvisors
I Rocunity Council
W3 Toteltigenes A geney
aritaent of Xrave
Prepartinent of the Treasury
Adeparteient of Dufense
fintent of thas Atny
thisent of the Navy
wrrment of the Air oree
trtment of Justice -
Drepartines? of Connneree
Departnaent of Lalior
Drpariment of Trunsportation
Atomiv Tnerey Comnsission
Cnnnl) Zone Goverions
Federal Comimunica < Coninission
Federad Badintion Counell
Gieanral Services Adninistration
Tntorstate Comimeree Coliinissio
Notinnnl AeTonnulivs alod spue
jsrratian
Natinnai Aerannutics and Spaee Council

“niied tutes  Civil Rervice  Commission
Uztited States Information Areney
Azoney for Taternutionnl Deveiohment
Oifiee of Emergeney Planning
i e Carps i X
A 'e’.r:‘m's Foreign Intelligence Advisory
teard
United States Arms Control snd Disar-

nment Aeney
Expart-Iinpart Bunk of Washiupion
Qffive of Scienee anud Teelinology
The Bpoerini Representative for Trade Ne-

gotistions

{(b) In the following departments,
agencies, and Governmentzal wnits, hav-
Ing partial obue hot primary responsibil-
ty for malters pertaloing to nafional de-

Admin-

ferxe, the authovity for arfirinal elnssifl-
cuilen of dnfermation or materinl pnder
thiz order whall he exarcised only by the
Wend of the deparfuent, scency. or Gove
vrnnnoatal unit without delegation:

(iliee Department

triecitt pl the Interior

Thinend of Asricuiture

Weilire
Civ eronantics Donrd
Federal Power Connnission
Nt Seience Foundation
Painea Canat Compnoy
enegolintion Hoard
Hinalt Bosiness Adisinistoation
Shveraive Aciividies Control Hoord
wessee YValley Authoriny
riliting Comtiission
sve Activities Control Board
() Any ageacy or unit of the execu-
i branel not nameq fiorein, and any
dgeuey orounit which may be ex-
tabilishied hereafter, shall he deémed not
ty lutve authority for originnl elassifien-
iton of dufermatiou or Iaaterial  under
this order, exeepi ns such authority mny
be specifienlly couferred upon wny &uch
Seney 0T unil herealter,

Bee, 3. Classification.  Porgans desig-
nated to  have  authority tor original
elassification of Informanion sr mgterial
whieh vequires protection in the inter-
fats of nationad defense wnder this oI
der shail e held resnonsihle  for its
proper elaswfication in necsrdaneo with
the definiticas of the three catogories
in section 1, hereof Unuecessnry elas-
i and  over-clussitication  shall
Fipiansly  avaided The follow-
i rides shall be observed in
tion of defense Informntion or

Y

matering
(n} Ilozumcots In General. Poey-
DnlE Wl e classitied aeenvding  to
iz nwo o eontent oand  not necesEaTily
aeeording to thieir relationship to other
decuiucnin, Relerenees to cinssified pin-
terind which do not revenl classificd de-
{euse inforination shall not be  ¢lassi.
flod.

) Physleally Connected Daecuraents,
The classification of & file or Ereup aof
physically  counected  doeuments shall
he st least as high as that of the mast
nimhiy classified dorunent therein,
Liovunients separated  froag the file or
sroup  shall be handled in gererganre
with ' their individual defense clossifica.
lion.

fe) Multinla  Classification. A dopcu-
ment, product, or substunce shall boar
& classifiention at least as high as that
of jts Liglest  clpssified component.
The decument, produet, or substance
Bhall bear ouly one ovir-sll elpssifica-
tion, notwithstuuding that o8, para-
Fraphs, sections, or coinpronents thereof
bear diflerent classifications.

() Transwlttel Letters, A letter
trunsiaitting  defense  ioformation  shail
be classifiod at deast ns high a5 its
highest classified enclosure.

fe) Tufornation Origlnuted by a For-
elgn  Goverament of Qrpanization. De-
fense infurmation of a clugsibed nature
furnished to the United States by s for-
eixn  povernment  or international os-
Fandzation shall be assigned a classifi-
cution which will assure a degrea of
protection equivaieat to or greater thsn
that required by the Lovernruent er in-
ternational arganization “vhich fur-
nished the infermation.

Sce. 4. Declassiflention, Downgrading,
or Upgrading, When classitied informa-
tian or material no longer reguires its
nresent level of protection in the defense
1nterest, it shall be downgraded or de-
classitied {n order to preserve the ef-
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fectivenoss and inteprity of (hLe
ficklion systein und o elhninare
ficntiong  of  Jnforiition orF  nieeis
which no lowpger rouiee Chisei et ion
protection, 1Tewds  of dbusrtienta or
RECDCied  ORIEtEAling  cisheilned iutorm -
tion or maierial shall Genignare Prerac
to be respousilide for Cuntinaing roviow
of such elassilicd  information  or mi-
terisl on on aoedmenl-biysdocunent, cato-
FOI¥,  Profoct,  progiant, v ot Hor sys-
tematle basing for i pliriose af doefmae
Bifying or downgriadig wi XS SR THIA IS
nideiense connideratigr T, Nhioaor
receiving regquests lur Teview {poh
Al sourees, lowever, § Setesd daain el
materis) formerly desicnared us (el rool
Datn shiodl be Liandled ouly in acvoridnnen
with suliqaragrayic iy (17 Lolow wnd
seetion 13 of whis evder, The folfowiagy
special rules sLail be with re-
spret to chungos of classineativn of de-
fonse ialormation or marering, ineluding
infurmation or naterial Lherotofore classi-
fied:

{a) Aufomatic Chaunges. In order to i
sure unitorn procedures  for anblomatico
changes, heads of departtiients and Q-
cios baving anthority for vinal glissi-
fication of iuformation o tanderial, o5 set
forth in section 2 shall eategorizn snel
elasxidicd juformation or materiad itto e
Tullowing proups:

(§) Group 1. Ieformation or Tmaterial
originated by Toreign roveruments or in-
ternatioual organizitions and over which
the Unired Sgates Guvarnniout bas no St
risdiciion, nforination or maierial Hen-
vidad for Liyv stotutes suel as tiie Atonie
Lnergy ALl [sertion 2011 of se fooof fihtie
42, The I'ublie Henltls anth We rel, and
informitiva or negtersl Foeguiring i
hundiing, such as intelli V) erypio-
Fraphiy This information snd mnterind
is excluded from autematic downrrading
or declassitication,

27 Group 2, Extromnoly sensitive infor-
mation or matericl which the heard of
the agenry or hig dosignens excimhl, on
an individnal S droein autowmatic
downgrading apad Heetassitication,

(3} Group & Iufornation sr mule 1
SHeh Warrants sgine gegron of clissitens
tion for an indelinite period. Suclt infor-
wation or nnderisl shall Lecome futo-
antticaliy dowilzradm] Al 12-vour mtervals
until the lowest elnesificn(Gon is resiehied,
bur shall not beconie auicnatically decing-
bifled,

(4} Group 4. Iunformation or materizl
which does net qualifty for. or is niot as-
signed to, wno of the firat thre. LIOupa,
Such inferuation or materiag shall Lecame
putomatically  downgraded at the yenr
intervals until the jowesr clussiiention is
reaciimd, zad shail e antomaticaily  de-
clussifiecd twelve yours after date of is-
suance,

To the fullest extent practicable, the
cinssifving autliority  shall  indieate an
the intormation or material ut the time
of original classification it it enu b
downgruded or de sitid at an earlier
date, or 1f it can b downeraded or Jdao-
classiticd after o snecified pvenn, gr Nnan
the removal of elassifiog attachmants or
enclosurea. The  heawds, ar their  des-
ignecs. of dopartmants and agencios in
possession of defvuse {nformation OF ™a-
terial classificd pursuant te this arder,
but not Bonring nirkings for automatie
downgrading or declassitication. nre hero.
by authorized to mark op dosiy
dutomptic downgrading or o
such information or inater
enee with the miles op rewthction
Hshed by the depnrtiment or it
arigl ]Iy clagsified such inforiint

(b} Non-Avtomatle Changes, The pers
kons designnted to roccive requests for
review of classlfied matarial miy down-

material when
Htoita re-
LS TR S ¥ g ETFINN stliendinig pbro-
[PFPR Lol the aporonrimte
Cirmsallying Jatherlly Lis laen oliijnrd.
Pl downrrading or decinsaifiention of
extracis oo oF parapbirases of clussie
§ Beihys RIAED abses Poegnine e ot
WRpToprisle idenifying au-
Uhless U sgoncy malhng such
exbracts Lnowy pesfioveiy “that thiey war-
rant o« sicnilon jowoer than Chit of
they doaenment ran whicn catructed, or
thnt thay gy Clansiiised

(¢p Matewial Onicially Transterred. ip

the s of : tratsicred by
CEODUsAnt Lo statinte o7 Daventive oe-
doer from one disar U T agincy to

whethier oy e Uie and a5 part
of ity otheind filos  pryperty, as dis-
Luzniislicd  froms fransiers  aerely  for
pripnoaes of  sterage, the receiving  go-
peLrllaent of aponcy shinll be deemed to
L i elussilyiare autherity fer  all
PUTEIS0S winder this ord including
siesHoation oo downrrading

(d) Materinl Not Ofticially Transfer
: Viicnooany  denartioent or ARCNDCY
H PussUssion gty einssilied  foi-
. wWiich Las beronie Ove years old,
ad b wbpears (0 that  suell materiad
ornmnadel tnoan bpeney which has sinee
become  defunet  and  whase  files and
Giier proaneriy bave neot leen oiticiadly
tratsforred o auother departinent  or
ney o owitlin the avaning of  sibsees
(8} that 1t 1% mine-
S0 depditinent or

ni
Lot 1), above, or
sDhie for the s

gency o identifv the originating Y
veo aid (dy a0 review b ghe  aterial
1) tos Lt it shoald be downgroded

suilivd, the saul possessing de.
sabl liasve  power

ur
el ol apenry sl
o dedinssify or downende suely qeate.
r.ai If it appears proboble thut owpe-
Gibu'f Gepurithent  or RHECICY LY hnove

EXHITS interost in whether the
ea o of any  particnlar infor-
aulil be mainadned, the pos-
snsinn Gepnrinieat oFf szeney shall ot
vaereise the power  ronierped dpon it
Dy Ui sipbse ot owith the con-
nroef the o triment or ppen-
until thirty days after it hao tioli-
<} smuch nther deparunent or agencr
the natnre of the rierind and of its
iyt declaxaifly  or downgrade
thr e Linring such thiriy.day -
rindd the other departinent ar ageney
may, i it so dosires, CERDFORS  ils ol
jecddons o declassifying or downgrad-
iy the  parddesiar  rmeterial,  but . the
fawer o make  (he uliimanfe  decicion
shall reside in the pessossing depart-
meat eor agency.

{e} Tnformation or Material Trangmitted
by Eieciricat Menns, Tho downpgrading or
dechirsifiontion of classilied informstion
or mwteriad  transmutted by electrieal
means shall be aceotaplished in gecordance
with the procedures doserilbied abaove Uil
uss Bpeciically probibited by the origi-

Liug department or areney.  Unelassi-
ied anfurmaien or reiterisl which i3
: ved inenerypted form shall be
safepuarded and hand'ed in accordance
wirlh the regulations of the originating
depurisent o agency.

) Boewnpradieg, If the reclpient of
classiivd  moterial  belleves  thas it has
been classiticd too highly, he may mnke
a4 requesl Lo the reviewing ofticial who
muy downprade or deciasaify the rate-
riab alter obluitiiuf the consent of the
appropriate  classifying nauthority.

gy Upgradine, It tite teciplient of une
classiiled  infortaation or mnterinl be-
Leves that o snonld be olas niedd, or it
the recipient of classified lalurmation or
materlal believes that {ts elessiteation s
ot sudiclontly profective, it shall 1w snfe-
gunrded \nowceordsnce with the clasgifieas
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tlon deewmed spproepriste and B operueet
ot te the revivaw g aMeial, whe nay
clavslfy dhe tnforaation or ateeial ooy
tiporadle fhe classitionlion siter obvtainlug
the vonsent of (ho approprinte classiiving
Authoridy, Wi Jdate of this acitan shindl
constitute o new zi\!w nf orivin Inselarc s
the dewtioradinge or declassideatiog reolnd-
e {paracraph 1) sleved 1z caneeraes),

() Depnrtinveats nmd Apeneies W hieh
Do Not Huave Suthoriy  for O elolunt
Elasalticntton, The provionns of l‘wirc st -
Lien rebatinge o thye deelassstaation of ales
fonwe fulorontion or tuntoptsl slin'l fivee
RIY to depaortinents ap poeneios which (o
not, suder the (eias of tige oru*r five
nutherity for origioal ol hwh;";l aaoof in-
fornumtion or mateeial, but wilel L,
mrly elnssifded dntormation oy
Eursn'\r: Lo Foaerntive Order No,
oepltember D00 1051,

{1} Notlideatian of Change §In Claxei-
Beatlon.  In nll eaves in which nelion s
token by the revicwing sthciel (o dowas

grode or declusstiy ecarlier than catied

for by the anlomatie dawner gl
classiteation siming the reviewing aof-
ﬁrlnI ehall nroaptliy m"nh all reldroxsies
to whom the Inrurmntmn or wmnaterisl was
orfginaliy  transmitted, Peciplents of
orteinal infermmiiben ar janterial., apon
receipt of netittention af change in clos-
rilication,  shall  notlfy  sddressses to
whnm they have fravanidttieod the cinssl-
fied tnfarmating or materinl,

Sec. 8. Movidng of Cinseilfied Xatorind,
After a determination of the pianep dles
fenae elassification to Le sifpaecg hag
boon made In neeordnnee with the nra-
vislons of thils arder the cinssiied mator
rini shnll be marked ns follows

{(n) Powngeading-Decinanifiention Mark-
Inon, At the tlme af orfmination, all riss-
ruted infarmation er materinl shall Lo
marked o in teothe downzinGing-do-
classiiieatlon sohedule 1o bp foilowed in
ooeondance with paraygraph {a) of section
4 of this arder,

(U} Dound Documenits,  The rpsslencd
defoense  clossifieation nin bound  Gocus
ments, gnch as hnoks or pamphlers, the
nages of which arte perme: ty ang se
curely fastencd tegether. shatl be cou-
spicuaasty  matked or sfaimped on the
coulside of the front cover, on thae iitle
rage, on the hirst . on-.the lLnck
pnge and on the outride of the Lnck
cover. In each ense the maralews ehail
be npplicd ta the top nand hoitom of
the pago or cover

{e) Unbeundd Tracumrnts, The  ns-
slgned defense  clasuflestion  on un-
bound documents, eueh as lelters, mem.
eranda,  reports, feleprnma. and  aiher
eimilar documenls, tie pages of which
nre ot perinansutiyv ano scocurely faa-
tenedd topether, shall be conspiroonsiy
marked or stamped at the fop anid hot-
toni of each page, in guch maaner that
the marking  will  be  elearly  visible
when the pages ore clipped or stapicd
tegvther.

{d) Chnarts, AMaps, and Dravwings, Clos.
atfied chorts, maps. ant drawings ghall
cnrry the defense claksification senrking
untder the legend, title Mlock, eap seale in
guch manney that i will he reprodoced
e nlt enpics made thrrefrem. Such ¢las.
elificution shali nlxa e marked at the top
amd bottom in each fuktinee,

{r} Thatogruplie, Films nnd Iiecords
tnga.  Cinxgilicd photopraphs, filrag, and
recordines, and theie coninineos, ahail
be conxnleggiialy nnd nppraprintely
mnatked with the assigood defense clas-
eification.

{ty Treducin ar Subatfatnees,  Thr ax-
aigned  defrase  cinssitostinn shall  De
conApledousiy markcd on ringaifod
products or substunces, if possible, and
on their conialners, if possibie, orn, If

)

the  nrileic er  eantniner  cannst  ho
minrhedl wrltlen uotifleatinn of  surh
rinmabention slind! be furnishied to ree
cipienis of sneh producis or pubstnrcees,

() ilepraductiona, All enples of  re-
praditedivna of  class!fied mntesinl shall
e nppraprintely marked er gtnmped
lo the rame wmanner ss the oripinal
thyereof,

() Ererlnsadtlod  Moterind, Normaliy,
tnrinasifoed innteriad shinll not e
lanrhed  or stamped  Uneclassifled unless
Hodn exseniind to conves L9 oa reciplent
ol =vei anatecdal that I8 has doen ex-
wrbrdd cpecifieally with o view te im-
wsingr n defunse elpgsihieatlon and  has
weno o defermined  net  te requlte  such
clunsificiting

(I} {hanga or Rermovnl of Classifien-
tion, Wihepever  clussificd  rinterial  ia
flectassllicd,  downpended, or  upgraded,
the materlal shalt e marked  or
etamped in a promtnent plare ta ree
Doet o the chanpe n elasstfication, the
autharlty  (or the actlon, the date of
action, and the fdentity of the person
o untt toking the actien. In adnitlon,
the eld ciasatication marking slall be
cancebied and the new elassiticntion (4f
mx_v) stthstiiuted  theeefor. Automalla
change An clagsificntion shali be indi-
catedd by the nppropriate classifying ay-
tharity through narklng nr stnnping
tn o promluent ploee to reficet informan-
tion spocilicd In Bubsection £ {o)} horeof.

(jt Matedlnl Jurnished Fersons not In
the Execulive HBranch of $the Governa-
ment, Whon o elassinied  materinl  nffect.
b the aationnd  defense s furnished
nulhierized persans, ln or eut of Fedoer-
al &elvice, oiher than these {n the exe
coutive braneh, the following netntion,
i wsidittae te the nassizned cinssiflcns
tion morking, shall wheuever practica-
tie bLe pluced on the material, on s
cantaluer, or en the written npotificotion
of s assipned eclassiflcation:

This  muaterial  ceonteing  laformation
rftecting  the natfonal defense of  the
United  States  withln  the meanlng  of
the esplopage inws, Title 18, US.C,
Secs. TU3 and T34, the transmission or
revelatinn of which Io eny manner to
ri unaulbortzed - person ?; prohibited
by law
Use «f witernalive macking cencerning
“Ltestrieteid Data’ as detined by the
Atoinie Unorgy  Act [sections 1801-1819
of Title 42} is authotized when nppro-
priate.

tire, 6. Custody ond Bafekeeping. The
possession or use of clasgified defenke in-
fernmiios or material ehall be limited to
incntious where Tacilities for secure store
age ot proiection theren! are svailahle by
meians of which unnuthorized persons sre
prevented  fram -wainine nocess  thereto.
W henever sueh fuformation or innterianl is
not r the personnl supervision of ita
custmdinn, whether during or outside of
wotking hours, the foilowing means shall
be taken to piratect e

(a) Sternpe of Top Seeret Information
and Materinl, As a minlmum, Top Secret
deofense information and mnterial <hafl he
stored inoa sule or safn-type sicei file
container hiaving n three-position  dial-
type combination lock, amd belng of such
weiptht, size, constructinn, or instalintion
nu o ta minbmize the possibility af anan-
thinrinod accerx to, or the physical thelt of,
riich {nformntlon and metertnd, The hend
of a department ar ARency mav approva
othrr storagn facilities which aTord equal
protection. such as an alarmed aren, &
voanlt, o vauwlt-typio oom, or nn arca wader
contintious gurveliinnee,

(ir} Hiornge of Becret nnd Cenfidentisd
Inforrmiatian and Meterlzl. An o minle
mam, &ceret and Confidentiazl defensa in-
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formnilan npd materind Ty he stare]
Boiahner pttharize! for Top mecrey tyfor.
Mzl Eere nieed merbal g G sl Ble .
RO e Wil aleed ek o e nnid o
cluingenbie three-comildnatiog il f v e
msllock  ar do ol riapnge fueltiteg
Which affvod g Proefeciboe nod awhiel;
are antherized by the head of i depnre-
wenl or v peney,

{r) Sturape pr Protectinn Yiavipmient,
Whenever now KOCurity storap; Ot
Is procuweed, it should, to the AXimuin
cxtent pruciicable, Lo of the ty e ez
b oy secoerlty filinge Clhiineig nn (he
Federai Sunply Bebeduie of the Goavral
Services Administration

(1} Othrr Cinssined Materlnl,  Iends
of departments ain frvdvies shall ere.
Eeribe sneh pratective {arilities py mny
(I neecessary  in thoir denartiaenis  ap
ngencios 1or wintering atizmntingg ancdep
Rinintory  nrovigions Fequiring  pratoc-
tion of cortnin inforinacion

(¢} Charpey  of Tariek Cumbdnatisns,
Comblimtions on  lochy of snfvkcopiug
cgulpmient  shall pe chinnges!, oniy fry
Poeraeis haviag ApBropraite  security
cirarnnuer, whonever such  cuynipinent iy
placed it wee alter protorement  from
the  innnutnctire; aor  oticr EDNT Y,
wheuever o persen kuowing the enmii.
nation is transferred from the oflive to
which the  equipment is assigned, or
whenover  the  comhinntion lias  hieen
subjeeted g chinpromise, and Al irasy
once every year, Knowiedne aof Canhy.
aations  shali ba {imdoed o the .
o ntaber of  persans Kecessary  for
operating purpo: es Hevorils of cornir-
nations  ehall be  olissitiog Bo  dowee
than the highest entepory  of classitied
defense  anaterinl  andhorined for  gtor.
Aoe in tie tafekeeping Critipiicnt con-
cernced.

)} Custandinn's Respansibiiiitles,  (Cps.
todians of classified dofe ¢ miterial shulg
be responsille for provi S the bost pns-
slble protection  and sltnnniability  fop
such miaterint ut all timies a0 barticutar.
Iy for sccurely locking clazsilied) fonreral
In approved safekeeping COUINLTT Wi -
ever It s not in nee of unuder diret sg-
pervision of authorized Clltovess.  Cug-
todians shall follnw procedures wlich i
sure that unuuihnriced CrE0Ns  do pot
gain aceess to classitiod defensg informa-
tion or nuterinl by sight op sound, nnd
classitied inforination shall not Le (is.
cussed with or in the presence of un-
mutherized persons,

{g} Telephiona Converantians, Defensn
Information classiled in thio thitea caves
Eorics under the bruvisions of this ordoey
Bhnll not be rovesied In telephone eon.
veranlions, except gy may ne ahutharived
under section 8 hereof with respoct to the
transmission of Seeret ong Coutidenting
materinl over cortsin militury eommunica-
tivns cirveusts,

(h) Xosy or Subjection to Compramise,
Any persen in the executive branch whn
hrs knowledse of t) loss or possiule
subjection to compeniise of clirsitiod de-
feuse informativn shall Lrompily repart
the cireumstances to g designsted atlivial
of his agency, and the iatter shall toke
Bppropriate activn forthwith, inciuwling
advice te the originuting departmment or
agency

Boo, 1 Accountabllity and Nsseminn-
tion, Nnowledign or possesnion of cluasi-
fled  defense Information shnlt per-
mitted only to persons whoze athoial (uy.
ties require euch nceess Iy the interest of
Brometing natlonnl dafense pnd ohity if
they have been determined to ne trust-
warthy  DPreper control ol disscininnting
of clnuslfied defonse informetion nhall he
maintained at cl) timea, ineivd Laod
eccountabillty recorde of clar el de-

fraion Lafarmntlan o Tuinenlr, AR gevern
i ating oy flie [ARESCIRPELY SNTT BRI TITS 'S PRSP
Breans crhsinnded g owed) oo e numlier
al pageten, thereofl tepirailised Tho mume
I Cances nf vt dnofenee infar-
Binlian abaeyg His mhGl e Lopt taonoanln.
[ESTRIR TR SYRT PILF SN the vlvit of cninpramine
sf tie information enntngied sy dage
It ondd Ul finaniind linrdien on the
Gavernunent  gr feruieniiny mueh ey -
s e foltowing apicial ruleg
shati Le ghaerved g rotinection  with
neeonatald iy for aad disseminntion of
delfense infurmation or Gindering;

) Acesuntabiley Vrocodures,  [irads
ef depnriments any racueics ghall praos
secountalility procodures as
Iy 1o veniiol cffectively the

of =g 1 delense dnfor-
nartiog EoVefe fantrsl
rind clnssin. Pars Necret undep
order. Lap Nerret Cantrol Officers
shadi b deslgaared. gw mitredl, ta pa-
COIVE MRt aeeaons Lty  regikterg
of. and disputey Top Sceret materind.

(by  Biliseminnstion Outelde tho NKyrcs
utive Tiraaey, ClassUicd  defense [nfoe-
aettizn shinll nog b thisseminnted  ant-
sitde the cxecotive ! Hel Nt gader
weitinns  pne thrauirh ehannets pu-
irtzed v (L fendd nf the dixseminnt-
Y depnetiment nrofpeney, even thaugh
the pereny or ageney Ao which (Hasemj-
natlen of such informntion s pronposed
ta Lo rande may hinve Loan  woleiy  op
partly  responsibio for ity production,

(¢} Fnforpmting (hrigivamting In  Anp.
alher Teennrtment g Aroniey, Hoxeepst
A ethorwse provideg by wection 102 of
the  Natg urity  Act of July 24,

Y, e 61 Hiar, 4wl g amended,
[seetion of this Loovinssitiod do-
feine Difermntion orid thig 1 anetlh-

Er o dennrhinent gr SHCNCY  sUAll nopr be
izrominated  oulside the receiviug  de-
rinent  op ehey  owathiont the CO -
sent of thy oriminath depariient gr
Arency, Bucumenls segd materiat con-
Linnbier delenae inform tinn  which are
Poiep Soecret oy Seeret ehidl not
ha resrodneed Withoit the cousont st
the originnting depnrtinent or apcney.
S B, Transmissiean For transmis-
sien Gl e of p Gepariinent oy DEO.
0y, vlassilicd  defense malerial  of he
three  entegories originnted  under the
Provizlans of this grdoer shall e pre-
pared pud tranermiticd 5 fallows:

(o) Preprrotion  fop Trausinizaion.
Spch  mtoerial o sanlt be clheigsed  dn
spadgue dnncr end  outir covers, The
Honer ecover shali be g raled wrapper

the as.
Idress. Ve

or envelupe plainly me
flgned  eloenification
ouler  enver  ghali reitbed  and  ade
uressod o owath po el Bon of dhe cfas-
stficution  of  its  couilents A receip
forsy shnll be attnched to or cnuclosed

Jduothe dneer cover, “xowirl o that Conft.

dertimi aiaterist shall TeGHITe B Foceipg
oy 0L the sender decing it HOCUBLATY,
Tie recoipt focm shadl Wdeutify  thy -
drossor, ndiress and  the docuinent,
but siili counlain ne cliseiivd  Informy»
tion. At mhadl he sipnoy by the ‘[»ropcr
teciplent aud roturasd to the SeNUeT

() Trausmittlng  Top EBoeret Materi
al.  The tronsinission of Tor Secret ma-
terind shall oo cffveted preferably by di-
et coniact of efMelnls coaterned, or

wabively, by spenetiionily Jc.\if:nnmd
ool by Sente i tent  diplo-
reuch, by p noessenger-ccuricr
eepecinlly erentad for that pur-
or Ly clavitie micans in enoryhiied
form; er du (e gree of intortnntlon

trausinitied Ly the Fedrral Hureau of°
)

nvertipoilon, euch miecans el tranamiiss
sion nminy b YEaef Fe crrrently ap.
broved Ly the Lireeioe, Fogerad Hutean

ity
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ol Investizntion, tnless express  rerers
vatlan s the eontrn trane o exs
coeptional eams by the originuting ngen-
cy.

e} Tranallting  Beeret Infurmation
aril diaierial, Neerel inleerieation ol
muserctl BEadl be bravansitied woathin aned
Batween the fepiy-vinhl void i tinns Hee
mwd U THetowet nl Codusnlig, or wholiy
within Ala~ka Uawah, the Commanvenlily
of Puecte e, oF o Untted wee 0N U s

K, by ene of Tk jneans e tabiodid for

Lep Heeret informntion auad v, by
avlitarived codrier, o United Sintes rogise
Tered il or by the nse of proteciive
EOTVICOR pnnim‘ll Ly cnmnersind carriers,
Alr or sorfneg, nnder snel eondliony ay
BUIT he Greserihed by the Benel of the des
partment o preney coticeraed. Seeret jne-
orutetlon ad uatests! o be branstiid -
ted wnlxbite fhweo nveas by oene of the
means eatubiiisdied for Top Seeret infarmn-
Lian nied ny erirl, by eamminniers or hine-
tors of v = ool Puinad =i AeE Fedisiey
or by the Dalied Sintes tegistered nisil
threnglo Army. Nova, A Poven, or Unidtedd
Nintes  clail o pestal fociitios: provided
that the infor it er o prtesind dors ot
ntoany thne pass out of Uniled Stales
Lioverminent control aud  does nnt o onass
thraurh o forvirm pastal syefon, ot the
Mirneses nf Ehis segtion istercd mintl
hothe custody el o trnneporiing agency
of the Unlted Staces ot 20 is onn-
eldered withln United Stafe Governmont
canteal liniess the fransnorting apent ja
l'nrohrn contralled  or opernted. socrol
nfermaring and matersd mav, however,
be transmit?ed  between Dnited St
Goverinienl or Canagian Goverstoont ine-
stallations, ar hoth. in the fortyv-ploht
Collbznans Bigtes, tite ThsIrict of Onlism-
DRy Alasha, and Canagds e Dndted Hratos
artd Cunniian rezistered mimd with regsis-
terod mat! receipt Heoror invevraatian qadd
material Moy nise be :rau.ﬂmlzlm‘. A
c munieatious clreult g aceordnnee
with  regnt tiohs prumll*'irn* Tor suvi
purpnse by the Seeretuy af Defposn,

[6)] ’Irnntmlﬁlri,, Coniidenvinl Informne
than and Muterind, Cotidestial anlorma-
thon aud anterial skall d transmiltes
withln (he torty-cight vonticasus States
uad ke District of Coluwbhin, or wholiy
within Alusia, Ilawail, the Cominnwes !'h
of I'urrto Ten, ur n Uniied Stales po
stosy, by ene of the means orlnhlatied :11'
bicher elnssitientinns, or In eestiiel ar
ﬂrnt-cl:lss mad, Oufside thaer arens Cone-
fidentdal [uforaation and  mn t-‘i'jnt shinld
be trasenitted o the e o innler s AU-
thurized for higher |!1~.~:1a\:‘n‘;m.

(e} WIlthin nn  Anenry, Preparation
of classltivd defonse maicenl tor trang-
miszion, aud trovemiscioa of I wlithin
A department or odecncy shall e pove
venedl by repstinbions, esned by the
head of the departinent or sgeacy, in-
KUFila 8 degres of  Beounrity egitivalent
te that aothined abave for transiission
outsitle o department or apency,

Sec, 9, Diisposal and Destruction, Doe-
umentary  recard  wmaterial ninde or re-
coived by o depacttoient or wgeney In coan-
poection with transnction of pubilie busi-
nesa and preserved os evideacs of the ors
ganlaation, fanctlons, polices., nperationg,
decisniong, procedures or other ae
of any departivent op age BOYy 6f the Gioy-
ernment, o becavee of the iuformationad
vadne of the data contilied thereln, may
e destroved only g acroriaves with the
act of Juiv T, 10HG o0 1H2 LT Stat s,
ns ameaded soctipns Sog-gs) of  Title
i4) Noenroiord cluskificd matesal, cone
sirting of oxira copivos sind dupl
cluding  &harthend  netes.  pral
drafts, need carbon toper, snd oiher ma-
terinl of =imilay tempersry pature. mopy
e desiroyed, under nrocedures  exiob-
lished by the hesd of the deparimont or
egency whichk tneet the followlng require-

iiminary

AL DEVENSE

>--
‘1
Ve

mentr, 48 Foon an Ji has served 1t pur.
[

tn) Mrihadn o WDeutraction,  Claaat-
e Gefense mat-ving ahadl b deetroyed
by lwraing in the preseuce af na G-
vropointe oflicint ot by other puelhods
withorvized by the hewd ol nn agency
provided  The  resulting  destruction  is
vipuaily  complete

(1) dleeords of  Trestruetion., Appros
Prate acconntabliity  records maintaio-
mloin the depariment et agency shalt
retlect the destruction of clussified  de-
feose awterial

e, $6, Oricntation and Insnrction,
To premate the hasie purposes of this
erder, hirads  of thase d-.'ilurtmonlﬁ il
apercies originating or handiing  clas-
b befense anformcstion shall desig-
ate eapiricneed  persons o eoordinste
and  sipeervise e activittes  applicable
ter Chorr departiments or agencies ander
this prdey Persons ko dewiponted sliall
vadutatie petive  traduinyg oand orivala-
L programs for employees concerned
with  classified  defense  Information e
[FRTES encih wueh soiplsyee with  his
e edant rerponsilility  for exerclsing
vizdanee and eare to complying wilh
the provisions of thls erder. Sucl png.
grens shall he authorised on behail of
tiar Beads of the departmente and sgrn-
cirg Lo estabiish odeguate nnd  aclive
Tnspection programs to the end that the
inns of thin order gre administer-
ively,

Sea. 11, Interpretation of Regtintions
by ibe Altorney Generzl, The Atllorney
teasrad, npop request ef the head of o
doepariment or ome or s duly des.
inted  fenresen ehnil  persanally
er  thraueh o rutherized  representatives
a8 ihe Dennrement of Justice render no
nterpretntion of  these regulations o
connection with any  probicws  arislng
out of thelr adminisirgtion.

Sec. 12, Stadulery Hegulvarments, Nothe
i tn thils ardes shall be construcd (o
puchorize the dissviinaation, handling or
tainzion  of  cingeilied  Information
the provisions of ary statute,
Mitestvicted  Bata,”  Material
Fr: rmr\rn Dresignated HE “Nestricted
o, Commundeaiions Intelllgence and
Cryitonraphy, (0) Neihing in this arder
ehall superaege gny  rer ulrements malle
Ly er wader the At Fnargy Act nof
sto30, 1954 o sonaeivled [soctinn 2011
¢t e of Tl 42, The Pubiie Hoalth and
\\ur.m\] "Hes d Data,” and ma-
I fermerly do wited s “Testricted
Torbindl be handied, poarteeted, clnsss
i.mi devwneraded, nad ddee ln-«':'ht'd in cun-
frrumv with the nrovisions of the Atmuie
Sy At nr 1038, ns mended, and the
regiations of the Atomic Energy Coli-
Iixsion.

th) Nothing jn this order shall prohibit
any gpecinl requiretaents that the origi.
natinge grency or other appreoprinte aup-
ih ¥ OMAY Hnpose as o cominuyuicationy
inteitizonce, eryptography, and matters
related thereto,

see, 14, Cambat Operations, The pro-
visions of e order with rogard to dise
routinalion,  iransmiission,  or  safekeep-
iy of ciassiied defenso information or
aaterial seay be o mnditded in connec-
thon with combat or combat-related op-
sations o3 the Seeretary  of Doefense
nny by repdintions preseribe

Hee, 15, Exceptionnl Cnaes. When, {n
nh cxveptionnd engo, oo peTsen or arens
¢y oot euthorlwecd  to Classify  defense
Lisfermation originafes infarmntion
v iz beiieved to require classificn-
tina, euch porson oe egency rhatl pro-
teet  that informntion in the manner
proseried by ihls erder for that cate-
wory of ciesslfied defense informstion
inte wehich Iy s bLelieved to frli. and
shalt  transmit the Information forih-
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rids, to
i hav-
inlfv in.
Iptorest

with, under napproprinte safes
the depnrisoent, nprooey, ar e
tng both the autharity o 3
formation nnd u direet efliciy
in the informntion (preforably, har oo
partment, ppruey, or poersen fa wlhibeh
the Information would be tracsmiliied
fa  the ordinnry caurse of ;
with n  request that surh deog
ARency,  or  perron cinssi{y  the  inioe-
mntian

Historical Wencarch, As an oxcopilon
to the standord for areess presfrined in
the first seufcnee of soction 7, hal eihe-
Joet te oIl otbor provisians of this order,
the head of an wgeacy may permt per-
gotin outsbide the excentive’ bpnreds jreee
formlng functions tn conuection with le-
torleal research projects ta o oive pevess
to elnssitted doelTease informaidon aoeia-
ated within by agency 4f e delermates
that: (a) aecess to Lhe fnformntion will
he elenrly conxistent with the inierests
ol nationnd defease, and (W) the porenn
to he wgranted access ds frusiworihye
L'rovided, thet the head of the sioury
shnll  take appropriats stens Lo
that (‘l;lﬁh”‘if‘(‘l information is not
{ished or stherwise oompromised

Scc. 16, Keview to Insura That Infor-
mation s Kei Improperly Wiithhield
Herennder.,  The President spoil desip-
nrte o member of kis staff whe shnll
recelve, conshder, and take actinn unna,
guppestions o eominlaints  frewm  naa-
Governmental  sources  relating 1o the
opcration of this order.

Bez. 17, Dirviow tu Insure Fafc
ing of Closeilled Befetise Infurmntinm,
The  Natlona!  Security  Councii sladl
cendust 4 contlnuing toview of the im-

EXRECUTIVI) OR

plementntinn of 1hix order tn fnsure
tirnt  clussitingd ke fense dnfurmatio, 18
Hrn in"ﬂ“}/ safeguardad,  In confourmity
Wil

Koo 12, Tovlews Vithin  Tlepartments
nod  Agencho, The head of cnrh dle-
vartment mnd onoency shall deni ite f
membar or memsbers of his stoff wha
chali conduct & coantlnuing  revirw  nf
the bmplementatien af this ardes with-
in fhe depnronent or npraey eancernrd
tn dnsne Lot na informatinn b5 with-
hell berewnder which the peapie of the
Vinitedd Stales Linve a oright te koo,
nned o dnwure that elnesificd defonee In-
forimntinn dn  property  safeguacded  In
cotulnrinity henowitl,

Nre Ih Unanthorized  Dirclasura Ly
Gavernment Perwennel, The Lead of each
deparrtment gnd ngeney ts directod 1o takna
nrsutpt nodd siringent mlministrative ge-
tionn neudnst Ry olhirer or cmmoloven of
thee United Strtes, ot avy devel of emplayve
nient, detariningd to bave bheen knowingly
respansilbite far oany relense or disclasure
ol clussified defense informatlion or ma
terinl exeopt in the wanner antiiorize] by
this arder, anid whern a vislation of
crintiont staiytos mav be favelved. in refrer
proimptly {n the Department of Justice
any such enss,

Hee, 20, Revncotisn of Fxecutlve Or-
der  Gio. U0, Kxecutive Order Ne.
105 ol Sepiembier 24, 1931 [0t ot oA
a2 note under tids srzctioni is rovolked g
of ihe cffective drte of this order

fre, 21, Flentive Date,  ‘T'hin  ardes
?l{,.ﬂi become elzellve on Decomber 13,

ok,

NEE WO, 10063

Feb, 23, 1080, 23 VI 1053, e smended by B0 Ne 10009, Jan, 18, 1061,

20 L W8 Bx.Ord.Nolioss,

Nov, Z¥,I007, 3% UL 10247

SAFLUGUARDING CLASEIFIED INFORMATION WITIHIN INDUSTRY

WHETFAR 1t is mandatery that the
United States profect j(aelf nuninst hos-
tlle or destructive aelivities by noovents
Ing unawihorized diaciasures of classhicgd
falormativie relutlng to the antionn] Jde-
fenser and

WHEBREAS (t 45 a fundnamentsd prine
ciple of our Govermmont to protoct the
Intercsta  of dndividusls pgainst uprea-
sonable or unwarranted encronchmont;
anid

WIHIEREAS I find that the provislang
atnd procvedureg preseribed by this order
are¢ noecesenry to nssore the prescrvatinn
of the Intexrlty of classibed doefonse ba-
formntion nud to proftect the natious]
nterest: nod

WHERIEAS T find that those provi-
slong and procedures reeogantze the fn-
terest of  individands allected  therehy
end previde maximuom  possibie  sale-
guarda te prolect such Interests:

NOW, TIENRREFODRE, under nnd by
virtue of the authority vesterd fn e by
the Constitution and  Ektatutes of the
United States, nnd a8 President of the
United States and 55 Commondor  in
Clhilet of the armed farces of the United
States, It is hereby ordered as follows:

Section 1. {a; The Seecroiary of Stnta,
the Seeretaty of Diefonse, the Camnis.
gloners of the Afomic Fuoorpgy Conmis-
slon, the Admintstrator of the Natinnal
Acronautics and  Space Admitulsiratlon,
gudd the Seerctary of Tronknartotion, roe-
apectively, rhall, by regulation, proseribe
Buch  mpecific requiremiente, restrictinng,
angd  ather safeprunrds as they consider
NeCrERAEY to prutect (1} roiearea 6f clase
aified information to ar within Unlted
States fndustry that relnte to hididing s,
or tha negolintion, award, perinrinnnes,
or termination of, contraces syitl rielp
reqpectlve Egencles, and {2) other relcaa-

. 41

exoat o elnnstlicd Laformation fo ar within
isdestry 1hat soell szeaeles have respode
sibijity for safepnarding,  So far ns poss
sl rronintions presceibed By tlode tin-
der thds opder st be  unifarnm and
provhie for Tull conperntion among the
npeacios eoucernaed,

(1 Under acreement hetween fhe Des
pariment of Defense and any other dee
vartirent of agency of the Undled Meates,
tantdling, but et Homited to, those ros
ferred to in subsection {e) of $his srctlon,
reglations prescribed by the Secrctary
af Drefense nnder subsection (a) of (his
scction mny be extended to apply (o Bros
tect relenses (1Y of elassitied iafarmnpiion
fu or within Vinited States Induvsiry that
reinte to bldiding on, er the newrotintion,
award, peoformancs, or termination  of,
contructs witiyt such ather department op
sgoney, and () dther releases of claasd.
fiecd inTormaution to or within industry
whicllh such other departraent or ngcney
s responaibtily for enfoguerding,

(e} When e An thin order, the terin
“head of o dopartmecnt” menns the Secre-
tary of State. the Reoretary of Defe .
tho Commissioners of the Atomic Inerey
Commitssion, the Adminlstrater of the
Natinml Acronautles nndg Spree Admin-
intrition, the Secretpry of  Transh offa-
tion, the hLead of any other department
or ngeney  of the Lnited  Stales  switi
which the Department of Defensa makes
aa Agresiniont under eubsection (b)) of
{his wecttan, and, in srctions 4 and R (n-
cindes tha Attorney eneral, The term
“department’ menns the eparfient of
State. the lieparument of Defense. the
Atemne Energy Cotnmdsulon, the Natienal
Arranauties  and  Space Admini=tration,
the Diepartmont of Transporiation, any
other denartnent o ngeney of the Unit-
ed Biates wich which the Departmont of




50 .§ 401

Prefonse males an aprecment Saeler
sabecctlnnt g of (Nis pe lian, ned, in
ervtians bonnd S obneluodes fhe Leejiaylinent
[T g RTEY S TR

See. 20 A anthorization for siecess in
elaxslted  itorn o tiny e prepvdedd
by oo heanl of o doparionnt ey HIREH
Faarew, Toeinsdinge Dnr not jitod ey
olivids tened I rection 8 ol s erdee,
1n an 1!U31\n.||11 hereinsfive ot oy
“applivant’’, for & gpecilic Shiamticsiion
cotegory onI\ upin a thecting than gy tw
ctearly “ennsivtent witn tne wnticensl in-
Lerest to da v,

Bee, 3. Mxevpt as Hrwrdn] in mectisn 0
of this erder, an anthorizition fop Access
to o =pecitie ciasslication ('.m,\ur‘.' iy
nut Boe finaliy desicd or revehed by e
head of a depurticent or his desimien,
Bochnding:, bt wol hanited to, those oflie
clala named in sectlan 8 of crder,
hlesx the appiicant bhas beon given the
following :

(0 A writtens #iadement of  the reg-
sons why hisa nccess antharizntion iay
boe deaied er reveled, which siinll Lo oas
nmprvlnmlw and deinfled a4 the na-
tann.a[ seCitrity perninis

YA renssuanle oppertunity te roply
Inowrithng under o'ie or adirieation io
the statoment of reasanis,

{3} After $e has filed wnder aath or
aflirmation o owritden reply 1o the siato-
mient of rensens, the [orm ang <
ef which sy be presormbed Ly K
tions dsstued v the head of the de
ment poncerned, opportunity to ape
penr prraouiliy fore the hest oof the
departinent conceried or b Coslprion,
Twciuding. bat ot bndted to, thaue ofli-
clpis named in rection & af this erder,
for the purpose of sippactine: bis ¢li-
gibility for aceess nuthorization and tao
present evidence en Iie beobalf

(i) A reasonnble thine te prepare for
that pppearihice,

(5 An oeppuartunity to be reproseuted
by ceunscel,

(61 An  oprortunity to  cross-examing

ersons fither orally or throseh williren
Fnlcrrn[mlm’jr‘: in necordanee  wifih gocs
tiott 4 oo oatters net relnting te the
chargeterization In the ctatenient of vea-
sois of nny erganivation or individunal
other thun the applicant, :

G A wrlitten metice of the dinal de-
cislan In his ense vwhich, if adverse, shall
spreify whether the head of the doparis
ment ar bis designee, inehwding, but not
Huidted to, those ofliciais waned In arcs
tion 8 of this crder. founud for sr against
Bine with reepect fo o each ollvgation in
the statenient of reasons,

Hee, £ {a) An spriiennt shall be nf-
forded an oppertunity Lo cross-exatiing
persont wha hsve made ord o wriften
Flatements adversn 1o the appiicaur ree
Intiogy te o controavert] {vse vNeept that
any such statemedt mav Le reccihved and
consldrved without affordinzg aueh
portunity In the circumstauces dese
in either of the following pur HYEEH

{1) The hend of the deparviment sup-
plying  the ctotement eorlitier that the
person who furaished the fzformnginn it
o confidentiat infomaant wha i
enpaged in obtaining antelizmencs infar-
mation for the Gaveroment and that Gis-
closiire of his identizy would be robsinne
tinily harmful to the uatinnal intercst.

{2) The head of the departraent ean-s
cerncd or Ny ospecial designen for that
particular purposs hns prodimisan!y e
termined, efter considering nlormarinn
furnl.\‘!n‘d Dy the doviestioative  ggonoy
involved as to the reflalnlivy of tir prrs
fan and tae accuracy of ot gtatrrient
concerned, that the statome SORTEruen
appeors to be reliabin and imaterial, nnd
the head of the department or such
mpreind dM'"uL hea  deiremlacd  that
fallate to recelve and copsides 2uth
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rinfeaiont would, Wy oviee af the bevel of
Brecks weital, he rubstantinlly hormifai
To e cabional seewnity snd ihat the pers
e v farnlslied the infarmmtion enns
nat apgear to testily (A due to deatl,
FeVery gliness, o samdlar o cnase, Inowhieh
vase the ddeniity of the perean oand tho
Teranag t e eonicbdered gliall b
abile to the apnlicant, or (i%)
RTINS ier oranse Getermined Ly
the Lead of the department to be good
siclicient,

By Whesever procedores under para-
(9 oer () of Mi‘uﬁm“‘inn () of
ctivit aro used (1) the ‘}Hi nt
DADVOR 8 subatary of tim itifoz-
wlich shail be ns comprerhepnrive
wailed o e wiatlonal secnrity
hermits, (&) appropriste cousideration
Bl be seeenrded o Uhe faet that Lhe
applic ‘H m(l nat Jmc “noepporianity to
CUORS CAAIEIE sueh PeEson or WTRODE,
aasl {3 kool determination adverse to
the appiteant shadl be aande only by the
lieasl of the deparfuient based upon bis
petamndl review of the ease,

See. . {a) Mecords compHed In the
Tepniar  enttree gf  Ltsiness, or  ather
Physical evidense other than Investiga-
rrfmﬂ\ may b rrocivod ang gon-
& mubjest to rebuttal without au-
iar poowitiersrs, peovided  that
Auclt Information has been furaished to
the doparimient cancerned by an luvostis
p;u\L RECLOY  pursuant to o ite reaponsis
alities in conneciion with nssisting the
head ol the depectioent  concerned  to
snfoennod classined  Interication within
tasdustry pursunnt to this orider.

() Jecornds compiled in {Le regular
cnirss of  buwiness, or  other physicsl
other than  investicative  fo-
tng tnoa controverted lssue
wearse they are ¢)as ol may
jeinspecied by the appiicant, may
e recoved amd connddered  provided
thei: (13 the beed of the depariment
coacerned  or his epecial designee  for
that purpase has aeade a prefaasinary
detersdnation  tlat  such  physicai  evis
deticn appears fo be matecind, (21 the
el of the departmwat concerned  or
suey desdlien bae noide a0 delermination
that Iniivwre (o receive cud consider such

=

)] evidenes woeuta, ia view of the
N necesy roneht, be snbstantially

I r‘%'l‘i to the nntlunal recurity, oand (2
tor !m m.mnt that the national scceurity
noEummacy o deseription of
sieal evidence 5 moade availahis
to {hr nra;n'mn' Th overy stch case, ina-
dten nAa to the anthonticity aad ne-
raraey of  rueh plivslead donee fure
nishiedl by the  investigative  ngoaey
Invaived wvlall bo eonsidopod, In such
nefanees o dnal deterndostion adverse
ta the apnsilennt sWndl be winde owly by
the lead of the departiment based upon
L poersonnt roview of Lhe case,
Heel 60 The  beeretary of  Etate, the
ooty of Defouse, the Admindsirator
of the National Acroraitios and  Hpaee
Admiinictration, thie Heerotaey of Traas-
[‘!ii..l“{lll nr his roprescntarive, oo the
sl of oany other deparbment or ageiaey
of e Tinited States with wlich the De.
itrtient af Trefense makes an azcerment
wnder section 1), or Lis representative,
ANy dssue, In o anpropcicde eases, invite-
tions and reguests to alpest and testify
fu nrder thrar the applicast way have the
apportunity to cross-e: e as provided
hy thix order. Whenever o witnesa is o
nvited or reguested to anpear and testl-
3 nt a procecdioe pnd e witness i3 an
affirer ot emplovee  of  the  executive
raneh of tho Government ot a menber
of the avmmed farces of the Unlied States,
anc Ahe proeccding elves the aclivity
in crpnection yvith witeh the witnpas s
craployed, travel prponsen and per diom
are puthorized an provided by tho Stand-
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ardized Government Travel Rreeolations
or the Jaint Trovel Roegailations, ng an-
propriate.  In ail sther cases (ineluding
aon-Geverninen! emplovoers ns well 6 of-
ficers  or  emping <o the pxneeative
beanrh of the Government or mombors of
the armed forees of the United  Staes
nst covered Ly the foresoing seatenoey,
transpavtation  in kiud e reinilineae-
ment Tor netual expenscs nre awuthorized
in ai amount nor ta exeeed the amieunt
payable under Standardizoed Covernipent
Travel Depulations. Ao officer or oli-
ployee of e executive branch of the
Goveratwnl or a4 member of the ased
forees of the Tnited States who is davite
vd ar reguexreg to APPear patrsgnal to
this paragraph shall bee deetned to be in
fhe porformance of Dis offieind  dnlies.
So far as the mtioua] seeurity perigits,
the head of the suvestipative sgeney in-

vaived  shall conpetate with fhe Secre-
ey, the Adminisirttar, aor fhe b e ol
the ether departinent or arveiney, ns the

N AV I in Hentifying nersons wlio

bave made stateinonts advierse to o the np-
plicant and in oassisting Lim in miaking

them available for ¢ross
L person so faviresd is
pioyee of the executive branch of the
Governiment or a member of the armed
forees ol the United Stadles, the head of
the departrient  ar  nuocney  concerned
shall voopcrate in malking  Lhat [erson
available for cross-oxg ting.,

Sec. T Auy determination under this
order gdverse to an applicant shall be o
determination in terais of the national
Interert and shall in

wooffieer ur em-

ne Eense be n detors

mination as to the loyally of the Lp-
plicant concerned. o
See, & Exeepr sz otherwise speeified

In the precoding provisions of this arder,
any authority vested in the lead of g
departtnent by this grder nity be dele.
gated to the

-exaraination, Tf
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State or &
in the
the " Hecre-

{1} Undeor
Deraly U
cast of muthority
tury of State;

(2} Breputy Seerctary of Defense or an
Assistant Sacretary af Dicfonss, in the
case of zuthority vested in the Seerctary
vl Definse;

(3)

Secretary  of
Inr Neerctury of Stata,
vested in

:neral Manager of the Atomic
Eneregy Commission, in_ the ease of au-
harify vested in the Comnn oners of
the Atguie Energy Commission :

(4) Deputy Adninisirator of the Na-
tional Arronautics and Spoce Adminis-

tratien, in thie cuse of authority vested

in the Adminisiratar  of the Natieual
Acresautios and Space Administration:
el Uador Beerofary of Transpurtation,

o the case ol auftierity vosted in the
Neeretary of Trensportation ;

(y Deputy Artorney General or an As-
sistunt  Afturney  General, in the case
of authority vested in the Attorney Gon-
eral: or

(7) the deputy of tliat department. or
the principal assistant to the head of that
department, ns the eane nusy be, in the
cane of Quthurity vested in the head of
i departinent or ageney of the United

States  with wiich  the Dlepartment of
Tefense makes a1 agrocment under sec-
tion I{b}.

Sre, 50 Nothing contained in this order
shill be deemoed to lLimit or sffect tie
resnonsit aud powers of the head G
a doparts to deny or revokae aseecess ta
o sperine  ciassif Wi category if the
sectrity of the naticn so requires,  Such
authurity may nol bo Golesated and ey
be exercised enly whkon the head of o
dopurtrent  determines  that the proce-
Aures preseribed in sections 3, 4, ~ng §
cunnet be invoked consistentiy with the
nationsl security and such delermination
shell be conclusive,

DWIGHT I EIBENHOWER

EXECTTIVE CRDIR NO. 10835

Jan. 13, 1662

I' ENECUTIVE ORDER NO 10501, RELATING TO
UALRDING OFFICLAL

AMENDMENRT
SAT

Ny virtue of the authority vested in me
by the Constitution and sranites of the
United S:ntes, and as Dresident of the
United States. and deeming sueh action
necessary in the best interost of the na-
tiocaal sccurity, it is ordersd that scc-
tion 2 of Exeautive Order No. 16301 of
November 5, IW2. as amonded by Excecu-
tive Order No, 10801 of January &, 1601
[set et as 8 note under this seetion],
be. and it is hereby, further egmendod s
follows:

Section 1. Suhscetion (a) of section 2
is amended (1} by deletlng from the list
of departmonts and nwrencies thrreundor
the Operations Coordinating Tienrd, the
Ofice of Civil and Defonse MobHization,
the Interpotional Cooporation  Acdminis.
tration, the Councii on Foroign Xeonomice
Policy, the Development Laan Fund, ang
the President's floard of Consuitanis en
Foreign Intellipence Activities, nnd  (2)
by adding ihereto the foliowing-named]
agoncies;

27 FLR. 439

INFORMATION

Aveney for Internationnl Development
Ofice of TWmergency Itianning
Prace Corpy
Pro.}ldont]'s Foreign Intelliponce Advisory
fonre,

United Brates Arms Control and Disarma-

ment Agoency
Sac. 2. Subsoction (B) of section 2 I3
asended by deleting from the iist of de-
riments and  apencies thereunder the
Government ’atent Loard, and by andding
thereto the follewing-nameq agency:
edera! Maritime Commission

Seeo 3. The agencies which have been
added by this ordec to the lists of de-
partments and ggonciss under subsectiong
(a) and (b) of scction 2 of Fxecutive Or-
der Ne. 10501, ms amended [set out as n
note under this section], shail be deemed
to have had authority for clussification of
information ar material from the respecs
tive dares on which such agencies were
established.,

JOHN F. KENNEDY

EXECUTIVE ORDER NQ. 11097

Mar, 6, 1063,
AMENDMENT OF EXECUTIVE ORDER N0

28 TR 2223

N, RELATING TO

SAFPEGUARDING OFFICIAL INFOLMATION

By virtne of the authority vested in
me by the Constitution and statutes of
the United States, and as DProsident of
the United States, and deeming such ne-
tien necessary in the best interest of the
hational security, it is hereby ordered us
Iollows:

Section 2 of Excoutive Or-

of November §, 1053, as
amencd by Ixecutive Order o No, 10001
of Jatnary 8, 1661, and by Executive Or-
der Noo 10985 of January 12, 1962 [set aut
ts 4 note under this sectlond, is lLerehy
further amended (&} by adding nt the

Seetion I,
der No. 10301

43 )
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end of Subscetion {n) thereof “Fox
Import Bunk of Wrshington™”, “Oi
Beizace nnd Tochuology', and g §

t-
of
M

cial Ngpresentative for Trage Nepgatin.
tions™; and (D) by deleting from Sul-
Hection {10 thercof “Subversive Activities
Contro! Loard.”

Notex of

Acecss to keeret Informution 4
Classification of material 1
I'roceduars for ridress 3
Buspeanion of security cicurance 2

Library references
Wiar and National Defenve Cmi0.
C.J.8. War and Natieas! Defense § 48,

i. Classlficntion of matesind

Classifiention in sevusity sense simply
menns deciclon niade By proper antherity
Ju Depariment of Defenixe 1y piut pieee of
defeuse laformation or materinl into M-
eific eategory that then mnhes i wnbe-
iﬂx't to enrrent regulations roparding safe.
eepligg aud dissewdnation,  Dubin v, 1L
R, W60, A8 .24 wax, 118 OOl T2, coe-
tiornti denicd 878,00 1019, 858 U.s, 950,
I8 L2 s,

Purpases of classification svetem of Bo-
poartouent of Dafouse is to safepunrd in-
furimtion from bevaming kuawin to Jrre
teulinl cnendes of United Stotes in in-
terest of nnationnl defeuse,  Id.

Under pectian 783 of this title, nros-
hilviting  compauniention of clas<ined in-
formation by Unlted Stotes officers or cin-
}lio_\'m‘a to an ngent or representative of a
nrelgzn povernment, the classitication of
docginents s net Tonuired fo b rmnde
parkonnlly by President of {nifed Stares
or Beeretafy of State; an Andoesgdor of
United Mtotew sy hosd avthiority to
ciansily  Torelgn  werviee dispalehes,  anid
dispatchen i clawsilivd nnd certiticd fry
the Ambassador were within seape of
seetion 1wl this title,  Searbock v,
oK. CATLCINE 317 P20 546, certi-
orari denied K3 S.Ct. 3807, 374 U.S. E36G,
1¢ L Ed.2d 1677,

Forclgn scrviee dispatches clussified as
“seeret”  ar Ceantidentinl? nursuant  to
presidential executive order ard foreign
gervice manugi were “classiicd os aflect-
ing the sccurjty of the United Stotes”
within meaning of section 793 of this ritle
prohibiting o United States oficer or em-
ployee fromi communicating elassifed in.
Tormation to representatives of & foreign
government., Id

See. % The Txport-Import Dank of
Wrshington, the Oflice of Seience nnd
Technatogy, and The Specinl Heprosent-
ative  for Trode  Negolinthons shall be
gremed to bave  Mpgd futhority for the
original elnasification of informiation and
mateta! from the respective dateg  on
which such agencies were established.

JOHN F. KERNEOY

Fecinions

2. Kuspension of kecuTity elearante

Diefense  departnient  order providing
that wiliful failure or refosal of eni-
plogee,  needing secutity  clearapee, 1o
furnivh infermntion mipht prevent find-
ing reguired ot sevuriny raiiee in
whirh event seencity elvarance would be
suspended and furtier processing of cose
Qizconlinued. wns uot aullinrized by aay
exventive  order  or  Conpressional  poei.
Shauitz v, MeNnmarn, 10C.Cul 1068, 282
FoRupp, 316,

Wiere, under defeuse  department  or-
der, vaployver wlhons Keenrity  clearanee
WHIR onee saspended had no fuether ad-
ministrative or judiclal reciedy fo o ¢hal-
lenge susponsion, aned further Processing
of vure wis discoutinied, and where eme
Player wonld no lager cmiploy ciployey
wntil vicaranee, suspension wog eIV
ut of final revoention nad was depiriva-
Eon  of  ciployvenone ond professiongl
righits within lherty and BTOpCTLY  colis
copts of URCA Conal. Amend, 9. 1d.

& ¥Froceduroe for redress

That vuplovee  whose socurity  elear-
anee and o oiplovoent hind been suspend -
ed ecounld olniin resutiption of HEOCessing
of Bis eoxe by answering qnestions gnder
procegares which he helioved to be unan-
fhorized and tneonstitutionnl and wlhich
did raise serioun coustitutionsl questions
ditt pot nepnte depriveation of e iny-
went and property righis within i Tty
wnl properly coneepts of DUNCCAConst,
Awewd, Lo UShaubts v, MeNwmars, 1,0,
Cal s, 22 1 B, 510,

4. Accrin te wecret infarmation

Wihere conurt fowud tiunt board folinwed
improper procedure in determining that
emplovee of  governminment contracior WLl
not entitied to clearnnes for neeoss tn we-
eret inforinntion nnd in determining that,
pending finnl  disposition of  ease,  om-
ploves swas pot miubhorized for clearanee
abt any gevel, trial court should have re-
mianded the case fur further proceedings
hul should not have erdered that pend-
ing such proceedings employee be Fiven
eledrance for access to secret inforina-
tien,  MeNamara v, Remenyl, C.A.Cal.
1968, 301 F.2d 128,
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© ESPLONAGE ACT

Chapter 37—ESPIONAGE AND CENSORSHIP

&ee,

742 Harberlng or concealing persons.

T93.  Oathering, trensmitting or lostng defense infore
mation.

784.  Qathering or delivering defense Information to aid
foretgn governmant.

165, Photographing snd sketshing defenas installations.

783, Use of atroraft for bhotopraphing defense irstal-
iztiona,

737, Publication snd sale of photographa of delenss
Installiations.

1883 Dlsclosurs of elnssified {nforination,

081 Temparary extension of gectlon 4.

00, Violatlon of regulations of National Asronautics
and Space Admintstretion.

AMENDMENTR

1061—Pub, L, 87-360, §2, Oct. 4, 1661, 75 Biat, 188,
deleted 1tem TH1.

1858—Pub. L. 65-£68, titls III, § 304 (23 (2), July 28,
1858, 72 Biat. 434, sdded item 799,

1233—Act June 30, 1063, ch. 175, § 8, €T Siat, 132, added
soeond lLem 788,

1851—Act Oct, 31, 1851, ch. €65, § 23, 65 Btat. 9, ndded
item 798,

§ 791 Rtepealed, Pub, L, 87363, § 1, Oct. 4, 1961, 75 Stat.
795.
Sectlon, sct June 25, 1048, ch. 645, 63 Stat, 736, r2lated
to the epplcation of the chapter within the sdmilralty
&end maritime jurirdlction of the United States, on the
klgh seas, gnd within the United Staten.

§ 792, Marboring or concealing persona,

Whoever harbors or conceals any person who he
knows, or has reasonable grounds te beileve or sus-
pect, has cominitted, or 15 about to cornmit, an of-
fense under sectlons 732 or 794 of this titie, shsll be
fined not more than $10,600 or imprisoned not more
than terx years, or both, (June 23, 1048, ch. 643,
G2 Biat, Ti6)

LesisLatIve Hisrory

Reviser's Note.—Bnicd on section 385 of title 50, U. 8. C.,
1949 ed., War and Natlonal Dofense (June 16, 1917, c¢h.
30, titlo I, § 6, 40 Stal. 219 Mar. 28, 1930, ch. 72, § 2, 64
Etnt. 70).

Bimllar harvoring and conceailng lenguage was added
to section 2388 of this title.

Mendatory punishment provislom was rephrased in the
alternative,

INBICYMENT FOR VIOLATING THIG SECTION AND BreTIONSs THI,
794; LIMITATION Penioo

Act Sept. 23, 1950, ch. 1024, § 10, 04 Blat. 1005, providas

that an Indictment for any violation of this section andg

sectlons 783 and 794 of this title, other than a viclation

constituting a caplital offznse, may bs found at any time

within ten years noxt efter such violatlorn shall have besn

8o snactad.

S0URCE:
U.5. Laws, Statutes, etc. United States Code. 1969 ed., containing the

general and permanent laws of the United States, in force on January 3,
1965. Prepared and published . . .by the Committee on the Judicilary of
the House of Representatives. Washington, U,S, Govt. Print. Gff., 1965 -
(v. 4, title 18, Crimes and Criminal Procedure, chapter 37, pages 3574-9).



CRS-12

Pare 3575

committed, but trat such rectlon 13 .-s'}yml not puthncics
proeecutlon, trinl, or punlshment for eay ollensa “now”
burred by the provislons of exieilng by,

CANAL Zany

AppHeabliity of section to Ganal ﬁuna. sae pection 14 of
thts titie,
Chuss Rerrurncrs

Federn] retiremsnt benefits, forfeiture upoh convietion
of offenses deseribed under tiste 8203ion, kRes kection 228%
of Titie 5, Executive Departmente and Government O
cers and Employees.

Forfelture of velerana’ herefits upon conviction under
this seetion, see sectinn 3505 of Titie 38, Veterans' Benefita,

Harboring and concealing, geuerally, see gection 1071
€l seq. of thals tlile,

Jurlsdletion of offenses, see sectinn 3241 of ihig title,

Mlisprislon of fslony, seo section & of this titio,

£793 Gatherith trenemitting or losing defense in-
formatiost,

@) WhoiTés, for the nurpose of chtatning infor-
mation rest&fing the natlonal defense with Intent
or reasen £9 beliove that the information is {o be
used to tHe Injury of the United States, or to the
advantagd of any forcign nation, goes upan, enters,
fifes over, or otherwise ebiaing information COTICern-~
Ing any vessel, alreraft, work of defense, navy yard,
naval station, submerine base, fucling station, fort,
battery, torpedo statian, doekyard, cinal, raliroad,
arsenal, eamp, factory, mine, telegraph, telephone,
wireless, or signal station, buuding, ofilce, research
laboratory or sizlion or other place connected with
the nations] defense owned or constructed, or in
progress of eonstruction by the United States or
under the control of the United States, or of any of
ils odleers, departments, or agencies, or within
the exclusive jurisdietion of the United States, or
eny place It which any vessel, aireraft, ATMS, muni-
tions, or other materials or instruments for use in
titne of war are being made, prepared, repaired,
stored, or are the subject of research: or development,
under ADY contract or agreement with the United
States, or any department or agency thereof, or
with any person on hehalf of the United &States, or
otherwise on benalf of the United States. or any
prohibited place so desipnated by the President by
proclamation in time of war or in case of nationgal
emergency in which anything for the use of the
Army, Navy, or Alr Force i3 being prepared or con-
structed or stored, information as to which pro-
hikited place the President has determined would
be rrejudicisl] to the national defense; or

() Vhoever, for the purpose aforesaid, and with

like Intent or reason to believe, copies, takes, makes,

or obtalns, or attempts to copy, take, make, or ob-
’ tain, any sketch, photograph, photegraphic negative,
blueprint, plan, map, model, instrument, appliance,
document, writing, or note of anything connected
with the national defense: or
{e} Whoever, for the burpose aforesaid, receives
or obtalns or agrees or attempts to receive or obtain
Irom eny persen, or from any source whatever, any
document, writing, code book, signal book, sketeh,
photograph, photographic negative, blueprint, plan,
map, model, instrument, appliance, or note, of any-
thing connected with the national defense, knowing
or having reason to believe, at the time he receives
or eblains, or agrees or ettempts to recelve or obtaln
it. that 1t has been or will be obtained, taken, mads,
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or disposed of by ATy person contrary to the provi-
sions of Lhis chapter; or

(@) Whoever, lnwfully Em\fim,"possess{on of, aceess
to, eantrel over, or being entrusted with any docu-
e, writing, code book, signal book, sketeh, phato-
geaph, photographie negative, blueprint, pian, man,
model, instrament, sppliance, or note relating to
the national defense, or information relating to the
national defense which information the possessor
has renson to helleve could be used to the injury of
the United States or to the advantage of any foreizn
nation, wilifully communicates, delivers, transmits
or causes to be communicated, dellvered, or trans-
mlited or altempts to communicate, deliver, trans-
mit or cause to be communicated, delivered or trans-
mltted the sumce to any person notl entitled to receive
it or willfully retains the same and fally to deliver
it on demand to the oflicor or employee of the
United Btates cutitled tn receive it; or

{e) Whoever having unauthorized possession of,
access Lo, or control over any document, writing,
code book, siznal book, sketch, photograph, photo-
Eraphic negative, bluepring, plan, map, model, in-
strument, epplianee, or note relating to the national
defense, or information relaling to the national de-
fense which information the DOSSES50T has reason to
believe couid ve used to the injury of the United
Siates or to the advantage of any foreign natien,
willfully communicates, delivers, transmits or causes
to be communicated, delivered, or transmitted, or
attempts to communicate, deliver, transmit or cause
to be communicated, delivered, or transmitted the
same to any person not entitied to receive it, or will-
fully retains the same ang fails to deliver it to the
officer or employee of the United States entitled to
receive it; or

) Wheover, baing entrusted with or having law-
ful vossession or control of any document, writing, .
code book, sipnal book, sketeh, photograph, photo-
graphic negative, biueprint, plan, map, model, in-
strumend, appliance, note, or information, relating
{o the national defense, (13 through gross negli-
gence permits the same to be removed from its
broper place of custedy or delivered to anyone in
violation of his trust, or to be lost, stolen, abstracted,
or destroyed, or (2) having knowiedge that the same
has been tilegally removed from its proper place of
custody or delivered to anyone in viclation of its
trust, or lost, or stolen, abstracted, or destroyed, and
fails to make prompt report of such loss, theft, ab~
straction, or destruction to his superior officer.—

Shall be fined not more than $10,000 or imprisoned
not mere than ten years, or beth.

(g) If two or more persons coenspire to viglate
any of the foregoing provisions of this =cction, and
one or more of such persons do any act to effcet the
objcet of the conspiracy, each of the parties to such
conspiracy shall be subjeet to the punishnient pro-
vided for the cffense which Is the object of such
conspiracy. (June 25, 1948, ch. 645, 62 Stat. 706;
Bept. 23, 1850, ch. 1024, title I, {18, 64 Stat. 1003

Lecistative History

Reviser's Note.—Based on eectlons 31 and 36 of title 50,
U. 8. C., 1540 ed, War and National Defense (June 15,
1817, . 50, tltls I, 5§ 1, 8, 40 Stet. 217, 219; Mar, 28,
iU40, ch. 72, § 1, 64 By, 7).

- '
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Sectlon consolldated scotions 31 and 36 of fiile KO,
U. 8 C., 1940 cd . War and National Defenre,

Words "depariments or acencies’ were Inserted twien
In conformity with definitive secilon 6 of this e to
eliminate nny possible ambiguity as to scope of sectioq.

The words "or Induces or aids another” were omitted
wherever oecurring as unnecessary In view of dellnltion
of “princlpal” In sectlon 2 of this title.

Mandatory punishimert provision wes rephresed in the
alternative.

Minor ¢ehanges were made in phraseclogy,

AMENTMENTS

1950-~Act Sept. 23, 1959, d'vided section Into gubdivi-
slons, added Inboratories and statlons, and pluces whera
material or Instruments for v=e fa time of WAT are the
subject of research or development to the list of factilties
and places to which subsection {&} applies, made gub-
section (d) applieable only in cases in which possezalon,
facress, or control ls nwiul, added suhscotion (e} to tnke
care of ceses in which possession. accesd, or conirel, s
unlawiul, made subsection {f) applleable to (netruments
and applianices, as well as to qocunmants, records, ete., andé

" provided hy subsection (z) a separate penalty for con-

&plracy to violate any provisians of this BACLioTT,

INDICTMENT FOR VIOLATING THIs SECTI9M; LanIvAtion
PrrIon

Limitation perlod {n connecticn with indlctments for
violating this section, see note under section T2 of this
title.

CanNAL ZoRE
Applieablility of gection to Canal Zone, see section 14 of
this title,
CrOss RermnrNces
Activities affecting armed {orees—
Generally, see cection 2387 of this title.
During war, ser section 2383 of this titie.

Classified informatlon, dizclosure by Government of.
elal, or other person, penaity for, see section 7483 (), {&)
of Titie 50, War and Natlonal Defense and section 798 of
this title,

Federal retireraent benefits, forfelture Tnon conviction
of offinses described under this sectlon, see paction 2753
of Titie 5. Executive Departments and Government Of-
wers and Employaes,

Forfeiture of veterans' benefits upoh conviction vnder
this section, sce section 3505 of Title 38, Veterans' Bonefts,
Jurl=dietion of sffenses, see sectlon 3241 of this title,

Letters, writings, ete.. in vislation of this gection as non-
natlable, see section 1717 of this titie.

Nonmallable letters and writlngs, see gection 1717 of
this title.

§794. Gathering or delivering defense information te
aid forcign government,

(&) Whoever, with intent or reason to belteve that
it is to be used to the injury of the United States or
to the advantage of a foreign nation, communicates,
delivers, or transmits, or atlempts to coninunicate,
deliver, or transmit, to any foreign government,
or to any faction or party or military or naval force
within a foreign country, whother recognlzed or un-
recognized by the United States, or to any represents
ative, officer, agent, employee, subject, or citizen
thereof, either directly or indirectly, any document,
writing, code book, signal book, sketeiy, photorranh,
photographic negative, blueprint, plan. map, model

‘note, instrument, appliance, or information redating

to the naticnal defense, shal) be punished by death
or by imprisonment for any term of years or for life.

th) Whoever, in time of war, with intent that the
same shall be communicated to the ehemy, coliects,
records, publishes, or tommunicates, or sttempte to
elicit any information with respect o the moves
ment, numbers, description, condition, o GlEposia
tlon of any of the Armed Forces, ships, sirccaft, or
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war materisis of the United States, or with respect
ta the plans or condicet, or supnosed plans or con-
duct of any nava! or miilitary operations, or with
respect 10 any works or measures undertaken for
or connented wilh, or intended for the fortification
or defense of eny piace, or any other information
relating to the public defense, which might be useful
to the encray, shall be punizhed by death or by
Imprisonment for any term of years or for life.

ter If two or more persons censnire to vieclate
this seetlon, and one or more of such persons do pny
act to effect the ohicet of the conspiracy, each of
thie partles to such eonapiracy shall be subject to
ihie punishment provided for the offense which s
the oblect of such conspiracy.  {(June 25, 1948, ch.
045, 62 Stat. 737; Sept. 3, 1854, ch, 1261, title II,
§ 201, €3 Stat. 1319.)

Lecisiative HisTory

Leriser's Note~—~Fased on sections 22 and 31 of titls 5O,
U. B, €. 1840 ed., War and National Defense {June 18§,
1817, ¢h. 80, title I, §% 2, 4. 40 Stat. 216, 218).

Escilon cousolidates seetions 32 and 54 of title 50,
U. 5. C. 1940 ed., War and Mational Dafrnse,

The words "or Induces or alds another” were omitted
B3 UNnecessary In vlew of definltion of “principal” in
pzction 2 of this title,

The consplrasy provision of enld section 34 was also In«
torporated (0 sortion 2308 of this titie.

Minor changes were meade i phraseniogy.

AMENDMESTS

1654—Act Sept. 3, 1954, increased the panalty tor peace.
thne esplonags and corrocted o deficlency on the sentenc-
Ing sutherity by inereasing penalty to death or Imprison-
ment for any term of years.

TEMPORARY FXTENSION OF Wan Purlap

Temporary extension of war period, ree scctlon Y98 of
thiz title.

Feetich T of act June 30, 1453, ch. 173, 67 Btat. 123,
repealed Joint Res. July 3, 1952, ch. 570, §1 {a) (79;, 66
Beat. 333; Jolng Res. Mar. 31, 1933, ch. 18, § 1, 67 Etat. 18,
which had provided that this seetion should continue in
foree until six months after the termination of the Ma-
tlonal emergency procialmed by 1850 Prog, MNo. 2914 which
I= st oot as 8 note preceding gectlon 1 of Appendiz to
Title §0, War and Nutional Defense,

Section 8 of Joint Res. July 3, 1852, repealed Joint Res.
Apr. 14, 1952, ch. 204, 66 Stat. 54, as amended by Jolnt Res,
May 28, 1052, ch. 329, €3 Stat. 06, Intermediate extensions
by Joint Ttes. June 14, 1542, ch. 437, 68 Stat, 137, and
Joint Res, June 30, 1862, ch. 528, 08 Stat, 204, which con-
tinved provistons untll July 3, 1852, explred by thelr own
terms,

INICTMENT FOR VIOLATING Tirs SECTION; LIMriatton
PrRIOD

Limltation pertod in connection with indictments for
vinluting this sectlon, seo note under sectlon 792 cf this
title.

Caval Zong

Applicabllity of sectlon to Canal Zone, ses gectlon 14
ol thia title.

Cross REFERENCES

Classifled tnformation, diselnsure by Qovernmen: cfi-
cinl or other prrson, penalty fon see section 783 (b), (d)
of Title 30, War and Natiohal Defense and sectlon 798
of this Litle. .

Conspirney to commlit oﬂcnse'gﬂuemlly, sce scetlon
371 of thls titie. .

Federu! rettremcnt benefits, forfeiturs upon conviction
ol cfienses described wnder this sectlion, seo section 2282
of Title 5, Executiva Departments and Government on-
cers and Employees.

Forfelture of veterans' benefits upon conviction under
this section, see section 3505 of Title 38, Vetarans' Benefita,

Jurisdlction of offenses, ses section 3241 of this titie.

Letters, writings, etc., in violation of thia section as
nonmaliable, ses section 1717 af this title,

-
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Nemmatlable letters and wrlitings, erc section 1717 of
this titie.

§795. Photographing and eketehing defense instalia-
tians. :

@) Whenever, in the inlerests of nationat de-
fenise, the President defines corlain vitnl miiliary
and naval instaliations oy cquipnient as venuiring
proicclion against the general dizsemination of in-
formation reiative thereto, 11 siinll be unlawiul o
make any phoatograph, sketch, picture, drawing, man,
or graphical representation of such vital military
and naval {nstaltations or equipment wilhout first
ebltaining permisslon of the commanding officer of
Lhe military or naval post, camp, or siation, or naval
vessels, military and naval aireraft, and any separate
military or naval command coneerned, gr higher
authority, and promptly submitting the prodict obe
tained to such commanding ofiicer or higher author-
ity for censorship or such other action as he may
decln necessary,

th) Whoever violates this scctlon shall e fined
not more than $1,000 or impriscned not raore than
one year, or both. {(June 25, 1848, ch. 643, 62 Stat.

737
LECISLATIVE HISTORY

Reviser's Nofe~—Based on sections 45 and 48e of title
B0, U. 8. C., 1640 ed., Wrr and Nationa] Defense (Jan. 12,
1836, ¢h. 2, §3 1,4, 52 Stat. 3, 43,

Bection consolidated seetlons 45 and 46c of Litle &3,
0. 8. C, 1640 ed,, War and Hotional Lelensa,

Minor changes were made In pLraseclogy.

Canar Zowg

Applicablilty of section to Coral “ons, see section 14 of
thie title.

Ex. Oro. No. 10104. DesInrtioNs or ViTaL MILFTARY AND
NAVAL INSTALLATIONS AND EQUIPMENT

Ex. Ord. Nec. 10104, Feb. 1, 1050, 16 P. 1. 587, provided:

Now, theretore, by virtue of the Ruthorlty vested In me
by the foregolng statutory provisions, and in the literests
of natlenal defense, I hereby define the followling us vital
mllitary sud naval installations or eguipment requirlng
protection ajatnst the general disseminetion of (nforma-
tion relative thereto:

Lo AL mliltary, . naval, or afr-force installations ond
equipment which aTe now clesstfied, deslgnated, or marked
under the sUthority or at the direction of the Fresident,
the Secretary of Defense, the Sccretary of the Army, the
Becretary of the Nuvy, or the Secretary of the Alr Porce ag
"top secret”, “secret”, “eonfldential”, or “resiricted",
and all miltary, naval, or alr-force Installations and
equipment which ray herecfter he sg ciassificd, deslg-
nated, or marked with the approvel or at the direction of
the Preslident, and located within:

(a)y Any mliitary, navnl, or olr-force reeervation, post,
areenal, proving ground, range, mine fleld, camyp, bone,
alzficld, fort, yard, statlon, distrlet, or aren.

(B) Any defensive sea area heretofore estiblshed by
Exccutive order and not subseouently discontinued by
Executlve order, and ey defenslve eca area hereafter
established under authority of section 2152 af title i8
of the United Suwrtes Cotle,

{c) Any airspace rescrvntion heretofore or herenfter
estabilshed under authority of section 4 of the Alr Com-
merce Act of 1826 {44 Stat. 570; 40 U. 8. C. 174} except
the alrspace reservation establshed by Executive Order
No. 10052 of December 17, 1048,

(d) Any naval harbor closed to foreign vessels,

(¢) Any area required for flect nurpuses.

(f) Any comrercisl establizhment encaged {n the de-
velopment or manufacture of cinssified military or naval
erms. miunitlons, equipment, designs, zhips, alrcrait, or
vessels for the United States Army, Navy, or Alr Force.

2. All military, navel, or slr-foree AITCralt, wenpons, am-
munition, vehicies, shilps, vessels, Lnstruments, engines,
manufaciuring machinery, tools, devices, or any oiber

CQUUIpPTIEnL whnts ever, 10 the pessession of the Army,
Navy, or Alr Foror or tn the course of experimenintion,
develnpnuent, manufacturey, or delivery for the Army,
Navy, or Alr ¥oree which rre nonw classified, desipnated, or
marked under the avthority or at the dircction of the
Presldent, the Seeretrry of Defense, Lhe Sceretary of the
Army, the Secretary of the Navy, or the Seerctary of the
Alr Foren ng “top necret’, “seorot”, “confidentnd”, or “re-
stricted”, and nit sueh articles, mntertals, or Couipmaent
which mny heienfter be so clagsified, destpnnted, o
marked with the npproval or st the direction of the
Frosidepnt,

3. All officlal miiltnry, naval, or air-force books, pem-
phlets, docinnents, reports, maps, charts, plans, designs,
maodels, drawings, photographs, contracts, or specificntions
which are now moarked under the ruthorlty or et the
direction of the Prestdent, the Secretary of Defense, the
ESecretury of the Army, the Seeretary of the Navy, or the
Secretary of the Alr Force as "top secret”, “secret’, “eon-~
Adenttal”, or “restricted”, «nd all such articles or equip-
ment which may hereafter be 50 marked with the approval
Gr at tite directicn of the President.

This ovder supercedes Bxecutive Order No. £3381 of March
22, 1840, entitled “Defining Certaln Vital Milltary and
Naval Instellations and Equipment.”

CROES REFFRENCES

Publization snd eale of photographs of defense instals
latlons, sec s«ction 787 of thls title,

§ 795, Use of aircraft for photographing defense in-
staliations, s

Wheever uses or permits the Use of an aireraft or
any contrivance used, or designed for navigation or
filght in the air, for the purpose of making a photo-
graph, skelch, picture, drawing, map, or graphical
representation of vital military or naval installations
or equupmeoent, In viotation of section 795 of this title,
shall be fined not more than $1,000 or imprisoned not
more than one year, or both. (June 23, 1943, ch. 645,
62 Stat. 7380

LeCIsLATIvE HISTORY

Hevlser's Note--Based on sections 45, 4%r, and 45¢ of
title 5C, U. &, C., 1840 #d., War and Natioual Defense (Jan,
12,1638, ¢h. 2, §§ 1, 2, 4, 52 Stat, 3, 4.

Reference to persons causing or procuting was omitted
AF unnecessary lu view of definition of “principal” in sec-
ton 2 of thie title.

Punishment provided by ecctlon 795 of thls titie 15 ro-
prated. end s from said section 45 of title §0, U. S. C.,
1840 ed.

Minor changes were made In Pphrascology.

CanaL Zowg

Applicability of sectlen to Canal Zone, see section 14 of
this titie.

§797. I'ublication and sale of photographs of defense
installations.

On and after thirty days from the date upon which
the President defines any vital military or naval in-
stallation or cquipment as being wilhin the cule-
gory contemplated under section 795 of this Litle,
whocever reproduces, publishes, sclis, or gives away
any photograph, sketch, picture, drawing, map, or
graphleal representation of the vital railitary or
naval installoticns or cauipment so defined, with-
out first obtaining permission of the commanding
officer of the railitary or naval post, camp, or sta-
tion concerned, or higher authority, unless such
photegraph, skelch, picture, drawing, map, or graph-
feal representation has clearly indicated therean that
1t has been censored by the proper military or naval
authority, shali be fined not more than 31,000 or
linprisonted not mare than one year, er both. (June
25, 1343, eh. £45, 83 Stat. 728.)
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LIGISLATIVE HISTORY

Reviser’s Note~.Based on sectlons &5 and 450, of title
60, U. 8, €., 1040 ed., War and Nattonul Defense (Jan. 13,
1838, ¢h,. 2, §4 1, 3, 52 Stat. 3). .

Punishiment provislon of section 45 of title 50,0, 8. C,
1940 ed., War nnd Nationat Drfense, s repeated. Words
“upon convictlon” were releted ns surplususo pinee pun-
Ishiment eannet be tmposed untll o conviclion s scourad,

Minor chenges were made In phrascology,

CaNAL ZoNg

Applicabliity of section to €anal Zone, see section 14 of
this title,

§798. Disclosure of Classified Information.!

(a) Whoever knowingly and willfully comimuni-
eates, furnishes, transmits, or otherwise makes
available to an unzuthorized person, or puliishes, or
uses in any manner prejudicial to the safety or in-
terest of the United States or for the benefit of any
foreign government to the detriment of the United
Btates any classified information—

(1} concerning the nature, preparetion, or uss
of any code, cipher, or eryptographic svstem of
the United States or any forelgn governmenit; or

(2} concerning the design, construction, use,
maintenance, or repair of any device, apperatus,
or applisnce used or prepared or planned for use
by the United States or any foreign government
for cryptegraphle or communlication intellizence
purposes; or

(3} concerning the communlcaticn intelligence
activities of the United States or any foreign gov-
ernment; or

(4) obtained by the process of eommunication
intelligence from the communications of any
foreign government, knowing the same to have
been obtained by such processes—

Snall be fined not more than $10.600 or {mprisoned
noi more than ten years, or both.

(b} As used in subsectton (a) of this seetion—

The term “classifled informatton” means informa-
tion which, at the time of a violation of this section,
i3, for reasons of national security, specifically desig-
nated by a Unlied States Government Agency for
limited or restricted dissemination or distribution;

The terms “code,” “cipher,” ang “eryptographic
system” include in thelr meanings, in addition to
thelr usual meanings, any method of secret writing
end any mechanical or electrical device or miethod
used for the purpose of disgulsing or concealing the
contents, significance, or meanings of communica-
tions;

The term “foreizn government” Inejudes in its
meaning any person or persons acting or purport-
ing to act for or on behalf of any faction, party,
department, agency, bureau, or military force of or
within & foreign country, or for or on behai? of any
EQVEINMENt or any person or persons purporting to
Bet as & government within a fareign country,
whether or not such government is recognized by the
United States:

The term “communication intellipence” means all
procedures and methods used in the interception
of communications and the obialnlng of Informa-
tion from such communieations by cther than the
Intended reciplents; . .

180 enacted. Sco second ssction To8 enscted on Juns

30, 1853, sot out below,
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The term “unauthorized person™ means any per-
son who, or arency which, Is not authorized to re-
celve information of the catenorics set forth fn sub.
section (aj of this sectlon, by the President, or by
the head of a department or afency of the Unilied
States Qovernment which s expressly deslgnated
by the Iresldent to engage in communication in-
telligence activitics for the Unlied States,

(¢) Nothing in this section shell prohivit the
furmdshing, upon lswiul demand, of information to
eny regulanly constituted cormmitiee of the Senate
or House of Representatives of the United States of
Amerien, or jolnt committee thercof, (Added Oct.
31, 1951, ch. €55, § 24 (a), 65 Stiat. 718}

CAWAL ZONE
Applleabllity of section to Canal Zone, gee sectlon 14
of thias titie.
Cross Rererencrs

Disclosure of classified information by Government cf-
cer or enployee, see enction 785 (b)), (d) of Title 8G, War
end Nollonal Defense,

Federal retirement banefits, forfelture upon conviction
of offeness described under this saction, ees gectlon
2282 of Title B, Fxacutlve Depertments and Government
Crfieers and Emplovecs,

Fotfeltiure of veterans' benefity upon convictlon under
this seetion, aee section 3505 of Title 55, Velerans' Benefita,

§798. Temporary extension of section 7940

The provisions of sectlon 794 of this title, =g
amended ond extended by seetion 1 () (29) of the
Emergency Powers Continnation Ach (36 Stat, 333y,
as further amended by FPublle Taw 12, Bighty-third
Congress, in addition to coming into ful} foree ant
effect In time of war shall remain In full {orce and
effect until 5% months after the termination of the
national emergency proclaimed by the Fresident ont
December 16, 1250 (Mroe. 2312, 3 C. B, R., 1850 Supp.,
P. 71}, or such carller date as may be preseribed by
concurrent resolulion of the Congress. and acts
which would give rise to leral tonseguences and pen-
altles under section 784 when performed during a
state of war shall glve rise to the same legal consa-
quences and penajties when they ere performed
during the period sbove provided for., (Added Juns
30, 1253, ch, 175, § 4, 67 Btat. 133.)

REFORENCES 18 TEXT

Bection 1 (a) (29} of the Emergency Powera Continita-
on Act (66 Btat. 333} as further smended by Pubkllc
law 12, Elghty-third Congress, referred to In the text,
s formeriy ot out ns 8 note un-der &actlon 7B1 of this
title end was repenled by section 7 of act June 30, 1063,

Proe. 2014, 3 ¢, B R, 1050 Bupp., p. 71, referred to in
the text, ts an erronesus citation. it phould refer to
Proc. 2014 which 1s set UL 6e & note preceding section 1
of AppendIx to Title 60, Wrr and Natlonal Defensa,

CANAL ZONE

Applicabllity of section to Canal Zone, see pection 14 of
this title.

i
£799. Violation of regulations of National Aeronautics
and Space Administration.
Whoever willfully shall violate, attempt to violate,
or conspire to viclate any regulation or order pro-
muigated by the Administrator of the National

* Aeronantics and Space Administration for the pro-

tection or security of any Inhoratery, station, bage
or other fecility, or part thereof, or any alrcraft,

! 80 enacted. Bes flrat sectlon YB3 enacted on Oct, 81,
1861, sat put shave. '
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missiie, spacecraflt, or shmilar vebicle, or part
thercof, or other property or cquipmoent In the
custody of the Admjmstmbion, G any real or per-
sonal property or eguipment in the custody of sny
contracior under any contract with the Admilni-
stratlon or any subcontractor of &Iy such con-
tractor, shall be fined net more than $3,000, or
imprisoned not more than one yesr, or both,
(Added Pub. L. 85-568, title I1I, ¥ 304 (c) (), July
29, 1858, 12 Stat, 434

CoptricaTION
Sectlon wes addoed by subsee. (¢} of rection 304 of
Pub. L. 05-858. Subsecs. {n) end () of ssction 304 B¢
cirzstfied to section 2435 or Tltle 42, Thea Public Henlth
end Welfare, Suhsee, {1} of eection 304 s clessiied
to eection 1114 of this tite, Subses. () of esction
304 1a classified to eection 2458 of Title 42,

CAMAL ZonE

Appllcabiity of section to Canel Zone, ees poction 14
of tiils title,
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CLASSIFYING, DECLASSIFYING OF PAPERS

Affidavit of George Mae
Clstn, wresented in open zos-
fion in U Distriet Conrt.
Mozt of the government's ef-
fidavits 1were presented in
closed ezsaion,

1, George MacClain, Direc.
tor of the Security Classifi-
cation AMznaement Divi-
tion,” Oifice of the Deputy
Assistant Secretary of De.
fense (Security  Pollev)
{Adminirivetion), being
duly gwurn, depose and fay:

1, That, 1 have held my
present nasition since 18332 1
have been emploved in the
Depurtirer? of Defense con-
tinuously doce 1853,

& That pnder ibe peners]
Cirbeticn of the Aszistant
Seclitory of Dwforss -(ad.
ministration), my Divkaian is
regpomsibia for the deveion-
ment, prorulyetion, and ad-
mintstiative oversight of the
rutes gnd  regulsliomy of
dewngrzding, and declissifi-
cation of (oificial informia-
Hon ogver wbich the Dapart-
ment of afense (Dol has
ariginal ekmisification juris-
dietion vested in the Secre.
tary- of Diefense by Execy-
tive QOrder (EO) 10501 Safe-
guarding Official Informa.
tion In the Interesty of the
Defense of  the  United
States, December 15, 1353,
as amendsd, or over which
the Dol has derivative elae.
sification authority by rea-
sont of having been placed in
custody thersof by some
other United Stafes Govern-
ment agency, foreign nation,
or internationzi organiza-
tion excreising original clasz-
sifying jurisdiction. A copy
of EO 10301, as amended ta
date. is attached hereto.

3, ‘innt the azlreTu-
letions of the al) for secu-
ity claszification, d;.xfm-
grading and de .

consizt of Tol Ins
521047, Security O
tion of Officisl ind
December 31, 150+, &

16 D
fted D
tion, July
rogulations spe 2y
plement ithose poriions of
O 14561, as a::.;cndc;a,
which pertein o s:-r.zcur'ity
classification, downgrading
and declassification of offi
cial informatign, Copies of
these regulafions, as
gmended . to date, ere at-
{ached hereto.

4 That ay nririnaily is-
sued in 1953, BO 10301 pro-
vided guldance for security
classificztion ot three levels,
TOP  SECHET, SECRET,
end CONFIDEWTIAL, and
further providad for ihe
dowpgracing and deolassifi-
cation of information when
the same level or hwo lovwel of
clazzification wasz no lorger
required. Under the oriti
O 16603, downgrading end
declassifiention were to be
aceorpliclied upon the basis
of the revnlts of review and
reevalugtion frorm time io
time more ar 0 on econ.
tinuous basis. On September
1961, E(r 10501 was smended
by RO 10334 for the nurpose
of providing for s sysiem of
time-phasedautenatic
downgrading end deslussifi-
cation 1o supplemcnt the
nn-geing review and reaval-

Laiion  processs Thizs suio-
maiis Eystem was derived
froom g shmilar evstem ear-
Her created by e DaDfor
its own use Dol Direcrjve
020010 iwplements  EO
10301 as amendcd by FO
16654

purpose of providing for a
system of titmenhssed auto-
metle downgeating zpd de.
clastificaion te gu rlement
the onmeing roview ond re.
evalustion  process,  Thig
auwematie eysten wag derdve
ed fromi p similar-cystern ear
its own wuse Dop Virgetive
28, 1981, RO 15501 was
amended, a5 rplosented
¥ Dol Instructisn 591047
and Dol Direciive SL0(019,
the following are goine of
the hasie contenis of the
system,

Scurce: Classifying, Declassifying of Paners.

Affidavit of George Mclain, presented in

open session in U.S, District Court.
Washington Post, June 22, 1971: A 11,



& The basly ¢op original
BECurity <lassification jg tiat
tha uniuthorized Gigelequr
of the information invelved
could or would he harnful
1o the pational defense in-
terests of the Unitegd Siatag,
The judpment Whether g
impese ap original elaseifi-
cation i3 deriven frem con-
siderations of the immediatn
Bresent and future, Tha con-
slderatinng ineludse, without

nitation, the Tolinwing.
The internatinnal Posture pf
“the ¥Unitog States us reigted

* to. other paticns in those yo.
sReCts wihieh affect, dirently
67 indirectly, Uniteg Slaing
national defenge inferasts,
Tha tzehnolopical state af
the art in respect to those
eystems and equipments hy
whicth {hs Unitng States it
enabled to preserve its grey
rity ducluding, without limi.
JSation, systems gng €guin.
aent for gathering intelli.
goence; wesson systems; sys.
temy  and enuinments for
Supply, reaintenance and
eperation of military ferees;
systems and equipments for
military forces: s5¢stems end
eqtipments for the Exercise

of effective diplematie reia- -

tionships witl othep nrlinns,
The extont to vwhich the in.
formation invelved is gl
ready publicly known either
Qomestioally or in foreign
counirles, The extent to
which a Uniteg States lead
time edvantage is deemed
absolutely necessary in the
interests of United States
nationsg} defense, and
whether In order to achieve
&nd maintain this lead time,
security classification is in.
dispensable. The extent io
which a United States na-
tional defense, and whether
In erder to achieve &nd
maintain this leag time, se-
curity classificationis indis-
pensable. The extent to
which a United States lead
time advantage can be for-
gone in the interests of pet
overall  advantage to the
United States from unclzssi-
fied use of the information,
The extent to which the in-
formation can in fact be
safeguarded =against unau.
thorized disclosure. The €x-
tent to which the costs of
effective safeguarding
would or eould defeat the
purpnses ¢of the program to
which security classification
would be gpplied.

CRs5~14

b The guestion  as to
whether the lovel of clinsifi
cation zhould pe TOP SE.

. SECRTT or CONPL
LNTIAL §¢ delerininad by
the exient of nn cibtr dame
age to the : =ad fu.
ture {inited s pational

ints 2 §f > ine
o were  ditelozad
ot suthoriny,  if tha

duraage eould or would ba
exzepfionadly grave, TOPR
SECHRET ¢T5) would Le tha
required level 1F the dam-
age could or would Le geris
ous, SECRET (5); if prejudi-
cial, CONFIinry FTAL ().
The safesuarding messures
for the inforrniion guhse-
quently applied vrould vary
Beeording 1o the leyel of
classification, .

€. Downgrading e ans
to reduce the leve] of classi-
fication, Downgrading iy 2.
Pronseie when, on thg b sig
of & current ludgment of the
Presiny ard furure aited
States nntiomal def
terasts, the degres I
Lie fisrm to tioge interests
would change foom excop-
tionally grave io gerious or
prejudicial, or from seprioys
to prejudicizsl,

d. Declassification means
to torminate the clansifica.
tion, Downgrading i« ADDTO-
priate when, on the basis of
4 current judgment of the
present znd future United
States mational defense in-
terests, the degree of possi-
bie harm to those interests
is less than prejudicial,

e The factors spplied fo
commend snd eontrol of
catlen are the same ps those
used for classificaiion in the
first instance, With the nas-
sage od time, chenges in the
state of the art, and other
changes in {he cireun-
stanees which  justified the
original classification or g
later reduced level of classi-
fication, " a new curerent
judgment is made in the
light of the now current sit-
uatior, all relevant things
considered.

f. The passage or time, in
and of itself, iz not in any
case a compleiely suffleient
reason for dowrngrading or
declassificaiion. Op the
other hand, the pacsage of
time is alwoys iwmportant he.
eause of the inevitable con-
notation that during the pas-
sage of time the circum.
staneces and conditions origi-

‘nally justifying  elassifica-

tion, or reduced tiassifica-
tion, have ithemselves
changed,

g N has always been a
poliey that u¢ the tirne of
original cEassifieatign, the
eriginal elassifier vould en-
deaver o visuaiize g future
situation in which down-
grading or declassificalion
could and should oceur. The
purpose vould ba to try to
bring ahout dovingrading or
declassification st the ear.
liest reasonabie pnd feasi-
ble tirme, znd to achicve this
result if per chanee the ae
tien did not earlier result
from .review and reevalua.
tion. In other words, if a
specifie event, or date, or
period of time can be identi-
fied, the downgrading or de-
classifivation vroecess can be
marle to occur automatically
upon the occurrence of the
selecled factor or faetors,

h. Unless the uriginal clas-
sifier establishes the condi.

tons for automatic dowa.
grading and declassifieation
and  signifier those condi-
tions by markinge Intended
to put the fubnre custodian
Immediately on notize, the
level of classification ag
originaily determined, or ag
reduced, will eontinue with-
out change yntil the Drocess
of review and reevaluation
oecurs and the &ppropriate
downgrading or declassifiea.
tion azcton is determined
and nrdered, -



I A determination to clas.
Bify - must be &CCompanied
by a claesification designa.
tion directly eng inEnedizte-
ly &szociateq with the in-
fermation invelved. On do.
cuments, this designation is
achleved by {he marking
“Top Seeret,” “Hecret” qr
*“Confidentia] » Thess marl.-
ings are not puth rized to
¢ changed or renoved ex.
cept as an {neigent of down-
grading or declassifieation,

J. An essential part of o
comipleted dow’ngfading or
deelzbsification action iy g
change in, or caticediation of,
the  current desizmation.
Evenifa indgment to down.
grade or declassify hag heey
made, {he Judgrment cannot
be made cifective without
the appropriate change, or
cancellation of, (he current
designation.

k. Dow‘ng‘rading or declas
sification can ceeur at any
time. Review aod reevalyy.
tion can oceur al any time,
The system tontaing  re.
qQuirements for contibyocus
review and recvaluation,
and aleo for revisw  and

reevaluation on g systemptio

ard orderly basis, it is diffi-
cuit admim‘strau';ejy' tor
achieve the Gifivially  de.
sired irequency of review
end reevaluation,

I In connection with mak.
ing a response to # roguest
for information which cur-
rently js elassified, o review
and reevaluation of the in-
faormation would be needed
It the requester was nat ell-
gible, by personal seeurity
clearance and by officially
determined need to kave the
informatian, to be gdiven ge.
cess to that information gt
its current level of classifi-
cation,

6. That the timoepiaved
svsteimn of aufamaziis tinwrt.
grading and declassification
‘established by YO 10807 s
amended by EO 16%4 and
as implemented in Dols 154
Dol directive 520510, pro.
vides far four eafpmarios or
frouns numorred fram one
threush feur. For groups 1,
3iond 4, there is no pesss
gary relationship botwesn g
level of ¢ia ficntion, T3, §
or C, and the particglar
group. Thus, TOP SPCRET,
as well ax EROEET or CON-
FIDENTIAL Infowmation
ean be placed in  either
group 1, 3, or 4, Group 2 in-
formation, however, is ysed
for only very sensitive infor.
mation, and niny be applicd
only en a vt basis, such as,
document by dosument, The
classification leve! of oroup
2 information must always
be either TH or &,

a. Group 1 informaijon is
excluded  from  the aute
matie system. Inforfnation
which i3 - npe complately
within the eveluilve originad
security chussiticntion Jurds
diziton msds of the en
raust be pleoed in Ersup 1,
Thus, classifiad infarmation
mede avatishie {2 fhe Db
by ‘enother so newof the
United Steian oy rament,
SUch B3 tlw Dopirirment of
Gtate or The Centval Tneeill
Bence Ageney, or by a fo
eign nation ar internationat
organization, musi bs plaped
in growp 1 versvdlees of its
level of clas=ificeilon, Some
group 1 infarmsstion  is
within the exclusive Juris-
diction nf Traly, Gronp i
formation iz Waver automati.
eally downzreded or deplns.
slffed. If nolwitidn exclrslva
Dob jurizdistion, it csn bz
downgraded or declassified
only with the comblaed e
tion of the original elagsh
fier znd tha 30D,

b. Gronp 3 informatinn s
subject to automaiic down-
grading cn a 13vesr, {ine.
phased basis, T8 becames §
in 12 years, and & becomes
C in 12 yezrs, Thera is na
automatic declassification.

c. GGrdup 4 information is
subiect to automatic down-
grading and deciassificstion
on the prescribed time basis
of reducing one level in 3
yeals and becomilng 2uto-
matically declzssitied after
3I years from date of origin,
Thug, TS would bacome § in
taree years, % would bocome
C in thres moare years, and
arclaasificntion would ocour
in § more years, ¢ total of
12 Information starting at §
or Cvould bacora doclassis
fied only after the pussage
¢ a {otal of 12 yveers €rovm
dzte of origin, -~ . _

TR net original olussifie
cetion Is wery  gifferent
frein  derivative coim
tiow, Originel elzssis

aslrier In relation {a iy
ent of the current ju-
terests of United States ra.
tiokal defense  Aftor the
criginal  elescificatiom, a1
cusiediens are bound by the
clyssification originelly ime
posed, until snd  enlesg
changed by the original elss.
gifier or by theose duly su-
thovized to act for him.
Wiiliin the oD, the author-
ity for originsl clasyliicg.
tion, downgrading nud dee
classifiestion  is  exercired
within & vertical chanmsl of
command  or  subervizion
Any Bighep officicl in & vert
feel chenmel of commang or
suporvislen  mer charze @
ciassifiestlon impoted a 4
lower Javel, oF aniin lisnof
& chasdiilor at ® lovrer lovel
The exerclse of origingl elag.
siflcation {8 eontrelied by
the Secrotefy of Dofense or
his: Jesignes, the Asciiant
SBecrelary of Defense (Ad-
minisiration), At the T8
fevel, the number of oifi
cials vested with oripingt
‘classification authority is yve-
latively few and is precizaly
specified on the basis of of-
ficial positions, Many more
officials have eriginal elassi.
fying suthority st the 8 and
C Jzvels, gonerslly detor
mined by the necorsiting of
the particular positions &g
responsibilities held a3 veri.

w



,f‘x@ﬂ by sappropriste author-
ity. )

B That the criginal classi-
fring snthorlty not ooly de-
terrnines the level of claspi
Liention, &8 TS, § or C. He
gizn 45 requived to establlsh
the group  for su
downorading and 4
catlon purposes. A cu
bolding only derivat a6
kifieation puthority with 1e.
grect to the informaticn in
sprestian s authorized, how-
ever, i e group ¢ has
ot been made, {0 eslablish
i correct pronp and put
STE CTOUD mark-
Goeavent in pe.
exdnnee with  the rulss
rider which the original
csssiiier exercised hiz au-
L ority.

& Thet the classification
¢ decuments 13 reguired to
tp detertoined oan the basis
e? the content of the partic-
vier dorument, Within any
Coctrent theva may be clas-
eiffed 2% well as vrelassified

rddons, snd thare mav he
purtions clacsified ot differ-
et lovels from other per.
tione The do nt as &n
t¥, - howover, carries
v one ovecrell elassificg-
e, and that classilicatinn
izust be the szme g5 that
toction of the document
saaring the blshest level of
elsesification. When two or
tnsrg dorurents afe -com-
Blhed tezether to meke a
tinzle paekage, the overall
cisscification of the total
peckage would depend upon
1ot only the highest lovel of
clazsifieation of znv portion

H

-of material in ecither of the

varis of the package, but
slzop  upon the gquestion
whether putting the two or
Blore parts together into a
single package gives rise fo
Infermation which in itself
ierite a higher clasgifieg-
don than sny part within
the total packege. On this

Ceult, 1f pot i
sort out the irdividoal por

principie, it 18 ermetimes
necessaty to elansify & dooie
ment In which ro sinvle
piece or part is itself elassi-
fled,

10, That when a new dorge
ment is preparsd from two
or mmove suurce documents,
it Is sometimes very diffi-

tionz of the new docmnont
in  relation to  specific
sources for the purpose of
endeavering {o identify cpe.
eifie poiiious of the now
document which can ha de.
termined t0 bz unelassified
For example, if covree docu-
ments were supnlicd to {he
Do by the Depariment of
State or the Ceontezl Intelii-
gente Agency, or by a for.
eign nstion, end from those
several sources & new docu-
ment way prepared as an
original compesition, it is
absolutaly certain that the
new orizinel composilion
would have to carry the
classification level of ihe
highiest classifled portisn of
docuinent which
bad heen corried into the
final new eommositicn

11 That under the forego-
Ing sysiers, ©oitam o neces
Brry  conclusions  follow,
Within Deh, an original TS
classificstion detormination
must Do mode by 2n offiejal
specificelly vested with that
euthorily, snd  sabesquent
downgreding znd declossiij.
cation of T8 izformation
must be daterminad by ihat
same authovity unless an-
cthier oificiel has heen duly
desiguated to take thai se-
tion. Furiher, when classt
fied informailon at any level
is entrusted by another
agency of the Unlied States
Government-io the Do, no
official n thoe Deld raay ve-
dure or caveel that clessifi-
cation excepi in copcert

witlt and by anthority of the
ether agency exercizsing the
original classifying author.
ity. ‘

12. That it iz appropriate
to repeat with emphasis that
classification, downgrading
and declassification delermi-
nations under EO 10501 as
amended as implemented by
the Dol must be made in
terras of the current and fu-
ture nalional defense inter-
ests of the Uniied States,
wheiher those interests are
related in one cass to the in-
ternationnsl posture of the
Uniileg Gtates in relation to
other naiiong, or in anoflier
tass fo @ parlicular weapons
gysiem or intelligence gsibe-
ering or ccliection svstem ot
to intellipence gourecas snd
methods, or to plans for cur-
reant or future military cper-
atlons. Further, classificla-
tion, downgrading and de.
classification alwavs depend
upon a judgment currently
made as to the immediate
and future nationzal defense
interests  of the United
States. ‘

13. That, bazed upon infor
mation and belief and my
understanding, and pur
suant  to EQ 10301, as
amended, DoD Instruction
521047, and DoD Directive
5200.10, the reguired classifi.
cation of the study entitied
“United States—Vietnam
Relations 18451087 43 &

T Eingie  packege document

consisting of 47 volumes,
based wupon and derived
from miscellaneous source
materials some of which
were prepared and classifled
Top Secret by ariginal clas.
sifying suthoritins outside
of the DoD and some of
which were prepsred and
classified -Top Seceret by
original elassifving authori-
ties within the DoD, at the
time of completion of the

study was, and now is, Top-

Secret,

¢

PR



SOURCE:
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DEPARTMENTAL REGULATIONS; SEC. 301 TITLE 5 U.s.C.

§ 301, Departmental regulations,

The head of an Executive depariment or military
department may prescribe regulations for the gave
erninent of his department, the conduct of iis
employees, the distributlon and performance of its
business, and the custody, use, end preservation of
its records, papers, and property. This section does
not authorize withholding infermation from the
public or limiting the svallability of records tu the
public. (Pub. L. 83-554, Sept. 6, 1568, 50 Slat. 378

HISTORICAL AND REVISION NOTES

Deriva-~ Revised Statutes and
tion .S Code Statutesat Large
———— b US.C. 22 E.5. § 161,
Aug, 12, 1858, Pub. L. 85-€18,
72 Stat. 547.

The words "Executive department” are substituted for
“department” as the definition ol “department” eppll-
cable {0 this section is coextensive with the definition of
“Executive departrnent” in section 19!, 3he words “not
Inconslstent with law” are comitied g5 surplusage 23 &
reguiation which Is inconslstent with law ls 1avalid.

The words “or military department” are inserted to pre-
gerve the apnlication of the source law., Before enact-
ment of the Nationnl Security Act Amendments cf 1549
{63 Stat, 578). the Department of the Army, the Dapart-
ment of the Navy, and the Departraent of the Alr Force
were Executlve departments. The National Security Act
Amendments of 1849 established the Departient of De-
fense as an Exccutive Department including the Depart-
ment of the Army, the Department of the Navy, and ths
Department of the Alr Force &8s military departments, not
a8 Executive departments. However, the source law for
this section, which was In effect In 1949, remalined appli-
cable to the Secretaries of the milltary departmentis by
virtue of section 12{g) of the Natlonal Security Act
Amendraents of 1949 (63 Stat, 5¢1), which provided:

U.S. Laws, Statutes, etc. United States Code. 1964 ed., supplement V,

containing the general and permanent laws of the
the 89th and %0th Congresses and 9ist Congress, first session, January 4, 1965
to qa§uary 18, 1970. Prepared and publishad . . , by the Committee on the

Judiciary of the House of Representatives.

1965,

(Title 5,

United States enacted during

Washington, U.S. Govt. Print. Off.,
government organization and employees,

chapter 3, pp. 70-71).



CR5-22

"AN laws, orders, regulations, and other ections relating
to the Natlonal Military Establishment, the Departments
of the Array, the Navy, or the Air Force, or to any officer
or activity of such establishment or such departments,
shsll, except to the extent incons!stent with the provi-
Blons of this Act, have the same effect as If this Act had
not been enacted; but, sfier the efective date of this
Act, any such law, order, rezulntion, or other actlon which
vested funcilons in or otherwise related to eony officer,
department. or establishment, shall be deemed to have
vested such function in or relate to the officer or depart-
ment, executive or military, succzeding the oficer, depart-
ment, or establlshment {n which such funcilon was
vested. ¥For purposes of this subsectlion the Department
of Defrnee shall be deemed the department succeeding
the Netional Mtlitery Esteblishment, and the military
deprriments of Army, Navy, and Alr Force shall ba deemed
the departments succeeding the Executive Departments
of Army, Iavy, and Alr Force ™

This necllon wes part of title IV of the Revized Statutes.
The Act of July 28, 1047, ch. 342, £ 201{d), 2 addsd Aug.
10, 1942, ch. 412, | 4, 63 Stat. 678 (former § U.8.C. 171-1),
which provides “Fxcept to the extent lacchslatent with
the proviitons of this Act [Hettonal Gecurity Act of 1947],

the provisiona of titie IV of the Revised Statutes ns how
or hereafter amended shall be applicabls to the Depart-
ment of Defense” s omitted from thls title hat is not
repenled.

Btandard changes are made to confortn with the defl-
nltiona appilcable and the styls of this title as outlined
in the preface to the report,



CR5-23

FREFDOM OF TNFORMATION ACT; P.L. 89-487

SOQURCE:
U.S5. Laws, Statutes, etc. An act to amend section 3 of the Administrative

Procedure Act, chapter 324 of the act of June 11, 1946 (60 stat. 238), to
clarify and protect the right of the public to infermation, and for other
purposes [Freedom of Information Act]. Approved July 4, 1966, [Washington,
U.S. Govt. Print. Off., 1966}, [2] p. (Public law 487, 89th Congress,

80 stat. 250).



July 4, 1966
[s.1160]

Public infarma-
tion, availahility,
5 USC 1002,

CRS-24

PUBLIC LAW 89-407--JULY 4, 1966 [80 StaT.

Public Law 89-487
- AN ACT

To swmend section 3 of the Administrative I'rocedure Aet, chapter 324, of the
Act of June 11, 16406 (60 Stat. 238), to clarify and protect the right of the
public to information, and for other PUrpases,

Le it enncted by the Senate and Iouse of Depresentutives of the
United States of America in Congress axsem bled, That section 3, chap-
ter 324, of the Act of June 11, 1946 (60 Stat. 238), is amended to read
as follaws:

. “Bre. 3. Every agency shall make available to the public the follow-
ing information:

“(a) Purnicarion 1% tir Fepepat Rearster-—~Every agency shall
scparately state and currently publish in the Federal Register for the
guidance of the public {A) descripticus of its central and field organi-
zation and the established places at which, the officers from whom, and
the methods whereby, the public may secure information, make sub-
mittals or requests, or obtain decisions: {13} statements of the general
course and method by which its functions are channeled and deter-
mined, including the nature and requirements of all formal nnd
informal procedures available; (C) rules of procedure, descriptions
of forms available or the places at which fornis may be obtained, and
mstructions as to the scope and contents of all papers, reports, or
examinations; (1)) substantive rules of general applicability adopted
as authorized by law, and statements of general policy or interpreta-
tions of general appheability formulated and adopted by the ageney;
and (E) every amendinent, revision, or repeal of the foregoing.
Except to the extent that a person has netual and timely notice of the
terins thereof, no person shall in any manner be required to resort to,
ar be adversely aflected by any matier required to be published in the
Federal Register and not so published. For purposes of this sub-
section, matter which is reasonably avaiiable to the class of persons
affected thereby shall be deemed published in the Federal Register
when incorporated by reference thersin with the approval of the
Director of the Federal Register.

“(b) Acexcy QrixioNs aND Orvzrs.—Every agency shall, in ac-
cordance witl published rules, make available for pue)!ic mspection
and copying (A) all final opinions (including concurring and dissent-
ing opiions) and all orders made in the a(ijudicarion of cases, (B)
those statements of policy and interpretations which have been adopted
by the agency and are not published in the Federal Register, and
(C) administrative staff manuals and instructions to staff that affect
any member of the public, unless such materials are promptly pub-
lisKed and copies offered for sale. To the extent required to prevent
& clearly unwarranted invasion of personal privacy, an agency may
delete identifying delails when it makes available or publishes an
opinien, statement of policy, interpretation, or staff manual or instrue-
tion: Provided, That in every case the justification for the deletion
must be fuily expliined in writing. Every agency also shall main-
tain and make available for public mspection and copving a current
index providing identifying information for the public as to any
matter which Is issued, adopted, or promulgated after the effective
date of this Act and which 1s required by this subsection to be made
available or published. No final order, opinion, statement of policy,
interpretation, or staff manual or instruction that affects any member
of the public may be relied upon, used or cited as Erecedent by an
agency against any private party unless it has been indexed and either
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nude available or published as provided by this subscction or unless
that private party shall have wetual and timely notice of the terms |
thereof.

“(e) Aguvey Recorps—xeept with respeet {o the records made
available pursuant to subscctions (a) and (b), every agency shall,
upon request for identifinble vecords made in aecordunce with nls.
tished rules stating the time, plice, fees to the extent. authorize hy
statite and procedire to be followed, mnke such records promptly
available to any person. Upon compluint, the disiviet court of the |
United States in r]]m district i which the complainant resides, or hins
kis principal place of business, or in which the agency records are
situated shall l]m\’c Jwrisdiction o enjoin (he agency from the with-
holding of agency records and to order the production of any agency
records improperly withheld from the complainant. In such eases the
court shall determine the matter de nove and the burden shalt be upon
the agency to sustain its action. In the event of noncompliance with
the conrt’s order, the district court may punish the responsible officers
for contempt. Except as (o those canses which the court deems of
greater importance, proceedings before the distriet court as author-
ized by this subsection shall take precedence on the docket over all
other causes and shall be assigned for hearing and trial at the earliest
practicable date and expedited in every way. :

“{d) Asevey Procrenines.~—FEvery agency having more than one
member shall keep a ecord of the inil votes of cacl mernber in every
agency proceéding and such record shall be available for public
imspection. ‘

“(e) Exexprions—The provisions of this section shall not be appli-
cable to matters that are (1) specifically requirved Ly Executive order
to be kept secret in the interest of the national defense or foreign
policy: (2) related solely to the internal personnel rules and practices
of any agency; (3) specifically exempted from diselosure by statute:
{+) trade secrets and commercial or financial information obtained
from any person and privileged or confidential; (5) mter-agency or
intra-agency memorandums or leiters which would not be available
by law to a private party in Hitigation with the agency; () personnel
and medical files and similar files the disclosure of which would consti-
tute a clearly unwarranted invacion of personal privacy; (7) investi-
gatory files compiled for law enforcement purposes except to e
extent available by Iaw to a privare party; (8) contained in or related

‘to examination, operating, or condition reports prepared by, on behalf
of, or for the use of any agency respoasible for the regulation or
supervision of financial mstitutions; und (9) geologricul and reophysi-
cal information and data (including maps) concerning wells.

“Uf) TaxiTaTioN oF Rxmxm‘zoxs.h‘—l\fmhing m this section author-
izes withholding of infermation or limiting the availability of records
to the public except as specifically stated in this section, nor shall this
section he nuthority to withhold information from Congress.

“(g) Piovate Parry.—As used in this section, ‘private party’ means
any party other than an ageucy. '

“(n) Errgerive Date—This amendment shall become effective one
year following the date of the enactment of this Act”

Approved July 4, 1966,
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CONTROL OF INFORMATION (AEC); SECS. 2161-2-66 TITLE 42 U.S.C.

BUBCHAPTER 3I.—CONTROL OF INFORMATION

PricR FPROVISIONS

Provislons slmilar 10 those comnprising this subchapter
were contained in section 10 of aci Aug. 1. 1846, ch.
T34, 80 Btat. 755 (formerly classified to section 1‘810 of this

- title), prior to the complete amendment and 1enum:_e;;
ing of act Aug. 1. 1946 by ect Aug. 30, 1854, B
s m., E. D. T, ch. 1073, 68 6tat. 921,

§ 2161. Policy of Commission.

I{ shall be the policy of the Cormmisslon to con-
trol the disseminstion and declassifeation of Re-
stricted Dets In such & manner asg to assure the
ceommon defense and securlty. Consistent with suc:_h
policy. the Commisslon shall be guided by the fsi-
lowing principles:

(a) Untii effective and enforceable internationnl
safeguards apainst the use of B.t-OI'ﬂfE': eneriy for de-
structive purposes have been established by an in-
ternational arrangement, there shall be no exchange
of Roestricled Data with cther nations excepl 85 au-
thorized by section 2164 of this title; and

(b) The dissemination of scientific and tec;hm-
cal information relating to atomic energ::' should be
permitted and encouraged 50 a5 to prgvme that free
jnterchange of {deas and criticlsm which is cs.se:j.tiai
to sclentifie and industrial progvess and p?blic :m-
derstanding and to enlarge the fund of technicol
fnformation. {(Aug. 1, 1946, ch. 724, § 141, a8 pdded
Aug. 30, 1954, ch, 1073, ¢ 1, 68 Stat. 4400

SOURCE:

U.S. Laws, statutes, etc. United States code.
1964 ed., containing the general and
permanent law of the United States, in force
on January 3, 1965. Prepared and published

« + by the Committee on the Judiciary of

the House of Representatives. Washington,
U.S. Govt. Print. Off., 1965. (v. 9, title
42. public health and welfare, subchapter 11,
pages B070-8073).

§ 2162, Classitication end declansification of Restricted
Data.
(a) Periodic.delermination.

The Cemmission shall from time to time detor-
mine the data, within the defnition of Restricted
Data, which can be published without undue risk {o
the comimon defense and security and shall there-
upon cause such data to be declassifled and removed
from the category of Restricted Data.

(b) Continucus review.

The Cominission shall malnizin a econtinuous re-
view of Restricted Data and of any Classification
Guides issued for the puidance of those In the atomic
energy program with respect to the areas of Ee-
stricted Data wlich have been declassified in crder
to determine which Information may be declassified
and reroved from the catepory of Restricted Data
without undue risk to the common defense and
security.

(e Joint deterndnation on atamie weapons: Presi-
dential determination on disagreement,

In the case of Restricted Data which the Commise
slon and the Depariment of Defense jointly deter-
mine to relute primarily to the railitary utillzation of
atomic wexpons, the determination that such data
may be publizshed without constituting an unreason-
able risk to the common defense and security shall
be made by the Comumnisston and the Department of
Defense jointly, and Iif the Commission and the
Diepartment of Defense do not agree, the determi-
nation shall be made by the President.

(d) Same; removal from Restricted Data category,

‘The Commisslon shali remove from the Restricted
Data category such data as the Commission and the
Department of Defense jointly determine relates
primarily to the military utilization of atomic weap-
ons and which the Commission and Department of
Defense jointly determine can be adeguately safe-
guarded as defense information: Provided, however,
That no such data so removed from the Restricted
Data category shall be transmitted or otherwise
made available to any natlon or regional defense
organization, while such data remains defenss in-
formation, except pursuant to an agreement for co-
operation entered into in accordance with section
2164 (b) of this title,

(e) Joint determinatien on atomic energy programas,
The Commisaion shall remove from the Restricted
Data category such information concerning the
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atomic enerpgy programs of other nations as the
Commniission and the Directeor of Central Intelli-
gence jointly delermine to be nccessary Lo carry ous
the provisions ¢f section 203 (d) of Tile 50 and can
be adequately safeguarded as defense information,
(Aug. 1, 1848, ch. 724, § 142, as added Aug. 30, 195¢,
¢h, 1073, § 1, 68 Stat. 0410

Ex, Onn. No, 10859, ConMuUNICATION OF [InsTRICTED DATA
BY CENTRAL INTALLIGENCE AGENCY

Ex. Ord. No. 16863, Dec. 9, 1860, 25 PR, 12728, provided:

Py virtue of the suthority vested i e by the Atomde
Energy Act of 1004, s amended {(herelnafier referred 1o
ns the Act; 42 U.S.C. Z011 ef seg.) [ihis chapter], and as
President of the Unlted States, it is ordered as follows;

The Central Inicllipence Agency Is hereby suthortzed o
communicate for Intelligence purposes, in accordance
withh the terms and conditions of any agreement for ¢o-
operation arranped pursudant to subscetions 194 4, b, or ¢
of the aot {42 U.S.C, 2162 {a), (L), or {¢j}, such restricted
data and data removed from the resiricted data cateposy
under subsection 1¢2d of the Act (42 USGC. 2162(d))
feubsection {d) of this scetton] as Is determined

(§) by the President, pursuant to the proviclons of the
Act, ot .

(1) by the Atomic Pnergy Commission and the Depart-
ment of Defenze, fointly pursuant to the provisions of
Executlve Crder No. 10841 [set cut ns & note under section
2153 of this titie], to be franamissible under the agree-
ment for cooperation involved. Such communicaticns
shall be effected ihrough mechanieoms estabilshied by the
Central Intellipence Agency in aceordance with the terms
and conditions of the ngreement for conperalion Invalved:
Provided, that o such communication shall be made Ly
the Central Intelligence Agency untill the proposed com
munication has been authorized either in accocdance
with procedures adopted Ly the Atomic Energy Cominls-
slon and the Department of Defense and applicable to
conduct of programs lor coaperation by those agencles,
or In atcordance with procedures approved Ly the Atomic
" Energy Commlssion and the Depariment of Defenge and
epplicable to conduct of programs {or cooporation by ibe
Central Inteiligeuce Agency.

Dwiciit D. BI3ENHOWER

Ex. Onn, Wo, 11057, COMMUNICATION OF
ResTRICTED DaATA BY DEPARTMENT ©F STATE
Ex. Ord. No, 11007, Oct. 18, 1662, 2% F.R, 10209, provided:
By virtue of the authority vesterd in me by the Atomic
Energy Act of 1854, as amended (bereinnficr referred 1o
a8 the Act; 42 U.5.C, 2011 ot seq.) [thic ¢chapler], ond os
Presldent of the Unlted States, [t 1s ordered as follows:
The Departinent ¢f State is hereby avthorized to com-
municate, In accordsnces with the terins and conditions
of sny agreement tor cooperation srranped pursuant 1o
subseciion 144D of the act (42 U.5.C. 2164(b)), such re-
-strleted data and data removed from the restricted data
category under subsectlon 142d of the ect (42 U.S.C.
2182(d}) [subsec. (d} of thls section] as is determined
(1) by the President, pursuant to the provisions of the
Act, or
(i1) by tho Atomic Energy Comimission and the Departe
ment of Defense, jointly pursuant to the provislons of
Executlve Order No. 10841, aa amended [Set out as a
note under section 2153 of this title}, to be transmissible
under the agreement {or couoperation involved, Such
communications ghail be eiected threugh mechanisms
established by the Diepartment of State In accordance
with the terms and conditions of the agresment for ¢o-
operation involved: Provided, that no such comrmunica=
tion shall be made by the Department of State until
the proposed communleation has becn authorized elther
in seccordance with procedures adopted by the Atomle
Enargy. Commilssion and the Department of Defenss and
applicable to conduct of programs for cooperation by
those agencies, or in accordance with procedures approved
by the Atomic Energy Commisston snd tae Department
of Defense and spplicable 1o conduct of programs for
cooperation by the Department of State.
. JoHw F. KENNEDY

TITLE 43.~-THDE PUBLIC IEALTH AND WILIFARR § 2184

§ 2103, Accesy {n Hestricted Data,

The Comurnission may authorize any of s em-
ploveos, or exnployecs of any contracior, prospective
contractor, Heensee or prospectlve licensee of the
Cominission or any other person authorized access
to Restricted Data by the Commission under section
2185 (1) and (¢) of this title to permit any emiployee
of an agency of the Department of Delense or of its
contraciors, or any member of the Armed Forces to
have secess to Bestricted Data required in the per-
formance of his duties and so certified by the head of
the appropriate agency of the Departinent of Defense
or iis designee: Frovided, hawever, That, the head of
the apprepriate agency of the Department of De-
fense or his designee has determined, in accordance
with the establishied personncel security procedures
antd standards of such agency, that permitéing the
mernber or employee to have access to such Re-
stricted Date will not endanger the common defense
and security: And provided further, That the Secre-
tary of Delense finds that the established personnel
and other seclrity procedures and standards of such
azency are adequale and in reasonable conformity
to the standards established by the Commission
under section 2165 of this title. (Aug. 1, 1945, ¢h.
24, § 143, as added Aug. 30, 1954, ch. 1072, § 1, 63
Stat. 541, and amended Aug. 6, 1855, ch. 1015, § 14,
70 Stat. 1071, Sept. 6, 1881, Fub. L. 87-206, § 5, 75
Stat. 476.)

AMENDMENTE

1881—Puly. L, 87-206 Inseried the reference to sub-
section {¢) of section 2155 of this title,

1G66—Act Aug. €, 10536, insorted between the words
“Heeneee of the Commisslon” snd the words “to permit
any employee” the words "or any other perron puthorized
access o Restrieted Data by the Commisslon undar sece
tion 2165 (b) of this title”.

§ 2154, International cooperation,
(a) By Commission,

The President may autherize the Commission to
cocperate with another nation and to communicate
to that nation Restricted Data one—

(1) refining, purification, and  subsequent
treatment of source mauterial;
(2) civillan reactor development;
13) production of special nuciear material;
(4} health and safety;
{3) industrial and other applications of atomic
energy for peaceful purposes: and
(6) research and develcpment relating to the
foregoing:
Provided, however, That no such cooperation shall
invoive the communication of Restricted Data re-
lating to the design or fabrication of atomic weap-
ons: And provided further, That the cooperation 1s
undertaken pursuant to an agreement for coopera-
tion entered into in accordance with section 2153 of
this title, or is undertaken pursuant to an sgreement
existing on August 30, 1954.
(b) By Department of Defense.

The President may authorize the Departinent of
Delense, with the assistance of the Commission, to
cooperate with snother nation or with a regional
defense organization Lo which the United States s s

PR
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§ 2165

party, and to eommunicate to that nation or or-
ganization such Restricted Data Gncluding design
information) es ls necessary {o— .

(1) the development of defense plans;

(2) the training of personnel in the employ=
ment of and defense against stomic weapons and
other military applications of atomic CNergy;

(3) the evaluation of the capabilities of poten~
tial enemies n the employment of stomic Weapons
angd other military applications of atomic energy;
and

(4) the development of compatible delivery
gystems for atomic wespons;

whenever the President determines that the pro-
posad cooperation and the proposad communication
of the Restricted Data will promote and will not
constitute an unreasonshle risk to the common deg~
fense and security, while such cther nation or or-
ganization is participating with ihe United States
pursuant to an international arrangement by sub-
stantial and material contributions to the mutual
defeuse and security: Provided, however, That the
cooperation is undertaken pursuant to an agrec-
ment entered into {n accordance with section 2153
of this title, *

(¢} Exchange of information concerning  atomic
weapons; research, devclopment, or design, of
military reactors,

In eddition to the cooperation authorized in sub-
seclions (o) and (b) of this sectioni, the President
may authorize the Commission, with the sssistance
of the Department of Defense, to cooperate with
another nation and--

(1) to exchange with that nation Restricted
Data concerning atomic weapons: Provided, That
communication of such Restricted Data to that
natlon is necessary to improve its atomic weapon
design, development, or fabrication eapability and
provided that natlon has mnde substantial prog-
ress in the dovelopiment of atomic weapons: and

(D) Lo communieats or exehanie with (had nne
ton Iestrieted Datn concerning researel, de-
velopmient, or deslgn, of military renciors,

whenever the President determines that the Prow

poscd cooperation and the communication of the
proposed Restricted Data will promote and will not
constitute an unreasonable risk to the commen de-
fense and security, while such other nation js par-
ticipating with the United States pursuant to an
international arrangement by substantial and ma-
terial contributions to the mutual defense and se-
eurity: Provided, howzver, That the cooperation is
undertaken pursuant to an agreement entered into

In accordance with section 2153 of this title.

(d) Comrr}unication of data by other Governmental
agencies.

The President may zuthorize any agency of the
United States to communicate in accordance with
the terms and conditions of an agreement for co-
operation arranged pursuant to subsection (a), (b)),
or {c) of this section, such Restricted Data as s
determined to be transmissible under the agreement
for cooperation involved. (Aug. 1, 1846, ch. 724,

§ 144, as added Aug. 30, 1954, ch. 1073, § 1, 68 Stat. .

942, and amended July 2, 1558, Pub. L, 854789, §§ b—-
7, 72 Stat. 278.) .

TITLE ¢2—THE PUBLI® HEALTE AMD WELFARE

Page 8073

AMENDMENTS

158 —SJubses, (a). Pub. L. B5-4%9, §5. aubstituted
“clvilien reactor development' for “resctor development”
in et (2.

Suhsee. (b)), Pub. L. 85-470, § 8, authorized commund-
catlon of design (nformation. of data concernlng other
military applications of atomic energy necessary for the
iradntng of personncl or for the evaiuation of the capo-
alittes of potentisl enemies, and of data necessary to the
developmeat of compatible dellvery systems for atomde
weapans, and eliminated provisions wileh prohlblted com-
munteation of data which would reveal lmportent n-
formation coneernlng the design or fabricatlon of the
nuclear components of atomic WeLDoNA.

Subsees. (¢) and (d). Pub. I, 85470,
subseos. (¢) and (d).

§ 7. added

§ 2163, Sccurity resirictions.
(a} On econtractors and licensees,

No arrangement shall be tnade under section 2051
of this title, ne contract shall be mada or continued
in effect under section 2061 of this title, and no
license shall be issued under section 2133 or 2134 of
this title, unless the person with whom such ar-
rangement is roade, the contracior or prospective
contractor, or the prospective licensee agrees in
writing not to permit any individual to have aceess
to Restricted Data until the Civil Service Commis-
sion shall have made an investipation and report to
the Comumission on the character, assceiations, and
loyalty of sueh individual, and the Commissicn
shall have determined that permitting sueh person
to have access to Restricted Data will not endanger
the common defense and security.

(b) Employment of personnel; eecess to Restricted
Dats,

Except as authorized by the Commission or the
General Manager upon a determingtion by the
Corunission or General Manager that such action is
clearly consistent with the national interest, no in-
Gividual shall be employed by the Commission nor
shall the Commission permit any Indlvidual to have
uecess Lo Restricted Dala untdl the Clvll 3ervice
Conunlaslon shindl have mnde an {nvestigation and
report othe Commission on the character, assa-
cintions, and loynlty of such individual, and the
Cemmlssion shall have determined that permlitting
such person to have access to Restricted Dats will
Dot endanfer the common defense and securlty.
{e) Acceptance of investigation and elearance granted

by ether Government agencics.

In lieu of the investigation and report to be made
by the Civil Service Commission pursuant to sub-
section (b) of this section, the Commission may ac-
cepl an investigation and report on the character,
associations, and loyalty of an individual made by
another Government agency which conducts per-
sonnel security investigations, provided that a see
curity clearance has been granted to such individual
by another Government agency based on such in-
vestigation and report.

(d) Investizations by FEI.

In the event an investization made pursyant to
subsections (a) and {(b) of this section develops
any data reflecting that the individual who is the
subject of the investigation is of questionable loy-
aity, the Civil Service Commission shall refer the
matter to the Federal Bureau of Investization for
the conduct of & full feld investigation, the results
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of which shall be furnished to the Clvil Service
Commission for its information and appropriate
sction.

{e) Same; Presidential investigation.

If the President deems it to be in the nationzl in-
terest, he may from time to time determine investi-
gations of any group or ¢lass which are required by
subscctions (aY, (b)Y, and (¢r of this seclion to be
made by the Federal Bureau of Investigation.

() Certification of specific positions for investiga-
tion by FBIL

Notwithstanding the provisions of subsections {a),
{b}, and (¢) of this section, a majority of the mem-
bers of the Commission shall certify those specific
positions which are of g high degree of Unportance or
sensitivity and uipen such certification the investiga-
tion and reports reguirved by such provisions shall be
made by the Federal Bureau of Investigation.

{g) Investigation standards.

The Commission shall establish standards and
specifications in writing as to the scope and extént
of investigations, the reports of which will be util-
fzed by the Commission in making the determira-
tion pursuant to subsections (a), (b}, and {¢) of this
section, that permitting a person access to restiicted
data will not endanger the common defense and
security. Such standards and specificatlons shall
be based on the location and class or kind of
work to be done, and shall, among other considera-
tions, take into account the degree of importance to
the common defuonse and security of the restricted
data to which asccess will be permitted.

{h) War time clearance,

Whenever the Congress declares that a stats of
war exists, or in the event of a natlonal disaster
due to cnemy attack, the Commission s authorized
during tho stite of war or period of nattonnl disaster
due Lo enemy utlick to employ tndividuals and to
permit individuals access to Restrloted Date pending
the investigation report, and determination required
by subsection (b) of this section to the extent that
and so long as the Comumission finds that such &c-
tlon is required to. prevent impairment of its ac-
tivities in furtherance of the common defense and
-security. (Aug. ], 1646, ch. 724, § 145, &5 added Aug.
30, 1854, ch. 1673, § 1, 68 Stat. 942, and amended
Aug. 19, 1958, Pub. L. 85-68], § 5, 72 Stat. 633; Sept.
6, 1961, Pub, L. 87-206, § 6, 75 Stat, 476; Aug. 29,
1862, Pub, L, 87-615, § 10, 76 Stat. 411.)

AMENDMENTS

1962—Subsec. (). Pub. L. 87615 deleted the comma
following “investigation’.

1861-—5ubsec. (¢). Pub. L. 87-204 added subsec. (c}
Former gubsec. (¢) redesipnated (d).

Subsec. {d}. Pub. L. 87-200 redesignnted former subsec
{c) as (d), Former subsec. {d) redeslgnated {e}.

Subsec, (o). I'ub L, BY-200 redesdgnaied former subsec
fd} a8 (e} and amended Ve provistons by aubstituting
“delermine that™ for Ycuuse investigatlons™, lnserting
reference to subsecction (¢} of thls sectlon and eiimi-
naving “instead of Dy the Civil Service Commnission”
fellowing “Federal Bureau of Investigation.” Former
subsec. (¢) redesigaated (f).

Subscc., (I). Pub. L. 87-200 redesignated former subsec
(¢} a5 {I} and amended the provisions by Ilnserting
reference o subseciion (¢} of this seciion and eliminating
“inetead of by the Civll Service Commisslon” following

"Federal Bureau of Investlgation.” Former subsec. (f)
redesignated (g).

Subsec. {g). Pub. L. B7-204 redesipnated former subsec.
{1) vs (g) and amended the provisions by substituting
', the reporis of which will be utiilzed by the Comminsion
in meking the determingtion, pursuant to subsecilons
{n), (B}, sand (¢} of this sectlon, that permitting a per-
son recess to restricted data will pot endanger the coms
mon defense and securliy” for “to be made by the Civil
Servico Cornmisslen purauant to subsectlons {&) and ()
of this sectlon,” Former subsec, (g} redesignated (h).
. Bupsec. (h). Pub. L. 87-203 redeslgnated former subsec.
(g) ns {h),

1958-—Subaee, {(g), Puh, L, B5-681 sddded subsec, (g).

Cro5E REFERENCE
Arms control and disarmament gecurlty .restrictions,

. ece stction 2586 of Titls 23, Forelgn Relaticns snd

Intercourse.

§2165. Applicability of other laws.

() Sections 2I161—-2165 of this title shall not
exclude the applicable provisions of any other laws,
excopt that no Government agency shall take any
action under such other laws inconsistent with the
provisions of those sections.

(b The Commission shall have no power t¢ con-
trol or restrict the dissemination of information
other than as granted by this or any other law.
(Aug. 1, 1945, ch. 724, § 146, as added Aug. 30, 1854,
¢h. 1073, § 1, 68 Stat. 943.)

o
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PHYSICAL AND PROCEDURAL

(Stare Department/AID/USIA); Selected excerpts

UNIFORM STATE/AID/USIA REGULATIONS

900 - Physical and Procedural Security

801 Policy

901.1 Interests of National Defense

The interests of national defense reguire the
preservation of the ability of the United States
to protect and defend itself against all hostile
or destructive action by covert or cvert means,
including espicnage as well as military action,
Therefore, certain official information ::écin-
cluding that in the field of foreign relationssh )
affecting the national defense must be protected
against unauthorized disclosure, K (See section

911.2.)%

901.2 Safeguarding OQificial Information

Executive Order No, 13501 of November 5,
{18 F.R. 7047), as amended (note following
50 U.5,C. 401}, provides for the safeguarding
of official information which requires protection
in the interests of national defense.¥For the
types of foreign policy infermation which may

1953

fall within the criteria of national defense, see
sections 911.2 and 911, 4.3

}4:901.3 Safepuarding Other Official Information

The Freedom of Information Act (5 U.S,C, 552)
recognizes the necessity for the Government to
withhold frem public disclosure certain cate-
gories of records in addition to those containing
information specified in Executive Order 10501
and other Executive Qrders, These include,
but are not limited to, records the disclosure
of which would be a clearly unwarranted in-
vasion of rersonal privacy or would violate a
privileged relationship,

The absence of a security classification or an
administrative control designation on a record
should not be regarded as authorizing the public
disclosure of information contained therein
without independent consideration of the appro-
priateness of the disclosure, In this regard,
Department and Agency policy with respect to
disclosure of information under the Freedom

of Information Act, or otherwise, does not alter
the individual's responsibility arising frorm his
employment relationship with the Department
or Agency.Xk

SOURCE: U.S5. Department of State.
physical and procedural.

1 v. (various pagings)

Uniform State/AID/USIA security regulations
[Washington, U.S. Govt. Print. Off.] 1969.

>
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901,4 Limitation

The requirerment to safeguard information in
the national defense interest and in order to
protect sources of privileged information in
no way implies an indiscriminate license to
restrict information from the public. It is
important that the citizens of the United States
have the fullest possible access, consistent
with security and integrity, to information
concerning the policies and programs of their
Government,

801.5 Scope

These regulations prescribe the security

rules for classifying, marking, repreducing,
handling, tranemitting, disseminating, storing,
regrading, declassifying, decontrolling, and
destroying official material in accordance with
itz relative importance., They are intended

to ensure accurate and uniform clagsification
of such information and to establish standazde
for ite protection, as reguired by Executive
Creder 10501,

I ’ ke

901,6 Responaibility

a, Primarx

The specific responsibility for the maintenance

of the security of classified or controlled informa-
tion rests with each person having knowledge or
physical custody thercof, no matter how obtained,

b. Individual

Each employee is responsible for familiarizing
himaelf with and adbering to all security
regulations,

c, Sugervisorx

The ultimate responsibility for safepuarding
classified and administratively controiled
information as prescribed in these regulations
rests upon each supervisor to the same degree
that lie ia charged with functional responeibility
for his organizational unit, Supervisors may,
however, delegate the performance of any or ali
of these functions relating to the gafeguarding
of material,

d.  Organizational

The Offices of Security in State, USIA, arnd
AL, D, are responsible for physizal and

.persaanel security in their respective agencies,

The Qifice of Communications in the Department
of State in respensible for cryptographic security,
For administration and enforcement, see section

990. -
Limitation

Recponsibility for safeguarding classified and
controlled information and records shall not
be construed as authority to determine whether
records may be withheld from the public when
requests for their disclosure are made cnder
the Freedom of Information Act (3 U.5.C, 552).
Such requests must be referred in the manner
described in section 943.2 for processing in
accordance with applicable agency regulations.
(State, 6 FAM 460; A.L D., M,O, 820.1;
USIA, 22 CFR 503, 5-503, 7, )35
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910 CLASSIFICATION AND CONTROL OF
INFORMATION AND MATERIAT

911  Avthorized Classifications

911.1 Classification Categories

Classification of official information requiring
protection in the interests of national defense
shall be limited to one of the three authorized
categories of classification, which in descend-
ing order of importance are: Top Secret,
Secret, and Confidential, No other classifi-
cation shall be used to identify defense infor-
mation, including military information, requir-
ing protection in the interests of national
defense, except as expressly provided by
statute,

911.2 Dbefense *¥and Foreign Policy sk
Information

The Attorney General of the United States on
April 17, 1954, advised that defense classgi~-
fications may be interpreted, in proper in-
stances, to include the safeguarding of infor-
mation and material developed in the course

of conduct of foreign relations of the United
States whenever it appears that the effect of

the unauthorized disclosure of such information
or material upon international relations or
upon policies being pursued through diplomatic
chanrels could resuit in serious damage fo

the Nation, The Attorney General further
noted that it is a fact thaf there exists an
interrelation between the foreign relations of
the United States and the national defense of
the United States, which fact is recognized

in section | of Executive Order 10501, Dlustra-
tive examples of such information which may
require classification include but are not
confined to:

a. Information and material relating to
cryptographic devices and systems.

b. Inforrmation pertaining to vital defense
or diplomatic Programs or operations.

¢. Intelligence or information relating to
intelligence operations which will assist the
United States to be better prepared to defend
itself against attack or to conduct foreign
relations.

d.  Information pertaining to naticnal stock-
piles, requirements for strategic materials,
critical products, technological development,
or testing activities vital to national defense,

e. Investigative reports which contain infor-
mation relating to subversive activities affect-
ing the internal gecurity of the United States,

f.  Political and econornic reports containing
information, the unauthorized disclosure of
which may jeopardize the international relations
of the United States or may otherwise affect

the national defense.

g. Information receivegd in confidence from
officials of a foreign government whenever it
appears that the breach of such cenfidence
might have serious consequences affecting
the national defense cr foreign relations.

TL:CR-50 & TL:8Y.3
6-16-69

COMMUNICATIONS AND RECORDS

5 FAM 910
(#) Revision



CRS5-33

UNIFORM STATE/AID/USIA REGULATIONS

f 911.3 Classification of Defense Information 911.3-3 Confidential

Except as may be expreasly provided by
statute, the use of the classification Confidential

911.3-1 Top Secret

Except as may be expressly provided by statute,
the use of the classification Top Secret shall

be authorized by an appropriate official only

shall be authorized, by an appropriate official,
oaly for defense information or material the
unauthorized disclosure of which could bae

‘for defense information er material which
requires the highest degree of protection,

The Top Secret classification shall be applied
ronly to that information or material the defenre
‘or diplomatic aspect of which is paramount and
the unauthorized disclosure of which could
result in exceptionally grave darmage to the
Nation, such as leading to a definite break in
diplomatic relations affecting the defense of
the United States, an arrned attack against

the United States or its allies, a war, or the
compromise of military defense plans, ine
telligence operatione, or scientific or techng-
logical developments vital to the national
defense,

pPrejudicial to the conduct of Uniteq States
foreign relations or the defense inierests of
the Nation,

011.3-4 Unclassifie_q

Normally, unclassified material should not

be marked or stamped "Unclassified" unless
it is essential to convey to its recipient that

it has been examined specifially for the need
of 2 deferise clagsification or control designa-
tien and has been determined not to require
such classification or coentrol. However,
Preprinted forms such ag telegrams, which
make provision for an assigned classification,
shall include the term "Unclassified' if the
information contained the text is neither
clasgified now administratively controlled,
*Envelopes contzining unclassified information
to be sent by diplomatic pouch must be marked
or stamped "UNGLASSIFIEDY ofr both eides,
{See section 956, 5, yds

911,3-2 Secrg\_‘._

Except as may be expressly provided by
statute, the use of the classification Secret
shall be authorized by an appropriate official
only for defense information or material the
unauthorized disclosure of which could result
in serious damage to the Nation, such as
jeopardizing the international relations of the
United States or its allies, endangering the
effectivencss of a Program or policy of vital
importance to the national defense, or Compro«
mising important military or defense plans,
scientific or technological developments
Important to national defense, or information
revealing importart diplomatic or intelligence

operations.
5 FAM 911, 3 COMMUNICATIONS AND RECGADS Ti:CR~50 & TL:SY-3
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811,4 Authorized Administrative Control
Degignation

911.4-1 Limited Official Use

The administrative control designation Limited
Official Use is authorized to identify non-
classified information which requires physical
protection comparable to that given "Confident-
ial’ material in order to safeguard it fraom
unauthorized access. Matters which should

be administratively controlied include infor-
mation received through privileged scurces
certain personnel, medical, investigative
*commercial, and financial® records; specific
references to contents of diplomatic pouches;
and other similar raterial,

S Documents which routinely would be made
avallable to the public upon request pursuant
to the provisions of the Fresdom of Information
Act (5 U.S5.C. 552) should not be administratively
controlled. See State, 5 FAM 480; A,1,D,,
M. O, B20.1; USIA, M.O.A, III 526.3K

811.5 Restricted Data

a. "Restricted Data'" {s a term used in
connection with atomic energy matters. Saction
I1r of the Atomic Energy Act of 1954 defines
Restricted Data as follows:

"The term 'Restricted Data'! means all
data concerning:

"{I) Design, manufacture, or utilization
of atomic weapons;

l!(z)

material;

The production of gpecial nuclear
or

{3} The use of special nuclear material
in the production of energy, but shall not
include data declassified or removed
from the Restricted Data Category, "

b. Restricted Data shall be classified Top
Secret, Secret, or Confidential. Refore any
PeTson may be permitted to have access to
Restricted Data, he must have a "Q' clearance
from, or the special permission of, the Atomic
Energy Commission, Nothing in these regu-
lations shall be construed as superseding any
requirerents of the Atomic Energy Act of 1954,
Restricted Data shall be handled, protected,
classified, downgraded, and declassified in
confermity with the provisions of the Atomic
Energy Act of 1954 and the regulations of the
Atomic Energy Commission.

#c. A cover sheet, JF-42, Restricted Data,
bearing the appropriate defense classification
top and bottom, shall be used to cover each
copy of each docurment marked "Restricted
Data,' (See Appendix V (p. 1B.)%&

911.6 Limitations

No other security classification or admini-
strative control designation shall be used on
documents originating in the Department, Usla,
and A, LD, without the specific approval of

the appropriate Office of Security,
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912 Principles of Classification and Control

912.1 Assigning a Classification or
Control Designation

&, The originator of a document ia responsi-
ble for the original assignment of its clasgi=-
fication or control devignation. Documents

or materials shall be classified or controlled
according to their own content and not neces-
sarily according to their relationship to other
documents. Each decument or item of material
ehall be assigned the lowest clagsification or
control designation consistent with the proper
protection of the information in it. ¢ Docu-
ments or material containing references to
classified material which do not themuselves
revesl clasrified information are not to be
clepsified. (Sce sections 912.2 and 912.3, )5k

b. The practice of assigning to a document

a classification or control degignation exceed-
ing the degree of protection required may
appear to be a simple, innocuous means of
providing extra protection in the intercstas of
security., To the contrary, overclaesification
and unneceseary control of documents regult
in the establishment of cumbersome admini-
etrative procedures and seriously hamper
operations, especially abroad, even to the
extent of defeating the purposes for which

the documents are intended, Overclasgi-
fication and unnecessary control cause delays
in handling and may preclude the accessibility
of documents te personnel who should be work-
ing with therm,

B12.2 Physically Connected Documents

The classification or administrative control
designation assigned to a file oy group of
Physically connected documents must be at
least as high an that of the most highly clagsi-
fied or controlied document in it. Documents
separated from the file are handled in accord-
ance with their individual ¢lassification or
control designation, A cover sheeat, JF-18,
Classified or Controlled File, may be placed
on the front of each file or group of physically
connected documents, marked to indicate the
highest classification or control designation

it covers, or the front and back of the folder
must be stamped or marked according to the
highest classification or designation of the
combined information contained in it.

B12.3 Transmitting Communication

A transmitting communication shall bear a
classification or control designation at lsagt
as high as the most highly claseified or con-
trelled docurmsnt it covers, The transrmitting
communication also must be marked with {tg
appropriate group marking. (See section

966.1.}

P12.4 Foreign Government Classified
Information

Information furnished by a foreign govern-
ment or by an international organization with
restrictions on its disgemination must be
protected according to the instructions speci-
fled by the foreign government or internutional
organization furnishing the information.

$12.5 Multiple Classifications
or Control Degirnations

A document must bear a classification or
administrative control designation at least

as high as that of its most highly clessified

or controlled component, Pages, paragraphs,
sections, or components may bear dilferant
classiflications or a controt desipgnation, but
the document shall beay only ene ogver-all
clazsification or control designation. When
scparate portions of a decument are marked
with different classifications or contro] design-
ations, each portion bearing a single clasasi.
fication or control deeignation (inrcluding
"Unclageified'") shall be set off with the phraces:

"Begin it "Eﬂd 1
(Ineert clagei- {Insert clagei-
cation or cation or

designation, } deeignation. }
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840 SAFEGUARDING AND DISSEMINATION
OF CLASSIFIED AND ADMINISTRA-
TIVELY CONTROLLED IKFORMATION

841 Principles Governing the Saferuarding
of Classified and Controiled Information

841.1 Authorization for Access and Use

Classified or administratively controlled in-
formation must be given only Lo those persons
who require and are authorized to receive

the information in the.course of the perform:-
ance of their official duties; who have an
appropriate and current security clearance;
and who have adequate facilities for protection
of documents or other tangible matters,

Special and specifically authorized clearances
are required for access to information identi-
fied as Restricted Data, Cosmic, SEATOQ,
CENTO, Cryptographie, Intelligence, Office
of Security, and other information given
special protection by law or regulation.

941.2 Need-to~Know Doctrine

A person is not entitled to receive classified
or administratively controlled information
solely by virtue of his official pusition or by
virtue of having been granted sccourity clear-
ance. The "need-to-know' doctrine shall be
enforced at all tirnes in the interest of good
security,

841i.3 In Conversation

The discussion of classified or administratively
controlled information must not be held in the
presence or hearing of persons who are not
authorized to have knowledge thereof,

Classified or administratively controlled
information must not be discussed in telephone

conversations,

8941.4 Control on Dissemination

The dissemination of classified or administra-
tively contrelled information must be carefully
controlled at all times. This includes main-
tenance of adequate records of transmission
and receipt and the imposition of strict lirmita-
tions on the number of copies prepared or
reproduced,

941.5 Restriction on Personal Use

Classified or administratively controlied in-
formation must not be used for personal
interests of any employee and must not be
entered in personal diaries or other nonocfficial
records,

941.6 Access by Foreign National Employees

Classified information must not be dictated to,
typed, or otherwise prepared by lacal employees.
This restriction rnust not be tircumvented by

the assignment or classifications after a local
employee has prepared a particular document,
However, when warranted, inforration collected
by local employees and prepared in report form
by such employees may receive classification
protection by appending such reports to classi-
fied transmittal reports prepared by U. 5,
employees,

Except as noted in sections 941, 6-1, 941.6-2,
and 941, 6-3, classified or administratively
controlled information must not be made avail -
able to, or left in the custody of, Foreign
Service local employees or alien employees
resident in the United States: nor will such
employees be permitted to attend meetings
where clasgified or administratively controlied
information is discussed.

941.6-1 When local employees obtain informa-
tion from privileged sources or otherwise
develop information warranting an administra-
tive control designation or must be given access
to administratively controlled information or
material originated elsewhere in order to per-
form their official duties, they may be authorized
limited access to such information provided

that:

{a) The local employee's U, S, citizen
SUPETViSOr requests authority to permit access
to administratively controlled materiai ia
writing, specifying the reasons the employee
must have access in order to perform his
official duties and describing the type of mate-
rial, reports, etc., contemmplated for access,

(b)  The regional security officer concurs
in the request, issues a memorandum of
limited access, and recommends approval to
the principal officer of the post concerned.
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{¢} The principal officer rmust authorize
the limited access in writing. Such authority
shall be reviewed by each succeeding priaci-
pal officer, and he shall affirm or discontinue
such authority as he deems appropriate,

(d) The employce's access is not cone
strued to mean blanket authority to receive
administratively controlled information or
material, Select local employecs authorized
to have access to administratively controlled
material shall be permitted access only ta that
type of material specified in paragraph {a) of
this section on a strict "need-to-knew! basis,

841,6-2 When it is essential that information
contained in claesified documents (excluding
Top Secret) be disseminated to the broadcasting
service alien personnel resident in the United
States, in order for them to perform their
duties, such information must be Eiven verhally,
They 2re prohibited access to Top Secret in-
formation and are not authorized visual accens
to claseified documents or material,

$}841.8-3 Foreign Service local employecs in
very limited cases, may be permitted accegs
to Confidential information coming from or te
be delivered to the government of the host
country. The internal procedures for granting
access arc the same 2s those provided in the
foregoing parts of section 941, 6 with regard to
local employee access to administratively con-
trolled material, Almost al] instances of uge
of this authority will involve necessary trana-
lations, Access to such material should bhe
allowed only after consideration of the host
government's reaction to the particular Foreign
Service local employee's having such access,
When and where feasible, the local employee
should be given such access only after 2 respon-
sible agency of the hoat country has indicated it
has po objection to the specific local employce's
access to the information. #eok

©41.7 Access by Binational Center Grantees

Since appointments of Binational Center grant-
€cs are made only upon completion of a full
field investigation, classified information that
applies to their assignments and is necessary
in the performance of their duties may be made
available to them. Under no circumstances will
classified documents ke given to them for re-
tention at a Binational Center, (This authority
does not apply to those U, 5, citizens appointed
lecally whose salaries are raid from Binational
Center operating funds.)

£42 Report of Missing or
Comprised Documenta

Any employee who discovers that a classified
or administratively controlled document is
tnissing must make a prompt report to the
Office of Security or regionzl security officer
via his unit or post security officer, In the
case of a known or suspected compromise of
& Top Secret document or cryptographic mate-
rial, the report must be made immediately,
Telegraphic or aral reports must be followed
by a prompt submiesion K of & memorandum
addressed to the Office of Security or regional
security officer, which includes the follewing
information:

2. Complete identification of the material,
including, when possible, the date, subject,
originator, address, serial or legend markings,
classification, and type of material (i, €.,
telegram, memorandum, zirgram, ete,},

b, Where tomprormmise ig belived to have
occurred, a narrative statement detailing

the circumstance which gave rise to the com-
promise, the unauthorized person who had or
may have had access to the material, the steps
taken to determine whether compromise in

fact occurred and the office or post evaluation
of the importance of the material compromised,

€. Where a document is lost or missing, the
narrative statement should detail the movements
of the material from the time it was received

by the post or office, including to whom it wag
initially delivered; later routings; the persons
having access to the material; the time, date,

and circumoatances under which logns wasg real-
ized; and the steps taken to locste the material, e
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When material is either comprormised or
missing, identify if possible the person re-

sponsible and state the action taken with regard 303K

to the person and/or procedures to prevent a
recurrence.

Where cryptographic material is involved, a
report is alsc to be made to the Office of Com-~
munications (OC/5} using F$-507, Report of
Violation of Communications Security. 33

943 Official Dissemination

843.1 Distribution to Other Agencies

Classified or administratively controlled
material may be sent to other Federal depart-
ments or agencies or to officials and committees
of Congress or to individuals therein only
through established liaisen or distribution
channels. An excepticon is permitted when

4 post transmits classified or administratively
controlled material to an office of another

U. 8. Goverament agency within the executive
branch located outside the United States.

Classified or administratively controlled mate-
rial originated in anocther U, S, departrment or
agency must not be communicated 1o & third
department or agency without the consent of the
originating department or agency, including
material originated in State, Usia, and AL 1, D,
Such approval must be cbtained in writing, and
a record of the appreval and communication
must be maintained by the communicator.

943.2 Referral of Public Requests

Requests from the public for classified records,
whether made to a Department or Agency office
within the United States, or to a post abroad,
must be referred to the Chief, Records Services
Division (State); Director, Information Staff
(A.LD.); or Assistant Director, Office of Public
Information {USIA}, as appropriate,

Administratively controlled and unclassified
records may be released upon approval by
chiefs of mission at Foreign Service posts in
accordance with 5 FAM 482, 2., Administratively
controlled and unclassified records abroad of
A.L D, and of USIA may also be released by the
A.L D, country mission director and by the

USIA country public affairs officer respectively,
See M, O, 820.1 and M. O, A, IIT 526,

Requests for classified or for administratively
controlled records which the chief of mission
{(for A.1.D., the mission director, or for USIA,
the public affairs officer) has declined to make
available on his own authority, should be sub-
mitted to the appropriate agency, by operations
memorandum for State and USIA and by airgram
for A, I, D,, containing sufficient information to
permit consideration of the reguest,,

Classified or administratively controlled rec-
ords to Le made available to the public by the
above-identified authorized officers in the
United States and abroad must first be declassi-
fied or decentrolled in accordance with the
provisions of 5 FAM 966, 4,

For more detailed procedures on releasing
records to the public, see the appropriate
Department or Agency regulations, {State,
5 FAM 480, A, L D., M,0Q, 820.1; USIA,
M. O. A, IIH 526, )
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843.3 C(ilearance for Publication

b Any employeee writing for publication, either
in an official or private Capacity, must submit Rk

his manuscript for agency clearance if the con-
tent may reasonably be interpreted as related

to the current responsibilities, proprams, or
cperations of the employee's agency or to
curreat U, S, foreign palicy, or may reason-
ably be expected to affect U, S. foreign relations.
For detailed clearance Procedures, see 3 FAM
628 and 1865, M. O. £31,1 and MOA 11120, H2 3k

843.4 Use of Clficial Records

The regulations governing access to official
records are set forth in 5 FAM 483, M. O,
820.1, and MOA II] 526, They include proce-
dures to be folicwed for access to oificial rec-
ords for purposes of historical rescarch,

843.5 Release of Material to U, S, Citizen

Persomel Ciiside the Fxboiiiveg Branca

Classified and administratively controlied
material must not be released to persens who
are not security cleared U, S, citizen empleyees
of the executive branch of the U, 5. Government
until appropriate security checks andg bricfings
have been completed, Release of such raterial
or information shall be made only when con-
sistent with gecurity and administrative require-
ments, Responsibility for authorizing releasge
is vested as follows:

Top Secret, Secret, Canfidcnﬂ'_a‘_]_!m_an_d Limited

Qificial Uge Material --The concurrence of both

the director of the originating or action office
and the director of the Cifice of Security must
be obtained prior to the release of any claggi-
fied or administratively controiled information,
Either the originating or action office cchcerned
with the substance of the information may decide
whether it can be declassified or decontroiled
and released or whether it can be recleaced with-
out such action. If the information to be re-
leased remains classified or administratively
controlied, the Office of Security must epecify
the manner in which the release is to be effected
including special markings, receipts, and such
other safeguards as ave deemed neceasary to
ensure that the information reczives appropriate
protection,

843.6 Disseminztion Ordered or Requested by

a Courl of Law or Offier Oficial Bady

&. Except as provided in section 943. 2, any
subpena, demand, or request for classified

or controlied information or records from a
court of law or other official body shall he
handled in accordance with the regulations of
the agency concerned which pPrescribe proce-
dures for responding to subpenas (State, 5 FAM

485; USIA, MOA 111 527 and 625. 6) 3K

b.  Testimony involving claasified or admini-
stratively controlled informatiocn must not be
given before a court or other official body
without the approval of the head of the Depart-
ment or Agency concerned., An employee
called upon to give such testimony without prior
authorization shall state that he is not authorized
to disclose the information desired and that a
written request for the specific information
should be transmiited to the head of the Departs
ment or Agency concerned, Such testimony,
when 50 approved, ghall be given only under
such conditicas as the head of the department
Or dagency may prescribe,

€.  Reports rendered by the Federal Bureay
of Investigation and other investigative agencies
of the exccutive branch are to be regarded as
contidential, Al Yeports, records, and {iles
relative to the loyalty of employcer or prospec-
tive employees (including reports of such in-
vestipative agencies) ghall be maintained in
confidence, and shal] not be transmitted or
disclosed except &8 required in the efficient
conduct of businees, and then, enly in accord-
ance with the provisjons HFof the President's
directive of March 13, 1948, {See Appendix I1, 1

P44 Disseminaii_g_q to Foreign Governments

844.1 Disseminztion of Classified Defenee
Information to Yoreirn Governmentis
and International Orpanizations

For detailed instructions governing the releage
of classified information te foreign governments
and international organizations, see 11 FAM
600,

5 FAM 9433
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d. In the domestic service specific approval
to remove classified or administratively con-
trolied material for overnight cuztody must be
obtained from an office director or higher
authority. At posts, specific approval must be
obtained {rom the principal officer or officers
designated by him to approve such removais,

864.3 Transporting Classifiad and Admini-
gtratively Controlicd Muterial Acrose
Interuational Bordays

Classified and administratively controlled
material is carried agross international borders
by professional diplomatic couriers, Nonpro-
fessional diplomatic couriers are given such
material for international transmission only

in emergencies when the professional service
will not cover the area into which the pouch
must be carried or the post to which the pouch
is addressed within the time that official busi-
ness must be conducted, In such isolated cases,
the nonprofessionzl diplomatic courier must he
in possession of a diplomatic passport and cou-
rier letter, and his materizl must be enclosed
in sealed diplomatic pouches untilt delivered to
its official destination. Special procedures are
in effect for U, 8, --Mexican border posts.

£64.4 Perponal Hesponeibilitiss

The safeguarding of classified or administra-
tively controlled material removed from official
premises remains the personal responsibility
of the removing cfficer even though all condi-
tions of section 964 have been met,

864.5 Office Working or Reference Files

Information and working files accurmulated in
the course of Government employment are nat
personal files as defined in section 432, M. O,
520, 1, and MOCA IIl Exhibit 610A. The trans-
fer or removal of such working or reference
files shall be in accordance with the provisions
of sections 417 and 443.2, M. Q. 520.1, and
MOA 111 512, 6.

965 STORAGE AND ACCESS OF CLASSIFIED
AND ADMINISTRATIVELY CONTROLLED
MATFAIAL BY PERSONSNOTREGULARLY
EMPLOYED

965.1 Storage

Authorized consultants and contractors engaged
in work involving classified or administratively,
controlled material may not store classified or
administratively controlled material overnight
on their premises vnless the Office of Security
has granted approval fer such storage. No
classified or administratively controlled mate-
rial may be made available to consultants or
contractors off the official premises or trans-
mitted to such persons off the premiscs except
with the approval of the QOffice of Security,

965, 2 égcess

Contractors or consultants mavy not have access
to classified administratively controlled mate-
rials until a personnel security clearance has
been given or confirmied by the Office of Security.
Employees are personally responsible for ob-
taining clearance {rom the Office of Security
prior to release or transmitting of classified

or administratively controlled material to a
consultant or contractor addressee off the
premiseg. Normally, such material is sent
through the Office of Security.

TL:CR-50 & TI1.:8Y-3
6164609
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966 DOWNGRADING, DECLASSIFICATION,
AND DECONTROL

966.1 Automutic Changes

Classified and administratively controlled
material should be kept under review and be
downgraded, declassified, or decontrolled as
soon as conditions permit. When material is
assigned a classification or control designation,
it must also be assigned a group marking
and/eor identifying notation to effect ite auto-
matic dewngrading, declassification, or decon-
trol when the material no longer requires its
original degree of protection., There are five
standard group markings and identifying nota-
tions associated with the automatic downgrading
and declassification of classified material and
two identifying notations associated with the
automatic decontrol of administratively con-
trolled rmaterial. In atypical situations where
the standard group markings and notations do
not adequately describe the method or time-
phase intended to accomplish the automatic
dovwngrading procedure, the notations may be
enlarged upon or amended. Group markings and
identifying notations should be placed, whenever
possible, two spaces above the defence clagsi~
fication or control designation appearing at the
bottomn of page one on all copies.

$66.2 Classified Documents

§$66,2-1 Group 5 documents are those which
do not reguire & classification protection for
any regulatory period of time specified for

the protecticn of documents assigned to Groups
4 through 1. To the greatest extent possible,
classified documents that can be assigned to
Group 5 should be so assigned and be marked;

Group 5
Declassified following
(Date or conclusion of
specific event, or removall
of classified enclosures or|
attachments)

$66.2-2 Group 4 documents are those requir-
ing protection for 2 minimum number of years,
at the conclusion of which they may be declassi-
fied. Group 4 documents are automatically
downgraded one step each 3 years and are auto-
rnatically declassified 12 years after date of
erigin., Such docurments should be marked:

Group 4
Downgraded at 3-year intervals,
Declassified 12 years after date
of origin.

266.2-~3 Group 3 documents are those which
may be automatically downgraded but not auto-
matically declassified, Such documents should
be marked:

Group 3
Downgraded at 12-year intervalas,
not automatically declassified.

666,24 Group 2 documents are Top Secret
and Sccret documents which are 5o extremely
sensitive that in the intercsts of national de-
fense they must retain their classification for
an indefinite period of time. Oaly an official
empowered to exercise original Top Secret
classification authority may assign a document
to Group 2. Such documents must be signed
by the exempting official when his identity is
not apparent from the document itself and must
be marked:

Group 2
Exempted from automatic dewnprading
By

{Signature and Title of
Exernpting Official)

5 FAM 966
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966,2-5 Group ! documents are those classi-
fied docum=ants excluded from the automatie
downgrading and declassification provisions
because they contain information or material
as follows:

a. Originated by foreign governments or in-
ternational organizations not subject to the
classification jurisdiction of the U, 5. Govern-
ment.

b. Provided for by statutes, such as the
Atomic Energy Act,

€.  Specifically excluded from these provisions
by the head of the Department or Apency.

d. Requiring special handling, such as intelii-
gence and ¢ryptography.

Group | documents should be marked:

Group |
Excluded from automatic downgrading
and declassification,

966.2-6 Administratively Controlled
Documents

Limited Official Use documoents will be pro-
cessed in cne of two categories: (I} exempted
from automatic decontrol or (2) decontrolled
upon the conclusion of a specific event, rermoval
of controlied attachments, or the passage of a
logical period of time, Such docurments must
bear an appropriate natation but no group mark-
ing and shall be identified as follows:

Exempted from automatic decontraol,

or

Decentrolled following

{Date or conclusion of specific event,
or removal of administratively con-
trelled enclosures or attachments, )

966.3 Classified and Administratively
Controlied Telegrams B

Information contained in Top Secret, Secret,
Confidential, and Limited QOfficial Use telegrams
is subject to automatic downgrading, declassifi-
cation, and decontrol procedures to the same
extent as-the substantive contents of nontele-
graphic documents. In order to eliminate

costly transmissions, code symbols have been
substituted for group markings and identifying
notations which shall appear at the end of the
message text as the {inal paragraph as follows:

GP 4 for Group 4
GP 3 for Group 3
GP 2 for Group 2
GP I for Group !

Instructions for downgrading or declassifying
information should be appended as the final
unnumbered paragraph of the message text,
when such instructions do not coincide with
one of the four GP code symibols.

Since there is no GP code summbol for admini-
stratively controlled documents, the appropriate
notation must be added as the final unnumbered
paragraph of the message text, '

TL:CR-50 & TL:SY-3
€-16-69
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SECURITY CLASSIFICATION OF OFFICIAL INFORMATION,
DOD 5210.47
(Department of Defense); Selected excerpts

SECURITY CLASSIFICATION OF OFFICIAL INFORMATION

5210.47
Refs.: (2} DoD Directive 5120. 33, "Classification Management Dec. 31, 64ff

Frogram," January 8, 1963
(b) DoD Instruction 3120, 34, "Implementation of the Classi-
fication Management Prograrm, " January 8, 1§63
(c) DoD Directive 5122, 5, "Assistant Secretary of Defense
(Public Affairs),"" July 10, 1961
{d) DoD Directive 5200,1, "Safeguarding Official Information
in the Interests of the Defense of the United States, "
July 8, 1957
(¢} DoD Directive 5400, 7, "Availability to the Public of Dol *
Information,' June 23, 1947 *
{f} DoD Directive 5200, 10, "Downgrading and Declassifica-
tion of Classified Defense Information, " July 26, 1962
{g) DoD Directive 5230, 9, "Clearance of Department of
Defense Public Information," December 24, 1966 *
(h} OASD(M) multi-DaD memo. y 'DoD Instruction 5210, 47,
Security Classification of Official information,"
January 27, 1965 (hereby cancelled)

I. PURPOSE AND APPLICARILITY

In accordance with references (a) and {b), this Instruction provides
guidance, policies, standards, criteria and procedures for the security
classification of official information under the provisions of Executive
Order 10501, as amended, for uniform application throughout the
Department of Defense, the components of which, in turn, through

their implementation of this Instructicn, shall accomplish its application
to defense contractors, sub-contractors, potential contractors, and
grantees. Determinations whether particular information is or is not
Restricted Data are not within the scope of this Instruction,

II. DEFINITIONS

The definitions given below shall apply hereafter in the Department of
Defense Information Security Program.

SOURCE: U.S. Department of Defense. Seéurity classification of official
information. [Washington] 1964. 1 v. (various pagings)
At head of title: Department of Defense Imstruction. '
"Number 5210.47, Dec. 31, 1964."

1

#Second smendment (Ch L, 11/6/67)
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Clagsification: The determination that official information reguires,
in the interests of national defense, a specific degreé of
protection against unauthorized dis closure, coupled with a
designation signifying that such a determination hag been made,

Classified Information: Official information which hasg been
determined to require, in the intcrests of national defense,
Protection against unauthorized disclosuye and which has been
50 designated,

Declassification: The determination that classified information no
longer requires, in the interests of national defense, any degree
of protectioz} against unauthorized disclosure, coupled with a
removal or cancellation of the classification de signation,

Document: Any recorded information regardless of its physical form
or characteristics, including, without limitation, written or
printed material; data processing cards and tapes; maps; charts;
photographs; negatives; moving or ptil] filme; film strips;
paintings; drawinge; engravings; sketches; reproductions of such
things by any means or brocess; and sound, voice or electronic
re cordin'ga in any form,

Downgrade: To determine that classified information requires, in
the interests of national defense, a lower degree of protection
against unauthorized disclosure than currently provided, coupled
with a changing of the classification de signation to reflect such
lower degree,

Formerly Restricted Data: Information removed from Restricted Data
category upon determination jointly by the Atomic Energy
Commission and Department of Defense that such information

and that such information can be adequately safeguarded as’
clagsified defense information, (See subparagraph VI, D. 13,
. below, regarding foreign dissemination.) :

Information; Knowledge which can be Ccommunicated by any means,

Materjal: Any document, product or substance on or in which
— i
information may be recorded or embodied,

2 Section II
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Official Information: Information which is owned by, produced by
or ig subject to the control of the United States Government,

Regrade: To determine that certain classified information requires,
in the interests of national defense, a higher or a lower degree
of protection against unauthdrized disclosure than currenily
provided, coupled with a changing of the classification
designation to reflect such higker or lower degree.

Research: All effort directed toward increased knowledge of natural
phenomena and envirenment and toward the golution of problems
in all fields of science. Thie includes basic and applied research.

-Bagic Research, which ig the type of research directed toward
the increase of knowledge, the primary aim being a greater
knowledge or understanding of the subject under study.

Applied Research, which is concerned with the practical
application of knowledge, material and/or techniques
directed toward a solution to an existent or anticipated
military or technological requirement,

Restricted Data: All data {information) concerning (1) design,

© manufaciure or utilization of atomic weapons; (2} the production
of special nuclear material; or (3) the use of special nuclear
material in the production of energy, but not to include data
declassified or removed from the Restricted Data category
pursuant to Section 142 of the Atomic Energy Act. (See Section
11w, Atomic Energy Act of 1954, as amended, and "Formerly
Restricted Data. !}

Technical Information: Information, including ecientific information,
which relates to research, developrnent, engineering, test,
evaluation, production, operation, use and maintenance of
munitions and other military supplies and equipment,

Technical Intelligence: The product resulting from the colle ction,
evaluation, analysis and interpretation of foreign scientific and
technical information which covers (1) foreign developrents in
basic and applied rescarch, and in applied engineering techniques;
and {2) scientific and technical characteristics, capabilities, and
limitations of all foreign military systemas, weapons, weapon
systeme and materiel, the re search angd development related
thereto, and the production methods used in their manufacture,

3 Section IT
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Ii. POLICIES

A, Pra&ecﬁng Essential Informetion

W

2.

The Preaznble, BExecutive Ordor 10501, =& amended,
providss in pert ae followe:

"Whezeas the intsrosts of national defenze requive
the presorvaiion of the ability of the United Stutes

- to protect and defend {teelf against all hosatile oy
destructive action by coveri or overt means,
including espionage as well as military
action / ‘._7. «vo it I8 essential that certain official
information affe cting the natlonsl defenee ho

- protected uniformly against unauthorized dieclosure,®

The primary objective of the Classification Mzoagement
Program is to assure that officizl information {2 classified
accurately under Excceutive Order 10561, ae amendsd,
when in the interests of national defense it needs
protection againet unsuthorized disclosure,

Consistent with the sbove objective, the use and
spplicaticn of security classification to accomplish such
protection chall be limited to only that information which
ls truly eceentiel to national defense because it providss
the Unlted States with: '

a. A military or defenee zdvantage over eny forolgn
nation or group of nutions; or

b. A favorsble intsrnational posture; or

¢. A defensc postuve é&pabie of succeesfully realsting

hostile or desiructive action from within or without,
overt oy covart; ' ‘ - :

which could be damaged, minimized or lost by the
unauthoriesd disclosare or vee of tha information.

4 Section I, A,
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Informing the Public

The Departiment of Defence, in zccordance with the rolicy
of the United States Government, shall inform the American
public of the activiiies of the opartiment of Defenee to the
masximum extent conpintent Witk fhe best intereats of
nationnl defenme and ge curity. Nothing coutainsd herain,
however, shall e construed to puthorize or requirc the
public releaee of oificisl information. In thiz connection
tee reference (c).

Regrading and Declansification

In order to preverve the effectiveness arg integrity of the
classification sysiem, assigned classificatione shall be
reepansive at all times to the current needs of notional
defenge. When classified informeation is dstermined in the
interests of national defonss to require a different level of
protection than that presently assigned, or no longer to
require any such pretection, it chall e regraded or
declassified, :

Impropor Classification

Urnecessary clzasification and higher than DeCCHBATY

clagsification ahall he scrupulovsly avolded,

Migune of Claseificotion

Classification shall apply culy to official inforrmation
requiring protection in the interests of naticnal defengo.
It may not be used for the purpoee of concealing
administrative error or inefficlency, to prevens rerconal
or departmental embarrassment, to influence cornpetition
or judependant initintive, or to prevent reloass of

official information which does not require protection in
the interesta of national defense, :

5 &@cﬁi@n m' B' G. B: Et
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Bafeguarding privately owned ivformation

l. Privately cwned information, in which the Government
heas not established a propristary interest or over which
the Government has not exercised control, in whole or
in part, is not subject to classification by the private
owner under the authority of this Instruction. However,
& private owner, belisving hie inforimation requires
protection by security clagsification, is encourageid to
provide proteciion on a pereonal hasis and to contact
the nearest office of the Lirmy, Havy, or Alr Force for
aesistance and advice,

2. Secction 793 {a), Title 18 United States Code provides
penaltics for improper disclorure of Yinformation
relating to the national defense which information the
possess0r has reason to believe could be used to the
injury of the Uaited Stmf-s or to the advantage of any
foreign nation."

3. Sections 224 te 227 of the Atomic Energy Act of 1954,
' as amended, provide penaliies for the improper
obtzining, disclosure or une of Restricted Data.’

Safeguarding official information which is not gubject to
security classification

Official information which doee not qualify for secur ity
classification or hae been declassified, and which pursvant
to lawful authority requires protection from unauthorised
digclosure or public releasee for reasons other than
national eecurity or defense, shzll be handled in
&cecordance with references (¢) and (g}.

IV. CLASSIFICATION CATEGORIES

"

anere.l

All official information which requires protection in the
interests of national defense shall be classificd in one of the
three categories deacribed below, Unless expressly provided
by otatute, no other claesifications sre authorized for
United Statee classified information, Appendix A gives

6 Saction my F. G.
E"@mn Wp A.-
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examples of information which may come within the various
categories. Section VI. below provides specific eviteria
for dstermining whether information fulls withis these
caztegories,

TOP SECRET « The highest level of classzification, TGP
SECRLEY, shzll be applied only to that informatien or
material the defense aspect of wiich is parawmount, and the
unsuthorized diceciosure of which could result in Sﬁg}g‘ggor@nv
grave demage to the Nation; mich as, leading to a definiie
break in diplomatic velations affecting the deivnee of the
United States, zn armed attack against the United Sistes or
its 2allies, a war, or the compromise of militery or defenge
plans, or intelligence operations, or ecisniific or
tecknological developments vital to the nationsl defense.

The uvse of the TOP BZCRET classification shall be severely
limited to information or material which reguires the utmost
protection. (See Partl, Appandix A.)

SECRET - The second highest level of classification, SECRET,
shal] be applicd only to that information or material the
unauthorized disclosure of which covld result in pericus
damage to the Nation; such as, by jeopsrdizing the
international relations of the United States, endangering
the effectiveness of a program or policy of vital importance
to the national defense, or compromising irascriant
military or defense plane, scientific or fechnalopicnl
developimente important to naticnal defense, or information
revealing important intelligence cperstions. (Seoes Fart I,
Appendix A).

CONVFIDENTIAL - The lowest level of clzrsification,
CONFIDENTIAL, shall be zpplicd only ta that inforranticn

or material the unauthorized diaclosure of waich could ba
prejudicial to the defense intercsts of the Mation.

(See Part I, Appendix A.) The dc eignstion "CONFIDENTIAL -
MODIFIED HANDLING AUTHORIZED, ¥ which is not a

separate clzssification category, ideniifies certain
CONFIDENTIAL information wertainins to cornbat or
combzt~related operations which, becauce of combat or
combat~related opercational conditions, canvot be afforded

7 Section IV, B, C, D.
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the full protection preseribed for CORFINENTIAL -
informaticn, The degignation C~LHA snall be applied in
that CONFIDENTIAL inforraation periziving to militazry

e T
X

operations invelving planming, training, orerations,
communications andgd logictieal zuppozt of combat vnite when
combat or cormbatereliztod conditiong, aclual oy simulated,
preclude the full wpolication of the rules cud procedures
goveraing diesemination, use, tranciadoeion asd safekeoping
Prescribed for the proteciion of CONFIDRNTIAL ioformation,
The designation may be apoviisd prioy to the iniroduction

of the information inta coembat areas, actuzl oy simuinied, '
when the information is intended for such use and
dissemination, but the rules angd proceaures for handling

.the information shall not be modified uwntil the information

is vo introduced, C-i{HA cannot be applisd to meterinl
containing Restricted Data,

E. FOREIGN CLASSIFIEZD INFORMATION

1. Section 3 {e}, Executive Order 10501, provides as
followsn: .

"Information Originated by a Foreiprn Government
or Organization: Oefense information of &
clagsified naturs furnished to the United States by
a foreign governmarnt g» internationsl organization
shall be assigned & classification wiich will sssurs
a degree of protection egvivalent (o or grootor
than that required by the govavnment or
internationnl organiznsiion which furnishad the
information, "

€. Foreign security clagsifications generally parallel
United States clag sifications, A Table of Equivalents is
contained in Appendix B, . : .

"3. TOP SECRET, SECRET, aod CONFINENTIAL, If the
foreign classification markiog is ia Buglish, ne
additionsl U, 3. clossificetion merking iz required,
If the forelgn cluamifisation masrking da in'a lasguage
other than Tnriish, an eoiivaisnt U, B, Slessification V2

marking 668 ehown in Appendix B will ba wndded,

B Bsctlon IV, D, B,

i
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4. RESTE{.ECTED.#: Many foreign governments, and
international organizations such as, for example,
KNATG, CENTO, and SEATG, use a fourth security
clasgification "RESTRICTED" to denote a foreign

- requirement for Security protection of a leggey
-degree than CONFIIENTIAL. Soch foreirn
RESTRICTED information reicased to the United
States Government under ints runational agrcement
requiring its protection, usually does not require or
warrant United States security cloesification under
Executive Qrder 10501, Under the agreement
covering the relcsse of information, however, certain
protection is requized, In the vena) cage, therefore,
in order to satipfy this requirement, a document or
other material cantaining foreizn RESTRICTED
informaution shall show, or he marked additionally
te show, in English, the name of the forejgn
government or international organization of erigin and
the word "RESTRIGTED, " e, g«» UK-RESTRICTED:
NATO-RESTRICTED. {See Appandix B.} Any
document or other material marked are aforesaid shall
be protected in the manner specificd in refevence {a}.
Documents or other material on kand falling in this
category which already have been marked so as to
reguire protection ag "CONFIDENTIALY or "C-RhHA, v
a8 they are withdrawn from the file for any purposze,
shall be re-marked in accordance with this zrubparagraph
and the previcusly epplied marking shall be obliterated
or excised, Henceforth, the provisione of thia
eubparagraph shall apply theretn,

5. The origin of all material bezring foreign :
classifications, including material extractod and
placed in Department of Defense documents or
mazterial, shall be clearly indicated on or in the body
of the material to aseure, amnovg other things, that
the information is not released to nationals of a third
couniry without consent of the originator,

o

¥ The eifoctive date of thie paragraph 4 is postponed. SGee
paragraph XIV, B.

9 .Section IV, &.
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AUTHORITY TO CLASSIFY

A. Original Classification

1,

Z.

Crisinal classification is involved when -
MERECHUTTHL L FarsTnn .

&, An item of information is developed which intrinsically
requires classification znd such clzesification cannot
reasonably be derived from a previcus classification
6till in force involving in substance the sams oz
closely related information; ox

b,  An accumulation or aggregation of itema of
information; regardicse of the clareification (o
lack of classification) of the individual items,
collectively requires a separate and distinct
clzaeification determination.,

For the purpose of sesuring both positive management
control of classification detorminations and ability to
meot local operational requirements in an orderly
and cxpeditious rmanner, the Assistant Secretary of
Defense (iManpower) will exercise control over the

- granting and exercise of authority for original

classification of . ¢fficial information. Pursuant thereto,
such authority must bie exercised only by those
individuzls who at any given time are the incumbents

of those offices and positions designated in or pursuznt
- to subparagraph 3 below and Appendix C, including the

officizls who are specifically designated to act in the
absence of the liicwnbents, The following general
principles are applicable:
&. Appendix C designates specifically the officials who
may exercice original TOP SECRET or SECRET
claesification autiﬁ:ﬁy and who among them may
make additional designationa, All such additional
designations shall be epscific and in writing,
L]

b. The zuthority to classify is personal to the holder

of the authority, It ehall not be exercised for him

cr in his name by aayone else, nor ghall it be

. delegated for exarcise by any eubstitute or subordinate.

10 "~ Section V, A.
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AUTOMATIC, TIME-PHASED DOWNGRADING ARD DECLASSIFICATION OF
CLASSIFIED DEFENSE INFORMATION, DOD 5200.310 (Department of
Defense); Selected excerpts

SOURCE:;
U.S5. Department of Defense. Downgrading and declassification of classified

defense information [Washington, 1962] 4, 24 p. At head of title:
Department of Defense Directive. 'Number 5200.10, July 26, 1962."
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5200.10 (Incl I)
Jul 26, 624

DEPARTMENT OF DEFENSE REGULATION
Governing
Automatic, Time «Fhased meugrading and Declassification
of
Classified Deferse Information

Paragraph

Purp’ﬂsgﬁutcoooolca--n-..oescvo'-oo-o; 1
Expl&mtion of Terms A T LA S 2
Scope and Application , , . R T
GX'OU;P ] E&J‘L’.‘kteri&l R © * e e e . s o« e . 4
GI'OU.'P wd lﬁgmm&ntﬂ R I T LA I I N ‘ 5
G?OTAP"B Material A . ‘- L A ) 6
Group~4 Material R T A T TS 7
Extracts, Quotationg and Derivative Rfaterial ® + s 4 4 s s . .. B8
Grouping Determinations and Markings , ., , , , © et s e e e 4. O
Electrically Transmitted Mezoages . , ., , , . , L 11
Nﬂti_ficgﬂticns D L B I R O T T T €t s e e e 4 4 4 . 11
Authority Aonotations for Dowugraded or Declassified Material , , , 12
Changing Classification Maxkings . . , , , , , ... I T &
Material Held by Pereons or Agencies Quteide Dold, FAA and NASA . 14
Release of Dsclassified Information L T S 1.

1. Purpose. The purpoze of this regulation is to apply the provisions of
Section 4 and Section 5(a}, Executive Qrder 10501, as amended by
Executive Order 10964, 20 September 1961; and to implement the provisione
of Dol Directive 5200.9 and 2200.10. It establishes a continuing systern
baged on the pasorge of tizne for automatically downgrading, or auto-
matically downgrading and declas sifying, classified defenge information
originated by or uader the jurisdiction of the Department of Defense (Do),
the Federal Aviation Agency (FAA), and the National Aeronautics and
Space Administration {(NASA). It also declassifies by category, effective
January 1, 1964, certain Group~3 documents and materialsg origirated prior
to January 1, 1940, described in eubparagraphs 6, a, (3}, (4), (5), and (6)
of this regulation, Thig regulation i not a guide for the assignment of a
classification to information; it appliece only to defense information which
is assigned a classification by competent authority,

2. Explanation of Terms, The meanings of some terms used in thig
regulation are given below:

a. DECLASSIFY: To cancel the security classification of an item of
claseified material,

#First amendment (Ch 3, 11/15/63)
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b. DOWNGRADE: To zssign a lower sacurity claseification to
&n item of claszified meaterial,

¢. WEAPON SYSTEM: 4 general term ueed to dascribs & weapon
and those components required {for its operation,

3. Scope and Application:

a. Do, FAA, and NASA Information

{1) This regulation applies to all clasaified information
originated by or under the jurisdiction of the Department of Defense op
by ite contractors, or by a predecceosor agency of the Department of
Defense or ite contractors. Specifically, thig includes all cimseified
material originated by the Qffics of the Secretary of Defense nud
Depariment of Defense sgencics; the prerent and former Joint Chicfs
of Staff and Joint Staff; the Department of the Army and former War
Department; the Department of the Mavy; the Departnient of the Alr
Force and former Array Air Forees; the United Stetes Coast Guard
when acting as o part of the Navy; joint comenittacs oy ARGNCieA COma

‘priced entizely of representative s from vithin the Departaent of

Defense or its predecossor agencies; other Governrment Lzencies whoss
functions have been oificiadly transferred to the Departraent of Defence;
and contractore in the performeance of contracts avardsd by or cn

bebalf of the Department of Defense, its commponents, or ita predecessors,

(Z} By agreement between the Department of Dafenge, the
Federal Aviation Agency, and the National Aeronautics aud Space
Administration, thig regulation aleo zpplies to all clansificd infor-
mation originzted by or under the jurisdiction of FAA and NASA,
This includes all claesiiied information originated by the Faoderal
Aviation Agency, its components and predeceznors, including the Civil
Aeronautics Adminietration of the Depirtment of Commerce, and tha
Airways Modernization Beard; the Nationsal Acronautice and Space
Adrainistration, its components and predaecensors, including the
Nationzl Advisory Comunittee for Aexonautice; joint coimraitiees, boards
end agenclee comprised entirely of representatives from the sbove
agencies or from the Department of efense, its componsnts and
predeceseors; and contractors in the rerformance of certracte awavded
by or on behalf of Fad, NASA, thalr compoaents or predecoesoy
egencies,
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b. Other Departments and Apeoncien

By Executive Crder 10964, ihe automatic, time-phased down-
grading and declzssification systemn zpplics to all clagsified infor-
mation originsted by or under the jurisdiction of all departrnents and
agenciers of the Executive Branch, Fowever, custodiana of classified
material originated by or under the jurigdiction of US departments or
agencies other than those described in o above, ghall defer action
with regard to such material until advined of the implementing
instructions izsued by the department or fgency concerned. Pending
that implementation, such materizl {other than Group-l rnaterial
defined herein) shall not be marked or assigned (o a Group under
this regulation; if the information is incorporated into DoD, FaA,
or NASA material, an eppropriate evplanation shzll be included in
the text (for example: "Paragraph 2 contzins information clasgnified
by the State Dspartment; the automatic downgrading-declassification
group cannot be determined until appropriate inetructions ore
issued by that department’),

c. Authority of Classifying Officials:

(1) Nothing in this regulation shall be construed to relieve of
responsibility, or to limit the autherity of, thosc officials designated
by competent authority to clag sify, downgrade, or declassify official
defense information, Immediate action gshould be taken by such
officials to downgrade or declassify information when it needs less
protection or when it no longer requires such protection,

(2) Any DoD, FAA or NASA classified information, whether
or not affected by this regulation, may be downgraded or declassified
by the official who has been given that authority under pertinent
regulations. Pursuant to that authority, the official who has primary
functional re sponsibility for an item of classified information can
prescribe earlier downgrading and declas sifying (including as signing
it to a leas restrictive Group) than that provided by thie regulation,
However, except az authorized in paragrapho 5 aod 6b he cannot
assign informationts a more restrictive Group than provided herein,

D, Material OfﬁciallLT ransferred

When material is tranaferred by or pursuant to statute or
Executive Order from one department or agency to ancther, thea
recipient is the classifying, downgrading, and declassifying authority
for all purposes under this regulation. Official transfers result in the
material becoming part of the official files or the property of the
recipient (e.g., Army Air Forces material officially transferred to the
newly established Department of the Air Force in 1948). Transfers
merely for the purpose of storage do not constitute an official transfer
of clagsification authority. 3 '
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e. Materlal Not Officially Transferred,

When any departmeut or agency has in ite poseession any
claseified material which hae become 5 vears old, and a review of the
material indicates that it should be downgraded or declassified and it
eppears that either (1) the matexial originated in an agency which hae
eince become defunct and whose files and other proporty have not besn
officially traneforred to another department or agency within the
meaning of d abose, or (i) it is impossible for the posaessing depart-
ment or age_;my to identify the originating agency, the possesging
department or agency ehall have power to downgrade or declassify

the material or to assign it to a downgrading -declassification Group

according to thie regulation. If it appears probable that another depart- -

ment or agency may have a substantial interest in whether the clag sifi-
cation of any particular information should be maintained, the
possessing department or agency nhall not exercise the power stated in
this subparagraph, except with the consent of the other department or
agency, until 30 days after it has notified such other departiment or
agency of the nature of the material and of its intention to downgrade
or declaseify it, During that 30 -day period, the other departiaent or
agency may, if it so desircs, express ite objections to dovngrading or
declaesifying the particular material, but the power to make the '
ultimate decision shall reside in the poseessing department or agency,

f. General Information.

The efiect of the automatic, titne-phaced downgrading and de-
clagsification syetem is that all claseified information and material
heretofore and hereafter received or originated by the Executive
Branch, its components, and its contrac tors, is assigned to one of
four groups, dencribed in the following paragraphs, (The atiachment
shows in graphic form how ecach Group is affected by the automatic
time~-phased ayateni,}) Upon roceipt of this regulation and without
further notice, each holder of classified matearial originated by or under
the jurisdiction of DoD, FAA, or NASA, in authorized and required
to Group, mark, dovngrade, or declacsify, as prescribed herein, the
material in his custody or posssssion, In addition, claseified material
originated by or under the jurisdiction of other Executive departraents
and agencies shull be Grouned, marked, downgradad, or declassified
in accordance with the insiructions of the eriginating agency,when
igsued,

o]
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4, Group -1 Ma};erial.

Material in this Group is cornpletely excluded from the autornatic
downgrading end automatic declagsification LTOvis
lation elther because it has heen removed from such provisions or
because it contains information not subject to the classification

jurisdiction of the Executive Branch of the Uj, S, Government,

2, Definition, Specifically, Group-l comprices material;

{1} Originated oy or containing classified information clearly
attributed to foreign governments or their wgencies, or to international
oerganizations and groups, including ihe Combined Chiefs of Staff,

This does not include US clansified information hereafter furnished to

a foreign government or international organization; the US clasgified
information ohall be Grouped and marked a6 otherwise prescribed
herein,

(2) Concerning communications intzlligence or cryptography,
or their related activities,

{a} This includes information conecerning or revealing
the procenses, technigues, techaical material, operation, or scope
of commusnications intelligence, cryptography, and cryptographic
security. It also includes Information concerning epecial crypto-
graphic equipment, certain gpecial communicatiors syetema degig-~
nated by the department or agency concerned, and the comarnunications
portion of cover and deception planu,

(b} However, provided the material does not reveal the
foregoing information, this doce not include vadar intelligence or
electronic intelligence, or such passive measures as physical
security, transmiesion security, and electronic security,

(3) Containing Resiricted Data or Formerly Rectricted Data.

{(4) Containing nuclear propuleion information or information
concerning the establishment, operation, and support of the US
Atomic Energy Detection System, unless otherwise gpecified by the
pertinent AEC-DoD classification guide,

(5} Containing special munition information as defined in AG
Ltr AGAM-F(M}311.5, (17 Sept 60) DC5/0ps 19 Sept 60; OPNAVINST
008190,1 series; or AFR 205.17.
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(¢} Information concerning standardized BW a gonta,

5. Group-2 Dacuments.

58 %52

This Group is esteblished 28 a meoans whereby authorized officisls
can exernpt individual documentsz contzining extremely sensitive
infermation from both autematic downgrading and automeatic declassi-

{ication. Thir Group applies only to documents originally claceified

TOP SECRET or SECRET.
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This Group contains certain typer of informsation or zublect matter
that warrants some degree of classification for an indefinite period,
There are two kinds of Group=3 material: (i) that containing the subject
matter normally asnigned to Group-3 accdrding to a below; and (i)
docaments whick are individually and specifically a‘?ssig;n&d to Group=3
vnder the optional exemption provirions of b below, Groupw3
documents and materials originated prior to January 1, 1940, which
fall within the descriptions of subparagraphe 6, a. {3}, (4), (5), or
(6}, without at the same tirne falling within the deacriptions of pube
paragraphs 6. (a), (1), (2}, or (7), are hereby declaesified,
cifsetive January 1, 1964.

L BRI

2. Deflinition « Normal Group-3,

The specific information or eubject matter normzlly com-
prieing Group-3 is as follows:

(1} Plans for an operation of war that were prepared by an
organization higher than, Army division, Navy taak ferce, numbered
Alr Force, or other military command of comparable level, This
includes but is not limited to;

(a) Plans for combat operations; and information cone
cerning or revealing lengwrange operational concepts and the em=
ployment of forces,
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(b) Pliaue on cover Gr decepti@n,'includin@ irformation
Gn operations relating thereto,

{c} Information concerning or revealing eascape or
evagion plang, procedures, and technigues,

(d) Planning and programming information which concerns
Or Teveris pervice-wide force objectives, overwall force deployments,
and comviete service .ulde combat unit priority listings; or which cone
talng or reveals detailed gervica-wide plavning or brogramming data,

(e} Targeting data on foreign areas, or information which
would reveal ktrategic targeting plans,

(2} DoD and Fas intelligence and counterintelligence,

1)
(3) Information concerning or revealing the capabilities, limie
taticns, or.vuluerabilities of a Weapon, wszpon system, or epace '
eyatemn fn current une or in developroent for future use,  This is
Hmited to information concerning significant combat capabilitics or

#Piret ememigent (Ch 3, 11/15/63)

7. Group-4 Material:

&. Definition,
——tii ke,

Group-4 includes al} clagsified material which doesg not
qualify for, or ig not assigned to, one of the first three Groups.

{1} Normally, information such a8 logistical data, production
scheduleg, budget and cost figures, dimensions or weights, and simi-
lar subjects shall be agsigned to Group-4, even if the equipment or
material to which it applics ig in Group-3,

{2) Defense information clasgified in accordance with a topic
of a joint AEC-DoD classification guide shall not be assigned to Group-4
unless such an aesigument ig clearly indicated undey the pertinent topic
in the joint guide,

. .,.\,_,?'
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vulnerabilities, knowledge of which could be exploited by an enemy
to counter, render ineffective, zsutralize, or destroy the weapon
or systern; or lmmitations which degrads the combat effectivenese of
the weapon or system. However, it specifically includes:

(a) Target detecting devicen for proximity VT fuses,

(b) Biological weapon system information which reveals
the scientific narne or designation of the agent and the non-descriptive
code designation of the agent.

{c) Technical information concerning electronic counter-
measure orf counter-counierimessure equipment, procences, or
techniques; and technical data concerning infra-red detection or
suppressgion.

(d) Research and development information concerning or
fevealing eignificant combat cupsbilitice of a future weapon or space
system or subsystem:. Thie is limited to information concerning or
revoaling significant new tochnological developments or adaptations be-
yond normal evolutionary improvements,

(e} Information pertaining to combat-type naval vessels
which reveals structural, performance, or tactical datz, such as armor

- and protective aystems, war damage reports, damage control systems,

power, speed, range, propelier RPM, and maneuvering character-
isticso.

{(4) Information which could be ured by an enemy to develop
target data for an attack on the United States or its allies, such as
geodetic and gravimetric survey data, reductions of survey data that
can be used for intercontinental datum connections or for determining
the size of the earth, or the precise (in seconds of arc) coordinates of
facilities that are essentiz] elements of a weapon syetem or that are
esaential to the conduct of a war,

{5) Technlcal information concerning or revezling explosive
ordnance demolition techniques.

(6) Deferse informastion {other than Group-1 material)
classified according to AEC-DoD) classification guides, unless otherwise
epecified by the pertinent guide.
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k)

{7} Matcrial prepared by a theater headquarters, military
government headquarters, military miesion headguarters, or other
headquarters of comparable or higher level, which concern or aifect
the formulation and conduct of U, §, foreign policy, and plans or
prograemas relating to international affzairs,
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