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Organizations, which have established an effective technical layer of security, continue to 

experience difficulties triggered by cyber threats. Ultimately, the cybersecurity posture of 

an organization depends on appropriate actions taken by employees whose naive 

cybersecurity practices have been found to represent 72% to 95% of cybersecurity threats 

and vulnerabilities to organizations. However, employees cannot be held responsible for 

cybersecurity practices if they are not provided the education and training to acquire 

skills, which allow for identification of security threats along with the proper course of 

action to mitigate such threats. In addition, awareness of the importance of cybersecurity, 

the responsibility of protecting organizational data, as well as of emerging cybersecurity 

threats is quickly becoming essential as the threat landscape increases in sophistication at 

an alarming rate. Security education, training, and awareness (SETA) programs can be 

used to empower employees, who are often cited as the weakest link in information 

systems (IS) security due to limited knowledge and lacking skillsets. Quality SETA 

programs not only focus on raising employee awareness of responsibilities in relation to 

their organizations’ information assets but also train on the consequences of abuse while 

providing the necessary skills to help fulfill these requirements. 

 

The main goal of this research study was to empirically assess if there are any significant 

differences on employees’ cybersecurity countermeasures awareness (CCA) and 

cybersecurity skills (CyS) based on the use of two SETA program types (typical & socio-

technical) and two SETA delivery methods (face-to-face & online). This study included a 

mixed method approach combining an expert panel, developmental research, and 

quantitative data collection. A panel of subject matter experts (SMEs) reviewed the 

proposed SETA program topics and measurement criteria for CCA per the Delphi 

methodology. The SMEs’ responses were incorporated into the development of two SETA 

program types with integrated vignette-based assessment of CCA and CyS, which were 

delivered via two methods. Vignette-based assessment provided a nonintrusive way of 

measurement in a pre- and post-assessment format. Once the programs had been 

reviewed by the SMEs to ensure validity and reliability, per the Delphi methodology, 

randomly assigned participants were asked to complete the pre-assessment, the SETA 

program, and then the post-assessment providing for the qualitative phase of the study. 

Data collected was analyzed using analysis of variance (ANOVA) and analysis of 

covariance (ANCOVA) to address the proposed research hypothesis. Recommendations 

for SETA program type and delivery method as a result of data analysis are provided. 
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Chapter 1 

Introduction 

 

Background 

Concern over cybersecurity breaches continues to grow as organizations gain a 

greater understanding of the financial ramifications, impact to business reputation, and 

loss of company information assets that can transpire from cyber threats (D’Arcy, Hovav, 

& Galletta, 2009; Lebek, Uffen, Neumann, & Hohler, 2013). Employees’ naive 

cybersecurity practices have been found to represent 72% to 95% of cybersecurity threats 

and vulnerabilities to organizations (D’Arcy et al., 2009; IBM Global Technology 

Services, 2014). This revelation has initiated research concentrated on technological 

solutions to secure information systems, motivation of attackers, profile aspects, and loss 

that can result from the impact of breaches (D’Arcy et al., 2009; Lebek et al., 2013; 

Vance, Siponen, & Pahnila, 2012). However, organizations that have established an 

effective technical layer of information security continue to experience difficulties 

triggered by cyber threats. Ultimately, the cybersecurity posture of an organization 

depends on appropriate actions taken by employees, who are often cited as the weakest 

link in information systems security domain (Al-Omari, El-Gayar, & Deokar, 2012b; 

Albrechtsen, 2007; Rhee, Kim, & Ryu, 2009).   

Although systematic enhancements are essential to increase the security of 

information systems and to strengthen protection of data within organizations, it is also 
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critical that emphasis is placed on ways in which employees’ naive cybersecurity actions 

may be mitigated (Al-Omari et al., 2012b; Bowen, Devarajan, & Stolfo, 2011). D’Arcy et 

al. (2009) established that implementation of a security education, training, and 

awareness (SETA) program is critical to the mitigation of cybersecurity threats within an 

organization. Prior studies have touted the need for SETA, but very few have focused on 

what SETA should encompass and the factors that are likely to increase success. The 

development of cybersecurity countermeasures awareness (CCA) as well as cybersecurity 

skills (CyS) through SETA initiatives is imperative, however, additional research was 

needed to determine the most valuable program type and delivery method (D’Arcy et al., 

2009). Therefore, this study contributed to the body of knowledge by empirically 

assessing if there are significant differences in CCA along with CyS based on SETA 

program types and delivery methods. 

 

Problem Statement  

The research problem that this study addressed is employees’ naive cybersecurity 

practices, which can lead to organizational hazards including financial implications, 

impact on business reputation, loss of company information assets, and proprietary 

information leakage (D’Arcy et al., 2009; Lebek et al., 2013; Vance et al., 2012). 

Employees’ naive cybersecurity practice is defined as unintentional mistakes made by an 

employee that may expose an organization to potential loss of information assets (Gundu 

& Flowerday, 2012). These practices may include the use of weak passwords for critical 

systems, visiting malware infested Websites, responding to phishing attempts, storing 
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login information in an insecure manner, or providing confidential information to 

unapproved requestors (Gundu & Flowerday, 2012). 

Information security encompasses technical measures, policies, risk management 

approaches, training, and best practices for the protection of information assets. These 

means can be used to protect an organization’s information systems and information 

assets from deliberate or inadvertent unauthorized acquisition, damage, disclosure, 

manipulation, modification, loss, or use (Rezgui & Marks, 2008). Cybersecurity, as an 

all-inclusive term, is often used interchangeably with the term information security, 

however, it is a subset that focuses on the cyber realm (or cyberspace) (National Institute 

of Standards & Technology, 2013). According to the ACM Joint Task Force on 

Cybersecurity Education (2017), cybersecurity is defined as a “computing-based 

discipline involving technology, people, information, and processes to enable assured 

operations” (para. 2). It involves the creation, operation, analysis, and testing of secure 

computer systems and is considered an interdisciplinary course of study, including 

aspects of law, policy, human factors, ethics, and risk management in the context of 

adversaries (ACM Joint Task Force on Cybersecurity Education, 2017).  

R. Von Solms and Van Niekerk (2013) put forth the idea that the impact of 

cybersecurity threats goes beyond that of traditional information security. Not only can an 

individual be personally harmed, but society as a whole can also be directly affected by 

cyberattacks. As technology becomes increasingly critical for achieving business 

objectives, state of the art security systems can provide a false sense of protection to 

organizations (Spears & Barki, 2010). In addition, Hovav and Gray (2014) contend that 

cyber-attacks not only affect the attacked organization but ripple through the ecosystem 
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impacting other connected organizations, stakeholders, as well as innocent bystanders. 

Organizational perspective dictates that while technical solutions are imperative, the 

focus must be placed on the actions of information security management and on 

advancement toward a secure business environment from the human-centric side of 

cybersecurity (Ransbotham & Mitra, 2009). Information security managers are tasked 

with aligning the practices of employees with the desired cybersecurity posture of the 

organization (Johnston & Warkentin, 2010). Thus, research must encompass the human-

centric lens, as employees are often the potential targets or unintentional facilitators in 

cyberattacks (R. Von Solms & Van Niekerk, 2013). 

The human aspect of cybersecurity is many faceted and plays a substantial role in 

ensuring the security of systems, information, and data (Furnell & Clarke, 2012). 

Systematic improvements are essential to increase the security of systems and data within 

organizations, however, it is also critical that more is known about mitigation of 

employees’ naive cybersecurity practices (Al-Omari et al., 2012b; Bowen et al., 2011). A 

successful approach to cybersecurity must be comprised of defenses such as the 

establishment and promotion of policy, security awareness campaigns, as well as training 

opportunities for all employees (D’Arcy et al., 2009; Furnell & Clarke, 2012).  

Although an organization may employ an effective technical layer of information 

security, organizational cybersecurity posture ultimately depends on appropriate action on 

the part of the employee (Al-Omari, El-Gayar, & Deokar, 2012a; Rhee et al., 2009). An 

organization’s cybersecurity posture refers to the combination of all policy, procedures, 

technology, employees’ competencies, capabilities, efforts, and projects that make up the 

total organizational information security resilience to cyber threats (Spears, 2006). In 
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addition, it is also comprised of present employee attitudes, knowledge, and practices in 

regard to cybersecurity (Gundu & Flowerday, 2012; Rhee, Ryu, & Kim, 2005). D’Arcy et 

al. (2009) focused on security incidents within the organization and utilized 269 

employees from eight different companies. In order to encourage a positive 

organizational cybersecurity posture, their research found raising employee awareness of 

security policies, as well as the implementation of SETA programs to be beneficial in 

mitigating cybersecurity threats (D’Arcy et al., 2009). SETA programs can be used to 

empower employees, who are often cited as the weakest link in information systems (IS) 

security due to limited knowledge and lacking skillsets (Albrechtsen, 2007). 

SETA programs not only focus on raising employee awareness of responsibilities in 

relation to their organizations’ information assets but also train on the consequences of 

abuse while providing the necessary skills to help fulfill these requirements (D'Arcy & 

Hovav, 2007). Therefore, development of cybersecurity countermeasures awareness 

(CCA) and cybersecurity skills (CyS) through SETA initiatives is critical to the 

mitigation of cybersecurity threats (D’Arcy et al., 2009). Straub and Welke (1998) used 

the term security countermeasures to collectively describe a mix of procedural and 

technical controls to mitigate IS risk. Building upon previously used security 

countermeasures definitions, CCA can be said to include employee awareness of 

cybersecurity policies, SETA programs, computer monitoring, and computer sanctions 

(Choi, Levy, & Hovav, 2013; D’Arcy et al., 2009). CCA can also be described as the state 

where individuals are aware of their cybersecurity mission within the organization (Katz, 

2005; Rezgui & Marks, 2008). Awareness of the importance of cybersecurity, the 

responsibility of protecting organizational data, as well as of emerging cybersecurity 
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threats is quickly becoming essential as the threat landscape is increasing in 

sophistication at an alarming rate (Choo, 2011; Shaw, Chen, Harris, & Huang, 2009). 

Employees cannot be held responsible for cybersecurity practices if they are not 

provided the education and training to acquire skills, which allow for identification of 

information security threats along with the proper course of action (Choi et al., 2013; B. 

Von Solms & Von Solms, 2004). Boyatzis and Kolb (1991) defined skill as a 

“combination of ability, knowledge, and experience that enables a person to do something 

well” (p. 280). Skill is also described as the capability to utilize knowledge, intellectual 

capabilities, and past experiences to perform the best course of action well in a given 

situation (Choi et al., 2013; Levy, 2005). Accordingly, cybersecurity skill “corresponds to 

an individual’s technical knowledge, ability, and experience surrounding the hardware 

and software required to execute IS in protecting their information technology against 

damage, unauthorized use, modification, and/or exploitation” (National Initiative for 

Cybersecurity Careers & Studies, 2014). While computing skills have been the focus of 

IS literature, studies such as that of Torkzadeh and Lee (2003) have failed to evaluate the 

role of skills in the mitigation of cybersecurity threats (Choi et al., 2013). 

The majority of employees are not aware of or do not truly care about the importance 

of protecting personal and organizational information or IS. Therefore, their naive 

cybersecurity practices reflect this lack of understanding (Thomson & Von Solms, 2005). 

Research suggests that the cost to comply with security policies is much higher than the 

potential losses (in the form of punishment) that users might sustain (Bulgurcu, 

Cavusoglu, & Benbasat, 2010; Herath & Rao, 2009). To this point, Vance et al. (2012) 

utilized 42 graduate students to study the importance of awareness and education efforts 
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for IS security compliance and found that more than half of IS security breaches were 

caused by naive actions on the part of the individual. B. Von Solms and Von Solms 

(2004) stated that addressing this naive practice with the implementation of SETA 

programs is imperative. Recent studies provide evidence that employees’ naïve practices 

continue to be a cause for organizational concern when it comes to cybersecurity (Choi et 

al., 2013; D’Arcy et al., 2009; Vance et al., 2012).  

The ultimate purpose of organizational learning is to bring about a positive change in 

the work environment and employees’ practices (Cheng, Wang, Yang, & Peng, 2011; 

Park & Wentling, 2007). IS security training is designed to produce cognitive change, 

affecting the decisions of the individual in relation to the secure use of IS and ensuring 

the employee realizes the value in complying. However, many SETA programs focus on 

the memorization of organizational IS security policies and procedures (Parrish & 

Nicolas-Rocca, 2012). These typical SETA campaigns often involve coercion, fear 

tactics, or perception of external pressures, which previous studies found to have no 

influence on employee compliance with organizational IS policies (Kranz & Haeussinger, 

2014). Typical SETA programs fall short in that they do not employ socio-technical 

philosophies, providing a means for employees to see how training materials correlate to 

their day-to-day practices (Kruger & Kearney, 2006; Netteland, Wasson, & Morch, 2007). 

Socio-technical philosophies embrace social as well as technical elements for optimal 

design and use of organizational systems (Davis, Challenger, Jayewardene, & Clegg, 

2014). Training and education efforts are more effective if they not only outline what is 

expected, but also provide an understanding of why this is important to the individual 

(Parsons, McCormac, Butavicius, Pattinson, & Jerram, 2014). 
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While training was once conducted almost exclusively face-to-face, technological 

advances now allow learning to occur on demand and virtually anywhere (Kraiger & 

Ford, 2006). Advancing organizational understanding of how to best design and deliver 

training and development has garnered the attention of researchers for years. Early IS 

research focused on traditional training methods in a classroom environment, however, e-

learning methods are increasingly being used as an approach for the enhancement of 

skills and knowledge (Arbaugh, Desai, Rau, & Sridhar, 2010; Levy, 2006; Salas, 

Kosarzycki, Burke, Fiore, & Stone, 2002). A considerable amount of research in the 

education realm has focused on the comparison of face-to-face and online learning. Both 

face-to-face and online training delivery methods have their advantages, and in previous 

research, both have been deemed successful (Gupta, Bostrom, & Huber, 2010). However, 

with online training in organizations becoming more prominent, it is crucial that 

empirical research is conducted to increase understanding of how such programs can be 

designed to improve employee engagement and learning (Orvis, Fisher, & Wasserman, 

2009; Sitzmann & Ely, 2010). Although some have found no discernible difference in 

learning outcomes between training delivered face-to-face vs. online (Clark, 1994; 

McLaren, 2004), others have found variations by discipline (Smith, Heindel, & Torres-

Ayala, 2008) and delivery method (Faux & Black-Hughes, 2000). Research suggests that 

courses in topics such as management and marketing may be more conducive to 

successful learning outcomes via online delivery than disciples like finance (Arbaugh, 

Bangert, & Cleveland-Innes, 2010). Likewise, the question of whether online students 

learn and retain as much of the course content as face-to-face students has yet to be 

definitely answered (Callister & Love, 2016). Cybersecurity specific training for the 
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organization is a new and increasingly important discipline, making it imperative that the 

most effective delivery method for the specific program type be empirically investigated 

(Paul, 2014). 

 Much of the previous research regarding design and delivery of training has focused 

on university education outcomes (Callister & Love, 2016). While learning in a 

university environment may provide some similarities to employee learning within the 

organization, differences based on the factors of age, role in the organization, and 

previous education level must be considered. Additionally, to better understand 

organizational SETA programs, it is imperative that attention is given to the impact of 

learning delivery method on skills-based forms of instruction (Arbaugh, DeArmond, & 

Rau, 2013). Callister and Love (2016) stated that skills-based forms of instruction have 

received little attention to date. Their empirical research compared differences in online 

and face-to-face skills-based instruction and found that both groups mastered the course 

content at essentially the same rate, while students in the face-to-face format showed 

better mastery of the actual skills (Callister & Love, 2016). Parlamis and Mitchell (2014) 

came to a similar conclusion in their study of 37 masters students in face-to-face and 

online sections of the same course. While grades were comparable, those taking the 

online course reported lower levels of learning (Parlamis & Mitchell, 2014).  

Organizations seek to best utilize training funds and resources and to produce a 

motivated employee who has the skills needed to apply their training to job-related tasks. 

However, organizational training usually provides skills that employees can utilize to 

improve their job performance, while the same is not true about cybersecurity-focused 

SETA. Thus, empirical research is needed to determine the effectiveness of different 
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types of SETA programs (typical vs. socio-technical) (Kruger & Kearney, 2006; Parrish 

& Nicolas-Rocca, 2012). Additionally, a better understanding of such SETA program 

types delivered via face-to-face and online methods appears to be valuable for both 

researchers and practitioners alike (Gupta et al., 2010). 

 

Dissertation Goal 

The main goal of this research study was to empirically assess if there are any 

significant differences on employees’ cybersecurity countermeasures awareness (CCA) 

and cybersecurity skills (CyS) based on the use of two SETA program types (typical & 

socio-technical) and two SETA delivery methods (face-to-face & online). Previous 

research has focused on the decisions made by the individual that cause damaging effects, 

not out of maliciousness, but because they lack the skill level required to respond to 

threats in a conscious way (Rhee et al., 2009; Stanton, Stam, Mastrangelo, & Jolton, 

2005). Employee practices are a key factor in the mitigation of cybersecurity threats 

within the organization. Consequently, there is a need to develop good cybersecurity 

practice on the part of the employee and to promote compliance with information security 

policies (Bulgurcu et al., 2010; Vance et al., 2012). CCA has been found to influence 

cybersecurity practices by producing employees that think through and anticipate ‘what 

if’ scenarios, preparing them to apply the learned CyS when required (Ross, 2006). 

Therefore, this study assessed if there are any significant differences on employees’ CCA 

and CyS based on SETA program type and delivery method. 

The need for this work is demonstrated by the research of Dinev, Goo, Hu, and Nam 

(2009), which focused on the impact that computer self-efficacy and virtual working 
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status had on the deterrent effectiveness of security countermeasures (security policies, 

SETA programs, & computer monitoring) on computer misuse intention. Choi et al. 

(2013) built upon their work by expanding the research to determine the role of computer 

self-efficacy, CCA, and CyS on computer misuse intention. Based on survey results from 

185 government transportation agency employees, empirical findings led Choi et al. 

(2013) to recommend additional study on the role of SETA programs on cybersecurity 

skills development. However, Choi et al. (2013) have several limitations. First, the 

construct of computer self-efficacy provides measurement, not of the skill of the 

individual but is a self-assessment of his/her perceptions about their capability to execute 

certain courses of action (Bandura, 1997; Choi et al., 2013; Compeau & Higgins, 1995). 

Secondly, grounded empirical studies have found the basing of research upon intention to 

comply with information security policies and procedures to be a significant limitation, as 

intention does not necessarily translate to practice (Vance et al., 2012). Finally, survey-

based self-assessment measures have been used in other studies and were found to be 

generally ineffective predictors of security practice (Vance, Anderson, Kirwan, & Eargle, 

2014).  

Additional challenges for the determination of SETA program outcomes competency 

are posed by the existing measures of CyS and CCA, which are dated and limited 

(Carlton & Levy, 2015). To address this, Carlton (2016) developed a CyS index and a 

corresponding vignette-based assessment (MyCyberSkills™) of employee skills in 

relation to cybersecurity. Likewise, due to difficulties with prior construct measures, it 

was important that further research be conducted to develop and validate a measurement 

tool to properly assess the CCA level of employees. For the purposes of this research, 
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vignette-based assessments of CCA and CyS were utilized. According to Finch (1987), 

vignettes are “short stories about hypothetical characters in specified circumstances, to 

whose situation the interviewee is invited to respond” (p. 105). The vignettes were 

drafted using anonymized situations based on previous cybersecurity research (D’Arcy et 

al., 2009; Hovav & D’Arcy, 2012). Each vignette was designed to appear plausible to 

participants and was validated by cybersecurity SMEs (Barter & Renold, 1999; Neff, 

1979).  

Vignettes have been used in various disciplines to study a range of topics, including 

emergency management (Alexander, 2000), nursing and medical students (Gould, 1996; 

Hughes & Huby, 2002; Schigelone & Fitzgerald, 2004), management (Hall, Mero, & 

Cheramie, 2017), in the social sciences (Finch, 1987; Wilks, 2004), and more recently in 

IS and cybersecurity specific studies (Carlton, 2016; D’Arcy et al., 2009; Hovav & 

D’Arcy, 2012). Gould (1996) popularized the use of vignettes as a part of training and 

assessment, while their use is now prevalent in fields such as human resources and 

aviation as an integrated piece of organizational learning. The vignette approach has 

grown in popularity with the increasing recognition of questionnaire limitations and has 

been found particularly useful for awareness topics (Hughes & Huby, 2002). The ability 

to modify the story to be consistent with any research topic, the relaxing nature of the 

‘story-telling’ process, as well as the hypothetical and general nature of the vignette allow 

for depersonalization that leads to an ease of obtaining information from the participant 

(Finch, 1987; Schoenberg & Ravdal, 2000). Also referred to as scenarios or simulations 

in previous research, vignettes have been found to be a versatile means of training 
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personnel as they bridge the gap between instruction and practical training (Alexander, 

2000).  

The Delphi methodology was employed to validate and improve upon the developed 

CCA vignette-based assessment, which in conjunction with the CyS assessment validated 

by Carlton (2016), were applied as both a pre- and post-assessments during SETA 

program delivery. The Delphi methodology is used when a group is needed to ensure that 

all aspects of a problem are considered (Gray & Hovav, 2008). It has also been found 

useful in situations where accurate information is unavailable as the cyclical process aims 

to achieve an informed judgment with consensus on a particular topic (Best, 1974; 

Brown, 1968). This methodology has been found to efficiently utilize a group 

communication process to refine measures based on the input of the expert panel (Ramim 

& Lichvar, 2014). Per best practice, Delphi surveys were administered by a facilitator and 

anonymity provided to the SMEs to ensure they were not influenced by the responses of 

others (Gray & Hovav, 2008). According to Clayton (1997), the panel size can vary 

depending on the complexity and the expertise required for consensus on the topic. Best 

practice for homogeneous populations, such as cybersecurity SMEs, is a panel of 15 to 30 

professionals with diverse backgrounds and expertise within the field, as well as varying 

in age and education (Clayton, 1997).  

While traditional training has been held in face-to-face format, online methods are 

increasing in popularity as they have proven to be cost-effective, flexible options for 

organizations (Dimeff et al., 2009; Salas et al., 2002; Vernadakis, Antoniou, Giannousi, 

Zetou, & Kioumourtzoglou, 2011). However, more work is needed to determine the most 

successful delivery method for cybersecurity-focused SETA programs. For the purposes 
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of this research, the SETA programs were delivered via online and face-to-face methods. 

The pre- and post-assessments were used to determine if there are significant differences 

in the CCA and CyS of the employee based on delivery method. 

Two SETA program types were developed: 1) a typical SETA program that informed 

the employee of organizational policies and actions that should and should not be taken, 

as well as 2) a socio-technical SETA program that also included explanations of why 

certain actions may cause difficulties and the potential organizational outcomes 

associated (See Figure 1). An expert panel provided input to ensure the validity of the two 

SETA programs’ content per the Delphi methodology and participants were randomly 

assigned. 

 

 

 

 

 

 

Figure 1. Quasi-experimental factorial design for SETA program types and delivery 

methods. 

 

Vance et al. (2012) addressed a gap in the body of knowledge by examining the 

influence of past behavior on individuals’ compliance with information policies. Vance et 

al. (2012) utilized the full model of protection motivation theory (PMT) to investigate the 

impact of past information security compliance behavior on threat appraisal and coping 

responses. PMT suggests that past behavior will have a significant influence on the 

process of accessing threats and on an individuals’ ability to cope with the threat (Boer & 

Seydel, 1996; Limayem & Hirt, 2003; Vance et al., 2012). Protection motivation 

processes attempt to influence individuals’ established practices and typical response. 

However, the work of Vance et al. (2012) was limited by the use of intention as a 
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dependent variable, and the measurement of compliance in only four scenarios, which 

might not work well for all employees or in all organizational situations. Additionally, the 

use of PMT should be done with caution since the assertion that users view security risk 

the way they view health risk was questioned in subsequent work (Hovav & Putri, 2016; 

Johnston, Warkentin, & Siponen, 2015; Putri & Hovav, 2014). 

Putri and Hovav (2014), as well as Johnston et al. (2015), suggest that PMT-grounded 

IS studies miss the dimension of personal relevance, which is critical to ensuring 

employees are not only aware of cybersecurity risks but that they realize their personal 

role in the protection of organizational information assets. Selective attention theory 

(SAT) suggests that information is recognized but quickly forgotten unless it holds 

personal relevance to the individual (Deutsch & Deutsch, 1963). SAT has been 

determined to play a significant role in learning outcomes by Yli-Krekola, Särelä, and 

Valpola (2009) and was used as an underlying theory in the foundation of this study. 

Although theoretical approaches to SAT have varied, previous research has found that 

individuals have a tendency to orient themselves toward, or process information from 

only one part of the environment while excluding other parts (Broadbent, 1958; 

Treisman, 1960).  

Oyserman (2009) put forth the idea that for education efforts to be successful, 

participants must identify with the content, providing the aspect of personal relevance. 

Once that identity is formed, action and procedural readiness can be called upon without 

conscious awareness (Oyserman, 2009). This is especially important for cybersecurity-

focused education, where awareness is key and skills must be called upon quickly when 

threats arise. Oyserman (2009) formed a theoretical model known as identity-based 
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motivation (IBM) that focuses on the motivational pull toward identity-congruent action 

as well as related cognitive procedures. IBM proposes that cognition and action are not 

separate from contexts but instead, are dynamically shaped by them (Oyserman, 2009). 

Research studies in healthcare, consumer behavior, and school outcomes have tested the 

prediction that students would be more engaged and invested in the topic if they were led 

to relate training content to previous experiences, providing context (Oyserman, 2008, 

2013; Oyserman & Smith, 2015; Oyserman, Smith, & Elmore, 2014). Likewise, this 

study tested the outcomes when using typical vs. socio-technical SETA programs to 

determine if there are significant differences in employee CCA and CyS, which were 

determined based on comparison data from the pre- and post-assessments.  

This dissertation study built on previous research by D’Arcy et al. (2009), Levy 

(2005), Choi et al. (2013), Vance et al. (2012), Oyserman (2009) and Dinev et al. (2009). 

PMT and IBM will serve as the foundational theories for comparison of SETA delivery 

method as well as program type on the CCA and CyS of the employee. In addition, the 

Delphi methodology was utilized to validate an assessment instrument developed to 

measure CCA as part of the SETA programs’ delivery. The first specific goal of this 

research study developed and assessed the SMEs’ approved topics for two SETA 

program types using the Delphi methodology. The second specific goal of this research 

study developed and assessed the SMEs’ approved measurement criteria for CCA using 

the Delphi methodology. The third specific goal of this research study assessed the 

SMEs’ approved weights for the three CCA categories (awareness of policy, SETA, & 

monitoring). The fourth specific goal of this research study developed and assessed the 

SMEs’ approved two SETA programs with integrated vignette-based pre- and post-
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assessments for CCA and CyS using the Delphi methodology. The fifth specific goal of 

this research study was a pilot of the vignette-based pre- and post-assessments of CCA 

and CyS to empirically assess if there are significant differences between the two SETA 

program types and the two SETA delivery methods. The sixth specific goal of this 

research study utilized the vignette-based pre- and post-assessments to empirically assess 

if there are significant differences in employees’ CCA and CyS between the two SETA 

program types, and the two SETA delivery methods. The seventh specific goal of this 

research study empirically assessed if there are any significant differences in employees’ 

CCA and CyS between the two SETA program types, and the two SETA delivery 

methods when controlled for demographic factors. 

 

Research Questions 

The main research question (RQ) that this study addressed is: Are there any 

significant differences in employees’ CCA and CyS between two SETA program types 

and two SETA delivery methods?  

Development and validation of a measurement tool to properly assess the CyS and 

CCA level of employees was imperative to this research study due to the limitations of 

construct measurement in previous research. To address this need, the first four specific 

RQs focused on the use of the Delphi methodology to determine SMEs’ approved 

measurement criteria for CCA, weights of the three CCA categories, as well as the 

development of two SETA programs with integrated vignette-based assessment. 

RQ1: What are the SMEs’ approved topics for the two SETA program types using the 

Delphi methodology? 
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RQ2: What are the SMEs’ approved measurement criteria for CCA using the Delphi 

methodology? 

RQ3: What are the SMEs’ approved weights for the three CCA categories (awareness 

of policy, SETA, & monitoring)? 

RQ4: What are the SMEs’ approved two SETA programs with integrated vignette-

based assessments for CCA and CyS using the Delphi methodology? 

The next three research questions addressed the results of the pilot and main study in 

relation to CCA and CyS levels of employees. Pre- and post-assessment allowed for a 

better understanding of significant differences between two SETA program types and two 

SETA delivery methods. Examination of these research questions expanded the body of 

knowledge, providing insight into the most effective use of organizational resources as 

cybersecurity threats become an increasing concern to information assets, information 

systems, and day-to-day operations.   

RQ5: Are there any significant differences between the two SETA program types and 

the two SETA delivery methods based on the vignette-based pre- and post-

assessments of CCA and CyS using a pilot group of participants? 

RQ6: Are there any significant differences between the two SETA program types and 

the two SETA delivery methods based on the vignette-based pre- and post-

assessments of CCA and CyS using the main study group of participants? 

RQ7a-e: Are there any significant differences between the two SETA program types, 

and the two SETA delivery methods based on the vignette-based pre- and post-

assessments of CCA and CyS using the main study participants, when controlled 

for participants' (a) age, (b) gender, (c) role in the organization, (d) highest 
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educational level, (e) years working at the organization, and (f) years since last 

attended formal education? 

The specific hypotheses for RQ5 and RQ6 (in null form) were: 

Ho1a: There will be no statistically significant mean differences in employee’s pre- 

and post-assessment of cybersecurity countermeasures awareness (CCA) and 

cybersecurity skills (CyS) for the typical SETA program based on the two 

delivery methods (face-to-face & online). 

Ho1b: There will be no statistically significant mean differences in employee’s pre- 

and post-assessment of cybersecurity countermeasures awareness (CCA) and 

cybersecurity skills (CyS) for the socio-technical SETA program based on the two 

delivery methods (face-to-face & online). 

Ho2: There will be no statistically significant mean differences on employee’s 

cybersecurity countermeasures awareness (CCA) and cybersecurity skills (CyS) 

between the two SETA program types (typical & socio-technical). 

Ho3: There will be no statistically significant interaction between the two SETA 

program types and the two delivery methods. 

 Figure 2 presents the conceptual map for this research. All measures were tested 

between comparisons for SETA type (typical & socio-technical) and delivery method 

(face-to-face & online) shown in Figure 1. 
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Figure 2. Research design for comparisons of SETA program types and delivery 

methods. 

 

Relevance and Significance 

Relevance of this Study 

 Companies in the United States continue to lead the world in losses from 

cyberattacks, with 58 organizations recently reporting the mean cost per organization for 

2015 as $12.7 million (Ponemon Institute, 2015). The protection of an organization’s 

information systems and information assets from cybersecurity threats is increasingly 

important in today’s world, especially as businesses become more reliant upon 

technology for daily business processes (D’Arcy et al., 2009). Employees who lack 

knowledge and skillsets are seen as a susceptible threat vector for cyberattacks, and 

therefore, are being targeted with continually evolving threats (Jang-Jaccard & Nepal, 

2014). A study of 252 global organizations found nine key cyberattack vectors, most of 

which focused on the human factor in information security including viruses, malware, 

Web-based attacks, phishing and social engineering, malicious code, denial of services, as 

well as stolen devices (Ponemon Institute, 2015). Due to emerging cybersecurity threats 
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that are now evolving rapidly and increasing in both number and sophistication, research 

in this area continues to be relevant (Choo, 2011; Jang-Jaccard & Nepal, 2014).  

Significance of this Study 

Despite considerable investment in organizational security, the majority of 

approaches and protection methods focus heavily on external attacks and technological 

defenses and have not minimized the number of security incidents (Pahnila, Siponen, & 

Mahmood, 2007). However, Abawajy (2012) point out that the organization is only as 

secure as its weakest link. Given the importance of organizational focus on IS security 

with a human-centric lens, the significance of this study is substantial (Furnell & Clarke, 

2012). Expanding knowledge of both CCA and CyS, as well as SETA program type and 

delivery method are significant not only to add to the body of knowledge in relation to 

cybersecurity, but also for practitioners who are charged with protecting organization IS 

assets (Choo, 2011; Shaw, Chen, Harris, & Huang, 2009). Providing empirically 

validated data on the most beneficial SETA program type and delivery method for 

cybersecurity training will assist organizations as they decide how to best use resources 

for training of employees on this critical aspect of daily business. This knowledge will 

increase organization efficiency and decrease the chance for losses due to naïve employee 

cybersecurity behaviors.  

 

Barriers and Issues 

There were several potential issues with the conducting of this research. First, there 

was concern that the responses of the SMEs participating in the Delphi process might not 

be constructive if the request for SETA topics and related measurement criteria permits 

only open-ended responses. To address this concern, the expert panel survey was direct, 
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as clear as possible, as well as based on prior research and previously validated 

assessment instruments. Reliability of the measurement tools developed for CCA was 

also a concern. To mitigate this potential issue, in addition to SME panel review, a pilot 

study was utilized to ensure validity and reliability before moving on to the main study.  

Additionally, quasi-experiment design using pre- and post-assessment methods must 

be mindful of sensitization which can occur when participants are informed of what is to 

come (Salkind, 2011). If the study is not designed properly, this can impact scores which 

would decrease the internal validity of the research completed. A control group was given 

the pre- and post-assessment to address this issue, and did not complete either of the two 

SETA programs. Finally, organizational permission to administer the two SETA programs 

with integrated vignette-based assessments was required for this study, as well as 

Institutional Review Board (IRB) approval. All approvals were received and appropriate 

processes for studies involving human subjects followed during the course of the research 

study (See Appendices A, B, & C). 

 

Limitations and Delimitations 

Limitations 

A limitation of this study is related to employee tendency to provide the expected or 

socially acceptable answers to cybersecurity assessments. Not only are some responses 

considered more socially desirable than others, employees are apt to attribute failures or 

problems to others or to circumstances beyond their personal control (Podsakoff & 

Organ, 1986). The vignette-based assessments for CCA and CyS reduce this risk through 

the expert panel participation in development, as well as through testing during the pilot 
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study. All results were carefully interpreted within the cybersecurity context, especially 

those areas which might be more susceptible to such biases (Verplanken & Orbell, 2003).  

This research study was conducted at a single, small private university in the United 

States. The SETA program has been implemented within the University as a workforce 

training initiative, which may lend itself to bias. In addition, a related limitation is culture 

of the participants. As such, additional research will be needed to assess the measures 

within other countries, especially those with a different culture than exists in the United 

States, along with replicating the findings with other types of organizations, organization 

size, organization culture, and varying population demographics. 

Delimitations 

This study was limited to research participants from a single, higher education 

university. The sample includes employees (both faculty and staff) who have had no 

previous formal cybersecurity or information security training while employed by the 

University. The online version of the SETA program content was limited to delivery 

through the Blackboard online learning system and all assessments were delivered 

anonymously via Google Forms.  

 

Definition of Terms 

Below is a list that defines the terms and acronyms used in this study. 

Cybersecurity - Defined by ACM Joint Task Force on Cybersecurity Education (2017) 

as a “computing-based discipline involving technology, people, information, and 

processes to enable assured operations” (para. 2). Cybersecurity is an all-inclusive term 

often used interchangeably with the term information security, however, it is a subset that 



24 

 

 

  

focuses on the cyber realm (or cyberspace) (National Institute of Standards & 

Technology, 2013).  

Cybersecurity Countermeasures Awareness (CCA) - Includes employee awareness of 

security policies, SETA programs, computer monitoring, and computer sanctions (Choi et 

al., 2013; D’Arcy et al., 2009). CCA can also be described as the state where individuals 

are aware of their cybersecurity mission within the organization (Katz, 2005; Rezgui & 

Marks, 2008). 

Cybersecurity Skills (CyS) - “Corresponds to an individual’s technical knowledge, 

ability, and experience surrounding the hardware and software required to execute IS in 

protecting their information technology against damage, unauthorized use, modification, 

and/or exploitation” (National Initiative for Cybersecurity Careers & Studies, 2014). 

Delphi Expert Methodology – This methodology is used in situations where accurate 

information is unavailable and aims to achieve an informed judgment with consensus on 

a particular topic (Best, 1974; Brown, 1968). The Delphi methodology has been found to 

effectively utilize a group communication process to refine measures based on the input 

of an expert panel (Ramim & Lichvar, 2014).   

Identity-based Motivation Theory (IBM) - A theoretical model that focuses on the 

motivational pull toward identity-congruent action as well as related cognitive 

procedures. IBM proposes that cognition and action are not separate from contexts but 

instead, are dynamically shaped by them (Oyserman, 2009). 

Information security - Encompasses technical measures, policies, risk management 

approaches, training, and best practices for the protection of information assets. These 

means can be used to protect an organization’s information systems and information 
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assets from deliberate or inadvertent unauthorized acquisition, damage, disclosure, 

manipulation, modification, loss, or use (Rezgui & Marks, 2008). 

Protection Motivation Theory (PMT) – PMT suggests that past behavior will have a 

significant influence on the process of accessing threats and on an individuals’ ability to 

cope with the threat (Boer & Seydel, 1996; Limayem & Hirt, 2003; Vance et al., 2012). 

Protection motivation processes attempt to influence individuals’ established practices 

and typical response. 

Security Education, Training, and Awareness Programs (SETA) – Organizational 

learning used to empower employees by increasing their knowledge and awareness and 

increasing skillsets (Albrechtsen, 2007). 

Selective Attention Theory (SAT) - SAT suggests that information is recognized but 

quickly forgotten unless it holds personal relevance to the individual (Deutsch & 

Deutsch, 1963). 

Skill - “Combination of ability, knowledge, and experience that enables a person to do 

something well” (p. 280) (Boyatzis & Kolb, 1991). 

Vignettes – Vignettes are “short stories about hypothetical characters in specified 

circumstances, to whose situation the interviewee is invited to respond” (p. 105) (Finch, 

1987). 

  

Summary 

 This study addressed cybersecurity threats to organizational IS which are due to 

limited skillsets and naïve cybersecurity practices of employees. Approximately 72% to 

95% of the cybersecurity threats and vulnerabilities for organizations have been linked to 

the naive cybersecurity practices of employees (D’Arcy et al., 2009; IBM Global 



26 

 

 

  

Technology Services, 2014). While technical security is crucial within organizations to 

enhance the security of information systems and to protect data, it is also imperative that 

emphasis is placed on ways in which employees’ naive cybersecurity actions may be 

mitigated (Al-Omari et al., 2012b; Bowen et al., 2011).  

 D’Arcy et al. (2009) established that implementation of an organizational SETA 

program is essential to the mitigation of cybersecurity threats. Prior studies have 

promoted use of organizational SETA programs but very few have focused on what SETA 

should include and how it should be delivered to produce the most favorable results. The 

development of CCA as well as CyS through SETA initiatives is imperative, however, 

additional research is needed to determine the most valuable program type and delivery 

method (D’Arcy et al., 2009). Therefore, this study empirically assessed if there are 

significant differences in CCA along with CyS based on SETA program types and 

delivery methods. 
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Chapter 2 

Review of the Literature 

 

Introduction 

 In this chapter, a literature review is presented to provide a synopsis of the relevant 

literature related to cybersecurity threats, countermeasures awareness, skill and 

organizational SETA programs as well as to lay the theoretical foundation for this study. 

According to Hart (1998), the literature review will assist in the discovery of existing 

knowledge (both historically and in current research) and provide a basis for research 

question development through identification of areas of concern, interest, and neglect. A 

quality foundation is critical for any research study, which then allows for a quality 

research contribution (Levy & Ellis, 2006). This examination is interdisciplinary in 

nature, involving an extensive search of IS literature using several databases from fields 

including IS, business, and psychology. From the literature review process, important 

constructs were identified in the literature domain relating to naïve employee 

cybersecurity behavior: cybersecurity countermeasures awareness (CCA), cybersecurity 

skill (CyS), and security education, training, and awareness programs (SETA). A 

comprehensive study of these areas was conducted to determine the existing knowledge 

base, research questions, approach, and theoretical foundation for this research study. 

Furthermore, proposed vignettes for the assessment of CCA and SETA program topics 

were drafted using literature from this review. 
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Cybersecurity Threats 

 Computer networks and information technology solutions have become critical to the 

everyday operation of today’s society, economy, and critical infrastructures (Jang-Jaccard 

& Nepal, 2014). As organizational reliance on technology increases, cyberattacks become 

more attractive to attackers and increasingly devastating to organizations (Choo, 2011). 

Cybersecurity threats and vulnerabilities are causing substantial financial forfeiture, 

impact to business reputation and continuity, as well as loss of company information 

assets (D’Arcy et al., 2009; Lebek et al., 2013). The number of cyberattacks continues to 

escalate because they are cheaper, more convenient, less risky than physical attacks, and 

are unconstrained by geographic location or distance (Jang-Jaccard & Nepal, 2014). Due 

to lacking knowledge and skillsets, humans are often considered the most susceptible 

threat vector for cyberattacks, and therefore, are being targeted with continually evolving 

threats.  

 Approximately 72% to 95% of the cybersecurity threats and vulnerabilities for 

organizations have been linked to the naive cybersecurity practices of employees or 

contractors (D’Arcy et al., 2009; IBM Global Technology Services, 2014). Of these, most 

security incidents are attributed to current or former employees of the organization 

(PricewaterhouseCoopers, 2016). IBM Global Technology Services (2014) found the 

most prevalent practice to be unsafe Web browsing which can lead to IS compromise via 

malware. Malware is the leading tool used by cyber-attackers to carry out malicious acts 

and is known to advance rapidly to capitalize on new approaches to exploit flaws in 

emerging technologies (Jang-Jaccard & Nepal, 2014). Furthermore, social engineering 
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attacks are on the rise and are “now considered the great security threat to people and 

organizations” (Algarni, Xu, Chan, & Tian, 2014). Even the most technologically 

advanced IS security measures can be thwarted by social engineering, which utilizes 

tactics to trick victims into compromising personal or organizational security defenses 

through phishing, vishing (voice solicitations), and impersonation (Algarni et al., 2014). 

While employee awareness of social engineering techniques is important, Kvedar, Nettis, 

and Fulton (2010) found that even those who classify themselves as aware of these tactics 

can be fooled. Likewise, an employee with IS knowledge does not necessarily possess the 

cybersecurity skills required to protect themselves and their organization from threats 

(Choi et al., 2013). Therefore, expanding knowledge of both countermeasures awareness 

and skills, as well as SETA program type and delivery method are significant not only to 

add to the body of knowledge in relation to cybersecurity but also for practitioners who 

are charged with protecting organization information systems and information assets.  

Table 1 

Summary of Cybersecurity Threats 

Study Methodology Sample Instrument or 

Construct 

Main Finding or 

Contribution 

Algarni et al., 

2014 

Empirical study 

via survey 

78 individuals 

with social 

network site 

accounts 

Social 

engineering 

Social engineering is a 

threat to those with 

social networking site 

accounts due to lack of 

mitigation techniques 

Choi et al., 

2013 

Empirical study 

via expert 

reviewed 

survey 

185 

respondents 

from a 

government 

transportation 

agency 

Cybersecurity 

threats, 

computer self-

efficacy, CCA, 

CyS, computer 

misuse intention 
 

End-user awareness of 

monitoring and 

cybersecurity initiative 

skill reduced misuse 

intentions 

Choo, 2011 Theoretical  Application of 

Routine Activity 

Theory (RAT) to 

RAT can be used to 

reduce opportunities 

for cybercrime by 

increasing the risks of 
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Study Methodology Sample Instrument or 

Construct 

Main Finding or 

Contribution 

mitigate 

cybersecurity risk 

detection and 

punishment associated 

D’Arcy et al., 

2009 

Empirical study 

via survey 

269 computer 

users from 

eight different 

companies 

User awareness 

of security 

countermeasures, 

perceived 

certainty, severity 

of organizational 

sanctions, and 

misuse intention 

Three practices deter 

IS misuse: user 

awareness of security 

policies, SETA 

programs, and 

computer monitoring 

Jang-Jaccard 

& Nepal, 2014 

Literature 

review and 

synthesis 

 Cybersecurity 

vulnerabilities 

and emerging 

threats 

Mitigation of 

cybersecurity threats 

should include both IT 

and non-IT 

professionals 

Kvedar et al., 

2010 

Empirical study 

via 

vulnerability 

assessment 

simulation 

Graduate, 

undergraduate, 

and high 

school 

students 

Social 

engineering 

More than 40% failed 

to perceive social 

engineering as a 

threat, and 85% gave 

the attackers network 

information 

Lebek et al., 

2013 

Literature 

review and 

synthesis 

 Approaches for 

employee 

information 

security 

awareness and 

behavior 

Future research should 

include qualitative 

studies that focus on 

factors that influence 

employees’ 

information security 

awareness 

IBM Global 

Technology 

Services, 2014 

Empirical study 

via cyberattack 

event data 

Approximatel

y 1,000 clients 

from 133 

countries 

Data breaches Human error 

contributed to over 

95% of the security 

events 

Pricewaterhou

se- Coopers, 

2016 

Empirical study 

via survey 

Approximatel

y 10,000 

business and 

IT executives 

Protection of 

digital assets and 

creation of 

business 

advantages 

Findings show focus 

on: 1) Adoption of 

new safeguards for 

digital business 

models 2) 

Implementing threat 

intelligence and 

information-sharing 

programs 

3) Securing the 

potential of the 

Internet of Things 
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Motivation Theories 

Protection Motivation Theory 

 Rogers (1975) originally proposed PMT to provide conceptual clarity to the 

understanding of fear appeals. Maddux and Rogers (1983) later extended PMT to produce 

a more general theory with an emphasis on the cognitive processes mediating behavioral 

change. PMT has been used as a framework for influencing and predicting various 

behaviors such as promoting water conservation, persuading individuals to use less 

energy, the influence of health education, and increasing preparedness for natural 

disasters (Boer & Seydel, 1996). Recently, PMT has been applied to the domain of 

information security and previous work from the organizational perspective has focused 

on employee compliance with IS security procedures and policies (Vance et al., 2012). 

 PMT suggests that information about a threat causes a cognitive process in 

individuals that assessess positive and negative responses (Vance et al., 2012). Therefore, 

naive cybersecurity actions by the employee are an example of a maladaptive response, 

while positive cybersecurity actions would be considered an adaptive response. The 

maladaptive response will invoke threat appraisal factors, which decrease the likelihood 

of a negative response. The three factors of threat appraisal using PMT are: 1) rewards or 

benefits, 2) severity of the threat, and 3) the extent to which the individual is perceived to 

be susceptible to the threat. PMT also includes three coping appraisals: 1) belief in the 

perceived benefits of the coping action by removing the threat, 2) cost to the individual 

for implementing the protective behavior, and 3) the degree to which the individual 

believes it is possible to implement the protective behavior. 
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 PMT has been cited as one of the most powerful explanatory theories for predicting 

an individual’s intention to engage in protective actions (Agarwal, Sambamurthy, & Stair, 

2000). However, grounded empirical studies have found that basing research on intention 

to comply with information security policies and procedures to be a limitation (Vance et 

al., 2012). Furthermore, recent studies found that the relationship between SETA and 

PMT are not as simple as initially suggested by Vance et al. (2012). Johnston et al. (2015) 

posit that PMT-grounded IS studies miss the dimension of personal relevance which is 

critical to ensuring employees are not only aware of cybersecurity risks, but that they 

realize their personal role in the protection of organizational information assets. 

Therefore, this research was built upon PMT but sought to adequately measure both CCA 

and CyS instead of concentrating on intention to comply given that intentions are not the 

focus of this study.  

Table 2 

Summary of Protection Motivation Theory 

Study Methodology Sample Instrument or 

Construct 

Main Finding or 

Contribution 

Agarwal et al., 

2000 

Empirical 

study via 

survey, 

longitudinal 

research 

design  

186 

undergraduate 

students 

Computer self-

efficacy 

Greater opportunity for 

hands-on experience 

with software package 

increased aspects of 

self-efficacy and ease-

of-use 

Boer & Seydel, 

1996 

Empirical 

study via 

survey 

386 women Health education, 

information 

acquisition, 

intention to 

participate 

Interaction between 

perceived vulnerability 

and self-efficacy was 

the major predictor of 

intention to participate. 

Gundu & 

Flowerday, 

2012 

Theoretical  Information 

security awareness 

Information security 

awareness process to 

cultivate positive 

security behaviors. 

Uses the behavioral 

intentions model 
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Study Methodology Sample Instrument or 

Construct 

Main Finding or 

Contribution 

Johnston et al., 

2015 

Empirical 

study via 

interviews and 

expert 

reviewed 

survey 

559 city 

government 

employees in 

Finland 

Compliance 

intention, personal 

relevance 

Fear appeals should be 

updated to include 

persuasive messaging 

campaigns and 

highlight personal 

relevance to increase 

compliance 

Maddux & 

Rogers, 1983 

Empirical 

study via 

survey 

153 

undergraduate 

students  

PMT, self-efficacy 

expectancy 

Provided empirical 

evidence supporting 

addition of self-efficacy 

expectancy as fourth 

component of PMT 

Rogers, 1975 Theoretical  PMT PMT is proposed. 

Comprised of three 

crucial components: 1) 

magnitude of an event; 

2) probability of event 

occurrence; 3) efficacy 

of a protective response 

Vance et al., 

2012 

Empirical 

study via 

expert 

reviewed 

survey 

42 graduate 

students 

IS security 

compliance 

Importance of 

awareness and 

education efforts for IS 

security compliance 

     

 

Identity-Based Motivation 

 Oyserman (2009) formed a theoretical model known as identity-based motivation 

(IBM) that focuses on the motivational pull toward identity-congruent action as well as 

related cognitive procedures. According to Oyserman (2009), for education efforts to be 

successful, participants must identify with the content. Research studies in healthcare, 

consumer behavior, and school outcomes have tested the prediction that individuals 

would be more engaged and invested in the topic if they were able to relate training 

content to previous experiences, providing context (Oyserman, 2008, 2013; Oyserman & 

Smith, 2015; Oyserman et al., 2014). 
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 Based on the previous findings of IBM studies, the formation of identity is especially 

significant for cybersecurity-focused education. An employee who identified with SETA 

content should possess action and procedural readiness that can be called upon without 

conscious awareness when threats arise (Oyserman, 2009). IBM proposes that cognition 

and action are not separate from the context but instead, are dynamically shaped by them 

(Oyserman, 2009). Due to empirical evidence which points to the importance of personal 

relevance of content in education and training efforts, the study integrated IBM as a part 

of the theoretical foundation. 

Table 3 

Summary of Identity-Based Motivation 

Study Methodology Sample Instrument 

or Construct 

Main Finding or 

Contribution 

Oyserman, 2008 Empirical 

study via 

survey 

High school 

students 

Racial-ethnic 

identity, 

academic 

achievement 

An identity relevant goal 

was found to be a 

predictor of improved 

academic performance 

Oyserman, 2009 Synthesis of 

previous 

literature 

 IBM and 

action-

readiness: 

consumption, 

health 

behaviors and 

academic 

performance 

Once an identity is 

formed, action and 

procedural-readiness can 

be cued without 

conscious awareness or 

systematic processing 

Oyserman et al., 

2014 

Empirical 

study via 

survey 

Undergraduate 

students 

Experienced 

difficulty, time 

investment, 

and learning 

outcomes 

Results show the 

interpretation of 

experienced difficulty 

matters for learning 

outcomes 

Oyserman & 

Smith, 2015 

Synthesis of 

previous 

literature 

 Dynamic 

construction, 

action-

readiness, and 

interpretation 

of difficulty 

People interpret 

situations in ways that 

are congruent with 

currently active 

identities. When actions 

feel identity-congruent, 

the behavior is seen as 

important and 

meaningful. 
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Selective Attention Theory 

 Attention research has long been a focus of researchers, sparking much debate over 

the process of selection in the flow of memory storage and information processing. 

Broadbent (1958) developed one of the prominent foundational models of selective 

attention theory (SAT) which introduced the use of memory stages as an ordered series. 

The work proposed that individuals have a tendency to process information from only 

one part of the environment while excluding other parts. This multistore approach 

suggested that information is first held in an unanalyzed form in a store of unlimited 

capacity. Some of this information can then be selected for further processing and then 

held in a limited capacity, short-term store. Selected information is eventually filed in 

permanent memory or a long-term store with some form of organization, allowing for 

retrieval and recall. According to the Broadbent (1958) model, attentional selection 

occurs early, with rudimentary analysis and processing occurring before information can 

be entered in short-term memory. Broadbent (1958) concluded that we pay attention to 

only one channel at a time and that the channel given attention is selected based on 

physical characteristics of the information coming in (which particular ear the 

information was coming to, the type of voice, etc.). Since individuals have a limited 

capacity to process information, this filter was believed to prevent information processing 

overload. Broadbent (1958) assumed that any messages or information received on an 

unattended channel were lost at an early stage or processing. 

 Treisman (1964) agreed that the filtering of messages happens early in the process 

and that physical characteristics are used. However, empirical evidence from the work of 

Treisman (1964) proves the findings of Broadbent (1958) to be inadequate, as it does not 
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allow for meaning and relevance to be taken into account by the individual. This led to 

the suggestion of an updated model that does not include the concept of unattended 

material per Broadbent (1958) but instead opts to view information from unattended 

channels as still gathered by the individual and available for processing when the 

message is deemed relevant.  

 The order of stores in the original multistore model was soon contested by Deutsch 

and Deutsch (1963) who put forth an opposing theory of late response selection which 

assumes perception is an unlimited process that can occur parallel and without the need 

for selection. According to this approach, selection occurs late in the information 

processing flow, after full perception, and as information is stored in long-term memory. 

Deutsch and Deutsch (1963) suggested that multiple channels of information could be 

recognized by the individual but would be quickly forgotten unless they held personal 

relevance.  

 For many years, selection has proven a central question in attention theory with 

approaches shifting back and forth between early and late selection, as well as on a 

combination of the two. In addition, the factors of information relevance, cognitive load, 

and complexity of the response have been thoroughly examined in previous research 

(Kahneman & Treisman, 1984; Lavie & Tsal, 1994; Von Wright, 1970). While theoretical 

approaches to selective attention have varied, psychophysical experiments have proven 

that attention plays a significant role in learning (Yli-Krekola et al., 2009). As proposed 

by Kahneman (1973), individuals will narrow their attention to information currently 

believed to be relevant. For this reason, it is important that more is known regarding the 
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role of selective attention in the study of awareness and SETA program effectiveness 

within the organization. 

Table 4 

Summary of Selective Attention Theory 

Study Methodology Sample Instrument or 

Construct 

Main Finding or 

Contribution 

Broadbent, 

1958 

Traditional  Perception, 

communication, 

selective 

learning, and 

listening 

Developed a model 

using memory stages 

as an ordered series. 

Provided groundwork 

of selective attention 

theory 

Deutsch & 

Deutsch, 1963 

Traditional  Attention Proposed late response 

selection. Assumes 

perception is an 

unlimited process that 

can occur without the 

need for selection 

Kahneman, 

1973 

Traditional  Attention Places focus on the role 

of attention in 

perception and 

performance.  

Kahneman & 

Treisman, 

1984 

Traditional  Attention Suggest shift from early 

to late selection was 

related to shift in the 

field of attention studies 

Lavie & Tsal, 

1994 

Theoretical  Selection in 

visual attention, 

perceptual load 

Proposed addition of 

physical distinctiveness 

and perceptual load to 

selective attention 

factors 

Treisman, 

1964 

Empirical 

study via 

laboratory 

experiment 

 Selective 

attention, 

storage of 

irrelevant 

messages 

Proves meaning and 

relevance must be 

taken into account in 

SAT 

Von Wright, 

1970 

 Undergraduate 

students 

Selection in 

visual 

immediate 

memory 

Studied the efficiency 

of selection from 

visual immediate 

memory with focus on 

the complexity of the 

response. 
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Study Methodology Sample Instrument or 

Construct 

Main Finding or 

Contribution 

Yli-Krekola, 

Särelä, & 

Valpola, 2009 

Empirical 

study via 

experiment 

Artificially 

generated data 

Selective 

attention, 

learning 

Found that selective 

attention can improve 

learning. With pre-

segmentation, fewer 

exposures are needed to 

learn relevant 

information 

 

Cybersecurity Countermeasures Awareness 

Awareness is defined as the extent to which a specific population is cognizant of an 

innovation and formulates a general perception of what it involves (Dinev & Hu, 2007). 

Organizational impact from awareness strategies have long been studied in social science, 

criminal justice, as well as medical behavioral sciences and positively linked to 

individuals’ cognitive development (Dinev & Hu, 2007; Shaw et al., 2009). For 

awareness to be achieved, an organization or individual must be exposed to the existence 

of the innovation, while providing information on both how it functions and what its 

benefits are. Given the level of organizational concern today regarding emerging 

cybersecurity threats, awareness of the significance of cybersecurity, personal 

responsibility in protecting organizational data, as well as of recent advances by those 

with malicious intent is imperative, especially for employees in the context of 

organizations (Choo, 2011; Shaw et al., 2009). 

Straub and Welke (1998) used the term security countermeasures to collectively 

describe a mix of procedural and technical controls to mitigate IS risk. Building upon 

previously used security countermeasures definitions, CCA can be said to include 

employee awareness of security policies, SETA programs, computer monitoring, and 

computer sanctions (Choi et al., 2013; D’Arcy et al., 2009). CCA can also be described as 
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the state where individuals are aware of their cybersecurity mission within the 

organization (Katz, 2005; Rezgui & Marks, 2008). Previous studies related to deterrence 

of naive information security behavior had found positive influence of various security 

countermeasures (Kankanhalli, Teo, Tan, & Wei, 2003; Lee & Lee, 2002). D’Arcy et al. 

(2009) extended prior work by focusing on the impact of user awareness of security 

countermeasures on IS misuse intention. The underlying process through which the 

security countermeasures of security policy, SETA program, and computer monitoring 

impacted naive behaviors was explored. However, additional research on 

countermeasures awareness that specifically focuses on cybersecurity threats is needed to 

determine the most effective method for organizations to address issues from a human-

centric lens.  

According to Furnell et al. (1996), the need to promote IS security policy and 

awareness within the organization requires IS security awareness training. Employees’ 

lack of awareness of threats posed in the cyber realm increases the susceptibility of 

malicious attacks and organizational losses (Kumar, Mohan, & Holowczak, 2008; Shaw 

et al., 2009). Consequently, in order for the training program to be considered effective, 

CCA must be measured and improvement made. Based on this, it can be concluded that 

the CCA of employees is critical for the mitigation of cybersecurity threats, and therefore, 

must be assessed and evaluated. 

Table 5 

Summary of Cybersecurity Countermeasures Awareness 

Study Methodology Sample Instrument or 

Construct 

Main Finding or 

Contribution 

Choi et al., 

2013 

Empirical 

study via 

expert 

185 

respondents 

from a large 

Cybersecurity 

threats and 

vulnerabilities 

End-user awareness of 

monitoring and 

cybersecurity initiative 
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Study Methodology Sample Instrument or 

Construct 

Main Finding or 

Contribution 

reviewed 

survey 

government 

transportation 

agency 

utilizing impact 

of computer 

self-efficacy, 

CCA, and CyS 

on computer 

misuse intention 

skill reduced misuse 

intentions 

Choo, 2011 Theoretical  Application of 

Routine Activity 

Theory (RAT) to 

mitigate 

cybersecurity risk 

RAT can be used to 

reduce opportunities for 

cybercrime by increasing 

the risks of detection and 

punishment associated 

D’Arcy et al., 

2009 

Empirical 

study via 

survey 

269 computer 

users from 

eight different 

companies 

User awareness 

of security 

countermeasures, 

perceived 

certainty and 

severity of 

organizational 

sanctions, and 

misuse intention 

Three practices deter IS 

misuse: user awareness 

of security policies, 

SETA programs, and 

computer monitoring 

Dinev & Hu, 

2007 

Empirical 

study via 

survey 

339 IS 

professionals 

and university 

students  

IS security 

awareness, 

protective 

technologies 

Confirmed that 

technology awareness is 

a determinant of 

behavioral intention 

toward protective 

technologies 

Furnell et al., 

1996 

Empirical 

study via 

survey 

Employees 

(both general 

users and 

technical 

staff) of one 

European 

organization  

Employee 

awareness and 

attitudes toward 

security 

Established that 

organizational culture is 

important in determining 

level and types of 

security that will be 

accepted. 

Kankanhalli 

et al., 2003 

Empirical 

study via 

survey 

164 IS 

managers 

IS security 

deterrent efforts, 

deterrent severity, 

and preventative 

efforts 

Developed an integrative 

model of IS security 

effectiveness. Greater 

deterrent efforts and 

preventive measures 

were found to 

lead to enhanced IS 

security effectiveness 

Katz, 2005 Empirical 

study via 

survey 

University 

faculty and 

staff 

Information 

security 

awareness 

Findings indicated that 

employees need to 

become more aware of IS 

security and skilled in 

using technical security 

methods 
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Study Methodology Sample Instrument or 

Construct 

Main Finding or 

Contribution 

Kumar et al., 

2008 

Empirical 

study via 

survey 

130 

university 

students 

Awareness of 

security 

measures, 

attitude, intention 

to use protective 

technologies  

Attitude plays an 

important role in shaping 

users' intention to use 

protective technologies 

Rezgui & 

Marks, 2008 

Empirical 

study via 

questionnaire, 

interview, and 

observation 

45 

questionnaire 

participants 

and seven 

interview 

participants 

from a higher 

education 

university 

IS security 

awareness 

Recommendations to 

establish IS security 

awareness and an 

understanding of IS 

security within the 

organization 

Shaw et al., 

2009 

Empirical 

study via 

laboratory 

experiment 

240 graduate 

students 

Information 

security 

awareness 

Recommendations for 

information security 

awareness training via 

online delivery method  

Straub & 

Welke, 1998 

Empirical 

study via 

comparative 

qualitative 

interviews 

37 managers 

and 

professionals 

from Fortune 

500 firms 

Mitigation of IS 

security risk 

Identified an approach 

for IS security risk using 

a theory-based security 

program. Includes 

security risk planning, 

SETA, and 

countermeasure analysis 

     

 

Security Education, Training, and Awareness (SETA) Programs 

Stanton et al. (2005) stated that even the best technology efforts intended to address 

IS security will fail unless the organization’s employees take the proper course of action 

when approached with a threat. Although technology-oriented safeguards such as 

firewalls and intrusion detection systems are found in a large number of organizations, 

focus on human factors in security including awareness and training initiatives has 

historically lagged behind (Furnell & Clarke, 2012). Previous studies in IS literature have 

confirmed awareness techniques to be effective in increasing employee security-related 

knowledge, promoting security-conscious decision-making, and in the prevention of 
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naive IS security behaviors within the organization (C. Anderson & Agarwal, 2010; 

Puhakainen & Siponen, 2010). While training programs and initiatives exist within many 

organizations, there appears to be limited number of empirical research to determine what 

topics should be covered, the most useful method used for delivery, and to what degree 

these factors play a part in the IS security practice of employees (Talib, Clarke, & 

Furnell, 2010). 

Security education, training, and awareness (SETA) programs can take many forms, 

but typically focus on raising employee awareness of responsibilities in relation to their 

organizations’ information assets, provide instruction on the consequences of abuse, 

while also developing the necessary skills to help fulfill these requirements (D'Arcy & 

Hovav, 2007; Whitman, Townsend, & Alberts, 2001). Regardless of the form, the 

organizational IS security policy should provide the foundation of the SETA program. 

Many typical SETA programs seem to focus on memorization and often involve coercion, 

fear tactics, or perception of external pressures, which have been found to have no 

influence on employee compliance with organizational IS policies (Kranz & Haeussinger, 

2014; Parrish & Nicolas-Rocca, 2012). However, according to Parsons et al. (2014) 

training and education efforts are more effective if they not only outline what is expected 

but also provide an understanding of why this is important to the individual or employee.  

For this reason, socio-technical philosophies are understood to be more valuable, 

providing a means for employees to easily see how the training materials used can 

correlate to their day-to-day duties (Kruger & Kearney, 2006; Netteland et al., 2007). 

Socio-technical philosophies embrace social as well as technical elements for optimal 

design and use of organizational systems (Davis et al., 2014). Whitman et al. (2001) 
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found that the most effective way to guarantee the viability of IS security efforts is to 

ensure employees understand steps being taken and accept necessary precautions. This 

research will seek to address the lack of theoretically grounded empirical studies related 

to the design and effectiveness of SETA programs while exploring the differences in CCA 

and CyS based on the different SETA program types (Ng, Kankanhalli, & Xu, 2009). 

Implementation of SETA programs has been found to be beneficial in mitigating 

cybersecurity threats (D’Arcy et al., 2009; Dhillon, 1999; Whitman, 2004). Furthermore, 

it is imperative that the most effective delivery method for the specific program type be 

empirically investigated (Paul, 2014). Both online and face-to-face training delivery 

methods have their advantages, and in previous research, each has been found to 

successfully produce a motivated employee who has the skills needed to apply their 

training to job-related tasks (Gupta et al., 2010). However, there seems to be insufficient 

research in the field of IS to determine the most successful delivery method as well as the 

type of program for cybersecurity-focused SETA programs.  

Table 6 

Summary of Security Education, Training, and Awareness Programs      

Study Methodology Sample Instrument or 

Construct 

Main Finding or 

Contribution 

C. Anderson & 

Agarwal, 2010 

Empirical 

study via 

survey and 

experiment 

Survey: 594 

home 

computer 

users, 

Experiment: 

101 computer 

users 

Intention to 

perform security-

related behavior, 

influence of 

message queues 

Empirical evidence 

that the level of 

psychological 

ownership 

an individual feels 

influences security 

behavior 

D’Arcy & 

Hovav, 2007 

Empirical 

study via 

survey 

Employees 

from eight 

organizations 

and graduate 

students 

IS misuse 

intention and 

awareness of 

security 

countermeasures 

User awareness of 
security policies, 
security- 
awareness 
programs, and 
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Study Methodology Sample Instrument or 

Construct 

Main Finding or 

Contribution 

preventive security 
software reduce IS 
misuse intentions 

D’Arcy et al., 

2009 

Empirical 

study via 

survey 

269 computer 

users from 

eight 

different 

companies 

User awareness of 

security 

countermeasures, 

perceived 

certainty and 

severity of 

organizational 

sanctions, and 

misuse intention 

Three practices deter 

IS misuse: user 

awareness of security 

policies, SETA 

programs, and 

computer monitoring 

Davis et al., 

2014 

Theoretical  Socio-technical 

systems research 

expansion 

Socio-technical 

research should be 

applied to extend 

conceptualizations 

of ‘systems’, apply 

the core ideas to new 

domains 

beyond new 

technologies, and, be 

used in predictive 

work. 
Dhillon, 1999 Theoretical  Computer fraud, 

security controls 

Organizations should 

develop a security 

policy, (technical, 

formal and informal 

interventions) 

to minimize losses 

from computer fraud 

Furnell & 

Clarke, 2012 

Theoretical  Information 

security 

awareness, human 

aspects of security 

Recommends human 

aspects are included in 

a holistic security 

strategy alongside the 

necessary technologies 

Gupta et al., 

2010 

Literature 

review and 

synthesis 

 End-user training 

methods 

Researcher suggested 

long-term look at the 

influence of different 

training methods 

Kranz & 

Haeussinger, 

2014 

Empirical 

study via 

survey 

444 

employees 

from various 

organizations 

Motivation to 

comply with 

organizational IS 

security policies 

Findings advance 

understanding of  

motivational processes 

underlying security 

compliant behavior 

Kruger & 

Kearney, 2006 

Theoretical  Information 

security 

awareness 

Development of a 

prototype model for 

measuring 
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Study Methodology Sample Instrument or 

Construct 

Main Finding or 

Contribution 

organizational 

information security 

awareness 

Netteland et 

al., 2007 

Empirical 

study using 

LMS training 

completion 

rates and 

interviews 

Organization 

employees 

over a four-

year period 

Information 

sharing, workplace 

training 

Information sharing 

can be a critical factor 

in the implementation 

of e-learning 

initiatives 

Ng et al., 2009 Empirical 

study via 

survey 

134 

employees 

Computer security 

behavior 

Perceived 

susceptibility, 

perceived benefits and 

self-efficacy are 

determinants of email 

related security 

behavior 

Parrish & 

Nicholas-

Rocca, 2012 

Theoretical  IS security 

training, 

mindfulness 

Framework for IS 

security training that 

integrates mindfulness 

into the decision-

making process. 

Encouraged use of 

scenarios and online 

training/assessment 

Parsons et al., 

2014 

Empirical 

study via 

expert 

reviewed 

survey 

500 

Australian 

employees 

Knowledge of 

policy and 

procedures, 

attitude towards 

policy and 

procedures, and 

behavior 

Findings suggest that 

training and 

education are more 

effective if they 

outline what is 

expected and provide 

an understanding of 

why this is important 
Paul, 2014 Empirical 

study using 

survey and 

experiment 

160 students Training 

methodologies 

No differences were 

found in learning 

outcomes between 

face-to-face, e-

learning, and mobile 

learning methods 

Puhakainen & 

Siponen, 2010 

Interviews, 

Empirical 

study via 

survey  

16 employees IS security policy 

compliance 

Continuous 

communication 

process is required to 

improve user IS 

security policy 

compliance 

Stanton et al., 

2005 

Interviews, 

Empirical 

study via 

expert 

49 SMEs and 

1167 end 

users 

Information 

security behavior 

Behaviors related to 

password creation and 

sharing were found to 

be generally poor and 
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Study Methodology Sample Instrument or 

Construct 

Main Finding or 

Contribution 

reviewed 

survey 

varied across different 

organization types 

Talib et al., 

2010 

Empirical 

study via 

survey 

333 computer 

users 

Information 

security awareness 

and practices 

Knowledge and 

practice obtained at 

the workplace was 

transferred to the 

home environment. 

Recommendations for 

developing all-around 

individual security 

culture 

Whitman et al., 

2001 

Standard  Information 

security threats 

Supports the need for 

information security 

policy and provides 

sample structure 

Whitman, 2004 Interviews, 

Empirical 

study via 

expert 

reviewed 

survey 

192 top 

computing 

executives 

Information 

security threats 

Determined top threats 

and empirically 

proved need for 

policy, awareness, and 

education in 

organizations 

 

Cybersecurity Skills 

Skills Defined 

Boyatzis and Kolb (1991) defined skill as a “combination of ability, knowledge, and 

experience that enables a person to do something well” (p. 280). Skill is also described as 

the capability to understand and utilize knowledge, intellectual abilities, and past 

experiences to perform the best course of action well in a given situation (Choi et al., 

2013; Levy, 2005; Torkzadeh & Lee, 2003). Skill acquisition is a learning process and 

generally adopts three stages of development (J. Anderson, 1982; Fitts, 1964). In the first 

stage, the individual will receive instruction and information about a skill topic area. At 

this stage, it is common to rehearse the information required for skill execution, making 

the facts available in working memory (i.e. acquiring the knowledge) for interpretive 

procedures (J. Anderson, 1982; Fitts, 1964). With practice, the knowledge is internalized 
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and can be directly applied without interpretive procedures. This gradual process is 

considered stage two, and the individuals’ knowledge increases allowing the connection 

to be made and transferred to actions or practices (Gravill, Compeau, & Marcolin, 2006). 

Further learning and experience then lead the individual to stage three, where skills are 

honed to be both efficient and autonomous (J. Anderson, 1982; Fitts, 1964).  

Improvements in this stage continue indefinitely, experience positively influencing an 

individual’s actions with the ability to generalize procedures and increase performance 

occurring throughout the skill development until competency level is achieved when 

skills are mastered (J. Anderson, 1982; Fitts, 1964; Levy & Ramim, 2015; Marcolin, 

Compeau, Munro, & Huff, 2000). 

Table 7 

Summary of Skills Defined 

Study Methodology Sample Instrument or 

Construct 

Main Finding or 

Contribution 

J. Anderson, 

1982 

Theoretical  Acquisition of 

cognitive skill 

Skill acquisition is a 

learning process that has 

three stages (e.g., 

declarative, procedural, & 

automacity); each 

requires time for honing 

Boyatzis & 

Kolb, 1991 

Development 

and empirical 

study via 

video/audio 

recorded 

sessions 

236 adults 

consisting of 

students, 

managers, 

and 

manufacturin

g 

professionals 

Personal and 

organizational 

skills based on 

the theory of 

learning 

Developed and validated 

the learning skills profile, 

which assesses learning 

skills through a typology 

of 12 skill scales 

Choi et al., 

2013 

Empirical 

study via 

expert 

reviewed 

survey 

185 

respondents 

from a large 

government 

transportatio

n agency 

Cybersecurity 

threats, 

computer self-

efficacy, CCA, 

CyS, computer 

misuse 

intention 

End-user awareness of 

monitoring and 

cybersecurity initiative 

skill reduced misuse 

intentions 
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Study Methodology Sample Instrument or 

Construct 

Main Finding or 

Contribution 

Fitts, 1964 Theoretical  Perceptual-

motor skill 

learning 

Skill learning is a 

continuously evolving 

hierarchical process that 

with practice over time 

leads to maximum 

performance or 

competency 

Gravill et 

al., 2006 

Empirical 

study via 

paper survey 

and 

controlled 

experiment 

67 volunteers 

from four 

large retail, 

financial, 

distribution, 

and 

consulting 

organizations 

Self-assessed 

user competence 

End-users did accurately 

self-assess their software 

knowledge but did 

improve as experience 

and understanding of IT 

increased 

Levy, 2005 Empirical 

study via 

longitudinal 

study 

2 MBA 

programs 

(one online 

and one on-

campus) 

Learning skills 

profile 

Skills were positively 

enhanced in both the 

online and on-campus 

MBA programs 

Levy & 

Ramim, 

2015 

Empirical 

study via 

quasi-

experiment  

253 business 

management 

students 

Skills and 

competence 

assessment 

Students with hands-on 

experience using 

computer simulation 

performed better than 

those without 

Marcolin et 

al., 2000 

Empirical 

study via 

survey and 

flash-card 

self-efficacy 

assessment 

66 university 

administrator

s and 

students 

End-user 

competency 

End-users ranked their 

perceived ability to use a 

software package higher 

than their demonstrated 

competence level with the 

same software package 

Torkzadeh 

& Lee, 2003 

Empirical 

study via 

developed 

instrument 

282 end-

users from 

varying 

industries 

with mixed 

management 

levels  

Perceived end-

user computing 

skills 

Identified 12 items for 

measuring perceived end-

user computing skills. 

Cautioned perceptions do 

not always correspond to 

actual skills of the 

individual  

     

 

Cybersecurity Skills Defined 

The ACM Joint Task Force on Cybersecurity Education (2017) defines cybersecurity 

as “computing-based discipline involving technology, people, information, and processes 

to enable assured operations” (para. 2). It involves the creation, operation, analysis, and 
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testing of secure computer systems and is considered an interdisciplinary course of study, 

including aspects of law, policy, human factors, ethics, and risk management in the 

context of adversaries (ACM Joint Task Force on Cybersecurity Education, 2017). 

Accordingly, CyS “corresponds to an individual’s technical knowledge, ability, and 

experience surrounding the hardware and software required to execute IS in protecting 

their information technology against damage, unauthorized use, modification, and/or 

exploitation” (National Initiative for Cybersecurity Careers & Studies, 2014).  

Skills can be acquired and honed, increasing efficiency and impacting positive action, 

when adequate education and training initiatives are implemented within the organization 

(Carruth et al., 2010). Employees must have the proper skillset for effective mitigation of 

cybersecurity risk. They cannot be held responsible for naive cybersecurity practices if 

education and training are not provided to develop then improve upon these crucial skills 

(Lerouge, Newton, & Blanton, 2005; B. Von Solms & Von Solms, 2004). Likewise, 

employees’ skills can be advanced when they are aware and engaged in adequate CCA 

initiatives (Carruth et al., 2010). Prior studies have failed to evaluate the role of skills in 

the mitigation of cybersecurity threats (Choi et al., 2013). Therefore, it can be concluded 

that additional research on CyS is needed due to the vulnerabilities presented by 

employees with lacking skillsets. 

Table 8 

Summary of Cybersecurity Skills 

Study Methodology Sample Instrument or 

Construct 

Main Finding or 

Contribution 

ACM Joint Task 

Force on 

Cybersecurity 

Education, 2017 

Standard  Cybersecurity 

education 

Seek to develop 

comprehensive 

curricular guidance 

in cybersecurity 

education 
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Study Methodology Sample Instrument or 

Construct 

Main Finding or 

Contribution 

Carruth et al., 

2010 

Empirical study 

via quasi-

experiment with 

survey 

43 high 

school 

students 

Awareness and 

skill 

Theory and 

intervention for 

promotion of 

knowledge and 

skill 

Acquisition in 

training/education 

Choi et al., 2013 Empirical study 

via expert 

reviewed survey 

185 

respondents 

from a large 

government 

transportation 

agency 

Cybersecurity 

threats and 

vulnerabilities 

utilizing impact 

of computer 

self-efficacy, 

CCA, and CyS 

on computer 

misuse intention 

End-user awareness 

of monitoring and 

cybersecurity 

initiative skill 

reduced misuse 

intentions 

Lerouge et al., 

2005 

Empirical study 

via mailed 

surveys  

124 IS 

professionals 

IS skillset A systems analyst 

position requires a 

multi-faceted 

skillset but the 

skills were not 

ranked equally in 

terms of job 

importance and 

preferred use 

National 

Initiative for 

Cybersecurity 

Careers & 

Studies, 2014 

Standard  Cybersecurity Glossary of 

common 

cybersecurity 

terminology 

B. Von Solms & 

Von Solms, 

2004 

Theoretical  IS management Identifies 10 key 

aspects for 

management IS 

governance plans 

 

Demographics and Cybersecurity 

 Demographic information such as age, gender, role in the organization, years working 

at the organization, highest educational level, and years since last attended formal 

education were collected in this study. According to Sekaran (2006), demographic 

information can be used to test the representation of the data collection vs. the 

generalized study population. Furthermore, difference with regard to risk-taking, trust, 
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and privacy-related concerns have been found between the genders, as well as among 

users of varying ages (Fogel & Nehmad, 2009). Per Mertler and Vannatta (2010), 

descriptive statistics should be used to summarize based on personal characteristics. 

Demographic questions were drafted based on the research methods recommendations of 

Sekaran and Bougie (2013) and special care was taken to ensure the wording was 

meaningful to the employee, response bias minimized, and that they respect the 

sensitivity and privacy of the participant (See Appendix D). 

 

Summary of What is Known and Unknown 

IS security awareness has become increasingly important in both academic and 

professional realms. This seems to coincide with organizations becoming more cognizant 

of their information assets and the importance of protection strategies, as well as the roles 

of the human factor in cybersecurity risk mitigation. However, previous studies suggested 

that awareness alone is not enough, but instead awareness strategies must be part of a 

larger organizational plan to establish and maintain an information security culture 

(Furnell & Thomson, 2009; Talib et al., 2010). Therefore, expanding knowledge of both 

CCA and CyS, as well as SETA programs are significant for both researchers and 

practitioners who are charged with protecting organization information systems and 

information assets. This study addressed a gap in the current body of knowledge by 

providing a theoretically grounded empirical study related to the design and effectiveness 

of SETA program type, along with testing it between the delivery methods.   
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Chapter 3 

Methodology 

 

Overview of Research Design 

This research study utilized a mixed method approach following the work of Carlton 

and Levy (2015), using both qualitative and quantitative research methods. According to 

Straub (1989), both methods are capable of uncovering the underlying meaning of 

phenomena in research. Qualitative methods are often used to discover evidence, while 

quantitative methods allow the researcher to verify the results, consequently improving 

the integrity of the study findings (Shank, 2006). Qualitative methods required the 

assistance of SMEs per the Delphi methodology to determine the topics to be covered in 

the SETA program, to validate and refine the measure of CCA, and to approve the content 

of the two SETA programs with integrated vignette-based assessments for CCA and CyS. 

Quantitative methods were then used to deploy two SETA program types via two delivery 

methods to randomized participants.  

For the purposes of this research, two SETA program types were developed: 1) a 

traditional SETA program that informed the employee of organizational policies, along 

with actions that should and should not be taken, as well as 2) a socio-technical SETA 

program that also included explanations of why certain actions may cause difficulties for 

both the individual and the organization. The SETA programs were delivered via online 

and face-to-face methods. Pre- and post-assessments were used to determine if there are 
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significant differences in the CCA and CyS of the employee based on delivery method. 

An expert panel was utilized to ensure the validity of the two SETA programs’ content 

per the Delphi methodology and participants were randomly assigned to the four SETA 

training sessions (two SETA program types & two delivery methods) as well as to a 

control group. 

 
Figure 3: Overview of the research design process 
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The main research question (RQ) that this study addressed is: Are there any 

significant differences in employees’ CCA and CyS between two SETA program types 

and two SETA delivery methods? 

The specific RQs for this research study were: 

RQ1: What are the SMEs’ approved topics for the two SETA program types using the 

Delphi methodology? 

RQ2: What are the SMEs’ approved measurement criteria for CCA using the Delphi 

methodology? 

RQ3: What are the SMEs’ approved weights for the three CCA categories (awareness 

of policy, SETA, & monitoring)? 

RQ4: What are the SMEs’ approved two SETA programs with integrated vignette-

based assessments for CCA and CyS using the Delphi methodology? 

RQ5: Are there any significant differences between the two SETA program types and 

the two SETA delivery methods based on the vignette-based pre- and post-

assessments of CCA and CyS using a pilot group of participants? 

RQ6: Are there any significant differences between the two SETA program types and 

the two SETA delivery methods based on the vignette-based pre- and post-

assessments of CCA and CyS using the main study group of participants? 

RQ7a-e: Are there any significant differences between the two SETA program types, 

and the two SETA delivery methods based on the vignette-based pre- and post-

assessments of CCA and CyS using the main study participants, when controlled 

for participants' (a) age, (b) gender, (c) role in the organization, (d) highest 
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educational level, (e) years working at the organization, and (f) years since last 

attended formal education? 

The specific hypotheses for RQ5 and RQ6 (in null form) are: 

Ho1a: There will be no statistically significant mean differences in employee’s pre- 

and post-assessment of cybersecurity countermeasures awareness (CCA) and 

cybersecurity skills (CyS) for the typical SETA program based on the two 

delivery methods (face-to-face & online). 

Ho1b: There will be no statistically significant mean differences in employee’s pre- 

and post-assessment of cybersecurity countermeasures awareness (CCA) and 

cybersecurity skills (CyS) for the socio-technical SETA program based on the two 

delivery methods (face-to-face & online). 

Ho2: There will be no statistically significant mean differences on employee’s 

cybersecurity countermeasures awareness (CCA) and cybersecurity skills (CyS) 

between the two SETA program types (typical & socio-technical). 

Ho3: There will be no statistically significant interaction between the two SETA 

program types and the two delivery methods. 

All measures were tested between comparisons for SETA type (typical & socio-

technical) and delivery method (face-to-face & online). 

 

Instrument Development 

Delphi Methodology 

The Delphi methodology has been proven to provide both validity and reliability in 

situations when there is no source of factual data but a basis for opinion exists (Linstone 
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& Turoff, 1975, 2002). It was designed to encourage true debate through the use of 

techniques which allow for anonymity, iteration, and controlled feedback (Gordon & 

Glenn, 2009). Techniques seek to expose the study to SMEs who often have differing 

opinions, effectively utilizing a group communication process to refine measures based 

on the input of the expert panel (Ramim & Lichvar, 2014).  

With the Delphi methodology, SMEs from the pertinent discipline were identified and 

asked to participate in the inquiry (See Appendix E). Experts are specialists or authorities 

who are qualified to explore answers from a relevant disciplinary perspective and are 

considered experienced and knowledgeable in the field (Gray & Hovav, 2014). The study 

was explained to the experts, as was the guarantee of anonymity. According to Clayton 

(1997), the expert panel size can vary depending on the complexity and the expertise 

required for consensus on the topic. A panel of 15 to 30 professionals with diverse 

backgrounds and expertise within the field, as well as varied age and education, is 

considered best practice for homogeneous populations (Clayton, 1997).  

As recommended, during the first phase of the research study a panel of 21 SMEs was 

gathered to complete the Delphi processes. Each expert possessed skills (i.e., knowledge, 

experiences, & abilities) in the field of cybersecurity. Engaging those with skillsets and 

expertise in the area of study allows the group to confirm that the measures are adequate 

and fully representative of the concept (Sekaran & Bougie, 2013). Consistent with 

recommendations from Gordon and Glenn (2009), once SMEs agreed to participate, 

research questions were refined by the researchers and pursued through a number of 

sequential questionnaires delivered via Web-based methods. In turn, SMEs were asked to 

provide their judgment as well as feedback on their positions for each of the pieces in 
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need of validation: SETA program topics, the CCA vignette-based assessment, weights 

for the three CCA categories, and approved SETA program content (See Appendix F). For 

each of these items, SME feedback was analyzed and synthesized to form the basis of 

follow-up questionnaires. This process encouraged the participants to reassess their views 

in light of reasoning presented by others or to refute the position of others when 

necessary. The Delphi methodology provided for a controlled debate in this manner until 

consensus on the topic was reached.  

Vignette-based Assessment 

Siponen and Vance (2010) proposed that an assessment method utilizing hypothetical 

scenarios is “also known as a vignette or policy capturing method” (p.492). According to 

Finch (1987), vignettes are “short stories about hypothetical characters in specified 

circumstances, to whose situation the interviewee is invited to respond” (p. 105). 

Vignettes request responses on a number of rating scales to measure the dependent 

variables of interest, allowing for an investigation into the judgment or decision-making 

processes of the participant (Trevino, 1992).  

Traditional survey methods link past behavior with present perceptions, creating the 

possibility of measurement error (Bachman, Paternoster, & Ward, 1992; Siponen & 

Vance, 2010). The vignette approach has grown in popularity with the increasing 

recognition of questionnaire limitations and has been found particularly useful for 

awareness topics (Hughes & Huby, 2002). Skills are also measured via vignette-based 

measures in industry and the military. Moreover, vignette-based methods are an 

established means of assessing antisocial and ethical/unethical behavior (Siponen & 
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Vance, 2010). Vignette-based methods were employed in 55% of the 174 ethical 

decision-making articles reviewed by O’Fallon and Butterfield (2005).  

Also referred to as scenarios or simulations in previous research, vignettes have been 

found to be a versatile means of training personnel as they bridge the gap between 

instruction and practical training (Alexander, 2000). Vignettes have been used in various 

disciplines to study a range of topics, including emergency management (Alexander, 

2000), nursing and medical students (Gould, 1996; Hughes & Huby, 2002; Schigelone & 

Fitzgerald, 2004), and in the social sciences (Finch, 1987; Wilks, 2004). Gould (1996) 

popularized the use of vignettes as a part of training and assessment, while their use is 

now prevalent in fields like human resources and aviation as an integrated piece of 

organizational learning. Vignettes were first adapted for cybersecurity research by D'Arcy 

and Hovav (2007) who used the method to measure the intention of users to misuse IS 

resources in various contexts. 

 The vignettes must be constructed so that they appear plausible to participants and 

should present concrete, relatively detailed information concerning the independent 

variables of interest (Trevino, 1992). The ability to modify the story to be consistent with 

any research topic, the relaxing nature of the ‘story-telling’ process, as well as the 

hypothetical and general nature of the vignette allow for depersonalization that leads to 

an ease of obtaining information from the participant (Finch, 1987; Schoenberg & 

Ravdal, 2000). In keeping with previous research, the vignettes for CCA measurement 

were drafted using anonymized situations validated by cybersecurity experts (Barter & 

Renold, 1999; Neff, 1979).  

Security Education, Training, and Awareness (SETA) Programs 
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 SETA programs are enacted to convey knowledge about organizational IS security 

risks as well as raise employee awareness of their responsibilities in protecting 

organizational systems and information assets (Kajzer, D'Arcy, Crowell, Striegel, & Van 

Bruggen, 2014). According to D'Arcy and Hovav (2007), SETA program topics should be 

based upon the security policy of the organization. ISO/IEC 27002 standards suggest the 

following as relevant topics to be covered in IS security policies (ISO/IEC, 2013). 

 Access control – data security, data destruction, and encryption 

 Confidentiality and information classification 

 Physical and environmental security 

 End-user-oriented topics, such as:  

o acceptable use of information assets  

o clear desk and clear screen  

o information transfer and storage 

o mobile device security  

o working remotely 

o restrictions on software installations and use (copyright concerns) 

 Backup 

 Protection from malware and social engineering 

 Management of technical vulnerabilities  

 Cryptographic controls  

 Communication security  

 Privacy and protection of personally identifiable information  

 Vendor relationships 

 

 Based upon these areas, topics for SETA program inclusion were developed and 

provided to the SMEs for input and revision per the Delphi methodology. After 

determination of the key topics for inclusion, the SETA program content was developed 

for delivery via two program types (typical & socio-technical) and two methods (face-to-

face & online). Content included reading material, lectures from an expert in the field of 

cybersecurity, and topic appropriate videos from the SANS Institute and KnowBe4 

training curriculums. Each of these content pieces was adapted for both face-to-face and 

online delivery (See Figure 4). In addition, the socio-technical program type included a 
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facet to provide the participant with more information on why the content is important to 

them personally as well as identification of how the training materials can correlate to 

their day-to-day duties. 

 
Delivery Method 

Online Face-to-Face 

 Content Item Delivery Content Item Delivery 

P
ro

gr
am

 T
yp

e 

Typical 
SETA 

Reading material LMS content Reading material Paper workbook 

Lectures from cybersecurity 
expert  

Recordings in 
LMS 

Lectures from 
cybersecurity expert 

Classroom setting 

Videos from SANS Institute 
& KnowBe4 

Embedded 
videos in LMS 

Videos from SANS Institute 
& KnowBe4 

Played in 
classroom setting 

Socio-
Technical 

SETA 

Reading material delivered 
via LMS 

LMS content Reading material Paper workbook 

Lectures from cybersecurity 
expert 

Recordings in 
LMS 

Lectures from 
cybersecurity expert 

Classroom setting 

Videos from SANS Institute 
& KnowBe4 

Embedded 
videos in LMS 

Videos from SANS Institute 
& KnowBe4 

Played in 
classroom setting 

 Why is this important?  
How does it relate to my 

daily job duties? 

Addition to LMS 
content 

Why is this important?  
How does it relate to my 

daily job duties? 

Addition to paper 
workbook 

Figure 4. SETA program content 

 

Cybersecurity Countermeasures Awareness (CCA) 

 The measurement instrument for CCA was developed based on the security 

countermeasures assessments of Hovav and D’Arcy (2012) as well as Vance et al. (2012). 

Although previous work presented these items in survey format, this study utilized a 

vignette-based assessment of CCA. Proposed CCA vignettes (See Appendix H) covered 

awareness of policy, SETA, as well as monitoring and address key, IS security policy 

topics (Doherty, Anastasakis, & Fulford, 2011; SANS Institute, 2014). The Delphi 

methodology was used to obtain SME feedback on the adapted vignettes in addition to 

the weights for the three CCA categories (See Figure 5). The validated vignette-based 

assessment of CCA was then integrated into the SETA program.   
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Figure 5. Research design for weights of CCA categories 

 

Cybersecurity Skills (CyS) 

This study measured employees’ CyS using nine key cybersecurity skills identified in 

previously validated research (Carlton & Levy, 2015). Carlton and Levy (2015) utilized 

the Delphi methodology to gain SMEs input on the top platform independent 

cybersecurity skills for non-IT professionals. Once the top skills were identified, they 

were then used to develop both a CyS index and a validated vignette-based iPad 

assessment application (app), known as MyCyberSkills™ (Carlton, Levy, Ramim, & 

Terrell, 2015). The MyCyberSkills™ vignette-based assessment app was integrated 

alongside the CCA measurement tool developed through this research for pre- and post-

assessment of the two SETA program types (typical & socio-technical) as well as two 

delivery methods (face-to-face & online). The MyCyberSkills™ assessment was used as 

is, requiring no Delphi review since it is has been previously validated in the work of 

Carlton (2016) (See Appendix I). 

Pilot Study  
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 A pilot study was conducted using a sample of 60 employees to verify the validity of 

the SETA program and the integrated vignette-based assessment instruments. This phase 

allowed for assurance that the CCA instrument had construct validity, in addition to 

confirmation that it is internally and externally reliable.  

 

Validity and Reliability 

Validity and reliability of a measurement instrument are vital for guarding against 

inaccurate conclusions in research (Salkind, 2011). Creswell (2002) stated that the 

reliability and validity of an instrument should provide “an accurate assessment of the 

variable and enable the researcher to draw inferences to a sample or population” (p. 180). 

The Delphi methodology employs feedback provided by a diverse set of SMEs through 

structured processes, which helps to ensure the data collection process is both reliable and 

valid. Therefore, to ensure validity and reliability, this research study utilized a panel of 

SMEs to verify the SETA program topics, the measurement criteria for CCA, as well as 

the weights for the three CCA categories for the hierarchical aggregation.  

Validity 

Straub, Rai, and Klein (2004) defined valid measures as those that “represent the 

essence or content upon which the entity or construct is focused” (p. 5). Instrument 

validity examines the validity of both content and constructs, while confirms that the 

developed instruments are measuring what they are supposed to be measuring (Levy, 

2006; Straub, 1989). Both internal and external validity are key in quality experiment 

design (Salkind, 2011).  
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Internal validity refers to the confidence placed in the cause-and-effect relationship 

and the certainty that an independent variable caused a change in the depending variable 

(Sekaran, 2006). This research addressed internal validity by ensuring the assignment to 

each SETA program type and method combination was randomized. A control group was 

also used to negate the internal validity issues that can be experienced in studies that 

utilize both a pre- and post-assessment. This control group participated in both the pre- 

and post-assessment but did not complete either of the two SETA programs. In addition, 

content validity was facilitated through the use of SMEs via the Delphi methodology. A 

panel of 21 professionals with diverse backgrounds and expertise within the 

cybersecurity field served as SMEs. SME responses were used to ensure vignette content 

captured the research topics in question (Flaskerud, 1979; Gould, 1996). Furthermore, a 

pilot study was conducted to strengthen the internal validity of the vignette-based 

assessment. A pilot study is often used when research requires that vignettes be as 

realistic as possible (Gould, 1996; Hughes & Huby, 2012). 

External validity refers to the certainty that any cause-and-effect relationship that is 

found as part of a research study can then be generalized to other settings, people, and 

places (Salkind, 2011; Sekaran, 2006). Threats to external validity were addressed by 

ensuring that all participants received equal treatment during the research process and 

that the nature of the experience was generalizable to the extent possible. Straub (1989) 

stated that research findings may be better corroborated with instrument validation. A 

combination of qualitative and quantitative research methods is recommended, allowing 

for certainty that the instrument was valid and not obstructing the collection of accurate 

data. 
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Reliability 

Straub et al. (2004) defined reliability as “the extent to which a variable or set of 

variables is consistent in what it is intended to measure” (p. 70). Reliability is important 

because it indicates an unbias instrument that will provide for stable and consistent 

results upon repeated administrations (Creswell, 2002; Sekaran, 2006). Cronbach’s Alpha 

is the most commonly used measure to determine the reliability of an instrument 

(Sekaran, 2006; Straub et al., 2004). The reliability of each construct was assessed using 

Cronbach’s Alpha per previous research using vignette-based assessment (Hovav & 

D’Arcy, 2012; Vance et al., 2012; Vance & Siponen, 2012). Cronbach’s Alpha uses a 

scale from zero to one with a score of one nearing complete reliability (Gefen, Straub, & 

Boudreau, 2000). The lowest score deemed acceptable is .70, with items scoring below 

this point either reworded or removed (Sprinthall, 1997).  

 

Population and Sample 

 This study utilized several sample populations: SMEs to participate in the Delphi 

methodology used for Phase 1, the pilot study participants required for Phase 2, and 

finally, main study participants for Phase 3. According to Clayton (1997), the panel size 

utilized for the Delphi methodology can vary depending on the complexity and the 

expertise required for consensus on the topic. In accordance with best practices, the SME 

panel was comprised of 21 professionals with diverse backgrounds and expertise within 

the cybersecurity field, as well as varying in age and education (Clayton, 1997). 

 Colleges and universities have been a target for cyber-attacks due to the vast amount 

of computing power possessed and the open access provided to constituents and the 
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public (Katz, 2005). In fact for some time now, cybersecurity experts have found 

universities to be organizations with one of the worst environments for IS security 

(Rezgui & Marks, 2008). This study was conducted using the employee population (both 

faculty & staff) at a small private university in central Texas, who have received no 

previous formal cybersecurity training while employed at the University. All employees 

had the opportunity to complete the SETA program as part of the workforce training 

initiative. While each of the 320 employees did not complete one of the programs, the 

response rate was high with 250 participants (or 78.1%), providing an adequate sample of 

the population. Sekaran and Bougie (2013) indicated that “sample sizes larger than 30 

and less than 500 are appropriate for most research” (p. 295). Furthermore, the sample 

size in multivariate research should be several times (preferably 10 times or more) as 

large as the number of variables in the study (Sekaran & Bougie, 2013). Based on this 

recommendation, a sample for the pilot study of 60 employees and the main study sample 

of 250 employees were deemed sufficient.  

 

Pre-analysis Data Screening 

Pre-analysis data screening was conducted to ensure consistency and accuracy of the 

data. Pre-analysis data screening is the process of detecting and dealing with irregularities 

or problems with collected data (Levy, 2006). According to Mertler and Vannatta (2010), 

there are four primary reasons to conduct pre-analysis data screening. First, it is 

important to ensure the accuracy of the data collected. For the purposes of this study, the 

risk to accuracy in collected data was mitigated through the use of Web-based collection 

methods, which accepted only valid responses. The second reason for pre-analysis data 
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screening is to address the risk of respondents submitting the same score for all items 

(Levy, 2003). Response-set, also known as response bias, is the tendency of respondents 

to agree with survey instrument statements regardless of content (Winkler, Kanouse, & 

Ware, 1982). It is important that the data is examined for response-set violations, those 

instances are evaluated, and violators removed prior to final data analysis as it may 

represent a threat to validity (Kerlinger & Lee, 2000). These instances were reduced 

through the use of validated assessment measures using the vignette technique, which 

eliminated vague or confusing wording. The third reason for pre-analysis data screening 

is to deal with missing data and ensured that all questions were answered. This risk was 

addressed with use of a Web-based system that detected missing responses before 

allowing submission. Finally, the fourth reason for pre-analysis data screening is review 

for extreme cases or outliers. Mertler and Vannatta (2010) stated that “an outlier can 

cause a result to be insignificant when, without the outlier, it would have been 

significant” (p. 29). This risk was mitigated by screening for multivariate outliers using 

Mahalanobis Distance analysis to determine if such cases should be retained or removed 

prior to final analysis.  

 

Data Analysis 

Selection of the right process for data analysis is crucial (Creswell, 2002). A mixed-

method approach was selected for this research, to be conducted in three phases. Analysis 

of variance (ANOVA), analysis of covariance (ANCOVA), and Spearman Correlation 

were used to assess the four research questions and three hypotheses. Mertler and 

Vannatta (2010) stated that the purpose of ANOVA is “to determine group differences 
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when two or more factors create these groups” (p. 90). In order to conduct ANOVA 

analysis, there must be one dependent variable and more than one independent variable 

(Mertler & Vannatta, 2010; Terrell, 2012). Terrell (2012) discussed four major 

assumptions when using ANOVA. First, the sample for the dependent variable should be 

random. Second, “the scores must be independent of one another” (Terrell, 2012, p.245). 

Third, the sample or population should be normally distributed (Terrell, 2012). Last, there 

must be homogeneity of variance; and that “degree of variance within each of the 

samples should be about the same” (p. 245). According to Mertler and Vannatta (2010), 

ANCOVA is an extension of ANOVA in that it “adjusts the effects of variables that are 

related to the dependent variables” (p. 93). The Spearman Correlation is valid for use 

with ranked data (Mertler & Vannatta, 2010; Terrell, 2012).  

RQ/H Description Methodology 

RQ1 SMEs’ approved topics for the two SETA program types Delphi 

RQ2 SMEs’ approved measurement criteria for CCA Delphi 

RQ3 
SMEs’ approved weights for the three CCA areas  

 
Delphi 

RQ4 
SMEs’ approved two SETA programs with integrated vignette-based assessments for 

CCA and CyS 
Delphi 

RQ5 

Significant differences between the two SETA program types and the two SETA 

delivery methods based on the vignette-based pre- and post-assessments of CCA and 

CyS using a pilot group of participants 

ANOVA 

RQ6 

Significant differences between the two SETA program types and the two SETA 

delivery methods based on the vignette-based pre- and post-assessments of CCA and 

CyS using the main study group of participants 

ANOVA 

RQ7a-e 

Significant differences between the two SETA program types, and the two SETA 

delivery methods based on the vignette-based pre- and post-assessments of CCA and 

CyS using the main study participants, when controlled for participants' (a) age, (b) 

gender, (c) role in the organization, (d) highest educational level, (e) years working at 

the organization, and (f) years since last attended formal education 

ANCOVA 

Ho1a 

There will be no statistically significant mean differences in employee’s pre- and post-

assessment of cybersecurity countermeasures awareness (CCA) and cybersecurity skills 

(CyS) for the typical SETA program based on the two delivery methods (face-to-face & 

online). 

ANCOVA 

Spearman 

Correlations 

Ho1b 

There will be no statistically significant mean differences in employee’s pre- and post-

assessment of cybersecurity countermeasures awareness (CCA) and cybersecurity skills 

(CyS) for the socio-technical SETA program based on the two delivery methods (face-

to-face & online). 

ANCOVA 

Spearman 

Correlations 
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Ho2 

There will be no statistically significant mean differences on employee’s cybersecurity 

countermeasures awareness (CCA) and cybersecurity skills (CyS) between the two 

SETA program types (typical vs. socio-technical). 

ANCOVA 

Spearman 

Correlations 

Ho3 
There will be no statistically significant interaction between the two SETA program 

types and the two delivery methods. 
ANCOVA 

Figure 6: Research questions, hypotheses, and methodology 

 Qualitative data collection methods were used in Phase 1 for the elicitation of SME 

panel assistance with revision and validation of SETA program topics, weights for the 

CCA categories, as well as measurement criteria for CCA. The Delphi methodology was 

used to ensure reliability and validity of the instruments created.  

RQ1: What are the SMEs’ approved topics for the two SETA program types using the 

Delphi methodology? 

RQ2: What are the SMEs’ approved measurement criteria for CCA using the Delphi 

methodology? 

RQ3: What are the SMEs’ approved weights for the three CCA categories (awareness 

of policy, SETA, & monitoring)? 

RQ4: What are the SMEs’ approved two SETA programs with integrated vignette-

based assessments for CCA and CyS using the Delphi methodology? 

Phase 2 consisted of a pilot study with randomized participant group allocation into 

one of two developed SETA program types (typical vs. socio-technical) delivered via two 

delivery methods (face-to-face & online) as well as to the control group. Pilot data was 

collected from both a pre- and post-assessment integrated with each SETA program and 

data analysis performed using ANOVA to ensure validity and reliability. The SETA 

programs, as well as the CCA instrument, were revised per the preliminary data analysis, 

addressing RQ5 and providing validated measures for the main study.  
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RQ5: Are there any significant differences between the two SETA program types and 

the two SETA delivery methods based on the vignette-based pre- and post-

assessments of CCA and CyS using a pilot group of participants? 

The main study was Phase 3 of the research, with participants assigned randomly to 

two developed SETA program types (typical & socio-technical) delivered via two 

delivery methods (face-to-face & online) as well as to the control group. Main study data 

was collected from both a pre- and post-assessment integrated with each SETA program 

and pre-analysis data screening was completed. Once completed, main study data 

analysis empirically assessed if there are any significant differences on employees’ 

cybersecurity countermeasures awareness (CCA) and cybersecurity skills (CyS) based on 

the use of two SETA program types (typical vs. socio-technical) and two SETA delivery 

methods (face-to-face & online). Pre- and post-analysis scores for each of the four 

program type and delivery method combinations and for the control group were 

completed using ANOVA. In addition, ANCOVA was used to compare the groups, while 

also controlling for a variable that may exert an influence on the dependent variable 

(Mertler & Vannatta, 2010).  

RQ6: Are there any significant differences between the two SETA program types and 

the two SETA delivery methods based on the vignette-based pre- and post-

assessments of CCA and CyS using the main study group of participants? 

RQ7a-e: Are there any significant differences between the two SETA program types, 

and the two SETA delivery methods based on the vignette-based pre- and post-

assessments of CCA and CyS using the main study participants, when controlled 

for participants' (a) age, (b) gender, (c) role in the organization, (d) highest 
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educational level, (e) years working at the organization, and (f) years since last 

attended formal education? 

The following null hypotheses for RQ5 and RQ6 were tested between comparisons 

for SETA type (typical & socio-technical) and delivery method (face-to-face & online). 

Assessment used factorial ANCOVA and Spearman Correlation to assess the statistical 

significance of each when controlling for participants' (a) age, (b) gender, (c) role in the 

organization, (d) highest educational level, (e) years working at the organization, and (f) 

years since last attended formal education. Recommendations for SETA program type 

and delivery method as a result of data analysis will be provided. 

Ho1a: There will be no statistically significant mean differences in employee’s pre- 

and post-assessment of cybersecurity countermeasures awareness (CCA) and 

cybersecurity skills (CyS) for the typical SETA program based on the two 

delivery methods (face-to-face & online). 

Ho1b: There will be no statistically significant mean differences in employee’s pre- 

and post-assessment of cybersecurity countermeasures awareness (CCA) and 

cybersecurity skills (CyS) for the socio-technical SETA program based on the two 

delivery methods (face-to-face & online). 

Ho2: There will be no statistically significant mean differences on employee’s 

cybersecurity countermeasures awareness (CCA) and cybersecurity skills (CyS) 

between the two SETA program types (typical & socio-technical). 

Ho3: There will be no statistically significant interaction between the two SETA 

program types and the two delivery methods. 
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Resources 

This research study required the following resources: 

 Expert panel: Phase 1 of the research required an expert panel of 15 to 30 

cybersecurity SMEs with diverse backgrounds and expertise within the field, 

as well as varying in age and education. 

 Google Forms: This Web-based tool was used to gather expert panel input as 

well as for deployment of the CCA and CyS assessments via anonymous 

methods.  

 Web-based learning management system (LMS): Online SETA program 

content was delivered via the Blackboard Learn LMS although no personally 

identifiable participant information was collected.  

 SETA program content: The following items were used for SETA program 

content in both the face-to-face and online delivery methods: reading content, 

lectures provided by an expert in cybersecurity, and topic appropriate videos 

from SANS Institute and KnowBe4 training curriculums. 

 Access to employee population: Approval from the IRB at both Nova 

Southeastern University and the study site were required to allow faculty and 

staff participation in the SETA program and related data collection. Site 

approval from university administration, as well as approval of both IRB 

committees, were obtained (See Appendices A, B, & C).  

 Statistical analysis tool: Following data collection, Statistical Package for the 

Social Sciences® (SPSS) was used to analyze the data. 
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Summary 

Chapter Three included a description of the research design and methodology for the 

research study. A mixed method approach was described, using both qualitative and 

quantitative research methods. The study was implemented in three phases. Phase 1 

utilized an SME panel to provide feedback and validation on the SETA program topics, 

CCA vignette-based assessment, weights for the three CCA categories, and approved 

SETA program content. Phase 2 consisted of a pilot study with randomized participant 

group allocation into one of two developed SETA program types (typical & socio-

technical) delivered via two delivery methods (face-to-face & online) as well as to the 

control group. After analysis and revision of study processes based on pilot data, Phase 3 

of the research began the main study. Again, participants were assigned randomly to the 

five groups. Main study data was collected from both a pre- and post-assessment 

integrated with each SETA program. Pre-analysis data screening, as well as data analysis, 

was used to address the research questions. Chapter Three concludes with the resources 

required to complete this research study. 
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Chapter 4 

Results 

 

Overview 

This chapter outlines the results of the data analysis for this research study, which 

utilized a mixed method approach combining an expert panel, developmental research, 

and quantitative data collection. Details of each of the three phases are presented in the 

order in which they were conducted. Phase 1 details expert panel data collection using the 

Delphi methodology, which used SMEs to develop the CCA vignette-based assessment as 

well as the proposed SETA program content. This phase addressed RQ1, RQ2, RQ3, and 

RQ4. Phase 2 details the pilot study used to validate the CCA measure, addressing RQ5. 

This chapter concludes with the details of Phase 3, providing results of the main study, 

which addressed RQ6 and RQ7 as well as the four hypotheses.  

 

Qualitative Research and Expert Panel (Phase 1) 

In Phase 1, a panel of 38 experts with skillsets and expertise in the area of study was 

targeted. In each of the two Delphi rounds, 21 responses were received representing a 

55.2% response rate. Descriptive statistics of the expert panel are provided in Table 9. 

Consistent with recommendations from Gordon and Glenn (2009) as well as Ramim and 

Lichvar (2014), once SMEs agreed to participate in Phase 1 of the research study, 
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instrument questions were refined and pursued through sequential Delphi rounds 

delivered via anonymous Web-based methods. 

Table 9 

Descriptive Statistics of SMEs (N=21) 

Demographic Item Frequency Percentage 

Gender: 

Female 6 28.6% 

Male 15 71.4% 

Current Employment: 

Academia 6 28.6% 

Industry 5 23.8% 

Both 10 47.6% 

Age: 

20-29 years 1 4.8% 

30-39 years 6 28.6% 

40-49 years 9 42.9% 

50-59 years 5 23.8% 

Experience in Information Systems and/or Cybersecurity: 

1-5 years 0 0.0% 

6-10 years 2 9.5% 

11-15 years 8 38.1% 

16-20 years 4 19.0% 

20 years or more 7 33.3% 

Cybersecurity Certifications: 

0 5 23.8% 

1 7 33.3% 

2 5 23.8% 

3 or more 4 19.0% 

 

In round one, SMEs were asked to provide their judgment as well as feedback on 

SETA program topics, the CCA vignette-based assessment, and weights for the three 

CCA categories (awareness of policy, SETA, & monitoring). According to Vernon (2009), 

the consensus for Delphi studies typically ranges from 55% to 100% agreement, with 

70% considered the standard. Agreement percentages for this research study ranged from 
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85% to 100% for questions asked of the panel. Given the very high agreement among the 

SMEs on the instrument questions, no additional cycles were required for round one. In 

round two, SMEs reviewed the SETA program content for both the typical and socio-

technical courses to provide validation. For each of these items, SMEs feedback was 

analyzed and synthesized to determine that a clear consensus on each topic was provided 

with no need to proceed with follow-up rounds. 

Security Education, Training, and Awareness (SETA) Program Topics 

According to D'Arcy and Hovav (2007), SETA program topics should be based upon 

the security policy of the organization. In round one, SMEs were asked to validate a list 

of relevant cybersecurity topics based on suggestions in ISO/IEC 27002 standards for IS 

security policy (ISO/IEC, 2013). SMEs indicated whether the topic was one that should 

be included in a common organizational SETA program, provided revision of topics when 

needed, and were encouraged to suggest any additional topics that should be covered in 

present-day organizational environments. While the experts deemed most of the ISO/IEC 

27002 topic suggestions important, the subjects of cryptographic controls and vendor 

relationships were found to be irrelevant for many organizations. Based on SMEs’ 

feedback, Table 10 provides a list of the topics and subtopics that were determined to be 

the key foundational items for inclusion in organizational SETA programs. These SMEs’ 

approved topics for the two SETA program types address RQ1. 

Table 10 

Key foundational SETA programs topics  
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 Measure of Cybersecurity Countermeasures Awareness (CCA) 

The measurement instrument for CCA was developed based on the security 

countermeasures assessments of Hovav and D’Arcy (2012) as well as Vance et al. (2012). 

Although previous work presented these items in survey format, this study utilized a 

vignette-based assessment of CCA. The vignettes cover awareness of policy, SETA, as 

well as monitoring and address key IS security policy topics (Doherty et al., 2011; SANS 

Institute, 2014). In round one, the Delphi methodology was used to obtain SMEs 

feedback on several key aspects of the adapted vignettes. Nine vignettes were drafted 

based on previous empirically validated research studies, with three for each of the three 

CCA categories (D’Arcy et al., 2009; Hovav & D’Arcy, 2012; Vance et al., 2012). SMEs 

were asked to review the vignettes to ensure clarity of wording, validity in the context of 

the policy topic, that the actions provided address the possible outcomes of the vignettes, 

that the actions measure the cybersecurity countermeasures awareness of the three 

categories (awareness of policy, SETA, & monitoring) of the individual, and that the 

scores were assigned appropriately. Based on the feedback from the SMEs, RQ2 was 

satisfied by completing minor adjustments to clarify vignettes’ wording, to better address 

possible actions, and to ensure accurate scoring. 

In addition to validating key aspects of the CCA vignettes, SMEs were also asked to 

provide their feedback on the weight of each of the three categories (awareness of policy, 

SETA, & monitoring), with the sum of the three totaling 100%. Answers across all SMEs 
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were averaged to calculate the weight for each category. Results indicated that the most 

important category for the overall CCA measure was awareness of the organizational 

cybersecurity policy, with 41% (St.Dev = 9%). The second most important category for 

the overall CCA measure was awareness of SETA program content, with 34% (St.Dev = 

9%), while awareness of monitoring was considered least important among the three with 

25% (St.Dev = 8%). Figure 7 depicts the weights of the three CCA categories with 

standard deviation, addressing RQ3. 

  
Figure 7. Weights and standard deviation of CCA categories 

 

The SMEs validation of the CCA vignettes and the percentages for each of the three 

categories provided an empirically validated vignette-based assessment of CCA, allowing 

each individual the opportunity to demonstrate their level of CCA by responding to nine 

realistic organizational situations. The sum of the scores for each CCA category was 

divided by 30, which was the maximum number of points that could be obtained in each 

CCA category. Finally, the scores for each of the three categories were multiplied by their 

respective weights and added together to reach the aggregated overall employees’ CCA 
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score (Eq. 1). This finalized CCA measure was then integrated into the SETA program as 

both a pre- and post-assessment.  

Eq. 1 CCA = (
0.41

30
) ∙ ∑ (𝑃𝑖)

𝑖=1
3 + (

0.34

30
) ∙ ∑ (𝑆𝑗)

𝑗=1
3 + (

0.25

30
) ∙ ∑ (𝑀𝑘)

𝑘=1
3  

 

 

Figure 8. Research design with weights of CCA categories and overall score 

aggregation 

 

Security Education, Training, and Awareness (SETA) Program Content 

Attaining expert opinion on both the typical and socio-technical content before 

moving forward was imperative given the focus of this study on the two program types. 

SMEs were provided with a detailed explanation of the typical SETA program, which 

informs the employee of organizational policies and actions that should or should not be 

taken. The socio-technical SETA program was also defined as comprising the same basic 

inclusions in addition to explanations of why certain actions may cause difficulties as 

well as the potential organizational outcomes associated.  

The cybersecurity topics determined important by SMEs in round one for delivery 

were utilized and content created for the two program types (typical & socio-technical). 

Delphi round two of this study focused on SMEs validation of the proposed SETA 
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program content. This content included reading material, lectures from an expert in the 

field of cybersecurity, and topic appropriate videos from the SANS Institute and 

KnowBe4 training curriculums. SMEs were provided with the opportunity to review 

material for five of the cybersecurity topics as a representation of the comprehensive 

content developed. They were asked to verify that the typical training content was what 

they would expect of an organizational SETA program, to determine if the socio-technical 

content additions provided the participant with more information on why the content is 

important to them personally and identification of how the training materials can 

correlate to their day-to-day duties, and to provide any additional feedback or revision 

suggestions. 

 

Quantitative Research (Phase 2) 

In Phase 2, a group of 60 employees participated in a pilot study to ensure validity 

and reliability of the CCA measure. Participants were randomly allocated to one of five 

groups: 1) TypONL (typical program via online delivery); 2) StONL (socio-technical 

program via online delivery); 3) TypF2F (typical program via face-to-face delivery); 4) 

StF2F (socio-technical program via face-to-face delivery); and 5) Control (the control 

group which participated in the pre- and post-assessment but did not experience any of 

the SETA programs – i.e. no training).  

Pilot data was collected from both the pre- and post-assessment, providing both CCA 

and CyS scores on a scale of 0 to 100 for each individual before and after SETA program 

completion. The means and standard deviations for both CCA and CyS were calculated 

for each of the five pilot groups. As demonstrated in Table 11 and Figure 9, the mean 
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CCA scores for the StONL showed a 10.23% difference in pre- vs. post-assessment 

scores. This was closely trailed by the StF2F mean difference at 9.25% and the TypF2F 

mean difference of 9.02%. Additionally, the CCA mean difference between the pre- and 

post-assessment for the Control group was .11%, suggesting no concern related to 

validity or reliability of the CCA construct.  

Table 11 

Means and Standard Deviations for CCA (N=60) 

 

Figure 9. Means and standard deviations for CCA (N=60) 

 

Group n Mean

Standard 

Deviation Mean

Standard 

Deviation Mean

Standard 

Deviation

TypF2F 12 84.91% 8.43% 93.92% 10.37% 9.02% 6.16%

StF2F 12 86.08% 7.53% 95.33% 8.26% 9.25% 6.47%

TypONL 12 89.74% 6.29% 95.16% 7.92% 5.41% 4.94%

StONL 12 86.76% 10.10% 96.98% 8.96% 10.23% 7.88%

Control 12 87.04% 4.29% 87.16% 13.35% 0.11% 2.86%

Pre-Assessment Post-Assessment Pre-Post Difference

84.91

93.92

9.02

86.08

95.33

9.25

89.74

95.16

5.41

86.76

96.98

10.23

87.04 87.16

0.11
0.00

10.00

20.00

30.00

40.00

50.00

60.00

70.00

80.00

90.00

100.00

PRE-ASSESSMENT POST-ASSESSMENT DIFFERENCE

TypF2F StF2F TypONL StONL Control



81 

 

 

  

Table 12 

Means and Standard Deviations for CyS (N=60) 

 

 

Figure 10. Means and standard deviations for CyS (N=60) 

CyS means and standard deviations were also calculated for the pilot group and are 

provided in Table 12 and Figure 10. Like the CCA results, the CyS outcomes showed a 

higher difference in the pre- and post-assessment mean score for the socio-technical 

programs with 14.68% for StONL and 15.91% for StF2F. The mean difference for the 

Group n Mean

Standard 

Deviation Mean

Standard 

Deviation Mean

Standard 

Deviation

TypF2F 12 58.96% 9.74% 71.51% 9.13% 12.55% 8.24%

StF2F 12 59.28% 14.66% 75.19% 9.79% 15.91% 9.47%

TypONL 12 65.54% 6.65% 72.56% 7.37% 7.02% 5.07%

StONL 12 57.66% 11.91% 72.35% 10.72% 14.68% 10.22%

Control 12 60.65% 10.31% 61.83% 7.02% 1.18% 1.33%

Pre-Assessment Post-Assessment Pre-Post Difference

58.96
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typical SETA programs of TypF2F and TypONL calculated at 12.55% and 7.02% 

respectively. Again, the Control group showed very little change between the pre- and 

post-assessment with a mean difference of 1.18%. 

Furthermore, the ANOVA conducted for the pilot study found a significance below 

p < 0.001 for both CCA, F(1,58) = 16.48, p < 0.001, and CyS, F(1,58) = 18.80, p < 

0.001, as seen in Table 13. The results suggested there are differences between the two 

SETA program types and the two SETA delivery methods based on the vignette-based 

pre- and post-assessments of CCA and CyS. The SETA programs, as well as the CCA 

instrument, were revised per the preliminary data analysis, addressing RQ5 and providing 

validated measures for the main study. 

Table 13 

ANOVA Results Between Pilot Study Groups (N=60) 

 F Sig.   

CCA Score 16.478 0.000 *** 

CyS Score 18.799 0.000 *** 

* - p<.05, ** - p<.01, *** - p<.001 

  
 

Quantitative Research (Phase 3) 

Pre-Analysis Data Screening 

In Phase 3, employees were recruited to participate in the validated SETA program 

with integrated vignette-based pre- and post-assessment (See Appendix G). As part of a 

workforce training initiative at a small university in the United States, 320 employees 

were invited to participate and randomly assigned to one of the five study groups. 

Responses from 263 individuals were gathered providing an 82.1% response rate. For the 
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purposes of this study, the risk to accuracy in collected data was mitigated through the 

use of Web-based collection methods, which reduced the opportunity for missing data by 

ensuring complete responses before allowing submission. However, pre-analysis data 

screening revealed 13 participants that began the study, but did not complete both the 

CCA and CyS assessments. These responses were removed to ensure the accuracy of the 

data collected.  

In accordance with Levy (2006), the data set was then reviewed for cases of response-

set as well as extreme cases or outliers. CCA and CyS scores were calculated for all 

completed responses, and the data was imported into Statistical Package for the Social 

Sciences® (SPSS) version 24 for pre-analysis screening. Analysis included a review for 

response-set cases to address the risk of respondents submitting the same score for all 

items, of which no cases were found (Levy, 2003). Furthermore, to ensure accuracy, the 

data was analyzed for multivariate outliers using Mahalanobis Distance to determine if 

any responses should be removed prior to final analysis. All responses were found to be 

within the expected ranges and none were removed, leaving 250 participants who 

completed both the pre- and post-assessment for analysis. This represents a 78.1% 

response rate for the study. 

Using the CCA and CyS scores, means and standard deviations were calculated for 

each of the five groups: 1) typical program via online delivery; 2) socio-technical 

program via online delivery; 3) typical program via face-to-face delivery; 4) socio-

technical program via face-to-face delivery; and 5) the control group which participated 

in the pre- and post-assessment but did not participated in the SETA program. 

Demographic Analysis 



84 

 

 

  

After completing pre-analysis data screening, pre- and post-assessment responses for 

250 participants remained. Of these 133 or 53.2% were completed by females and 117 or 

46.8% were completed by males. Analysis of the age of respondents indicated that 167 or 

66.8% were 30 to 59 years of age. Given the organizational requirement of a high school 

degree for employment, the fact that no respondents were found to have less than a high 

school degree was not surprising. Additionally, 182 or 72.8% of participants responded 

that they held a bachelor, graduate, or doctoral degree. This is reflective of the 

environment where the study was performed. Academia lends itself to an elevated 

percentage of the workforce having higher education degrees due to position 

requirements or through University initiatives that provide financial support for 

continuing education efforts. These same initiatives would provide clarification of the 

high number of respondents who reported their last formal education to be zero to 14 

years ago, 139 employees or 55.6%. Finally, after further review, it was determined that 

the majority of faculty members participating in the study selected the organizational role 

of trained professional. In conjunction with others who might have selected trained 

professional as the role that best fits their position, this group accounted for 83 or 33.2% 

of the respondents. Table 14 presents the demographic details of the population. 

Table 14 

Descriptive Statistics of the Population (N=250) 

Demographic Item Frequency Percentage (%) 

Gender 

Male 117 46.8% 

Female 133 53.2%  

Age 

Under 20 1 0.4% 

20 to 29 31 12.4% 
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30 to 39 44 17.6% 

40 to 49 62 24.8% 

50 to 59 61 24.4% 

60 to 69 42 16.8% 

70 or older 9 3.6%  

Role in Organization 

Administrative or support staff 96 38.4% 

Trained professional 83 33.2% 

Skilled laborer 22 9.6% 

First level supervisor 16 6.4% 

Middle management 24 9.6% 

Upper management or executive 9  3.6% 

Number of Years Worked at Organization 

Less than 1 34 13.6% 

1 to 2 38 15.2% 

3 to 5 52 20.8% 

6 to 10 45 18.0% 

Over 10 81 32.4%  

Highest Education Level 

Less than a high school degree 0 0%  

High school degree or equivalent (e.g., GED) 38 15.2% 

Associate degree, vocational, or technical school 30 12.0% 

Bachelor degree (BA, BS, BBA, etc.) 74 29.6% 

Graduate degree (MA, MS, MIS, etc.) 56 22.4% 

Doctoral degree (Ph.D., MD, JD, DSc, etc.) 52 20.8%  

Years Since Last Formal Education 

0-4 57 22.8% 

5 to 9 41 16.4% 

10 to 14 41 16.4% 

15-19 27 10.8% 

20-24 25 10.0% 

25-29 22 8.8% 

30 or more 37 14.8%  

 

Data Analysis 

After pre-analysis data screening was completed, the descriptive analysis for the 

population (N=250) was performed. To answer RQ6, the responses were analyzed to 
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determine if there were any significant differences between the two SETA program types 

and the two SETA delivery methods based on the vignette-based pre- and post-

assessments of CCA and CyS. CCA means and standard deviations were calculated for 

each of the five groups and are represented in Table 15 and Figure 11. Comparable to the 

pilot study results, the socio-technical programs in the main study provided a higher CCA 

mean difference with 9.51% for StF2F and 9.81% for StONL. The TypONL, 8.37%, and 

TypF2F, 8.63%, groups were very close in mean difference for CCA although analysis 

found them to fall slightly short of the socio-technical programs. The Control group mean 

difference was 1.08%, which appears to fall within the margin of error representing no 

valid increase between the pre- and post-assessment measures. 

 

Figure 11. Means and standard deviations for CCA (N=250) 

Table 15 

Means and Standard Deviations for CCA (N=250) 
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A review of the CyS means and standard deviations for each of the five groups, 

provided in Table 16 and Figure 12, showed a similar Control group outcome with a 

mean difference of 1.16%. The highest mean difference was for the StF2F group with 

14.58%. Participants that completed the StONL program showed an 11.63% difference in 

CyS, while the TypF2F group had a mean difference of 10.74%. The TypONL group had 

the least increase in mean CyS with 6.25%.  

Figure 12. Means and standard deviations for CyS (N=250) 

Table 16 

Means and Standard Deviations for CyS (N=250) 

Group n Mean

Standard 

Deviation Mean

Standard 

Deviation Mean

Standard 

Deviation

TypF2F 50 86.35% 9.60% 94.98% 6.66% 8.63% 6.17%

StF2F 50 87.12% 8.17% 96.63% 3.53% 9.51% 6.64%

TypONL 50 86.75% 9.04% 95.13% 4.89% 8.37% 8.31%

StONL 50 86.11% 10.00% 95.92% 5.52% 9.81% 6.72%

Control 50 87.27% 8.53% 88.35% 8.29% 1.08% 3.84%

Pre-Assessment Post-Assessment Pre-Post Difference
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In addition to mean and standard deviation analysis, the ANOVA conducted for the 

main study found a significance below p < 0.001 for both CCA, F(1,498) = 111.09, p < 

0.001, and CyS, F(1,498) = 130.56, p < 0.001, as seen in Table 17. The results indicate 

that as with the pilot study, main study data analysis also finds differences between the 

two SETA program types and the two SETA delivery methods based on the vignette-

based pre- and post-assessments of CCA and CyS.  

Table 17 

ANOVA Results Between Main Study Groups (N=250) 

Variable F Sig.   

CCA Score 111.092 0.000 *** 

CyS Score 130.560 0.000 *** 

* - p<.05, ** - p<.01, *** - p<.001   
 

For RQ7, data analysis was completed to determine if there were any significant 

differences between the two SETA program types, and the two SETA delivery methods 

based on the vignette-based pre- and post-assessments of CCA and CyS using the main 

study participants, when controlled for participants' (a) age, (b) gender, (c) role in the 

organization, (d) highest educational level, (e) years working at the organization, and (f) 

years since last attended formal education. Results of the ANCOVA for each demographic 

found that gender was not significant for CCA, F(1,498) = 0.082, p = 0.774, nor for CyS, 

Group n Mean

Standard 

Deviation Mean

Standard 

Deviation Mean

Standard 

Deviation

TypF2F 50 61.91% 8.62% 72.65% 7.82% 10.74% 6.91%

StF2F 50 59.61% 8.25% 74.19% 8.77% 14.58% 8.42%

TypONL 50 63.21% 7.08% 69.46% 8.14% 6.25% 5.85%

StONL 50 61.62% 9.64% 73.24% 7.75% 11.63% 7.38%

Control 50 63.21% 8.12% 64.37% 8.70% 1.16% 3.18%

Pre-Assessment Post-Assessment Pre-Post Difference



89 

 

 

  

F(1,498) = 1.786, p = 0.182. While age was not found to be significant for CCA, 

F(6,493) = 1.488, p = 0.180, the result for CyS was significant, F(6,493) = 3.169, p = 

0.005, suggesting there were differences by age. The ANCOVA conducted for role in the 

organization was not significant for CCA, F(5,494) = 0.771, p = 0.571, or for CyS, 

F(5,494) = 1.046, p = 0.390. The results were similar for years worked at the 

organization, which was not found to be significant for CCA, F(4,495) = 0.753, p = 

0.556, nor for CyS, F(4,495) = 0.998, p = 0.408. Likewise, years since last formal 

education was not significant for CCA, F(6,493) = 0.590, p = 0.739, or for CyS, F(6,493) 

= 1.896, p = 0.080, although borderline and may require future investigation. The 

ANCOVA conducted for highest education level was not significant for CCA, F(4,495) = 

0.986, p = 0.415, however, the result for CyS was significant, F(4,495) = 3.047, p = 

0.017, suggesting there were differences in CyS based on highest education level of the 

participant. Table 18 provides an overview of the ANCOVA results.  

Table 18 

ANCOVA Results for Demographic Items (N=250) 

 

Data analysis continued, addressing the hypotheses for RQ5 and RQ6 beginning with 

Ho1a: There will be no statistically significant mean differences in employee’s pre- and 

post-assessment of CCA and CyS for the typical SETA program based on the two 

delivery methods (face-to-face & online). Spearman Correlation was conducted to assess 

df
Mean 

Square 
F Sig. df

Mean 

Square 
F Sig.

Gender 1 0.001 0.082 0.774 1 0.017 1.786 0.182

Age 6 0.011 1.488 0.180 6 0.029 3.169 0.005 **

Role in Organization 5 0.006 0.771 0.571 5 0.01 1.046 0.390

Years Worked at Organization 4 0.006 0.753 0.556 4 0.009 0.998 0.408

Highest Education Level 4 0.008 0.986 0.415 4 0.028 3.047 0.017 *

Years Since Last Formal Education 6 0.005 0.590 0.739 6 0.018 1.896 0.080

* - p<.05, ** - p<.01, *** - p<.001

CCA Score CyS Score
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the differences in CCA and CyS for the face-to-face and online delivery methods of the 

typical SETA program. Results of the correlations showed, that although significantly 

different, a weak correlation (rs= .279, n = 200, p < 0.001).  

Additionally, results of the ANCOVA conducted found a significance below p < 0.001 

for both CCA, F(1,198) = 60.276, p < 0.001, and for CyS, F(1,198) = 56.506, p < 0.001. 

This result is highly significant. Table 19 presents the ANCOVA results for the typical 

SETA programs, combining both TypONL and TypF2F groups. Data analysis leads to the 

rejection of Ho1a as statistically significant mean differences are seen between 

employee’s pre- and post-assessment of CCA and CyS for the typical SETA program 

based on the two delivery methods (face-to-face & online). 

Table 19 

ANCOVA Results for TypONL and TypF2F (n=200) 

  df 
Mean Square  

Between Groups 
F Sig.   

CCA Score 1 0.361 60.276 0.000 *** 

CyS Score 1 0.0361 56.506 0.000 *** 

* - p<.05, ** - p<.01, *** - p<.001     
 

Next, the Spearman Correlation was calculated to assess the differences in CCA and 

CyS for the face-to-face and online delivery methods of the socio-technical SETA 

program, addressing Ho1b. Results of the correlations showed a moderate correlation (rs= 

0.437, n = 200, p < 0.001). Furthermore, results of the ANCOVA conducted found a 

significance below p < 0.001 for both CCA, F(1,198) = 89.609, p < 0.001, and for CyS, 

F(1,198) = 115.426, p < 0.001. Similar to the typical SETA program, the result is highly 

significant. Table 20 presents the ANCOVA results for the socio-technical SETA 
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programs, combining both StONL and StF2F groups. As with Ho1a, data analysis leads 

to the rejection of Ho1b due to statistically significant mean differences seen between 

employee’s pre- and post-assessment of CCA and CyS for the socio-technical SETA 

program based on the two delivery methods (face-to-face & online). 

Table 20 

ANCOVA Results for StONL and StF2F (n=200) 

  df 
Mean Square  

Between Groups 
F Sig.   

CCA Score 1 0.467 89.609 0.000 *** 

CyS Score 1 0.859 115.426 0.000 *** 

* - p<.05, ** - p<.01, *** - p<.001     
  

Ho2 stated that there will be no statistically significant mean differences on 

employee’s CCA and CyS between the two SETA program types (typical vs. socio-

technical). This hypothesis was also addressed via Spearman Correlation, which assessed 

the differences in CCA and CyS between the two SETA program types. Results of the 

correlations showed a weak correlation (rs= .361, n = 200, p < 0.001). In addition, 

ANCOVA conducted found a significance below p < 0.001 for both CCA, F(1,198) = 

89.609, p < 0.001, and for CyS, F(1,198) = 115.426, p < 0.001. Again, the result is highly 

significant. Table 21 presents the ANCOVA results between the two SETA program types. 

Due to the significance of the ANCOVA results, data analysis leads to the rejection of 

Ho2 as there are differences are found between the typical and socio-technical program 

types. 

Table 21 

ANCOVA Results for Typical and Socio-technical (n=200) 



92 

 

 

  

  df 
Mean Square  

Between Groups 
F Sig.   

CCA Score 1 0.825 147.468 0.000 *** 

CyS Score 1 1.167 166.282 0.000 *** 

* - p<.05, ** - p<.01, *** - p<.001     
  

To address Ho3, ANCOVA was used to analyze the interaction between the two SETA 

program types and the two delivery methods and results are provided in Table 22. 

Interaction between the two SETA program types and the two delivery methods for the 

pre-assessment was not significant for CCA, F(3,245) = 0.146, p = 0.965, nor for CyS, 

F(3,245) = 0.1.556, p = 0.187. However, interaction between the two SETA program 

types and the two delivery methods for the post-assessment was found to be significant 

for both CCA, F(3,245) = 15.485, p < 0.001, and for CyS, F(3,245) = 11.765, p < 0.001. 

Ho3 is rejected due to this interaction observed in post-assessment analysis. 

Table 22 

ANCOVA Results for Pre-Assessment and Post-Assessment Interaction (n=200) 

 

 

Summary 

In this chapter, the results of the study were presented with details of each research 

phase provided in the order performed. A three-phase research approach was used to 

address the seven research goals and four hypotheses of this study. The first four research 

goals were successfully addressed by SMEs via the Delphi methodology in Phase 1. 

df
Mean Square 

Between Groups
F Sig. df

Mean Square 

Between Groups
F Sig.

CCA Score 3 0.001 0.146 0.965 3 0.056 15.485 0.000 ***

CyS Score 3 0.011 1.556 0.187 3 0.080 11.765 0.000 ***

* - p<.05, ** - p<.01, *** - p<.001

Pre-Assessment Post-Assessment
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Results included assessment of the SMEs’ approved topics for two SETA program types, 

development and assessment of the SMEs’ approved measurement criteria for CCA, 

determination of SMEs’ approved weights for the three CCA categories (awareness of 

policy, SETA, & monitoring), and development and assessment of the SMEs’ approved 

two SETA programs with integrated vignette-based pre- and post-assessments for CCA 

and CyS.  

The fifth specific goal of this research study was met in Phase 2, using a pilot group 

of 60 employees who were randomly assigned to one of five groups. The vignette-based 

pre- and post-assessments of CCA and CyS were used to empirically assess if there were 

significant differences between the two SETA program types and the two SETA delivery 

methods, thereby validating the CCA measure. Results were presented in Table 11 and 

Table 12. 

To conclude, Phase 3 was the main study that addressed the two remaining research 

questions and four hypotheses. In this final research phase, 320 employees were 

randomly assigned to the five research groups with 250 completing the vignette-based 

pre-assessment, the prescribed SETA program, and the post-assessment. Means and 

standard deviations along with ANOVA results were used to empirically assess if there 

were significant differences in employees’ CCA and CyS between the two SETA program 

types, and the two SETA delivery methods. Goal six was addressed in Table 15, Table 16, 

and Table 17. Table 18 provides details for goal seven, which analyzed main study data 

using ANCOVA for any differences when controlling for demographic factors. Lastly, 

Phase 3 addressed the four research study hypotheses. After data analysis, each null 
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hypothesis was found to be false and was rejected due to empirical findings. Results were 

presented in Tables 19-22 and are summarized in Table 23.    

Table 23 

Summary of Hypothesis Analysis 
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Chapter 5 

Conclusions, Discussions, Implications, Recommendations, and Summary 

 

Conclusions 

The protection of an organization’s IS and information assets from cybersecurity 

threats is increasingly crucial, especially as businesses become more reliant upon 

technology for daily business processes (D’Arcy et al., 2009). Employees who lack 

knowledge and skillsets are seen as a susceptible threat vector for cyber-attacks, and 

therefore, are being targeted with continually evolving threats (Jang-Jaccard & Nepal, 

2014). Therefore, the main goal of this research study was to empirically assess if there 

are any significant differences on employees’ cybersecurity countermeasures awareness 

(CCA) and cybersecurity skills (CyS) based on the use of two SETA program types 

(typical & socio-technical) and two SETA delivery methods (face-to-face & online). 

This study built on previous research by D’Arcy et al. (2009), Levy (2005), Choi et al. 

(2013), Vance et al. (2012), Oyserman (2009) as well as Dinev et al. (2009), and achieved 

seven research goals in additional to addressing four hypotheses with empirical evidence.   

First, an expert panel was used per the Delphi methodology to develop and validate 

expert-approved SETA program topics as well as content for the typical and socio-

technical programs, and to develop a measure of CCA utilizing validated vignettes for 

assessment in addition to expert-approved weights of the three CCA categories. Second, 

the developed measure of CCA was implemented alongside the MyCyberSkills measure 
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validated by the work of Carlton (2016) in both a pre- and post-assessment for a pilot 

study utilizing 60 employees. The assessments were integrated with the two SETA 

program types and the two SETA delivery methods, providing a validated CCA measure. 

In addition, a control group was used to confirm validity and reliability of the study. 

Lastly, the validated CCA measure developed by this research, accompanied by the 

validated CyS measure by Carlton (2016), were utilized for the main study. The main 

study consisted of 250 participants who were randomly assigned to one of five groups: 1) 

TypONL (typical program via online delivery); 2) StONL (socio-technical program via 

online delivery); 3) TypF2F (typical program via face-to-face delivery); 4) StF2F (socio-

technical program via face-to-face delivery); and 5) Control (the control group which 

participated in the pre- and post-assessment but did not participate in the SETA program).  

 

Discussions 

The first result of this research study was a validated and reliable measure of CCA 

which adds significantly to the body of knowledge, addressing previous challenges for 

the determination of SETA program outcomes competency due to dated and limited 

measures. Due to difficulties with prior construct measures, it was important that further 

research was conducted to develop and validate a measurement tool to properly assess the 

CCA level of employees. Furthermore, the second result of this study indicated a 

significant difference in CyS based on employee age and highest education level. This 

seems to align with the findings of Carlton (2016) although additional research is needed 

to investigate the responses for each age group as well as the highest education levels.  

Although the employee population had no former cybersecurity-related training while 

at the University, pre-assessment CCA scores demonstrated a mean of 86.72% with only 
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ten of 250 employees scoring a perfect 100%. Furthermore, the overall mean for the pre-

assessment of CyS was 61.91% with no scores of 100%. This demonstrates the need for 

organizational SETA programs that seek to develop both the CCA and CyS of employees. 

This study, which focused on two SETA program types (typical vs. socio-technical) via 

two SETA delivery methods (face-to-face & online), found significant differences in the 

mean scores for those in socio-typical SETA programs. The face-to-face version of the 

socio-technical SETA program provided the highest overall return on organizational 

investment, with a difference between the pre- and post-assessment scores of CCA of 

9.51% and CyS of 14.58%. For organizations interested in online SETA program 

deployment, the socio-technical program via online delivery method provided results that 

were close to the face-to-face counterpart with a CCA that proved a bit higher mean 

difference at 9.81% and a CyS mean difference of 11.63%. Of the typical SETA options, 

the face-to-face delivery method demonstrated the highest empirical results with a CCA 

mean difference of 8.63% and CyS mean difference of 10.74%. The least responsive 

program type and delivery method combination proved to be the typical online program, 

with a CCA mean difference of 8.37% and a CyS mean difference far lower than the 

other groups at 6.25%.  

Based on these empirical results, the benefits of socio-technical SETA programs seem 

clear. While traditional training has been held in face-to-face format, online methods are 

increasing in popularity as they have proven to be cost-effective, flexible options for 

organizations (Dimeff et al., 2009; Salas et al., 2002; Vernadakis et al., 2011). However, 

this study provides empirical evidence regarding the best program type and delivery 

method combinations for cybersecurity training specifically.  
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Implications 

The findings of this study contributed substantially to the body of knowledge, 

providing both researchers and practitioners with additional insight into the development 

of both the CCA and CyS of employees. The validated measure could be used by 

organizations who seek to utilize a vignette-based assessment for their workforce instead 

of self-report methods, which may not provide an accurate depiction of the CCA level of 

employees. Additionally, knowledge of the implications of utilizing a typical vs. socio-

technical SETA program type, whether via face-to-face or online methods, are essential 

for organizations who are charged with protecting organization IS assets. This study 

provides empirically validated data regarding the most beneficial SETA program type and 

delivery method for cybersecurity training, facilitating organization decisions on how to 

best use resources for training of employees on this critical aspect of daily business. This 

knowledge will decrease the chance for losses due to naïve employee cybersecurity 

behaviors and increase organization efficiency.  

 

Recommendations and Future Research 

This research study was designed to develop a validated measure of CCA as well as 

expert-approved SETA program topics and content for organization programs. While the 

goals of this research were successfully met, there are many areas for future research. 

First, limitations of this study should be addressed to validate the findings within other 

countries, especially those with a different culture than exists in the United States. 

Moreover, the SETA program was implemented within the University as a workforce 
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training initiative, which could lend itself to bias. Further research is required to replicate 

the findings with other types of organizations, organization size, organization culture, and 

diverse population demographics. Additionally, more in-depth investigation in into the 

impact of age and higher education on CyS is warranted based on the findings of this 

study.  

 

Summary 

The research problem that this dissertation study addressed is employees’ naive 

cybersecurity practices, which can lead to organizational hazards including financial 

implications, impact on business reputation, loss of company information assets, and 

proprietary information leakage (D’Arcy et al., 2009; Lebek et al., 2013; Vance et al., 

2012). Employee practices are a key factor in the mitigation of cybersecurity threats 

within the organization. The development of cybersecurity countermeasures awareness 

(CCA) as well as cybersecurity skills (CyS) through SETA initiatives is imperative. 

However, additional research was needed to determine the most valuable program type 

and delivery method. Although previous studies have exposed the need for organizational 

SETA programs, very few have focused on what SETA should encompass and the factors 

that are most likely to increase success. Therefore, this study contributed to the body of 

knowledge by empirically assessing if there are significant differences in CCA along with 

CyS based on the use of two SETA program types (typical vs. socio-technical) and two 

SETA delivery methods (face-to-face & online).  

 Development and validation of a measurement tool to properly assess the CyS and 

CCA level of employees was imperative to this research study due to the limitations of 
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construct measurement in previous research. Qualitative data collection methods were 

used in Phase 1 for the elicitation of SME panel assistance with revision and validation of 

SETA program topics, weights for the CCA categories, as well as measurement criteria 

for CCA. The Delphi methodology was used to ensure reliability and validity of the 

instruments created.  

RQ1: What are the SMEs’ approved topics for the two SETA program types using the 

Delphi methodology? 

RQ2: What are the SMEs’ approved measurement criteria for CCA using the Delphi 

methodology? 

RQ3: What are the SMEs’ approved weights for the three CCA categories (awareness 

of policy, SETA, & monitoring)? 

RQ4: What are the SMEs’ approved two SETA programs with integrated vignette-

based assessments for CCA and CyS using the Delphi methodology? 

Phase 2 consisted of a pilot study with randomized participant group allocation into 

one of two developed SETA program types (typical & socio-technical) delivered via two 

delivery methods (face-to-face & online) as well as to the control group. Pilot data was 

collected from both a pre- and post-assessment integrated with each SETA program and 

data analysis performed using ANOVA to ensure validity and reliability. The SETA 

programs and the CCA instrument, were revised per the preliminary data analysis, 

addressing RQ5 and providing validated measures for the main study.  

RQ5: Are there any significant differences between the two SETA program types and 

the two SETA delivery methods based on the vignette-based pre- and post-

assessments of CCA and CyS using a pilot group of participants? 
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The main study was Phase 3 of the research, with participants assigned randomly to 

two developed SETA program types (typical & socio-technical) delivered via two 

delivery methods (face-to-face & online) as well as to the control group. Main study data 

was collected from both a pre- and post-assessment integrated with each SETA program, 

and pre-analysis data screening was completed. This was followed by main study data 

analysis which empirically assessed if there are any significant differences on employees’ 

CCA and CyS based on the use of two SETA program types (typical vs. socio-technical) 

and two SETA delivery methods (face-to-face & online). Pre- and post-analysis scores for 

each of the four program type and delivery method combinations and for the control 

group were completed using ANOVA. In addition, ANCOVA was used to compare the 

groups, while also controlling for a variable that may exert an influence on the dependent 

variable (Mertler & Vannatta, 2010).  

RQ6: Are there any significant differences between the two SETA program types and 

the two SETA delivery methods based on the vignette-based pre- and post-

assessments of CCA and CyS using the main study group of participants? 

RQ7a-e: Are there any significant differences between the two SETA program types, 

and the two SETA delivery methods based on the vignette-based pre- and post-

assessments of CCA and CyS using the main study participants, when controlled 

for participants' (a) age, (b) gender, (c) role in the organization, (d) highest 

educational level, (e) years working at the organization, and (f) years since last 

attended formal education? 

The following null hypotheses for RQ5 and RQ6 were tested between comparisons 

for SETA type (typical & socio-technical) and delivery method (face-to-face & online). 
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Assessment used factorial ANCOVA and Spearman Correlation to assess the statistical 

significance of each when controlling for participants' (a) age, (b) gender, (c) role in the 

organization, (d) highest educational level, (e) years working at the organization, and (f) 

years since last attended formal education. Recommendations for SETA program type 

and delivery method as a result of data analysis were provided. 

Ho1a: There will be no statistically significant mean differences in employee’s pre- 

and post-assessment of cybersecurity countermeasures awareness (CCA) and 

cybersecurity skills (CyS) for the typical SETA program based on the two 

delivery methods (face-to-face & online). 

Ho1b: There will be no statistically significant mean differences in employee’s pre- 

and post-assessment of cybersecurity countermeasures awareness (CCA) and 

cybersecurity skills (CyS) for the socio-technical SETA program based on the two 

delivery methods (face-to-face & online). 

Ho2: There will be no statistically significant mean differences on employee’s 

cybersecurity countermeasures awareness (CCA) and cybersecurity skills (CyS) 

between the two SETA program types (typical & socio-technical). 

In conclusion, this research study made several contributions to the body of 

knowledge, providing empirical evidence related to the most effective SETA program 

type and delivery method for cybersecurity specific training, which will be equally 

beneficial to researchers and practitioners. The value of socio-technical SETA programs 

was evident from the main study findings. In addition, expert-approved SETA program 

topics were provided and a validated CCA measure created which can be used by those 

seeking a reliable vignette-based assessment as a part of SETA program deployment.
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Appendix A  
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Appendix B 
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Appendix C 
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Appendix D 

Demographic Questions 

 

1. What is your gender? 

a. Female 

b. Male 

 

2. Age (Enter in years): 

 

3. What is the highest level of education you have completed? 

a. Elementary School 

b. Middle School 

c. High School 

d. College Degree 

e. Graduate Degree 

f. Other 

 

4. Select the number of years since your last formal education. 

a. 0-4 

b. 5-9 

c. 10-14 

d. 15-19 

e. 20-24 

f. 25-29 

g. 30 or more 

 

5. Select the option that best describes your role within the organization. 

a. Full-time employee 

b. Part-time employee 

c. First level supervisor  

d. Middle management 

e. Upper management 

 

6. Number of years worked in the organization: 

a. Less than 1 

b. 1-2 

c. 3-5 

d. 6-10 

e. Over 10  
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Appendix E 

Expert Panel Recruitment Email 

 

Dear Information Systems and Cybersecurity Experts, 

 

I would like to request your assistance in providing expert feedback on several pieces of 

my upcoming doctoral research study. I am a Ph.D. Candidate in Information Systems 

and Cybersecurity at the College of Engineering and Computing, Nova Southeastern 

University, working under the supervision of Professor Yair Levy. My research deals with 

cybersecurity training for employees and the potential impact that different program types 

(online vs. face-to-face) or delivery methods (typical vs. socio-technical) might have on 

cybersecurity countermeasures awareness and skills.  

 

With your help, I seek to develop a measure of cybersecurity countermeasures awareness 

as well as a validated security education, training, and awareness (SETA) program. The 

program will be delivered via four treatments: typical program via online delivery; socio-

technical program via online delivery; typical program via face-to-face delivery; socio-

technical program via face-to-face delivery. Both the typical and socio-technical SETA 

programs will be based on the same cybersecurity topics. However, while the typical 

SETA program will inform the employee of organizational policies and actions that 

should and should not be taken, the socio-technical SETA program will also include 

explanations of why certain actions may cause difficulties and the potential 

organizational outcomes associated. 

 

The information provided will be used for this research study in aggregated form and no 

personally identifiable information (PII) will be collected. As an expert participant, you 

agree to keep all information regarding this research confidential and to refrain from 

disclosing any details related to subsequent study surveys or the material contained 

within them. Input for each item below will be gathered anonymously, synthesized, and 

then follow-up round(s) of questions may be sent to help reach consensus amongst the 

panel as needed.  

 

1) Approved topics for the two SETA program types (typical & socio-technical).  

2) Approved vignettes for measuring cybersecurity countermeasures awareness.  

3) Approved weights for the three cybersecurity countermeasures awareness 

categories (awareness of policy, SETA, & monitoring). 

4) Approved content of the two SETA program types (typical & socio-technical) in 

the two delivery methods (online & face-to-face). 

If you are willing to participate on this expert panel, maintain a high level of 

confidentiality, and non-disclosure as it pertains items, please click here to start the 

evaluation.  

 

https://docs.google.com/forms/d/e/1FAIpQLScoo30I6_c5hpoCtgpF9tm7YGjXhyAq95cgcWVbUvso87kO7w/viewform
https://docs.google.com/forms/d/e/1FAIpQLScoo30I6_c5hpoCtgpF9tm7YGjXhyAq95cgcWVbUvso87kO7w/viewform
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Thank you in advance for your consideration. I appreciate your assistance and 

contribution to this research study. If you would like to receive the findings of the study, 

please indicate it with your reply to this email and I will be happy to provide you with 

information about the academic research publication(s) resulting from this study. 

 

Regards, 

 

Jodi Goode, Ph.D. Candidate 

E-mail: jp1587@mynsu.nova.edu 

Information Systems and Cybersecurity 
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Appendix F 

Expert Panel Survey 
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Appendix G 

Research Study Recruitment Email 

 

Faculty & Staff, 

With cyber threats constantly developing and increasing in sophistication, cybersecurity 

training is now important for organizations. This fall, a cybersecurity training program 

will be offered to all employees with the goal of increasing awareness of cyber threats 

facing us as a University, discussing organizational policies and procedures, and 

ultimately helping you better understand the role you play in keeping data secure.  

You are encouraged not only to complete the training course materials but to also 

participate in the anonymous pre- and post-assessment. The assessment will take 

approximately 45 minutes to complete and will gather absolutely no personal 

information. I am currently a Ph.D. Candidate in Information Systems and Cybersecurity 

at the College of Engineering and Computing, Nova Southeastern University, working 

under the supervision of Professor Yair Levy. The data gathered from the pre- and post-

assessments will be used in a generalized manner as part of my research study, which 

seeks to determine the most successful cybersecurity training method within the 

organization.  

If you are willing to participate, please reply to this email and you will be contacted with 

additional details on how to access the pre- and post-assessments. You must be 18 years 

of age or older.  

Thank you in advance for your consideration. I appreciate your assistance and 

contribution to this phase of my research study.  

Warmest Regards, 

Jodi Goode, Ph.D. Candidate 

Email: jp1587@mynsu.nova.edu 

Information System and Cybersecurity 
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Appendix H 

Proposed Cybersecurity Countermeasures Awareness Vignettes 

 

 CCA 

Measure 
Vignette Policy Topic Adapted From 

Policy CCA-P1 Levi goes to the shared office printer alone and finds a document printed by someone else. The document is labeled “Confidential”. 

Based on the organization’s information security policy, Levi should: 

 

Option Action Score 

A Leave the document on the printer as it was found. 0 

B Quickly read through the document and deliver it to the employee that printed it.  2 
C Look for a name of the employee that printed it without reading the confidential information, and 

deliver it to the employee. 

6 

D Deliver the document to a supervisor. 10 
   

 

Disclosure of information 

Doherty et al. (2011) 

 
 

Acceptable Use Policy 

SANS Institute (2014) 

Vance et al. (2012) 

 CCA-P2 Cindy is browsing free online game sites at work and the anti-virus program alerts her that a virus has been installed on her 

computer. Based on the organization’s information security policy, Cindy should: 
 

Option Action Score 
A Take no action. 0 

B Remove the virus to save time. 2 

C Contact a supervisor to inform him/her of the virus. 6 

D Call IT/IT security to seek their assistance in removing the virus. 10 
   

 

Prevention of viruses and worms 

Doherty et al. (2011) 
 

 

Acceptable Use Policy 

SANS Institute (2014) 

 

Vance et al. (2012) 

 CCA-P3 Zoie is working from home using the laptop provided by her organization. Her kids want to use the laptop to play games. Zoie is 

upset because her kids do not have a computer. She lends her work laptop to her children and later realizes that the kids have 
installed a number of programs. Zoie should: 

 

Option Action Score 
A Take no action. 0 

B Remove the programs herself.  2 

C Report the issue to a supervisor. 6 
D Report the issue to IT/IT security. 10 

   
 

Mobile computing 

Doherty et al. (2011) 
  

 

 
Acceptable Use Policy 

SANS Institute (2014) 

Vance et al. (2012) 

SETA CCA-S1 Sandy’s supervisor requests her to leave the office computer unlocked so that other employees can use it while she is out to lunch 

or away from the office. Sandy should: 

 

Option Action Score 
A Leave her computer unlocked as requested by her supervisor.  0 

B Leave her computer unlocked as requested by her supervisor and report this incident to IT/IT 

Security. 

4 

User access management 

Doherty et al. (2011) 

  

 
 

Acceptable Use Policy 

SANS Institute (2014) 

Vance et al. (2012) 
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C Continue to lock her computer and inform her supervisor that the request goes against the 
organization’s acceptable use policy. 

8 

D Continue to lock her computer, inform her supervisor that the request goes against the 

organization’s acceptable use policy, and report this concern to IT/IT Security. 

10 

   
 

 
 

 

 CCA-S2 Alan is head of a department where several employees have access to confidential information, while others have positions that do 

not call for this type of access rights. He has reason to believe that an employee who does not have the right to access confidential 
information has found the credentials of another employee and accessed salary information. Alan should: 

 

Option Action Score 
A Take no action. 0 

B Discuss the incident with the employee in question  2 
C Discuss the incident with the employee and report the incident to IT/IT security.  6 

D Report the incident to IT/IT security and allow them to investigate it further. 10 
   

 

Violations and breaches 

Doherty et al. (2011) 
  

 

 

Acceptable Use Policy 

SANS Institute (2014) 

 

Hovav and D’Arcy 

(2012) 

 CCA-S3 Tyler uses a file server that contains work-related confidential information that she accesses by typing in her username and 

password. Tyler is leaving for vacation soon and a co-worker will need to take over some of her regular duties requiring access to a 
folder on that secured file server. Tyler should: 

 

Option Action Score 
A Share her password with her co-worker before leaving to save time while she is away. 0 

B Save the files to a local computer to allow access by her co-worker while she is away. 2 

C Not share her credentials, but set up the connection to the file server on her co-worker’s computer 
using her access rights.  

6 

D Inform her supervisor that her co-worker has a need to access the secured file server while she is 

away. 

10 

   
 

User access management 

Doherty et al. (2011) 
  

 

 
Password Protection Policy  

SANS Institute (2014) 

 

Vance et al. (2012) 

Monitoring CCA-M1 Ryan prepares payroll records for his organization’s employees and, therefore, has access to both timekeeping and payroll systems. 

Periodically, Ryan will increase the hours-worked records of certain employees by “rounding up” their total hours for the week. 
For example, Ryan might change 39.5 hours worked to 40 hours worked for the week.  

 

Option Action Score 
A Modification or altering of computerized data cannot be monitored. Therefore, Ryan’s actions 

cannot be detected. 

0 

B Modification or altering of computerized data cannot be monitored. However, Ryan’s actions can 
be detected by other methods. 

4 

C Modification or altering of computerized data can be monitored. However, Ryan’s actions cannot 

be detected. 

8 

D Modification or altering of computerized data can be monitored. Therefore, Ryan’s actions can be 

detected. 

10 

   
 

User access management 

Doherty et al. (2011) 
 

 

 
Ethics Policy 

SANS Institute (2014) 

Hovav and D’Arcy 

(2012) 

 CCA-M2 Bobby’s position requires that he regularly deal with confidential information. He has a project that needs to be completed and a 

business trip this week. Bobby copies the confidential files needed for his project to a USB drive and takes it with him on the trip.  

 

Option Action Score 

Physical security of 

infrastructure and information 

resources 
Doherty et al. (2011) 

  

Vance et al. (2012); 

Hovav and D’Arcy 

(2012) 
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A Computing activities cannot be monitored. Therefore, this copy of files to a portable media device 
cannot be detected.  

0 

B Computing activities cannot be monitored. However, this copy of files to a portable media device 

can be detected by other methods.  

4 

C Computing activities can be monitored to ensure employees are performing only explicitly 

authorized tasks. However, this copy of files to a portable media device cannot be detected. 

8 

D Computing activities can be monitored to ensure employees are performing only explicitly 
authorized tasks. Therefore, this copy of files to a portable media device would be detected. 

10 

   
 

 
 

Acceptable Use Policy 

SANS Institute (2014) 
 

 

 
 

 

 

 

 CCA-M3 Jayde is given a laptop for work purposes that is missing a piece of software she believes would make her more effective on the 

job. Jayde requests that her organization purchase the software but her request is denied. To solve the problem, Jayde obtains an 
unlicensed copy of the software from a friend outside of the organization and installs the software on her work laptop.  

 

Option Action Score 
A Periodic audits of work computers cannot be completed as it slows down the computers. Therefore, 

unauthorized use of software cannot be detected. 

0 

B Periodic audits of work computers cannot be completed as it slows down the computers. However, 
unauthorized use of software can be detected by other methods. 

 4 

C Periodic audits of work computers can be completed. However, cannot detect this unauthorized use 

of the software. 

8 

D Periodic audits of work computers can be completed. Therefore, can detect this unauthorized use 

of the software. 

10 

   
 

Software development and 

maintenance 
Doherty et al. (2011) 

  

 
 

Acceptable Use Policy 

SANS Institute (2014) 

Hovav and D’Arcy 

(2012) 
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Appendix I 

MyCyberSkills Assessment Example Screens 
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