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ABSTRACT

The main motive behind this project is the combination of Sales Management Portal and Job
searching portal. In this project the client, user, job seeker, investors and the companies can
communicate each other using this portal. Manager, HR will update the Project information like
budget, revenue, type, proposal and how many opportunities are available based on the project to
the job seekers. And people also can be the part of the project by investing on the project as a
shareholder. Manager and HR have the authorities to add the client details in the portal. The
includes many aspects like Company name, Address, division, industry type, website of the
company, Contact details of the HR, the main proposal of the project, opportunities, budget,
revenue, duration of the project, deadline of the project etc. This user can login to the website and
be the part of the Project for a particular company. Job seekers also can login and contact the HR
for the job details. They also can submit the employment application form to the companies
through online.

Investors will get the updates about their share values which were invested in the company.
Many Multi-National Companies can directly interact to their clients through this portal. And there
is lot of scope to the companies to get more investors and clients. The job seekers also can easily
get the appropriate jobs without wasting the time for job search and they really can achieve the
growth in their career. This is the one place where many people can get the opportunities. This is
the right place for everyone for their growth in all sectors. Choose the right path for the growth of
your career and organization too. The main goal of this project is to make the companies, clients,
job seekers and users to reach mutual grow professionally in one place.
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1  Project Description

In the process of fulfillment of the graduate capstone project here we propose a project entitle Sales
Management Portal. The main goal of this project is to make the companies, clients, users,
jobseekers to communicate each other and make them to fulfill their goals. The Companies can
get the investments in their projects easily and opportunist is easily available to the job seekers.
Manager can monitor the companies’ details like proposal, opportunities, budget, revenue etc.
Human Resource department is responsible to monitor the Employment application forms and
screening the skilled persons for those particular positions.

1.1 Competitive Information

Identify competitor products, applications, or services that this project will directly compete
against are really a major challenge. Fortunately, we didn’t find any company or website that
provides all the services like opportunities, investors, shareholders, clients at one place. And our
team has the potential to be the first to market this new project application or capability.

1.2 Relationship to Other Applications

We are developing a unique project which doesn’t have any relationships with other Applications
or projects.

1.3 Assumptions and Dependencies

e The details of the project proposal can be considered as sample values, those sample values
will be stored in the database for each attribute to check the execution of the program
dynamically.

e This project needs the people who have extraordinary knowledge on Human Resource
department and share market.

1.4 Future Enhancements

This application we are developing is based on the frameworks, web service and bootstrap for
responsive design. This application will work on any browsers and there are no barriers for
mobiles, tablets and laptops. This application also runs on multiple operating systems like Android,
Linux, windows, mac, whether it’s a PC or mobile doesn’t matter. In future, if needed any
enhancements to be more users friendly or any services requested by the user will take into
considerations and will be implemented.

2  Technical Description

This project consists of 9 web pages that include Manager Login, User login, General Info, Notes,
contacts, opportunities, proposals, projects, employment application, job announcements etc.
These web pages are designed and developed to be more responsive for every screen using
Bootstrap.

The Database or schema is created containing all the tables which can store the User data, client
data, manager data, messages, project details, proposals, opportunities and user type values of



attributes are stored in the database. We have used multiple modules to develop this application
like Model-View-Controller, MySQL database connectors to interact the database.

2.1 Application Architecture

In the commercial world, in this project we use Java Enterprise Edition to solve business problems,
to develop commercial software, or to provide contract services to other businesses' projects. In
our project we are using a multitier architecture; it usually involves managers, architects,
designers, programmers, testers, and database experts throughout the development lifecycle. The
first components User are of two kinds, they are Manager and normal user. The Manager has more
privileges compare to the normal user. Second Component Room will contain the information of
the specific room. The attribute in are project are divided into three categories like Range, Interval
and Boolean. The Manager allows the client to invest to the companies.
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FIGURE 1. Application Architecture

2.2 Application Information flows
The Manager main component of the architecture, the information flow is shown in the below
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FIGURE 2 Information flow.



2.3 Interactions with other Applications

Since, we have developed a web based application which is indeed an independent application.
The plant house can be maintained by comparing the attribute to the sample values stored into the
database. Our project does not contain any payment system but it has human resource maintained
so the interactions with the other application are null.

2.4 Capabilities

In this application we have two users they are Manager and the normal user. The Manager will
have the capability add a client, the proposal and the project details which can viewable by the
user. The database which we created has a capability of adding dropping, retrieving the user’s data,
attribute values through front end. The front end has some capability to provide the validations.
Validations are provided in all the web pages created using jquery. Apache tomcat server used as
the server.

2.5 Risk Assessment and Management

Risks are common when we start any project. Identification of those risks at the requirement and
designing stage will be very easy to handle. Maintaining the session for the use and implementing
that through connecting through the database has a few risk. This can be eliminated by normalizing
the database. The other risk is to maintain the data for the room. If the data is more regarding the
attributes it may result to data complexity this is overcome by getting the backup for a certain
interval period. One of the most critical sources of risk to organizations today resides within their
Web servers. This is because Web servers and applications open systems and information to be
accessed by suppliers, partners, and customers. Performing a security risk assessment and
implementing adequate security risk management policies in this area can be critical.
Compromised Web servers can damage organizations in many ways, from surrendering customer
privacy data and accepting fraudulent transactions to indirectly damaging corporate reputation as
the result of a defaced homepage. While it may seem that a myriad of bad things can happen as
the result of a million different vulnerabilities, we can succinctly categorize the core “points of
pain’ to be addressed in your Web security risk management plan in a few primary areas:

* Default configuration. Web servers often are installed with default configurations that may not
be secure. These insecurities include unnecessary samples and templates, administrative tools, and
predictable locations of utilities used to manage servers. Without appropriate security risk
management, this can lead to several types of attacks that allow hackers to gain complete control
over the Web server.

* User input validation. Web sites and applications need to be interactive in order to be useful.
However, Web applications that do not perform sufficient validation of user input screens allow
hackers to directly attack the Web server and its sensitive databases. Invalid input leads to many
of the most popular attacks. A thorough security risk assessment on your organization’s internal
and external Web applications can reveal what, if any, actions need to be taken.

* Encryption. Itis a sad fact that although modern encryption algorithms are virtually unbreakable,
they are underutilized. In years past, performance considerations were cited as a factor in limited

3



usage of encryption. However, today’s high-performing CPUs and specialized cryptographic
accelerators have broken down the price/performance barriers related to encryption. The issue with
limited encryption has more to do with poor application design and a lack of awareness among
developers. Nearly all Web traffic passes in the clear, and can be snooped by an alert hacker.

* Secure data storage. While it is critical to secure data in transit, it is just as important to
implement security risk management policies that ensure that data is being stored securely. This
includes encrypting data at rest, but it does not stop there. Many Web applications store sensitive
files on publicly accessible servers, rather than on protected servers. Other applications do a poor
job of cleaning up temporary files, leaving valuable data accessible to the hacker who knows how
to find it.

* Session management. Another factor one should consider when developing a security risk
management plan is that many Web applications do a poor job of managing unique user sessions.
This can include using weak authentication methods, poor cookie management, failure to create
session timeouts, and other session weaknesses. This often leads to session hijacking and other
compromises of legitimate user identities. A security risk assessment can determine whether this
is a potential problem for your organization.

* Maintenance. Failure to implement security risk management policies that keep Web servers
updated with the latest vendor patches, as well as neglecting to perform continued testing of
proprietary Web applications, creates additional risk. All of these major problems usually are the
result of a lack of due care within the Web application development and maintenance processes.
In organizations where security is not ‘baked in’ to both the business planning and application
development processes, there can be an appalling lack of awareness of the need to incorporate
security best practices from day one. This is a dangerous situation, and the results of the general
lack of awareness about the risks associated with Web servers and applications are evident from
the weekly headlines reporting stolen consumer and corporate information. The best way to avoid
such disasters is to establish an on-going security risk management process that begins with
quantifying the value of Web applications, as well as the data they manage, through a complete
security risk assessment. Organizations then must continuously identify and mitigate the
vulnerabilities and risks associated with those systems from the beginning and throughout their
lifecycle: from development through production. This approach to security risk management—
consistently performing a security risk assessment, then identifying and remedying vulnerabilities
by correcting application development errors, applying security patches, and fixing system
misconfigurations—will lead organizations to continuous improvement of their business-
technology infrastructure and a thorough reduction of risk.

3 Project Requirements

This project has two types of requirements. They are Hardware and Software requirements.
Hardware requirements are

A, i3 processor or i5 or i7

B, 4GB RAM and above.



C, SSD 250GB.

Software requirements are

A, Windows operating system,

B, JDK and JRE 1.8

C, Apache Tomcat Server 8.0.

D, MySQL Database,

E, Eclipse or net beans IDE for development,
F, MySQL workbench

3.1 Operations, Administration, Maintenance and Provisioning (OAM&P)

When the new system is proposed according to the requirements we have to types of users, one is
the Admin and the second will be the Normal User. Each has different access codes they are ADM
and USR respectively. Maintenance of the database of the project is done by the Admin. The admin
will have the privileges to add a normal user, to add a new room and to edit the room details. The
normal user has the only right to check and maintain the software. The fraud detection is easily
done by maintaining and comparing the details of the customer in the Database. We will implement
the recovery plan in further steps.

3.2 Security and Fraud Prevention

The Security of the developed system is maintained by providing a User ID and Password for all
the users. The Admin Level User can’t have access, change the values of the attributes for a certain
room. The admin authorizes the Normal User of the application so that it increases the security
and no other than the authorized users can use the application. Using spring framework will also
increase the security to the system.

3.3 Release and Transition Plan

The execution of the program is shown on the local host on the personal computer and for the
further transition plan the complete project will be deployed in the cloud by using the Amazon
Web Services which will provide a free account for the students for nine months.

4 Project Design Description

After the requirement collect phase when we started the designing phase we have divided the
project into three parts like developing the Front End pages using Html and CSS. These pages are
designed responsive so that the page will display accordingly to the size of the screen. The second
part of the development phase is designing the Database of the project. We have Used My SQL
Work Bench to develop the database. In the database we can store the user’s data, Manager Data,
attributes data, access permissions, types of attributes and the sample values for the attributes.
Designing the front-end, we have designed six responsive web pages which also have the
validations created. These pages are linked with each other, so that the user can be redirected from
one page to another by clicking the respective Button. In the database we are writing Stored



Procedures so that the duplication of database code in reduced and increases the performance of
the quires. The following is a diagram which shows the design of the application.
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FIGURE 3 BASE DESIGN

After the designing of both front end and database is done both are connected using the spring and
hibernate frame works. The spring framework will control the program like where to get redirected
and also to provide web services. While the Hibernate helps in converting the database queries to
the java objects. Eclipse is the tool used. Here are the following tables which shows what files
does the project contain and which part the files belong to. DAO is an abbreviation for Data Access
Object, so it should encapsulate the logic for retrieving, saving and updating data in your data
storage (a database, a file-system, whatever). The MVC is a wider pattern. Data Access Object
Pattern or DAO pattern is used to separate low level data accessing API or operations from high
level business services. Following are the participants in Data Access Object Pattern. The
DTO/DAO would be your model in the MVC pattern. It tells you how to organize the whole
application, not just the part responsible for data retrieval. if you want to follow the MV C pattern
it would be better to have a separate controller, which would contain the business logic for your
frame in a separate class and dispatch messages to this controller from the event handlers. This is
our proposed design for the project.
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FIGURE 4 FLOW OF CONTROL STRUCTURES

5  Project Internal/external Interface Impacts and Specification

“An interface is a boundary where, or across which, two or more parts interact.” Another definition
is: “An interface is that design feature of a piece of equipment that affects or is affected by a design
feature of another system.”

The key words here are “interact” and “affects or is affected by another system”. From a
requirements standpoint, any time the wording of a requirement indicates or implies one of these
conditions, there is an interface involved. If there is an interface involved, then the requirement
dealing with this interface is classified as an interface requirement.

Using SDLC, the roles are clearly assigned to the participants of the project which saves the time
and increases the efficiency of the system. The system can be maintained well and modularity is
achieved. For complex projects, SDLC helps to reach the goals in specified time. This layer
comprises of the Database Components such as DB Files, Tables, Views, etc. The Actual database
in our project is created using MySQL Server. In an n-tier application, the entire application is
implemented in such a way that it is independent of the actual Database. For instance, we change
the Database Location with minimal changes to Data Access Layer. The rest of the Application
should remain unaffected.



6  Project Design Units Impacts

The project we develop will have only one design unit which consists of the three sub-unites. The
standard architecture for project design is MVC architecture. MVC stands for Model View
Controller. MVC is a standard architectural design pattern for developing World Wide Web apps.
The central idea behind MVC is code reusability and separation of roles of code development. First
DB design is followed by Model components, next View components to collect input and to
display response and finally Controller components to integrate View and Model components.
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DTO is an abbreviation for Data Transfer Object, so it is used to transfer the data between classes
and modules of your application. DTO should only contain private fields for your data, getters,
setters and constructors. It is not recommended to add business logic methods to such classes, but
it is OK to add some java utility methods.

There are tools which can generate the DAO, DTO and Factory class code for you. These tools are
helpful because they automate the generation of DAO classes. The importance of these tools even
becomes great in the initial phase of application development because the database schema keeps



of changes frequently and hence manually making the changes in database tables and the DAO
code.

e The DAO has been declared dead because you might just as well invoke the Entity Manager
directly. It provides a nice enough interface and switching from JPA to a different
persistence implementation is not something the DAO abstraction would make much
easier.

e« DTO's have been deemed superfluous because you can also use your domain objects
directly in the presentation layer. This is made possible by a combination of the open Entity
Manager in view pattern, tag libraries to display your domain objects in JSP's and data-
binding utilities to map HTTP request parameters back to domain objects.

« And finally Service Facades also seem to have gone out of fashion. Instead you can have
the controller directly invoke the services it needs or, even simpler, directly contain the
business logic.
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FIGURE 6 DATA MODEL DIAGRAM.

They are View, Controller and model. This design totally covers all the requirements and fulfills
the project. The View will have all the front end files which will be developed by using the HTML
and CSS. We are doing the responsive page designing using Bootstrap. The controller will contain
the connection files. The connection from the front end and database is done by using the spring
and Hibernate framework. Model will contain the database developed by using My SQL
workbench tool. The database is totally normalized. The following are the Database screen shots.

6.1 Functional Area A/Design Unit A

6.1.1 Functional Overview

The three main parts for the development phase are present in this design unit. These impacts are
considered essential and the requirements are written accordingly. What is a DAO and how to
create a DAO? There are tools which can generate DAO code for an application. But one can also
write DAO classes manually. Also one more design pattern very closely related to DAO is the
DTO (Data Access Object). A DAO design pattern helps an application to perform various CRUD
operations on the database. The DAO classes provide methods for insertion, deletion, updating
and finder methods. The basic purpose of creating DAO is the loose coupling and non-repeating
of code.
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In any application which is going to interact with the database, there is need of performing CRUD
operations on the database tables and since the table operations may be done by different classes
and hence it becomes cumbersome to repeat the same code in various classes. Moreover, even
after repeating the code, it becomes difficult to maintain the database interaction code whenever
changes are required in the way database interaction is being done. To overcome the above
mentioned problems, the DAO design pattern was invented. The DAO pattern is supposed to have
a DAO interface, class and factory corresponding to each table in the table.

6.1.2  Impacts

The complete project depends on this part because we have only one design unit. This design unit
consists of the parts where we create a database and a front end application and connect both of
them by using the controllers. Connecting the front end and the database will be a challenging task
in this design. We have created lot of POJO classes for Data Transaction. Some of them are in the
below Screenshots.
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6.1.3 Requirements

During testing, the implementation is tested against the requirements to make sure that the product
is actually solving the needs addressed and gathered during the requirements phase. Unit tests and
system/acceptance tests are done during this phase. Unit tests act on a specific component of the
system, while system tests act on the system as a whole.

Each stage produces a set of deliverables needed in the next stage. Requirements are analysed, and
the functional requirements are determined, based on the functional requirements needed, the
system is designed and code is produced during implementation phase. Testing phase verifies the
deliverables from the implementation phase meet the functional requirements or not.

DAO4j tools do is import the tables from the database by asking the connection details and then
generate the DAO/DTO classes based on the tables being imported. One more important point that
is useful when using these tools is that they keep a check on the primary and foreign keys of the
table structure. Moreover, the database data types are converted into corresponding data types in
Java in the DAO/DTO classes. After the code has been generated by these tools, one can always
modify the code to optimize the DAO code.

_________ ————————— 1
<<Controller>> |
I
1‘ Lookup struts-config.xml, |
Irstanliate ActionFarm SAetion [
I Action I
ActionServiet i T |
6 |
-
Ratum the name of tha | |
ned view [ .
! 5 3! -
Dispatch (o Getrosull . Acoesd Model &linvoka
next view Sl in S Efpiinzas Il..iF|i|.
<<Model=> |
<<View>> Usps 4 Datastore
*  JavaBean ¢ nn%l 1o Datastofe
JSP sﬁssiu" EJE B | 'save data
etc.

J2EE Application Server
FIGURE 8 APPLICATION SERVER FLOW CONTRO
Always remember that the DAO, DTO, Factory, Loose Coupling (A SOLID principle), Factory
design patterns all go along. One can also create a connection pool while using the DAO design

pattern. The important point is that the code becomes clean and easy to understand when using the
DAO, DTO design patterns.
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6.2 Screenshots

Home Page:

localhost:368 P - 5 & s & =B8-

Sales Management Portal

One-Stop

Global Communication
Solutions

G Gougle o +
€ [0 localhost A = TO 9 ¢ A =E
B Meit Visited Il Getting Started
Sales Management Portal
Home

Manager Login

oooooooo

Password
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Company Details:

W google.com W Welcome 10 our website X

L .
= c o

Sales Management Portal Manager &  Logout

Client Information - Indian Arts & Culture

Gennl e -. ---

Company Bank Of America ““5_-,..: v
Name
Industry Software
Telephone T08-E78-3432
Web Site bota corr
Fax 708-961-7654
Source
Address Pusisine
Campany Description
City Pausodita sy
Slate California
ZipCode ©5131
Country LSA
Divison EBigData

Contacts:

ogle.com X 1 k] Welcome to our website X

Sales Management Portal Manager

Client Information - Indian Arts & Culture
Add Client

Filterby - m Cjient - Contacts .-..
® Prospect

TCS First Name Last Name Title Work Phone Mobile Phone

Aeries
Apple.Inc Nelson Mandela Manager 708-876-5432 108-898-5463

BM.Inc

Next
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User Login:

S Google X Login X |+
€ ) localhost M -

& Mot Visited @ Getting Started

Sales Management Portal

Home

User Login

Username
Password
Login  Resel
Click here for M jer Log
s alhost BEHE/SMP/login j5p
User Account:
o Google X Welcome 1o our website N o ®
€ localhast ¢ e @ 4+ & =B~

B Most Visited (fl Getting Stanted

Sales Management Portal surya

-
Filter by m Client Available Job Positions
B Prospect

Hadoop Developer

TCS
Aeries ’ Devel i
Apple.inc ava Developer Position

IBM.Inc

Bank Of America _
CitiBank.Inc Software Engineer Job

Tesla.lnc
DevOps Engineer
.Net Developer
Oracle Developer

DB Admin

Software Engineer Intern
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Contact HR Page:

G Google X Welcome to our website e yt

€ O localhostB685/SMP/contacts hin [+ I B Q4 &

& Most Visited @

Sales Management Portal

_““h Client Information - Indian Arls & Culture

Add Client

= bY s OBl - ot .---

B Prospect

First Name Last Name Title Work Phone Mobile Phone Fax eNews Email
Aaron Insurance Inc.

Angek Cibstruction LLC Joe Smith VP 7091234567 6307654321 7087654321 Yes jsmith@indianartsculture.org
All-In-One Electronics co., Ltd.

Aaron Insurance Inc.
Angek Cibstruction LLG Steve Jobs CED 7091888567 7089898089 7087654321 Yes steveceo. apple.com

Stirya Dev HR 7083457896 6308933631 7087654321 Yes surya@hr.apple.com

All-In-One Electronics co., Ltd.
Aaron Insurance Inc.

Angek Cibstruction LLC
All-In-One Electronics co., Ltd.,
Aaron Insurance Inc.

Employment form:
% Google W Welcome 10 our webgite - e
L localhost
B Moot vigited @ Getting Started

(T

Sales Management Portal :

Employment Application

First name * Last name *

Emall *

Portfolic website

hitp:t/

Position you are applying for *

Salary requirements When can you start?
Phone * Fax

Are you willing to relocate?

®Yes iNe O Notaure

Last company you worked for

Reference | Comments | Questions
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Capcha for Security:

G Google M Welcome to our website X e
€ localhostBESE/SM t c wE
& Most Visited @ Getting Started
First name * Last name *
Email *
Portfolio website

hittp:!/

Position you are applying for *

Salary requirements When can you start?
Phone * Fax

Are you willing to relocate?

Wyes ONo O Notsure
Last company you worked for

Ref G I

Enter secunty code SECURITY CODE

Bratet your webts frem 4B

Send Application
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