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Strengthening the Management of Ubiquitous Internet by Refining ISO/IEC 27001

Implementation Using a Generic Responsibility Model

Christophe Feltus, Djamel Khadraoui
Public Research Centre Henri Tudor
Luxembourg - Kirchberg

Abstract

The recent emergence of decentralized networks and ubiquitous Internet has highlighted the need for a better
management of the companies’ IT architecture and for an improvement of the users of the network’s responsibility. Many
standards have recently emerged to face these requirements. By analyzing them, we observe that they all include reference to
the user responsibility but also that no common understanding of it exists. These statements have oriented our research
toward the elaboration of an innovative, simple and pragmatic responsibility model that includes a user commitment
dimension.

ISO/IEC 27001:2005 is one of that new standard that aims at providing a framework for improving the information
system management and the security of IT architecture. Although this standard is recognized over the globe, many surveys
and cases studies provide interesting feedback about its implementation problems. In this paper, we introduce our
responsibility model, we depict the responsibility aspects encompassed in ISO 27001 and we propose some improvement
perspectives to face these problems and strengthen its implementation.

Keywords: Responsibility, Capability, Accountability, Commitment, 1ISO 27001, Access rights.

1. Introduction

Ubiquitous Internet has request for a global rethinking of companies IT architectures. Industrial analyses as well as
academic surveys have put forward the need for improving the governance of these architectures. This need is, in practice,
translated in a considerable amount of requirements such as more transparency, more control, more alignment with the
business and more suitable definition of the responsibility of the employees that use these architecture. This last requirement

is beside the first of the six principles of the new standard for Corporate Governance of I1T: ISO/IEC 38500:2008 [1].



In parallel to those newly arising and progressively formalized requirements, companies are used to work with well-
known, experienced and approved management frameworks within their day-to-day operations, management, or investments.
These frameworks are i.e. COBIT [3], a framework that enables the development of clear policies and good practice for IT
control throughout enterprises, IT Infrastructure Library (ITIL) [2], a public library that focuses on IT services management
for high-quality service provision, CIMOSA [4], an enterprise architecture model to define industrial computer system
architecture or the international standard ISO/IEC 15504 [5]. By depicting the concept of responsibility in all of that
frameworks, we observe that this concept is used in all of them, but it exists no consensual and unique meaning of it.

As consequence, we have oriented our work toward firstly the elaboration of a unique and consensual responsibility model
and secondly the confrontation of that responsibility model again these existing frameworks.

The research method used to develop this model is a two steps approach. In step 1, we depict the scientific literature in the
field of responsibility to identify its main conceptual components. In step 2, we elaborate a UML responsibility model based
on the component found in step 1 and we operate successive refinements by comparing it with existing professional
management framework.

Thereafter, we focus our research on the standard ISO/IEC 27001:2005 (1ISO 27001) [7]. This standard has a paramount
significance for the security management of ubiquitous computing because it aims at implementing a proactive management
system adaptable for open architecture. By analyzing it, we however observe that it is a twelve-pages standard, accompanied
by three annexes. Only six pages of it include information really dedicated to the management of the information system (1S):
ch.4.2 and ch.5, resp. “Establishing and Managing the ISMS and Management Responsibility””. Although the standard’s
synthetic character is probably one reason of its worldwide recognition, there is no doubt that it also may lead to
misunderstanding and misinterpretation. Surveys of its implementation [8] highlight that recurrent problems arise and we will
explain in this paper how they could be reduced according to a better interpretation of responsibility elements.

In chapter 2, we will first introduce arising problems and challenges regarding 1SO 27001 implementation. Afterwards we
will propose an innovative responsibility model and explain some of its most important components based on the literature
review and previous works. Finally, we will analyze 27001 compared to our responsibility model perspectives and highlight

how some implementation challenges could be faced.

2. Implementation Problem



ISO 27001 is an international standard aiming to:

“[...] specifies the requirements for establishing, implementing, operating, monitoring, reviewing, maintaining and improving a
documented ISMS (Information Security Management Systems) within the context of the organization’s overall business risks. It
specifies requirements for the implementation of security controls customized to the needs of individual organizations or parts

thereof.” [7]

Due to its international success, 1ISO 27001 has been subjected to a profusion of implementation reports, case studies and
surveys [8] [10] [33].

One of these interesting surveys, produced by Certification Europe Survey [8], gathers information collected over a 4
months period in 2007 to analyze how ISMS managers in organization certified 1ISO 27001 has perceived the implementation
stage of the standard. The survey has been achieved by a questionnaire having been completed by 312 managers from all
around the globe: India, Ireland, Italy, Hong Kong, Japan, UK and US. Companies of the IT services’ area and software
development, followed by telecom companies, provided most of the answers, with respectively 23% and 14%. Surprisingly,
the financial sector only provided 3%. Companies with less than 200 employees answered at a rate of 27%.

The survey provides an interesting input regarding the three most important challenges to face during the implementation
and consequently, the risk of failure to reduced:

1. Having an ISMS implemented means an important cultural change within the organization. This change is a serious brake
that needs to be taken into consideration to be apprehended.

2. Senior management buy-in (or commitment) is a real factor of success for the implementation of 1ISO 27001. However, the
survey highlights that in a number of case studies this commitment tends to disappear after some months following the
beginning of the implementation.

3. Finally, the lack of resource is to be followed up.

3. Responsibility Model

The elaboration of the model has been realized according to a double activity. First, we have constructed a theoretical
model based on the analysis of its conceptual components issued from incomes of the social, managerial, psychological and

computer sciences literature. Secondly, the theoretical model has been enhanced and validated by confrontation with



industrial frameworks. Simultaneously, these existing industrial frameworks have been improved by adjunction of conceptual
components from the responsibility model, i.e. [9] [11] [12].

The responsibility concept analysis [13] highlights the existence of a plethora of definitions. We may however state that
commonly accepted responsibility’s definitions encompass the idea of having the obligation to ensure that something will
happen. Our previous works have led to the construction of the model illustrated in Figure 1. This model addresses the
following three responsibility’s concepts’ blocs: the accountability of the responsible person regarding his obligations, the
right necessary to assume the responsibility and the affectation process [31] [32] requesting the employees’ commitment. In

this paper, the affectation process will be closely associated to the delegation mechanism.
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Figure 1. : Responsibility model UML diagram

Accountability is composed of both: answerability and sanction [14] (should it be positive or negative [15]). The
answerability is defined in CobiT by the action to report or explain the action or someone else’s action to a given authority
[3]. This concept needs the existence of an obligation to have a real meaning. An obligation is the most frequently existing
concept appearing in all the frameworks. Two main types of obligations exist: functional and managerial obligation.
Functional obligation concerns functional actions (direct production of goods) and managerial obligation concerns managerial
actions [25].

Right is common but not systematically embedded in the frameworks. It encompasses facilities required by an employee

to fulfil his accountabilities. These facilities could include, amongst others capabilities, authorities or the right to delegate.


http://en.wikipedia.org/wiki/Obligation

Capability describes the possession of requisite qualities, skills or resources to perform an action. Capability is a component
that is part of all models and methods [4,26,27], and is most frequently declined through definitions of access rights,
authorizations or permissions [28,29, 30].

Commitment: the affectation is an activity linking an employee responsible for a specific activity. This employee has to
be committed to perform the activity. Although this commitment concept is quite inexistent in IT, it is subjected to many
researches in other sciences. As a consequence, we will deepen its explanation in this paper. Issued from sciences like
psychology, sociology and management, the commitment remains a virtual concept difficult to define as well as to introduce
to a strictly formalized framework. To bypass this difficulty, an alternative solution is the integration, into the standard, of
component enforcing the commitment. These components traditionally called “Commitment’s antecedent” in literature
correspond to real information which can sometimes be implemented and/or managed and which can at least in any case be
measurable.

The antecedents may take many forms depending of the type of commitment. These forms are i.e. characteristics and
experiences which a person adds to the organization [16], the employee’s age and his time with the organization [17] [18]
[19], the perception of the job security [20], the culture and style management [21], the employee’s investments in time,
money and effort [22]. Scientific commitment surveys also highlight that commitment outcomes may really influence the
quality and efficiency of the activity achieved. The following list summarizes commitment outcomes:
= The employee’s performance [23]. Committed employees perform better because of their high expectations of their

performance. Moreover, employees have a high level of performance when they are committed to both their organization

and their profession.
= The retention of employees. A lot of study demonstrates the link between the commitment and the employee turnover [22]

[23] [24].
= The citizen behavior or extra-role behavior. The research regarding these outcomes remains inconclusive.

Based upon the commitment outcomes and antecedent definition, we may deduce first that being committed to the
responsibility of a activity means for an employee an increasing of trust in the accountability attached to the responsibility and
more efficiency (and consequently more capabilities) of that employee to perform an action. And secondly, that a certain

responsibility (manager) should guarantee a level of antecedents for others responsibility (employee)

4. Analysis of 1SO 27001



This section analyzes the responsibility component encompassed in 1ISO 27001 in order to face challenges highlighted in
section 2. The method used is a syntactic reading of the standard to track each references related to the concept of
responsibility and assignment of them with the right meaning and right denomination according to our responsibility model.

ISO 27001’s main objective is to provide control within a process approach. To achieve that, the standard proposes a
PDCA “Plan-Do-Check-Act” model (figure 2) that structures the set of control processes provided in its annex A.

The PDCA encompasses the following four activities:

1. understanding the organization’s information security requirements

2. implementing and operating controls to manage the organization's information security risks in the context of the
organization’s overall business risks;

3. monitoring and reviewing the performance and effectiveness of the ISMS; and

4. continual improvement based on measurement.
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Figure 2. 1SO 27001 PDCA model applied to the ISMS

4.1. 1SO 27001 Responsibilities

The standard mainly gathers activities to be performed to manage the information security and lists controls necessary to

guarantee corporate security objectives. These controls are derived form ISO 27002 and are listed in annex A.

ISMS management activities: Most of the management activities are enumerated in section 4 and are structured following

the PDCA framework.
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Those activities concern the establishment, the implementation, the monitoring and review, and the maintenance and
improvement of the ISMS. The affectation of responsibilities for the achievement of these activities is superficial and
incomplete in that only the organization or the management is identified as being responsible.

Controls: Operational controls of ISO 27001 are withdrawn from control objectives listed in ISO/IEC 17799:2005 clauses
5 to 15 and correspond to implementation advice and guidance on best practices.

These controls directly correspond to security practices necessary to be deployed in order to guarantee the corporate
information system security. Typical operational controls are information back-up (A. 10.5.1), capacity management (A.
10.3.1) or information access restriction (A. 11.6.1).

The standard has not for duty to fix the responsibilities for each of these controls. However, it appears that one of them
(A.6.1.1) advocates that the management is responsible for explicit assignments and acknowledgments of responsibilities
related to the controls.

To understand all the responsibility constructs that exist in the standard, we have analyzed it section by section and summarized in table 1

and 2 hereafter.



4.2. Synthesis of 1SO 27001 Responsibility

The concept of responsibility exists in the framework, but the elements that compose it are spread from section 3 to section 8
like summarized in Table 1 and in the analyze of the annex A in table 2.

Responsibility: The standard has for objective to provide a framework to manage the security of the information system. As
consequence, the responsibilities of the managers are the most detailed. These responsibilities are mainly listed in section 4.2
and 5.1. Section 4.2 gathers the activities to be done by the organization at each of the four steps of the ISMS. Although the
employees that are responsible for these activities are not explicitly listed, it appears that both IT and business managers are
involved. We make the same conclusions for the section 5.1. In parallel to these 2 sections, the responsibilities of the
organization also come along punctually in others sections or controls of annex A. but it is nowhere clearer which precise
employee (or role or function) is responsible for which activity or even, which responsibilities have to be taken on by the IT

or by the business staff.

In parallel to the activities related to the management of the information security system, the standard enumerates also
activities more concerned by the day-to-day operations. These activities are mainly listed in control of the annex A and are
i.e.; all employees [...] shall return all of the organization’s assets in their possession upon termination of their employment
(A.8.3.2) or all employees [...] shall be required to note and report any observed or suspected security weakness [...]

(A.13.1.2). Even there, clear affectation doesn’t exist.

Analyzing the responsibility in a deeper way implies to dissociated it, according to the responsibility model, in three points of
view: the accountability of the employee, the rights/capabilities required to perform the activity he is responsible for and his
commitment to this responsibility.

Accountability: Accountability doesn’t exist largely in the standard. This statement is natural in that accountability may only
exist when responsibility are clearly defined. As consequence, it is not always clear how an employee is held responsible for
the achievement of an activity.

Although the accountability poorly exists, the standard claims for disciplinary process for employees having committed
security breach (ctrl A.8.2.3). This control is meaningful but its applicability seems incalculable since the standard doesn’t
impose answerability.

Right/capability: Rights necessary for assuming responsibility are concisely listed mainly in section 5.2, but without really

been a focus of interest or a requirement for the implementation stage. The rights/capabilities listed in this section remain



generic and do not bring any necessary material for using the standard in practice. At the opposite, requesting too much rights

or capabilities could lead to an over abundance of them and could lead to a situation of security breach.

Commitment: 1SO 27001 deals with the commitment but according to another meaning that the one that the responsibility

model stands for. Indeed, the standard uses the word commitment to introduce the management’s obligations rather than the

manager’s personal willingness to achieve an activity.

As we introduce it in the preview section, the employee commitment is an important component of the responsibility and its

inclusion in ISO 27001 may bring an important contribution in the responsibility affectation/delegation process. This could be

illustrated for instance by the importance for the IT management to delegate responsibility to an employee who strongly

believes that the information security is a cornerstone for the corporate development rather than to an employee who

considers information security as a cost factor.

Although the commitment appears not to be clearly defined and not to be part of the standard, we observe that some 1SO

27001 requirements could correspond to some commitment antecedents. This is for instance the case of antecedents extracted

from following controls:

= role and responsibility are clearly defined (A.8.1.1);

= assignment is explicit (A.6.1.1);

* management support security with clear direction (A.6.1.1);

= Operating procedures shall be documented, maintained, and made available to all users who will require them
(A.10.1.1).

Whatever the existence of these controls, they’re no tailoring or adaptations to the level of responsibility (management or

operational) and to the working area of the employee (business or IT). Indeed, the standard does not distinguish between the

business management’s and the IT management’s commitment. However, we may suppose that the antecedents commitment

for an IT or a business manager differs. Because an IT manager is naturally more distant to the business goals and values than

a business manager, an IT manager could be more interested by side-bets whereas that from a business manager’s point of

view, the company’s goals and values most often direct the choice to apply for a job in a specific company. l.e. a business

manager interested in the “health sector” will try to get a job in this field, whereas an IT manager is less involved about the

company’s finality.

5. 1SO 27001 Improvement Perspectives



The above analyzed of ISO 27001 highlights weaknesses at the origin of implementation failures.

The first challenge issued from the survey introduced in section 2 highlights that organizational culture is a strong artifact
to be faced when modifying the organizational process. Indeed, management culture and fundamental core business objectives
are to be considered as an unavoidable employee’s commitment antecedent. The CES survey reports a lack of interest in that
matter in most of the companies having replied to the questionnaire. Main reasons for implementing an ISMS are stated most
of the time (80%) being certified as a means for gaining competitive advantages on the market and other reasons such as:
requests for tenders (28%), legal and regulatory compliance, mandated by customers. Consequently, we argue that to keep
employees committed, the reasons for implementing an ISMS should also include a link to the core objective of the company.

The second challenge highlights that the top manager buy-in is a key success factor. Although that this requirement
explicitly exists in ISO 27001, CES survey [8] advocates the opposite in practice. Indeed, surveys and use cases show that
even if existing at the beginning of the implementation process, the management’s commitment tends to disappear afterwards.
This result directly affects the time granted by the top manager for the ISMS manager or for the prioritization of activities, i.e.
security management activities are abandoned to other types of activities. In this case, the top management’s commitment is
an accountability linked to its responsibility to promote the implementation of the standard. 1ISO 27001 does not detail the top
management’s responsibility but only lists the top management’s accountabilities without detailing the necessary rights and
commitments.. The top manager responsibility should be better described.

The third challenge is highlighted by 18% of respondents claiming for more time or resources to perform their function.
Indeed, looking ahead in the survey shows that only 12% of ISMS manager have the opportunity to be full-time employed in
this function which is moreover often cumulated with a Quality Manager position. The employing of external consultants in
54% of the companies is a way of facing the lack of resources but at the same time, is a problem put in exergue by ISMS
managers continually trying to solve it. We argue for a better definition of rights and capabilities required to assume the
responsibilities at each layer of the organization.

Additionally to these conclusions, it appears that 1ISO 27001 main objective is to provide an ISMS and as a consequence,
all activities at the different security implementation stages are largely discussed. However, even if both responsibility and
accountability exist, explicit links between them remains insignificant and kept at the discretion of the manager that is
responsible for implementing the standard (mainly requested by controls such as A.6.1.3 “Allocation of information security

responsibilities™)



6. Conclusion

Ubiquitous Internets claims for more suitable definition of the responsibility of the employees that use the company
decentralized IT architecture. Our previous research has provided a responsibility model constructed on inputs from social,
psychological and managerial sciences and applied to the IS area.

ISO 27001 is standard that has a paramount significance for the security management of ubiquitous computing. It has a
worldwide recognized and aims at directing the implementation of ISMS. However, many surveys and case studies of this
implementation argue that some typical challenges, always targeting the same problems, remain unsolved. The objective of
this paper is not the improvement of 27001 but to highlight the existence of these challenges and to propose a way to solve
them by using an approach centered upon the responsibility model. We propose four points of improvement:

1.  To deepen the description of the top management’s responsibility;
2. To clearly affect accountability to responsibility.
3. To really take into account employees’ commitment. It may be achieved by advocating during the implementation how
ISO 27001 will contribute to reach the core objectives of the company;
4.  To improve the definition of rights and capabilities needed for each responsibility;
Our future work will focus on the development of tools and methods to sustain the above-listed recommendations. We are

currently working with a partner company where all of that tools and methods will be designed and tested.
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