
ACTIVE, PROGRAMMABLE, AND 

Composing Protocol Frameworks for 
Active Wireless Networks 
Amit Kulkarni and Gary Minden, University of Kansas 

wtwk. Applicalions custaiiiizc riclwork rcsoui'ccs 
for tlyiiilinic ndq~i:itiriii I)y iiijcclitig SiiliirtPack- 
cls inti)  the wtivc rictwiirk to inriciify liclinvior of 
tlic active in(idcs. 

SiiiartPackcts cnii potentially carry cnrie in 
thc Corm o F al,i,lic:itir)ri-spcci f i  c prolocol frariiu- 
wnrks coiiip~rscd fIorn c i ih torn  prolocols. l'liis 
rii iscs sc\wa I iiilcrcsti rig qiicstioris: 

Wh;it kiiicl o f  C r m c w o r k  i s  rcquirctl to 
rapidly create iippliciit ion-spccific Im)fi)ci>l 
1'1 atncwrlrks? 
Wlial scrviccs ciiii 1)c iilcnlificd i i ~ i d  clcvcl- 
npctl that cnii hciiclii tratlitioiixl qiplicw- 
tioris runiiirrg OVCI' wirclcss nctwnrks? 

In this ;irliclc we clcscrihc i i  iicw motlcl Cnr ii 

pmtocol €rnnicwi)i.k t t i a l  is  siiit,ible f o r  rapid 
ilcvclnpincnt or iiiiy ~ i ] ~ ~ ~ l i ~ i i t i i ) t i - s ~ ) c ~ i  t'ic scrvicc 
aiid ilr, dcployinciit it) llic nctwt,r,k. ' l l i c  clnss-  
Iiicr;irchy inodcl rlcscrihl licre cii;ihlcs iiscrs to 
coinposc Ll~eir ow11 cusloiii, flexiblc fwincworks 
frorn citlicr pi-ctlcfiircrl 01- u is t ( i i t i  protocol cnm- 
ponc i i l s  tailoixtl to :in npplic;ntion's iiccrls. 

' I l i c  ai-lictc is orgaliizcd :is follows. I n  t hc  
iicxl section we rlcscrilx ilic lirriit;i~ions of ilie 
lrxlitioiinl I:iycr.cil nctwrirk mcitlcl ;tiid cxplain 
why i t  is unsuitntrlc for acl ivc iictwnrkiiig. We 
iiivcstigntc prripei lies that custoi1iizal)lc pri)tocol 
fi-aincwi~t.ks inust ~iosscss ti) IC uscful For activc 
Iictworkirig. Wc dcscribc ilie cl;iss-liici~tircliy 
inorlcl  i l l t i t  solicries tlicsc propctties ii111 ciiiit)lcs 
i ih in crc:itc customiza1)lc 11rt)tnciil fmmcworks. 
Wc nlsn dcscrit>c an xtivc riclworking prototype 
ciillcrl Mngici:iii tlial iiscs tlrc class-hierarchy 
inorlcl 10 ciiablc uscrs to cnmprrsc applicatirm- 
spcciiic fraincivorlts. We clcscril)e ~ w o  wtivc I K L -  
woi.kiiig sctvices Ihxt wcrc crcatcd in khgician 
[or applimtions triinsini t t i  t g  nc;ir-rcnI-limc data 
OVCI' wircfcss Iii iks. A discussion atmiit tlic pcr -  
rorrn:lllcc o f  i i i i  applicatioii using llic custom 
protocol stiick in in1 active nctwtirk vis-o-v is  
iising ttadilirui;il nclwork iiiCmtriictiirc is d s o  
includccl. Fitinlly, wc dcscrilic jclxtcrl rcscnrch irr 
this are;i bcforc coricludiiig with n suminay. 



'llic trntlitiniial protocol implcmcnt;ilioii is 
rigidly iniplemcrilcd i I i  tlic kcrid of ltic oIicr;it- 
itig syslciii of thc ciirl systciii or the control sol(- 
ww'c n l  i l  switch or roi i lcr.  Vcry liniiterl 
cuslnmi7.;liion is I"iitilc in such iriiplcnicniii- 
tions hcc;itisc tlic pri)tocol h m c w o r k  ;it the nct- 
work tioiics prtivitlcs only limilcd ;icccss to tlic 
iniplcmciit;ilioii shle. l t  is ;hsu difficult to c h i g c  
tlic I)cluivi~ir of ii protocol iwitiillcil :it ii iictwotk 
iioilc to suit tlic iisci-. 'I'lic iiscr is forccd 10 fiiitl 
workiiroii tids to i mplcmciit tlic dcsircd fu nctioii- 
;ility. 't'his t)Ctcn Icads Lo implcmontation 1i;icks 
that arc  oftcti sul~upliinal ;uid iitmrc~is;ililc. '1'0 
proriiotc ilcxibility, rcusddity, a iid tlic crcat io ii 
t)l' high-confirlcncc protcicol conii~oiiciits, i t  is 
ncccssiiiy io give the user more control iivcr ttic 
ci-ciitimi, cuslunii~ntiori, mil ilcplnymcnt o f  pro- 
tocols. Onc iippro;icli lu ;ichicvc this is tci opcn 
lip llie proloci4 iniplernenlation i ~ r i t l  provitlr: ihc 
iisor with ciiniigti lnnls to corit~nl its bclwior. 

1'0 enlinncc rcusnhilily nf prnlocol cnmpri- 
nciits, thcy should pr)sscss a fiirnial, wcll-dcfincd 
iiitcrfxc ttiat abstracts thc iiiucr workings, tint 
presents ttic iiscr with a rich tcprcsciitaticm cif its 
I~ctiavini.. This is dcfiticd as ttic prnpcrly nf ititrn- 
,spct:hwi. Introspcction cii:iblcs a iiscr t o  access 
t t x  iinplcmciitiitioii slate and work with ;ilxitrac- 
tions to thc sclcctctl implcmcnt;ition statc. [ti 
thc ctiiitcxt of activc nctworking, this incrc:iscs 
rcus;itiility hcc;iuse protocol coiiipotmts s;liisry- 
irig this property u t i  hc Icuscd it] diffcrctit pro- 
tocol fr;imcworks. 

' 1 ' 1 1 ~  propcrly nC ittter(,msio)i crisblcs A iiscr 10 
modify [tic bctinvior n l  aii nbslmcliori. 'l 'lic iiscr 
i-tirirics cxislirig bcliiivinr nr i ~ d j  iisls llic itiiplc- 
nictitation slratqy to iinprovc pcrfoiwaticc. This 
i s  i1siliilly ncliicvcrl t l i ro~g t i  tlic mccliaiiisiii of 
iiilici,itiuicc i r i  ol?jccl inodcling, ciinhliiig IISCI'S tn 
ciislonliw previntisly dcvelopcrl aclivc riciwork 
pmlocths t o  tailor tlietu to l l ie iiccds nC lt ie 
xpplicatioii witlioiil Iiiivirig l o  writc ~ i c w  proto- 
ctjls t'ioni sc i i i l c l i .  [ U  suininiiiy, aclivc iictwork 
prcitiwt)ls r i i i ist  posscss Itie [d lowi i ig Iirnpcrlics 
10 cni~blc iiscrs IO huild tnnchilnr, cxtcrixil>lc atid 
vct i fi; 1 I I IC p 1.1 )Incci I Er ani ewn r k s : 

Motlul:irity - the property of decomposing 
cornplcx prc>locth i n to  snidlcr crr~n~ionctits, 
ciicli iiiiplcinctitiug ii piccc of cumiiiiiiiicii- 
tiou CutvAoixility - Iiiiruqmlioii ' - llic property or hcing iiMc 

III existing prnlncol cnniporicril 
aiid work wih ;Lhslr;iciinris to i t  - Iritcrccssicin - ttic property of Ixitig ;~l)lc 
to tnotlit'y hcliavior o f  ;in cxistiiig protcicol 
coIlipLlI1cII t 

PROTOCOL COMPOSITION IN 
MAGICIAN 

Miigiciaii 151 is ii lriolkit lhat prtivirlcs ;I Iriinic- 
w o r k  Cor crc;iling Siii;ii-ll';rckcls iis wcl l  ;is nu 
ciivirciiiiucril Fur cxcciiling the Sitinril'ackcls. 
M;igici;iu i s  i~nplcincrilctl in Java. Javii w;is cho- 
scii I)eciiusc il strppi>rts iiinliilc cnrlc, scrial iza- 
lion, niid ol)ject-nriciitctl prnpcrtics such a s  
iiiticI ilwcc aiid ciicapsulatiriii. It) Magiciiiii, tlic 
cxccuting cntity is i i  J;ivii olijccl wliosc stiitc 1i;is 
Io bc I)i-cscrvv"d a s  i l  travci-scs thc aclivc ricl- 
wnrk. Scriiili7ation picscIvcs tlic s ta tc  c i f  a n  
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ohjcct so Lliiil i t  c ~ r i  I,c tr;insportctl rir snvcrl, iiiirl 
rccrcaterl ;it ii Intcr tiinc. 

Mngiciui prtivirlcs a iiiorlcl iti wliich i i i i  active 
iiotlc is i'cprcscntcrl i i s  ii class Iiicrarcliy, ns  
slinwii in Fig. '1. llvci~y protocrd i s  ticrivctl Crorri 
an abstract tiiiw protucnl. Fvciy activc iiorlc pco- 
vidcs SOIIIC hasic Cuiichiality i i i  tlic form or cer- 
taiti ilcfii~lt prolocols (c.g., routing). Ilscrs niay 
prcfcr io iitilizc tlicsc ilcfriiilt ~)~'otocols if they 
dr) not wkli I r i  iriiplcmcnt thcir owii sclicmcs. ' l i b  
ff>slcr pi'iviicy ;ind safety, a iiniqiic st;itc i s  crciit- 
cd for cacti itivoc;itioii of [lie pintocol. State tli;it 
is coniriii>ii to ;ill iiivoci~lioiis lit' i i  prolocol is 
iiivicilahle Lint1 acccssihlc only t o  i iscrs i lint Iiavc 
appropriate i u i i  tiorizatiim. I'ruvirlirig ciicll iiscr 
wi lh  R Imtcctcd copy of ~ l i c  statc ciiablcs ~ l i c  
iiscr Lo ciistomizc liisltm owti sliltc if ncccssary. 

Sccntid, iiwrs arc pcrrriitterl t i )  install i.ticii' 

ptntocol f rom scratch hy extending Ihc I)nsc 
al)stract ~milocul. Whcii tlic protocol is carricrl 
ovcr tt) t11c nclivc node hy ii S t n i ~ r t l ' i i ~ k ~ t ,  il ticw 
h ~ i i ~ ~ l i  is Crciitcd for that protwol. Altctnativcly, 
tlic uscr cxlcnds a n  existing pwtoccd class at  tlic 
;iclivc iioclc a n d  custoiiiizcs it to iirrplciinciil 
applicntinii-sliccific hcliwior, ns shown by tlic 
exatiiplc cif  ;I uscr-tlefincd rtmting iilgorilhni iri 
Fig, I. lh i i s ,  hc is ahlc to ioticrit ccrtiiiti hiisic 
propertics or itic parent protocol arid provirlc 
minor. 01 major hc1iavior;ii niodific;ltiirns to [ai- 
lor it tn Iris applicalioii 's rcqtiircmcnts. In this 
rnorlcl, ttic ;itlive rindc acts as a t r  objccl wt iosc  
bctiavior can hc iimliricd dyriarirically. 

Tlic class-l~ici-:ii-chy niorlel for  ;ictivc nodcs is 
advantagcoiis in riiniiy rcspwts. I t  prnvidcs tlic 

nwar p r t l t ~ ) ~ ~ .  ir Ilcccss;lry, lIscl' c r c m  a tlcw 

iiscr wiih l l ic ahility to customizc r lchul t  Cmctioli- 
dily ;I( tlic activc nodes usiiig Ihc wtcri,ciorr-/)y- 
irJir:d;lattrc pliilosopliy. 'Hit. iiilicritiiiicc i~ir)rlcl :iIw 
pi-ovidcs dcfault fiioctioixility (bur iisci- Sinartkick- 
cis h a t  clionsc not to iiiiplcinciit heir i)wii. 'I'his 
cnnl)lcs thc activc iioilc lo  siippot'l trxisporl o f  
passivc pxkcts .  T l i c  i in iq t ic  slak spacc provirlcrl 
l o  cacti ilivircirtioll of il protucol cuIwsponds to 
h c  iilsliIntiiifioi1 c i f  an cilijcct rrom i1.s class dcfiiii- 
tion. 'l'tiis nClnrds privacy id s;lfcty t o  i l lc Sinart- 
l'iickct cxccuting in thal. stnlc. It ~ S D  prcividcs an 
isol;itctl, scciitc covirtiniiicnt For the cxccution of 
IICCI' cotlc so  that tlic aciive i ~ w i c  can mnniior i i i id  

rcgulatc its aclivilies. Tlic chss iiirirlcl ;ippronch 
rliffcts irom Llic data I'low cornposiitioii motlcl 161, 
wlicrcin pi-citocnl Cunctinnality is acliviiied orily by 
ilatii flow. [ I I  the class inodcl, itistciitl id data Ixing 
traiisfcrrctl bchvccii pri)tocol coiiipoiiciits, CXCCII- 
tiim cmlrol  is lraiisfcrrcil I~chvceii i.tic pi,imici)l 
coiiipuincuts. l'rotncol cr)mpiincnts liiivc ~ C C C S S  to 
thc iiser <Inti\ nild c;in cliuusc 10 A C ~  011 ttic tlati1 or 
pdurti i  utticr activities. 

' 1 ' 1 1 ~  CliISF iIiodcl ;ilso cxliibils the  tlircc prripcr- 
tics lislcd carlicr: iiiutluliirily, irilimpcction, iiiitl 
intcrccssion. Modii1:ir;ly is ncliicvcrl hy hrcitkiiig 
duwn coniriiiiiiic;itio~i h~nciioiiality into distiiict 
lirnfociil coiiipoiicnis. 'I'hc futictioii;ility o f  cadi 
coiiipiiciit is dcrirlctl i t )  a separatc J; IW clnns. 
l 'lic property uf int.rnaI)ectitm is satisfied wlicii  
protocol cumpuncnts n i ~  dcsignctl iis siiit;lhlc 
ahstr.;iclions and spccifictl with well-rlcriiicd inter- 
hccs that promolc rciisc. Using tlic Ipririciplcs of 
inhc r it ailcc ancl ;iggrcg;it io i n ,  thcsc conipoiic nts 
are coniposctl togcthcr L O  iinplcriiciit ttrc fiinc- 
lionnlily dcsircrl of ;I sci-vicc in I)c itrjcctctl iii h e  

Magic i ;I in p 1' uvi [I c s tw n 1, as i c 1' rc. rl L: Ci 11 c tl 
itisfics tlic iiitci'cessioii prtipcrly. 

fr;iincwcirks In users: 
+ A fmricwork prcwirliiig utirclialk scrvicc 

A fi~miework pnvirliiig rcli;iblc scivicc 
Tlic fuiiclioualily of thcsc i'r:imcwot,ks is siniihr 
to the UlW dnlagrnm ;ind 'Wt' sockel ntlsrrac- 
tioiis iii ciirrerit nctworks. hi Mngici;iii, a USCT- 

tlc Tiiic d S iii a r t  P ~ C  kc 1 ii 1 i 1 i x i 11 g a ti unrc1i;iblc 
delivery scrvicc is crcntcrl h y  catciidii~g Ilic 
KI JUS iniir t l'ac kcl-V2 cI ass: 

import magician.Nodc.*; 
public  class b1ySmartPacket 
extends KU-SmarLPacket-V2 { 

} 

'lhc basic untcliahlc scrvicc, wlitisc cr)tnposi- 
tioin is shown iii Fig. 2, providcs Corwnldiiig ani1 
routing rllticlioris. Thc lZlP rouliiig protocol is 
Llic tldniilt  routing prolocol iniplciiicntcd hy ill1 

xclivc iicidcs. I 'lic AL'i Tor acccssiiig nriclc 
rcstwccs  (gctting ilodc iiiimc, ririding uut  1 . 1 1 ~ :  
ricxt h i p ,  Etc.) is I)rrwidcd by tlic I ~ U - S I ~ ~ I I -  
Packct-V2 inkrlacc. 0 1 1  tlic rjthcr I ~ n i ~ r l ,  Iiscr 
Sm;irtl';ickcln r'cqiiiriiig :issiircrl delivery servicc 
cxtcntl Ihc liclinhlcClrriiiii~L~W class: 

import magician.Node.*; 
public class MySmxtPackct  extends 
RcliableCor" { 
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rcyncst identifiers that arc t)iintllctl tci  f o r m  ii 
rcqiicst rrnnic. 'Ihc rcqucsk iri  cach f r m c  corrc- 
spoiid to tilcs thul nrc part  or ttic current vicw. 
'Ilic iniagc data is rct~irricd a s  a scl of tilcs llic 
clicnl applic;iLioii proccsses to rcndci- tiic terrain. 
Wlicri a ~ s c r  p ~ n s  thc lcrrnin, '['ci,raVisit>n 
rcqiiests i i  large tiuinbcr o i  tilcs. Ir thc 11scr patis 
the te r ra in  rapidly and thcrc is significant 
rcspi isc  leg, it is cntircly possililc t h a ~  b y  tlic 
titric sonic of thc lilts rciicli 1:Iic clictit, tlic lrniiic 
of vicw lias cliaiigecl, aiirl h e  lilcs iirc r i r i  Iongcr 
ncctlcd atid ncver displayed. 

This scenario ucciirs frcqucntiy wlicn 'l'crra- 
Visirin rims on ii hast cotincctcd t o  thc nctrvork 
ovcr ;I wireless link. If tiic iiscr pniis very rapidly, 
thc wirclcss getcwny hccnrries cuiigcstctl, rcsull- 
iiig iii detcrior"x1 p c ~ f c " n c c .  A triirlitiorial 
'l'CI'/lI'-~~iscd network conncctioti attcinph to 
dclivcr all rcqticstcrl tilcs to tlic client, inclriding 
those that are cvcIitually drrippcil. An qiplica- 
Lion-spccicic solutiuri to this problein is to prc- 
vciit tartly tilcs (is., lilcs th:it are c;iritiiilatcs tu 
IE clroppcd by thc client) from bcing trmismittcrl 
:icross thc wii-clcss link. rI'liis racluccs the dciii;ind 
rin riclwrrrk ~CSOUI'CCS, which in turn ci~hriiices 
tlic ahility of tlic app1ic;itioti tci rcspnnd to iiser 
input hccatisc thcrc are Inore nctwtrrk i~csoiIrccs 
availd~le Lor tilcs in the currcut l rai i ic of view. 

111 active networks, thc solu~ion is implcmcnt- 
crl in llic followitig iniiiincr, Thc cliciit ciis- 
tomizcs thc nctwork by dropping a filtcring 
proxy at tlic gateway (Fig. 4) wliicli itiaintijins 
the ideritificrs cif tilcs tlial arc currcntly rcqricsl- 
ed. Tilcs rc(trr1icd from thc scrvers that ;tie not 
part  of tlic ciirrciit rcquest list a rc  droppcd at 
Ihc gateway itsclf. This prcvcrits congcsliori a t  
thc wireless gntcway. Sincc only tilcs rrom tlic 
currciit requcst lis1 nrc allowctl to piss Illrough, 
tlic user is not liniitccl by Ilie capiicily of tlic 
wirclcss link. In effect, wc i i ; ~  coriilmtcrl t l ic 
problem hy ~cdi ic ing thc rlcrriaritl on tlic net-  

work.  When tiic user stops pmnirig, thc rcqncst 
list a t  l f ic gatcway docs not change its often, 
cnabliiig tiles in the ctirrctit vicw to pass thmuKh. 
'L'lic application is thus ;iblc to qtiickly syrichro- 
n k c  witti thc usci-'s c1cin;intl. ' l 'hc wirclcss gatc- 
way is  idctitifictl and sct up ;is R special filtcriiig 
proxy. Thc cxistciicc aiirl Incation oC tlic proxy is 
atlvertiscd by sciidirig o u t  bcacon pwkcts in an 
i l-hop ncigliborlioorl ol I l ic  gatcwiiy that installs 
h i s  informatioii i i i  iiilnicd caclics a1 tlic active 
iiodch. Tilc rccii~esl packets check frit this irifor- 
nxilioii as tlicy Ii'r~vcrsc Ihc nclwork. I[ existciicc 
cif tlic proxy i s  clctcctcil, ihc tilc rcqucst packcls 
rcroiitc tllemsclvca to the locatiori o f  thc pmxy  
whcra the rcqncst Cranic is ilcposited. 

The application is crciilerl by dcfinirig scpa- 
riilc Sinart1';ickcts thiit perform tlic functions ol' 
settirig up Llic conncclioii, rcqucsling tlic tiles 
frnni thc scrvcr, clclivcring the rcqiiestcil tilcs 
from tlic xi-ver  tn thc client, Iocatiiig arid selling 
lip tlic wirclcss gatcway [or filtcring, and so 011. 
Siticc wc waiit assurcrl dclivciy of SniartP;lckets, 
rill Sinartrackcts cxleiid thc ReliableCommFW 
intcrrxc.  Thc tleraiilt RIP  roiiting protocol is 
utilized for biisic routing ciipnbilitics for all pack- 
cts exccpt Iwicoii packcts. lleacnn packets sim- 
ply multicast thcmselves nii :ill inlcrfaccs nC a 
nodc. A maximuni Iiop lirnit :rnd chccks for prc- 
vious visitation of :I lieacon packet arc uscd to 
preevcnt cxccssivc flooding. 

wc hava also dcvclopcd a IlCW protocol, 
callcd a Rcqiicsl Mcrging protocol, In reduce 
biiiidwidth rlemnncl over wircless links. Wc trap 
rcqiicstts from clients arid transp;ircritly rcdiiect 
them to nritlcs oti which n proxy csists h a t  kceps 
track of the rcqticsts niadc to thc servcr (1;ig. 5). 
' l l i c  proxy acts Iikc IL hcacori ;illcl sends infornin- 
tinn about itsclf to neiglil>oring riodcs pcriodical- 
ly in ii beacon SmartP;ickct. T h e  information 
includes proxy locatirrn, time scnt, expiration 
tiinc, arid nnmber o f  hops to tlic proxy. 'lhis 
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iiirormation is storcd ;it tlic ~iciglihoriiig nrdcs 
aiid iq>datcrl ~icrio~lic~dly. Wlicri n rcqi iest rcach- 
cs ail i ict ivc notlc, it is rcclircccod to llic n c w x t  
proxy hiiscd on tlic iiifnimalioti sturcd iit the 
uodc. Ai thc proxy, i C  i i i i  iiicimiing rcqucsl has 
di catly becii iiiaclc 011 l>cl~;ilF nf ;iuotlicr client, 
Ihc ciirreiit rcqucst is cachctl. Thc scrvcr's rcply 
is inuiticnst to :ill rcqiicsting clicnis. 

Mus1 nf ttic packcls dcsigiicrl for llic Ciltcririg 

tiiig up the  corincctinii, sciiiiig 1113 the proxy, arid 
rhc I~cncoii  Irackcts i i ic  ~ l i c  sanic. ' I 'hc t i l c  
reqiicsl 1)iickcL i i i ~ d  tile ihh p;ickct franicworks 
rcqiiirc inutlificiitioii. The Lilc rcqucht packct is 
coiiipwctl with aii iiitcrfncc t h l  idcnli ries :uid 
takes iictioii nn ii  tluplic;ited rcqwst .  Siniiliiidy, 
tlic tilc d a l a  p;ickct, iiistc;itl nC cliccking lor 
validity or Lhc tile r cq imt  iilciilificr iit the proxy, 
rctricvcs thc iiiiinticr nlid location uC 111c clients 
[hat iii:idc il rcqiicst fnr tlie currciit tilc, and 
tniillicnsts iivclf to iill the clients. 

fipplici>tii>li iil'c relisctl Iic1.c. TIE pilckcts f i ~  S C ~ -  

PERFORMANCE 
Wc coiitluctccl cxpcriiuciils to riiciisiirc tlic pcr- 
loriiiiince h i d i t s  riblaiiicd by iitiplcniciitiiig tlic 
;ictivc t i l t  filtcriiig i i i  thc iiclwork. I'hc pcrfor- 
riiiiiicc of 'L'crriiVisioii rri~ir~iiig ovci' tlic tixlilion- 
a l  'L'Cl'/II' iictwork sliick is curripiired with 
I 'crraVisinri r u n i i i l i g  over i i i i  zictivc nctwoi.k 
iriiplcincnting x l i v c  tile Ciltci-iiig ;it [tic wircless 
gnicwiiy. Thc iictwr)rk, wlicisc Liqmlogy is slir)wii 
iii Fig. 4, includcd :i 1 Mhls wiidcss link. 'I'lic tict- 
work corisihk of  fiw active tiiidcs, a wwkstiition 
riiriiiing tlic TcrriiVision applicnliiin, x i d  iitmtlicr 
iurwiiig tlic imigc m v c r  coiiiicctcd by In Mh/s 
FJthcriici. TcrriiVisioii rctclics 49,332-hytc iiiiagc 
tilcs ~ r m i  the rciiio~c scivcr ovcr cl~e wirclcss link. 
For tlic TCI'jlP iictwork, i i  static ioiitc c ~ i s ~ i r c s  
that packcts iiix alwnys forwnrticd ovcr ilic wire- 
lcsc link. In I h c  a c h e  nclwork, routing was CUII- 

trolled s c  that thc routL: betwccti tlic cliciit atid 
tlic scivcr iiicluclctl the wirdcss link. 

111 active richvorkiiig, wc trnrlc pioccssiiig timc 
iit t l i c  iictwurk tiorlcs f(ir beticfits gaitictl hy sctitl- 
ing iriCorm;itinli rlitlicr thaii h t i i  ilirntigli the nct- 
work. The beiwfits cnri Iic in tlic fwni  of rccliiccil 
haiitlwiil th dctn;md, hct te r  i i  tilieiit ion of iitrtlc 
~CSOII ICCS such a s  hulCers and qucucs, and/or 
~it't'licaliori-specif ic custnmiziilinii, 1kxikIii;mcc 
uT (hc nctwork is tratlitinnally nicnsui-cd iii tci'iiis 
of lliroiigliInit and dcl;iy; lmi sittrply ciilcul:itiiig 
pcrformnricc iu Lcrms ( 1 1  tilcs rlclivcrcil per scc- 
niid is iriappropri;itc. liecaiisc Tcrr;iVision drops 
tilcs that arc oiitsitlc t i i c  iiscr's fraiiic, ii bettcr 
ineasiire i s  to l i r ic l  oiil thc iiruiibcr tic lilcs tllc 
zippli~iiiiix~ iictiially displays. 71'licrcfol-c, wc clcliilc 
r ! j ~ e u h e  rrriliztliiorr as thc rraction of  the dat;i 
tlclivercd to the npplicufion ~1ii1( is m f d y  rdlizcd. 
Thus, in oiii- cxpcrinicnt, cl'fcctivc ~riilizntioti is 
the ratio oC Lhc niiniticr n l  tilcs rlisplnjed hy Tcr- 
raVisiuii to (he niinilw oC tilcs ur.cch~t.il by it. 

Wc ran TcrraVixioii uuing both 'I'CPjtP :irid 
iiclivc iiclworkiiig tu tlclcriiiinc qua1it;ilivcly iind 
qu:intitativcly if active tilc I'illcr iilg iriipcuvcrl its 
pcr foriii i l t i w .  Siibjcct ivcly ~ i t  is 01) se rvctl i 11 :it 
whci i  ruiiniiig TcrriiVision ovcr tlic TCI'/[I' twt- 
work, iiiivig:itiuii was rntlicr j u k y  iis itic flight 
iicarcrl t11c c n t l  oI'its p i i t h .  ' this ct'fcct is IIOI 
ubscrvcd wlicii 'I'crraVisic~n i IIIW ovci (lit iictivc 
rictwurk irtiplcriicntiiig tilc riitcriiig. Thc iiiost 
prohiiblc Iciisoi~ for t h i s  is h a t  a t  high paiiiiing 
spcccls, T c ~ ~ i \ ~ i s i o i i  continrumsly miidc rcqiicsts 
for ;i lnrgc numbcr of tilcs. T(:l'/1l', iii ;ii iempt- 
iiig to deliver all Llic rct~ucstccl Lilcs to tlic iippli- 
ciilion, ciiiiscd l l lc  wircless lilili  10 gel coiigcslccl. 
'l'liis c i i i r w l  tlic rcndcring thread ol' 'I'crriiVicion 
to wait iutcimittcritly for tlic cuiigcstioii at  thc 
wiiclcss gatcwiiy la tic idlevi;itctl, which in turn 
c;iiwcI ii  largc i i i i rnixr  nC tilcs 10 Iic tlisc;irilcrl 
whcn they did wive becaiise tiicy wcrc n o t  part 
ol thc current vicw. Oti thc otlicr tiand, tlic tilc 
filtering cntlc in thc aclivc ncLwork pri);iclivcly 
drops tiles that arc nul i n  thc currcnt viciv. l'liis 
IwvciiLs congcstioii nl thc wii.clcss gatcwny mid 
ennlrics llic iictwork t u  dclivcr lhc rcqiiircd tiles 
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to ttic ;ipplication in ;I timcly iii;iiincr with liighcr 
prol)abiliiy of k ing  clisplnpccl. 

This is Imrtie aiit Er r~ t i i  qunulitative analysis 
uf the per f~~r i r i ancc ,  ;is s h o w n  i i i  Fig. 6. 'I'lic 
chart coin~iiircs tlic iuini1)cr n i  tiles tlisplnycd by 
'I'crravision, the iiuinbcr of tilcs rcccivcil hiit 
riot displayed, iind ttic numbcr i)I ~ilcs liltcrctl by 

tilcs rlisp1;iycd tiy ihc application is rouglily tlic 
saiiic iii both C;ISCS, which vxlitl;ilcs olwetveri 
~ J c  rftr m m c c  th ;It the pcrcc ivctl II iility o I ihc  
iiiixgc is appruxittiatcly thc sanic. Wc scc tha t  
aclivc filtcriiig pruvidcs ilii dfcctive iililimtion nf 
0.67 a s  cnmpnrctl to U.58 Cor tlic TCI'IIP net- 
work bccausc approximately half of thc t;irtly 
titcs nIc filtcrcd ai thc wirclcss g;itcwiiy itsclf, i i s  

shown by ihc sh;idcrl nrcii of the cliart. Tlic high- 
cr thc i~tiliz~itioii,  the lclwcr the haiitlwidth w;i.sl- 
et1 by ttic ticlwork attcinpting tn tlcfivcr t i lcs 
cveiitudly rlrnppctl hy t l ie  iipplicatioii. In our 
cxpcrimciit, lliis ctirrcsponrls ti) B savings of ovcr 
18 pcrccnt in riclwurk hiidwidth over' llic wirc- 
lc ss I ink w itlin I I  L sign j fica II 1 ly aft cc t i rig per fu r' - 
rn;incc. 

tile ilctwork r l lr  tilc two o:Iscs. Tiic l ~ l l r l l i l c r  or 

RELATED RESEARCH 
Olhcr act ivc rictwork i iig prototypcs iitilizc sonic 
fnrtii of protncnl composiiriori ur  otiicr. Ilotistcrs 
iirc in-kerncl protocol modulcs t l i i i t  adapt io t lie 
cnvirtinti~ciil [XI. They arc trtiiispnrcntly iiiscrteti 
intci and dclctctl f t m i i  protocol gt;iphs on ari iis- 
tiectlctl basis. 1 lowcvcr, Iioustcr prolnculs cannnl 
he dy~i;~~~iicatly crciitcd atid irijcctcrl inlo llic rict- 
work. They arc prciiistallctl in  ttic kcriicls o f  ttm 
tintlcs of tlic uctwork. TI. is not cle;u it' boostcl 
priitocolt; ;ire dcvclopcrl iii n iiiurluliit. Ensliion o r  
if their ituictioniility ciiii bc cxtcntlcd or rivcrritl- 
Ocn by ripplicntiniis. 

ANTS [9] priwidcs ;I mccliatiisiii fiir [mlocol 
coinpodion iisitig tlhc CocIcGiurrp alti.il,iitc oT thc 
ANTS capsiillc. Ciirlc bclonging to tlic siiiiic prolo- 
col suitc (or stack) s1i;ircs thc sanic CodcC;rnrip 
;ittrilmtc. Ptntncol modules ilrc rlciri;uid-lo~irlcrl 

into tlic x t i vc  iintlc prior lo ceps~ile ~xc~i i t io i i .  A 
w~;ippcr modrile (which is l hc  iiiaiii cliiss Cor l hc  
protr)col) piits togclhcr tlic prritocol Iiiodulcs iii 
thc niaiincr tlcsircil hy tlie progrxiinicr. I'riimcd 
Ii-aiiicwor.ks it1 ANIS xi: wriltcn in .Jaw ;ind cnti 
tlicrclorc po~ciitially siipprirt tlic lirirpcrlics cif 
moduliirity, ititrospcctinti, and iiilcrccssicin. 

NctScript 161 is ii tlataClow prngi~~iiiiiiiiig Inu- 
giiage i i i  wliicti cornput;itioit consists nr ;I collcc- 
lion of iiilercoiiiieclctl prngrnnis, c;dlctl bm,rm, tlint 
prr)ccss tl;itii sti~cniiis flowing tliroiigh (.liciIi. Tfic 
Ii~ig~iage suppr)rts ltic cotistriiclioii 0 1  pnckct pro- 
ccssirig prog~unc, inlcrct inr~ccl ing ttwc pnigrairis 
;incl illloc;iiiilg rcs~~iirccs to tlicni. PIntncol compn- 
sitioii is tiiritliila~~, acfiicvcrl by using NelScript cow 
structs in ticfine a i d  cstnl~lisii~iii~ci~coiiiicctio~~ 
botwcii vnrioiis Imxcs. A iicw lirutocol fmnicwork 
i s  crcatcil by rlcfinirig ;I ctiiiipnsiic Iiox tc~nplatc 

itxs tlic. protiicol ~ i i ~ n j i ~ l ~ i c i i t s  and thcir 
ititeiwtmcct ions. ?'fit pi ' i~locol coinpoiicnts tlicin- 
sclv~s iirc citlici- b o x  tcnipliitcs or pi'imitivc 111'0- 

gr:iiiis. 'I'lic Rairicwork is dcploycd iii tlic iictwr)rk 
by r1isp;ikIiiiig i t  to iririividunl NctScript ciigiiics ;it 
thc rlclwork rwdcs. I t  is olwiutis t l i i ~ t  ri'iuiicwt)rks 
in Nzlscript arc Iiighly innhhr. I t  is also shr iwi i  iii 

tlint Nctsaipt ~;uppi)rts (Iic p r o p t i e s  of intro- 
spccririti and infcrccssion. 

Switcliwarc [ 101 provirlcs pro1oci)l cntiiposi- 
lion iisiiig n lwri-lcvcl :ircIiitccltirc consisting of 
.nv i td ik t . r  aiid iiscr [irogr;ims iii  dive pachcts. 
I%ch switclilct plovirlcs scrvices in tlic foi.iii ol 
irielliurls irianipiilatitig prirtucols iinplcnwitcil foi 
that switchlct. ' l h c  witcli lcts scrviccs iirc irnplc- 
inciitcd iii ;I higli-lcvcl langiiagc ; i ~ i d  clyIiainic;illp 
lo;iclcil at Llic nctwnrk iiudcs. Activc packels iirc 
user piickcts i l i a l  invnkc rhc scivicts provided by 
tlic switchlcts. 'I'hc cnrlc in tlie nclivc packets is 
witlcii in :I strotigly 1ylmI Iaiiguagc callcrl PLAN 
that is  spccificolly rlcsigncd h r  iictivc rictwtirks. 
P L A N  progranis arc ;illi)wetl tci coruposc ncw 
Iirotocnls h i 1  tlic switchlct scrviccs in ;I mtrilu- 
l i l y  fashinti. ]hit it is lint clciir i c  iiscrs can cxlcntl 
01' rq~lacc  tlic I'iinctioiialily of the switciilct sei-- 
vices to  custoiiiizc pmccssiiig ;itliIi~;irily. 

SUM MARY 
lii this ai-lick UT rlcsci-ilic the chs-hicrnrcliy coin- 
position iiioilcl that cn;tblcs IISCYS t o  c o i n p c  imd 
dcplq castom, flcxihlc protcicnl Cr:ltncwotks ilinr 
cxtcr to nri npplicatinii's iinrncdi;itc i'cq tiircrrieiits. 
We outlitic properties r'eqiiircd oC ciistumizal)lc 
fraiiicworks atid s h o w  tlinl Llic class-liicriircliy 
iiiorlcl s:ilist'ics ihosc propci~ics. Wc itii~ilcmcntcrl 
this rriniiel in  the Miigiciaii hulkit and deiiioti- 
s~i-;ilcil its iisc lo tlcsigii aliplicatjrrii-sl~cci~ic p i u -  
col hincwc~rks lliat tacklc prol>lcnis i n  wii clcss 
t ic lworlts. Fitiiilly, we rcpo1-t uti stutlizs 011 tlic per- 
hrtriiiticc o f  thc prutiicnls ;iiitI slinw lh;it x t i v c  
iictwnrk ~iri)tocols provide bciidits to application 
ilntn o\'cr wirclcw rictwrirks. 
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