ACTIVE, PROGRAMMABLE, AND
MoBILE CODE NETWORKING

Composing Protocol Frameworks for

Active Wireless Networks

Amit Kulkarni and Gary Minden, University of Kansas

ABSTRACT

This arlicle deseribes a new model for i com-
pasible protocol framework that is suitable for
the rapid development of any application-specific
service and its deployment in the nelwork, The
class-hicrarchy model described heve enables
users lo compose their own custom, flexible
trameworks from cither predefined or custom
protocol components failored to an application’s
needs. We validate experimentally that applica-
tion-specific frameworks implementing custom
protocols can be developed to improve perfor-
mance of applications over wircless networks,

INTRODUCTION

Recenily we have scen aproliferation of wircless
devices that eonneel Lo the Tnlernet and offer
anylime/anywhere Internct access. [owever,
there is a dichotomy between the characteristics
of wircless mobile networks and the wired infra-
structure, The primary characleristics of wircless
mobile networks are relatively lower bandwidth,
intermitient connectivily, and highcr error rates,
Wired neiworks offer high bandwiddth, steady con-
nectivity, and very low crror rates. Bandwidth-
intensive or near-real-lime applications require
special handling to surmount the limitations of
wirgless mobile networks amd the interconncetion
of wircless and wircil nctworks to provide satis-
factory performanee to the vser. In maos! cases,
new and custom protocols arc developed and
deployed in thie wireless network Lo meet user
needs, Unforlunately, the corremt nelwork infra-
structure s rigid, and the protocol stack in the
network is usually lixed. Developing and intro-
dueing new protecois in the network requires a
time-consuming standardization process.

Active nelworking (1] provides a new
paradigm in which the nodes of the network are
programmable (i.c., they provide an excention
platform on which user code can he exceuted),
Active nodes are proprammable clemeats in an
active neiwork that enable the deployinent of
custom scrvives and protocols, SmartPackets are
exceutable entitics that arc the basic means of
communicalion in an active neiwork. Smartlack-
¢ls are characterized by a unique type and,
optionally, a destination address, data, and pro-
gram code in the form of methods that can be
executed [ocally a1 any node in the active net-

work. Applicalions customize network resources

for dynamic adaptation by injecting SmartPack-

cls into the active network to inodify hehavior of
the active nodes,

SmartPackets can potentially carry code in
the form of application-speeific protacol frane-
works composed from custom protoeols, This
raises several inleresting ¢uestions:

e What kind of framework is required to
rapidly create application-specific protocol
frameworks?

* What services cun be identified and devel-
oped that can benefil traditional applica-
tions running over wireless networks?

[n this article we describe a new model for a

protocol framework that s suitable for rapid

development ol any application-specific scrvice
and its deployment in the network, The class-

hicrarchy model deseribed here cnables vsers (o

compose their own custom, flexible frameworks

from either predefined or custom protocel eom-
panents tailored to an application’s needs.

The article is organized as follows. In the
next scetion we deseribe the limitations of the
traditional layered network mode! and cxplain
why it is unsuitable for active networking. We
investigale properties that eustomizable protocoel
Trameworks must possess to be usetul for active
networking, We describe the elass-hierarchy
madel that satisfics these properties and enables
us Lo ereate customizable protocol frameworks.
We also deseribe an active neiworking prototype
called Magician that uscs the class-hierarchy
model to enable users to compose application-
specific frameworks, We deseribe two active net-
working services that were ereated in Magician
for applications transmitting ncar-real-time data
over wireless links, A discussion about the per-
formance of an applicatian using the custom
protocol stack in an active network vis-a-vis
using teaditional network infrastructure is also
included, Finally, we describe related research in
this arca before concluding with & summary,

BACKGROUND

Traditional networking protocels were built for
largely non-real-time data with very lew burst
reguirements. The protocol slack at a nctwork
node s fixed, and the neiwork nodes only manip-
ulate protocols up to the network layer, New
protocols such as Real-Time T'ransfer 1'rotocol
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(RTP) and Iypeetext Transfer Protocol (IF1°TF)
cnable the network to transport other types of
application data such as real-time and nltime-
dia data, Such protocols eater to speeilic demands
of the application data. But tcansporting those
new dala lypes over a legacy network requires us
to franslorm the new type of data into the type
ol data carricd by the network. Transforming the
data to it legacy protocol requircments prevents
one from understanding the transformed proto-
col. For example, cbedding an MPEG trame in
MIME formal prevents one from easily recopniz-
ing an I, P, or B frame. This prevents the ncet-
work from taking suitable action on the MPL(
frame during times of congestion,

Second, introducing new protoeols in the car-
rent infrastrocture is a ditficolt and time-consum-
ing process, A committee hag to agree on the
detinition of a new protocol. This involves agreeing
on a structure, states, algorithms, and [unclions lor
the protocok. The time from coneeptualization of o
proiocol Lo its actual deployment in (he network is
usually extraordinarily long,

Traditional profocol lrameworks use layering
as 4 composilion mechanisnt. Protocols in one
layer of the stack cannol guarantee the proper-
tics of the layers underneath it. Bach protacol
layer is treated like a black box, amnd there is no
mechanism Lo identify il functional redundancics
oceur in the stack, Sometimes protocols in dif-
ferent layers of the same stack need to share
information. For example, TCP calculates a
checksum over the TCP message and the 11
heacler [2]; but in doing so, it violates modularity
of the layering model because it necds informa-
tion [rom the [P header that it gets by directly
accessing the 11" header. Furthermore, layering
hides Manetionality, which can introduce redun-
tancy in the protocol stack.

An advantape of aclive networking is that it
cnables application-specific processing through the
dynamic deployment ol uscr-detined protocol
slacks at the network nodes, These prolocol stacks
are created by composing functionality tailored to
Lthe data type being transported. "Uhe challenge i o
identily an approach {bat enables creation of flexi-
ble, custom, complele, and correct protocol stacks,
which can be then injeeted into the network.

PROPERTIES OF CUSTOMIZABLE
ProTOCOL FRAMEWORKS

Barlier research on lMexible prowceol stacks like
Horus [3] and the x-kernel [4] showed that it is a
goad idea to replace monolithic protocols with o
compusition of small proflocol moduies, each imple-
menting a specilic function i.¢., the framework
should srpport composible profocols, A single mono-
lithic "T'CP protocol is replaced by a suite of compo-
nents, cach of which implements various funetions
of TCP such as checksumming, sequencing, and
tlow control. Modularity cuables the ereation of
complex but flexible application-specific protocol
rameworks (rom predelined, lested components.
This sireamlines the protocoel stack, and applica-
tions eles not hawve to deal with superflluous funclion-
ality. Performance measurcments on the TTorus
protocal stack have demonstrated that modularity
docs not necessarily degrade performance |3).

"I'lie traditional protocel implementation is
rigidly implemented in the kernel of the operat-
ing system of the end system or the control soll-
ware ol a switch or rouler. Very limited
customization is possible in such implementa-
tions because the protocol framework at the not-
work nodes provides only limited aceess to the
implementation state. [t is also difficolt to change
the behavior of a pratocol installed at a nelwork
node 1o suit the user. The user is foreed to find
workaroutws to implement the desiced function-
ality. This often leads to implementation hacks
that arc often suboptimal and nonreusable. To
promote flexibility, rensability, and the crcation
of high-confidence protocol components, it is
neeessary to give the user more control over the
crealion, customization, and deployment of pro-
tocols. One approsch to achieve this is to open
up the protocol implementation and provide the
user with encugh tools to coniral its behavior.

T'o enhance reusability of protocoel ecompo-
nents, they should possess a formal, well-defined
interface that abstracts the inner workings, but
presents the user with a rich representation of its
behavior. This is defined as the property of intro-
gpeetion. Introspection enables a user to access
the implementation state and work with abstrac-
tions to the sclected implementation state, Tn
the context of active networking, this increases
reusibilily because protocol componcents satisly-
ing this property can be reused in different pro-
tocol trameworks.

The properly of intercession enables a user Lo
modify the behavior ol an absiraction. 'Uhe user
relines existing behavior or adjusts the imple-
mentation strategy to improve performance, This
is usually achieved through the mechanism of
mheritance in object modeling, cnabling users to
customize previously developed active netwaork
protocols to taitor them fo the needs of the
application withoul having to wrile new proto-
cols from scrateh. [u swinmary, aclive nelwork
protocels must possess the {ollowing properlies
Loy enable users o build modular, cxtensible and
verifinble protocol frameworks;

e Modularity — the property of decomposing
complex protocols into smaller componeats,
cich implementing a picee of communica-
tion functionality

= Introspection - - the property of being able
o aceess an existing protocol component
ancl work with ahstractions o it

= Intcreession — the property of heing able
to modify behavior of an cxisting protocol
component

PrROTOCOL COMPOSITION IN
MAGICIAN

Magician [5] is a toolkit that provides a [rame-
work [or ercating Smartlackels as well as an
environment far executing the Sinartl*ackets.
Magiciun is implemented in Java. Java was cho-
sen hecause it supports mobile code, serializa-
Lion, and onbject-oriented properties such as
inheritance and encapsulation. In Magician, the
cxecuting entity is a Java objeel whose state has
Lo be preserved as il Lraverses the aclive net-
work. Scrialization preserves the statec of an

An advantage of
active networking
is that it enables
application-specif-
iC processing
through the
dynamic
daployment of
user-defined
protocol stacks
at the

network nodes.
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i Figure 2. The composition of a basic unreliable
service.

object so Lthat it can be transported or saved, and
recreated ab « Iater time.

Magician provides a model in which an active
node is represented as o class hicrarchy, as
shown in Fig. 1. Lvery protocol is derived {rom
an abstract base protocol. Fvery active node pro-
vides some basic functionalily in the form of cer-
tain default protocols (e.g., routing). Uscrs may
prefer to utilize these default protocols if they
do» not wish 1o implement their own schemes. Lo
foster privacy and safety, a unique state is creat-
ed for each invocation of the protocol. State that
14 commaon to all invocations of a prolocol is
inviolable and aecessible only to users that have
appropriate authorization. Providing each user
wilth a protected copy of the state cnables Lhe
user Lo customize his/her own state if necessary.

Second, users arc permitted to instail their
own protocols. L necessary, a user creates a new
protocol from scrateh hy extending the hase
abstract prolocol, When the protocol is carried
over to the aclive node by a SmartPacket, a new
branch is created for that protocol. Alternatively,
the vser exiends an existing protocol class at the
active node and eustomizes it to Implement
application-specitic behavior, as shown by the
example of a user-defined routing algorithn in
Fig. L, Thus, he is able to inherit certain basic
prepertics of the parcnt protocol and provide
minor or major hehavioral modifications to Lai-
lor it to his application’s requirements. In this
maodel, the active node acts as an objecl whose
behavior can be modified dynamically.

The class-hicrarchy model for active nodes is
advantageous m many respects, 1¢ provides the

uscr with Lhe ability to customize delault function-
ality at the active nodes using the cstension-by-
inheritance philosoply. The inheritance model also
provides default fouctionality lor vser SmartPack-
cls that choose not to implement their own, This
cnables the active node Lo suppott transport of
passive packets, The unique state space provided
o each invocation of a protucol curresponds to
the instantiation of an object Mrom its class defini-
tion. "U'his affords privacy and safety to the Smart-
Iracket cxccuting in that state. Tt also provides an
isolated, seccure eovirconment for the exeention of
user code so that the active node can monitor and
regnlate its activities, The class model approach
differs from Lhe data [low composition moedel [6],
wlherein protocol lunctionality is activiated only by
data flow. [u the class model, instead of data being
transterred between protocol compoenents, exceu-
tion contrel is trangferred beiween the protocol
components. Protocol companents have access to
the user data and can choose Lo act an the data or
perform ather activities.

‘The class model also exhibits the three proper-
Lics listed carlicr: modularily, introspection, and
infereession. Modularity is achicved by hreaking
downt communication functionality into distinet
protocal componcnis, ‘The functionality of cach
component is delined in a separate Java class,
The prepoerty of introspection is satisficd when
protocol components are designed as suitable
abstractions and specificd with well-defined inter-
faces that promote reuse. Using the principles of
inheritance and uggregation, these components
are composcd together (o implement the fune-
tionality desired of 4 serviee 10 he injected in the
network, This satisfics the inlercession properly.

Magician provides (wo basic predefined
frameworks to users;
¢ A framework praviding unreliable service
o A framewaork providing reliable service
The tunetionalily of these frameworks {s similar
to the UDP datagram and TCP secket abstrae-
tions in current networks. [n Magician, a user-
defined SmartPackel wiilizing an unreliabic
delivery serviee is created by extending the
KU _SmartPacket_V2 class:

import magician.Mode.*;
public clase MyBmartPacket
extends KU SmarlPacket V2 {

}

Tlhe basic unreliable service, whose composi-
tion is shown in Fig, 2, provides forwarding and
routing [unctions, The RIP routing protocol is
the defanit routing protocol implemented by all
active nodes, The AL lfor accessing node
resources (getting node name, linding out the
next hop, cte.) is provided by the KU_Smart-
Packet_V2 interface. On the other hand, user
SmartlPackels requiring assured delivery service
cxtendd the ReliableComml'W class:-

impork magician.Node.*;

public class MySmartPacket extends

ReliableComnH {

e an
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The hasic reliable service framework, shown
i Fig. 3, adds o sequencing module, a hop-hy-
Lop stop-and-wait-acknowledgment protocol
component, and a retransmission component (o
provide assured delivery, A hop-by-hep protocol
is cliosen becanse, in an aclive networking envi-
ronment, the destination of a SmartPacket can
chunge during its execulion al an active node.
This is the simplest reliable delivery mechanism
that ¢an handle dynic destination changes,
FFor example, il a client request packet travers-
ing the network toward i1 server node encoun-
ters information aboul the location ot a proxy
that merges duplicate requests 1o the server, the
request packel resets its destination to the loca-
tion of the proxy, IT the packetl contains a
request that has been made previouosly, il
informs (he proxy of the elient’s reguest and
destroys itself. I an end-to-end acknowledg-
menifretransnission protocot is used in this
case, it is bound to fai? because the server node
never receives the packet and therelore walls
for the sender to send the packel beciuse it is
NeXt in sequenee.

In Magician, users are not constrained to
using only the basic frameworks, Customization
of the lramework is possible in muny ways. Users
can replace a particular functionality by replac-
ing the protocol madule implementing it. Con-
sider the example ol an aetlive application
requiring a cuslom routing alporithn. Active
nodes in Magicit implement the RIP routing
protocol as the defanli, but the ronting manager
al the active node provides a registration fealure
to install custom routing protocols. A custom
routing protocol is installed Tor an application
type by registering it with the routing manager at
the active node. Once registered, all SmartPack-
cls belonging to the application (and sharing the
same type) are routed using the custom reuling
algorithm, Fhis cxemplitics customization by
replacement,

Usery can also exlend functionality ol a pro-
tocol module. For example, all active nodes are
addressed vsing the naming seheme implement-
ed by the administrator. However, a uscr can
choose to implement his own addressing schewe.
A custom addressing protocol can extend the
default addressing interface and implement a
table that maps confligured active node addresses
into user-supplicd addresses. This cnables trans-
parent translation of addresses while adhiering to
the basic node APT.
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APPLICATIONS FOR
WIRELESS NETWORKS

Wircless elements in o network present the
problems of intermittent connectivity, low band-
width, high delay, and high Bit ervor rates, Hiph
bit crror rates lead o frequent retrisimissons of
data to ensure reliable delivery to the applica-
tion, This in Lurn contributes (o lower response
tintes in the case of real-time or near-real-time
applications like videoconterencing. Sucl appli-
ations are delay-sensitive as well as bandwidth-
itensive, two propertics incompatible with the
low-bandwidih, high-delay characteristics ol
wircless Hinks.

Muoslt solutions offered so far 1o enable appli-
cations to funelion over wireless links arve end-
lo-cnd or reactive, Applications respond Lo prob-
tems in the network (e.g., conpestion) in one of
lwo ways. Applications act al the endpoints, for
eximple, by bucking off ot the souree 1o reduce
load on the network until the congestion is allevi-
ated; v applications provide hints in the headers
of protocels that enable the netwoark to drop
packels ol least value to the application. These
solulions are hascd on the nation of the actwork
trying Lo provide best-eftfort delivery 1o the appli-
cation, But in the case of real-lime or near-real-
time tratfic, this best-elTert delivery can be too
late! We argne that sucls applications require
proactive solutions o handle their data, Deoac-
tive solations are those 1hat reduce thwe load on
the network by cither discarding data thit is no
longer vseful to the application or reducing
bandwidth demand itsell, Tnan carlier paper we
outlined a classitication ol services that can hene-
iil rom uctive networkiog | 7). There we argued
that two classes of services, fillering and merging,
are particolarly suitable for applications ronning
over wiredAwireless networks, In this seetion we
discuss wo protocols derived Tronm those classes
thiat exemplily the concepl of proactive solulions.

In the context of the MAGIC-TT project, we
developed o new liltering protocal thal utilizes
the current stale of the application (o proactively
reduce load on the wireless links in the netwoik.
The new protucol enables legacy MAGILC appli-
cations like TerraVision 1o tailor network
resourees, especially for clients connected over
low-bandwidth links. "These applications wre ter-
rain visualization clients that feteh and display
imagery ol terrain data stoted on remote scryers,
Inge tiles are requested in the form of tile

Proactive

solutions are

those that reduce

the lad on the

network by oither

discarding data

that fs no longer

uselul to the

apphication of

reducig
Lanchwidth
domand itself.
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H Figure 4. Active tile filtering.

request identifiers that are bundled to form a
request rame. 'The requests in each frame corre-
spond 1o tiles thal are part of the current view.
The image data is returned ag a sei of tiles the
clicat applicalion processes to render the terrain,
When a user pans the terrain, TerraVision
requests a large number of tiles. T1 the user pans
the terrain rapidly and there is significant
response lag, it is enticely possible thay by the
time some of the tiles rcach he client, the (rame
of view has changed, and the tiles are no longer
needed and never displayed,

This scenario cecurs fregquently when '[erra-
Vision runs on a host connected fo the network
ovel o wireless link, Tf the user pans very rapidly,
the wircless gateway becomes congesied, result-
ing in deteriorated performance. A traditional
TCPAP-based network connection attempls to
deliver all requested tiles to the elient, including
those that are eventually dropped. An applica-
tion-specilic solution to this problem is to pre-
vent tardy tiles (i.c., tiles that are candidates to
be dropped by the cient) from being transmitted
across the wireless link. "This reduees the demand
on network resources, which in turn enhances
the ahility of the application to respond to user
input beecause there are more netwark resources
available [or tiles in the current frame of view.

In active networks, the solution is implement-
cd in the following manner. The client cus-
tomizes the network by dropping a filtering
proxy at the gateway (Fig. 4) which maintains
the identifiers of tiles that are corrently request-
cd. Tiles returned from the scrvers that are not
part of the current request list are dropped at
the gatcway itself, This prevents congestion at
the wireless gateway. Since only tiles from the
current vequest lisl are allowed to pass through,
the user is not limited by the capacily of the
wircless link. In ettect, we have combated the
problem by reducing the demand on the net-

/Mti\-f-e node

SmartPackets encapsulating
client-server
communication

[
@requests —_
L‘f} T4 77— oDess
servers

Image tiles

work. When the user stops panning, the request
list at the gateway does not change as often,
enabling tiles in the currcot view to pass through,
The application is thus able to quickly synchro-
nize with the user's demand, The wireless pate-
way 18 identificd and sct up us a special filtering
proxy. The existence and lecation ol the proxy is
advertised by sending out beacon packets in an
z-hop neighborhood of the gateway that installs
this information in named caches at the active
nodes. Tile request packets check for this infor-
malion as they traverse the network. I existence
of the proxy is deteeted, the tile request packels
reroute themselves (o the location of the proxy
where the request [rame is deposited.

‘The application is created by detining scpa-
rite SmartPackers that perform the functions of
setting up Lhe conncelion, requesting the tiles
from the scrver, delivering the requested tiles
from the server to the client, locating and sctling
up the wircless gateway lor tilicring, and so on,
Since we want assured delivery of SmartPackets,
all Smartlackets extend the ReliableCommFW
interface, The default RIP routing protocol is
uitlized for basic routing capabilitics for all pack-
ety except beacon packets. Beacon packets sim-
ply multicast themselves on all interfaces of &
node. A maximum hop limit and cheeks for pre-
vious visitation of 4 beacon packet are used to
prevent exccssive flooding.

We have also developed a new protocol,
called a Request Merging protocol, to reduce
bandwidth demand over wircless links, We trap
requests from clients and transparently redivect
them 0 nodes on which a praxy cxists that keeps
track of the requests made to the server (Iig. 3),
The proxy acts like a beacon and sends informa-
tion about itself to neighboring nodes periodical-
ly in a beacon SmartPacket, The information
includes proxy location, time sent, expiration
time, and number of hops to the proxy. This
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information is stored at the neighboring nodes
and apdated p{,uochcal]y When a request reach-
¢y an active node, it iy redivecied to the nearest
proxy based on the information stored at the
node. Al the proxy, il an incoming request has
wlready been made on behalf of another client,
the curvent request is cached. The server’s reply
is multicast to all requesting clients,

Mosl of the packels designed for the filtering
application are reused here, The packets for sei-
ting up the connection, setiing up the proxy, and
the beacon packets are the same. The tile
requesl packetl and iile data packet frameworks
require modification, The tile request packet is
composed with an interfage that identifies and
rakes action oo 4 duplicated request. Similarly,
the tile data pucket, instead of checking for
validity of the tile request idenlifier at the proxy,
retrieves the number and location of the clients
that made a request {or the current tile, and
wiilticasts itself to all the clients.

PERFORMANCE

We conducted experiments to measure the per-
formance benelits oblained by implementing the
active tile filtering in the network. The perfor-
manee of TerraVision ranning aver the tradition-
al TCPAP network stack is compured with
TerraVision running over an active network
implementing active tile filtering at the wircless
gateway. The nelwork, whose topology is shown
in Big. 4, included a 1 Mbys wircless link. The onet-
wark consists of five active nodes, a workstation
running the TerraVision application, and another
running the image scrver convected by 10 Mby/s
Ethernet, TerraVision fetelies 49,332-byte image
tiles vom the remoic server over the wireless link,
For the TCP/IP neiwork, a static route ensures
that puckets are always forwarded aver the wire-
less Tink. In the aclive nelwork, routing was con-
trolled so that the route between the client and
the server incloded the wircless link,
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In active networking, we trade progessing time
at the network podes for benefits gained by send-
ing information rather than data through the net-
work. The benefits ean be in the torm of reduced
bandwidth demand, betler utilization of node
resources such as bullers and queucs, and/or
application-specifie customizalion, Performance
of the network Is traditionally measured in ierms
of throughput and delay; but simply calculating
performance in terms of tiles delivered per see-
ond is inappropriate. ldecause Terea Vision drops
tiles that arc oufside the user’s frame, a betier
measure is to [ind oul the number of tiles the
application actually displays. Therefore, we deline
effective utilization as the [raction of the data
delivered to the application What is acteafly wilized.
Thus, in our experiment, effective wtilization is
the ratio ol the number ol tiles displayed by Ter-
raVision to the number of tiles received by it.

We ran Terra Vision using both 'TCP/IP and
active nelworking to determine gqualitatively and
quantitatively if active tiic Dliering impeoved irs
performance. Subjectively, it is observed that
when running TerraVision over the TCI/I net-
work, navigation was rather jerky as the flight
neared the end of its path. This etfect is not
observed when TerraVision runs over the aclive
netwerk implementing tile Mitering. The most
probable reason fov this is that at high panning
specds, TerraVision continuously made requests
for a large number of tiles, TCP/, in allempt-
ing to deliver all the requested Liles to Lhe appli-
cation, caused the wircless link o get congeslad.
T'his caused the rendering thread of TecraVision
to wait jntermittently for the congestion at the
wircless galeway Lo be alleviated, which in turn
caused a lurge number of tiles 10 be discarded
when they did srrive because they were not part
ol the current view, On the other hand, the tile
filtering code in the active network prouactively
drops tiles tlial are not in the current view. This
prevents congestion at the wircless gateway and
cnables the notwork te deliver the required tiles
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& Figure 8. Comparative performance of YeraVi-
sion with and without active tile filtering.

to the application in a timely manner with higher
prohabilily of being displayed,

This is borne out {from quanlitative analysis
of the performance, as shown in Fig. 6. The
chart compares the number of tiles displayed by
TerraVision, the number of tiles received but
not displayed, and the number of tiles liltered by
the network for the two cases. The number of
tiles displayed by the application is roughly the
game int both cases, which validates observed
performance that the perceived quality of the
image 8 approximately the same. We see that
aclive filtering provides an effective utilization of
.67 as compared to 0.58 for the TCP/IP net-
work becavwse approximately half of the tardy
tifes ave filtered at the wircless gateway iself, as
shown by the shaded avea of the chart. The high-
cr the utilization, the lower the baudwidth wast-
od by the network attempting to deliver tiles
eventually dropped by the application. In our
experiment, this corresponds to a savimgs of over
18 pereent in nelwork bandwidth over the wire-
less link withoul significantly affceting perfor-
mance,

RELATED RESEARCH

Other active networking prototypes utilize some
form of protocol composition or other. Hoosters
are in-kerne! protocol modules that adapt to the
environment [8], They are transparenily inserted
into and deleted from protocol graphs on an as-
necded basis, 1owever, hoosgter protocols cannot
be dynamically created and injected into the net-
work. They are preinstalled in the kernels of the
nodes of the vetwork, Tl is not clear if booster
protocols are developed in a moduiar fashion or
if their functionality can be extended or overrid-
den by applications.

ANTS [9] provides a mechanism for protoco!
composition vsing the CodeGrongr attribute of the
ANTS capsule. Code belonging to the same proto-
col suite (or stack) shares the same CodeGroup
attribute. Protocol modules are demand-loaded

into the active node prior o capsule exceution, A
wrapper module (which is the main class for the
profocol) puts together the protocol modules in
the manner desired by the programmer. Protocol
frameworks in ANTS arc wrilten in Java and can
therctore potentially support the prioperties of
madularity, introspection, and inlercession,

NetSeript |6] is a datallow programming lou-
guage in which computation consists of 4 cellee-
tion of interconnected programs, called boves, that
process data streams tlowing through them, The
langage supports the construetion of packet pro-
cessing programs, inierconneeling these programs
and allocating resources to them. Protocol compo-
sition is modular, achieved by using NetSeript con-
structs 1o define and establish interconnection
between various boxes. A new protoeol framework
is created by defining o composite box template
that describes the protocol companents and their
interconnections. The protocol components them-
selves are either box templates or primitive pro-
grams, The framework is deployed in the network
by dispaiching it to individual NetSeript engines at
the network nodes, It is obvious that {tameworks
in Netseript are highly modular. 1t is also shown in
[9] that Netscript supports the propetties of intro-
speetion and intercession.

Switchwarce [10] provides protocol compaosi-
lion using a two-level architeclure consisting of
switehiess and nser programs in active packets.
Hacly switchlet provides services in the form of
methods manipulating protocols implemeated for
that switchlet, ‘Uhe switchlets secvices are imple-
mented in a high-level language and dynanically
loaded at the network nodes. Active packets ave
user packets ihal invoke the services provided by
the switchlets. The code in the active packets is
written in a strongly typed language called PLAN
that is specifically designed [or active networks.
PLAN programs are allowed to compose new
protocols from the switehlet services in a modu-
lar fashion, But it is not clear il users can exiend
or replace the functionalily of the switehlet ser-
vices to customize processing arbitravily.

SUMMARY

In this anticle we describe the class-hicrarchy com-
position model that enables users to compase and
deploy costom, flexible protocol frameworks that
cater to an application’s immediate requirements.
We outline propertics required of custonizable
frameworks and show that the class-hicrarchy
model salistics those propertics. We implemented
this model in the Magician toolkit and demon-
straled its use Lo design application-specific proto-
col [tameworks that tackle problems in wireless
nelworks. Finally, we report on studics on the per-
tormance of the protocols and show that active
network protocols provide benefits 1o application
data aver wireless networks.
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Spurred on by the unprecedented growth of the internet and innovative services that use internet technologies, there has heon an
ever increasing interest in the ubiquitous application of packet networks and packet switching technofogies for provision of voice,
data, and different kinds of multimedia services. The time is fast approaching when a fundamental architectural shift on a large
scale needs to be undertaken to give rise to a truly integrated data-centric multi-service network with a unified control
infrastructure. The realization of such an architecture vision has been the dream of network strategists over the last twenty years, Control
and management of such netwarks, and the services supported by them, present challenges of unprecedented magnitudoto the notwork
architects. Theradical departure of the technologies associated with this paracligm shift from the traditional circuit-switched technologies
is alsa seriously challenging the way intelligent netwaork services are presently implemented and offered.

New signaling protocols and architectures have emerged for multimedia multiparty conferencing, e.9., protocols such as ITU-T
11.323,7.120, ICTFSIP, and DAVIC DSM-CC. New architectures have been proposed in Forums and Consortiums such as the Multi-services
Switching Forum and TINA-C. There are also new developments taking place in the area of Next Generation Networking with the
emergeance of protecals for gateway control e.g., ITU-T H.GCP and the IETF Megaco Protocol that facilitate voice, data anc
multimedia over packet networks. ETSI TIPHON is also working in this area with particular emphasis on interworking botween
packet networks and legacy circuit-switched networks.

The goal of this special issue is to focus on the control and managemeant architectures for the new data-centric forms of multi-
service communication networks, the associated middleware infrastructurc and protocols that they call for, their scalability and ubiquity,
signaling interworking issuas, and transformation of circuit-switched nelworks.

Specifically, this special issue will include articles on topics including, hut not limited to, the following:

« Advanced signaling and cantrol architectures for multi-sarvice netwarks

+Emerging signaling protocols (e.g., IETF/Megaco H.248, TU-T H.323, IETF SIP) for muiti-services ovor packet (MaP)
netwarks and how they fit inte the transition plans towards the target architectuye

«Controf for of Quaflity of Service (GoS}) in multi-service networks

«Cantrel and management infrastructures for pravision of advanced services including real-time and non-real-time
multimedia multiparty communication services, high quality content delivery services, information and data services, ote,

*Signaling interworking with circuit-switched netwaorks and legacy systems

* Evotulion scenartos for migration of today's service architecture of PSTN/AIN, which is aptimized for narrowband
voice-centric circuit-switched services, to the unified target control architecture optimized for data-centric
multi-service networks.

Original articlos, not previously published, are solicited. Prospective authors are invited to submit five coplos of their paper to one
of the Guest Editors by April 15, 2000. Authors will be notified by tune 15, 2000, Rovised proposals are due to the Guest Editors
by July 15, 2000, Given the scope and importance of the subject, we anticipate that selected articles will be published in a two-
pait series. The publication date of the first special issue is Octoher 2000.
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