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ABSTRACT

WebSAT (Web-based Systems Administration Tool)
provides the systems administrator several tools over the
Internet. In this project, account management, disk space
management, printer management, and security warning tools
are implemented.

The systems administrator creates and deletes network
accounts by using WebSAT. Also, he/she manages network
accounts by using disable account and enable account
functions. WebSAT shows a disk space summary in one screen
for the systems administrator to manage disk space
conveniently. Pfinter management tool shows the status of
all network printers at a glance through this tool. The
systems administrator can delete cufﬁent printer Jjobs or
jobs in printer queues. WebSAT can warn the systems.
administrator if someone 1s scanning the ports or the NIS
and NFS servers.

PHP which is a server side embedded scripting language
is used to implement WebSAT application, and MySQL is used
as its database. Because a user accesses WebSAT over the
Internet, security is an issue in this project. SSL (Secure
Sockets Layer) 1s used on TCP/IP protocol to have an

appropriate security level for WebSAT.
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CHAPTER ONE
SOFTWARE REQUIREMENTS

SPECIFICATION

1.1 Introduction

1.1.1 Purpose of Project

The primary purpose of the project is to develop
systems administration tools which assist the systems
administrator’s task of managing and controlling a computer
network. The daily tasks of a systems administrator are
managing user logins, monitoring systems activities, and
administering file systems, devices, and network services.
Among the daily tasks, managing user logins is a very
repetitious and time-consuming job in a university
environment. This project, WebSAT, will improve the
performance of the systems administrator’s job by
automating several repetitious manual jobs.

The secondary purpose of the WebSAT project is to
detect on the computer network any illegal access from the
outside world. It is a known fact that the Department of
Computer Science network has been attacked from the outside
world. Thus, the high level of security is needed. In

response to this security concern, WebSAT will offer an



enhanced security function which alerts the systems
administrator for any symptom of the computer network is
being attack.

1.1.2 Scope of Project

The WebSAT project provides tools to manage and
monitor network accounts, devices, and services, and
provide warning system for security attacks on the network.

The functions of WebSAT project includes:

e To create a relational database schema for account

management.

e To setup a network environment using NIS, NFS, Secure

Web Server with MySQL and PHP.
e To provide account find interfaces.
e To provide create account interfaces.
e To provide enable account interfaces.
e To provide disable account interfaces.
e To provide delete account interfaces.
¢ To provide synchronize account interfaces.
¢ To implement PSAS (Port Scan Alert System).

e To implement DSCS (Disk Space Checking System) .



1.2 Overall Description

1.2.1 Product Perspective

1.2.1.1 Systems Interfaces. When WebSAT creates a

network account for a user, a user’s information should be
provided. A user’s information can be provided from SIS+
and Account Request Form. When user information is provided
from the Account Request Form, WebSAT creates a user login
using a single account creation function. In this case, the
required user information is student’s first name, last
name, major, and student ID numberlif the requestor is a
student. When user information is érovided from SIS+, the
output of SIS+ will not be modified, and should satisfy the

following rules.

e A single student’s information must be in one line.

e Fach line must have one studeht’s information.

¢ Student’s last name and first name must be in between
column 7 and 29. Last name and first name are
distinguished by a comma.

U Student ID must be‘in between column 30 and 40.

° Major musf be in between column 52 and 55.

See Figure 1.1 for the deployment diagram for WebSAT.
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The WebSAT system consists of four components: NIS server,
NFS server, database system, and WebSAT application. In the
current developing environment; there is secondary NIS
server to backup the primary NIS. Individual workstations
and a WebSAT client machine are connected over the network
via TCP/IP protocol. A client machine is connected to sis+
server to get class information.

1.2.1.2 User Interfaces. The only user of WebSAT is

the systems administrator. The access from the outside
world must be denied for the security reason. Web3SAT

" provides basically eight functions: Find Account, Create
Account, Enable Account, Disable Account, Delete Account,
Synchronize Account, Disk Management, and Port Scan Alarm
System. The user of the system has a full access to these
functions.

Let’s imagine a scenario in the laboratory. There are
three students: Jack, John, and Rose. Jack is a new student
who takes CSCI 201 this quarter. Thus, he does no£ have an
account. Unlike Jack, John is a returning student, so he
has an account. John recently downloaded~one movie file
from the Internet, and the size of that movie file was
300MB. Rose, whose major was undeclared, previously decided

to study computer science. However, her account is still



under student group. Ken plays the role of the systems
administrator in this sceﬁario. Ken decides that the
maximum capacity of each account would be 50MB. Through
WebSAT, Ken performs the following tasks: Ken gets the CSCI
201 student roster from SIS+ and creates the accounts for
all CSCI 201 students including Jack. Jack has his new
account and participates in lab activities. While
monitoring disk space capacity, Ken recognizes that John’s
account occupies over 300MB disk space. Ken sends him a
warning email. In spite of three warning emails, John did
not delete his movie file which ocgupies 300MB. Finally,
Ken disables John’s account. Later, John comes and promises
Ken to delete that movie file. Soon after Ken activates
John’s account, John deletes the movie file. Rose requests
Ken for a computer science student account. So Ken will_not
disable her account after the current gquarter ends. Ken
changes Rose’s account information in the system and
tranéfers her files from the student’s directory to csci
directory. Finally, Ken updates WebSAT database information.
Thé scenario above is a simple example, but it
describes how WebSAT system will provide important

functionalities to the systems administrator.



1.2.1.3 Hardware Interfaces. This project is

accomplished by updating current network systems to the new
WebSAT embedded network system. Due to the complexity of
this project, the Department of Mathematics computer
Network was used for the development phase because it had
the same network environment features as the Department of
Computer Science, and its complexity is relatively less.
Table 1.1 is the hardware specification, which was used for
the development phase. After the development phase, WebSAT
will be installed and run in the Department of Computer
Science network. The Department of Computer Science

l

hardware specification is show in Table 1.2.

Table 1.1. Hardware Specification for the Development Phase

Hardware Specification

Processor 1GHz
Memory 1GB
Storage 50GB




Table 1.2. Hardware Specification for the Implementation

Phase
Hardware Specification
Processor Two 1GHz
Memory 1GB
Storage 160GB

1.2.1.4 Software Interfaces. To implement this project,

NIS server, NFS server, Secure Web server, PHP server, and
MySQL server are needed in the Linﬁx operating system.
Moreover, HomeSite and Photoshop are used for creating PHP
scripts and graphics. In the development phase, older
versions of software were used. However, the newest
versions of software will be used in the implementation
phase. Table 1.3 shows the software specification for the
development phase, and Table 1.4 shows the software

specification for the implementation phase.



Table 1.3. Software Specification for the Development Phase:

Software Specification

Operating System Redhat ILinux 7.1

Openssl 0.9.6

Secure Sockets Layer mod_ssl 2.8.5

Web Server Apache 1.3.22
PHP php 4.1.0
Database mysqgl 3.23
Script Editor allaire HomeSite v4.5.2
Graphics Editor Adobe Photoshop 6.0

Table 1.4. Software Specification for the Implementation

Phase
Software Specification
Operating System . Fedora Core 3

Openssl 0.9.7e

Secure Sockets Layer mod_ssl 2.8.22

Web Server Apache 1.3.33
PHP php 4.3.9
Database mysqgl 4.1.7
Script Editor allaire HomeSite v4.5.2 .
Graphics Editor - Adobe Photoshop 7.0




1.2.1.5 Communications interfaces. WebSAT is

implemented based on Web technologies, so a user
communicates with the WebSAT server from a client over the
Internet. Because some transactions between server and
client include critical information, WebSAT uses SSL
(Secure Sockets Layer) protocol as its communications.

1.2.2 Product Functions

In WebSAT system, all functions are developed for the
systems administrator. The major functions of WebSAT are:
finding account, creating account, enabling account,
disabling account, deleting account, synchronizing‘account,
managing disk space, and warning for security attacks on

the network. Figure 1.2 is the use case diagram of WebSAT.

1.2.2.1 Find Account. To manage network accounts, the
systems administrator frequently checks how many accounts
are in the system, what account logins are available for
new user, and when existing accounts were created, or
disabled. The systems administrator can query those‘
information using find account function. Logins are
retrieved by login names, student ID, last names, first
names, creation date, disabled date, and last login date.

All logins found with this function are sorted by login,

10



user namne,

status, or

group,

disabled date.

System

Administrator

Figure 1.2.

Use Case Diagram

creation date,

11

last login date,

Find
Account

Create
Account

Enable
Account

Disable
Account

Delete
Account

Synchronize
Account

Manage
Disk Space

account



1.2.2.2 Create Account. Create account function

divides into two sub functions: student account creation
and non-student account creation. Student accounts are
accounts created for students who take classes, and non-
student accounts are accounts created for people who are
not students. For example, faculty, staff, and others. Non-
student accounts do not require students ID, whereas
students account require students ID. That is, non-student
account creation function is distinguished from student
account creation function.

There are two forms in the student account creation
interface. First form is to be used for single account
creation, and the second form is to be used for multiple
accounts creation. When the systems administrator creates
accounts for students, he/she does not need to provide
logins because WebSAT creates available logins for students.
However, in terms of single mode account creation, the
systems administrator can provide a login if a special
login is required for the student. Passwords for new
accounts are automatically set up so that the systems

administrator does not worry about them. On the other hand,

non-student creation interface has only one form. It

12



creates only one account at one time, and login and
password must be provided by the systems administrator.

1.2.2.3 Disable Account. An account is disabled by the

systems administrator when it has expired or when he/she
decides that the account must be disabled. At the end of
quarter terms, all the student group and generic group
accounts become disabled because those two groups accounts
are valid only for one quarter. Because there is a
possibility that the user of such an account may perform
illegal operation in the network or it may accumulate too
many files, which exceeds a given quota limit on the
network file system, their accounts are disabled.

1.2.2.4 Enable Account. Enable account function is

used to activate a disabled account. As mentioned above,
there are two cases for disabled accounts: expiration and
the systems administrator’s decision. When the systems
administrator enables an account, he/she needs to know why
the account was disabled. If the account was disabled
because it was in the student or generic group, or it has
expired, the disabled account can be enabled from the
enable student and generic group account menu. If an
account was disabled by the systems administrator’s

decision, the account can be enabled from the enable

13



account disabled by admin menu. Both menus display all
disabled accounts. The systems administrator selects the
proper accounts to be enabled in the list and clicks an
enable button. Then, all thé selected accounts are enabled.

1.2.2.5 Delete Account. There are many reasons why an

account cannot be accessed by its owner. One of these
reasons can be a student graduated from the university, or
a student who does not need his/her account anymore. In
this case, the systems administrator discovers that the
student’s account has not accessed for a long time and
decides to delete that account. For some other reason, if
the account has not been accessed for certain period of
time, the systems administrator will decide on whether to
delete this account or not.

1.2.2.6 Synchronize Account. There are three options

for this function: login information synchronization, user
group information synchronization, and last login
information update.

When the systems administrator manages network account
system, he/she may instail some programs in the system, 'and
sometimes logins for those programs are created during the
installation times. In these cases, WebSAT may lose the

coherency of information in the system and in the database

14



because the system has nginé whiéh are not found in the
database. The systems administrator can solve this problem
by using account synchronize option. He/she synchronizes
either adding new system login information to the database
or deleting new login from the system.

Some students change their majors after they obtain
network accounts. When they want their login groups to be
changed, the systems administrator moves their home
directories and changes the group IDs to new ones. However,
their group information in the database is not changed.
User group check option is used when these group changes
happen. By using this function, WepSAT detects all the
logins whose group information is not the same as the group
information in the database. By clicking on these logins,
WebSAT replaces wrong group information in the database
with the proper group information.

The database information for last login dates are old
information, so the user of WebSAT is required to update
these information by using update last login information
function. This function gathers the last login information
of accounts from users’ home directory, and updates the

WebSAT database.

15



1.2.2.7 Manage Disk Space. One major task of the

systems administrator is to manage network disk space.
WebSAT disk ﬁanager function observes total disk space,
disk spaces by user group, and individual disk space. This
function also detects a user’s disk spaces over the disk
space quota given by the systems administrator. If the
systems administrator decides to take action, he/she can
send them email or disable their accounts.

1.2.2.8 Scan Ports. The Port Scan Alert System (PSAS)

watches if there is any port that is being scanned on the
NIS server and NFS server. If somebody is scanning ports on
these servers, PSAS will detect it and alerts the systems
administrator to take action immediately.

1.2.3 User Characteristics

Since WebSAT is a systems administration tool, the
intended user is the systems administrator of the
. Department of Computer Science. The access to WebSAT system
by other persons who are not at the systems administrator
level must be prevented for security reasons. The systems
administrator must have.fluent knowledge of NIS, NFS, and
Secure Web Server to mgintain the system. Knowledge of

MySQL is extremely helpful for the user of WebSAT.

16



1.3 Software Specific
Requirements

1.3.1 External Interface

This section describes all detailed inputs and outputs
of WebSAT.

1.3.1.1 Login. This is the first page of WebSAT. See

Figure 1.3. R1ll other pages of WebSAT are accessed through
this login page. A user provides his/her login ID and
password to access WebSAT. When the user provides the
correct login ID and password, this page authorizes the

user and creates a new session.

J A websaT - picrosoft InternietEnplores” ; o T: [l :>_<_]
(| fie rdr Ve Favertes  Toole  Helm - T T e
_I File  Edit  View Favorites Tools Help a7 |
f N e R Lo K »7__ — o = ~ - g T
“ @Back - \\_) - ;;.:i] E;’i] ( ;y ” Jg‘{ddress I«ﬁ] http:ffwshsat.csci.csusb.edu: 3030/ ﬂ @GO ]
Enter your login and passwortl,
WebSAT Login
L S
Paszwned -—— T
login

‘ hd
[&]Done - T L T T et

Figure 1.3. Login Page
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http://websat.csd

1.3.1.2 Home. This page is the home of WebSAT (see
Figure 1.4). This page provides find account, create

~account, enable account, disable account, delete account,

synchronize account, disk manager, and logout menu.

@epanmzm: of
Cozn}mter.gcience at CSUSB
: P i ) A .
System Home
Find Account
. Create’ Account
WR_Enable Account
oW Disable Account i
Delete Account i !
Sync Account ‘ GO ALY CA
Disk Manager ‘:-.\. e
@egz_zrt{ztﬁ!.t,t,.fyf‘@ﬂtguté_(é‘&quz
A B
Catfornia State, Cniversity, Sin Birnardino.” -~
i . e N | A
& T T e L

- Figure 1.4. Home Page '
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1.3.1.3 Find Account. This rage shows an information

input form that the user has to fill out to find accounts
(see Figure 1.5). A user can fill out logins, student ID,
last names, first names, created date, disabled date, or
last log-in date fields in order té search for an account

informaticn.

L2 WebsAT - Microsoft InternetExplores:
;J Fle Edi Viery Favorites TGals Helqi

T IS
' |

Address]:gjhttp:Hu_\-ebsat.csci.csusb.ed 080/¥ind_f

@éparment of . .
Computer Science at CSTUSB

Mame! Juyong Jeong

System Home .
Find Account Account Finding Form
Create Account

Enable Account
Disable Account
Delete Account Group: All Groups =

Sync Account
Disk Manager Logms: l

pter information of account which you want tofind..

(One arnore Diztinauizhad by whitespace ) g
-or-

Shudent i0: - l— - (for onz uskr) '

-or-
Last Marnes: l

(One or mere Distirguished by whitespace )
- or -
First Mamsas: ]

(Ons or mare Distinguizhsd by whitespace )

-or-
e B P e N
“or -
Disabled betwseen: [T [’EJ I e ] [_—ZI’ l ~]
: -or -
Last Logged o
e TN | B B B
-or-
&l lagins® r
o K R'_c_-;:rfl_ E:ance_l -
|@joone - - » j '|—,—|__—|_~|'_|@ Internst

sl

Figure 1.5. Find Account Form
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.1.3.1.4 Create Account Menu. This page has menus for

account creation: create account for student (grad, CSCI,
and student group account) and create account for non-
student (faculty, staff, friends, and generic group

account). See Figure 1.6.

ZJWebSAT - Microsoft internet Explorer - LB
'J File Ed_ii: View  Favorites Tools ,l:lelp B l ’1’,’,’
,J @ Back * i) - E] L’;}j o [ > H Address [&l hitpiffwebsat.cocl.csus eduiB0B0jreate menuphp _'_'_l@ @

Computer Science at CSUS®B
Mame: Juyong Jeong
System Home
Find Account Create Account Menu
Create Account
Enable Account
f Disable Account
| Delete Account
Sync Account
Disk Manager

a Create Account for Student (Grad, SCSI, CSYS, and Student)
4 Create Actount for Mon-Student (Faculty, Staff, Friends, and Generic)

=

P77 i®reme

T T T T T T T T T [T F

@ Done

Figure 1.6. Create Account Menu Page
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1.3.1.5 Account Creation Form for Student. This page

provides two input forms for account creation (see Figure
1.7). First form is for single account creation. WebSAT
creates an account if the user inserts all required
information. Second form is for multiple-accounts creation.

The user copies a class roster from SIS+ and pastes it to

the form to create accounts for a class.

Vieqs© Favorltes Tooks Help
? "] Address l-'t_'ﬂ http:/fwebsat csci.coush.edu:6030fcreste_std_form,php

1 _li

@epaftment‘qf )
Computer Science at CSTUSB )

- Mam2: Juyong Jeong
W System Heme Account Creation Form for Student
il Find Account
f Create Account Enter student information.
dl Enable Account
l Disable Account Gravgs vI
Delete Account Stdenim:
Sync Account IL_- -
j Disk Manager Last Name: |

i . S | '
o Logoul _ FirstMame:, . TGiealogn: '

f

__ tMustprovde SID, Last Mame, and First Marag)

'Create, Resat  Cancel

Copy students information from roster and paste it.

Clags Marra: 7 i

I LK

Create  Resel  Cancel

A
L. : ' T PO T N T S

1 Grz 3 Logn i a g can't be generated automatically

Figure 1.7. Account Creation Form for Student
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1.3.1.6 Account Creation Form for Non-Student. This

page provides an input form for a non-student account
creation (see Figure 1.8). The user selects a group to
which the account will belong, account owner’s first name,

last name, login, and password.

B WebSAT - b Inteinet Esiplorer’ R R R S v = |
!MFiIe Edit Vel Favorkes Tools Help ! ) ' ‘!'57‘ )

»

‘J Address I.Ej http:/fwebsat.csci.csusb.edu

I @Béc‘k D) 7E] EE?

[ D Nm—_— N
' i ComguterEieﬁ‘cefit‘ CS‘US{B

Hama: Juyong Jeong

Syslem Home Account Creation Form for Non-Student
i Find Account
Create Account
Enable Account

Disable Account Group: -

| Delete Account Last Marns: )
Sync Account ] - .

First Marme:

Lo

Password:

‘Create Cancel

[ £nter non-student user information.

Disk Manager

=

Eoow T ‘ ' e R Y

4

Figure 1.8. Account Creation Form for Non-Student

22



1.3.1.7 Enable Account Menu. This page has menus to

enable accounts: enable account for student (student and
generic) and enable account disabled by admin. See Figure

1.9.

I WEbSn]'. - Miceosoft Internet Ediplorer

Fle FEdt Viw Favortes Toals Hep T B i N T ] i)

[@e= - - @

v/) I »”Address ]TE:[http:Hwebsat.csci.csusb.edu:SUSﬂfenable_menu.php __'_l Q‘GO*

Q)epartment‘qf
ComputerSc‘ience at CSUSB .

— — ™ . .

f4ama: Juyong Jeong
v System Home
Find Account Enable Account Menu
Create Account
Enable Account
Disable Account
Delete Account
Syne Account
| Disk Manager
S Logout

« Enable accounts {Students and Generic Group)
» Enable Disabled Accounts by admin

N

T 250 O B B B 1 v

Figure 1.9. Enable Account Menu Page
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1.3.1.8 Enable Account. This page shows a list of all

disabled accounts which are in student group or in generic
group (see Figure 1.10). The user can select accounts in

the list to enable them.

B WebSAT-Microsolt Internet Explorer .o RO (=
j File éﬂfz ‘Vlew Favorites  Tools Help o o o . o ’ ) ) l 1’}7 1
'J ®BaCk b x\{:,) v m IE] x/I)’ »H Address ;EJhttp:ﬁwebsat.csci.tsush,sdu:&ﬂﬁﬂ!enab!e__ﬁst.php j Go

AN A o 0

6NN 26,57 ’ partens

S\ omp a b

Hame: Juyong Jeong

Syslem Home Candidate Accounts To Be Enabled (Student and Generic)

Find Account

Create Account [~ Chek all _ ) _

Enable Account Enable  Lagin ne: Group © Created  Pastlog ' Disabléd
Disable Account r kwon Han Kwan staft 2005-01-22 2003-01-01 2003-02-02
Delete Account | cecmea | genercesciaeo gereric | 2005-01-22 | 20050122 | 2005-02-08
Sync Account

Disk Manager r‘ ttest Timz Tast qgrad 2003-01-01 20302-21-01 2005-02-03
Logout Tokal: 3 account{s) fourd.

| 0K ' !Resel iCancel

Bloge e T T T T T O N e T T

" Figure 1.10. Enable Account List
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1.3.1.9 Enable Account Disabled by Admin. This page

shows a list of all disabled accounts by the systems
administrator (see Figure 1.11). The user can select

acccounts in the list to enable them.

/2 ¥iebSAT - Microsoft Internet Explorer

| Fle Edt View Fovortes Tooks Help ,

BElERAN)

Address IEI http:f/websat.csci.csush.edu:80807enable_admin_list.php

@tpaﬂmgftt of
Computer S cignce at' CS’US‘B

bSAT. System

tarne: Juyong Jeong

Syslem Home Candidate Accounts To Be Enabled (Disabled by Admin}
Find Account ,
| Create Account - _chackall I _— :
Enable Account - Ensble  Login Group Created Last Log Disahlad
W Disable Account r jjEong Juyong Jzang grad 2005-01-22 2005-01-22 2005-01-22

Delete Account Total: 1 accountds) found,
Syne Account

Disk Manager O K ! IResat  (Cancel

S N ] T T T g e T

A

Figure 1.11. List of Disabled Account by Admin
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1.3.1.10 Disable Account Menu. This page hés menus for
disable accounts: disable expired accounts, disable not
accessed accounts, and disable accounts by admin. See

Figure 1.12.

/EWehSAT Mlcrusoltlnternet&cplarer 7 il ] A ] R ‘ - oL . T " ’ i i B :‘_:-ﬁ]&,

File Edi View Favarltes Taols Help

@BackvuvD@x/a

E H Address I.i_&j http Hwebsat cscicsus

Y - (e T—"

CnmputerSaence at. CS 'US@

_ - Hame: Juyung Jeong
R Sysiem Home
Find Account Disable Account Menu
Create Account
Enable Account
Disable Account
Delete Account
Sync Account
Disk Manager
Logout

« Disable Expired sccounts (Students, Generic)
« Disable Mot Accessed Accounts
» Disable Accounts by Admin

_ R
[0 T[4 Internet P

_

Figure 1.12. Disable Account Menu Page
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1.3.1.11 Disable Expired Account. This page shows a

list of student and generic group accounts (see Figure
1.13). All student and generic group accounts are expired
after the current quarter ended. The user can select

accounts from the list to disable them.

/3 WebSAT - Microsoft Internet Explorer o o elErR
JFﬂ\: "Edt View Favortes Tools Help . , gy

:J @ Back ~ @ - E @ 6\ l > H Address I%J htt;;:-!)‘l;w.absat.csd.:;ush.ed ;VSDBUId;sable_exp_list.pl‘;;; = _V_] GD

@epartment of . - . )
CongputerSa’encz. at CS’US@
) _ Harne: Juyong Jeong
Syslem Home
Find Account
Create Account
Enable Account . 0 ' . w— .
Disable Account _ Logint lami Giroupn Drgated _Lastlag '?‘?a","*“'
Delete Account [ cer1260 generic csCiEal generic | 2005-01-22 20035-01-22
Syne Account - cfodugs
Disk Manager
Logout

Candidate Accounts To Be Disabled (Student & Generic Group)

I~ rheck all

Chris Foduge shudent | Z005-01-22 2005-01-22

Total: 2 account(e) found.

e K_ | Reset  Cancel

il

B ) T 5 N Ul S Q- e

Figure 1.13. Disable Expired Account
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1.3.1.12 Disable Not Accessed Account. This page shows

a list of accounts which has not been accessed over one

year (see Figure 1.14).

B WehSAT -Microsoft Internet Explarer

T T B

] Fle Edit View Favorites Tooks  Help : ) - : 7 I ay

il Backlv :@v B @ f;jl »H 1

Address liﬁ http:{fwebsat.csd.csusb.edu:8080/disable_nonacc_list.php

Department of -+ - -,
ComlmterSciznr;e cltt cS 'US@

iams=: Juyong Jeong
System Home ) .
Find Account Candidate Accounts To Be Disabled (Not Accessed)
Create Account = e
Enable Account Chack al
Disable Account Disable 0g ame aup Creatéd ast Lag Disabled
Delete Account I kwon Har Kywan etaff 2002-01-22 2003-01-01
Syne Account r test | Time Test grad | 2030101 | 2003-01-01
Disk Manager Totad: 2 account(s) found.
| 0K} |Reset ‘Cancel
:
!
&l T T T T e T TR wemer -

Figure 1.14. Disable Not Accessed Account
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1.3.1.13 Disable Account by Admin. This page shows an

information input form that the user has to £ill out to
find accounts which may be disabled (see Figure 1.15). The
user can fill out logins, student ID, last names, first

names, created date, disabled date, or last log-in date

field in order to search for account information.

L ( ):U Address IE] http:ffwebsat.csci.csusb.edu:8080disable_form.php

@epamnent of L .
ComputerSa'ence at CSUSB
Mamz: Juyong Jeong
System Home
Find Account Account Finding Form for Account Disabling
Create Account — 5 v . . .
Eriter infarmation of account which. you want to disable.
Enable Account A R . N )
Disable Account
Delete Account roup: All Groups ~
Sync Account
Disk Manager Logins: I
Logout
10nz or move Distinguehizd by whitespace )
-or -
Shurtent ID: - - (Tar ons uzer
-or-
Lazt Mames. I
100 o more Distinguched by sehitespace ©
~oF -
First Narmes: I
'One or more Diztinguizhed by whitespace )
-or -
Created behween: I ll [_Zl l j %ndl ~] [_E] [_EI
—or-
Daabled between: , ﬂ - | L] arvd l _‘LI S I j
-or -
Last Loggad n
borsroan, N Y O 1 B I B
-or-
Al tonuns: -
o« _ﬁosul cancel _
A — -
|&] Done T T T [ wtemet i 4

FigureAl.l5. Disable Account by Admin
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1.3.1.14 Candidate Accounts to Be Disabled. This page

shows a list of accounts which correspond to the
information the user provided (see Figure 1.16). The user
can select accounts from the list to disable them. Those

selected accounts will be marked as disabled by admin.

FWebSAT - Microsoft Interneb Explorer

|| Fle Edt view ?avon‘tr:s, ]’ool.;, Help ’ T - l | I'J'jl

= = T s T T = It ———rr
\ @Back . l(;?) . E]; If‘i] ‘{Dl 7>HAddn‘;ss‘l'_ﬁ_jEttqlf{v_vebsat.cscl.csusl}v.e_dEIY:I_SU-SDJ_r:lis_aI_J!e__I&sE‘_pr_\p“ _

v Cqmput‘e’rStizfncéaﬁ CSUS@

kame: Juyong Jeong
System Home
Find Account
| Create Account

Enable Account
Disable Account

Candidate Accounts To Be Disabled (by Administrator)

" Group | Created-  Lastbig  Disabled

Delete Account r kray Kelly Ray ' 7 farulty 2005-01-22 2005-01-22

Sync Account r 300360 generic csoiZed generic | 2005-01-22 | z005-01-32

Disk Manager -

Logout I (-] CECI Frigrad friencis 2005-01-22 2005-01-22

i 3 I baua e Qua (=03 2005-01-22 2005-01-22
g felang Fudd Slaug o5CH 2N05-01-22 2005-01-22
g cfonduge Chris Faodugs shudent | 2005-01-22 2005-01-22
= jjEong Juerong Jeong ar=d 2005-51-22 2005-01-22
g tetest et test grad 2003-01-01 2005-01-24

Total: 2 account(s) found.

'

DR T G

i
T | r‘b Internet 4

EBDHE

. , i

Figure 1.16. Candidate Accounts to Be Disabled
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1.3.1.15 Delete Account Menu. This page has menus for
deléte accounts: delete student group accounts, delete

generic group accounts, and delete. general accounts. See

Figure - 1.17.

@epartment of
ComputerScknce at CS'US(B

Marmz: Juyong jeong
Systern Home

Find Account
. Create Account : ol tBSh;( ¢ Croup & "
- . . R o Dele Ldent, Group Accoun i
Er.mble Account o Delete Generic Group Accounts '
DlsableAAccount o Delete General,Accounts

Deleta Account
Syne Account
Disk Manager

Delete Account Menu

. . e e I I
B T T T T T T T e

Figure 1.17. Delete Account Menu Page-
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1.3.1.16 Delete Student Group Accounts. This page

shows a list of student group accounts (see Figure 1.18).
All student group accounts are expired after the current
quarter ended and needed to be deleted to save network

resources.

“—FdeEdﬂ: .Viel;\' Favorites

. fools i ﬁe-Ip '

E‘i'_]‘ 6@‘ »"j.ﬂddr,ess‘[@ http:/fwebsat.cach.csusb,edu:8088fdsl_std_list.php

Deparsment of - . o
Computer Seignce at CSUSB

fame: Juyong Jeong

B Find Account Candidate Accounts To Be Deleted (Student Group)

Bl Create Account
Enable Account
Disable Account

| Delt i Gioup. | Created ) . Lastiog  Disabled, .
Delete Account r cfoduge Chris Foduge student | 2005-01-22 2005-01-22

Sync Account | e Johnson Cme student | 2005-02-02 | 2005-02-09

Sl Disk Manager
N —Logout . I~ gzsylose Green Sylose student | 2005-02-02 2005-32-09
3 3 - sniken Daresd Miken shadert 2005-02-09 . 2005-02-09
I rrezpel! tlatali Mezpell shudent 2008-02-09 2005-12-09
r fiean Falga Vang student | 2008-02-02 | 2005-02-02

Tatal: 6 account(s) found.

{0 K -Resel iCanceli

|

Bloos . T - ) T I A I S T Y S

Figure 1.18. Delete Student Group Accounts
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1.3.1.17 Delete Generic Group Accounts. This page

shows a list of generic group accounts (see Figure 1.19).
All generic group accounts are expired after the current
quarter ended and needed to be deleted to save network

resources.

aWebSKT-Micisdlllnt_e,t'Exprer ’ i ; o (L D__>$J
'J ﬁle ‘Edjt“ View ‘Fayo;it-es iouls help . ) l ;'3/7 !
T T PO e T T TS e X - o 2 = a = <
| @o - ) - [ [F] (] || attes [Elmpivaten coacu sasstmisc gentaaip el

'@epartmez’xtgf )

Computer Science st CSUSB . .~ -
iamsa: Juyong Jeong
System Home
Find Account Candidate Accounts To Be Deleted (Generic Group)
Create Account

Enable Account I Chickal _ _— _
Disable Account gin | aup Created Last Logi Disabled
3 Delete Account I C5Ti360 QEnenc csa30 qaneric | 2005-01-22 2005-01-22
Sync Account r cc202 | CSCI20R Gereric generic | 2005-02-02 | 2005-02-09
Disk Manager
r 501303 CECIE03 Generic generw | 2005-02-09 2005-02-09
i~ 301101 CECI10] Generic- generic | 2005-02-03 2005-02-03

Tatal: 4 swecmuntds) fourd,

O K Reset ICancel

R ,H LA
T pmend ™7

Figure 1.19. Delete Generic Group Accounts
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1.3.1.18 Account Deletion Form. This page shows an

information input form that the user has to fill out to
find accounts which may be deleted (see Figure 1.20). The
user can fill out logins, student ID, last names, first

names, created date, disabled date, or last log-in date

field in order to search for account information.

Viery  Favorites.  Teol Help

@Back v@ - {éi ‘@

» | J Address IC‘:? hittp: ffiwebsat.esci.c:

Depgitment of .
CdmputerSa‘eiue at CSUSB

Kl -

A System Home

B Find Account
Create Account

[ Enable Account
Disable Account
Delate Account Group: All Groups ~
Sync Accaunt
Disk Manager

'n'fat;t;gunt which you want ta delete, ™

Loginis: |
(One or more Dictinguizhad by whitespace )
-or-
Shudent ID:
e - - Cinr orve user)
-or -

Last Marmes: I

{Ore or inore Distinmuish=d by whitespace )

-ar-

Flrst Mames: I

(One or more Distinguizhed by whitespace )

-or -
Created betesen: | j I_El I :J and l _'J ': l j
“or-
Dizabled betwsen: | LI [_3; ' j and [ LI -], { L]
-ar-
a5t Loggerd
. AT sl AT
-or-
il logins: i
© K. Resel éﬂncéi. -
: - — =
] Dons ) T T e

Figure 1.20. Account Deletion Form
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1.3.1.19 Candidate Accounts to Be Deleted. This page
shows a list of accounts which correspond to the
information the user provided (see Figure 1.21). The user
can seiect accounts from the list to delete them. Selected
account information will be deleted from the system and

database.

' Edlt

&3
:J 3 Back A4 l@

Vlew

System Home
Find Account
Create Account
Enable Account
Disable Account |
Delete Account
Sync Account
il Disk Manager
Logout

faculty | 20039-0%-22 | 2005-0L

Felly Ray

cecizsd generic cec1360 garere, | 2005-01-22 | 2005-01-22

£3Ci CSCI Frignd friends | 2005-01-22 2005-01-22

=
=
-
r boua Ben Qux ceys 2003-01-22 2005-01-22 !
I~ falaug Fudd Slaug ' e 2003-01-22 2005-01-22°
I cfaduge Chwis Foduge ‘student | 2005-01-22 2005-01-22
I 12y Juyong Jeong qrad 2005-01-22 20035-01-22
f‘ tetzst test test grad 2003-01-01 2005-01-24
I Jdos Johnsan Doe student | 2005-02-09 2005-72-0%
Ind gsyloze Green Syloze student | 200%-02-09 2005-02-09
~ driloen Diavid Mikoen student | 2095-02-09 | 2005-02-09
r nneapell Matali Mezpell student | 2003-02-09 2005-02-09
r fiyang Falyz Yang shudent | 2003-02-02
r 50202 C2CI202 Gereric geners | 2005-02-08 2005-02-02
- C2CI203 Generi: gerers: | 2005-02-02 2005-02-09
r CECIDL Gereric generic | 2003-02-03
-
O K Resat  Cancel
|

;g‘_] Done

B I 0 B Y

Figure 1.21. Candidate Accounts to Be Deleted
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1.3.1.20 Synchronize System and Database Menu. This

page has menus for system and database synchronization:
check login information, check user group information, and

update last login information. See Figure 1.22.

aebSAT rvr—— Initernet Explorer

| Fie Edt Viest i Favorites: Tu;ols Help ’

, @ Et:] E’,;I!C;j | » EJ Avéinir:ess I

é_j httpiffwebsat csei.csusb.gdu:8080fsync_menu.php

‘®i.fpartment of
ComputerScﬂznce at CS"L)S(B

Hame: Juygng Jeong

System Home
Find Account
Create Account
Enable Account
Disable Account
Delete Account
Sync Account
Disk Manager
Logout

Synchronize System and Database Menu

s Check Login Information
e Check User Group Information
* Update Last Login Information

B

TS T A T 2 o D

Figure 1.22. Synchronize System and Database Menu Page
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1.3.1.21 Check Login Information. This page checks the
login information in the system and in the database. Figure
1.23 shows the result displayed when the login information
is synchronized, and Figure 1.24 shows the results

displayed when the login information is not synchronized.

avthﬂT-PntrqsoltlntgrlieB«'plhrer B . ] o o o [ 3]
q File  Edit ' View Favorites Tools. Help ’ R ' I 1]1',’
‘ Address IE:] http:/fwebsat.csci.csush.edu:8080/svnc_login_check.php __'J @ Go

e RCIENAN

ZI‘
Computer Science at CSTVSB

Marez: Juyany Jeong

System Home Login Information Check Result
3 Find Account '

Create Account
Enable Account
Disable Account
| Delete Account
Sync Account
Disk Manager
Logout

1, Murnber of accounts chack: PASSED.
Systarn and its datzbase have the same rumber of accounts: 38.

I

Synchirorusm check: PASSED. .
all acounts in the Syster and Database matched each ot

System and Database are already synchronized?

NI

BlCame T T T e e e T e e

Figure 1.23. Check Login Information Page 1
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csusb.edu'BUSUIsync_login_check.php .

Syslem Home
Find Account
Create Account

Enable Account L
Disable Account

Deleta Account

Sync Account 5

Disk Manager
Logout

Cémputzr\s’cﬂznce at CSUSB

Login Information Check Result

Muraber of accounts check: FAILED.
Sysher has 37 accounts, while Datsbase has 36 accounts.

Synchronism check: FAILED.
Database has 1 accaunts which is not in the Systam.,
. e cacildl
System has 2 accounts which is not in the Database.
s rpm
s myaql

Mama: Juyong Jeong -

System and Databasa need to be synchronized!!

Sone-

- Icancell

B I [ X

Figure 1.24. Check Login Information Page 2
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1.3.1.22 Synchronize Login Information.

Th

is page

shows account logins which are not in the system while

these logins are in the database,

are not in the database while these logins are in the

system. The user makes a decision whether to delete these

or account logins which

accounts or insert their information in the database. See
Figure 1.25.

.aw‘ebwms . S [wip|
] Fle Bt Viow Favortes Tools kel ' 7 [
J Ba-:k - ;:.“_) v E] @ . ﬁ‘[ > IJ‘Address ]féj h_ttpij!vyel).siat:cfc.i.csus}:v.fd!:l:?UBU!sync_login_di_sp..php_?nopw?cscil_[]1J"&nodh=rpmjmysqlf o ;J'@,Go

System Home
Find Account
Create Account
| Enable Account
Disable Account
R Delete Account

| WebSAT Systeni

Sync Account
Disk Manager

Legout

Synchronize Database and Account

Not in the System......

Logn: eseil0l [ Celets fom the Database.

Cbmputer‘.iciet:w;’. at CSTUSB .

rame: Juyong Jeong

Not in the Database......

Lagin: rpm C Inzert intg the Database f awned by the Syatem,

C Deleta from the Sy

# Leave logn as iz,

Logm: mysql € Inzert min the Datshase IF owned by the Systern,

™ Dalete fram 12 System {vay be cause fatal mistake).

© Leave logiv as is.

lem (May be cause fatal mistake).

O K Cancel!

@] Dore

T s e

A

Figure 1.25.

Synchronize Login Information Page
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1.3.1.23.ChecE'Uéer Grou? Information. This page
checké the ‘user group informétipn in the‘systém and in the
database. Figure 1.26 éhows the result displayed when tﬁe
'user,groﬁpvinfbfmation is synchronized, and Figure 1.27.
‘shows the result displayed when the login information is

not synchronized.

3 j http:I;‘wabsat.csc;.csusb.edu:Bt_lsplsync_grp_chetkphp . . ) ﬂ:@‘Go‘
! 6ad n na 0 ;
$ 2 ‘ 2 o
O 4, {1 )
, MName: Juyong Jeong
System Home Group Information Check Result
Find Account
Create Account .
g 1, Murnber of accounts check: PASSED. :
Enable Account - i ) -
sllusers' group I0s and their directories in the system are correct. Lo
Disable Account - :
Delete Account ) All user group information is correct!
Sync Account ’
Disk Manager I
Logout | oK
.

: 8] one ._" L I R . s - - [—[_—[——I—T_@Inter;ét—

Figure 1.26. Check Group Information Page 1
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H;Ip )

il l!J Address (@] http:/fwebsat.csci.csusb.edu:8080)syne_grp_check.php

@_e;mrment of
ComputerSahnce at CSTSB

System Home Group Information Check Result
Find Account
Create Account
Enable Account
Disable Account

1. Murnber of Zccounts check: FAILED.
1 user has incorrect group 10,

R Delete Account User group Information needs to be synchronized!!
Sync Account
Disk Manager

“Syne.! Cancel!

Mame: Juyong Jeong

Figure 1.27. Check Group Information Page 2
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1.3.1.24 Synchronize User Group Information. This page
shows account logins whose information in the system is not
the same as the information in the database (see Figure

1.28). The user makes a decision whether to change the

group information of these accounts in the database.

K

} Addres:

5 IE_‘] hittp: {fwebsat.csci.csush.edur8080/sync_gr

o o+ Deparvientof - 1
’ ’Cogrgputer Sﬂ'zf\we:at CS

Marme: Juyong Jeong

System Home Group Information Change Form
Find Account
Creale Account
Enable Account
Disable Accaunt
Delete Account
§l Sync Account
g Disk Manager oK . |cancet:
Logout - T

Swnchronize Database information to System.

“Ghange " =  Login -, . Y Ehangd Group:

Jahrson Doe sci --> student

, hd|

{g’] Dong

T e

.Figure 1.28. Synchronize User Group Information Page
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1.3.1.25 Update Last Login Information. This page gets
the last login information from the system and updates last
login information in the database. Figure 1.29 displays the

result.

| Fe Ear

Vigw Favorites fpo[s Halp T

CROIERAKIL

Department of
ComputerScieﬁce qt.CS’US@ .

_ ] bame: Juyang Jeong
Systern Home Last Login Update Result
Find Account

Create Account Updating laculty accounts...DONE

E?able Account Updating staff accounts...DONE.

Disable Account Updating grad accounts...DONE.

g Delete Account Updating csci accounts...DONE.

i i Sync Account Updating csys accounts...DONE.
Disk Manager Updating student accounts...DONE.

2 Logout Updating friends accounts...DONE.

— Updating generic accounts...DONE.

Eooe " N - T e

A

Figure 1.29. Update Last Login Information Page
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1.3.1.26 Disk Manager. This page displays the total

disk space of file system and draws a pie graph to indicate

how much disk space is used (see Figure 1.30). This page,

also, displays a

the limit.

disable them.

awaisq - MicFasoft InternebExplorer

| Fle “Edt View Favaites  Todls Help

list of accounts whose file sizes are over

The user can select accounts from the list to

»

|

System Home
Find Account
Create Account
Enable Account
Disable Account
Delete Account
Sync Account
Disk Manager
Logout

Computer Science at CSUSB

Harme: Juyang Jeong

Disk Space Check

FarLilty | e ——————— 2,95

staff Eeew 6,41

friercl: ; s 522k

qracl | Ea— =71

. CSCi R— 213

Disk: boot Shrer; A —— 2,06
Total space: 95M 1 1 1 I !

o 1n 1G 5G 206G 50G

Usedd space: 8.3M
Avalablz space: 8BS
Percentage: 10%

Over-Disk Quiota Limit Account List

wer than, |100% > ',3"5.'

™ Check all
- Disible Login

r falaug st 55 130%

r kray Kelly Ray facuilty Artie 1351 135%

I o301 CSCEFrierd friends Artive ratl 154%%

r jjaong gy Jeong qrad Artive 12284 2453%4

I cfodug= Chris Fodugs shudent Active 135 1+ 270%
Total: S acrount(s) found. -

. (i K (_I:g;mcglk

. R
(mne N - T T T T T T T T T T ‘—‘—4{— - B “—'1‘7;‘7 !'—_ r"‘ Q Internet T ;

Figure 1.30.

Disk Manager Page
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1.3.2 Functional Requirements

This section provides a summary of the major functions
that WebSAT performs.

1.3.2.1 validity Checks on Login Information Input

Form. When a user wants WebSAT to display accounts, he/she
inputs the information of accounts: logins, student ID,
last names, first names, creation date, disabled date, and
last login date. When the user provides one or more
accounts information, WebSAT makes a query with the
provided information and displays all the accounts which
correspond to at least one provided information. The user
can select a group or all groups. If the user selects a
group when he/she inputs account information, WebSAT
displays all corresponding information among the group. The
user can give many values in logins, last names, and first
names fields. Values in these fields are delimited by white
space. Student ID consistslof three numeric parts. If the
user does not provide values in all fields, WebSAT ignores
student ID when it makes a query. The following shows how
the provided account information is used in the where

clause of a SQL statement (see Figure 1.31).
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Where Clause = user group is $group and
(login in ($logins) or
student id is $student id or
last name in ($last names) or
first name in ($first names) or
create date between ($datel and $date2) or
disabled date between (Sdatel and $date2) or
last login date between ($datel and $date2) or
all logins)

Figure 1.31. Where Clause in Standard Query Language
Statement

1.3.2.2 Validity Checks on Create Account Form. When

the user creates a single student account, he/she must
provide four kinds of information of the account user:
group, student ID, last name, and first name. Login is
optional. If the user provides loéin, the account user gets
that login. Otherwise, the WebSAT creates one login for
that account user. When the user creates a non-student
account, he/she must provide five kinds information of the
account user: group, last name, first name, login, and
password. When the user creates multiple student accounts,
he/she needs the class roster from SIS+. The format of

class roster is shown in Table 1.5.
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Table 1.5. The Format of Class Roster

Column Value Example Description

Last name comes
first and then
first name. Last
name and first name
are separated by
comma .

Last name
7 - 29 and first Jeong, Juyong
name

Format of student
id is three

30 - 40 | Student id | 123-12-1234 numbers, dash, two
numbers, dash, and
four numbers.

Major is four
52 - 55 |Major CSCI characters in
length.

1.3.2.3 Confirmation Check. When the user deletes

accounts, WebSAT confirms the deletion. It displays a
warning message box to confirm the action with the user. If
the user clicks O0.K. on the box, WebSAT deletes these
accounts. Otherwise, it does not delete accounts.

1.3.2.4 Account Creation Function. When the user

creates an account, WebSAT follows the procedure shown in

Figure 1.32.
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START

SID ‘
EXIST

O

LOGIN N
PROVIDED
CREATE <
LOGIN
N .
LOGIN N

AVATILABLE

ADD TO DB

¢ | PRINT

: MESSAGE
ACCOUNT

'

CREATION
SUCCEDEE

DELETE
Y : FROM DB

END

Figure 1.32. Flow Chart for Account Creation
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1.3.2.5 Enable Account Function. The user enables only

disabled accounts. Therefore, when the user executes this
function, WebSAT shows a list of all disabled accounts

first. Then, the user selects accounts from the 1list to

disable.
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CHAPTER TWO

DESIGN

2.1 Architecture Design

2.1.1 System Design

WebSAT system mainly consists of four components:
WebSAT server, Database, NIS, and NFS. The core part of
this system is WebSAT server. WebSAT provides its services
over the Internet, so Apache Web server is used to provide
its services. To implement WebSAT services, a server side
embedded scripting language is needed. Among many server
side scripting languages, PHP was selected for this project
because of its powerful functions and fast loading time of
a browser. WebSAT uses a database to manage account
information. Because PHP and MySQL are a perfect
combination to implement Web-based database applications,
MySQL is selected as a WebSAT database server. The
traditional netwofk account system uses NIS to save network
accounts information and NFS to save user files. However,
the mechanism of a traditional network account system is
not designed to support enough information to distinguish
~one of its accounts from other accounts in the system. By

building database, WebSAT solves that problem, and that is
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the primary purpose of imélemeﬁting this project. WebSAT
system is put together by adding WebSAT server and its
database of thé traditional network account system.

A client of WebSAT is connected to WebSAT server by
TCP/IP protocol. When a WebSAT user creates a network
account, WebSAT saves the account user information into its
database and updates NIS information, and then it creates
the home directory for the user on NFS. When a user logins
in his/her account from a workstation, the workstation
compares the provided login information with NIS server. If
the information is correct, the workstation finds his/her
home directory from NFS server, and finally he/she logins
in his/her account. While WebSAT server updates the primary
NIS information, the secondary NIS synchronizes its
information with the information of the primary NIS. A
WebSAT user gets student information from sis+ server.

Figure 2.1 shows the architecture in class diagram of
WebSAT. Class diagrams show the attributes and operations
of a class and the constraints that apply to the way
objects'are connected. The WebSAT system has nine classes,

and each class is connected to Home.
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Find Account Synchronize Account Enable Account

print_input_form() access _date() print list header{)

Support
Support Support

S

Create Account Home
Disable Account

sid_check() print menu()
login_check () is logged in() check_all()
add database () Support print menu() Support
create account() ' Y
change name () [

I

|

!

|

|

|

Support Support |

[

I

|

|

|

|

I
Delete Account Disk Manager
to condition () erase white space()

Figure 2.1. Architecture in Class Diagram of WebSAT
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2.1.2 Security Design

The main issue in WebSAT project is segurity because
it deals with network account information. Once an outsider
obtains network account information or account user
information for illegal purposes, the outsider could use
this information for breaking the network system or selling
user information to a third party. To protect account and
user information, WebSAT is shielded with several security
layers. WebSAT hides itself from the world. First, WebSAT
server allows access from a limited number of authenticated
clients. All accesses from other clients except those
authorized clients are denied. Second, three firewalls hide
WebSAT. First firewall hides the whole campus networks from
outside. Second firewall is the Department of Computer
Science which hide computer science network. And the third
firewall hides WebSAT itself from the outside world. WebSAT
uses SSL (Secure Sockets Layer) on TCP/IP. Each transaction
between server and client is encrypted, so even if somebody
hijacks transactions, the transactions are very hard to be
decrypted. WebSAT encrypts critical user information when
it saves information in the database. That information can
not be decrypted, so even if somebody gets that informatioﬁ,

it 1is useless for him/her. When a hacker plans to break a
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computer network, he/she does port scans to find access
methods to break into the machine. When somebody scans
ports on the WebSAT machine, WebSAT detects this action and
reports it to the systems administrator so that the systems
administrator takes an adequate action against it. WebSAT
functions are controlled by session. If a user does not
have any activities for a certain amount of time, the
current session is terminated automatically. The user must
establish a new session to access WebSAT server again. Each
WebSAT page performs session check to prevent abnormal
access to the page. If somebody aécesses one of WebSAT page
without establishing a session, WebSAT rejects the access.
WebSAT has a dense security layer which protects itself
from the world. Figure 2.2 is the class diagram of PSAS.

Figure 2.3 shows the security design of WebSAT.

Monitor Servers Alert Admin

read log{() . | send page()
compare log{)

Figure 2.2. Class Diagram of Port Scan Alert System
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2.1.3 Database Design

Based on the database needs of WebSAT, Extended
Entity-Relationship Diagram is used to show all objects.
Then, this EER Diagram is converted to a relational
database schema. A‘relational database schema presents all
objects in EER Diagram as a series of related tables.
WebSAT database has been normalized for performance and
logical error reduction.

2.1.3.1 Extended Entity-Relationship Diagram. WebSAT

has six entities: ACCOUNT, STATUS, GROUPS, STUDENT, NON-
STUDENT, and ADMIN. The EER diagram shows all entities and
their attributes. Also, it shows constraints and the

relationships between entities.
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Figure 2.4. Extended Entity-Relationship Diagram



2.1.3.2 Relational Database Tables. Relational

database schema of WebSAT consists of four relation
schemas: ACCOUNT, STATUS, GROUPS, and ADMIN. The
characteristics of each schema are described on Table 2.1 -
2.4. Account table is used to save account information.
User name, student‘ID number, login name, group ID, account
statué, createa date, last logged in date, and disabled
date are saved in this table. Groups table has group type
which is one of non-student, student, generic, or system.
Also, group ID, group name, directory location, disk quota,
and default SID are saved in groués table. Status table has
information about account status. Account status is known
by referring to this status table. Admin table consists of
user name, login name, password, and accessllevel. In these
tables student ID in account tablé and password in admin

table are encrypted.
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Table 2.1. Account Table

FIELD NAME DATA TYPE DESCRIPTION
f acco own
I, NAME VARCHAR (20) Last name o unt owner
— Not null
F NAME VARCHAR (20) First name of account owner
— Not null
‘ Student id of account owner
SID CHAR (16) Not null
This value is encrypted
Login name
LOGIN VARCHAR (10) Primary key
Not null
User group id
GRP INTEGER Foreign Key: NO of GROUPS
Table
Status of account activation
STATUS INTEGER Foreign Key: NO of STATUS
Table
C_DATE DATE Date when account is created
I DATE DATE Date when account is last
— accessed
D DATE DATE Date when account is disabled

by the systems administrator
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Table 2.2.

Groups Table

FIELD NAME

DATA TYPE

DESCRIPTION

TYPE

INTEGER

Account group type
Not null

1: non-student type
staff, and friends group)

2: student type (student,
csci, and grad group)

3: generic type (generic
group)

4: system type (system group)

(faculty,

GID

INTEGER

Group ID number
Primary key
Not null
100: faculty
300: staff
400: generic
500: student
550: csys
600: csci
700: friends
800: grad

NAME

VARCHAR (20)

Group name

Default student id for non-

DEFAULT SID CHAR(11) student, generic, and system
type

MAJOR VARCHAR(20) Abbreviation for major

LOCATION VARCHAR (50) Directory path for groups

DSK_QT INTEGER Allowed Disk Space in

megabyte
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Table 2.3.

Status Table

FIELD NAME

DATA TYPE

DESCRIPTION

NO

INTEGER

Primary key

Not null

0: disabled account

1: active account

2: disabled by administrator

DSCRPT

VARCHAR (40)

Description of the status of
account

Not null

Disabled account (0)

Active account (1)

Disable by administrator (2)

Table 2.4. Admin Table

FIELD NAME DATA TYPE DESCRIPTION
LNAME VARCHAR (20) Last name of administrator
FNAME VARCHAR (20) First' name of administrator
Login of administrator
LOGIN CHAR (16) Primary key
Value is encrypted
BT CHAR (16) Passwo;d of administrator
Value 1is encrypted
Access rights to the WebSAT
LEVEL INTEGER This is for later purpose

O: full access
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Table ACCOUNT

LOGIN | L NAME | F NAME | SID GRP | STATUS | C_DATE | L_DATE | D DATE

Table GROUPS

GID TYPE NAME | DEFAULT_SID | MAJOR | LOCATION | DSK QT

Table STATUS

DSCRPT NO

Table ADMIN

LOGIN LNAME FNAME PW LEVEL

Figure 2.5. Relational Détabase Schema

Figure 2.5 shows relational database schema. ADMIN table
which has LOGIN field as its primary key has no connection
to other tables. However, ACCOUNT table, GROUPS table, and
STATUS table are connected to each other. GRP in ACCOUNT
table is-used as reference to GROUPS table, and STATUS in

ACCOUNT table is used as reference to STATUS table.
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2.2 Detailed Design

This section describes the detailed design showing the

pseudo-code of all classes shown in Figures 2.1 and 2.2.

2.2.1 Home Class

Home class displays WebSAT menus and check whether the

user is registered or not. Also, this class connects WebSAT

to its database.

Class name: home
Purpose: to display menus
Begin class

Function dbconn: no return
/* connect physical database */
Begin
Activate driver
Establish connection to the database
End

Function print menu: no return
/* print menus */
Begin
Print WebSAT menus
End

Function is_logged in: return int
/* verify user identification */
Begin
Execute SQL statement -
If user is registered
Return 1
Else
Return 0
End If
End

End class

Figure 2.6. Home Class
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2.2.2 Find Account Class

Find account class extends home class. This class has
print input form function which prints the account

information input form.

Class name: find account extends home
Purpose: to find and display account information
Begin class

Function dbconn: no return
Begin

dbconn () ;
End

Function print menu: no return
Begin

print menuf() ;
End
Function is_logged in: return int
Begin

is logged in{();
End

Function print input form: no return
/* print input form */
Begin

Print account information input form
End

End class

Figure 2.7. Find Account Class
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2.2.3 Create Accdunt Class

Create account class extends home class. This class
has sid_check, login check, add database, create account,
and change name functions. sid check function check whether
a SID exists in the database. login check verifies whether
a login is in the database. add database function inserts a
user information into the database. create account function
creates an account in the system. Change name function gets

rid of all special characters from a user name.

Class name: create_account extends home
Purpose: to create network accounts
Begin class

Function dbconn: no return
Begin

dbconn () ;
End

Function print menu: no return
Begin

print menu() ;
End

Function is logged in: return int
Begin

is_logged in{();
End

Function print input form: no return
Begin
Print account information input form

Figure 2.8. Create Account Class
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End

Function sid check: return int

/* prevent a SID conflict */

Begin
Check i1f there is the same SID in the database
Return the result

End

Function login check: return int

/* prevent a login conflict */

Begin
Make a login for a new account
Check 1f there is the same login in the database
Return the result

End

Function add database: return int

/* update database */

Begin
Insert account user information into the database
Check if the information inserted successfully
Return the result

End

Function create_ account: return int

/* create account */

Begin
Create an account in the system
Check if the account created successfully
Return the result

End

Function change name: return string

/* get ready to be used as a login */

Begin
Remove all special characters from the input string
Return a new string

End

End c¢lass

Figure 2.8. Create Account Class (Continued)
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2.2.4 Enable Account Class

Enable account class extends home class. This class
has print list header function which print the header of a

result table.

Class name: enable account extends home
Purpose: to enable an account
Begin class

Function dbconn: no return
Begin

dbconn () ;
End

Function print menu: no return
Begin

print menu() ;
End

Function is logged in: return int
Begin

is logged in{();
End

Function print_ list header: no return
/* print table header */
Begin
Print the header of account list table
End

End Class

Figure 2.9. Enable Account Class
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2.2.5 Disable Account Class

Disable account class extends home class. This cléss
has check all function which gives a user an easy way to

select all account information.

Class name: disable account extends home
Purpose: to disable accounts ’
Begin class

Function dbconn: no return
Begin

dbconn () ;
End

Function print menu: no return
Begin

print menu() ;
End

Function is logged in: return int
Begin

is logged in{();
End

Function check all: no return
/* Give a user an easy way to select all buttons */
Begin
Check if check all button is clicked
If clicked
Check all login buttons
Elseif ‘
Uncheck all login buttons
Endif
End

End Class

Figure 2.10. Disable Account Class
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2.2.6 Delete Account Class

Delete account class extends home class. This class
has to condition function. to_condition function converts

input string to where clause of SQL statement.

Class name: delete_account extends home
Purpose: to delete an account
Begin class

Function dbconn: no return
Begin

dbconn () ;
End

Function print_menu: no return
Begin

print menu();
End

Function is logged in: return int
Begin '

is logged in{);
End

Function to condition: return string
/* make a where clause of SQL with string input */
Begin
Split input with white space delimiter
Make where clause with each wvalue
Return where clause
End

End Class

Figure 2.11. Delete Account Class
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2.2.7 Synchronize Account Class

Synchronize account class extends home class. This
class has access_date function. This function gets last
access information from the system, converts the

information to date type string, and returns the string.

Class name: sync_account extends home

Purpose: to syncronize the information in the system and in
the database

Begin class

Function dbconn: no return
Begin

dbconn () ;
End

Function print menu: no return
"Begin

print menu();
End .

Function is_logged_in: return int

Begin .
is_logged_in{);

“End :

Function access_date: return string
/* make a date type string with a Linux output */
Begin ' . :
" Check if login date is before six months from now
If yes . ’
year = current year - 1
Else : '
" .year = current year
Endif . o
Return ‘year-current month-current date’
End

End Class

Figure 2.12. Synchronize Account Class
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2.2.8 Disk Manager Class

Disk manager class extends home class. This class has
erase white space function which removes all white space in

the input string, and returns the result.

Class name: disk manager extends home
Purpose: to manage disk spaces
Begin class

Function dbconn: no return
Begin

dbconn () ;
End

Function print menu: no return
Begin

print menu();
End

Function is logged in: return int
Begin

is_logged _in();
End

Function erase white space: return array

/* remove white space in a string */

Begin
Split a string with white space delimiter
Get rid of empty strings
Return strings

End

End Class

Figure 2.13. Disk Manager Class
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2.2.9 Alert Admin Class

Alert admin class extends home class. This class has
send page function. This function sends a summary of new

log to the systems administrator.

Class name: alert admin extends home
Purpose: to alert the system administrator the security
attack

Function dbconn: no return
Begin

dbconn () ;
End

Function print menu: no return .
Begin

print menu();
End

Function is logged in: return int
Begin

is_logged _in{();
End

Function send page: return string
/* send a page to the systems administrator */
Begin
Send a page to the system administrator
End

End Class

Figure 2.14. Alert Admin Class
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CHAPTER THREE

SOFTWARE QUALITY ASSURANCE

3.1 Introduction
This chapter documents software validation testing
processes for WebSAT. The purpose of software validation
test is to guaranty the quality of software and its
functionalities. Two testing processes are used to assure

WebSAT software quality: unit test and system test.

3.2 Unit Testing
Unit testing greatly improved the quality of WebSAT.
It also accelerated the development of this project, since
unit testing allowed individual modules to be tested before
the entire program was completed. Table 3.1 shows the

result of unit testing for WebSAT.

Table 3.1. Unit Testing Results

Page Unit Tests Performed Result

Login Login e Test if only authenticated | Pass
users access WebSAT

Buttons/Links e Ensure all buttons and Pass
links work as expected
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Table 3.1.

Unit Testing Results (continued)

Page

Unit

Tests Performed

Result

Find
Account

Account
Information
Input Form

Verify all groups are in
the select input form
Verify all input fields
work as specified in
Functional Requirements
Section

Pass

Account list

Check all column names and
displayed information are
corresponding

Verify all information is
sorted by column

Pass

Buttons$/Links

Ensure all buttons and
links work as expected

Pass

Create
Account

Menu

¥
Ensure all menus are '
displayed and linked to
proper pages

Pass

Student Account
Creation Form

Verify all student type
groups are in the select
input form

Verify student id input
fields validate proper data
types * . .

Verify give a login field
works correct -

Verify input field for

- multiple -account creation

works correct

Pass

Buttons/Links

Ensure all buttons and
links work as expected

Pass

Enable
Account

| Menu

Ensure all menus are
displayed and linked to
proper pages.

Pass

List of Disabled
Accounts

Verify the list show all

. disabled accounts

Verify all check boxes are-
associated with correspond
account information

Verify all information i
sorted by column :

Pass
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" Table 3.1. Unit Testing Results (continued)

‘Page

Unit

Tests Performed

Result

Enable
Account

Buttpns/Links

Ensure all buttons and

links work as expected

Pass .

Disable
Account

Account Information
Input Form

Verify all groups are
in the select input
form

Verify all input fields
work as specified in
Functional Requirements
Section

Pass

List of Disabled
Accounts

Verify check all
function works

Verify all check boxes
are associated with
corresponding account
information

Verify all information
is sorted by column -

Pass

Buttons/Links

Ensure all buttons and"

links work as expected

Pass

Delete
Account

Account Information
Input Form

Verify all groups are
in the select input
form

Verify all input fields
work, as specified in
Functional Requirements
Section

Pass

List of Disabled

Accounts :

Verify check all
function works

Verify all check boxes
are associated with
correspond account
information

Verify all information
is sorted by column

Pass

Buttons/Links

Ensure all buttons and
links work as expected

Pass

75




Table 3[1..Unit<Testing Results (continued)

Page

Unit

Tests Performed

Result

Synchronize
Account

Menu

Ensure all menus are
displayed.and linked to
proper pages

Pass

Synchronize
Login
Information

Verify the result of
synchronization check
returns correct
information

Verify WebSAT provides
proper options on each
login according to the
result of synchronization
check. ’

Pass

Group
Information
Check

Verify the result of group
information check returns
correct information

Verify WebSAT provides
proper group for logins
which have wrong group
information

vVerify all check boxes are
associated with correspond
account information

Pass

Last Login
Information

Update

Check WebSAT performs this’

function for all groups in
the system

Pass

Buttons/Links

Ensure all buttons and-
links work as expected

Pass

Disk
Manager

Visual Aids

Check pie graph and bar
graphs indicate correct
values ’

Pass:

Account List

- Check all column names and
‘displayed information are

corresponding
Verify check all functions
work |

© Verify all check boxes are

associlated with
corresponding account
information

Pass
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Table 3.1. Unit Testing Results (continued)

Verify account information
is displayed by given
percentage

Page Unit Tests Performed Result
Disk Account List Verify all information is | Pass
Manager sorted by column

3.3 System Testing

System testing involves examination of the whole

WebSAT system. All the software components,

all the

hardware components and any interfaces are tested in this

process. Table 3.2 shows the result of system testing for

WebSAT.

Table 3.2.

System Testing Results

real data

System Testing Result

¢ Install MySQL and start mysqgld Pass
¢ Install apache secure web server and start httpd Pass
¢ TInstall WebSAT program on secure web server Pass
e Verify connections from unauthorized clients are

~not established Pass
e Verify Port Scan Alert System works Pass
e Verify all functions of WebSAT work with various Pass
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3.4 Scenarios
This section shows sample runs of WebSAT showing all
the functions of WebSAT.

3.4.1 Find Account

Figure 3.1 demonstrates find account function. The
user wants to find all student group accounts which are
created after February 1, 2005 (see Figure 3.1 (1)). WebSAT
shows the information of five accounts which are created
after that day (see Figure 3.1 (2)). Also, Figure 3.1 (3)
shows the same results, but the results are ascending
ordered by Login. If the user puts invalid values in SID
fields or provides invalid dates, WebSAT ignores those
conditions and just queries with other conditions. Figure

3.1 (4) and Figure 3.1 (5) show this scenario.
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| Fle Edi

View  Favor

Todls 7 Helrpr T

,]Aqdress [éj http:/jwebsat.csci.csush.edu:8080ffind_farm,php

Syslem Home

Find Account

Create Account
Enable Account
Disable Account
Delete Account
Sync Account
Disk Manager
Logout

@epartment of
ComputerScienca at CSUS@

Account Finding Form

scount which you warit to

Hamez: Juyong Jeor

Grou:

Logins:

Student ID:

Last Mames:

First Names:

Created betwesn:

Dizabled between:

Last Lagged m
betwesn:

Al tagirs:

stu_ dent ~
|

(One or more, Ditinguishe by whitespace.)

-ar-

. ,_— - (tor one user)

- or -

(One or more. Distingushead by whitespace )

~-or-

I

(Onz or nare, Distinguished by whitespace.)

[Feb <] ﬁ—.‘;l |2005 v] g -] I__'_I, [ -
AN AT daal A AT A
[l AT el AN AT
r

0K IReset ‘Cancel

Boone T T T T

R A A

g

|7 @ ternet

|

A4

Figure 3.1.

Demonstration

(1)

of Find Account
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aVJebEAT MlcrosoftlntemetExplnrer ~§ _]
JFlle Edit Views Favorltcs Tools Hv’lp : ’ ’!;1

[Ow -

D U @ I IJRddres: é’] http h‘websat csci csucb edu SDSD!ﬁnd php

ComputerS' at CS"L)S@

Harnz: Juyong Jeong
Systern Home List of Found Accounts
Find Account
Create Account
Enable Account

Disable Account Jdne ) Jaohnsor: Dae ‘ student | 2005-02-09 [ 2005-02-09 ACtive
Delete Account gsylose Green Sylose student | 2005-02-09 2005-02-09 Active
Sync Account dniken David Niken stodent | 200S-02-09 | 2005-02-02 | Active
E(i}sgl:)manager rirapell Matali Heapell student | 2005-02-03 2005-02-08 active

fyang Faiya Yang shudent 2005-02-09 2005-02-09 ACtive

Total: 5 accaunt(s) found

e e = e e e e e e e e e aam e

18] hitp: ffwebsat. csci. csusb edus EOSGJFmd form, php o fh—.rﬁ i E_ i—A Eﬁ'i;térnet‘ T

(2)

Figure 3.1. Demonstration of Find Account (Continued)
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jﬁ\a Edt  View Favortes Tools Hél[: R S

1@ Back ~ (@ - m {E‘,] :}:h l >)"J‘Aﬂdr§ss P@jl?ttp:{fwelasit:csd:csusb.Aed.u:S_EIS—O‘jﬁnd.php?o_r@er__by_:!cgin&ids:-—&logi[l::&fname &dat}s:_Z—l-ZDDS--

ComputerScience at CSTUSB

Hame: Juyang Jeong

Syslem Home List of Found Accounts
Find Account
Create Account

Enable Account oup caLet o> 04 . Disanlec
Disable Account dniken David Nikeri student | 2005-02-09 2005-02-02 Artive
Delete Account frang Faiya Yang student | 2003-02-09 2005-02-08 Active
Sync Account gsylose Green Sylose student | 2005-02-09 20035-02-09 active
Disk Manager idoe Johwison Doe student | 2005-02-09 2005-02-09 Active
Logout -
= nneapell Matali Heapell stuchent | 2003-02-09 2003-02-09 Ative

Total: S accourdis) faurd

oK

Piemet

ERN

@Bt{p:”websah.ts-ti .Es(:sh.edu:BUﬂBE&‘phpi'orde;_EEuErT&idsw-ﬁlogin;gnér;;:—

Figure 3.1. Demonstration of Find Account (Continued)
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42§ WebSAT - Microsaft Interriet Explorer ] ] ; o ]
| Fle Edt View. Favarkes Todks Help ) . 7 | !

[©o - @ - [8) [B) ] S Sorowns Jossos i eomomneronds 4 8%

@zpartmnt of
Computer Science it CSUSB

Mame: Juyong Jeong

System Home
Find Account
Create Account

Enable Account
Disable Account
Delete Accaunt Group: All Groups ~

Sync Account
Disk Manager Logina:

Account Finding Form

. Enterinfarmation af account which you want to. find.

[csci360 ]
{0ne or more Diztinguished by whitespace.)
~or-
Shstent 10 233 -{3d .{2333 (for one uzer)
-or -~
Last Mames: ]
(Ong or mara, Eﬂiskingv.xb‘hed by whitespace.)
-or -
First Names: '
(Cne or more. D|:kingl')i$hed by whitespace )
-or-
Created beteasn: I‘Ja”__',] ;I‘ IZUDZ_I andl LI -], | :_l
-or-
Disablzd betwesn: l :J ,] ] :J sl I j - } _.,_I
-or-
Last Logged i I_j Iﬁ [—j ﬁ'
hetween: ’ :—| i} I :-I snd hd i,
-or- .
&l logins: r
TR Fewdl. Gancel
Rd
| 2]
@] Dens L !_ I_I“IET B Internat Y

(4)

Figure 3.1. Demonstration of Find Account (Continued)
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24 WebSAT - Minsnﬂ: Initernet Explorer

Fle Edt Vigw 'Favorltes Tool§ Help

: @’S_ackiv @ - E] @ ‘6.,] | )r_\ Sea(éh- sz\hffavo;ites ‘

@eparfment‘ of
ComputérSaknce‘ at CSUSB

Marme: Juyong Jeong

System Home List of Found Accounts

Find Account

Create Account

Enable Account 0g ame pup pated ast Log a Disabled

Disable Account ceTi3G0 | generic cSTISENH gensric | 2005-01-22 | 2005-02-15 | Dusabled | 2003-02-27

Delete Account Total: 1 account(s) found

Sync Account —

Disk Manager lLox:

L. . . R4
BEjoon: - T T TS 18 treerner 4
(5)

Figure 3.1. Demonstration of Find Account (Continued)
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3.4.2 Create Account

Figure 3.2 demonstrates create account function.
Figure 3.2 (1) and Figure 3.2 (2) show single account
creation. The user created an account for Eden Georgena,
and WebSAT assigned login egeorgen to Eden Georgena. Figure
3.2 (3) and Figure 3.2 (4) show multiple accounts creation.
The user inserted seven students’ information, and WebSAT
created only six accounts for the students because Mirta
Chandravadia alreaay has an account. The results show that
one login is not made with first character of first name
and last name but first two characters of first name and
last name because somebody already took the login name. If
the user forgets to enter all information on single account
creation form, WebSAT pops up a alert window and asks the
user to enter all required infoﬁmation (see Figure 3.2 (5)).
Figure 3.2 (6) and Figure 3.2 (7) show how WebSAT detects
errors when students’ information provided to multiple
account creation form does not follow rules. If WebSAT
detects one or more errors in students’ information, WebSAT
does not create accounts for all students. It just shows
error message and asks the user to check students’

information and to create accounts again.
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$5 ‘é'] http:ffwebsat.csci.csush.edui8080fcreate_std_farm.php

System Home
Find Accoint
Create Account
Enable Account
Disable Account
Delete Account
Sync Account
Disk Manager

Computer\ga'ence. at CY 'US@

Hame: Juyong Jeong

Account Creation Form for Student

Enter student information.
Group: cecl ¥

T B I
Stuctan 1D: hl_]l]__,. Lll_]_j - {0000 _ ¢ gpaust pravide SID, Last Marne, and First Name)
Last Name: 'E‘weorgena I '

First Mame: ﬁid—e_nL_A hA:] * Give a Login: l.__,J

| (}E?tél [E%El |'C_5_l?\-c>eﬂ

Copy students information from roster and paste it.

Class Hame: I

i
;
\

e e e e e

|Create} | Reset « [Cancel

"t o4 give a Login if & Jogin can't be generated automatically. i

. Y |4

(1)

Figure 3.2. Demonstration of Create Account
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http://websat.csd.csusb.edu:80S0/creat8

create_std_sin.pl

System Home
Find Account
Create Account
Enable Account
Disable Account
Delete Account
Sync Account
Disk Manager

ComputerSa'mce at CSUS@

kame: Juyang Jeong

Database Updated Successfullyt
Account Created Successfilly!

Maime:Eden Georgena Login: egeorgen Password: €sci0000

& hi;p:ﬁwgt:;}_at,_ c:;;:i.csusb.e:ju:E;US_D!tr@aQe_std_Foyrj.Dhg

| B I Y Y

_Figure 3.2. Demonsﬁratiqn of Create Account (Conﬁinued)
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http://websat.csci.csusb%2Cedu:80SO/create
http://websat.csci.csusb.edu:8080/create_std_forrn.php

System Home
Find Account

Account Creation Form for Student

@epartment of
CamputerScxbncz at CS 'US(B

kame: Juyong Jeong

Enter student information.

Disable Account A4

Delete Account Shaden ID: | -

Create Account
Enable Account
Group:

Syne Account o ___! (Must pravide SID; Last Hame, and First Mamse)

Disk Manager Last Mame: {W

First Marna: { o ¥ Giva a Login: r ' . ‘

'Create! | Reset " !Cancell

Copy students information from roster and paste it.

Class Hamne: |CSCI202-01 ] I

T hunasan, Feilchia D810 5835 “FHIR “Enralled

1T
b2 Aryeetey, Gresory 41 -57-3635 MATH  Enrelted
"% Blunt, Dhawish 832-35-4632  HUM 4 CMAS Enrolled
47 Chandravadia, Hirta  741-22-2222  BPAS  INFD Envolled
15 Jeang, Juyang 387-32-2222 N3 3 MTHN Enrolled
I 6 Escudera, Mirta Lidia 234-45-5673 HUM 4 CMAS Enroiled
! 77 Ferradino, Vincent Ant 942-52-2558 NS 4 PRHR Enrolleq
i \
= |
165@5‘: jReset | [Cancel’
*: Give a Login if & login can't be ganeratzd automatically.
i ) i i i ,_ i . . R :_]
‘@ i I - 2 H f@,lntginét- L4

Figure 3.2. Demonstration of Create Account (Cohtinued)
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Edit VKEW | Févories: ~
‘ﬁ“"' O I @ ’ﬂ’u

The Result of Network Account Creation for Dept of Computer Science

J Address I"ej

i sush edu E;USujcreatB

Class Name: CSCI202-01 o

|| Line : Account created successtully!!
‘| Name: Fellchia Amnasan Login: famnasan Password: csciXXXX

Line * Account created successfully!!
1 Name: Gregory Arveetay Login: garyeete Password: ¢sciXXXX

.| Line * Account created successfully!)
'| Name: Dhamish Blunt Login: dblunt Password: csciXXXX

Line 4 ...
Name: Mirta Chandravadia Account already exists!!

1 Line * Account credted successfully!!
Name:.Juyong Jeong Login: jujeong+++ Pagsword: caciXXXX

Line ¢ Account created successfully!]
Name: Mirta Escudero Login: mescuder Password: sciXXXX

| Line 1 Account created successiulyll ' ‘
Name: Vincent Ferradino Login: vierradi Password: csSciXXXX

I
Login name with *** symbal does NOT follovs normal pattern which is first initial of first nama + first 7 characters of last name. The other logins follow.
normal pattern,

O O A ) A O - 3.

Figure 3.2. Demonstration of Create Account ,(Continued)>
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Edi?: Vigwr F‘avbr&te )

System Home
Find Account

Mamz: Juyong Jeong

Account Creation Form for Student

Enter student information.

Create Account
Enable Account
Disable Account

B Delete Account
Sync Account
Disk Manager
Logout

Group:

Last Mama: IJohnsun

*: Input & lagin if & a5

Shuden [D: L__] e

Erstiama:|

|1 211 ((«1u:.r provide SID, Last Mare, and First Mams)

i
]
Bl
i

* Give a Lagin: ¢

T3 e person.

Copy students infor matu ) , . 4
Class Mama: [:- B i, = :_—;j ‘
o¢ i
— = |
| "
‘ \
I s
Crédtd) | Rl Canceil
‘ . . S ~ A e e s
g T : - - S 2l
i1 . . B Thrrs I‘Q Internst Ny
(5)
Demonstration of Create Account (Continued)

Figure 3.2.
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https://websat.csci.csusb.edu:8*W3/create

System Home
Find Account
Creale Account
Enable Account
Disable Account
Delete Account
Sync Account
Disk Manager
Lagout

Account Creation Form for Student

e ]Addre;s I.éj https Hwebsat cscn csusb edu B443;‘create std Form php '

Hama: Juyong Jeong

Enter student information.

Graup:

Stdento: {11 .22 |
Laat Name: rohr1snjn - o
First Name:! T v M Gie

Create} | Resel |

e * Input & lagie if

i
2alogin:._

{Canceti

121 1_) (st provide SID, Last Name, and First Hames)

N

SEUUUS——|

& special login is nesded 1 be given to 8w persan.

Copy students information from roster and paste it.

Class Nare: %CS@ 201407

Create, ! Reset | 'Cancell

i I Bogdan-Oiary Camelia 722-23-0623  HMS 337 MATH Enrotfled
{2 FEcwles, Stephenia Anne B5A-33-7727 NS 3 L3CH Enrolied
l 3 Eridges, Eryan Jason  525-53-9929 NI 3 MATH Envolled
4 Brocks, 4nge) Stewen ﬁ22 -72-9320  BPA 3 MHGGE Enrolled
|5 Brown, Marquette Jon-) 222-93-9222 HIM 2 ARTG Enviolled
& Burbach, Timothy John 503-93-3989 WS 2 PENS Enrolled
T Tarranza, Ralael SPT--5532  BPA 2 METG Enrolled
7 Terzon, Tommie Hugh  225-03-2293 HS 7 MATH Enrolled
! 9 Fajardo, Sandra 222-32-5070 WS 3 HATH Enrolled
{10 Barcia, Ralando Antomi 227-03-7993 N3 2 CSCI Enrolled

T T B 7

Figure 3.2.

(6)

Demonstration of Create Account {(Continued)
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https://websat.csci.csusb.edu:84%25e2%2580%2598J3/create

| Account Creation Failed.

‘usb.edu:8143fcrgatg_§tc

WebSAT detected error(s) in the following fine(s):

Line 1: First name i3 missing,
Line 1:.8SID is invalid,
Line 2: SID is invalid.
‘| Line 4t SID is invalid.

Please check student information, and try again.

B

Figure 3;2.

T [ et

Demonstration of Create Account (Continued)


https://websat.csci.csusb

3.4.3 Enable Account

Figure 3.3 demonstrates enable account function.
Figure 3.3 (1) and Figure 3.3 (2) 1s showing disabled
accounts in student and generic groups. Figure 3.3 (1)
shows that there are seven accounts which are disabled in
student and generic groups. Figure 3.3 (2) shows the
results of enable account fqnction. Because the user
selected all the seven accounts, WebSAT enabled(these seven
accounts. Figure 3.3 (3) shows that there are two accounts
which are disabled by the systems administrator. Figure 3.3
(4) shows the result of enable account. Because the user
selected only one account in the iist, WebSAT enabled only

that account.
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]Fi[e Edt  View Favorites Totls Help

.I'. TSt = Eas T =
> H Address l@j http:{fwebsat.csci.csush.edu:8080 enable_list.php

ComputerSa’ence‘at CSUSB

Hame: Juyong Jeong

Systern Home Candidate Accounts To Be Enabled (Student and Generic)
Find Account .
Create Account .
Enable Account Group Ereated
Disable Account generic csc13e0 generic | Z00S-01-22 | 2005-01-22 | 2005-02-09
Delete Accouint F | cfaduge Chris Faruge student | 2005-01-22 | 2005-01-22 | 2005-02-00
Sync Accouint
Disk Manager I~2 michandra rdirta Chandravadia student | 2005-02-02 | 2005-02-09 | 2005-02-09
Logout 2 famnasan Fellzha aranasan shudent [ 2005-02-02 | 2005-02-09 | 2005-02-09

~ Jaryeete dregory Sryeetey sfudent | 2005-02-02 | 2005-02-09 | 2005-02-09

v bt Dhaumist Biunt shudent | 2003-02-02 | 2005-02-0% | 2003-02-0%

v mescuder flirta Escudero student | 2005-02-09 | 2005-02-09 | 2005-02-09

Total: 7 accountis) found,
!'73{5 |Résel  Cancel
s ] ST B A AN P o S 7

(1)

Figure 3.3. Demonstration of Enable Account
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http://websat.csci.csusb.edu:S080/enable

/2 WebSAT - Microsoft InternetExglorer

:J Fle Edt View Favortes Tools Help.

@ - @D - [+] [2) 0] ”|asten [ mpiibea oo stmtmnfretloare G°
4 LY .
é' O\Qj (s ‘ l 2, Pa ?
omyp a B
Harme: Juyang Jeong
System Home Enable Accounts Result
Find Account
Create Account Arcaunt €sci360 enabilad successfilly!
Enable Account secount efoduge erabled successflly!
Disable Account sccourt mehandra enabled successiully!
Delete Account account Famnasan enablad successfuliy!
Sync Account . Accaunt garyeete ensbibad zu Ly
Disk Manager Account dblunt ensbled succs: tul_!\,r!
Account mescudet ensbled successfully!
Logout
oy\[b
] Rtz Treebsat.cagh.cousb duia080enable_ment.php _" B =

Figure 3.3.

Demonstration of Enable Account

(2)

{Continued)
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http://websat.csci.csusLedu:S080/enable.php
http://websat.csci.csusb.edu:30S0/enable

websat,csci.csusb.edu

System Home
Find Account
Create Account
Enable Account
Disable Account
Delete Account
Sync Account
Disk Manager

Candidate Accounts To Be Disabled {by Administrator)

I Check all

@epa.rtment of
Computer Science at CSTUSB

Marne: Juyong Jeong

Disable 0g pup eated 3 0g Disabled
I ttest Time Test grad 2002-01-01 . 2003-01-01
v mhest bast test grad 2003-01-01 2005-01-24
Total: 2 accountie) found.
S Reset] |Gancal

Toons

SO I

sl

Figure 3.3. Demonstration of Enable Account (Continued)
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http://websat.csci%2Ccsusb%255eedu:8080/disable

| Fle Edt View Favortes Tools Help

u:8080)disable.php

System Home
Find Account
Create Account
Enable Account
Disable Account
Delete Account
Sync Account
Disk Manager

@:partment of
CongraterScierzce at CS 'US‘B

Hame: Juyong Jeong

Disable Accounts Result

Account tetest disablad succeasfully!

i;d@_:

::E]_http:_,ffwehvsgtt_gs;:i'.gsqsb.edq:s_Dan,fdisahIe_mé}xu.php _fw ’ L I ) T [_—-:__[‘ ) f—_f_hl?ﬁﬁﬁﬂg— T #

Figure 3.3.

(4)

Demonstration of Enable Account (Continued)
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3.4.4 Disable Account

Figure 3.4 demonstrates disable account function.
Figure 3.4 (1) displays all accounts in the student and
generic groups. The user selected 13 logins which are in
student group, and WebSAT disabled these 13 accounts and
displays the results in Figure 3.4 (2). Figure 3.4 (3)
shows that there are two accounts which were accessed at
least one year ago. The user selected one login out of two,
and WebSAT disabled that account. Figure 3.4 (5) shows the
disable account form. The user wants to see all accounts
which were accessed January 1, 2005 or before that time for
the last time, and Figure 3.4 (6), displays an account which
was accessed January 1, 2003 for the last time. The user
selects the account and clicks on 0.K. button. Figure 3.4

(7) shows the results of disable account.
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icrosoft Internet Explorer
'JFilé Edit  View Favorites Tools Hélp

J @B‘ack v @ ¢ E] @ ‘(lj

)

JAddress I.E] http: ffvsebsat.csci.csush.edu:8080/disable_exp_list.php?order_by=namegsort=

System Home
Find Account
Create Account
Enable Account
Disable Account
Delete Account
Sync Account
Disk Manager
Logout

ComputerSaknce at CSTUSB

Harez: Juyong Jeong

Candidate Accounts To Be Disabled (Student & Generic Group)

™ Check all
Group Created LastLog  Disabled
I 201203 CSC1ans Genern: enerlc 2005-02-02 | 2005-02-09
Il Cacidan generic csci2a0 gengric | 2005-01-22 | 2005:01-22
I 320 ZECI202 Gereric genarhs | 2005-02-08 | 2005-02-073
v farrnasan Fellchia smnzean student | 2005-02-09 | 2005-02-02
= chacuge Chris Fduge student | 2005-01-22 | 2005-01-22
[ whizrradi Vincent Ferrading sbudent | 2005-02-09 | 2005-02-09
v fyang Farya Yang student | 2005-02-02 | 2005-02-09
v Jujeong Juyong Jzong student | 2005-02-09 | &005-02-03
ird driken David Hiken stuclent | 2005-02-09 | 2005-02-09
v Qaryeeha Gregory Aryestey student | 2005-02-09 | 2005-02-02
W Jdae Jabhnsorn Doe student | 2005-02-0% | 2005-02-09
v rrchandra tirta Chandravadia shadent | 2003-02-09 | 2005-02-09
~ rascuder Mirta Escudera student | 2005-02-03 | 2005-02-09
= nnzapell ratall teapell student | 2005-02-09 | 200S-02-09
| dblunt Charrnzh Blurt: stucdent | 2005-02-09 | 2005-02-09
v gsylose Gresn Sylase student | 2005-02-02 | 2005-02-02

Resat Cancel:

2]

Tatal: 16 accountis) fourd,

B O O Y e

%4

Figure 3.4.

Demonstration of Disable Account
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http://websat.csci.csusb.edu:8030/disab%21e

lFlle det \fe(v quontes Tonls Halp

T é,:-"‘{f- H
St

J @ Back ~ @ D . flj ( H Address http Hwebsat (SCI csusb edu: SUSDIdlsable php .

Computer Science at CSUSB

System Home
Find Account
Create Account
Enable Account
Disable Account
Delete Account
Sync Account
Disk Manager
LLogout

Mame; Juyong Jeong

Disable Accounts Result

sccount famnasan disabled successfully!
sccount efoduge dissbled successflly!
sccount vierradi dizabled sutcessfully
account fyang dizsbled suncessfllly!
Account jujeong disabled successh
eccount dniken disabled suc

asccourt jdoe disabled successilly
4coount mehandra disabiled sur:cessﬁ.xlly!
Hccount mescuder di

oKl

R,

|‘.‘éj http:ﬁwehsat.csci.csush.;dE:SDSDfdisabE;nenamn

S BN N A I

|?§ Internet

H

Figure 3.4. Demonstration

(2)

of Disable Account (Continued)
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http://websat.csci.csusb.edu:S030/disable.php
http://v%27.%27ebsat.csci.csusb.edu:8080/disable

>

3] address I@j http:/jwebsat.csci.csush.edu:8080/disabl

System Home
Find Account
Create Account
Enable Account
Disable Account
Delete Account
Sync Account
Disk Manager
Logout

Mame: Juyong Jeong

Candidate Accounts To Be Disabled (Not Accessed)

I~ Cheik all

Disahta Login Name Group Created * Last Log. Disabled
ir2 lowon Han Kwon staff 2005-01-22 2003-01-01
~ test Tima Test grad 2002-01-01 2003-01-01

Tatal: 2 aocount(s) found.

.1)@_: "Reset | Cancel|

& Done, - '

AN

(3).

Figure 3.4. Demonstration of Disable Account (Continued)
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i * Filer Edit | Vigw, Favorites Tools ﬁelp- )

G- o BEa

”‘Addr

{websat, csci.csusb,edu:8080/disable.php

Syslem Home
Find Account
Create Account
Enable Account
Disable Account
Delete Account
Sync Account
Disk Manager
Logout

Disable Accounts Result

Lecount kwon disabled successfully!

oy

:.’{}]htvtp;Hwe_bsat._csci.csusb.edu:Bgaﬂldisablg_meputphp . .

rurv:r—'|_|{__'ikﬁlntamet -

Figure 3.4. Demonstration of Disable Account (Continued)
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) WebSAT - Miciosoft Internet Explorer

.'J Fila Edit- Viewy' Eavoyites Tools  Help ] | lqul
[ Qs - © - [] [F] [ "||ees [Blrwiscicnpotvomistiofomere @

System Home
Find Account
Create Account
Enable Account
Disable Account
Delete Account
Sync Account
Disk Manager
Logout

ComputerS cience at'CS' USG

Harma: Juyang Jeong

Account Finding Form for Account Disabling

rmation of account which you want to. disable.

Graup: All Groups ']

Logins: l
(O o more Digtinguished by whitespace )
- or -
Shadent 1D: [—_' I"— ,_—
- - (tor oniz us2r)
-or-

Last Mamas: l

{Onz or more: Cistinguisted by whitespace )
-or -

First Names: |

{n= o more, Cistinguishad by whitespace.)

—or -

Craated batwasn: l _,J m I 1J ar‘rdl .'_i - I Ll
~or -

Diszbied batween: ] lJ I_L] i Ll and ]—:_] v] l—:.]
-or-

e T AT avafden =[] [0 7]
~or -

Al logins: r

Gt R e

S — S [ —— R
& | [ imemet 4

(5)

Figure 3.4. Demonstration of Disable Account (Continued)

102




T
‘,J File Edit View Favorites Ton!s' Help

| Qe - & - X @]~
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Figure 3.4. Demonstration of Disable Account (Continued)
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Demonstration of Disable Account
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3.4.5 Delete Account

Figure 3.5 demonstrates delete account function.
Figure 3.5 (1) displays all student group accounts. The
user selected first three accounts out of 13 accounts. When
the user click on O.K. button to delete those three
accounts, the system pops up a message box to make sure the
action (see Figure 3.5 (2)). The user clicks on 0.K. button
on the message box, and WebSAT deletes selected accounts
and return the result (see Figure 3.5 (3). Figure 3.5 (4)
displays all generic group accounts. The user selected one
account from thé list, and WebSAT deleted that account from
the system and database. Figure 3.5. (5) displays the

result of deletion.

Figure 3.5 (6) shows the delete account form. The user
wants to see all accounts in student group, and Figure 3.5
(7) displays a list of student group accounts. The user
selects one account in the list and clicks on O.K. button.

Figure 3.5 (8) shows the result of delete account.
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Figure 3.5.
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Demonstration of Delete Account
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Figure 3.5. Demonstration of Delete Account (Continued)
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Figure 3.5. Demonstration of Delete Account (Continued)
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Figure 3.5. Demonstration of Delete Account (Continued)
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Figure 3.5. Demonstration of Delete Account (Continued)
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Demonstration of Delete Account

111

(Continued)




‘]vﬁlé- Edit  View Fayorites  Toals Help

,J @#Bac;{ - -f"h': v Ej‘ @

NG = s T T A -
v lj ' » ‘.J‘Mdress I&.I http:ffwebsat.cscl.csush.edu:a080fdelete_list.php

Syslem Home
Find Account
Creale Account
Enable Account
Disable Account
Delete Account
Sync Account
Disk Manager

L S PO B

™ Check all

Department of
Computer Science at CSUSB

Ne_

Johinson Doe

Gmuﬁ

Created

r ‘ jdae student | Z005-02-09 2003-02-09
r gsylose Green Sylose shudent | 200S-02-09 2005-02-09
I driken CQavid Hiken shudent 2005-02-02
Ing nreapell FHatali Meapell student | 2005-02-7% | 200S-02-09 | 2005-02-09
~ frang Fawa ang student | 2005-02-02 | 200S-32-09 | 2003-02-03
I rachardla firtz Chandravadia student | 2005-02-03 | 2005-02-09 | 2005-02-09
r famnasan Fellchia srmnasan student | 2005-02-09 | 200S5-02-09 | 2005-02-09
r garyeets Gregory Aryestey student ( 2003-02-09 | Z00S-02-03 | 2005-02-09
r jujgang Juying Jeang studant | 2008-02-32 | 2005-02-02 | 2005-02-02
I wiarrady Yincent Ferrading student | 2005-02-09 | 2005-02-09 | 2005-02-09

| ?qb l?l?set yCngél

Tatal: 10 account(s) found,

—pe

- '@ Internet

M

%

Figure 3.5. Demonstration of Delete Account (Continued)
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Demonstration of Delete Account (Continued)
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3.4.6 Synchronize Account

Figure 3.6 demonstrates synchronize account function.
Figure 3.6 (1) - Figure 3.6 (4) show login information
synchronization. The result of synchronized login
information is showed in Figure 3.6 (1). On the other hand,
Figure 3.6.(2) shows the result of login synchronization
failure. If the user wants to synchronize login information,
he/she clicks on Sync button, and WebSAT leads the user to
synchronize account option page. There is one account which
is not in the database. The user is prompted a message box
as soon as he/she clicks on radio option button. The user
wants the account to be deleted from the system, so he/she
click on O.K. button on the message box, and system commits
the action. This action is shown in Figuxe 3.6 (3), and
Figure 3.6 (4) shows the result of account synchronization.
Figure 3.6 (5) - Figure_3.6 (8) show group information
synchronization. When>group information is synchronized,
WebSAT displays the result like Figure 3.6 (5). On the
other hand, WebSAT displays group information failure
message like Figure 3.6 (6). Figure 3.6 (7) shows group
information synchronization form. All logins whose group

information is not synchronized are shown in this form. Now,
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WebSAT asks the user that he/she wants to change group
information for Ben Qua from student group to csys group.
Figure 3.6 (8) shows the result of group information change
for Ben Qua. Figure 3.6 (8) shows that WebSAT updated last

login date for all group accounts.

v e , , _ ER R = £
r Fle Edt Visw Favaites Toals Help’ ] o | Hn ;
L N - 3, ‘,‘/- 0 h - - = — Z S - i L — 2 — - s
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%]
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O
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Figure 3.6. Demonstration of Synchronize Account
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Demonstration of Synchronize Account

(Continued)
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Figure 3.6. Demonstration of Synchronize Account

(Continued)
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Figure 3.6. Demonstration of Synchronize Account
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Figure 3.6. Demonstration of Synchronize Account

(Continued)
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Figure 3.6. Demonstration of Synchronize Account

(Continued)
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Figure 3.6. Demonstration of Synchronize Account
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Figure 3.6. Demonstration of Synchronize Account
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Figure 3.6. Demonstration of Synchronize Account

(Continued)
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3.4.7 Disk Manager

Figure 3.7 demonstrates disk manager function. Figure
3.7 (1) shows the total disk capacity of the file system
and how much disk spaces are used by each group. Also,
WebSAT shows login information of users who exceeds his/her
given disk quota limit. Figure 3.7 (1) shows that three
users use disk spaces over the quota limits. Among them,
one account is disabled already,'and one account 1is
selected to be disabled. Figure 3.7 (2) shows the result of

disable account.
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Figure 3.7. Demonstration of Disk Manager
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Figure 3.7. Demonstration of Disk Manager (Continued)
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CHAPTER FOUR

MAINTENANCE MANUAL

4.1 Files and Directories

Since this project is implemented through Apache Web

Server, the document root directory of Apache is WebSAT

root. There are diskuse, images, and inc directories under

WebSAT root. All php scripts are in WebSAT root directories.

Table 4.1 shows all related directories and describes what

files in each directory.

Table 4.1. Files and Directories

Directory Files
There are 39 PHP scripts and one expect
root . :
script file.
. There are two data file: diskuseG and
diskuse .
diskuseU
. All graphics files which are used on WebSAT
images X . .
are in this directory.
There are four environment files:
inc Dbconnection.php, functions.php,
setting.php, variables.php
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;4.2 Servér"Installatioﬁ

This section. shows how to install Mysqlland Secure Web
Sefver with PHP. Assume that NIS server and NFS server are
installed on RedHat Linux 7.2. Figure‘4.l — 4.4 show the
procedure.‘ |

First of all, the systems administrator néeds to
download all source files form the Internet. Figure 4.1
shows where to downlocad files from, and how to deqompress

zip files.

1 source files to /usr/local directory.

e cd /usr/local

o ftp://ftp.opehssl.org/Source/opensser.9;7e.tar.g2

. http://www.modss;.org/source/mgd_ssl—Z.8.22—1.3.33.tar.gz

J http://httpd.apache.org/diét/httpd/apache_l.3.33.tar.gz

e http://www.linuxguruz.org/downloads/php-4.3.9.tar.gz

e http://prdownloads.sourceforge.net/mysql/mysql-4.1.7.tar.qz

3. Decompress source files

tar -zxvf openssl-0.9.7e.tar.gz

tar -zxvf mod ssl1-2.8.22-1.3.33.tar.gz
tar -zxvf apache 1.3.33.tar.gz )

tar -zxvf php-4.3.9.tar.gz

tar -zxvf mysql-4.1.7.tar.gz

[ ]
Ik = H S FH

4. Remove tarbalis

e # rm /usr/locél/*,tar.gz

'Figure 4.1. How to Get Ready to Install Programs
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ftp://ftp.openssi.org/source/openssi-0.9:7e.tar.gz
http://www.modssi.org/source/mod_ssl-2.8.22-1.3.33.tar.gz
http://httpd.apache.org/dist/httpd/apache_l.3.33.tar.gz
http://www.linuxguruz.org/downloads/php-4.3.9.tar.gz
http://prdownloads.sourceforge.net/mysql/mysql-4.1.7.tar.gz

Figure 4.2 shows how to install MySQL. MySQL is
installed through configure, make, and make install
procedures. After installation, the systems administrator
creates a database for MySQL and starts mysgld. Then, the

systems administrator sets up the password for MySQL root.

How to Install MySQL

e # cd ../mysqgl-4.1.7

e 4§ ./configure

e # make

e # make install

e # scripts/mysqgl install db

e # adduser mysqgl

e # chown -R mysqgl.users /usr/local/var

e # safe mysqgld --user=mysgl &

e # <enter>

¢ # mysgladmin -u root password ‘<enter your root
password>'’

Disable mysgl so that the user mysgl never actually logs in
by adding this line in the file /etc/login.access:

—:mysqgl:ALL

Figure 4.2. How to Install MySQL
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Now, the systems administrator installs Openssl and

Apache with mod ssl. Figure 4.3 shows the procedures.

How to Install Openssl and mod ssl

Install Openssl

# cd ../openssl-0.9.7e
# sh config -fPIC
# make

Install Apache with mod ssl

# cd ../mod ss1-2.8.22-1.3.33

# ./configure --with-~apache=../apache 1.3.33

# cd ../apache 1.3.33

# SSL BASE=../openssl-0.9.7e ./configure \
--prefix=/usr/local/apache --enable-module=most \
--enable-shared=max --~enable-module=ssl --enable-
shared=ssl

# make

# make certificate

# make install

Figure 4.3. How to Install Openssl and Apache with Mod ssl

130




Figure 4.4 show how to install PHP and start Apache
with Secure Sockets Layer support. During this procedure,

all flags are provided correctly.

Install PHP and Start Apache with SSL

o # cd ../php-4.3.9

e # ./configure --with-apxs=/usr/local/apache/bin/apxs \
--with-config-file-path=/usr/local/apache/conf \
-—enable-versioning --with-mysqgl=/usr/local \
—-—enable-ftp —--enable-bcmath --disable-debug \
—-—enable-memory-limit=yes —--enable-track-vars

s # make

e # make install

e # cp /usr/local/php-4.3.9/php.ini~-dist
/usr/local/apache/conf/php.ini

¢ Make sure you have, Uncomment (remove the #'s), Change
or Create the following lines in the file
/usr/local/apache/conf/httpd.conf

LoadModule php4 _module libexec/libphp4.so
AddModule mod_php4.c

<IfModule mod_dir.c>
DirectoryIndex index.html index.php index.php3 index.phtml
</[fModule>
# And for PHP 4.x, use:
- #
AddType application/x-httpd-php .html .php .php3 .phtml
AddType application/x-httpd-php-source .phps

¢ # /usr/local/apache/bin/apachectl startssl

Figure 4.4. How to Install PHP and Start Apache
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4.3 Software Installation

This section shows how to install WebSAT in the Linux
operating system. Assume that NIS, NFS, Secure Web Server
with PHP, and MySQL servers are running on the machine.

1. Get “WebSAT.tar.gz” file.

2. Copy the file to Apache document root directory.

3. Extract “WebSAT.tar.gz” by using -zxvf option “tar

~zxvE WebSAT.tar.gz”

4. Delete the tarball.

4.4 Database Maintenance

4.4.1 Database Administration

Before WebSAT starts to run, WebSAT needs a MySQL
account to create its database. The systems administrator
will create a MySQL account for WebSAT. To create a user
account on MySQL and to assign a database to WebSAT, the
systems administratof takes the following steps:
1. #> mysql ~u root -p mysqgl
This command will prompt root password.

2. mysqgl> insert into user (host, user, password)
values (‘iocalhost’, ‘websat’, password(‘websat-
password’ ) ) ;

This command creates a user websat.
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. .mysqgl> creéte database websat;

- This command create database websat.

mysql>‘insert into db (host,'user, db, select priv)

‘values (‘lbcalhost’, ‘websat’, ‘websat’, ‘Y’):

-This command gives select privilege on websat

database to user websat.

mysgl> flush privileges;

This command flﬁshes all privileges.

4.4.2 Database Installation

Before a user uses WebSAT, WebSAT needs its initial

database. Figure 4.5 shows how to create initial database

in MySQL.

mysgl>
=2

->

->
mysql>
mysqgl>
mysqgl>

create table status

no- int NOT NULL,
st varchar(40) NOT
): :

insert into status
insert into status
insert into status

(
NULL
values

values
values

(0, 'Disable');
(1, 'Active');
(2, 'Dis by Adm');

Figure

4.5. Initial Database

Creation
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-> grp int NOT NULL,
-> status int default

-> 1 date date,

-> d date date,

-> primary key(login)
=> )

-> type int NOT NULL,
-> gid int NOT NULL,

-> major varchar (20),
-> dsk_gt int,
-> primary key(gid)
=> )
mysgl> insert into groups
mysgl> insert into groups
0002', NULL, '/u/staff/',

mysqgl> insert into groups
'CsCM', '/u/grad/', 50);

mysqgl> insert into groups
'CSCI', '/u/csci/', 50);

mysqgl> insert into groups
,'CSYS!', '/u/csys/', 50);

mysgl> insert into groups
NULL, '/u/student/', 50);

mysql> create table groups

-> location varchar (50)

00-0001', NULL, '/u/faculty/',

mysgl> create table account (

1,

-> c_date date NOT NULL,

(

-> name varchar (20) NOT NULL,
-> default sid wvarchar(11),

NOT NULL,

values (1,
50) ;

values (1,
50) ;
values (2,
values (2,
values (2,
values (2,

-> lname varchar (20) NOT NULL,
-> fname varchar (20) NOT NULL,
-> sid char(l6) NOT NULL,

-> login varchar (10) NOT NULL,

- mysgl> insert into groups values (1,

- 00-0003', NULL, '/u/friends/', 50);

200,
300,
400;
500,
550,
600,

700,

'faculty',

'000-

'staff', '000~-00-

'grad', NULL,

'csci', NULL,

'csys', NULL,

'student’',

'friends',

NULL,

'000-

Figure 4.5. Initial Database Creation (continued)
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mysgl> insert into groups values (3, 800, 'generic', '000-
00-0004', NULL, '/u/generic/', 50);

mysgl> insert into groups wvalues (4, 0, 'system', '000-00-
0000', NULL, '/u/system/', 50);

mysqgl> create table admin (
-> lname varchar (20) NOT NULL,
~> fname varchar (20) NOT NULL,
-> login char(l16) NOT NULL,
-> pw char(16) NOT NULL,
-> level int,
-> primary key{login)
=->);

Figure 4.5. Initial Database Creation (continued)
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CHAPTER FIVE

CONCLUSIONS AND FUTURE WORK

5.1 Conclusions

As the number of students in the Department of
Computer Science at CSUSB iﬁcreases, the network account
system of the Department is getting larger and larger. Then,
it becomes harder for the systems administrator to manually
manage the computer science network system. These
circumstances require the need for a new network account
management system, and to meet this demand WebSAT was

developed with the following functions:
e Finding account
e (Creating account
e Enabling account
e Disabling account
e Delete account
e Synchronizing account
e Managing disk space

e Warning for security attacks on the network
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~ These WebSAT functions benefit not only the systems
administrator but also the Department. The following are

the benefits of WebSAT:

WebSAT reduces the systems administrator’s one week

job in managing students’ accounts to just 30 minutes.
e WebSAT prevents the leak of systems resources.
®* WebSAT gives high quality services to the users.

e WebSAT alerts the systems administrator to attacks

from the outside world.

The best benefit of WebSAT is that it saves the systems
administrator’s time. Usually, the systems administrator of
the Department creates over 300 accounts before a new
quarter begins, and it takes about three minutes to create
one account. That means it takes over 900 minutes (15
hours) for the systems administrator to create accounts.
However, by using WebSAT create account function, the
system administrator can create 300 accounts in 30 minutes.
WebSAT helps the systems administrator find accounts which
are no longer used. WebSAT provides the systems
administrator with functions to delete or disable these

accounts at one time. Systems resources are saved by
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collecting the disk spaces which are used by these accounts.
WebSAT also prevents access to the computer network from
these accounts. WebSAT has PSAS (Port Scan Alert System),
which alerts the systems administrator when an intruder
scans ports on the NIS server and NFS server. WebSAT helps
the systems administrator to take actions immediately
against attacks from the outside world. These aspects of

WebSAT benefit the systems administrator and the Department.

5.2 Future Work

Future work on WebSAT will consists of the following

features:

e Automation of student group and generic group account
disabling - After certain amount of time passed all
student group and generic group accounts need to be
disabled. This job can be done by WebSAT system itself,
rather than by the user. It would save the user’s

valuable time.

e More detailed account status - It will help the user
understand why he/she disabled accounts. It happens
time to time that the user disabled one accournt, and

never knew why he/she disabled that account. The user
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can prevent being in this situation by writing a brief

note of reasons.

Internet Address Manager — It will have all IP address
and MAC address information to identify each machine
in the Department. The systems administrator will use
this feature when he/she assigns a new IP address to a
new machine. When there is an IP conflict, this
feature will figure out which machine has an IP

conflict.

Workstation Manager - This component will check
whether workstations and servers are reachable or not.
Then, workstation manager will display the result on
the screen in graphical mode. The user will know the

status of all network machines in the Department.

Print Log Manager - Print log manager will record all
print logs and report who has printed how many pages
to the systems administrator. This feature will be

very helpful to save Department resources.

Traffic Controller - Traffic contreoller will scan the
traffic between workstations, make logs, and draw

graphs to visualize the current traffic. Also, it
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GLOSSARY OF TERMS

Terminology

Definition

CLASS DIAGRAM

A diagram that shows a collection of
declarative (static) model elements,
such as classes, types, and their
contents and relationships.

DEPLOYMENT
DIAGRAM

A diagram that shows the configuration
of run-time processing nodes and the
components, processes, and objects that
live on them. Components represent run-
time manifestations of code units.

ENTITY-
RELATIONSHIP
DIAGRAM

An entity-relationship diagram is a
data modeling technique that creates a
graphical representation of the
entities, and the relationships between
entities, within an information system.

My SQL

MySQL is an open source relational
database management system that uses
Structured Query Language, the most
popular language for adding, accessing,
and processing data in a database.

NIS

NIS (Network Information System) is a
network naming and administration
system for smaller networks that was
developed by Sun Microsystems. NIS+ is
a later wversion that provides
additional security and other
facilities. Using NIS, each host client
or server computer in the system has
knowledge about the entire system.
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Terminology

Definition’

NE'S

The Network File System (NFS) is a
client/server application that lets a
computer user view and optionally store
and update file on a remote computer as
though they were on the user's own
computer. The user's system needs to
have an NFS client and the other
computer needs the NFS server.

PHP

PHP is a web-programming script
language and interpreter that is freely
available and used primarily on Linux
Web Servers.

PORT SCAN

A port scan is a series of messages
sent by someone attempting to break
into a computer to learn which computer
network services, each associated with
a "well-known" port number, the
computer provides. Port scanning, a
favorite approach of computer cracker,
gives the assailant an idea where to
probe for weaknesses. Essentially, a
port scan consists of sending a message
to each port, one at a time. The kind
of response received indicates whether
the port is used and can therefore be
probed for weakness.

PRIMARY KEY

The primary key of a relational table
uniquely identifies each record in the
table. It can either be a normal
attribute that is guaranteed to be
unique or it can be generated by the
DBMS.
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Terminology

Definition

PSEUDC-CODE

A high-level abstraction of code,
usually used to outline the general
steps in an algorithm without having to
write actual code.

SESSION

In telecommunication, a session is a
series of interactions between two
communication end points that occur
during the span of a single connection.
Typically, one end point requests a
connection with another specified end
point and if that end point replies
agreeing to the connection, the end
points take turns exchanging commands
and data.

SSL

The Secure Sockets Layer (SSL) is a
commonly-used protocol for managing the
security of a message transmission on
the Internet. SSL has recently been
succeeded by Transport Layer Security
(TLS), which is based on SSL. SSL uses
a program layer located between the
Internet's Hypertext Transfer Protocol
(HTTP) and Transport Control Protocol
(TCP) layers. SSL is included as part
of both the Microsoft and Netscape
browsers and most Web server products.

TCP/IP

Short for Transmission Control
Protocol/Internet Protocol, the suite
of communications protocols used to
connect hosts on the Internet. TCP/IP
uses several protocols, the two main
ones being TCP and IP. TCP/IP is built
into the UNIX operating system and is.
used by the Internet, making it the de
facto standard for transmitting data
over networks.
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	WebSAT: Web-based systems administration tool
	Recommended Citation

	input form that the user has to fill out to find accounts

	(see Figure 1.5). A user can fill out logins, student ID,

	last names, first names, created date, disabled date, or

	last log-in date fields in order to search for an account

	information.

	33 F3,1 3 and I 31 3,1

	account creation: create account for student (grad, CSCI,

	and student group account) and create account for nonstudent (faculty, staff, friends, and generic group

	account). See Figure 1.6.

	Figure 1.6. Create Account Menu Page

	disabled accounts which are in student group

	group (see Figure 1.10). The user can select

	the list to enable them.

	W,e6SJlcI’System

	Figure 1.10. Enable Account List

	a list of accounts which has not been accessed over one

	year (see Figure 1.14).

	Figure 1.14. Disable Not Accessed Account

	shows a list of accounts which correspond to the

	information the user provided (see Figure 1.16). The user

	can select accounts from the list to disable them. Those

	selected accounts will be marked as disabled by admin.

	delete accounts: delete student group accounts, delete'.

	generic group accounts, and delete.general accounts. See

	Figure-1.17.


	— T4'fe6SJTcI'System

	Figure 1.17. Delete Account Menu Page

	1.3.1.16 Delete Student Group Accounts. This page

	shows a list of student group accounts (see Figure 1.18).

	All student group accounts are expired after the current

	quarter ended and needed to be deleted to save network

	resources.

	1.3.1.17 Delete Generic Group Accounts. This page

	shows a list of generic group accounts (see Figure 1.19).

	All generic group accounts are expired after the current

	quarter ended and needed to be deleted to save network

	resources.

	shows a list of accounts which correspond to the

	information the user provided (see Figure 1.21). The user

	can select accounts from the list to delete them. Selected

	account information will be deleted from the system and

	database.

	Figure 1.21. Candidate Accounts to Be Deleted

	1.3.1.20 Synchronize System and Database Menu. This

	page has menus for system and database synchronization:

	check login information, check user group information, and

	update last login information. See Figure 1.22.


	WebSjWSystem

	LisiSi

	Figure 1.22. Synchronize System and Database Menu Page


	LL WMSAYSystem '’/j’lsa.

	Figure 1.24.. Check Login Information Page 2

	1.3.1.22 Synchronize Login Information. This page

	shows account logins which are not in the system while

	these logins are in the database, or account logins which

	are not in the database while these logins are in the

	system. The user makes a decision whether to delete these

	accounts or insert their information in the database. See

	Figure 1.25.

	Figure 1.25. Synchronize Login Information Page

	1.3.1.23 Check User Group Information. This page.

	checks the user group information in the- system and in the

	database. Figure 1.26 shows the result displayed when the

	user group information is synchronized, and Figure 1.27,

	shows the result displayed when the login information is

	not synchronized.

	il

	Figure 1.26. Check Group Information Page 1

	shows account logins whose information in the system is not

	the same as the information in the database (see Figure

	1.28). The user makes a decision whether to change the

	group' information of these accounts in the database.

	.Figure 1.28. Synchronize User Group Information Page

	the last login information from the system and updates last

	login information in the database. Figure 1.29 displays the

	result.

	‘We6SJ&(£System

	Figure 1.29. Update Last Login Information Page

	disk space of file system and draws a pie graph to indicate

	how much disk space is used (see Figure 1.30). This page,

	also, displays a list of accounts whose file sizes are over

	the limit. The user can.select accounts from the list to

	disable them.

	731

	l

	Figure 1.30. Disk Manager Page

	(3)

	Figure 3.1. Demonstration of Find Account (Continued)
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	(5)

	Figure 3.1. Demonstration of Find Account (Continued)
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	Figure 3.2. Demonstration of Create Account
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	(2)

	.Figure 3.2. Demonstration of Create Account (Continued)
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	(3)

	Figure 3.2. Demonstration of Create Account (Continued)
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	Figure 3.2. Demonstration of Create Account (Continued)
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	Figure 3.2. Demonstration of Create Account (Continued)
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	Figure 3.2. Demonstration of Create Account (Continued)
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	Figure 3.2. Demonstration of Create Account (Continued)

	Figure 3.3. Demonstration of Enable Account
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	Figure 3.3. Demonstration of Enable Account (Continued)
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	Figure 3 ..3. Demonstration of Enable Account (Continued)
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	Figure 3.4. Demonstration of Disable Account
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	Figure 3.4. Demonstration of Disable Account (Continued)

	(3).

	Figure 3.4. Demonstration of Disable Account (Continued)
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	Figure 3.4. Demonstration of Disable Account (Continued)
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	Figure 3.5. Demonstration of Delete Account
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	Figure 3.5. Demonstration of Delete Account (Continued)
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	Figure 3.5. Demonstration of Delete Account (Continued)


	— ^SA^System

	(5)

	Figure 3.5. Demonstration of Delete Account (Continued)

	Figure 3.5. Demonstration of Delete Account (Continued)

	WebSAT asks the user that he/she wants to change group

	information for Ben Qua from student group to csys group.

	Figure 3.6 (8) shows the result of group information change

	for Ben Qua. Figure 3.6 (8) shows that WebSAT updated last

	login date for all group accounts.

	-p)

	-r-r-

	(1)

	Figure 3.6. Demonstration of Synchronize Account

	System

	(3)

	Figure 3.6. Demonstration of Synchronize Account (Continued)

	Figure 3.6. Demonstration of Synchronize Account (Continued)
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	Figure 3.6. Demonstration of Synchronize Account (Continued)



	‘WefiSftTSystem

	'4.. 2 Server'Installation

	Server with PHP. Assume that NIS server and NFS server are

	installed on RedHat Linux 7-2. Figure 4.1 - 4.4 show the

	procedure.

	First of all, the systems administrator needs to

	download all source files form the Internet. Figure 4.1

	shows where to download files from, and how to decompress

	zip files.

	Figure 4.1. How to Get Ready to Install Programs




