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ABSTRACT

Cooperative Control Reconfiguration in Networked Multi-Agent Systems

Zahra Gallehdari, PhD

Concordia University, 2016

Development of a network of autonomous cooperating vehicles has attracted signif-
icant attention during the past few years due to its broad range of applications in areas
such as autonomous underwater vehicles for exploring deep sea oceans, satellite forma-
tions for space missions, and mobile robots in industrial sites where human involvement
is impossible or restricted, to name a few. Motivated by the stringent specifications
and requirements for depth, speed, position or attitude of the team and the possibility
of having unexpected actuators and sensors faults in missions for these vehicles have
led to the proposed research in this thesis on cooperative fault-tolerant control design of
autonomous networked vehicles.

First, a multi-agent system under a fixed and undirected network topology and subject
to actuator faults is studied. A reconfigurable control law is proposed and the so-called
distributed Hamilton-Jacobi-Bellman equations for the faulty agents are derived. Then,
the reconfigured controller gains are designed by solving these equations subject to the
faulty agent dynamics as well as the network structural constraints to ensure that the
agents can reach a consensus even in presence of a fault while simultaneously the team
performance index is minimized.

Next, a multi-agent network subject to simultaneous as well as subsequent actuator

faults and under directed fixed topology and subject to bounded energy disturbances is

11



considered. An H, performance fault recovery control strategy is proposed that guaran-
tees: the state consensus errors remain bounded, the output of the faulty system behaves
exactly the same as that of the healthy system, and the specified H,, performance bound
is guaranteed to be minimized. Towards this end, the reconfigured control law gains
are selected first by employing a geometric control approach where a set of controllers
guarantees that the output of the faulty agent imitates that of the healthy agent and the
consensus achievement objectives are satisfied. Then, the remaining degrees of freedom
in the selection of the control law gains are used to minimize the bound on a specified
H, performance index.

Then, control reconfiguration problem in a team subject to directed switching topol-
ogy networks as well as actuator faults and their severity estimation uncertainties is con-
sidered. The consensus achievement of the faulty network is transformed into two stabil-
ity problems, in which one can be solved offline while the other should be solved online
and by utilizing information that each agent has received from the fault detection and
identification module. Using quadratic and convex hull Lyapunov functions the control
gains are designed and selected such that the team consensus achievement is guaranteed
while the upper bound of the team cost performance index is minimized.

Finally, a team of non-identical agents subject to actuator faults is considered. A
distributed output feedback control strategy is proposed which guarantees that agents
outputs’ follow the outputs of the exo-system and the agents states remains stable even

when agents are subject to different actuator faults.
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Chapter 1

Introduction

1.1 Motivation

Coordinated behaviour in animals such as flocking of birds, shoaling and schooling fish
(see Figure 1.1) brings the motivation to employ a group of vehicles like spacecraft,
mobile robots, or underwater vehicles instead of a single vehicle with the aim at improv-
ing the system performance, reliability, and ultimately reducing the cost of the overall

mission.

The use of a group of vehicles becomes more attractive if these agents are designed
to be autonomous or unmanned, which makes them appropriate for maneuvers where

human involvement is dangerous, or impossible as in deploying mobile robots for plan-



etary surface exploration, cooperative navigation, mapping and exploration, underwater

sensing and monitoring applications, rescue operations, etc. (see Figure 1.2).

In safety critical missions, the agents should have the capability to cope with un-
expected external influences such as environmental changes or internal events such as
actuator and sensor faults. If these unexpected events are not managed successfully, they
can lead to the team instability or cause sever overall team performance degradations.
For example, the crash of the NASA’s DART spacecraft in 2006 was due to a fault in its
position sensors [ 1] or the crash of the Boeing freighter in 1992 could have been avoided
if its control laws were reconfigured to manage it land safely [2]. Motivated by these,
the fault recovery and control reconfiguration problems for safety critical systems have

been extensively studied in the literature.

Though agents cooperation and interactions enhance the team performance, control
design problem in networked systems is more challenging. Limited communication
channels, topology variations and connectivity preservation, collision avoidance, envi-
ronmental uncertainties can be listed as some important issues that are associated with
the problem of cooperative control development. These issues should be added to the
challenges of the control design problem of a single agent system such as actuator/ sensor
faults, actuator saturations, performance criteria, model uncertainties, etc. The problem
of fault recovery and control reconfiguration in multi-agent systems is more challenging
as compared to that of a single agent due to limited available communication channels

and has been studied only in recent years. In the following section, the existing litera-



ture on the fault recovery/control reconfiguration and cooperative control in multi-agent

systems are reviewed.

(a) Exploration and

mapping with robots, (b) Aircrafts combat. Picture
Team Michigan courtesy: DARPA [4]. (c) kayaks’ cooperative
robots [3]. Figures Figures borrowed from navigation [5]. Figures
borrowed from Google Google images. borrowed from Google

images. images.

Figure 1.2: Applications of the cooperative control.

1.2 Literature Review

1.2.1 Fault Recovery

In any physical system there is the possibility of unexpected events such as actuator fault,
sensor fault or hardware/software fault. Each of these faults has its own categories and

depending on the fault type and its severity it may affect the system’s characteristics, de-



grade its performance or cause the system instability. In critical systems such as aircraft
or nuclear power plants, system instability may lead to catastrophic events and cannot
be tolerated. Motivated by this, considerable research has been devoted to Fault Tolerant
Control Systems (FTCS) which guarantee that the system remains stable and keeps its

performance in an acceptable level even in presence of sudden faults.

Comprehensive reviews on fault tolerant control approaches have been provided in
[6,7]. Fault tolerant control (FTC) approaches can be categorized from different points

of view and for each method several practical applications have been provided.

Broadly speaking, FTC approaches can be classified into two main types: passive
approaches and active approaches. Each one has its own advantages and disadvantages.
Jiang and Yu [8] compared these two categories and presented applications, advantages
and disadvantages of each of them. In passive methods, a set of possible faults is de-
termined and then a fixed structure controller is designed to accommodate all of the
faults [9-11]. In [9], Liao et al. investigated actuator faults and control surface im-
pairment in aircraft. They designed a reliable robust tracking controller by using the
LMI approach. In another study, Khosrowjerdi et al. [10] used the mixed Hs/H,, ap-
proach to address simultaneous fault detection and control (SFDC) problem. They used
the A5 norm to determine the fault detection objective and the H, norm to evaluate the
control objectives. In [11] actuator faults in nonlinear affine systems is studied and a
Lyapunov-based feedback controller is presented. In all of the above works controllers

are independent of the fault detection and isolation (FDI) module and do not require any



information from it. However, if a fault, not belonging to the predefined fault set occurs,
these controllers cannot guarantee the system stability and the system performance may

deteriorate.

In contrast to passive methods, in active approaches the FDI module information is
employed to reconfigure the controllers. The controllers can be selected from the set of

controller, designed offline, or can be designed online by using the FDI information.

Adaptive approaches are among the most common approaches for accommodating
changes in the system dynamics [12—-18]. In [12, 13], adaptive fault tolerant controller
is proposed to accommodate partial loss and total failure of actuator faults in uncertain
linear systems in presence of exogenous disturbances. In [14], an adaptive fuzzy con-
trol is developed to compensate for the loss of effectiveness and lock in place faults in
the system with unmodeled dynamics and unknown control directions. In [15], attitude
tracking of flexible spacecraft with unknown inertia parameters, external disturbances,
and actuator faults is studied. Symmetric diagonal-upper (SDU) factorization is em-
ployed to handle uncertainties of the spacecraft inertia matrix and the adaptive control
laws are used to ensure system stability. In [16], an adaptive backstepping controller
is designed to guarantee the performance bound in an uncertain nonlinear system with
faulty actuators. In [17, 18] adaptive sliding mode control is employed to accommodate
actuator faults in nonlinear systems. In [17], a sliding mode surface is constructed and
then an adaptive sliding mode controller is designed to derive state trajectories onto the

sliding mode surface and estimate the severity of actuator faults in the Markov jump non-



linear systems while in [18], a third-order sliding mode surface was employed with an

adaptation law to control the attitude of a spacecraft subject to different actuator faults.

Juan et al. [19] investigated the optimal solution for the fault tolerant controller prob-
lem in systems with delayed measurements and states. They used the solution of the
Riccati equation and Sylvester equation to ensure the system performance in presence of
unmeasurable actuator and/or sensor faults in the system. Stability and H ., performances
of linear systems in presence of actuator faults are considered in [20]. The authors sug-
gested an indirect adaptive reliable controller to guarantee the required control objec-
tives. In [21] composite/combined state-feedback model reference adaptive controller
for linear MIMO system is proposed . The authors investigated the method efficiency
for longitudinal dynamics of an aerial vehicle. In [22], Zhang et al. considered the FTC
problem in linear systems with uncertainties. Neural networks are employed to model
the effects of actuator faults on the system and then an adaptive control law is developed

to compensate for the fault effects on the system.

Model predictive control (MPC) is another well-known approach for compensating
the systems dynamic changes [23,24]. In [23], two Lyapunov-based model predictive
controllers are presented to stabilize the nonlinear distributed process in presence of
actuator faults whereas in [24], the stability problem in a tank unit is formulated as a
constrained optimization problem. A recurrent neural network is used to predict the

model and the control law is obtained by solving an optimization problem.

In [25], a machine learning approach is proposed for FTC in nonlinear processes. The



faulty plant behaviour is modeled with online SVM (support vector machines) and then
this model is used for model-based predictive control. Fuzzy logics are used in [26,27] to
compensate for actuator faults. Tong et al. [26], consider a class of nonlinear large-scale
systems with unmeasured states and actuator faults. They employ a fuzzy logic system to
estimate the unmeasured states and then the backstepping technique and nonlinear FTC
theory is employed to ensure boundedness of the error signals. In [27], dynamic surface
control is used to to diagnose the actuator fault, then by using fuzzy logics the gains of

the adoptive control law is designed to compensate for bias and LOE actuator faults.

In [28, 29], sliding mode control is used to solve the FTC problem. In [28], the
integral-type sliding mode control (ISMC) approach is employed to a class of second-
order nonlinear uncertain systems, while in [29] a common sliding surface is built based
on a weighted sum of the different input matrices and an adaptive sliding mode controller

is designed to accommodate the degradations in the actuators.

In [30], sufficient conditions for existence of optimal performance in faulty systems
are defined in terms of nonlinear fault-dependent quadratic matrix inequality. Then, these
equations are reduced to Riccati equations, which are used to derive the fault tolerant
controller. Boskovic et al. considered decentralized control reconfiguration problem for
high order actuators in [31] and proposed a decentralized FTC approach for a class of

nonlinear systems considering first, second and third order dynamics for actuators.

Fault accommodation in networked systems is studied in [32-34]. Zhao et al. [32]

considered the actuator fault problem for networked system with access constraints and



developed a static scheduling approach to allocate resources in the network and designed
the schedule-dependent Lyapunov function to address the actuator fault and access con-
straints simultaneously. In [33], random transfer delays in networks are modeled with
Markov chains, then observer-based fault diagnosis and control scheme is developed to
estimate the fault severity and to maintain stability of the faulty network. In [34], each
subsystem is assumed to be low triangular, and finite-time Lyapunov stability theorem is
used to design a robust state feedback control that guarantees global finite-time stability

of the system.

In [35], FTC problem in polytopic uncertain systems with actuator faults was studied.
The authors presented sufficient conditions for robust stability and system performance
based on the concept of affine quadratic stability. In [36], FTC problem in continuous-
time piecewise affine (PWA) systems was investigated and sufficient conditions for exis-
tence of virtual actuators and virtual sensors, which guarantee closed-loop stability and
reference tracking in presence of actuator and sensor faults were presented with a set
of LMIs. In another study fault tolerant control in discrete-time stochastic systems was
considered [37]. Simandl et al. [37] developed the optimal solution for active fault detec-
tion and active fault tolerant control in discrete-time stochastic systems. They employed
an award/punishment strategy based on the correct/wrong behaviour of the system to

address the fault problem.

In [38-42], FTC problem for particular applications are considered. In [38], Yang

et al. considered the FTC problem in an electric vehicle. They combined the linear-



quadratic control approach with the control Lyapunov function technique and proposed
an optimal fault tolerant controller, which guarantees both path tracking and system per-
formance in an electric vehicle with input constraints, actuator faults, and external re-
sistance. In [39], a robust adaptive controller was developed to address actuator fault,
component fault, input constraint and disturbance problems in spacecraft attitude simul-
taneously. Two parameters were adapted and the robustness to actuator full failure was
also investigated. Ciubotaru et al. [40] studied the FTC problem for Boeing 747 air-
craft. They applied different methods to this aircraft and compared the effectiveness
of model matching approaches (Exact, Pseudo-Inverse Method/PIM, Modified Pseudo-
Inverse Method/MPIM) in the short-period mode. In [42,43], actuator fault accommo-
dation in spacecraft was studied. In [42], first model reference adaptive control approach
is employed to design a three-axis virtual control and then using min-max optimization
the control signal by redistributing the control among the remaining actuators, whereas
in [43], fuzzy logic along with adaptive control approach is employed to overcome ac-
tuator faults. In [41], adaptive neural network based fault tolerant control is proposed to
compensate for external disturbances as well as actuator faults. For that purpose, radial
basis neural network is employed and a nonlinear observer is designed to estimate the

uncertainties and then an adaptive control law is designed to ensure system stability.

1.2.2 Cooperative Control in Multi-agent Systems

Cooperative control of multi-agent systems has attracted a lot of attentions in the past

few years. Generally speaking, the cooperation in a networked multi-agent system is



performed through three levels, namely, high level, mid-level and low level. The high-
level includes the task assignments, timing and scheduling. The mid-level, deals with
the formation keeping, consensus achievement and rendezvous, flocking or swarming,
containment, synchronization and output regulation. Finally, the low-level refers to the
communication management, data acquisition and agents energy management. The aim
of this thesis is to design a cooperative control law for the networks of autonomous agents

subject to actuator faults, which is the mid-level of team cooperation.

Cooperative control strategies can be classified into two main categories centralized
and distributed (decentralized) depending on the amount of information that agents send
or receive. In centralized approaches each agent has access and shares its information
with all the other agents. Developing and design of these approaches are quite similar to
the design problem of a single agent system but they require large amount of communi-
cation, therefore they are only applicable when the number of agents is limited. On the
other hand, in the distributed strategy it is assumed that each agent has only access to
data of its neighboring team members. Due to the cost and complexity of agents com-
munication, unless there are very few agents, distributed approaches are more preferred.
However, the entire team performance depends on the agents communication and their
cooperations. Therefore, there is always a compromise between the amount of informa-

tion that agents share and the network performance.

In this research work, the objective is to ensure that the entire team reaches a consen-

sus (or reach a common goal), therefore, our main focus is to review the recent literature

10



on consensus based algorithms and applications of consensus control such as formation

control [44—49], flocking [50, 51], rendezvous [52, 53] are briefly reviewd.

Formation Control: In formation control, the main objective is to develop a con-
trol strategy which ensures that the agents in the network achieve a predefined geometry
and possibly follow a desired trajectory that is provided by a supervisor. As the pos-
ture is unchanged during the mission, entire team acts like a rigid body. Generally,
formation architectures can be classified into five different architectures: (i) Multi-Input
Multi-Output (MIMO) approach [44], (ii) leader-follower approach [45,46], (iii) virtual
structure approach (or virtual leader), in which the entire formation is considered as a

virtual structure [47], (iv) cyclic approach [48], and (v) behavioral approach [49].

In the MIMO architecture, the entire network is considered as a single multi-input
multi output system and the formation control problem can be solved by using the design
approaches for single agent systems. On the other hand, in leader-follower architecture,
one or several of the agents are considered as the leader(s) which define or have access
to the reference trajectory and the other agents are called followers and receive the infor-
mation by sharing information among themselves. The main advantage of this structure
is that the design is not complicated and the desirable trajectory can be guaranteed by

defining the leader trajectory.

In the virtual structure formation, to ensure that the team follow the desired trajectory,
first a virtual structure is defined. Then, the relation between the states of the virtual

dynamics and the real agents are obtained and finally the control laws for each agent are

11



developed. This structure is very useful for fixed trajectory, however if the trajectory is
time varying then defining the dynamics of the virtual structure and the states’ relations

becomes complicated.

In the cyclic architecture, the agents are connected to each other in a cyclic form
and each agents control depends on the other agents control. This makes a loop and
the stability analysis for the system becomes challenging. Finally, in the behavioral
approach a command is developed for various objectives e.g. obstacle avoidance, or
formation. Then each agent control law is obtained as a wighted average of the developed
commands. Using the average command makes the design simple but it also can lead to

uncommon or sometimes strange behaviour for the system.

Flocking and Rendezvous: Flocking [54] is a form of collective behavior of large
number of interacting agents with a common group objective, while in rendezvous [52,
53] the aim is to reach a certain objective in a specific time. This cooperative behaviour
have applications in parallel and simultaneous transportation of vehicles, delivery of

payloads, performing military missions like surveillance, and reconnaissance .

Since flocking is mainly for a large number of agents, having a collision free and
obstacle avoidance maneuver is an important aspect of the design. In [54], a flocking
protocol is defined for a team of agents with point mass dynamics. The authors propose
a graph theoretic framework for flocking in presence of obstacles. The proposed protocol
is based on analyzing the Reynolds rules and enforce agents to converge to a weighted

average position. The same problem is then considered in [55,56] for fixed topology and

12



dynamic networks of agents and flocking protocols for collision free alignment in the

heading of the agents are proposed.

Consensus: The main objective of consensus algorithm is to ensure that a group
of agents reach an agreement upon specific quantities, therefore it can be considered as
cooperative decision making algorithm. Cooperative decision making problem in a team
dates back to the work of Marschak [57] in 1955 which was then followed in [58] in
1962 and [59, 60] in 1972. However, these problems received the attention by people
in control theory almost three decades later [45,61-64] for a team of first/second order

simple agents.

In [61], the performance of a team of first order agents is considered. By using graph
theory, matrix theory and Lyapunov stability analysis the performance of the team as well
as convergence achievement in the team is investigated. The authors considered both
fixed and switching topology network and obtained the relation between the maximum

tolerable delay and eigenvalues of the network graph Laplacian matrix.

In [45], coordination problem in a team of single integrator agents under undirected
network topology is considered. The notion of average heading is introduced and head-
ing alignment in both leaderless and leader-follower network are studied. In [62], the
results of [45] are extended to dynamic directed topology networks. It is also shown that
agents can reach a consensus if the union of the network topology graph has a spanning

tree.

13



In [63], consensus problem is extended to a team of linear second order agents. Con-
vergence analysis for second order consensus is provided and then necessary and/or suf-
ficient conditions for achieving consensus in the network is obtained. In [64], the results
of [63] are extended to a team of spacecraft in deep space. A PD-like control law is
proposed to ensure attitude alignment with either zero or non-zero final angular velocity

in the team.

The works of [45,61-64] are then extended to a team of linear agents with general
dynamics, nonlinear dynamics and different control framework including optimal con-
trol, adaptive and intelligant approaches, H .., and sliding mode are employed to solve

the consensus achievement problem.

Decentralized optimal control is among the most attractive approaches in cooperative
control design [65-75]. In most of the proposed solutions the objective is to minimize
the entire team performance index. This objective is achieved by either defining a unique
performance index for the team or defining an individual index for each agent. Due to
the dynamics of the agents the solution of this problem would be different from that of
cooperative decision making in which agents do not have dynamics and each one can be

considered as a state of the entire system.

In [65-68], the optimal consensus control problem is formulated as an optimization
problem subject to a set of LMIs. In [65, 66], the optimal gains are obtained by de-
veloping a Riccati equation for the entire team dynamics. Then, in order to impose the

network structure, the Riccati equations are transformed into a set of LMIs and consensus
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achievement is guaranteed as the feasibility of the set of LMIs. In [67], an observer-type
consensus protocol based on relative output measurement is proposed. Consensus prob-
lem in the team is formulated as the stability of a set of low order matrices and then the
conditions for stability of these matrices or consensus agreement are presented as LMIs.
In [68], the dynamics of the entire network is decomposed into consensus space and or-
thogonal subspaces. Then, using an H, design strategy and LMI formulation stability

and consensus achievement are guaranteed.

In [69, 70], inverse optimal control theory and partial stability are employed to de-
velop distributed global optimal control laws. In [69], a sufficient condition on the net-
work graph topology for existence of distributed linear protocols that solve a global opti-
mal LQR control problem is provided. Then, a class of graphs that satisfy this condition
is introduced and it is shown that the optimal solution can be global only if the perfor-
mance index includes the network topology. In [70], necessary and sufficient conditions
are given for solving the cooperative optimal control problems for leaderless and leader
following multi-agent systems. The proposed control locate all closed-loop eigenvalues
of the multi-agent system in the desired region as well as ensures consensus agreement

and optimizes the global team performance.

In [71-73], the optimal control problem is formulated as a game and a Nash equi-
librium is obtained. In [71,72], the optimality of the presented control scheme is shown
based on a quadratic-invariance argument while in [73], using matrix theory, the condi-

tions are provided as a feasibility of a set of LMIs.
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In [74,75], LQR-based framework is developed to optimize the team performance.
In [74], at each node, the models of node’s neighbors are used to predict the behavior of
neighbors and a distributed control law is proposed to obtain the optimal solution. The
proposed control law is synthesized using a simple local LQR design and it is shown that
the distributed control law is stabilizing and parameters of the local LQR cost function
do not affect stability. In [75], two global cost functions, namely, interaction-free and
interaction-related cost functions are proposed. By using interaction free cost and LQR-
based approach the optimal Laplacian matrix which corresponds to the complete graph is
obtained. Then, the interaction-related cost function is used to obtain an optimal scaling

associated with the pre-specified symmetric Laplacian matrix.

Adaptive control is another approach for developing consensus based algorithms
[76-93]. The main advantage of these approaches is that they can compensate for the
small changes in model parameters, however the control gains need to be updated con-
tinuously and that increases the complexity. Adaptive approaches can be classified into
Lyapunov-based and parameter-estimation based approaches. In [76—79] neural adaptive
approaches are employed to solve cooperative control problem in multi-agent systems.
In [76], neural network approximation is employed and a robust adaptive approach is
developed to address the leaderless consensus achievement in a network of uncertain
nonlinear first order multi-agent systems. In [77], the authors consider a team of La-
grangian vehicles with directed communication graph topology. The agents dynamics
and the dynamics of reference system are assumed to be unknown. The control law con-

sists of two parts: a proportional derivative (PD) control and an adaptive tuning law. The
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unknown dynamics are estimated locally using neural network and the Lyapunov tech-
nique is used to design the control gains. In [78], a neural adaptive control scheme is
presented to address tracking problems in a heterogenous networked nonlinear systems
with unknown dynamics and disturbances. The proposed control is developed based on
Lyapunov technique and is applicable to first-order as well as high-order nonlinear sys-
tems. In [79], a leaderless network of high-order nonlinear systems is considered. First,
a filtered output is developed and agents high-order model is transformed into first-order
systems, then the system nonlinearities are approximated using neural networks. Based
on the estimated dynamics, an adaptive control law is proposed to ensure that agents

achieve consensus.

In [80], a Lyapunov-based adaptive approach is proposed to guarantee that a team of
first-order non-identical nonlinear agents can follow the unknown leader. The results of
[80], are then extended to a team of high-order agents under fixed and strongly connected
topology network in [81]. In [82], an adaptive pinning-control approach is presented to

ensure state synchronization in a team of nonlinear delayed systems.

In [83-85], adaptive consensus control strategies are developed using parameteriza-
tion. In [83] a linearly parameterized multi-agent system with unknown identical control
directions under undirected network topology is studied. Under the assumption that all
agents have the same direction, the author propose a new Nussbaum type function to esti-
mate the unknown control direction and then employ this function to design the adaptive

control law for the first-order and second-order multi-agent systems. In [84], a leader-
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follower team of high-order integrators with nonlinear uncertainties is considered. The
nonlinear dynamics of the agents and the leader control are parameterized by using basis
functions and then a distributed adaptive control law is developed to stabilize the track-
ing error and adaptation parameters. In [85], a linear team with non-identical unknown
uncertainties is studied. The unknown dynamics is parameterized and each agent identi-
fies its disturbance as well as the leader input. Then, a fully distributed adaptive control
is developed that ensures tracking in the network. Furthermore, the results are extended

to the case that agents are also subject to parameter uncertainties.

In [86], a decentralized adaptive control scheme is proposed to guarantee finite time
consensus in a leader-follower network where the leader’s control input signal is un-
known and nonlinear. In [87], an adaptive consensus coordination problem for het-
erogenous unknown nonlinear multi-agent systems in networks with jointly connected
topologies is studied. The author introduce persistent excitation (PE) condition for re-
gressor matrix and a decentralized algorithm is developed for each agent to estimate the
unknown parameters. Then, sufficient conditions for consensus achievement and pa-
rameter error convergence are obtained. In [88], an adaptive nonlinear control law is
proposed to ensure consensus in a directed topology leader-follower network when the
leader is unforced. The proposed law only uses relative information and do not require

any global information about the network.

In [89, 90], model reference adaptive control is employed to solve the consensus

problem in the leader-follower network. In [89], a network of single input single output
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agents is considered. The proposed approach employs output measurements and treat
the estimation errors of tuning parameters as disturbances and by employing the theory
of H,, control, stability of the tracking errors are guaranteed. In [90], a network of
agents with partly unknown parameters and subject to bounded external disturbances
is considered. First by employing model reference adaptive control approach, a base
control law for disturbance free environment is proposed. Then, a compensator is added

to the base control to compensate for disturbances.

In [91-93], L, adaptive control which is based on model reference adaptive control is
employed to improve the transient performance of multi-agent systems. In [91,92], a two
agent network with uncertainties is considered. A local desired trajectory and extended
dynamics is defined for each agent. Using adaptive L, control approach each agent
reaches its local objectives and it is shown that agents reach a consensus if each one fol-
lows its own local trajectory. In [93], the L, adaptive control is employed for leaderless
and leader-follower nonlinear uncertain multi-agent system. The control law is designed
in two steps: first a control is developed for ideal agents without any uncertainties and

then an adaptive control law to manage the effects of uncertainties is developed.

The real network of multi-agent systems is always subject to different external distur-
bances and uncertainties. These disturbances may affect the total team performance and
behavior. Motivated by the above the team behavior and the control design problem in a
team subject to disturbances has been studied in the past few years. In [94-101], linear

multi-agent systems and [102, 103], nonlinear team of agents subject to disturbances are
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studied.

In [94,95], the H,, control design in a leaderless team of agents with switching topol-
ogy is studied. In [94], an output feedback control for undirected networks is developed
whereas in [95], state feedback control for directed network is studied. In [96,97], a
team of high-order integrators subject to L, disturbances is considered. An Lo — L
consensus control is proposed which its gains are obtained as solution to a set of LMIs.
In [96], the Hy/H,, consensus control is transformed to the problem of stabilizing a
set of IV linear systems which are developed based on the network topology and agents

dynamics. In [97], rather than L, disturbance, the L, disturbances is also considered.

In [98, 104], the team performance in presence of disturbances is studied. In [98],
transient performance in a team subject to disturbances is studied and sufficient condi-
tions for existence of H,/H, control are obtained. In [104], tracking control in linear
multi-agent systems in presence of environmental disturbances is formulated as a multi-
player zero-sum differential graphical game. Then, a reinforcement learning algorithm
is developed to select the optimal gains that guarantee synchronization while the perfor-
mance remains in an acceptable level. In [100, 101], modal decomposition approach is
used to design a distributed controller for a team of identical agents. A distributed con-
trol law is proposed and the gains of the control law are obtained using LMIs along with

H; and H_ criteria.

In [99], output feedback problem in a team of non-introspective team with directed

topology is studied. Using matrix theory and H ., control theory the conditions to reduce

20



the effects of external disturbances to a small arbitrary level are developed. In [105], ho-
mogeneous parameter-dependent (HPD) Lyapunov functions and sum of squares (SOS)
technique are employed to develop a consensus control for a team where the agents are
subject to polytopic uncertainties, external disturbances and time-varying/uncertain net-

work topology.

In [102,103], consensus control in a team of nonlinear agents with parameter uncer-
tainties is studied. In [102], an undirected network subject to time-varying communica-
tion delays is considered and using H, control theory sufficient conditions for existence
of state feedback control that guarantees desirable disturbance attenuation bound are de-
rived, whereas in [103], a team under directed network topology is studied and an output

feedback control is proposed to reject the environmental disturbances.

In most of the above work the network conditions are assumed to be ideal, i.e. fixed
topology. In real world as agents are moving their neighbour set may change. Generally,
two main class of switching network topologies are considered in the literature: (1) the
case that networks switch among a finite set of networks that each of them is either
connected or has a directed spanning tree, and (2) the case that at each time the network
is allowed to be disconnected but the union of graphs on the time interval is connected

or has a directed spanning tree which is called jointly connected.

Consensus problem in switching topology networks of single-order agents has been
studied in [45, 62,106, 107]. In [45], Jadbabaie et al. considered a leaderless as well as

leader-follower team under undirected topology and discussed the convergence and con-
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sensus properties in continuous-time (CT) as well as discrete-time (DT) agents. It was
shown that the network reaches a consensus if the union of topology graphs is connected
during the time interval. In [106], common Lyapunov function criterion is employed to
investigate convergence analysis of average consensus in a leaderless network of CT/DT
agents under directed, strongly connected and balanced network. In [107], a set-valued
Lyapunov scheme is used to derive necessary and/or sufficient conditions for consensus
achievement in networks of DT agents with unidirectional time-dependent communica-
tion links. In [62], Ren et al. relaxed the previous assumptions on the network topology
and showed that the team can reach an agreement if the union of the collection of topol-

ogy graphs during some time intervals has a spanning tree.

In [108-112], second-order consensus problem in switching topology networks is
studied. In [108], a leaderless network with jointly connected interconnection and in
[109], both leaderless and leader-follower network are studied. Network topologies are
assumed to switche between a finite set of topologies with a directed spanning tree and
sufficient conditions for consensus achievement are obtained by using Lyapunov func-
tions. In [110-112], consensus achievement in switching topology networks and in
presence of communication delays is considered and sufficient conditions for average
consensus are obtained as a set of LMI. In [110, 111], an undirected jointly-connected

network whereas in [112], a weakly connected and a balanced network is considered.

In [113-117], a team of general LTI systems with switching topology is studied.

In [113], consensus problem in team of high order integrator agents with undirected
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switching topology is studied. In [114,115], sufficient conditions for consensus in a team
of leaderless and leader-follower LTI marginally stable agents with jointly connected
network topology are studied. In [114], continuous-time dynamic agents and in [115],
discrete-time dynamic agents are assumed. In [116], a team of leader-follower agents
with unforced leader under a network that switches between a set of networks having
directed spanning tree is considered. Using Lyapunov functions and M matrix theory

sufficient conditions for consensus achievement are obtained.

In [118-121], a team of nonlinear agents with switching topology is considered.
In [118], a distributed control law is proposed to guarantee tracking in a team of Euler-
Lagrange agents where the network topology switches between a set of undirected con-
nected networks and in [119], the results of [118] are extended to the case that agents are
subject to environmental disturbances and parameter uncertainty. f,, optimal control
law is proposed to address state synchronization and trajectory tracking. In [120], the
problem in a team of nonlinear agents in networks with switching topology and bounded
delay is studied and the sufficient conditions for consensus are obtained using multiple
Lyapunov functions. In [121], a team of Lipschitz-Type agents are considered and a

distributed control law is proposed to solve the consensus tracking in the network.

Any multi-agent system consists of a group of physical systems. Even if all the agents
were developed in a same manufacture, the values of their parameters may change during
time depending on the work conditions. Therefore, when a team of agents are employed

to perform a single task it is very possible that agents have different parameters. Further-
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more, in some application cooperation among different vehicles may be necessary such
as cooperation among underwater vehicles and a ship. Motivated by that, in recent years
the leader follower and leaderless consensus in a team of identical agents is extended to
output regulation and output synchronization in a team of non identical (heterogenous)

agents [122-137].

In [122-126], internal model principals are employed to solve output regulation prob-
lem. In [122], under the assumption that the network topology graph is cycle free dis-
tributed state feedback as well as dynamic output feedback control protocols were pro-
posed to ensure that outputs of LTI dynamics agents with additive uncertainties track out-
puts of the external system whereas in [123, 124], the cycle free assumption is relaxed.
However, in [123] it is assumed that state measurements are available and in [124], it
is assumed that the upper bound of uncertainties norm is known priori. In [125, 126],
the problem for a team of agents with time-varying uncertainties are considered and ro-
bust dynamic output feedback control laws are provided to regulate outputs of uncertain
agents. In [126], a team of single input single output agents is considered and then

in [125] the problem is generalized to a team of general LTI systems.

In [127, 128] output synchronization problem in time varying network topology is
considered. In [127], a team of LTI agents is considered and sufficient conditions for
output synchronization are derived and then based on the provided conditions, a dis-
tributed control law is proposed that only employs relative measurements. In [128], a

team of linear parameter-varying (LPV) agents is considered and the proposed control
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law employs agents individual measurements to ensure outputs are synchronized.

In [129,130], a high gain approach is proposed to solve output regulation problem in
a heterogenous team with switching topology. A local objective and a group objective are
defined for each agent. Then, an observer based control law is proposed to stabilize the
tracking error for each agent which is determined based on local and global objectives.
In [131, 132], a necessary and sufficient condition for synchronizing outputs of a team
of LTI agents is provided and it is shown that a control can be designed to synchronize
the outputs if and only if their dynamics intersect. Then, a state feedback control law
is proposed that asymptotically stabilizes the tracking error between outputs of general
LTI systems and external system. In [138] the results of [131, 132] are extended to the

synchronization problem and a reference system is virtually constructed.

In [133-137], matrix theory and graph theory are used to address output regulation
problem in non-introspective agents and without exchanging control states. In [133,
134], an observer based decentralized control is proposed for right-invertible agents with
fixed topology. In [135], the previous work is extended to a network of right invertible
agents with time varying topology. In [136, 137], the results of [135] are extended to
the network that agents are also subject to environmental disturbances and a low-and-
high gain approach is used to address the output regulation in heterogenous system with

time-varying topology.
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1.2.3 Fault Recovery in Multi-Agent Systems

The problem of fault recovery and control reconfiguration in multi-agent systems is more
challenging as compared to that of a single agent as discussed in Section 1.2.1 and has
been studied only in recent years. Cooperative fault recovery problem differs from coop-
erative control problem in multi-agent systems (discussed in Section 1.2.2), in the sense
that cooperative control approaches (except in adaptive approaches) are mainly designed
offline and in these approaches control gains are fixed or pre-specified. However, in
cooperative fault recovery the control gains are developed and designed online and by
using the local information of agent dynamics as well as the information provided by
the Fault Detection, Isolation and Identification (FDI) modules. That is, agents update
their control laws by using local information and once a fault occurs, to ensure that the
entire team objectives are satisfied. The recent literature in this area are discussed in the

following.

In [139,140], control reconfiguration in leader-follower network under fixed topology
is studied. In [139] an adaptive mechanism is proposed to adjust the agent control gains
once an actuator fault occur in a team of multi-agent system under undirected topology,
parameter uncertainties and external disturbances. In [140], adaptive control approach
is employed to tackle output tracking in high-order nonlinear multi-agent systems sub-
ject to LOE and additive time-varying faults. In [141-148], the control reconfiguration
problem in networks with fixed graph topology is considered. In [141, 142], a high-level

supervisor is proposed to address the formation flight problem in networks subject to loss
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of effectiveness faults (LOE). In [143—-146] adaptive control strategies are employed to
ensure that agents reach a consensus even when agents are subject to actuator faults that
do not cause rank deficiency in the input channel matrix. In [149], two re-coordination
strategies for formation keeping motion in a team of wheeled mobile robots subject to
actuator faults is presented. In the first approach, the faulty agent is removed from the
motion and then using Hungarian algorithm the task is assigned among the remaining
agents whereas in the second one, the formation is preserved with performance degrada-

tion.

In [143-145], leaderless multi-agent systems are considered. In [145], a second-order
nonlinear leaderless team is studied and actuator faults are considered as uncertainties.
The norm bounding approach is used to transform the uncertainties into a virtual scaler.
Then, using this scaler and Lyapunov functions the stability of the tracking error is guar-
anteed. In [143], neural networks are employed to estimate the actuator fault severities
as well as dynamics uncertainties. Then, by using graph theory and Lyapunov function
an adaptive law is proposed to ensure that the team of nonlinear second-order agents
reach a consensus even when agents are subject to actuator faults. In [144] a team of
agents with general LTI dynamics is considered and online adaptive laws are developed

to compensate the uncertainties and faults.

In [95, 150, 151], control reconfiguration problem in switched topology networks
is studied. In [150], a reconfigurable control strategy is proposed to guarantee state

synchronization in a team of Euler-Lagrange systems whereas in [95,151] a team of LTI
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systems subject to the LOE actuator faults is studied and a two level, i.e. the agent-level

and the team-level reconfiguration strategies are presented.

In 118,119,152, 153] control reconfiguration in Euler-Lagrange networked systems
is studied. In [152], an adaptive law is proposed to accommodate the changes in the
system parameter due to faults in actuator faults and the reconfiguration is performed
without the need for FDI module. On the other hand, in [118,119, 153] the information
provided by FDI module are employed to reconfigure the control laws and ensure that

the team can cooperate even in presence of actuator faults.

1.3 General Problem Statement and Thesis Outline

The main objective of this thesis is to design control reconfiguration strategies for a team
of autonomous vehicles. A team of linear multi-agent systems subject to three types of
actuator faults, namely loss of effectiveness, outage and stuck is considered. The main

concern in the development of the proposed reconfiguration strategies are as follows:

1) The proposed strategy should guarantee that agents can reach a consensus even

when they are subject to different actuator faults.

2) Each agent can only communicate with few other agents (its nearest neighbors)
and is unaware of the the total network behaviour therefore, the reconfiguration
strategy should only employ the local information and without any external inter-

vention.
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3) The faults can cause rank deficiency in the system control channel matrix, therefore

the structure of the system can change.

4) The team performance index should remain in an acceptable level.

In Chapters 3 to 6 of this thesis, the above concerns and problems are addressed. In the

following a summary of these chapters are given:

e In Chapter 3, a distributed reconfigurable control law for a team of multi-agent
systems is provided. On-line distributed control reconfiguration strategies are de-
veloped that employ only nearest neighbors information to guarantee the team
consensus while minimizing a local cost performance index. Towards this end,
the distributed Hamilton-Jacobi-Bellman equations for the faulty agent are derived
and then reconfigured controllers are designed by solving these equations subject
to the faulty agent dynamics and network structure constraints to ensure fault ac-
commodation of the entire team. In the next three chapter, the above problem is

extended to non-ideal conditions.

o In Chapter 4, we extend the problem of Chapter 3 to a network with directed com-
munication topology and subject to disturbances. Furthermore, the outputs of the
faulty agent are guaranteed to follow those of the healthy system. A distributed
control reconfiguration strategy is proposed such that in presence of actuator faults
the state consensus errors remain bounded and output of the faulty system behaves

exactly the same as that of the healthy system. Furthermore, the specified H.,
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performance bound is guaranteed to be minimized in presence of bounded energy
disturbances. The gains of the reconfigured control laws are selected first by em-
ploying a geometric control approach where a set of controllers guarantees that
the output of the faulty agent imitates that of the healthy agent and the consensus
achievement objectives are satisfied. Next, the remaining degrees of freedom in the
selection of the control law gains are used to minimize the bound on a specified

H, performance index.

In Chapter 5, the results of Chapter 3 are extended to a network with directed
switching topology communication. The proposed control strategy ensures that
the agents reach a consensus and an upper bound for the team performance index
is guaranteed when the agents are subject to actuator faults and there are uncer-
tainties and unreliabilities in the fault severity estimation. By using quadratic and
convex hull (composite) Lyapunov functions, two strategies are provided to design
and select the gains of the proposed distributed control laws such that the team

objectives are guaranteed.

In Chapter 6, the results of Chapter 3 are extended to a team of non-identical agents
subject to limited measurement. A distributed output feedback control strategy is
proposed which guarantees that agents output follow the outputs of the exo-system
and the agents states remain stable even when agents are subject to actuator faults.
Towards that end, the output regulation problem is transformed into two stability
problems and Lyapunov functions and Gershgorin theorem are employed to obtain

conditions to solve these two problems.
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1.4

Thesis Contributions

In this thesis, control reconfiguration problem in multi-agent systems is tackled. The

main contributions of this research are as follows:

)

)

3)

3)

In this work we consider three types of actuator faults, namely loss of effectiveness,
outage and stuck. The outage and stuck faults can cause rank deficiency which
change the model structure unlike the work [139, 140, 143-146], where actuator

faults 1s considered as parameter uncertainties which do not change the structure.

The proposed control laws are fully distributed, that is the reconfigured control
gains are designed by only employing the local information unlike [141, 142],
which a high level supervisor is assumed to intervene and redesign the control

gains once agents become faulty.

A cost based reconfiguration strategy based on Hamilton Jacobi equations is pre-
sented to ensure consensus in a team with a fixed topology network and minimizing
the local cost performance index. In the current literature only consensus problem

is studied and the cost performance index is not considered into account.

The notation of auxiliary agents are introduced and then employed to address H .,
performance output following in the team subject to simultaneous actuator faults.
The H, performance consensus problem has been studied in the current literature,
however output following in the team of agents subject to actuator faults has not

been addressed.
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(4) A distributed cost guaranteed reconfiguration strategy for switching topology net-
works is proposed to minimize the upper bound of the team performance index

while the team consensus is ensured.

(5) A reconfigurable control law is proposed to ensure output regulation in a team of
non-identical agents by using outputs measurements unlike the current literature

which mostly consider control reconfiguration in a team of identical agents.
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Chapter 2

Background

2.1 Graph Theory

The communication network among N agents can be denoted by a graph. A directed
graph G = (V| E) consists of a nonempty finite set of vertices V' = {vy, v, ..., vy} and
a finite set of arcs £ C V' x V. The i-th vertex represents the i-th agent and the directed
edge from ¢ to j is denoted as the ordered pair (i,j) € E, which implies that agent j
receives information from agent ¢. In this case the vertex ¢ is called the parent vertex and

the vertex j is called the child vertex [154].

A graph is called bidirectional if for a pair of nodes and edge (v;, v;), there exists an

edge (v;, v;), otherwise it is called directed graph or digraph. A directed path from agent
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i to agent j is a sequence of arcs in E, (v;,v1), (v1v2),. .., (v, v;). A pathis a cycle if
v; = v;. A directed tree is a digraph, where every vertex has exactly one tail except for
one special vertex without any tail. In the other words, a connected subgraph of G which
contains no cycle is a tree. A directed graph G has a directed spanning tree if there exists
a node 7 (a root) such that all other nodes can be linked to r via a directed path. If there
exists a path between any pair of distinct vertices the digraph is called to be strongly

connected, whereas for undirected graph, it is called to be connected.

Neighbours of each agent 7 in the network are denoted by N; = {j|(j,7) € E}. We
also define the receiver neighbour set, N/, which represents the set of agents that receive
data from agent ¢ by N = {j|i € N;}. The adjacency matrix of the graph G is given
also by G = [g;;] € RV*N where g;; = 1if j € N, otherwise g;; = 0. For undirected
graph, we have g;; = g;;. The Laplacian matrix for the graph G is defined as L = D —G,

where D = diag{d"} and di" = Zjvzl Gij-

2.2 Consensus Achievement in Multi-agent Systems

The main objective of the consensus problem is to ensure that all the agents reach a com-
mon agreed value that is collectively decided by the agents interactions in the leaderless
(LL) network topology or specified by the leader in the leader-follower (LF) network
architecture. Below, we provide the mathematical representation of the agents corre-

sponding to these two architectures.
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Leaderless (LL) Network: Let the network consist of /V agents where each agent is

governed by the following dynamical model
where x;(t) € R” and u;(t) € R™ denote the i-th agent state and control input, respec-

tively. The i-th agent consensus error signal is now defined according to

a(t) = Y (xi(t) —a;(1) = (@ L) " (1), (2.2)
JEN;
where 275" (t) = [2T(¢), ..., 2% (t)]".

Leader-Follower (LF) Network: In the leader-follower network architecture the team

consists of NV followers where each agent dynamics is governed by equation (2.1) and
the leader whose dynamics is given by

to(t) = Azo(t) + Buo(t), (2.3)
where zo(t) € R™ and uo(t) € R™ represent the leader state and control input, respec-
tively. In the LF architecture some of the followers that are designated as pinned agents
are communicating with the leader and receive data from it directly. Since the leader
does not receive any feedback from the followers, the leader control law can be selected
as ug(t) = Koxo(t) + r(t), where K is the state feedback gain and r(¢) represents the

desired trajectory of the leader. The consensus error signal for each follower is now

defined as
ei(t) = gio(zi(t) —zo(t)) + Z(xz(t) — z;(t))
JEN;
= (L))" t),i=1,...,N (2.4)
where 22(t) = [x3(t), 2T (t), ..., 2% (t)]" and g;o = 1 if the agent i is a pinned agent

and is zero otherwise.
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For the ease of notation we will use the notation x(t) to address either x2(¢) or
2L (t). We are now in a position to formally introduce the objective of the consensus

achievement problem.

Definition 2.1. The team of N agents will reach a consensus if e;(t) — 0 ast — o0
fori = 1,..., N, implying that for the leaderless network architecture x;(t) — x;(t)
ast — oo fori,j = 1,..., N and for the leader-follower network architecture x;(t) —

x;(t) = zo(t) ast — oo fori,j=1,...,N.

2.3 Hamilton Jacobi Bellman (HJB) and LQR Problem

Hamilton Jacobi Bellman (HJB) is a useful tool to find an optimal control input specially
for nonlinear systems. Consider the system dynamics as

(t) = f(t,z,u), z(0) = xg
and the corresponding cost function to be minimized as

J(t,x) = /00 h(t,z,w)dt,
0
where x(t) € R™, u(t) € R™, f : [0,00) x R" x R™ — R", h: [0,00) x R" x R™ — R
and J : [0,00) x R™ — R. The following optimization problem
min J(t,x) s.t. &(t) = f(t,z,u), (0) = o,

has a solution if the following HJB equations have a solution [155, 156]

H(t,z,u) = h(t,z,u) + J:(t, 2) f(t, z,u), (2.5)
u*(t) = argminH (¢, x, u), (2.6)
H*(t, 2, u) + J*(t,z) = 0, (2.7)
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dJ*(t,2)

17 and

* . . * oJ* , L T
where J*(t, ) is the optimal value of J (¢, z), J:(t,x) = %, J*(t,x) =
H*(t, x,u) is the optimum value of H : [0,00) x R x R™ — R. If f = f(z,u) and
h = h(zx,u), i.e. they are time-invariant, then J* = .J*(z) and J* = 0 and (2.7) reduces

to H*(z,u) = 0.

If the plant is linear time-invariant
x(t) = Az(t) + Bu(t),
and the performance index is considered to be quadratic
J(z) = /OO (2" (#)Qx(t) + u' (t)Ru(t))dt
0
the corresponding HJB equations will reduce to
H(z,u) = 2" (1)Qx(t) + u" (t)Ru(t) + J*" (x)(Ax(t) + Bu(t)), (2.8)
u;(t) = arg m&n?—l(w,u) = —R'BYJ(t, 1), (2.9)
H*(x,u) =0, (2.10)
where R € R ™ and () € R"*™ are positive definite matrices. By substituting u(t)
from (2.9) into (2.10), one can find the optimal control signal as u(t) = —R™' BT Px(t),
where P is the solution of the following Algebraic Riccati Equation (ARE)
PA+ AP — PBR'B'™P+Q =0. (2.11)
The above problem is called LQR problem and can be formulated as an optimization
problem subject to a set of Linear Matrix Inequalities (LMI)s. This formulation is very

useful if the optimal controller with special structure is as of interest.

37



Lemma 2.1. [157] The optimization problem:

max trace(P) (2.12)
ATP+ PA+Q PB
s.t. >0,
BTP R
P>0

has a solution if and only if the ARE equation (2.11) has a solution and for R > 0 and

@ > 0, the unique optimal solution to this problem is the maximal solution of the ARE

(2.11).

2.4 Actuator Fault Types

Consider the following linear time-invariant system,
i(t) = Az(t) + Bu(t), (2.13)
y(t) = Cx(t), (2.14)
where z(t) € R™ and u(t) € R™ are system state and input signals, A, B and C' are
system dynamic matrices. If the input of the system (2.13) becomes faulty then the fault

is called actuator fault. Actuator faults are generally classified into three types: [158]

(1) Loss of Effectiveness (LOE): The loss of effectiveness fault is characterized by
lowering the actuator gain with respect to its nominal value. Therefore, the dy-
namics of the -th faulty agent can be modelled as

il (t) = Azl (t) + Bul (1), (2.15)

i
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2)

3)

where B/ = BT, u! (t) = u;(t), I; = diag{T}, for I = 1,...,m, T represents
the effectiveness of the [-th channel of the ¢-th agent, 0 < Fﬁ < 1 if the [-th actuator

is faulty, and I', = 1 if it is healthy.

Let us denote the fault severity estimate and the [-th faulty actuator estimation
error by T and &, respectively, i.e. T = I'* + £.. Moreover, consider the binary
parameter f! as the fault indicator for the /-th actuator of the i-th agent in which
f! = 1if the actuator is faulty and f! = 0 if the actuator is healthy. Therefore, we
have

Bf = BT, + Bfi&;, (2.16)

where fz = diag{fﬁ}, & = diag{¢'}, and f; = diag{f!}.

Outage (Float): The float fault occurs when the actuator output "floats" with zero
value and does not contribute to the control authority. The dynamics of the i-th
agent with an outage fault in its k-th actuator can be represented as

@i(t) = Az;(t) + B™u;(t), i=1,..., N, (2.17)
where B/* = |yt 2 ph=1 o pktl . pm| and OF is the k-th column of the

matrix B.

Stuck (HOF/LIP): In stuck fault the actuator "freezes" at a certain value and does
not respond to subsequent commands. This fault is also called HOF (Hard Over
Fault) or LIP (Lock in Place Fault). The dynamics of the i-th agent under this fault
type can be modelled as

i;(t) = Az;y(t) + Bul (t), i =1,... N, (2.18)

T
Tt = [ul(e), ... L), ub, a1 (2), . (t)| - and uf = uk(ty)

—_17 1 ) 1
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denotes the value of the stuck command.

2.5 Geometric Control Approach

The geometric control approach deals with subspaces and properties of systems are ex-
pressed in terms of linear spaces [159,160]. Consider the system (2.13). Let X" be a vec-
tor space and A : X — X alinear map. A subspace J C X is said to be A — invariant
if

AX C J.

Given the linear map A : X — X and a subspace B C X a subspace V C X is
(A, B) — controlled invariant if the following holds

AV CV+B.
For any (A, B) — controlled invariant subspace V there exists a matrix F' (called a

friend of V) such that (A + BF)V C V.

The two useful subspaces in geometric control theory are maximum (A, B)—controlled invariant
and (A, C)—conditioned invariant containing 5. The maximum (A, B)—controlled invariant
subspace contained in Im{C'} is obtained by the recursive algorithm

Vi = C
V, = C[\A'\(Viei +B), i=23,...

The minimum (A, C) — conditioned invariant containing 3 can be obtained through
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the recursive algorithm:
Sl == B

S = B(A M (Sim1+C), i=2.3,...

2.6 Switching Systems

Leto(t) : [0,00) — {1, ..., q} denote the switching signal and suppose that it represents
the network graph switches. The switching sequence 0 < ¢! < -+ < th < thtl <
with [, = 1,2,... is assumed to be continuous from right, that is for the <t < thtl,
G(t) = G° = G* G € {G"...,G"}, where G* = [g}'] and g}, represents the arc
between the i-th and the j-th agents in this interval. In this case, the Laplacian matrix

will be denoted by L(t) = L°, where for t'* <t < ¢t [7 = [k [F e {L' ... L7},

Ly L, Ly L

The Laplacian matrix is partitioned into L7 = and LF = ,
k k
L3, L3, Ly Ly,

where L¥, = 0, L¥, = 0, L% is an N x 1 vector and represents the leader’s links to the

followers, and L%, is an N x N matrix that specifies the followers’ connections.

2.7 Output Regulation

The dynamics of the i-th agent in the network is considered as

yi(t) = Cizy(t), (2.20)
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where z; € R™, u; € R and y; € R denote the :-th agent state, control and outputs.
The exo-system dynamics is given by
w(t) = Sw(t), (2.21)
v(t) = Rw(t), (2.22)
where w € R" and v € R™. This exo-system can also be considered as a (virtual) leader
for the team. It is assumed that only a set of agents has access to the exo-system and its

measurements. The i-th agent regulation error is defined as

ei(t) = giolyi(t) )+ > (wilt) — it (2.23)
JEN;
where g;0 = 1 if the i-th agent has access to the exo-system, otherwise g;o = 0, [; is

the i-th row of L, C' = blkdiag{C;} and z(t) = col{x;(t)}. Agents outputs are called

regulated if fori = 1,..., N, e;(t) > 0ast - oofori =1,..., N.

2.8 Notations

For a vector x = [xq,. .. ,xn]T we define L', L? (Euclidean norm ) and L norm as

lzlli = Yor @il [zl = Vot + -+ + 22, ||z||e = max(|z1],...,|z,]). The signal

x(t) is also represented as x(t) = col{x;(¢)}. The function sgn{z(¢)} is defined as
T

sgn{z(t)} = [sgn{z,(t)},... sgn{z, ()}]

sgn{z;(t)} = : (2.24)
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For the vector x the notation diag{x} denotes a diagonal matrix that has diagonal entries
x;’s. The notations I,,, 1,, and 0,,,,, denote an identity matrix of dimension n X n, a unity
n x 1 vector with all its entries as one, and a zero matrix of dimension n X m, respectively.
For a matrix X € R"*", the notation X > 0 (X < 0)or X < 0(X < 0)implies that X is

a positive definite (positive semi-definite) or a negative definite (negative semi-definite)

matrix. Moreover, ||X|| denotes the Euclidean norm of X. For a matrix A € R™*"_ its

2-norm is defined by

Ax
|All2 = {sup ||||1:||‘2|2 cx e R x# O} .

The term X —% (X %) denotes the generalized left (right) inverse of the matrix X. The

terms \;(X), Amin(X) and A\ (X) denote the i-th eigenvalue, the smallest, and the
largest eigenvalues of the matrix X, respectively. For the matrix X, 0;(X), omin(X),
Omaz(X), denote the i-th singular value, the minimum singular value, and the largest
singular value of X. The notations Im{ X } and Ker{ X } denote the image and the kernel
of X. Furthermore, for the matrix X, Sym(X) = X + X' and for the matrix X > 0,
E(X) denotes the ellipsoid £(X) = {z € R" : z"(t)Xxz(t) < 1}. For matrices X,
i =1,...,m the notation diag{ X; } represent the block diagonal matrix that its diagonal
entries are X;s and the rest of entries are zero. The solution to Ric(A, B, R, Q), for

@ > 0, denotes the positive definite solution P > 0 to the following Riccati equation

AP+ PA—-PB'R'BP+Q=0. (2.25)
Fact 2.1. For vectors x4, ...,xn € R", we always have
N N N N N N
2 Z Z:UZT:U] < foxl, and (Z :cz)T(Z z;) < 2(2 xlwy).
i=1,i#j j=1 i=1 i=1 i=1 i=1
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Fact 2.2. For any two matrices X and Y and a positive scaler o« we have
XY +Y'X <aX'™X + o 'YTY.

(XY +Y'X) <aX'X + o YTY.

Theorem 2.1. [161] Consider the system
i(t) = Ax(t) + f(2(0), 1), (2.26)
where A is Hurwitz stable and z(t) € R™ is the state vector. The system (2.26) is stable

if
1/ (z(t), 1)l 1

2O oma(P)’

forall x(t) € R™ and t > 0, where P is the solution to

PA+ ATP+ 21 =0.
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Chapter 3

Cost Based Control Reconfiguration for

Consensus Achievement

This chapter tackles the development of distributed control reconfiguration and fault ac-
commodation strategies for consensus achievement in multi-agent systems in the pres-
ence of faulty agents whose actuators are unable to produce their nominal control efforts.
A faulty agent can adversely affect and prevent the team from reaching an agreement and
lead to the mission catastrophic performance degradations. To ensure that the faulty team
pursues its consensus objectives, in this chapter on-line distributed control reconfigura-
tion strategies are developed that employ only nearest neighbors information to guarantee
the team consensus while minimizing a local cost performance index. First, distributed

Hamilton-Jacobi-Bellman equations for the faulty agent are derived. Then, reconfigured

45



controllers are designed by solving these equations subject to the faulty agent dynamics
and network structure constraints to ensure fault accommodation of the entire team. The
proposed reconfigurable controllers are applied to a network of autonomous underwa-
ter vehicles subject to actuator faults to demonstrate and illustrate the effectiveness and

capabilities of our proposed fault recovery control strategies.

The remainder of this chapter is organized as follows. In Section 3.1, problem formu-
lation is provided. In Section 3.2 the distributed control reconfiguration methodologies
corresponding to various actuator faults are developed. In Section 3.3, the capabilities
and effectiveness of our proposed controllers for accommodating actuator faults in a net-
work of autonomous underwater vehicles (AUVs) subject to both the leader-follower as
well as the leaderless network architecture are validated through extensive simulations
and finally, Section 3.4 concludes the chapter. A summary of the following is presented

in [147,162].

3.1 Problem Formulation

Consider a healthy leaderless team of N agents given by (2.1) or a healthy leader-
follower team consisting of a leader given by (2.3) and NV agents given by (2.1). The
healthy team consensus error is obtained by concatenating the agents consensus errors
so that the dynamics of the team consensus errors for the leader-follower and the leader-
less network architectures can be expressed as follows

é(t) = Ae(t) + Bu(t) + Loy @ Bug(t), (LF network), (3.1)

46



é(t) = Ae(t)+ Bu(t), (LL network), (3.2)
where A = Iy @A, u(t) = [uT (1), ul(t), .., uS ()]T, e(t) = [eT(t), €X(t), ... e% (1)]T, B =

LQQ ® B LF network
, L is the network graph Laplacian matrix, and L is obtained

L ® B LL network

Lyy Lyo
by partitioning the Laplacian matrix of the leader-follower network as L = ,
Loy Lo
T
with Liy = Y00 goir L1z = [—gm, e —gON} s Loy = [—910, e —gNO] ;and Loy =
dq —912 -~ —OIN
— Y21 dy ... —gon
—gn1 —gn2 ... dn

Associated with the team, the cost function of the healthy team is defined as
N )
J(t) =3 ilto) = % /t (€7 (1) Qe(t) + u (£ Ru(t))dt, (3.3)

— 0
where J(t) = J(e(to)l, u(.),to), Jilto) = Jilei(to), wi(),to) = 5 [o (e (1)Qes(t) +
ul (1) Ru;(t))dt, @ = Iy ® Q, R = Iy ® R, Q and R are positive definite matrices.
Therefore the design objective is as follows:
Healthy team objective: The overall goal is to design the control law u(t) in a dis-
tributed manner so that one can ensure the agents reach a consensus and the team cost

J(to) is minimized. The following assumption is now made explicit.

Assumption 3.1. The pair (A, B) is controllable and the pair (A, Q'/?) is observable.

We now assume that at time ¢ = ¢ a fault occurs in the i-th agent which is now sub-
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ject to either a LOE, an outage or a stuck fault. According to (2.15)-(2.18) the dynamics
of this agent can be equivalently written as

ii(t) = Axi(t) + Blul (t) + Bius (3.4)

where u! (t) = u(t) = [ul(t),...,u"(t)]", B/ = BT, and B = 0 if the agent is subject
to a LOE fault. Moreover, u!(t) = [ul(t),...,uf" (t), " (), um ()T, Bl = B* =

(bl .., bF=1 bF+1 p™m] and By = 0 if the agent is subject to an outage fault. Finally,

ub(t) = [ul(t),. .., uf= (), (1), ui(t)]T, Bif = B = [ bR W ] and
B = b if the agent is subject to a stuck fault where b* is the k-th column of the matrix

B. Associated with the faulty agent the local or agent-based cost performance index for

the i-th agent is defined according to

Tity) = Jilty) + > Jjlty), (3.5)
JEN;
where J;(tr) = Ji(ei(ty), e;(ts), wi(.),ui(.), j € Niyty) and
3it) = Mt i) = 5 [T OQe) + RGO G6)

denotes the individual cost of the i-th faulty agent, e;(¢) represents the consensus er-
ror of the ¢-th agent and () and R are positive definite matrices. The design objective

corresponding to the faulty agent/team is now defined as follows.

Faulty team/agent objective: Design v/ (¢) such that the team reaches a consensus

and the performance index J;(¢) is minimized by using local information.

Assumption 3.2. The network communication topology is fixed and the communication

links are bi-directional.

Assumption 3.3. The bounds on the estimated fault severities that are provided by the

FDI module are known a priori, i.e. —&F, < &F < &8, where & ’s fork =1,....m
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are known non—negative constants.

3.2 Proposed Methodology

In this section, the proposed distributed control reconfiguration strategies for two general

case scenarios that are described below is presented:

e Scenario I: the mission starts at ¢ = t,, where all agents are healthy. Then, at
t = t the first fault occurs and the i-th agent becomes faulty. Multiple concurrent
faults are also subsequently allowed in the ¢-th agent. In this case, all the neigh-
bors of the ¢-th faulty agent are assumed to be healthy. The requirements of the
control law to be designed are (a) on-line selection of the control gains, (b) only
employing the information that the i-th agent FDI module has generated, and (c)
employing the faulty agent and its immediate neighbors topological information
that are denoted by /; and I, for j € N, respectively, where [; denotes the i-th
row of the network graph Laplacian matrix. In this scenario, agents share their
information set including their measurements locally. Once the fault is detected,
isolated, and the control is reconfigured, the fault detection, isolation, identifica-

tion and reconfiguration (FDIR) information are also shared.

e Scenario II: a subsequent fault now occurs but in the j-th agent. In this case, at
least one of the neighbors of the faulty agent e.g. the i-th agent is faulty with

already reconfigured control and the rest of the neighbors are healthy. This control
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strategy is designed on-line and the reconfiguration strategy employs the FDIR
information of the faulty neighbors in addition to the information that are required
in the Scenario I above. In this case, the information set that the neighboring
agents share among themselves includes their measurements as well as their FDIR

information.

Note that the reconfiguration strategies employ two kinds of information sets, namely:
1) information that are provided for each agent off-line and before the mission is initi-
ated, such as the agent’s dynamic matrices, and the topological location of an agent and
its neighbors, and 2) information that are shared on-line and among the neighboring

agents during the mission, such as measurements and the FDIR information.

In the following, first we consider the healthy team and the healthy team control law
is presented. Then, the control reconfiguration strategies for a team of N agents having
a faulty agent that is subject to various actuator faults, as in Scenario I, are developed.
Subsequently, the extension of these results to the team with subsequent and concurrent

faults, as in Scenario II, is presented.

Consider a healthy team defined in Section 3.1. Let us select the control protocol for

the ¢-th healthy agent in LL and LF network as follows

wi(t) = K Y (xi(t) — 2;(t) = Key(t), (3.7)
JEN;
wi(t) = K(gio(wi(t) — xo(t)) + Y (wi(t) — 2;(t)) + Kiouo(t) (3.8)
JEN;
= Ke,(t) + ]{Ji()UO(t), (39)
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where k;q’s are solutions to Loy Ko+ Loy = 0, where K = col{k;o}. This is justified by
the observation that from equations (3.1) and (3.9), we have
é(t) = (A+ Ly ® BK)e(t) + ((Laa Ko + La1) ® B)ug(t).

If k;o’s are obtained such that Loy Ky + Loy = 0, the second term in the above expression

will vanish. Therefore, one only needs to design the gain matrix /K. For the sake of

notational simplicity, the same notation for the gains in both networks are employed.

Consequently, and without loss of generality, the team dynamics can be expressed as
é(t) = Ae(t) + Bu(t). (3.10)

Therefore, the problem of designing a cost-based control strategy for guaranteeing con-

sensus achievement in the healthy team is equivalent to the design of a control law that

stabilizes the system (3.10) asymptotically and minimizes the team performance index

(3.3).

In the next theorem the control design problem for the healthy team is presented.

Theorem 3.1. Consider a leaderless network of N agents whose dynamics are given
by equation (2.1) and a leader-follower network of N followers whose dynamics are
given by equation (2.1) and the leader whose dynamics is given by equation (2.3). More-
over; let Assumptions 3.2 and 3.1 hold. The control law u;(t) = ul(t) = Kle;(t) =
—R71BTP"e;(t) solves the consensus problem:

(a) in the healthy leaderless network architecture, where P" is the solution to the follow-
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ing optimization problem

max trace P" 3.11)
PA+ AP +0Q PB

s.t. >0,P=A'®@P"P">0, (312
BTp R

(b) in the healthy leader-follower network architecture, where P" is the solution to the

following optimization problem

max trace P" (3.13)
PA+ AP +Q PB

s.t. >0,P =Ly ®@P" P">0, (3.14)
BTP R

where A and B are defined as in equations (3.1) and (3.2), Q and R are defined as in
equation (3.3), B=A, ® B, A, = diag{\;}, \;’s for j =2, ..., N denote the non-zero
eigenvalues of the network graph Laplacian matrix, A=Iy_ 104 and Q = In_1®Q.
Furthermore, under the above control protocol the minimum of the team performance

index (3.3) is bounded by €' (to)Pe(to).

Before presenting the proof of the theorem the following lemma is provided which

will be used explicitly in the proof of Theorem 3.1.

Lemma 3.1. Provided that the network of multi-agent systems has a spanning tree and
the pair (A, B) is controllable, then the pair (A, B) is controllable in the leader-follower
network architecture and has n uncontrollable modes in the leaderless network architec-

ture.

Proof. Let C and C denote the controllability matrices for the pair (A, B) and (A, B),
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respectively. Therefore,

C = [B AB ... JM%N+DIB}

- |:Lo¢ ®B Lo®AB ... L,® A"(N+1)—131
= (I®0)(Cq® La)(I @ Cy),
where C,, = {B AB ... AMN+D-I B], L, = L for the leaderless (LL) network

architecture and L, = Loy for the leader-follower (LF) network architecture, and C|
and C5 denote the permutation matrices. Since (' and Cs are full rank matrices and
Al = Z}:& 7, A7 for i > n, we have

rank{C} = rank{ L, }rank{C}. (3.15)
If the network graph has a spanning tree, its Laplacian matrix has a simple zero eigen-
value [163], so that rank{L} = N — 1, and from Lemma 3.1 in [147], the matrix Lo
is positive definite, which implies that rank{Ls3} = N. Now, if the pair (A, B) is
controllable, then rank{C} = n, therefore, in the LL network architecture, we have
rank{C} = n(N — 1), and the pair (A, B) has n uncontrollable modes. In the LF net-
work architecture we have rank{C} = nN and the pair (.4, 3) is controllable. This

completes the proof of the lemma. [

Proof. From Lemma 3.1, the pair (A, B) in the LL network has n uncontrollable modes.
Therefore, to asymptotically stabilize the team consensus errors in this architecture, first
the uncontrollable modes are separated from the controllable modes by using a similarity

transformation and then a control law is designed to stabilize the controllable modes. Let
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the transformation 7' = M ® I,, be applied to the system (3.2), so that one gets

é(t) = Aré(t) + Bru(t), (3.16)
./2{ 0 B~1 Ml
where Ay = TAT ! = ,Br =TB = , L = M'AM, M = ,
0 A 0 M,y
s )| - . . . .
é(t) =Te(t) = JA=Iy_1®A, B, = A{\M,® B, A, is a matrix whose diagonal

éa(t)
elements are non-zero eigenvalues of the Laplacian matrix, M; € RY=1XN_ ), € RN,

&y(t) € R™, and the pair (A, B;) is controllable. The structures of the matrices Az and
Br reveal that the system (3.16) can be decomposed into two independent subsystems as
follows:

Syt é1(t) = Aéi(t) + Byu(t), So : éx(t) = Aéy(t), (3.17)
and the team consensus error signal e(¢) can also be written as

e(t) = (M| ® I,)é (t) + (Mg @ 1,,)éa(t). (3.18)

The second term in the right-hand side of equation (3.18) can be expressed as

(MJ @ 1,)éx(t) = (My @ exp(At))(MyL @ I,)x(to), (3.19)
where z(to) = |2T(t), 21 (to), ..., 2% (to) T. Given that MyL = 0, we have (M) ®
I,,)és(t) = 0, which implies that e(t) converges to zero (or the team reaches a consensus)
if &,(t) is asymptotically stable. Since the pair (A, B;) is controllable, there exists a
control law u(t) that stabilizes the system S;. Therefore, the control design problem for
the LL network is reduced to that of stabilizing S;. However, this control should also

minimize the team performance index. For this purpose, in the following the effects of

€1(t), é2(t) and u(t) on the team performance index are investigated.
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From the control law (3.7) we have u(t) = Ke(t), where K = Iy ® K, which can be

expressed as
u(t) = (In @ K)(M{ @ L,)éi(t) + My @ I,)éx(t))
= (M} ® K)é,(t) + (M; @ K)éy(t). (3.20)
Letu'(t) = (M} ® K)é,(t) and u*(t) = (MJ ® K)éy(t). Considering that M, and M,
are orthogonal matrices, u!" (£)u2(t) = u2" (t)u!(t) = 0 and the team performance index
can be expressed as

J(to) = Jilto) + Ja(to)

1

- 53 | E0a < oRa @)+

3 | @@ea + R (3:21)

2
where J(tg) = J(€1(to), u'(.), €2(t0), u?(.), o), J1(to) = J1(é1(t0), u'(.), to) and Ja(tg) =
Ja(€x(to), u?(.), to). Therefore, from equations (3.17) and (3.21) the team consensus er-
ror dynamics and the performance index for the LL network architecture can be decom-
posed into two subsystems, namely S; and S, with the performance indices J; (¢y) and

Ja(to), respectively, that are governed by

Si:é(t) = A& () + Biu(t),

Ji(te) = % /t w(é{(t)@él(t)+u1T(t)Ru1(t))dt (3.22)
— % /: E1()In_1 ® (Q + KTRK)é,(t)dt,
Sg . ég(t) = Aég(t),
Tolty) = % /t Oo(ég(t)QéQ(t)+u2T(t)Ru2<t))dt (3.23)
1

- 1 /: E(6)(Q + KTRK)&(t)dt.

The dynamics above for S; and S reveal that the control gain K has no effect on é5(t),
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implying that .J(ty) is minimized if J; (o) is minimized. Now since
Biu'(t) = (MM, ® B)(M] ® K)é&(t)
= (M ®B)(In-1 ® K)éu(t),

the system S is equivalent to

S é1(t) = A&y (t) + Ba(t). (3.24)
This implies that stability of the system S; follows from the stability of the system S,
where B = Ay ® B, i(t) = Ké&(t), and K = Iy_, ® K. Therefore, if the control gain
K is obtained such that the control law @(t) stabilizes S and minimizes J (¢y), then the

control law u(?) stabilizes the system (3.2) and minimizes the team performance index

J(to)

Considering the above discussion, the optimal control design problem for the LL
network can be transformed into that of a structured LQR problem. Note that the LF
control design problem has similar specifications, therefore it can be transformed into a
structured LQR problem. It is known that the control law u(t) = Ke(t) asymptotically
stabilizes the system given by equation (3.10) and minimizes the team performance index
(3.3) if the Riccati equation

AP+ PA-PBR'B'"P+ Q=0 (3.25)
has a positive definite solution for 7. Moreover, the control law @(t) = K& (t) asymp-
totically stabilizes the system given by equation (3.24) and minimizes the performance
index J (to) if the Riccati equation

A"P+PA-PBR'B"P+Q=0 (3.26)

has a positive definite solution, where K = —R'B™P, Q =Iy_10Q, A=Iy_1 QA
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and B = Ay ® B. Equations (3.25) and (3.26) have positive definite solutions if the pairs
(A, B) and (A, B) are controllable and the pairs (A, Q2) and (A, Q2) are observable.
It is straightforward to conclude that the pairs (A, Q) and (A, Q2) are observable if
and only if the pair (A, Q%) is observable. If the network has a spanning tree, then A
is a positive definite matrix so that the controllability of (A, B) implies that (A, B) is
also controllable. On the other hand, from Lemma 3.1, if (A, B) is controllable and
the network has a spanning tree then the pair (4, B) is also controllable. If the above
conditions hold, the control law u(t) = Ke(t) asymptotically stabilizes the system given
by equation (3.10) and minimizes the performance index J and the control law u(t) =
Ké,(t) asymptotically stabilizes the system given by equation (3.24) and minimizes the
performance index J;(tp). These imply that the control law w(t) stabilizes the system

(3.2) and minimizes the team performance index J (o).

The only remaining condition that is needed is to ensure that K and K are block
diagonal matrices. Towards this end, an intermediate step needs to be performed as
described below. From [157], it follows that Riccati equations (3.25) and (3.26) have
solutions if and only if the following maximization problems have solutions, namely

max P s.t. ATP +PA - PBR'B"P + Q0 >0, (3.27)
max P s.t. ATP +PA—PBR'B"P+ Q> 0. (3.28)
Consequently, the solution to the equation (3.27) is enforced to be P = L,, ® P" and
the solution to the equation (3.28) is enforced tobe P = A;' ® P, sothat K = —Iy ®
R~'BTP" which has the required and desired structure. Note that both constraints in the

above optimization problems can be written as LMI’s by using the Schur complement.
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Therefore, the above formulation transforms the problem of solving the Riccati equations
(3.25) and (3.26) to that of solving convex optimization problems subject to the LMI
constraints. Since the structure of the constraints are also convex, by incorporating them
into the above optimization problems, they still remain convex. It should be noted that
from the results in [164] the matrix P can be approximated as a Kronecker product of two
matrices, so that such structures for P can also be considered. Finally, it can be shown
readily from [157] that the minimum value of the performance index (3.3) is bounded by

€T(t0)7)€(t0). ]

Remark 3.1. In the above theorem, the optimization problems (3.11) and (3.13) re-
quire the network Laplacian information. However, it should be noted that since these
problems are solved off-line before a mission commences, the agents only require local

measurements and control is implemented in a distributed manner.

Before our control recovery strategies are presented we need to state our main as-

sumption regarding the nature of the faults below.

Assumption 3.4. The following properties are assumed to hold:

(a) Each agent is equipped with a fault detection, isolation and identification (FDI) mod-
ule, which detects the presence of a fault, isolates the fault (that is the fault location),
determines the type of a fault and estimates the fault magnitude/severity in cases of LOE
and stuck faults.

(b) Faults are permanent and there exists a sufficient time between the occurrence of any
two subsequent faults in neighboring agents to allow for the agents to reconfigure their

control laws.
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(c) Following the injection of a fault, the agent remains controllable, implying that the
outage and the stuck faults cannot occur simultaneously in ALL the actuators of an agent,

while simultaneous LOE faults are permitted.

Regarding the above assumption, we would like to point out the following: Firstly,
Assumptions 3.4(a) and 3.4(c) stating that the agents are equipped with FDI module
and remain controllable after the fault occurrence, respectively, are quite common in the
literature and necessary for performing an on-line fault accommodation and design of
active control reconfiguration strategies. Secondly, the required time between subsequent
faults in neighboring agents is sufficiently small but larger than the time that is required to
compute the reconfigured controller gains. Furthermore, the probability that two agents
are injected with faults at exactly the same time is quite low in practice. However, in
case that neighboring agents become simultaneously faulty, one can still reconfigure the
agents by first allowing agents having high severity faults to be reconfigured, followed
by lower severity faults to be reconfigured next, so that the simultaneous fault situation
would not impose any adverse restrictions on our proposed methodology in real life
applications. Finally, the problem of development of an FDI module that detects, isolates
and estimates the actuator faults in multi-agent systems has already been investigated in

the literature as in e.g. [165-170].
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3.2.1 Control Reconfiguration Subject to the Loss of Effectiveness

Fault

Assume that the i-th agent becomes faulty and its actuators effectiveness are subse-

quently reduced. The dynamics of the consensus error for this agent can be expressed

as
éi(t) = Aei(t) + d; BTyu(t) — Y Buy(t), (3.29)
and the error dynamics of the nearest neighbors ageilet/s\/zéan be expressed as
é(t) = Aey(t) + diBuy(t) — BLaui(t) — Y Buy(t),l € N, (3.30)
JENL,j#i

and finally for the remaining agents that are not in the nearest neighborhood set of the
faulty agent their error dynamics can be expressed as

ér(t) = Aer(t) + diBuy(t) — Y Buy(t), k € N (3.31)
JEN)

Equations (3.29)-(3.31) indicate that any actuator fault affects the dynamics of the
consensus error of the faulty agent as well as its nearest neighbors. Therefore, it follows
that the faulty team can preserve its consensus if the control law of the faulty agent is
reconfigured such that the consensus error of the faulty agent and its nearest neighbors

remain asymptotically stable.

The reconfigured control law for the faulty agent should also minimize the cost of
reaching consensus for the entire faulty team. Equation (3.29) states that the consensus
error of the faulty agent depends on the information that is received from the immediate

neighbors of the faulty agent. Due to this characteristics and coupling, the standard op-
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timal control formulation cannot be solved in a straightforward manner by conventional
methods and instead one needs to use Hamilton Jacobi Bellman (HJB) equations to deal

with this situation as described below.

Let Jf(t) = Jf(ei(t),e;(t),j € N, t) denote the optimal value of the i-th agent
cost function J;(t), i.e. J;(t) = miny, J;(t). Then, the Hamiltonian equation for the
system (3.29) and the performance index (3.5) can be expressed as

Hilt) = (T O) (Aei(t) + d;BTi(t) = Y Buy(t)

JEN;
S (T Qedt) + ul () Rus(t)
+ ) e (1)Qe;(t) + uj (t) Ruy(h)), (3.32)
JEN;

where

T (8) = J7 (ealt) e5(1), J € Nivt) = Gocggh and Hat) = Halealt), e (1), wilt), uy(t). j €

N;). Therefore, the optimal control law for the i-th agent can be obtained as

ui(t) = argmin H,(t) = —d; BT, BT I (). (3.33)

Usj (t)

By substituting u;(t) = u/(t), j € N from the results of Theorem 3.1 for the healthy
agent j, and also the value of ] (t) from equation (3.33) into equation (3.32), the optimal

Hamiltonian is now obtained as

Hir) = ée;f(t)czei(t)—1d3<in*<t>>TﬂJ§i*<t>

+(J5 () Aey(t) + Z JE ()T F Phey(t)
JEN;
+ Z 1)(Q + P"FP")e (1)), (3.34)

JEN;
where I; = BI;R™'I;BT and F = BR!'BT. Given that we are dealing with time-

invariant multi-agent systems with the performance index as defined in equation (3.3),
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H(t) satisfies H}(t) = 0, t > 0 which implies that

S (ReT(Q + PMFP)e () + (JE (1) FPrey(t)

JEN; 2
+ e (t)Qei(t) — %d?(Jf"*(t))Tﬂin*(t) + (J7(1)" Aei(t)
—0. (3.35)
The above represents a partial differential equation in terms of J(¢) which is not stright-
forward to solve for a given set of general parameters. However, since J;(t) in equation
(3.5) is quadratic with respect to e;(t), a possible solution can be suggested and expressed

as

1
JE(t) = 2( () Pies(t) + > ef () Phe;(t) (3.36)
JEN;
By substituting ¢;(¢) and e;(¢) from equation (2.2) and given the fact that J"(t) =
Pie;(t), equation (3.35) becomes 27 W, z(t) = 0 where
U, = > (£;®(Q+P'FP")+ Ly ® PFP"+L; ®

JEN;

P"FP)+L; ® (AP, + BA— d;PFP, +Q), (3.37)
where £;; = I]1;. Note that z(¢) = 0 is a trivial solution to 2" ¥;x(t) = 0, although this

equality also holds if there exists a unique positive definite matrix F; such that ¥; = 0,

which can be expressed as
> (Q; + P"FiP" + PiFyP" + P"F;iPi)
JEN;
+ AP+ PA; — & PFuiPi+ Qi =0, (3.38)
where A; = L;; @ A, PP =Iy@P", Pi=In® P, Qi =L; ®Q, Fj = Li; @ F,
Fi = Ly @ F;, F; and F are defined as in equation (3.34). The following lemma now

summarizes the above derivations and result.
Lemma 3.2. Consider a team of N multi-agent systems where the control law for the
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healthy agents is designed according to Theorem 3.1. Suppose that the i-th agent is
subject to LOE faults. Given an exact knowledge of the fault severity 1';, the control law
Ur(t) = —dinllﬂiBTPiei(t),

minimizes the performance index (3.5), where P; is the solution to the equation (3.38).

Proof. Follows directly from the derivations preceding the lemma. 0

The matrix P” in equation (3.38) has already been designed according to Theorem
3.1, and therefore the matrix P; is the only unknown matrix in equation (3.38). Further-
more, equation (3.38) is a Riccati equation in terms of P;, which is a convex function and
its unique solution can be readily obtained. However, from practical considerations the
assumption of perfect information generated by the FDI module may not be realistic. In
other words, the FDI module information may contain uncertainties and inaccuracies as
stated in Assumption 3.3. Therefore, we are concerned with a situation that is in contrast

to the exact knowledge assumption that is made in Lemma 3.2.

To remedy the unavailability of an accurate information on I';, the reconfigured con-

troller is now proposed as

i (t) = Kjei(t),

where K7 = —d; R'TI;BTP, and T'; denotes the estimate of T; that is assumed to be

generated by the FDI module and P; is obtained as the solution to the following equation

AP + PiAi — di P FuPi+ Qi + Z (Q; + P"F;;P"
JEN;
+P,FiP" + P"F;P;) = 0, (3.39)
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where F; = Li; @ F,, F, = B(fz — 2fi§iM)R'1fiBT, Fi; is defined as in equation
(3.38), & and f; are defined as in equation (2.16). Note that solvability of equation
(3.39) depends on the matrix P” and the agent’s fault severity as well as the agents
dynamics, the network structure and the value of the design matrices () and R. In fact if
we denote A; = A; + 3. FiP" B = FPand Q= Q; + > ien; (Q +PMF;Ph),
then equation (3.39) has a unique positive definite solution for P; if and only if the pair

(A;,B;) is controllable and the pair (A;, Q?) is observable. Therefore, the following

assumption is now required.

1
Assumption 3.5. The pair (A;,B;) is controllable and the pair (A;, Q?) is observable.

We are now in a position to state our main result of this subsection.

Theorem 3.2. Consider a team of N multi-agent systems where the control law for the
healthy agent is designed according to Theorem 3.1. Suppose that att = t; the i-th agent
is subjected to LOE faults. Provided that the reconfigured control law for this agent is
set to

uj(t) = Kles(1), (3.40)
guarantees that the team reaches a consensus and the value of the local cost performance
index (3.5) is given by Jr(t;) = el (t;)Pies(ts) + Jie(ts); where KT = —d; R-'T; B'P,

and P; is the solution to

max trace P, (3.41)
L1 _1
ol dPF; ¥ P
s.t. ) >0, ) <0,
| EZP —d;i* 1
P; >0,
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where P; = Iy @ Py, @} = ATP; + Pidi + Qi+ Pi 3 jen FisP" + 3 jen P FiPi+
S ieni (Q+PIF P, L € N, @F = di(PiEy P+ PEYP;) + P (diy — Fuu — F1)P"
forl e N, Fi=L;QF, F, = B( —2fi&im)R I BT, A; and Q; are defined as in
equation (3.38), Fij = L;;QF, F = BR™'B", §; = Ly®F,, E; = BI,R'T,B, & =
Ly®F;, E; = BfifiMR_lfiBT, Jie(ty) = —2d? tjo €Z<t)PiBfi(€iM+£i)R_lf‘iBTPiei(t)dt,
T; denotes the estimated value of the fault severities, f; and &;\r are defined in equation

(2.16), P" = In @ P", and P" is obtained from Theorem 3.1.

Proof. The objective of the reconfigured control design is to asymptotically stabilize
the faulty agent consensus error dynamics while ensuring that the nearest neighboring
agents’ errors also remain asymptotically stable. Consider V;(t) = e} (t)Pe;(t) as a
Lyapunov function candidate for the faulty system (3.29). The time derivative of V;(t)
along the trajectories of the system (3.29) becomes

Vi(t) = (Aei(t) + diBTau(t) — > Buy(t)) ) Pes(t)
JEN;
+e) (1) Pi(Aei(t) + d; BTyui(t) — ) Buy(t)
JEN;
By substituting u;(t) = u}(t), e;(t) and u;(t), j € N; from equations (3.40), (2.2) and

Theorem 3.1, respectively, into the above equation yields
Vit) = 2"(t)(Ly ® (A"P; + PA — 2d; P,E;P))
+ Y (L ® PFP"+ Lj; ® P"FP))x(t)
JEN;
= ( )(ATP + P;A; — 2d2 Pi(Ly @ E;)P;
+ Y (PF P!+ PMFiP))a(t), (3.42)

JEN;
where E; = BI;R-'T; BT, Fij = L;®F and F = BR™'BT. If the matrix P; represents
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the positive definite solution to equation (3.39) then Vl(t) can be written as
Vi(t) = —2"(t)(d;Pi(Li ® 2E; — F))Pi+ Q;

+ ) (Q; + PMFPMa(t).
JEN;
This can equivalently be expressed as

Vi(t) = —el(t)(Q + d?P,BT,R™Y(T; + 2f;(€in + &) BT P)
eit) = Y el (t)(Q+ P"FP")e;(t) <0, (3.43)
JEN;

which implies that e;(¢) is asymptotically stable.

Next, to investigate the stability properties of the consensus error signals correspond-
ing to the nearest neighbors of the faulty agent, consider V;(t) = el (t) P"¢,(t) forl € N;.
Note that V;(¢) denotes a Lyapunov function candidate for the system (3.30), where P"
is obtained from Theorem 3.1. The time derivative of V;(¢) along the trajectories of the

system (3.30) becomes

T(t) = (Ae(t) +dBu(t) — Y Buy(t) Pre(t)
JEN,j#i

+el () P"(Aei(t) + diBu(t) — ) Buy(t))
JEN,j#i
—(u; (t)T; B Ple,(t) + € (t)P"BLyui(t)).
We need to ensure that Vl(t) remains negative definite subsequent to the invocation of the
reconfiguration control law (3.40). Let us denote V] (t) corresponding to the reconfigured

system and the healthy system by V;"(t) and V;"(t), respectively. Since V}"(t) < 0, it

is sufficient to ensure that V;"(t) < V;"(t), which is achieved if the following inequality
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holds:
ul ()T, BT Phey(t) + e] (t) P" BT ul (t) >

ulT(t) BT Phey(t) + ef (t)P"Bul'(t), | € NV, (3.44)

h

where the control laws ;' (t) and u] (t) are specified according to Theorem 3.1 and equa-
tion (3.40), respectively. By substituting u?(t), u?(t), e;(t) and ¢;(t) into the inequality
(3.44), it follows that this inequality holds if
di(Pi&aP" + P ELP:) — (P FuP" + P"FAP") <0, L €N, (3.45)
where £; = L;; ® F;. The inequality (3.45) cannot be verified due to the unavailability
of I'; in F;. Let us denote the left-hand side of (3.45) by 7" and decompose F; into
E; = E; + BT;R™'¢,B", where E; = BI;R~'T';BT. Therefore, T can be written as
T = d&i(PEyP" + PEIP + Pi&uP" + PELP:)

(PP + PHETPY) (3.46)
where £ = Ly ® E;, €y = L4 @ E; and E; = BI, R f,6, BT. Let

PluP" = Ly ® PiBfinlf‘iBTPh.
Given that & = diag{|¢F|sgn{z%}}, by using the fact that XTY + YTX < XTX +
YTY for XT = [T @ P,Bdiag{|¢"|#sgn{z*}}R 317 and Y = I ® diag{|¢*|3sgn{z*}}
R‘%fé BTP" the expression (3.46) is reduced to

T < di(P&aP" + PETP: + Py(Ly; ® P.B|&|R'TB")

Pi+P"(Ly @ P,B|&|R™'TBY)P") — P (Fy + Fj)P"

IN

di(PiEuP" + PEYP; + PiliPi + P"E4P")
P! (Fu+ FiP"

where |&;| = diag{|¢¥|}, & = Ly ® E; and E; = Bf;&;,R'T;BT. This implies that if
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P; is found such that
di(PEaP" + P EYP; + PiliiPy)
+PMdiEy — Fy — Fp)Ph <0, (3.47)

then the inequality (3.45), and consequently the inequality (3.44) will also be satisfied.

The above observations on the properties of e;(¢) and ¢;(¢), I € N; indicate that the
proposed reconfigurable controller guarantees the asymptotic stability of the consensus
errors if the matrix P; satisfies the equation (3.39) as well as the inequality (3.47). Given
that equation (3.39) is a Riccati equation in terms of P, it has a solution if and only if
the following maximization problem is feasible [157]:

max  trace P; (3.48)

s.t. .A;F'PZ + ’Pl.A@ - dfplf;lpz + Qz + Z (Qj
JEN;
+P"F;P" + P FiP" + P"F;P;) > 0, (3.49)
which implies that the problem of solving the Riccati equation (3.39) can be formulated
as a maximization problem subject to the constraint (3.49). Using the Schur complement,

the constraint (3.49) and the inequality (3.47) can be written according to the following

LMIs, namely

N

O diP.F o> PEl
) >0 and )
& FiPi 1 EiP —dix

where ®; and ®? are defined as in the problem (3.41). The above inequalities can be

<
=

<0,

imposed as extra constraints on the maximization problem (3.48).

Now, given that u;(t) = —d;R™'T;BTPe,(t) and u;(t) = —R'BTP"¢,(t), by
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integrating both sides of (3.43) from ¢; to oo one obtains

/tmvi(t)dt . / (S OQet) + uF O Rust) + 37 (€N 0Qses () + ul (1) Ruy (1))t

by JEN;
_2d?/ ef ()P, BT R fi(&m + &) BT Pdt. (3.50)

ty
Therefore,

Ti(tp) = Jilty)+ D dilty) = el (ty) Prealty) + Jielty),
JEN;
where Jig(ty) = —2d7 [~ el (t)P,BT R (& + &) BT Pdt. Since e;(t) is asymptoti-

cally stable, J;¢(t ) will be bounded and this completes the proof. 0

3.2.2 Control Recovery Subject to the Stuck and the Outage Faults

Provided that the k-th actuator of the i-th agent freezes at a particular constant value of
u¥ corresponding to the stuck fault, the dynamics of the i-th faulty agent is then governed
by

éi(t) = Aei(t) + d;Bul (t) — > Buy(t) (3.51)

JEN;
and the dynamics of the nearest neighbor agents of the faulty agent is

a(t) = Ae(t) +dBu(t) — Bul(t) = Y Buj(t), l€N;, (352
jGNz,j#iT

where uf(t) = lul(t),. .., ), ub, uf (), . .. ,u;”(t)} . The dynamics of the re-
maining healthy agents that are not communicating with the ¢-th faulty agent are gov-
erned by equation (3.31). Consider the system (3.4). In order to design a reconfigured

control law ] () that accommodates the effects of these two faults three scenarios are

considered, namely:
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Scenario (i) u¥ = 0,

Scenario (ii) u} # 0, however the FDI module provides the exact value of u¥ and
v* c Im{B'*}. This scenario is now designated as the Condition (a) in the remainder,

and

Scenario (iii) gf # 0 however either the FDI module estimation information is inac-

i

curate, i.e. uf = 0F + &8 with |¢F| < &5, or bF ¢ Im{B'*}.
Below the specific control laws for each scenario is developed and presented.

Scenario (i): This case refers to the outage fault and the structure of the reconfigured
control law is now considered as u}(t) = Ke;(t). By following along the same steps
as those provided for the LOE fault in Theorem 3.2, a similar optimization problem can
be obtained. The solution to this problem can be used to compute the control gains K.

The optimization problem and design of the control gains are provided in Theorem 3.3.

Scenario (ii): For this case, the reconfigured control law is selected as u](t) =
KTe;(t) + u} where K7 is designed as in the Scenario (i) above. If b* C Im{B'*}
and the exact value of gf is available then there exists u] such that

> vl = —bhuf (3.53)
j=1,5#k ,
That is the effects of the stuck fault can be fully compensated for, where )" is the j-th

element of u] and b is the j-th column of the matrix 3. However, in order to have a

finite performance index, a modified cost performance index is now defined for the i-th
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faulty agent as

T () = B0 () + Y (), (3.54)
where T2 (t7) = I (ex(t). ). e5(t0). (). 5 € Nonty), 2(0) =
IM(ei(ty), wi(.),ty) = Ljo(e}(t)Qei(t) + @} (t) Ri;(t))dt, with J; defined as in equation
(3.6), U;(t) = uf(t) — uf, u$ = limy_,o, uf(t), and R is obtained by removing the k-th
column and row of the matrix E. In both the above two cases, as shown in Theorem 3.3

subsequently, one can guarantee that the consensus error converges to zero asymptoti-

cally.

Scenario (iii): If Condition (a) does not hold and there does not exist a vector u;
such that equation (3.53) holds, the error due to the stuck fault cannot be fully accom-
modated for. Therefore, one has to accept a degraded performance objective and design
the reconfigured control law that guarantees only boundedness of the consensus error. In
this scenario, the control law is selected as u} (t) = K[e;(t) + ul, where K is designed
as in Scenario (i) and v is selected as the solution to:

min fj V" + bra], (3.55)
T j=lj#k
where Qf is the estimated value of the stuck fault generated by the FDI module. This con-
trol law stabilizes the consensus error of the faulty agent and the consensus error bound
will be ef = limy o e;(t) = AyI1¥, where TTF = Dot bul" + bFuF and A, denotes
the dynamics of the faulty agent consensus error and is the ¢-th block of the block-matrix
A (T @ I,) where Ay = —(A + (Ly ® 1,)B/K), B = diag{B,...,B", ..., B},

K =diag{K,...,K],..., K}.

71



The next theorem summarizes the above results formally.

Theorem 3.3. Consider a team of N multi-agent systems where the control law for the
healthy agent is governed according to Theorem 3.1.

(A) Suppose at t = ty the k-th actuator of the i-th agent is subject to the outage fault.
The distributed reconfigured control law u} (t) = Ke;(t) guarantees the team consensus
and the local cost performance index (3.5) is given by J:(t;) = el(t;)Piei(ty) if the

following optimization problem has a positive definite solution to P;, namely

max trace P; (3.56)
1
i Pty
s.t. ) >0
FaPi 1

&i(PiFaP" + P"FyPi) < P"FyP" + PPFP", L € N,
Pi=1Iy® P >0,
where JF(ty) = Jr(ei(ty),ty), KI = —d;R'B*' P, &, = ATP, + PiA; + Qi +
P; Zjej\/i ﬁz‘jph + ZjeM Phﬁjipi + ZjeM Q;+ Ph]:"ijh, P is obtained from Theo-
rem 3.1, .7% A; and Q; are defined as in equation (3.38), Fyy = Ly Q@ F;, Fiy = Ly Q F,
and F, = d2B*R-1B/*".
(B) Suppose at t = t; the k-th actuator of the i-th agent freezes at the specified value u}
and let the reconfigured control law be selected as u}(t) = K!e;(t) + u}. It can then be
shown that:
(B-1) The control ul(t) guarantees that the team reaches a consensus and the local cost
performance index (3.54) is given by JM*(t;) = el(t;)Pe(ts), if Condition (a) holds;
where JM*(tp) = JM*(e;(tf),ty), KT = —d; R-LB'*"'P,, P, is the solution to the maxi-

mization problem (3.56), and v is a solution to equation (3.53).
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(B-2) The control u}(t) guarantees that consensus error of the faulty agent remains
bounded and the local cost performance index (3.54) is given by JM*(t;) = el (t;) Piei(t;)+
Jia(ty); where JM*(t;) = JM*(ei(ty),ty), KI = —d;R7'B™*"P,, P, is the solution
to the maximization problem (3.56), ui and 1% are defined as in the problem (3.55),

Jia(ty) = Jia(e(ty), ty) = 211 Pe; — efT(tf)R-ef and e; = ftofo e;(t)dt.

Proof. Consider V;(t) = e (t)P;e;(t) as a Lyapunov function candidate for the system
(3.51) and let us replace BL;u;(t) by B/ u?(t)+ Bsus. By following along the same lines
as provided in the proof of Theorem 3.2, the above results can be shown and concluded.

These details are not included due to space limitations. [

3.2.3 Control Recovery Subject to Subsequent Concurrent Faults

In the previous two subsections, it was assumed that the faulty agent is subject to only
one type of fault and only associated with the LOE fault type one can have multiple faults
in different actuator channels and all the neighbors of the faulty agent are healthy. In this
subsection, our previous results are extended to the cases where the faulty agents are
subject to concurrent multiple fault types and when subsequent faults do occur in faulty
agents. Towards this end, and without loss of generality, let us assume that the i-th agent
with m actuators becomes faulty, such that the first my; actuators are subject to the LOE
fault, the actuators mq; + 1 to mo; are subject to the outage fault, the actuators mqy; + 1

to mg; are subject to the stuck fault, and finally the actuators mg; + 1 to m are healthy.
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In this case, the consensus error dynamics of the :-th agent becomes

éi(t) = Aei(t) + diBlul (t) = ) Buy(t), (3.57)
JEN;
where Bf B, B, = {B Bs; B 4] , B, = {bl bmu] , By = |:bm1i+1 mei‘| ,
T
I P RO A i
T
() = [u}@) u;””(t)} cui(ty) = {u;“%“(tf) u;n&'(tf)} :
T
ul(t) = | maitt m and I'; = diag{T'},... T 1,...,1}. Comparin
10 = i) )] ellL,....T 1) Conparing

equation (3.57) with equations (3.29) and (3.51), and considering the results that are
stated in Theorems 3.2 and 3.3, justifies that the reconfigured control law can be selected
as

ul (t) = Kje;(t) +u,
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where K| = —diR_lfiBif TB, P; is the solution to the maximization problem (3.41) for
o piAT Ap.pf pff I _

Iy = El (F’ _ZfZ&M)R lriﬁi ’ Bi - |:le OnX(WSi—WL1i+1) B 4:| ’ Bl - |:Bi1 Ez4j| ’
and the remaining variables are the same as those defined in Theorem 3.2. Furthermore,

u; can be obtained as the solution to

mi; m3;
u”
k=1 k=mg;+1 k=mg;+1

Let us now consider that one of the ¢-th faulty agent neighbors, say agent [, becomes also faulty.

The dynamics of the [-th faulty agent can be expressed as

a(t) = Ae(t) + dBluf (t) — Blug(t) — Y Buy(t) =1L, (3.58)
FEN AT
where Blf, u] () are as defined in (3.57) for | = dand IT; = S} bFTFubr+570 - bhubr+

k k’T’ m31 k:
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Consider the dynamics of the consensus errors that are governed by equations (3.57)
and (3.58) and the results that are obtained in Theorems 3.2 and 3.3. It can be shown
that the reconfigured control law for the [-th agent can be designed in the same manner
as that of the i-th agent by utilizing the matrices P; and F; for the i-th faulty neighbor
of the I-th agent alternatively as opposed to P" and F that are given in Theorems 3.2
and 3.3. Note that if the stuck faults are as specified in Scenario (iii) then II; # 0 and
the reconfigured control law can only guarantee the boundedness of the consensus error.

These details are omitted due to space limitations.

3.3 Simulation Results

In this section, our proposed control recovery approaches are applied and evaluated to
a leader-follower as well as a leaderless network of Autonomous Underwater Vehicles
(AUVs). Towards this end, two AUVs networks are considered and the team behavior
and its performance under several scenarios are investigated. Specifically, we consider
cases when (a) the agents are healthy, (b) when the agents are subject to the LOE, the
outage and the stuck actuator faults, and (c) when there are delays in generating the FDI
information. The team consists of Sentry Autonomous Underwater Vehicles (AUVs).
Sentry, made by the Woods Hole Oceanographic Institution [171], is a fully autonomous
underwater vehicle which is capable of surveying to the depth of 6000 m. The linearized
model of the sentry is of six degrees of freedom, but it is commonly decomposed into four
non-interacting subsystems, namely: the speed subsystem (u), the steering subsystem

(v, 7, 1), the diving subsystem (w, ¢, z, #) and the roll subsystem (¢).
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3.3.1 Leader-follower (LF) Network of AUVs

In the first part of simulations, our mission is to have all the agents maneuver at a given
depth. Therefore, we only consider the diving subsystem. The diving subsystem of the

i-th agent is governed according to equation (2.1) with

—0.51 0.56 0 0.001 0.143  0.118
0.22 035 0 —0.01 —0.126 0.156
A=  B=
10 0 1 0 0
0 1 0 0 0 0

T T
> x’(t> - Wi(t)a Qz(t)v Zz(t)a 91@)1 ’ ul(t) - |:(5$<t>7 5f(t):| , Where wi(t)’ q@(t), Zi(t)’
0;(t), 6°(t) and &;(t) denote the heave speed, pitch rate, depth, pitch, bone and stern

plane deflections, respectively.

First, let us consider the network communication graph as shown in Figure 3.1. It
is assumed that the agent O designates the team leader and its desired depth trajectory

represents a trapezoid as shown in Figures 3.2-3.4, and where agents 1 to 6 designate the

B

() ) (e

Figure 3.1: The topology of the leader-follower (LF) network of AUVs.

followers.
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T T
The initial state of the vehicles is considered as z{ = [37 0, 500, 2] , Ty = [27 0,450, _1} :

T T

T T
g = {1, 0, 480, —3] LTh = {3, 0, 550, 1} L) = {4, 0, 600, 4} L Tp = {2, 0,510, —1] :
and 75 = [2'57 0, 500, _5} T. Suppose the mission starts at £ = 0 s and is terminated at
the time ¢ = 1000 s, and its objective is to have all the six followers follow the leader
depth trajectory. The following Scenarios A-E are considered for conducting our simu-

lation case studies where the summary of the agents and the team performance indices

are provided in Table 3.1.

Scenario A: In this case the performance and behavior of the healthy team is in-
vestigated. Therefore, the agents control laws are designed and specified according to

Theorem 3.1. The results are shown in Figure 3.2.

In Scenarios B, C and D below the behavior and performance of the team subject
to the LOE fault, the outage fault and the stuck fault are studied, respectively. Towards
this end, during 0 < ¢ < 200 s the agents and their control laws are considered to be
the same as those governed by the Scenario A. At time ¢ = 200 s the faults are injected
and after a delay of A s the control reconfiguration for the faulty agent is initiated. The

details corresponding to each scenario are provided below:

Scenario B: The LOE fault is injected to the agent 5 where the effectiveness of
the first and the second actuators are reduced to 50% and 30% of their nominal values
respectively, and the fault severity estimation uncertainty is considered to be 10% and

A’s are selected as A = 250 s, 400 s, 500 s corresponding to consecutively larger delays
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in invoking the recovery strategy.

Scenario C: The outage fault is injected to the second actuator of the agent 1 and

A’s are selected as A = 20 s, 40 s, and 60 s.

Scenario D: The stuck fault is injected to the second actuator of the agent 3. The

stuck fault is considered as u§ = 1 and A’s are selected as A = 10 s, 25 s, and 35 s.

Scenario E: In this scenario the effects of the concurrent outage and LOE faults are
considered. For this purpose, at t; = 200 s the outage fault is injected to the second
actuator of the agent 4 and at t, = 500 s, a 50% loss of effectiveness is injected to
the second actuator of the agent 3. The initiations of the recovery strategy delay for
the first and the second faults are considered as A; = 50 s, 100 s, and 150 s and

Ay =100 s, 200 s, and 300 s, respectively.

Scenario F: In this scenario simultaneous faults are considered. For this purpose at

t = 200 s an outage fault is injected to the second actuator of the agent 1 and a 50%
loss of effectiveness is injected to the second actuator of the agent 4. The agent 1 is

reconfigured immediately and the agent 4 is reconfigured after one second of delay.

The agents and the team performance indices for the above scenarios are given in
Table 3.1, but due to space limitations, only the depth trajectories for certain scenarios

are shown in Figures 3.2, 3.3 and 3.4.
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Finally, in order to evaluate and compare the performance capabilities of our pro-
posed approach, we also consider a control reconfiguration design strategy as imple-
mented by a High-Level Supervisor (HLS), along the lines that are proposed in [142].
Specifically, the scenarios A-E are repeated by using this control strategy that is based on
an LQR control reconfiguration approach. The supervisor receives the FDI information
from all the agents and redesigns the agents control laws according to an LQR approach

and by considering the network structure.

Scenario A
700 T T T \ T T T
E
= }
53 :
D V H
400 i i i i i i i i i
100 200 300 400 500 600 700 800 900 1000
time [s]
Scenario B-A=400s
700 . , ‘ : —Agent 1
: : i : i ] 4 i _Agent 2
= |—Agent3
= —Agent 4
3 ——Agent 5
= |—Agent 6
: : : : : : : : —— Leader
400 i i i i I i I i
100 200 300 400 500 600 700 800 900 1000

time [s]

Figure 3.2: The depth trajectories of the agents corresponding to the Scenarios A and B.

The following is a summary of our general observations and conclusions that are

derived based on the above results:

e In presence of the LOE fault the team remains stable. However, the fault deterio-
rates the team performance and by reconfiguring the faulty agent control law the

team performance is shown to be improved.

e In presence of the outage fault in one agent the entire team becomes unstable. Fig-
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Scenario C- A=20 s
I I

g N
300 i I I I I I I i
0 100 200 300 400 500 600 700 800 900 1000
time [s]
Scenario C-A=60 s
600f ! 1 1 1 1 J i
500 : V/ ~— - (. e —Agent 1
:\\\ i : : : : ——Agent 2
£400 : \ : —Agent 3
= ; \\ i —Agent 4
&80 ; \VI 3 ——Agent5
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Figure 3.3: The depth trajectories of the agents corresponding to the Scenario C.

Scenario D- A=10s

700 I I I T I T T T
mnl ' s - e — :
= 500 : g 5 !
B
&
400 : ;
i i i i i i i i i E
100 200 300 400 600 700 800 900 1000
time [s]
Scenario D- A=35 s
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Figure 3.4: The depth trajectories of the agents corresponding to the Scenario D.
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18

Scenarios and Delays in i Jo J3 Ju Js Je J J/Js | J/Ja with

Recovery Invocation LQR based by
using HLS [142]

A 4.29e+06 | 4.81e+05 | 2.41e+06 | 1.93e+06 | 7.75e+04 | 2.38e+05 | 9.42e+06 1 1

B; A =250 4.31e+06 | 5.08e+05 | 2.44e+06 | 1.94e+06 | 2.60e+05 | 2.38e+05 | 9.69e+06 | 1.028 1.022

B; A =400 4.31e+06 | 5.15e+05 | 2.44e+06 | 1.95e+06 | 2.65e+05 | 2.41e+05 | 9.72e+06 | 1.030 1.027

B; A =500 4.32e+06 | 5.19e+05 | 2.44e+06 | 1.95e+06 | 2.73e+05 | 2.41e+05 | 9.74e+06 | 1.034 1.032

C,A=20 1.94e+07 | 5.13e+05 | 2.43e+06 | 1.94e+06 | 8.94e+04 | 2.36e+05 | 2.47e+07 | 2.62 2.48

C, A =40 2.60e+07 | 5.19e+05 | 2.43e+06 | 1.95e+06 | 9.76e+04 | 2.40e+05 | 3.12e+07 | 3.31 2.94

C; A =60 6.58e+07 | 5.54e+05 | 2.45e+06 | 2.01e+06 | 1.60e+05 | 2.69e+05 | 7.12e+07 | 7.55 4.87

D; A =10 4.23e+06 | 5.09¢+05 | 3.10e+06 | 4.53e+06 | 1.15e+05 | 2.55e+05 | 1.29e+07 | 1.36 1.182

D; A =25 4.43e+06 | 5.11e+05 | 3.15e+06 | 5.05e+06 | 1.19e+05 | 2.57e+05 | 1.35e+07 | 1.43 1.23

D; A =35 4.59e+06 | 4.54e+05 | 4.70e+06 | 2.47e+07 | 2.19e+05 | 2.95e+05 | 3.51e+07 | 3.72 2.97

E; Ay =50,A5 =100 | 4.33e+06 | 4.93e+05 | 2.45e+06 | 3.82e+08 | 8.81e+04 | 2.38e+05 | 3.90e+08 | 40.5 36.23

E; Ay =100, Ay = 200 | 4.59e+06 | 5.73e+05 | 2.49e+06 | 4.34e+08 | 2.08e+05 | 2.97e+05 | 4.42e+08 | 45.89 40.85

E; Ay = 150, Ay = 300 | 1.28e+07 | 3.02e+06 | 3.62e+06 | 2.14e+09 | 3.91e+06 | 2.17e+06 | 2.17e+09 | 225.5 158.14

F;A1=0,A,=1 1.45e+07 | 6.04e+05 | 2.50e+06 | 1.11e+07 | 1.66e+05 | 4.67e+05 | 3.04e+07 | 3.23 3.02

Table 3.1: The performance indices corresponding to the leader-follower (LF) network (note A denotes the delay in invoking
the control recovery strategy, ./ denotes the team performance index (with possibly faulty agents) and .J4 denotes the healthy
team performance index).




ure 3.3 confirms that the proposed reconfiguration control law strategy can accom-
modate this fault successfully. Furthermore, Figure 3.3 shows that in this scenario
the team performance is quite sensitive to the FDI and control recovery delay and
the mission will fail completely if the fault is not recovered before 60 s. There-
fore, A = 60 s can be considered as the largest tolerable FDI delay. Note that no

simulations were conducted with larger delays.

The team behavior that is subject to the stuck fault is similar to that of the outage
fault. This implies that this fault can also make the team unstable. The reconfig-
ured control law ensures that the team that is subject to the stuck fault in one agent,
such as the agent 3, has a stable consensus error. Since in this case Condition (a)
does not hold as stated in Theorem 3.3-B2, it follows from Figure 3.4 that the

consensus errors remain only bounded and do not converge to zero.

The index J/.J 4 represents the ratio of the team performance index (.J) correspond-
ing to each scenario with respect to the healthy team performance index (JJ4). This
index illustrates how different fault scenarios and the FDI and control recovery
delays affect the team performance. For example, the delay of 10 s in Scenario C'
increases the team performance by 153%, whereas the same delay for the Scenario

D increases the performance by only 36%.

Comparing the results of the team that employs our distributed control reconfigura-
tion strategy with the team that employs the LQR-based control recovery designed
by the HLS [142], it can be concluded (as shown in the last two columns of Ta-

ble 3.1) that when the team is subject to LOE fault or stuck/outage with small
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FDI delays both approaches result in a similar cost performance values, whereas
when the team is subject to outage or stuck fault and large FDI delays the LQR-
based scheme performance is better. In fact, the team that employs the LQR-based
scheme has a faster response and deviations of the agents state from the leader
state are compensated in a shorter time period and the overall team performance
was improved. Regarding this observation we should point out that: first, the
design procedure in LQR-based approach is centralized and requires the team in-
formation while our approach is distributed and uses only the local information.
Second, these scenarios (stuck and outage) correspond to unstable systems where
the deviations are large, so that the fault can be detected quickly or the FDI and

control recovery delays can be kept small.

3.3.2 Leaderless (LL) Network of AUVs

In the second set of simulation studies, let us assume that the agent 0 is removed from

the network. This implies that one now has a leaderless (LL) network consisting of

six AUVs and the resulting communication graph is the same as that of the followers

communication graph shown in Figure 3.1. The agents initial conditions are selected

to be the same as that of the initial conditions of the agents 1 to 6 in the LF network

and similar fault scenarios are now considered, except that in this case study the fault

injection time is considered to be at ¢ = 10 s and various FDI and control recovery

delays are considered. Figures 3.5 and 3.6 depict the simulated leaderless team which

show that the team remains stable in presence of various actuator fault scenarios (this is
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achieved by reconfiguring the control laws where the final consensus state becomes close
to that of the healthy team state). The ratio of the team performance index corresponding
to each scenario with respect to the healthy team performance index are also given in the
last column of Table 3.2. These ratios show how the reconfigured control improves the

performance of the faulty team.

Scenario A
'g 600 T T T I
& 300 S I Rl Wi A i
10 20 30 40 50 60 70 80 a0 100
time [s]
Scenario B-A =10s
E 600 ‘ T T 1 1 1 i ‘
= 500 g S — e —
0 10 20 30 40 50 60 70 80 90 |
ime [s] Agent 2
Scenario B-A=60s —Agent 3
= 600 ; i ‘ —Agent 4
= 500 5 - —Agent 5
0 40 60 70 80 90 100

time [s]

Figure 3.5: The depth trajectories of the agents corresponding to the Scenarios A and B.
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Figure 3.6: The depth trajectories of the agents corresponding to the Scenarios C and D.
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¢8

Scenarios and Delays J Js J3 in Js Js J J/Ja
in Recovery Invocation

A 7.14e+05 | 2.78¢+06 | 9.87e+06 | 2.71e+06 | 1.35¢+06 | 2.41e+06 | 1.98e+07 1
B; A =10 7.88e+05 | 3.00e+06 | 1.06e+07 | 3.14e+06 | 1.93e+06 | 2.52e+06 | 2.19e+07 | 1.106
B; A =30 7.80e+05 | 3.02e+06 | 1.06e+07 | 3.14e+06 | 1.96e+06 | 2.54e+06 | 2.21e+07 | 1.115
B; A =60 8.32e+05 | 3.03e+06 | 1.07e+07 | 3.19¢+06 | 2.10e+06 | 2.54e+06 | 2.24e+07 | 1.131
C,A=10 7.41e+05 | 2.99¢+06 | 1.06e+07 | 3.09e+06 | 1.58e+06 | 2.27e+06 | 2.13e+07 | 1.075
C, A =30 8.24e+05 | 3.00e+06 | 1.06e+07 | 3.26e+06 | 1.73e+06 | 2.52e+06 | 2.19¢+07 | 1.106
C;A =60 8.27e+05 | 3.00e+06 | 1.06e+07 | 3.26e+05 | 1.73e+06 | 2.53e+04 | 2.23e+07 | 1.126
D; A =10 7.38e+05 | 3.00e+06 | 1.07e+07 | 3.16e+06 | 1.60e+06 | 2.40e+06 | 2.16e+07 | 1.091
D; A =30 1.45e+06 | 3.65¢+07 | 1.17e+07 | 4.08e+06 | 2.40e+06 | 3.11e+06 | 2.64e+07 | 1.333
D; A =60 1.97e+06 | 4.15e+06 | 1.23e+07 | 4.64e+06 | 2.89e+06 | 3.59e¢+06 | 2.95¢+07 | 1.490

Table 3.2: The performance indices corresponding to the leaderless (LL) network (note A denotes the delay in invoking the
control recovery strategy, J denotes the team performance index (with possibly faulty agents) and /4 denotes the healthy team
performance index).




3.3.3 Comparative Evaluation with an Alternative Method

In order to compare our results with an alternative methodology in the literature, the de-
centralized control approach proposed in [142] is applied to the LL network of AUVs in
which the 4-th agent is subject to the LOE fault as stated in Scenario B. The consensus
errors corresponding to this approach as well as our approach are shown in Figure 3.7.
It can be seen that in both approaches the errors converge to zero, however the conver-
gence of the errors in the decentralized approach of [142] is less oscillatory than our
approach. However, in the reconfigured control law in [142] all agents FDI information
and measurements should be sent to a high-level supervisor which designs the recon-
figured control whereas in our approach only the nearest neighbor agents share their
FDI information and measurements and local information are taking into account in the

reconfigured control design.

Distributed approach Decentralized approach

15 15
—Agent 1
—Agent 2
—Agent 3
10 —Agent 4]
—Agent 5
£ S 5
o o
) )
= =
o) g 0
o ot
-5
1% 50 100 150 1% 50 100 150
time [s] time [s]

Figure 3.7: The depth trajectories errors corresponding to the agents 1 to 5 by
comparing our proposed scheme with that of the decentralized scheme.
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3.4 CONCLUSIONS

In this chapter, consensus achievement in multi-agent systems in presence of actuator
faults is investigated and distributed reconfigurable/recovery control strategies are devel-
oped to accommodate for the concurrent and simultaneous actuator faults in the team.
Recovery control strategies are developed by solving local Hamilton-Jacobi-Belman
equations to asymptotically stabilize the team consensus errors and to minimize the
agent-based cost performance indices. The proposed control recovery approaches are
designed for networks having leaderless (LL) and leader-follower (LF) topological ar-
chitectures and are applied to a team of autonomous underwater vehicles (AUVs). The
team behavior and the agent-level as well as the team-level performance indices sub-
ject to various fault scenarios are studied. Simulation results confirm the effectiveness
of our proposed reconfiguration/recovery strategies in accommodating actuator faults in

multi-agent systems.
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Chapter 4

H~o based Fault accommodation

In this chapter, an H , performance fault recovery control problem for a team of multi-
agent systems that is subject to actuator faults is studied. The main objective here is to
design a distributed control reconfiguration strategy for a team with faulty agents such
that: (a) the state consensus errors remain bounded, and the output of the faulty system
behaves exactly the same as that of the healthy system in disturbance free environment
and (b) the specified H,, performance bound is guaranteed to be minimized in presence
of bounded energy disturbances. The gains of the reconfigured control laws are selected
first by employing a geometric approach where a set of controllers guarantees that the
output of the faulty agent imitates that of the healthy agent and the consensus achieve-
ment objectives are satisfied. Next, the remaining degrees of freedom in selection of the

control law gains are used to minimize the bound on a specified ., performance index.
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The effects of uncertainties and imperfections in the FDI module decision in correctly
estimating the fault severity as well as delays in invoking the reconfigured control laws
are investigated and a bound on the maximum tolerable estimation uncertainties are ob-
tained. The proposed distributed and cooperative control recovery approach is applied
to a team of five autonomous underwater vehicles to demonstrate its capabilities and ef-
fectiveness in accomplishing the overall team requirements subject to various actuator
faults, delays in invoking the recovery control, fault estimation and isolation imperfec-

tions and unreliabilities under various control recovery scenarios.

The remainder of this chapter is organized as follows. In Section 4.1, the problem
formulation are provided. Section 4.2 presents the distributed H ., performance control
reconfiguration methodology developed corresponding to actuator faults is presented. In
Section 4.3, proposed control reconfiguration methodology is applied to a network of
autonomous underwater vehicles (AUVs) subject to actuator faults and ocean current
disturbances are validated through extensive simulations. Finally, Section 4.4 concludes

the chapter. A summary of the following is presented in [148,172,173].

4.1 Problem Formulation

In this work, our main goal and objective is to design a state feedback reconfigurable or
recovery control strategy in a directed network of multi-agent systems that seeks consen-
sus in presence of three types of actuator faults and environmental disturbances. Suppose

the i-th agent becomes faulty and its first m, actuators are subject to the outage fault,
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m, + 1 to mg actuators are subject to the stuck fault, while the remaining m — m, actua-
tors are either subject to the LOE fault or are healthy. Using equations (2.15)-(2.18) the
model of i-th faulty agent that is subject to three types of actuator faults can be expressed
as
il (t) = Azl (t) + Blul (t) + Bowi(t), ol (ty) = 25(ty), t > t5,  (4.1)
yi (t) = Cal (1),
where B/ = {Bg By B{] . B = {bl, . bmo} ., B = [bmoﬂ, . bms} , Bi =

{bmsﬂ’ - .,bm} [y, I; = diag{T'*}, & = ms + 1,...,m, ['¥ denotes the k-th actua-

7 —1

T
tor effectiveness and fault severity factor, uf(t) = {lemo (u)T (ur(t))T} , Ul =

{u;ﬂﬁl(tf), ol (tf)] T, ul(t) = |:ulms+1(t)’ . ,u;”(t)} T.

Considering the structure of the control law uf () and the matrix Bif , it follows that
only the actuators m, + 1 to m are available to be reconfigured. Therefore, to proceed
with our proposed control recovery strategy the model (4.1) is rewritten as follows

@l (t) = Azl (t) + Biul(t) + Biud + Bowi(t), ol (ty) = mi(ty), t > tf, (4.2)
yl (t) = Cxl(t).
The main objective of the control reconfiguration or control recovery is to design and
select w7 (¢) such that the state consensus errors remain bounded and v/ (t) = y/*(t), for

t > 1y, when w;(t) =0,i=0,..., N, and the environmental disturbances are attenuated

forw;(t) # 0, where y*(t) = y;(t),i = 1,..., N, and y;(¢) is defined as in equation (2.1).

To develop our proposed reconfiguration control laws, a virtual auxiliary system
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associated with each agent is introduced as follows
2l (t) = Azl (t) + Bul(t), xf(ty) = x5, i =1,..., N, 4.3)
yi () = Ci(t),
where z¢(t) € R™, u?(t) € R™ and y¢(t) € R? denote the state of the auxiliary system
corresponding to the ¢-th agent, its control and output signals, respectively. Furthermore,

the disagreement error for each auxiliary system is also defined as

ei(t) = Y (af(t) — (1)) + guo(f (1) — zo(1)). (4.4)
JEN;
The auxiliary system that is defined in (4.3) is “virtual" and is not subject to actuator

faults or disturbances, and hence it can be used as the reference model for designing the

reconfigured control laws of the actual system (2.1) once it is subjected to actuator faults.

The H, performance index corresponding to the i-th healthy agent (2.1) and the ¢-th

faulty agent (4.2) is now defined according to

Bo= [ (@0 — @) @0 - au(e) = 00 + O,

to

(4.5)

7= [ e 0 -l 6)
t

where &/ (1) :f ) (t) — 29(t), and y and ~; represent the disturbance attenuation bounds.
Based on the above definitions, the team performance index is now defined by J =
S°N . Ji. Under the control laws u;(t), i = 1,..., N, the H., performance index bound
for the healthy team is attenuated if J = vazl J; <0,V w; € Lo. Furthermore, the
H,, performance index for the i-th faulty agent is attenuated if Jif < 0,Vw, € Ly,

1 =20,..., N. It should be noted that the performance indices (4.5) and (4.6) are not and

cannot be calculated directly as the disturbance is unknown and the aim of the proposed
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approach is to minimize the performance indices without directly calculating them.

We are now in a position to formally state the problem that we consider in this work.

Definition 4.1. (a) The state consensus H ., performance control problem for the healthy
team is solved if in absence of disturbances, the agents follow the leader states and con-
sensus errors converge to zero asymptotically, and in presence of disturbances, the pre-
scribed H ., performance bound for the healthy team is attenuated, i.e. J = ZZ]\; J; <
0.

(b) The H ., performance control reconfiguration problem with stability is solved if in
absence of disturbances the state consensus errors remain bounded while the output of
the faulty agent behaves the same as those of the healthy system outputs, and in presence

of disturbances the disturbance attenuation bound is minimized and Jif <0.

We also assume the following assumptions hold in this chapter.

Assumption 4.1. (a) The network graph is directed and has a spanning tree, and (b) The

leader control input is bounded and the upper bound is known.

Assumption 4.2. (a) The agents are stabilizable and remain stabilizable even after the
fault occurrence.

(b) Each agent is equipped with a local FDI module which detects with possible delays
and correctly isolates the fault in the agent and also estimates the severity of the fault

with possible errors in the case of the LOE or stuck faults.

Regarding the above assumptions the following clarifications are in order. First, the
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Assumptions 4.1-(a) and 4.2-(a) are quite common for consensus achievement and fault
recovery control design problems, respectively. Second, it is quite necessary that in most
practical applications one considers a leader whose states are ensured to be bounded.
Moreover, in practical scenarios the actuators are quite well understood and described
and their maximum deliverable control effort and bound they can tolerate are readily
available and known. Therefore Assumptions 4.1-(b) is also not restrictive. Further-
more, in Subsection 4.2.2 we analyze the system behavior for situations where either
Assumption 4.2-(c) does not hold or the estimated fault severities by the FDI module are
not accurate. We obtain the maximum uncertainty bound that our proposed approaches
can tolerate. However, as stated in Assumption 4.2-(b), we require the correct actuator
location as well as the type of the fault for guaranteeing that our proposed reconfigured

control laws will yield the desired design specifications and requirements.

As far as Assumption 2-(c) is concerned, it should be noted that this assumption is
indeed quite realistic for the following observations and justifications. The transient time
that any cooperative or consensus-based controller takes to settle down and the overall
team objectives are satisfied is among one of the design consideration and specification
for the controller selection. In most practical consensus achievement scenarios dealing
with a healthy team, the transient time associated with the agent response is ensured to
be settled down in a very small fraction of the entire mission time, and in most cases
the healthy transient time takes a few seconds to minutes to die out. Therefore, it is
quite realistic and indeed practical that during this very short and initial operation of the

system, the agents are assumed to be fault free. In other words, we will not initiate the
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mission with agents that are faulty from the outset. It is highly unlikely that during the
very first few moments after the initiation of the mission a fault occurs in the agents.
Based on the above explanations and observations Assumption 2-(¢) is meaningful and

quite realistic.

4.2 Proposed Methodology

In this section, our proposed reconfigurable control law is introduced and developed.
Since each agent only shares its information with its nearest neighbors, the reconfig-
uration control strategy also employs the same information as well as the agent’s FDI

module information.

Consider the dynamics of the :-th faulty agent as given by (4.2). As defined above

e/ (t) = 2! (t) — z%(t), with 2/ (t) denoting the i-th faulty agent state and z%(¢) defined
in (4.3). Let z(t) = C&/ (t) denote the deviation of the output of the faulty agent from
its associated auxiliary agent output. Then, the dynamics associated with fif (t) can be
obtained as

&/ (t) = A/ (t) + Blu () + Bju; — Bui(t) + Buwi(t), t > t;,

z(t) = C&l (1), (4.7)
Moreover, the faulty agent consensus error is defined as

el (t) =Y (@] (t) = 2;(t) + gio(] (1) — zo(t)). (4.8)

JEN;
Lemma 4.1. The faulty agent consensus error (4.8) is stable if e} (t) and &;(t) = x;(t) —

x¢(t) are asymptotically stable and Sif (t) is stabilized.
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Proof. From the auxiliary error dynamics (4.7), one can express the state consensus error

dynamics for the i-th faulty agent, i.e. e/ (¢) according to

el(t) = Y (] (t) = 2;(t) + giola] (1) — o (1))

JEN;

= ef(t)+ (d+910 ng
JEN;
Therefore if the control law u/ (¢) can be reconfigured such that &/ (¢) is stabilized then it

follows that eif () will be stable. This completes the proof of the lemma. ]

The above lemma shows that stability of the faulty agent’s consensus error can be
guaranteed by reconfiguring the control law u! (t) such that &/ (¢) is stable. This implies
that one can transform the control reconfiguration problem to a stabilization problem,
hence in the next two subsections we consider the problem of stabilizing 5{ (t). However,
as seen from (4.7), the dynamics of fz-f depends on the control of the healthy agents.
Therefore, before presenting our proposed control reconfiguration strategy, the control
law for the healthy team (where it is assumed without loss of any generality that all the

agents are healthy) is presented below.

In this work, the following general control law structure is utilized,
wi(t) = K1:&(t) + Koiel (t) + ciosgn(Kef(t)), 4.9)
which is the generalization of the one developed in [174] and is given by
u;(t) = c1Ke;(t) + cosgn(Ke;(t)), (4.10)
where §;(t) = x;(t) — x%(t), and e (t) is given by (4.4) and
ei(t) = gio(zi(t) — zo(t)) + Z (z:(t) — z;(t (4.11)

where g;0 = 1 if the agent 7 is a pinned agent or is dlrectly communicating with the leader
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and is zero otherwise. The followings comments summarize the main characteristics of

the control law (4.9):

(1) In the control law (4.9) an agent employs and communicates only the auxiliary
states 2% (t) that are unaffected by both disturbances and faults. In contrast in standard
consensus control schemes such as (4.10) the actual states z;(t) are employed and com-
municated from the nearest neighbor agents. Hence, the utilization of (4.9) avoids the
propagation of the adverse effects of the disturbances and faults through out the team of
multi-agent systems. This along with the degrees of freedom in designing the control
recovery laws allow us to manage the :-th faulty agent by only reconfiguring the control
law of the faulty agent, and moreover it also provides us with the capability to recover

simultaneous faults in multiple agents.

(2) The gain Ky; is designed such that the states of the i-th agent follow the states of
its associated auxiliary agent, while the gain K5; is designed such that the states of the

auxiliary agents reach a consensus and follow the leader state.

(3) Each agent receives only the auxiliary agents states in its nearest neighbor set
as opposed to their actual states that is conventionally required in standard multi-agent

consensus approaches.

(4) The control law (4.9) is shown subsequently to solve the consensus problem in
a directed network topology that is subject to environmental disturbances, whereas the

control law (4.10) solves the consensus problem in disturbance free environment and
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where the network topology is assumed to be undirected. The procedure for selecting
and designing the gains of the control law (4.9) is provided in Theorem 4.1. Moreover,
the structure of the proposed control law of this agent are provided in Figures 4.1 and

4.2.

Theorem 4.1. The control law u;(t) = u;(t) + wc(t) solves the Hy, performance state
consensus problem in a team of N follower agents whose dynamics are given by (2.1)
and the leader dynamics that is given by (2.3), if uy(t) and u;.(t) are selected as follows:
w(t) = K1&i(t)
ue(t) = uf(t) = Koief (t) + Kio(t),
where €% (t) is defined as in (4.4), K1; = 1K, Ko = e, K, Ky(t) = ciosgn(Kel(t)),
sgn{.} is defined as in (2.24), K = —B"P, ¢, = %, and finally the positive definite
matrix P is the solution to
A'P + PA— c3PBB"P + 2y 2¢;'PB,BLP + diI < 0,
and co; and cs are solutions to
CoLYy 4 LyoCy > 31, ¢3 > 0, Co = diag{cy;} > 0,
where d denotes the number of pinned agents, v* is the desired disturbance attenuation
bound, c;* = max{1, N7')\ (LY, L)}, and cio’s are the solutions to the inequalities

dSUOM_diCiO+ ZCJO <0, ¢co>0,4,75=1,...,N,
JEN;
where ugy; denotes the upper bound of the leader control signal, i.e.,

up(t) |00 < o

forallt > t.

Proof. The team reaches a consensus if x;(t) — z;(t) — wo(¢). This goal is also

achieved if agents’ controls are designed such that z;(t) — z¢(¢) (&(¢) — 0) and
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x¢(t) = xo(t) (ef(t) — 0) fori = 1,..., N. This implies that the consensus achieve-
ment problem can be re-stated as the problem of asymptotically stabilizing &;(¢) and

e’ (t) simultaneously.

In the following, first we discuss the stability criterion and disturbances attenuation
for ef(t) and &;(t) in Parts A and B, respectively and then in Part C, we derive the con-
ditions that satisfy the requirements for both Parts A and B that in fact solve the H,

performance state consensus.

Part A: From (4.3) and (4.4), the dynamics of e*(t) = col{e?(¢)} can be obtained as

e(t) = Ae(t) + Bu(t) + Bouo(t) + Bowo(t), (4.12)

where u®(t) = col{uf(t)}, A=IN® A, B= Ly ® B, By = Lyy ® B, B, = Loy ® B,,.

Let us select u?(t) as ul(t) = Koel(t)+ciosgn(Kel(t)), then the system (4.12) becomes
é'(t) = (A+ LypCy® BK)e(t) + (L22Co ® B)sgn((I @ K)e(t)) + Bouo(t)

+Bwol(t), (4.13)

where Cy = diag{cy;} and Cy = diag{c;o}. Since the sgn function is discontinuous,

in order to conduct the stability analysis of the system (4.13), it is replaced with its

differential inclusion (for more details refer to [175, 176]) representation as follows
et(t) €% K[(A+ LypCy® BK)e(t) + (LanCy @ B)sgn((I @ K)e(t))

+Bouo(t) + Buwo(t)], (4.14)

where the operator K[.] is defined as in [175, 176] to investigate its Filipov solutions.

Now, we require to define the Lyapunov function candidate V' (e%(¢)) to study the stability

properties of the error dynamics system. For this purpose, let us select V' (e?(t)) =

98



e (t)Pe“(t), as a Lyapunov function candidate for the system (4.14), where P = Iy®P.
Also, let K = — BT P, so that the set-valued derivative of V' (e?(¢)) along the trajectories
of the system (4.14) is given by
V(e“t)) = Kl (t)(Iy @ (ATP + PA) — (CoLL, + LyyCh) @ PBBTP)e(t)
+2¢” ()(I @ PB)(Lyy @ Iug(t) — 2e* (£)(I @ PB)(LysCo ® I)
sen((I ® BTP)e"(t)) + 2w} () B Pe®(1)).
(4.15)
Let T1(t) = e (t)(I® PB)(Lyy @ Nug(t), To(t) = e (£)(I® PB)(LyCo®I)sgn((I®
BTP)e(t)), e;(t) = BTPe(t) and &(t) = col{e;(t)}. Since Ti(t) is a scaler, Ty (t) <
|71 (t)]]1, and one has
Ti(t) < T < [(Lyy ® DI @ BTP)e (1)1 ]|uo(t) [l - (4.16)

Then

Ti(t) < [(Lyy @ Dllscll(I ® BTP)e" (t)[l1]|uo(t)l]oc

N m
< dll(I ® B'P)e"(t)|l1uon = djuonm ZZ EAGIE (4.17)

=1 k=1

T
where &%(t) is the k-th element of &;(t) = |:ézl (t), ... 7é§”(t):| and we use the fact that
| L21||cc = 1. On the other hand, 75(¢) can be written as

Ty(t) = &' (t)(LypCo @ I)sgn(e Z Toi(t (4.18)

where

Ty(t) = & (t)(diciosgn{e;(t)} — > _ cjosen{e;(t)})

JEN;

= Z & (t) (diciosgn{e; (1)} — Z cjosgn{e;(t)}).

k=1 JEN;

Let T%(t) = eF (t) (diciosgn{ef (1)} — D jeN cjosgn{e%(t)}), then three cases can be
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considered depending on the value of %(t) as follows:
i) eF(t) = 0, then Tx(t) = 0.

i) €} (t) > 0, then sgn{e} ()} = 1. Since ¢;o > O and sgn{e¥(¢)} € {—1,0,1}, it follows

that
diCiO — Z CjO S dzczosgn{éf(t)} — Z cjosgn{é;?(t)} S diCiO + Z Cjo,
JEN; JEN; JEN;
and if ¢;p, 2 = 1,..., N are designed such that d;c;y — Zje/%- cjo > 0, then
5 (0)|(dicio — Y cjo) < Thi(t) < |ef () [(dicio + Y o). (4.19)
JEN; JEN;

iii) e¥(¢) < 0, then sgn{e¥(¢)} = —1 and eF(t) = —|e¥(t)|. Therefore,

_diCiO — Z Cj() S dzczosgn{éf(t)} — Z cjosgn{éf(t)} S _dici() + Z Cj(].

JEN; JEN; JEN:
Again if ¢;o, 7 = 1,..., N are designed such that, d;c;) — ZjeM cjo > 0, then
’éf(t”(dlclg — Z CjO) < Tk( ) < d iCi0 + Z CJO (420)
JEN; JEN;

Let T5(t) = T1(t) — T5(t). From the inequalities (4.17)-(4.20) it follows that

T3(t) < dSUOMZZie )| —ZZie )(dicio — cho)

i=1 k=1 i=1 k=1 JEN;

= Z Z |€f d oUWoM — d; iCio T Z Cjo (421)

=1 k=1 JEN;
Suppose that cy;s and c3 are obtained such that

CoLY, + LoyCh > c31, ¢ > 0, Cy = diag{ca;} > 0. (4.22)
Now by using the Fact 2.2 for the last term in the right-hand side of (4.15) with X =

(Lot & Iy)wo(t), Y = (Iy ® BYP)e®(t) and o = %204, and also the inequalities (4.21)
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and (4.22), the expression (4.15) can be replaced with the following inequality

V(er(t)) < Kle¥(t)(In ® (ATP + PA—csPBB™P))e’(t)

N m 2
+2 Z > " 1ef| (dguonr — dicio + Z cjo) + %c4wg () (LY, Lyy @ I, wo(t)
i=1 k=1 JEN;
+2772¢; e (t)(I @ PB,BYP)e’(t))].
Since now the right hand side of the above inequality is continuous, the operator K|.] can

be removed. Let df = LT, L,; and add de® (t)e®(¢) to both sides of the above inequality
0 21 0

then it follows that

V(e“(t)) 72 dicqwy (H)wo(t) + dSeaT (t)e(t) < g(e’(t)), (4.23)
where
g(e*(t) = e (¢) (IN ® (ATP + PA — c3PBB P + dyT + 2y~ %' PB,BYP)) e’ (t)
+222|€f d oUom — dCZO—f- ZC]()
i=1 k=1 JEN;

From [175], we require g(e®(t)) to be negative definite, which will be achieved if P is
obtained such that

A'P+ PA —c3PBB™P + 2y %¢;'PB,B' P + d;I < 0, (4.24)
and ¢;q are selected such that

dyuors — dicio + Y cjo < 0,i=1,...,N. (4.25)

JEN;
Therefore, if c¢;o, 2 = 1,..., N and P are selected as the solutions to (4.25) and (4.24),
the function ¢(.) will be negative definite and for wy(¢) = 0, it follows that f/(e“(t)) <0,

or equivalently the consensus errors are asymptotically stable.

Now, if the initial conditions are set to zero and the disturbance is the only input to
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the agents, then by integrating the left-hand side of (4.23) one gets

/t Oo(e“T(t)e“(t) - gcwg(t)wo(t))dt < 0. (4.26)

Given that e*(t) = (Los ® I,,)€%(t), £%(t) = x°(t) — 1n ® x(t) and 2°(t) = col{z}(t)},

it follows that

Ané® (DE4(1) < e (D) (1) < A" (1)€°(8), (4.27)
where Ay, = Amin(L35Lo2) and Ay = Amax (LY, Los). Hence, from the inequalities (4.26)

and (4.27) it follows that

[ e wewa— [ el ten(t)dt <0,

to to
and by selecting ¢, = N\, one gets

et mewdt N,
Il wo(tyat =27

Part B: Under our proposed control law the dynamics of the ¢-th auxiliary agent tracking

(4.28)

error, &;(t), can be expressed as
&(t) = (A + i BK)&(t) + Bowi(t). (4.29)
Consider V;(&(t)) = £](t) P& (t) as a Lyapunov function candidate for the system (4.29)
and select K = — BT P. It then follows that
Vil&(t)) = &O(ATP + PA—20PBBTP)&(t) + 26] () PBuwi(t),
and by following along the same steps as in Part A, the above equality can be written as

2

Vi(&(t) — %w;r (t)wi(t) + & (1)&(t) < & ()(ATP + PA—2¢,PBB'P
+272PB,BIP + 1)&(t).
Now if P > 0 is obtained such that

AP+ PA —2¢,PBB"P +2y ?PB,B'P+1 <0, (4.30)

then V;(&;(t)) — VQ—QuJZ-T(t)wi(t) + &F ()& (t) < 0. This implies that for w; () = 0, we have
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Vi(&(t)) < 0, and for w;(t) # 0, one gets

ftzo E(t)&(t)dt A2
7wl (t)w;(t)dt =5 431)

Part C: In order to obtain the positive definite matrix P that satisfies the inequalities

(4.24) and (4.30) and also guarantees the disturbance bound attenuation, let us set ¢; and
ciasc; = € and ¢;' = max{1, N"'A'}, respectively. Given that djj > 1, it can be
observed that if P satisfies

ATP + PA—c3PBB"P + 2y %¢;'PB,BYP + d;I < 0, (4.32)
then inequalities (4.24) and (4.30) will both hold, where c3 is the solution to (4.22). On

the other hand

33 ) )"t — ol

1L [ .

-3 / (600) + €06 — €60t =

—Z/ (1) + T ()M () + 261 (1) € (t))dt <
—Z/ (1) + (e + €& + EOETH)d: -

Z [ + e o

Now from equatlons (4.28) one has

00 N 00 N 0o
[Cetoema = 3 [Tetweows 3ot [
= i ~ [ T wo(t)dt
22/ T (o(t)dt,
and by using (4.31)
N oo 2 00
>, / 3<t)£i<t>dt§%z / w! (t)w; (t)dt,
i=1 v to i=1 Yo
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u(t) yx(t) y; (1) u;(t)

wk(t)

Agentk, k € N; Agent j, j € N;

ot P bt
() yi(

yr(t) ug(t) ug (t) yi (1) Y5 (t) uj(t)

t) y§

Figure 4.1: The schematic of the i-th pinned agent and its nearest neighbor agents j and
k, which are not pinned.

then it follows that
1L [

32 | ®) = ault) as(t) — 0t < I / )+ B (®)a.
i=1 Yo
Therefore, the team H ., performance upper bound can be expressed as

ZV ) ft2° i(t) — xo<t>>T<xi<t> — a(t))dt
D ie 1ft0 t) + wp (L)wo(t))dt

< 72.

The above inequality implies that J < 0, or equivalently the healthy team H ., perfor-
mance criterion holds. This along with the properties of the stability of e} (¢) and &;(t), as
stated in Parts A and B, imply that our proposed control law solves the H ., performance

state consensus problem for the healthy team. [

4.2.1 H., Performance Control Reconfiguration

Consider the representation of an agent subject to presence of faults be specified as in

Subsection 4.1, and given by the equation (4.2) or equivalently by the transformed model
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Figure 4.2: The i-th agent cooperative control structure and its associated auxiliary
system control laws, where &;(t) = x;(t) — z%(t) and € (t) is defined in (4.4).
(4.7). Our proposed reconfigured control law for the ¢-th faulty agent is now given by
up (t) = Kj&] (1) + Kpuf(t) + uf, (4.33)
where K7, K5 are control gains and u{ is the control command to be designed later.
Therefore the dynamics of the closed-loop faulty agent (4.7) becomes
&/(t) = (A+BIK)E (8) + (Bi K3, — Bug(t) + Biu; + Bjuf
+Bowi(t), (4.34)

a(t) = Ol

As per Definition 4.1, the H,, control reconfiguration objectives can now be stated
as that of selecting the gains K7, and K3, and the control command u; such that (a)

¢/ (t) is stable, (b) z(t) = 0 (that is, y/ (t) = y2(t)) for wi(t) = 0, t > t4, and (c)

J2 el el war

N SHOPIOI < fy]% for w;(t) # 0. In order to pursue the reconfiguration strategy we
t f 2 ?

required the following assumption, we later discuss how deviation of this assumption

affect the results.

Assumption 4.3. Under the fault scenario, there still enough actuator redundancy to
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compensate for the fault, i.e.

Bju; C Im{B[}, (4.35)

then there exists a control signal u$ such that
Biué + Brul = 0. (4.36)
Subject to the above condition, equation (4.34) now becomes

) = (A+BIKE () + (B K3, — B)ui (t) + Buwi(t), (4.37)

at) = celie).
Let us temporarily assume that w;(t) = 0, then
zi(t) = CeAWTBIEEtel (1) 4 /t CeATBIKLE=)(BrKr. — B)ul(s)ds.
ty

(4.38)
From (4.38), to ensure that the outputs of the faulty agent do not deviate after fault,
both terms should be zero or negligible. The first term will be negligible if the agents
reach a consensus before fault occurrence i.e. éif (ty) =~ 0 or if K7, is designed such
that e(A+BIK7)(=t1) damps very fast. This can be achieved easily if Ao {A + BI KT}
is small enough.  On the other hand, according to Theorem 4.1, uf(t) = wu;(t) =
Kyief(t) + Kio(t). Given that the control gains are designed such that e?(¢) is asymp-
totically stable and K;y(¢) is bounded, u¢(t) also remains bounded. Considering that
us(t) does not depend on the dynamics of &/ (¢), it can be treated as a disturbance to
the system (4.37). Consequently, the problems of (i) enforcing z;(t) = 0 (for t > ¢y,
wi(t)=0,7=0,...,N and any u%(t)), and (ii) stabilizing &/ (), is similar to that of the

disturbance decoupling problem with stability (DDPS), as studied in [177].
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The geometric approach that is based on the theory of subspaces [160] is the most
popular method for solving the DDPS problem. Towards this end, we first introduce
the required subspaces as follows: Bf = Im{B}}, C = Ker{C}, V* and V; denote the
maximal (A, B]') controlled invariant subspace that is contained in C, and the maximal

internally stable (A, B]') controlled invariant subspace that is contained in C, respec-

tively.

Following the procedure in [160], if K3, and K7, are selected such that

Im{B/ K}, — B} C V*,(A+ B/ K],)V* C V" (4.39)
then the second term in (4.38) will also vanish. On the other hand, if K9, and K7, are
selected such that

Im{B; Ky, — B} CV;,(A+ B/ K};,)V; CV,, (4.40)
then the second term in (4.38) will also vanish and §if (t) will be stable due to the stability
of the subspace V;. Unfortunately, there is no systematic approach to explicitly obtain
V,, implying that V' cannot be computed and employed directly for obtaining K, that
satisfies the condition (4.40). Therefore, we are required to transform the condition
(4.40) into a verifiable one. Once such a controller is obtained, one can then ensure that

z(t) = 0 and &/ (t) will remain stable.

Given that V* is (A, B) controlled invariant, there exists a matrix K7;, a friend of
V*, [160] such that A, V* C V*, where A. = A+ B} K7,. Now, by invoking the Theorem

3.2.1 of [160], for a matrix A, and its associated V*, there always exists a nonsingular
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transformation 7" such that
11 72
A, A

A, =T'AT =1 ° (4.41)

?

0 A3
where T' = [Tl Tz] ,Im{T}} = V* and T5 is any matrix that renders 7" nonsingular. By

substituting A. = A + B] K7, into (4.41), it follows that

A.= A+ BIK7},, (4.42)
_ An Al By _ _
where A = T7YAT = ,Bl =T Bl = and K7, = K7, T. Now, if
Agp Ap B,

K 1; 1s partitioned as K 1= { [qil K{f] , from (4.41) and (4.42) it can be concluded that
there exists K7} such that

Furthermore, under the transformation 7', the system (4.37) can be re-written as
) = A )+ Ba(t) + Buwi(t), (4.43)

Zz(t) = C_’gif(t)a

1 A2
where gf(t) = T‘lgif(t), A= °, Al = A+ B KSL, A% = Ay + BLKT?,
0 A3
- - _ _ _ _ BEK& - Bl _ Bl
A2:A22+B:2KI12, EZ:B:Kgl—B: ,B:T_lB: 5
B, K3 — By By

C =0T = [0 Cz] , B, = T7'B,,. We are now in a position to state the main result of

this subsection.

Theorem 4.2. Consider a team that consists of a leader that is governed by (2.3) and
N follower agents that are governed by (2.1), and their control laws are designed and

specified according to Theorem 4.1. Suppose at time t = ty the i-th agent becomes faulty
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and its dynamics is now governed by (4.2) where Assumption 4.2 also hold. The control
law (4.33) solves the H., performance control reconfiguration problem with stability
where the H., upper bound is given by 7 = o'\ {(TT")'} if uf is obtained as a
solution to (4.36), K7, = [Yle—l }/2X2_1:| T and K3, is the solution to

Bl K5 — By =0, (4.44)

where T' is defined in (4.41), X; and Y;’s, i = 1,2 are solutions to

0 X _ _
max . s.t. <0, X =diag{X1, X5} >0, Ayy X; + BLY1 =0, (445)
X -1
O O . _r - _ _ =17
where © = , 01 = X1 Al + YIB!, + Au X, + BLY: + aB.BL, 6, =
el o,

zzthQ + 3:15/2 + OéBl.BQT @3 = XQAgz + }/QTB:; + AQQXQ + BQYé + OéBz.BQT AH,

wTw? wTw?

Ay, Ao, B and Bys are defined as in (4.42) and B, and B, are defined as in (4.43).

Proof. Consider the system (4.43). Given that the two inputs w;(¢) and u¢(¢) are bounded
and independent from each other, one can investigate their effects separately. Therefore,
the proof is provided in three parts, namely: in Part A we assume that w;(¢) = 0 and the
set of all control gains that guarantee z;(¢) = 0 and stabilize fl-f (t) are obtained. Next, in
Part B we assume that the disturbance is the only input to the agent and obtain the gains
that minimize the H ., performance index and guarantee stability as well. Finally, in Part

C, the control gains that satisfy both Parts A and B are obtained.
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Part A: Let w;(¢) = 0 so that we have
€)= AL+ B,
a(t) = Cg).

Since A, is an upper-triangular matrix, the matrix e is also upper-triangular and can

_ eAi F2 (t) — 13
be written as ele! = . where Fy(t) = [} 479 A2eA%ds. Under As-
0 eAgt
sumption 4.2-(c), &/ (t;) = 0 and z;(t) can be written as
t T — —
zi(t) = / Coe =9 (BT, K5 — By)ul(s)ds. (4.46)
tr

If K7, is obtained such that

then z;(¢) = 0, which implies that the above condition is equivalent to (4.39). Moreover,
if K7} and K? are selected such that Ay, + B}, K7} and Ayy + B, K7? are Hurwitz, then
A, will also be Hurwitz. Given that u¢(t) is bounded and A, is Hurwitz, then & (¢) will
also be bounded. Therefore, condition (4.40) is equivalent to obtaining the matrices K77,

K'? and K3, such that

Aoy + BLK]F =0, (4.47)
Ay + Bl K} is Hurwitz, (4.48)
Agy + BL,K? is Hurwitz, (4.49)
Bl K5 — By = 0. (4.50)

Part B: Let the agents be only affected by the disturbances, then we obtain
gty = AL (t)+ Bowi(t), (4.51)

() = CE ).
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Consider a Lyapunov function candidate V/ (&/ (t)) = &/ ' (t)PE! (t), where P = diag{ Py, P,} >
0. The time derivative of Vif (t) along the trajectories of the system (4.51) is given by

V(1) = & (O)(ATP + PAE (1) + 26] () PBLwi(0).
By applying Fact 2.2 to the second term in the right hand side of the above equation with

XT =& (t)PB,,Y = w;(t) and o = y2, and adding T (£)¢;(t) to both sides one gets

. T — — T —
VI (1) = 2wl (wi(t) + & (0el (1) < & ()agl (1), (4.52)
where
\ AP+ P Al P A? o PBBY'P, P,B!BYP, s
= ’-}/ ?
A2 P A¥ Py + P AP P,B2B'P, P,B B2 P,
I ~ B
and Bl and B2 are such that B,, = . If the matrices P, and P; are obtained such
B
that )
AP, + P A! P A2 , |PBLBL P P.BLBZ P,
A = 4+~ + 1 <0,
A2t A3t A3 ! R2 1t 2 p2T
A2 Py A2 Py + P AS P,B.B, P, P,B.B. P,
(4.53)

then the right hand side of (4.52) will be negative definite and we have
V() = 7wl (0en(t) + € (0] (1) < 0.

Consequently, by integrating both sides of the above inequality, one gets

Jrd e mat
[T a1

; Ny — p—1ef f ;
Now, given that &/ (t) = T ¢/ (), the H., performance bound for &/ () can be obtained

as
S €& (t)dt I
S wi ()wi(t)dt <A (TTTY) = A2,

Part C: From Parts A and B, it follows that K7} should satisfy (4.47) and (4.48), K12

should satisfy (4.49) and K7, should satisfy (4.50), while the inequality (4.53) should
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also hold. Note that if there exist matrices P, and P, such that (4.53) holds then A, will
be Hurwitz. This implies that if the inequality (4.53) holds then (4.48) and (4.49) will
hold. Therefore, the problem is reduced to solving the equality (4.50) for K, and solving
(4.47) and (4.53) simultaneously for K {"} and K {f. Equation (4.50) is linear with respect
to K. and can be solved easily, whereas considering the structure of A’ fori = 1,2, 3,
the inequality (4.53) is nonlinear with respect to P;, P, and 7. However, by multiply-
ing both sides by P~! and using the known change of variables X = diag{X;, X»},
X, =P Xo =P, Y, = KItPTL Y, = KIEPy ', a = =% and using the Schur

complement, the inequality (4.53) can be transformed into the following LMI condition:

0 X
<0, (4.54)
X -I
0, O, ) R _ o
where © = , 0, = X, AT, + VB + A, X, + BLY, + aB.BY, ©, =
el o,

AngQ —+ Bz‘lifg + CEB(}}BE)T @3 = XQAEQ + }/QTB:; + A22X2 + 32}/2 + C(BZBE; Therefore,
the control gains K7} and K? satisfy the requirements of Parts A and B if the solutions
to the inequality (4.54) also satisfy (4.47). These requirements can be achieved provided

that the gains are obtained as solutions to the following optimization problem, namely

0 X _ _
max « s.t. <0, X >0, Ay Xy + BLY; =0.

X -1
Subject to the above conditions the upper bound for the H,, performance index and the

reconfigured control gain K7, are now specified according to v* = o~ !A\_L {(TT")~'}

and K7, = {yl Xy, X;l} T~!, and this completes the proof of the theorem. 0

The following algorithm summarizes the required steps that one needs to follow for
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designing the reconfigured control law gains.

Algorithm for Design of the Fault Reconfiguration Controller Gains:

1) Obtain the maximal (A, B}) controlled invariant subspace, V*, either by using the
iterative algorithm that is proposed in [160] or by using the Geometric Approach
Toolbox [178] (available online). Set T} such that V* = Im{T} } and select 75 such

that 7' = {T1 TQ} is a nonsingular matrix.
2) Obtain Ayq, Asq, Aja, By and B;y as in (4.42) and B, and B, as in (4.43).
3) Solve the optimization problem (4.45) for X5, X5, Y] and Y5.
4) Set K7, as K, = {Ylel }/2)(21} T
5) Solve equation (4.44) for K3,.
6) Solve equation (4.36) for u;.

7) Setul(t) = K76 (t) + Kul(t) + ul.

{2

8) Setu! (1) = |01, (uS)T (u(t)T

2

In view of the Theorem 4.2 and the above Algorithm the following results can be obtained

immediately.

Corollary 4.1 (Presence of only the LOE fault). Suppose the actuators are either healthy

or subject to the LOE fault. In this case, B; in (4.42) is given by B} = BI';, where
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T; = diag{T*}, k = 1,...,m. Furthermore, the faulty control law u!(t), and the

reconfigured control law, uf (t), for the i-th faulty agent are designed according to

up(t) = K1l (t) + Kgui (1),
where the control gains K7, and K3, are designed according to the Steps 4 and 5 of the

above algorithm.

Corollary 4.2 (Presence of only the outage fault). Suppose the actuators 1 to m, are
subject to the outage fault and the remaining actuators are healthy. In this case, B] in
(4.42) is given by B! = [bmoﬂ o bm]. Furthermore, the faulty control law u! (1),
and the reconfigured control law, u(t), for the i-th faulty agent are designed according
to
T

uf (t) = [omno (u;"(t))T} :

up(t) = K€ (8) + Kguf (1),
where the control gains K7, and K3, are designed according to the Steps 4 and 5 of the

above algorithm.

Corollary 4.3 (Presence of only the stuck fault). Suppose the actuators 1 to mg are

subject to the stuck and the remaining actuators are healthy. In this case, B} in (4.42)

is given by B! = lbmsﬂ o bm]. Furthermore, the faulty control law u{ (t), and the
reconfigured control law, uf (t), for the i-th faulty agent are designed according to
T
UMkameﬂa

uf (t) = K7€l (t) + Khul(t) + uf,

where the control gains K7; and K}, are designed according to the Steps 4 and 5 and the
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control command ] is obtained according to the Step 6 of the above algorithm.

Similar results corresponding to the combination of any two of the considered three
types of faults can also be developed. These straightforward results that follow from

Theorem 4.2 and the Corollaries 4.1-4.3 are not included here for brevity.

4.2.2 The Existence of Solutions and Analysis

In previous subsection, a cooperative control strategy to ensure consensus achievement
and control reconfiguration subject to actuator faults and environmental disturbances was
proposed and conditions under which the objectives are guaranteed were provided. In
the following, we discuss the properties of solutions if certain required conditions are not

satisfied. We consider five cases that are designated as I to V below.

Case I: If the Assumption 4.2-(c) does not hold, i.e., the fault occurs during the
transient period, then fif (tf) # 0, and the first term in (4.38) will be non-zero. However,
since K7, is designed such that A+ B} K7, is Hurwitz this term will vanish asymptotically.
Note that the delay in receiving the information from the FDI module and activating
the control reconfiguration will also result in fif (tf) # 0, and causes a similar effect.
Case II: If B, ¢ Im{B%}, then (4.44) does not have a solution. In this case, we may
obtain K3, as a solution to

min trace{ B}, K3, — By}

2%

Corresponding to this choice of K7, the second term of (4.38) will remain non-zero and
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we have 2;(t) # 0 but bounded. However, if K7, is designed according to Part B in the

proof of Theorem 4.2, one can still guarantee boundedness of the state consensus errors.

Case III: Suppose the estimated value of the stuck fault command, that is u;, is not
accurate, namely u} = 4; + ¢;, where 4; and ¢; denote the estimated stuck command and

its error. Equation (4.36) can then be expressed as (B;u; + Bfu) + Bie; = 0. Since ¢;

is unknown, therefore to obtain uzC we instead use the following optimization problem,
namely

min trace{ B}i; + B ul’}.
Ug

Letn; = (B34 + BIuf) + Bse;. Consider the control law (4.33) as designed in Theorem
4.2. 1t follows that for w;(t) = 0, equation (4.37) becomes &/ (t) = A&/ (t) + (Br K3, —
B)u?(t) + n;, where A. = A+ B! K7,. Under Assumption 4.2, and for K7, as a solution
to (4.44), it follows that z;(t) = C A7 (eA<*=%s) — I)n;. Given that A, is Hurwitz, the
above equation implies that after a transient period the error between the output of the
faulty agent and its associated auxiliary system, or equivalently the output tracking error
reaches a constant steady state value, i.e. lim; o 2;(t) = —CA_'n;. Consequently,

under this scenario one can still observe that the state consensus errors remain bounded.

Case IV: Let the estimated actuator loss of effectiveness factor or severity be subject
to uncertainties, i.e. I'* = T'¥ + ¥, where T'% is the estimate of the fault severity that is
provided by the FDI module, and ¥ is an unknown estimation error uncertainty. Consider
equation (4.42). Since I'; # I'; we have Br = E{ + Br€, where é{ = T‘lefoi,

Bzre — T*lBifT’I‘Z.’ T, = dlag{ef}, k= mg+ 1,...,m and Blfr = |:bms+1 cee Bm:| :
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In order to analyze the impact of these uncertainties on our previous results, we need to
investigate both the matching condition, namely equation (4.44), and the stability of the

tracking error &/ (t).

Since Y, is unknown, one cannot determine the gain K3; such that (4.44) holds. This
implies that unlike z;(¢) (given in Part A of the proof), one cannot ensure z;(t) = 0.
On the other hand, A, in (4.43) should be replaced by A, = A, + A¢ = A + BIKT, +
Br“KT,. Following along the same steps as those utilized in Subsection 4.2.1 for now
A, = A+ BTKT,, one can obtain the control gain K7, that makes A, Hurwitz. Hence,
for w;(t) = 0, equation (4.43) can be written as ng(t) = (Ac+ AZ)fif(t) + Eud(t). In
order to analyze the robustness we can use the results of Theorem 2.1, however we need
to rewrite the above equation as below

&l (6) = Al (0) + B (0) + £(&] 1)),
where f(¢/(t)) £ A€/ (t). Given that AS = Sl €D, we get

m

1Al < > lelllI®,
l=ms+1
where b' and k! denote the [ — m,-th column of B/" and the I — m,-th row of K7,

respectively. Now, by using Theorem 2.1, if there exist €, > 0,1 = 1,...,m — m,
such that
- 1
- 1.l
E imax |0k |2 < ——— 4.55
E1max” H2 = O-min(P)’ ( )
l:msj—l

and |el| < €, then the matrix A, remains Hurwitz, where P is a positive definite matrix

solution to PA, + ATP = —21. This along with the boundedness of u¢(¢) implies that

ng (t) will also remain bounded.
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Case V: Suppose that the fault is recovered after a delay of A's, ie. t, = t; +
A, where ty and t, denote the time that the fault occurs and the time that the control
reconfiguration is invoked. During the time ¢ty < ¢ < ¢,, the tracking dynamics of the
i-th agent, i.e., fif(t), becomes
EN(t) = (A+ e BIK)E () + (B - Byup(t), t; <t <t,.
Therefore, one gets 7 (t) = exp((A + ¢ B K)(t — t))(xi(t;) — x%(tf)) + f:f exp((A+
¢ BYK)(t — 5))ul(s)ds + z%(t). If the fault causes A+ ¢; B! K to become non-Hurwitz,
then :Uf (t) will grow exponentially. Now, let z} denote the maximum allowable upper
bound on the agent’s state (this can be specified for example based on the maximum
speed of the moving agent or the maximum depth for surveying under the water), then
invoking the reconfigured control law cannot be delayed beyond As, where the maximum
delay in invoking the reconfigured controller is denoted by A and can be obtained by
solving the following equation =) = z%(t; + A) + exp((A 4+ ¢, B/ K)A)(z;i(ts) —
) + ftf+A exp((A + ¢: B/ K)(t; + A — s))u(s)ds. This implies that if the fault
is not recovered before t = t; + A s, the faulty agent may no longer be recoverable to

satisfy the overall mission requirements and specifications at all times.

4.3 Simulation Results

In this section, our proposed control recovery approach is applied to a network of Au-
tonomous Underwater Vehicles (AUVs). The team behavior is studied under several
scenarios, namely when the agents are healthy and also when the agents are subject to

simultaneous LOE, outage and stuck actuator faults, uncertainties in the FDI module in-
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formation and delays in invoking the control reconfiguration. The team is considered to
consist of five Sentry Autonomous Underwater Vehicles (AUVs). Sentry, made by the
Woods Hole Oceanographic Institution [171], is a fully autonomous underwater vehicle

that is capable of surveying to the depth of 6000 m and is efficient for forward motions.

The nonlinear six degrees of freedom equations of motion in the body-fixed frame in
the horizontal plane is given by [179]:
M+ C(v)v + D(v, ¢p)v + g(n) = b(, h),
n=Jmnw,
where M, C, D and J denote the inertia matrix, the moment/forces matrix, the damping
matrix and the transformational matrix, respectively. The terms g(7) and b(¢, h) denote
the hydrostatic restoring forces and the truster input, respectively, and are given by
(hpp+ hys)cos @rp + (hap + has) COS Paf
0
(hyp+ hys)singrp + (hap + has) Sin ¢y
bi(hsp — hys) sin gy + bi(hap — has) sin gag
—aff(hpp 4 hps)singrr — aof(hap + has) sin @g r

bi(hyp — hys) cos @pp + by(hap — has) COS Paf

T
gmn) =10 0 0 zpc cosOsin oW zpesinW 0| , where ¢y = [Of5 Gay]" and

h = [hyp hys hap has)" denote the foil angles and the truster inputs, respectively. The
term = [nf n3]T, where 1, = [z y z|T denotes the inertial position and 7, = [¢ 6 |T
denotes the inertial orientation. Also, v = [v] v3|T, with v; = [ v w]" denotes the

body-fixed linear velocity and v» = [p ¢ 7|* denotes the angular velocity. Finally, zpg
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and W denote the vertical distance between the center of the buoyancy and the center of

the mass and the vehicle weight, respectively.

For the Sentry vehicle, the horizontal position is controlled indirectly through the
heading subsystem, i.e. v, r, ¢, and surge speed subsystem, i.e. u. Therefore, for control
purposes the states x and y are ignored. Moreover, under the assumptions that (a) the
truster and foil angles do not affect each other, (b) the pitch and the pitch rate, i.e. # and
q are sufficiently small, and (c) the foil angles are sufficiently small, then the states p, ¢
are also ignored for control design and are considered passive [171]. Therefore, for the
control design in the near horizontal maneuver under the operating point ¢ = [u® 0 w°]T,

v§ = 031 and ° = Ogy1, the linear model of the Sentry AUV is reduced to the following
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subsystems:

u(t) _allu" 0 0 0 [u(t)
0(t) 0 agu® au® 0| |v(t)
7(t) - 0 agu® agu® 0| |r(t)
W (t) 0 0 1 0f ¢
mi mi mi mi hgp(t)
N Masbp  —Magbn  Magby,  —Maeby | | hys(t)
meebrn,  —mesbn  Mecbn  —Meebn | | Pap(t) |
0 0 0 0 has(t)
—zb(t)_ _agguo assu® 0 —mpsszasW | |w(t)
q(t) | s assu® O —msszapW q(t)
Z(t) 1 0 0 u® 2(t)
o(t) 0 1 0 0 o(t)
_a}Ll a}f_
. ag ot | ds(t) |
0 0 | [¢ar(t)
0 0
where aj! = lfz’/}h hs1 + (uo)-2f31, aj? = ﬁhgg + (u?)? f39, af' = lf%h hsi + (u®)? f51,
and j” = 75-hso + (u°)? fs2. The detail relationships between the above parameters

and the system parameters are provided in [171].

For underwater vehicles, the ocean current is considered as a disturbance to the sys-

tem, i.e. w(t) = V.(t), where V.(t) denotes the ocean current. In [180], the ocean current
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is modeled by a first order Gauss-Markov Process as governed by V() 4 uV.(t) = v(t),
where 1 > 0 and v(t) is a Gaussian white noise. For ;. = 0, the model becomes a ran-
dom walk, i.e. Vc(t) = v(t). Therefore, the disturbance signal that is applied to the i-th

agent is expressed as w;(t) = V(t) = fti vy (t)dt + Vii(to).

In conducting our simulations we only consider the speed-heading subsystems, i.e.
u,v,r,1. To obtain a linear model, the forward (surge) speed v is set to u® = 1 and
all the parameters are considered to be the same as those in [171, 173]. The numerical

values of the triple (A, B, C) for the i-th agent is governed by

—0.0401 0 0 0 0.44 044 044 0.44
0 —0.709 —-0.648 0 0.06 —0.06 0.06 —0.06
A= ,B=1.0e —-03
0 —1.770 1414 0 049 —-0.49 049 -0.49
0 0 1.00 0 0 0 0 0

T

B, = {0.023 0.017 0.03 0},C= {1 00 o}wz—(t): {ai(t) vilt) rilt) i(t)|

U; (t) = |:hzfp(t) hifs (t) hiap(t) Riias (t):| '

The network topology considered is as shown in Figure 4.3. The leader control law

Figure 4.3: The topology of the leader-follower network of given AUVs.
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is selected as ug(t) = Koxo(t) + For(t), and the desired leader speed 7(t) = Ugesirea(t) 1S
defined according to Figure 4.4. The objective of the team cooperative control is to en-
sure that all the agents follow the leader output (surge speed) trajectory, while their yaw
angle, sway and yaw rate remain bounded. The acceptable errors between the desired
trajectory and the actual trajectories are considered to be less than 10% in the steady
state. The following scenarios are now considered:

Scenario 1: Faulty team without control reconfiguration: In this scenario, it is assumed

-y
T
I

Surge Speed

1 1 1 1 1 1 1
00 5 10 15 20 25 30 35 40
Time [s]

Figure 4.4: The desired leader surge speed trajectory.

that no control reconfiguration is invoked after the occurrence of the faults. The specifics
for the mission considered are as follows where the followers state trajectories are de-
picted in Figure 4.5.

A) All the agents are healthy and the agent control law is designed according to Theorem
4.1 and using YALMIP toolbox for MATLAB.

B) Attime t = t; = 25 s, the agents 1 and 2 become faulty. Agent 1 loses its second
actuator i.e. h{ fs(t) = 0,t > 25. Agent 2 loses 30% of its first actuator and its second

actuator gets stuck at uj = 1, i.e. hgfp(t) = 0.7hgyp(t) and hgfs(t) =1fort > 25s.
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Figure 4.5 clearly shows that if a reconfiguration control strategy is not invoked, the
agents become unstable and their states grow exponentially unbounded. Therefore, it is

necessary to reconfigure the agent’s control law after the occurrence of this fault.

o 10F T T T 4\4;’__—
2 o -
>
v -10= I I | | | i i 4
0 5 10 15 20 25 30 35 40
Time [s]
- 10 T
g o
D _q9 i i i i i i i
0 5 10 15 20 25 30 35 40
Time [s]
£ 10 ‘
o
> 0
>c_v _10 | | | | | | i
0 5 10 15 20 25 30 35 40
Time [s]
Qo
> 10 T T
C
< o
z _10 i i i i i i \
> 0 5 10 15 20 25 30 35 40
Time [s]
‘—AgenH —Agent2 —Agent 3 —Agent4‘

Figure 4.5: The followers trajectories corresponding to the Scenario 1.

Scenario 2: Control reconfiguration subject to delays in invoking the reconfigured
control law: Unlike the previous scenario, in this scenario control reconfiguration laws
are invoked to the faulty agents. However, it is assumed that there are delays in the time
that the FDI module communicates this information to the faulty agents and the agents
reconfigured controls are invoked. The specifics for the execution of the mission are as
follows where the followers state trajectories are depicted in Figure 4.6.

A) All the agents are healthy and the agent control law is similar to the Scenario 1.
B) Attime ¢ = ty = 25 s, the agents 1 and 2 become faulty. The fault scenario that is
considered is the same as that of Step B) in Scenario 1.

C) The control laws for both faulty agents are reconfigured according to Theorem 4.2 at
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t=t,=30s.

Figure 4.6, depicts that by invoking the reconfigured control laws one can now sta-
bilize all the agents. The delay in invoking the control reconfiguration causes a transient
period in which the agent states diverge and will not follow the leader (refer to discussion
in Subsection 4.2.2, Case V). However, after the transients have died out, the agent reach

a consensus with the leader state.
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Figure 4.6: The followers trajectories corresponding to the Scenario 2.

Scenario 3: Control reconfiguration subject to fault estimation uncertainties: In this
scenario, we consider a similar fault scenario as in the previous scenarios. However,
it is assumed that the estimated fault severities are subject to unreliabilities, errors and
uncertainties. Using the inequality (4.55) the upper bound on uncertainties is obtained as

-1
2mazx

= 0.146, implying that the reconfigured control law stabilizes the errors provided
that it is designed based on 0.554 < f% < 0.846. To investigate how accurate this range

is, various levels of uncertainties and mismatches are considered and it is observed that
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the control gains that are designed for f% < 0.86 stabilize the errors whereas for f% >
0.87 the state consensus errors become unstable. This indicates that the bound provided
by the inequality (4.55) provides an acceptable approximation to the maximum allowable
fault severities estimation errors and uncertainties. The agents state simulation responses

correspond to Il = 0.6 and u; = 0.9, and are depicted in Figure 4.7. Figure 4.7 shows
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Figure 4.7: The followers trajectories corresponding to the Scenario 3.

that by invoking the reconfigured control law, the agent states will no longer diverge and
the recovery control strategy stabilizes the agent states. In fact, in this scenario the agents
do follow the changes in the leader speed trajectory, although the error between the
faulty agent speed trajectory and the leader speed trajectory will not vanish but converges

asymptotically to a small constant value.
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4.4 Conclusions

In this work, a cooperative and distributed reconfigurable control law strategy is devel-
oped and designed to control and reconfigure faulty agents from three types of actuator
faults, namely loss of effectiveness, outage, and stuck faults that guarantee boundedness
of the state consensus errors for a network of multi-agent systems. It is shown that the
proposed control strategy can ensure an H, performance bound attenuation for the team
agents when they are subjected to environmental disturbances and actuator faults. Our
proposed reconfigured control law ensures that the output of the faulty agent matches
that of the healthy agent in absence of disturbances. Moreover, the control law also
guarantees that the state consensus errors remain bounded. Furthermore, in presence
of environmental disturbances the H., disturbance attenuation bound is ensured to be
minimized. The effectiveness of our proposed cooperative control and reconfigurable
approaches are evaluated by applying them to a network of autonomous underwater ve-
hicles. Extensive simulation case studies are also considered to demonstrate the capa-
bilities and advantages of our proposed strategies subject to FDI module uncertainties,

erroneous decisions, and imperfections.
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Chapter 5

Control Reconfiguration in Switched

Topology networks

In this chapter, distributed control reconfiguration strategies for directed switching topol-
ogy networked multi-agent systems are developed and investigated. The proposed con-
trol strategies are invoked when the agents are subject to actuator faults and while the
available fault detection and isolation (FDI) modules provide inaccurate and unreliable
information on the estimation of faults severities. Our proposed strategies will ensure
that the agents reach a consensus while an upper bound on the team performance index
is obtained and minimized. Three types of actuator faults are considered, namely: the
loss of effectiveness fault, the outage fault, and the stuck fault. By utilizing quadratic and

convex hull (composite) Lyapunov functions, two cooperative and distributed recovery
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strategies are designed and provided to select the gains of the proposed control laws such
that the team objectives are guaranteed. Our proposed reconfigurable control laws are
applied to a team of autonomous underwater vehicles (AUVs) under directed switching
topologies and subject to simultaneous actuator faults. Simulation results demonstrate
the effectiveness of our proposed distributed reconfiguration control laws in compen-
sating for the effects of sudden actuator faults and subject to fault diagnosis module

uncertainties and unreliabilities.

5.1 Problem Formulation

Consider a multi-agent network having a leader that is governed by (2.3) and NV follower
agents whose dynamics are given by (2.1). Without loss of any generality, assume that
the agents 1 to /Ny become faulty at the time ¢ = ¢, where for the ¢-th faulty agent the
first m,; actuators are subject to the outage fault, the actuators m,,; 4+ 1 to mg; are subject
to the stuck fault, and the remaining m — my; actuators are either subject to the LOE
fault or are healthy. Using equations (2.15)-(2.18), the model of i-th faulty agent can be
expressed as

@l (t) = Azl (t) + Blul(t), i=1,... Ny, (5.1)
where B/ = [B? By BI], B? = [b',...,b™], B = [b™*!, ... b™], Bl = BIT; =
Bf + By, Bl = {bmsﬂrl’ . "bm}, [; =diag{T'*}, k = my + 1,...,m, T'¥ denotes
the k-th actuator effectiveness and the fault severity factor, B{ = Br I, Bie = B! fi&,
I; = diag{T*}, f; = diag{f*}, & = diag{¢F}, T%, T*, ¥ and fF are defined as in (2.16),

i
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T T
ul(t) = {om ()T <u7f<t>>T] ol =)+ o, uf = [uz"w“@f),... ums%tf)} ’
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T T
~ S T JU £ _ ) ) o g
Q’L — |:umoz+1’ . ums’L:| s Q’L — |:Qm01+1£7 . 7Q?/LS%§:| . and u: (t) — |:u:n‘”+1<t>7 - um

Considering the structure of the matrix Bif and the control law u{ (t), it follows that
for the i-th faulty agent only the actuators b™=: ™! to b are available for actuation. There-
fore, to proceed with our proposed reconfiguration control strategy that will manage all

the three types of actuator faults the faulty system (5.1) is rewritten as follows

@l (t) = Azl (t) + Biul(t) + Biug,i = 1,..., Ny, (5.2)
Let us now define associated with the i-th agent the following performance index
1 [T
5= / T () Qe ()dt, (53)
ty

where e;(t) is defined as in (2.4), T is a finite time, and () is a positive definite matrix

with appropriate dimension.

Control Reconfiguration Objective: Design the control laws u/(t) and u}(t) such
that:
(i) the agents reach a consensus, i.e. ¢;(t) — 0 as t — oo, and (ii) the team performance
J¢ upper bound is minimized, where
N 1 T
=05 [ Soe)
e(t) = col{e;(t)} and Q = Iy ® Q (® denotes the Kronecker product).

In the remainder of this work the following assumptions are considered to hold.

Assumption 5.1. (a) The switching signal has finite number of discontinuities at each

bounded time and there is a small number number T such that t*%**' — t% > 7 > 0 and
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the network topology switches changes among a finite set of communication graphs that
have directed spanning trees.
(b) The leader control input is designed such that its states and control signals remain

bounded.

Assumption 5.2. (a) The agents are stabilizable and remain stabilizable even after the
fault occurrence.

(b) Each agent is equipped with a local FDI module that correctly detects and isolates
the faulty actuator but it can only estimate the severity of the LOE and stuck faults with

uncertainties, unreliabilities, and inaccuracies.

5.2 Proposed Methodology

Consider a multi-agent team that consists of N healthy followers that are governed by
(2.1) and a leader that is given by (2.3). The overall dynamics of the team consensus
error can be expressed as

é(t) = Ae(t) + Bu(t) + BJuo(t), (5.4)
where e(t) = col{e;(t)}, e;(t) is defined as in (2.4), u(t) = col{ul(t)}, A = Iy ® A,

B° = L3, ® Band Bf = L3, ® B.

Our goal is to design u(t) in (5.4) that is distributed in its implementation, implying
that it uses only local information and measurements. Moreover, it is reconfigurable (the
control gains can be redesigned) by using local network information, i.e. the agent dy-

namics as well as the FDI module information once a fault has occurred and detected.
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Since each agent only communicates with its nearest neighbors, once the network topol-
ogy switches each agent notices its new neighboring set, and is unaware of the entire
network graph topology at that instant. Therefore, we either require a high-level super-
visor (a team-level supervisory control law) that monitors the entire network and can
decide on the appropriate control laws associated with each network topology or that we
should employ a fixed fault-tolerant (reconfigurable) control law that renders the team

stability corresponding to all the possible topologies.

In this work, we aim at designing a fully distributed and an active fault-tolerant con-
trol law that guarantees consensus subject to any possible topology and that can be re-
configured based on the availability of only local information. Towards this end, we
introduce a local virtual system that is associated with the i-th agent as follows:

z;(t) = Az;(t) + Bul(t). (5.5)
The dynamics of this virtual system does not change during the mission whether the real

agents are faulty or healthy.

If w](t) is designed such that z;(t) — 7;(t) — xo(t) and wu;(t) is designed such
that 7 (t) — z;(t), where x = {h, f}, then we can ensure that z}(t) — x((t). The
main motivation for employing Z;(t) to guarantee team consensus (z}(t) — xo(t)) is
that z;(¢) is not subject to a fault, therefore it can be used to guarantee consensus even

when the agents are faulty. For this purpose, let us also define n/*(t) = z!(t) — z;(t),

o () = |l he)T| s li() = 2l () = 2:(0), () = F f; nfy(r)dr, &(t) =

Z]ENz(t)(‘f’(t) — f](t)) =+ 901<t)(jz(t) — l‘o(t)), éi[(t) = E j:; éi(T)dT, and Where E iS
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a design matrix to be specified subsequently.

Consequently, each agent behavior is determined according to the following systems
nit) = Anl(t) + B(ul(t) —ul(t)),i=N;+1,...,N, (5.6)
() = Al () + Biful(t) — Buf(t) = Afnl (t) + B{"uj(t) + Bi*ui — B"u{(t),

t=1,..., Ny, (5.7)

&(t) = Ae(t)+di(t)Bul(t) — Y Bul(t) — gio(t)Buo(t),i=1,...,N, (5.8)

JEN;(t)
) = A (t)+di(t)B ul(t) — > B ul(t) — gio(t) B uo(t),i=1,..., N,
JEN:()
(5.9)
A0 B;
where e¢(t) = [el(t) el (1)]T, A = , B&* = , % = {r, f,s}, and
F, 0 0
B
B =
0
Let uf(t) be selected as
ud(t) = Kyl (t) = Kopei(t) + Kagi€ir(t), (5.10)

where Ky; = [K31; K9] and the control gains Ks;; and Ks; should be selected such that
€;(t) is asymptotically stable. Before presenting the procedure for designing the control
gains, first the distributed control laws for both the healthy and the faulty agents as well
as the sufficient conditions for consensus achievement of the faulty team are presented in
Lemma 5.1. In fact, the following lemma transforms the consensus achievement problem

for the healthy and faulty teams into equivalent stability problems.

Lemma 5.1. Let the control gains Ko1; and Kao; be designed such that e;(t) is asymp-
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totically stable. Then, it follows that

(a) The healthy control law
wl(t) = ui(t) +ul(t) = Kim!(t) + u{(®), (5.11)
ensures that nl'(t) is asymptotically stable and x(t) — zo(t) as t — oo if K\ is

designed such that A + BK?. is Hurwitz, where u{(t) is defined according to (5.10).

(b) The reconfigured control law
ui(t) = ul(t) + Gul(t) = K{nl(t) + Gul(t), (5.12)

guarantees that 1l,(t) is asymptotically stable, n}.(t) is bounded and x! (t) — x(t) as

A 0
t — oo ifK{i is designed such that A} + BZ?”K{; is Hurwitz, where A} = ,
F, 0
B;
B = , F; is selected such that it is full rank, and G; € R(m—msi)xm ;o o gain
0

matrix to be specified.

The results of the following lemma is employed to prove the results of Lemmas 5.1-

5.6.

Lemma 5.2. Consider the system

i(t) = Ag(t) + F(1), 3(to) = o, (5.13)

An An
where A. = is Hurwitz, f(t) = [f{,0]" is bounded and has a finite limit as

F 0
t — oo, ie ||f(t)| < fur and limy_,o, f(t) = Fo, Fy € R" 2(t) = [21(t), 22(¢)], and F

is a full rank matrix. Then, it follows that x(t) is bounded, ||z(t)|| < exp{a} max{||z|, %},
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where o = log{ ‘;mﬁ"‘“{{‘sq]]{' b B = —max; real{ \;{A}}, S is such that A, = SJ4S™! and

J 4 is the Jordan decomposition of A.. Moreover, x1(t) — 0ast — oo and x5(t) remains

bounded for all time.

Proof. The solution of the system (5.13) is obtained as

x(t) = exp(Ac(t — to))zo + / exp(A.(t — 1)) f(T)dr.

to
Let us express the Jordan canonical decomposition of A. as A = SJ4S~!. Hence,

given that exp(A.t) = Sexp(Jat)S™!, ! we have |[exp(At)|| < exp(a — St), where

a = log{ ‘;ma:{{g}}: } and = — max; real{ \;{ A.} }. Therefore,

@) < exp(a—ﬁ(t—to))llzollJr/exp(a—ﬁ(t—f))llf(ﬂlldﬂ

to

< exp(a = B(t = to))[|lzoll + ‘%M(exp(a) —exp(a = f(t —to)) = &(1).

It follows that ®(ty) = exp{a}||zo| and lim, ., ®(t) = exp{a}i, Moreover,
based on the definition of ®(¢) it can be seen that ®(¢) is monotonically decreasing
if far — Bll@o]] < 0, and is monotonically increasing if fy; — B||zo|| > 0. Therefore,
|z(t)]| < exp{a} max{||zo|, £}, that is x(¢) is bounded. Now if z:(t) = [zT(t), 23 ()],
it follows that z;(¢) and z5(t) = F ft x1(7)d7 remain bounded, so that ft x1(7)dT is
bounded. Since f(t) is bounded, 41(t) is also bounded. Therefore, by using the Bar-
balat’s lemma since fti x1(7)d7 and i (t) are bounded, it follows that z1 () — 0, or it is

asymptotically stable. [

'Note that [lexp(Act)[| < [IS|[[lexp(Jat)[[[IS7H]. [IS] = omax{S} ST = omax{S™'}. Now,
given that 0;{A.}o,,{B} < 0;{A.B}, (iis correct)i = 1,...,nfor A, = S™!, B =S, i = 1 we have

01{S71} = omax {571} < U,L‘l{ 57 = o1 {S}. Therefore, a« = log"‘l’r‘:ﬁg}}
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Proof. 1f ;(t) is asymptotically stable then one obtains z;(t) — z(t) as t — oo.

(a) Under the control law (5.11), the dynamics of n/(¢) is given by
0 (t) = (A+ BED )i (¢). (5.14)
The matrix A+ BK/ is Hurwitz, and hence, n/*(¢) is asymptotically stable, and =/ (t) —

T;(t) as t — oo. Since T;(t) — wo(t), it follows that 2/ (t) — o (t), as t — oo,

(b) Under the control law (5.12), the dynamics of nlf (t) can be expressed as
B = (A% + BUKLn] (1) + Beus + (B Gy — BY)l(1),
where B¢ = [(B7)T 0]T and B = {( B:)T ()1 T. If €;(t) is asymptotically stable, then
€;7(t) is bounded and from (5.10), it follows that «{(¢) is also bounded. Since Bf*u$
is also bounded, if A} + B/ K fl is Hurwitz, then by using Lemma 5.2, with f(¢) =
By + (B Gy — BY)ul (), nl.(t) is asymptotically stable and 7, (¢) is stable, implying
that 2/ (t) — Z;(t) as t — oo. This along with Z;(t) — xo(t) leads to 2/ (t) — zo(t) as

t — oo. O]

Considering the control laws (5.11) and (5.12), one can observe that the term u ()
is common in both the healthy agent and the faulty agent control laws. Therefore, the
objectives of the faulty team may be guaranteed by reconfiguring u!"(¢) and designing
the control law uﬁf (t) and the gain G; appropriately. The above result is not constructive

in the sense that it does not provide a procedure for selecting the control gains.

In the following, our design strategy will be provided and discussed in detail. How-

ever in order to select the gains in an optimal control framework, it is also required to ex-
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press the team cost performance index in terms of €(¢) = col{¢;(¢)}, e*(t) = col{e%(t)},

() = [e}(t) e;f,(t)rand n (t).

M)

Based on the given definitions of 7/ (¢) and 7/*(t) one has =/ (t) = [ 0]n/ (t) + Z;(t)
and 27 (t) = nl(t) + 7,(t), then we can define x() as follows:
w(t) = (2 () (@, (O) (a0 (R ()]
= (7 0Inf (), [T Ok, ()l 41 (1), e ()]F + () = S (1) + 3(1),
where Z(t) = col{z;(t)}, S = diag{Iy,® [In ow} Aw-np @I}, 1) (t) = col{n; (1)},
«= ffori=1,...,Nrand* = hfori = Ny+1,..., N. Therefore, e(t) can be written
as
e(t) = (L3 @ Ln)a(t) + (L3 @ Ln)wo(t)
= (L @ L)(Sn’ (t) + 2(8)) + (LG, ® L))o (t)
= (L5 ® L)Sn’ (t) + (L3, ® L)Z(t) + (L ® Ly)zo(t))

= (L3, ® I,)Sn! (t) + é(t).

Based on the above representation for e(¢), the team cost can be expressed as

1

= 5 | €+ agneLsPore

(e(t) + (L3, ® 1,,) Sy’ ())dt. (5.15)

Now using Fact 2.1 we have

%(e(t) + (L3, ® L)Sn’ ()" Q(e(t) + (L3, ® 1,) Sy’ (1)) <
e'(t)Qe(t) +n' (1)'ST (L3, ® 1) Q(L3, ® L,)Sn’ (t) =

el (t)Qe(t) +n' (1) ST((L3,)" L3, @ Q)Sn’ (1),
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and therefore,
Jro= /tT e'(t)Qe(t) + 1’ (t)'ST((L3,) L, ® Q) S’ (t)dt. (5.16)
The cost J; is a functiofn of &(t) and i/ (t). Under the control law (5.10), the dynamics
of e*(t) can be written as
e'(t) = (Iy® AY)e* + (LS, @ B)ud(t) + Biuo(t)
= AJe"(t) + Bu(t), (5.17)
where A = A® + BYK,, A* = Iy ® A%, B = L3, ® B% K, = diag{ K;}, and
Bge = L3, ® B However, under the fault scenario that is defined in Section 5.1 and the
reconfigured control law (5.12) the dynamics of 7/ (¢) can be expressed as follows
W (t) = Aln/ (t) + (BY G — B! (1) + B*w’, (5.18)
where A] = diag{A};}, * = ffori=1,...,N;and *+ = hfori = N;+1,...,N,
Al; = A7 + By"K{; and Al, = A+ BKY,, B* = col{(diag{B*}),0_ s b

B
Ber = diag{diag{ B!}, In_n, @ B}, B* = diag{diag{ B*}, Iy_n, ® B}, B} = :
0

* = s,ar,a, G = diag{diag{G;}, Lnv—ny)}, u9(t) = col{u](t)}, uf(t) is defined as in

(5.10), n/ (t) = n/ (t) and u* = col{u;}.

If one employs the approach that is proposed in [181, 182], the problem of minimiz-
ing J¢ subject to (5.17) and (5.18) can be relaxed to a time-varying optimization prob-
lem which can be solved by only using computationally intensive numerical algorithms.
Therefore, instead of minimizing the cost function Jy, we proceed to minimize its upper

bound. As stated in Subsection 2.6 for t' < ¢ < ¢+ L5, = [k e {LL,... L3,}. On
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the other hand, we have (L5,)TL5, < Apax{ (LE,)TLE v, k =1,...,q. ? Therefore,
(L5,)' L3, @ Q < (AuIn) ® Q,
ST(LS)TLS © Q)S < STl ®Q)S
In,@I'T 0
= Au ®Q
< e/, (5.19)
where I = {] ann] , Anr = max{Amax{ (L5) L5} k= 1,..., gand Q/ = diag{Iy,®
Q 0
0 0

N-n, ® QF.

Consequently, by using the above inequalities the upper bound of .J; can be obtained

as follows
Jp < Jq + Joy, (5.20)
with
T T
I = / e'(t)Qe(t)dt, and Jo5 = A / (n’ ()T Q ! (t)dt, (5.21)
ly ty

where A = max{1, A\y/}. Note that in the performance index (5.20), the term J; only

depends on 7/ () whereas J; depends on &(t).

Therefore, the problem of minimizing the upper bound of J; such that the agents

reach a consensus can be reduced to stating the following two problems

T
minsup J; = minsup / e’ (t)Qe(t)dt (5.22)
Ko K> tr
s.t. e (t) = Age*(t) + B5uo(t), (5.23)
2Note that L* = (L5,)TL%,, k = 1,...,q are positive semi-definite matrices. Let A1, ..., Ay denote
all the eigenvalues of L*. Then eigenvalues of Apax] — L* are Apax — A1, - -+, Amax — An. Consequently,

min; (Amax — Ai) = Amax — Amin > 0, hence Apaxf — LF > 0.
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and

rr;(i{n supJop = A rrll(?n sup /:(nf(t))T o' n! (t)dt (5.24)
s.t. 0l (t) = Aln/ (t) + (B G — BY)ud(t) + Bu®,

where A3 = A* + B Ky, A = diag{A};}, A}, = A + B K}, K = diag{K{,,...,

Ky, Kfin, a2 K} Ko = diag{[Koy Kail}, e(t) = col{ei(t)}, e*(t) = col{[e] e};]"},

where fori = 1,..., Ny, we have B} = B} and K, = K., whereas B®* = B® and

Ki = K@ifori=N;+1,...,N,n/(t), B, G, B, B®, u® are defined as in (5.18) and

up(t) is defined as in (2.3).

Note that based on its defined index J; is a function of &(¢) and not €%(¢). However, to
ensure the system stability we require the stability of all the states, therefore the dynam-
ical model (5.23) is included in the problem (5.22) to be solved subject to the dynamics
of €%(t) and not é(t). In the following, first our proposed design for solving (5.22) is

given, and then we will discuss the solution of (5.24).

Due to our original condition that the network topology switches at times t = t!¥,
lrx = 1,2, ..., the right-hand side of system (5.23) is not a continuous function of time.
In fact, since o : [tf,00) — {1,..., ¢}, the system (5.23) is equivalent to the following
linear differential inclusion (LDI) system [183]

e (t) €% Aye®(t) + Biuo(t), (5.25)
where Ay € {AL... AL}, B2 € {B3,..., By}, Ab = A% + B*K,, A* = Iy @ A%,
Ky = diag{ Ky}, B* = L%, ® B*, B¥* = L% ® B2, L%, and L%, are defined as in

Subsection 2.6 and £k =1, ..., ¢, and “a.e." stands for almost everywhere.
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The above notation implies that the derivative of e*(t) satisfies (5.25) almost every-
where, which is due to the discontinuity of the right-hand side of (5.25) at times t'*,
I, = 1,2, ..., where the network topology switches. In order to solve the problem (5.22)
we also introduce the “relaxed" version of (5.25) below

e(t) € co(Ake"(t) + Bifuo(t)), k= 1,...,q, (5.26)
where “co" stands for the convex hull. Then by employing the governing dynamics (5.26)
one can use the generalized derivative to perform stability analysis and also to obtain the
upper bound of J;. However, we should note that (i) the set of trajectories of the system
(5.23) is dense into the set of trajectories of the relaxed system (5.26) [184], (i1) the right-
hand side of (5.26) is one-sided Lipschitz, therefore it has a unique solution [185], and
(iii) the system (5.23) is stable if and only if the system (5.26) is stable [186]. Therefore,

the relaxation above is not restrictive, and consequently the following problem follows

T
winsup J; = minsup / ¢'(t)Qe(t)dt (5.27)
2 2 tf
st &(t) € co(A3e(1) + Bytuo(t)), Ay = A" + BV K,

In [187], the convex hull Lyapunov functions are proposed for analyzing saturated
systems and linear differential inclusion (LDI) systems and it is shown that they can
improve the analyzed performance when compared to the use of quadratic Lyapunov
functions. In order to solve the problem (5.27), we develop and compare two strate-
gies, namely one by using quadratic Lyapunov functions that are common for linear
systems and the second by utilizing convex hull Lyapunov functions. The results ob-
tained are subsequently provided in Lemma 5.3 and Lemma 5.4, respectively. Although,

the derivation and analysis provided in Lemma 5.4 are more involved, nevertheless our
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simulation results illustrate and show that despite a higher complexity one can achieve

an improved performance index as compared to the results obtained in Lemma 5.3.

Lemma 5.3. Consider the problem specified by (5.27). If K, is selected as Ky =
di(lg{[Kgli KQQZ']}, with KQM = —C,L'BTP{JL, and KQQZ‘ = —CiBTPQ(Z, 1 = 1, R ,N, then
it follows that €;(t) is asymptotically stable and €*(t) is bounded. Moreover, the perfor-

mance index J, is upper bounded by

B V(@) + AT,

pory
where Py and P§ are associated with the symmetric block matrix P* = ,
ry o ry

where P® is the solution to Ric(A¢, B, 2,1' Q%), Q" = diag{Q, 202}, €2 > 0 is an
arbitrary small number, () is a positive definite matrix with appropriate dimension and
¢ and c; are solutions to
LE,C + C(L5,)" > 2ely > 0, C = diag{c;} >0,k =1,...,q, (5.28)
and Ad = 23N ftf gio(t)(e2(t))T P Buq(t)dt, and
NMS@—MMM@WﬂW

)\max pPe 1 -a
= max{Gl, (32={5})2]le" (1))

)\min{Pa}

so that the upper bound of €°(t) is given by &

max

2\max {P? }b
where G, = W by, = max;y, | B

, uops IS specified such that ||ug(t)|| <

uons and Vy(e*(t)) = (e*(1))"(Iy @ P*)e"(t).

Proof. Let V,(e*(t)) = (e*(¢))"(Ix ® P*)e*(t) be a Lyapunov function candidate for the
system (5.26). Therefore, from [176] it follows that its derivative along the trajectories

of this system is given by
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where %(t) is the set value derivative of V,(¢) and
V,(t) = {VVy(e*(1)).0,v € co(A5e*(t) + Bituo(1))}. (5.29)

Therefore,
dVy(t)
dt

€ V() = V(e (1) (Afe" (t) + BiFuo(t)

= 2@ (1) (In ® PY)(Ake(t) + BFuy(t))

= (& (t)"AFe () + 2(e° (1) (In ® P)Buo(t), (5.30)
where A* = Sym((Iy @ P*)A%), k =1,...,q. The term A* can be expressed as

A = (A (Iy ® P*) + (Iy ® P*)AS
= (A" 4+ B*K)"(Iy @ P*) + (Iy ® P*)(A* + B*K))
= (In® A+ (L5, @ BYKy) (Iy @ P*) + (Iy @ P*)(Iy @ A%
+(LE, ® BY)K>)
= Iy ® (A" P"+ P"A?) + K3 (L5, ® B*)"(Iy ® P*)

+(Iy ® P*) (L%, @ B*)K,.
T PPy
Let us select Ky; as Ko = [Km Km} = —¢;B* P* = —¢;[B" (] =
Py Py
—¢; BT[P¢ P§| then
AP = Iy ® (A" P* 4 PPAY) — (C @ B PY"(LE, @ B (Iy ® P*) —
(Iy ® P*)(L, ® B*)(C ® B* P*)
= Iy ® (A P* + P°A%) — (CLE, @ P*B*B* P*) — (Lk,C @ P*B*B* P%)
= Iy ® (A P+ P*A%) — (Lk,C + CLE) ® P*B*B* P*,
where C' = diag{c;}. If C satisfies the inequality (5.28), then
AR < Iy @ (AY P + PTA% — 2eP*B*(B*)"PY).
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Now, if P* > 0 is the solution to Ric(A¢, B*, 2%], Q%), Q* = diag{Q, e2Q2}, €2 > 0,
or equivalently the following minimization problem
min Trace{P*}s.t. (A%)"P* 4+ P*A¢ — 2eP*B*(B*)"P* + Q" < 0,
then

AP < —(Iy®Q") <0. (5.31)

From (5.30) and (5.31) one obtains

V() < —(@ ) (Ix © Q)& () + 2e*(6) Iy © P*)BiFuo(t)
(5.32)

Let b,, = max;, ||B3*|| and ugys be such that ||ug(t)|| < wugs, then the inequality (5.32)

is reduced to
Vo@® @) < —=Amin{QHIE(@)]* + 201 () | Amax{ P }omtionr

= —[e*@ONAmin{ Q*HIE* O] — 2Amax{ P* tomuionr)
Alsolet W (@(1)) = —|2%() | Amin{ Q2 (£) |~ 2\ { P Yomttons ), then for [|&%(2)]| >

_ 2Amax{Pa}bmu0M
Gq o )\min{Qa}

, we have

Vy(e(t) < W(e“(t) <0,
that is for ||e*(¢)|| > G, and for all switching topologies, we obtain W (e*(t)) < 0.
Therefore, €°(t) converges to ||€*(t)|| < G, and remains in

R ={e"®llle*(®)]l < Gq}- (5.33)

This implies that €%(¢) remains bounded, so that é(¢) and é;(¢) are also bounded. To

t _

L Es)ds = F~9%;(t) and g(t) = &(t).

show that &(t) — 0 ast — oo, let g(t) = [

t
Since w(t) is bounded from (5.26), the term §(t) = &(t) is also bounded. Therefore,

by invoking Lemma 1 in [188], since ¢(t) and §(¢) are bounded it can be concluded that
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g(t) =e(t) — 0ast — oo or (t) is asymptotically stable.

In order to obtain the upper bound of the performance index, we first obtain the upper
bound of ||&%(¢)|| as follows. Below two possible cases are considered:
(i) ||le*(t;)|| > Gy In this case V,(t;) < 0, moreover, for t > t; and [&%(t)| > G,
we have V,(t) < 0, which implies that V,(t) < V,(t;). Note that V,(t) is continuous
and V() may be discontinuous at the switching instants but since 1 (&(t)) is continu-
ous and negative definite, V,(t) is decreasing. Since V,(t7) < Apax{P*}|[€*(t;)||* and

Amin{ P e (8)]|* < Vi(#), one obtains le*(t)]| < (3=={za)=[le"(t;)]. Once & (1)

reaches the boundary of R it remains inside it there after. In fact since outside of R,
V,(t) < 0, the trajectories of & (t) cannot leave the boundary of R, and therefore it re-
mains inside it. Therefore, for ¢ > ¢, ||e*(¢)|| < (%)%Héa(tf)w

(i) |le“(tf)|| < G,: The solution remains inside R (using the analysis that was stated

above it cannot leave the boundary of R). Therefore, from (i) and (ii) for ¢ > 5, we

M >a )\max pe 1 a 5a
obtain [|e*(#)|| < max{Gl, (527t )2 11e* ()|} = s

Now, let the right-hand side of the inequality (5.32) be expressed as follows
Vi) < —(e(t)"(In ® Q)e(t) — ealer(t) (In © Qa)er(t) +

2(e"(t))" (In ® P*) B uo(t)

IN

—(e(t) (I ® Q)e(t) + 2(e"(t))" (Iv ® P*) B uo(1).
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Then, by integrating both sides of the above inequality from ¢ to 7" it follows that

V(e (T)) — Vi (ty)) < — / (1) (I © Q)et)dt

ty

+2 /T(ea(t))T(IN ® P*)B*u(t)dt

tr

Therefore,
Jl S ‘/;](éa(tf)) — %(é(l(T)) + Aquad S ‘/q(éa(tf)) + Aquad — J?bfquad’
where

Amad — o / T(é“(t))T(IN®P“)B§kuo(t)dt

ty

T
= 2 / (&"(t))" (In ® P*) (Lo (t) ® B*) uo(t)dt.
ty
Now since |[e*(t)|| < &%, and G, = W, we have
AT < (T~ ) Anin{ Q" } G P

and this completes the proof of Lemma 5.3. U

The main advantage of developing Lemma 5.3 is that the control gains are obtained
as solutions to convex optimization problems, therefore they can be readily solved. In
order to improve the achievable team performance bound, the convex hull (composite)
Lyapunov functions are employed next to design and select the control gains. However,

we first require to introduce certain preliminaries that are stated below.

Let P's,l =1,..., M denote positive definite matrices and define

M
@M={0:[91,...,0M]eRM:Z#:Lelzo}. (5.34)

=1
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Associated with P's and 6's, the following convex hull function [189] can be defined

M
V.(e°(t)) = min { (e*(t)T(Y 0P et 5.35
(e°(t) ;ggg{(e())(; ) et ¢ s (5.35)
where M > 1 is an arbitrary integer. The first level set of V_.(e%(¢)) can now be expressed

as

Ly, = {Z glel(t) - e’ (t) € E((PH)™), 0" e GM} ,

I=1
which is in fact the convex hull of the level sets of £((P')1), [ =1,..., M (refer to the

notation Subsection 2.8).

Let us denote the extreme points [187], of Ly, by 0Ly, and the set of extreme points
of Ly, by E. Note that a point on the boundary is an extreme point if it cannot be
expressed as a combination of other points, otherwise it is called an ordinary point. Con-

sequently, £ can be expressed as
M

E=JE =] {aLVc ﬂag((Pl)—l)} . (5.36)

=1
We are now in a position to state our next result.

Lemma 5.4. Consider the problem specified by (5.27). If for v > 0 there exist a block
diagonal matrix K, positive definite matrices P' and non-negative numbers )\fl, [ =
1,....M, k=1,...,q such that
M
Sym{A*P' + B*K,P'} + 2yP'QP' <> "\ (P7 — P'), (5.37)
j=1

then it follows that €;(t) is asymptotically stable while €°(t) is bounded and the perfor-

mance index J; is upper bounded by

T = (Vele () + A%), -38)
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where

A = 2 / (e () (P(07) " (Laa (1) ® BYup(t)dt < (T — t7)yAusin{ QG Py

Lty

P(O*) = 21]\11 0Pl 0* = arg mingegu (éa(t))T(ZlA{l GZPZ)_lé“(t), Ve(e*(t)) is

defined as in (5.35), G, = 2oubud on = max{G,, (\WME) 3 je ()
maxy, ||B§*|, p = (min; p') ™%, p' = Ain{P'}, B = Amax{P'}, vonr is the upper bound

of ug(t), ie. |Juo(t)|| < uorr, @ = Iy ® (diag{Q, e2Q2}), €2 > 0 and o > 0 are small
numbers, Qs is a positive definite matrix with appropriate dimension and O™ is defined

as in (5.34).

Before stating the proof of Lemma 5.4, we require the following lemma from [187].

Lemma 5.5. [187] For a given &*(t) € R®"N, suppose 0* € O is the optimal 0, i.e. it is
a solution to

0* = arg min (e*(t)) QlPl lza (t).
5 fceM Z

Without loss of generality assume that 0% > 0,1 = 1,..., My and 0" = 0, | = M, +

1,..., M. Denote

Z Ql*Pl al PZP(H ) éa(t)7

then Ve(e“(t)) = Ve(e®(t)) = ( ( ))1(P) e (t). Moreover, VV (e“(t)) = VVe(e(t)) =

2(PY)~tedl(t), er(t) = ZMO gledl(t), et(t) € E((PHY™), I = 1,...,M,, e¥(t) =
collet ()} and 2(0) = [ele) (1.

Proof of Lemma 5.4. Consider
M -1
V.(e%(t)) = mi e(t)T ¢’ pJ e(t) »
(e*(t)) = min 4 (e"(1)) (; ) & (t)
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as a value function (Lyapunov function candidate) for the system (5.26). Recall that each
€“(t) € 0Ly, is either an extreme point or an ordinary point. If €%(¢) is an extreme point,
i.e. e?(t) € E', then e%(t) cannot be written as a convex combination of other points
and e%(t) € E((P')~1), for some . On the other hand, if &%(¢) is an ordinary point, then

it can be written as a convex combination of extreme points as follows
My

ety =y 0'e(t), e"(t) € (P,
=1
where M, > 1 is an arbitrary integer. Therefore, in the following first we investigate the

extreme points, €(¢) € E', and then the results are extended to the ordinary points.

Let e*(t) € E', then
dve(e(t))

SV n) = V(e (0) (e (6) + Bitu (1))

= VVI(e (1) ((A* + B*Ky)e™ (t) + BgFuo (1)),
(5.39)
where IZ(é“(t)) is the set value derivative as defined in (5.29), £k = 1,...,¢gand | =
1,..., M. Recall from Lemma 5.5 that VV,(e%(t)) = VV.(€%(t)) therefore
V() = 2 (0) ()7 (A" + B Ka)e(t) + Bibuo(1))
= (e"(t))"Sym((P") " A" + (P)'B*K,)e"(t)

+2(& (1)) (P By (t).

Let A* = Sym((P")~'A* + (P')~'B""K5) and suppose for v > 0, A% >0, P! > 0

5l
and K, exist such that
M
AR +29Q <YM (PYTH(PT - PP (5.40)

Jj=1

where Q = Iy ® (diag{Q, €2Q5}), €2 > 0 and Q, > 0. According to [187], for each
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e’(t) € E', we have
@ ()" (P~ (P — PHY(PHY et (t) <0, j=1,..., M. (5.41)

Therefore, from (5.40) and (5.41) it follows that
Vee(t)) < —2(e" vQ+ZA’“ PY~H (P! = PY(P)™he(t)
+2(e" () (P')” 115’“’“‘ o(t)

—(E ()" (vQ+ ZA’“ (P)7H (P = P)(P) e (t)
+2(e" (1)) (P')” 138"“ o(t)
< —(E"(1)" Qe () + 2(e" (1)) (P) B uo(t)

< =P QHEM (O + 21[e” () [uorrp; 0w = We(E*(1)), (5:42)

IN

where b,, = max; |B3*[l, p, = Amin{P'} and ugp is such that [[ue(t)[| < worr. The

2uonrp; om

above inequality implies that for |&®(t)| > o

and all network topologies,
W.(e%(t)) > maxy, V,(t) negative definite, so that &% (¢) converges to
—1
2uomp; “bm
Ry ={e"@)llle" 0l < —’}
mln{ Q}
and remains inside it. Let p = max; (Ql)*l, then the largest region that includes all % (t)

is

~ _ 2uopr b
R = @ t a t < GC =
Ol < 6. = S0l

that is ||e®(¢)|| < G.. This implies that & (t) = [(&'(¢))T (€} ())T]T remains bounded,
hence ¢'(t) and &} (t) also remain bounded. We now need to show that &'(t) is asymp-
totically stable. Since ug(t) is bounded, then from the dynamic equation (5.26) for
e?(t) = e(t), it follows that é%(t) is bound. Let g(t ft s)ds = F9%€.(t),
g(t) = &(t) and §(t) = é(t). Since g(t) and §(t) are bounded, according to Lemma 1

n [188] g(t) = €' (t) — 0 ast — oo or &'(t) is asymptotically stable.
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Now, suppose &*(t) € dLy,, therefore it can be written as &%(t) = Y19 #'&%(t). By

using Lemma 5.5 and the previous condition for €%(t), YZ(é“(t)) can be written as

AVe(@ (1) _ae & opsali T/ plv—1( fa ak o I ~al
TECSE e U = 2 (1) T(P) (A + B K2>;ee (t)

+2(e" (1)) (P') 7' Bguo(t)
= ZO: 0'2(e" ()T (P "1 (A + B*Ky)e™ (t)
+_2(éal(t))T(Pl)_lnguo(t)

— Z 0" (e ()T AFe™ (t) + 2(e (1)) (P") "' By uo(t)(5.43)
=1

If P! and K, satisfy (5.40), we have the following inequality

V. < —27203 0 (& ()" Qe (1) + 2(&" (1)) (P) ™ By uo(1). (5.44)

Inequality (5.44) is in terms of &% (t), however to obtain V,(2%(t)) we used the gradi-

ent of V. at €%(t), therefore we require to express the right-hand side of (5.44) in terms
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of &(t). Given that 0 < ' < 1, ZlMol 0' = 1 and e%(t) = P'P(6*)'e*(t) one gets
S oent) < —hZ@l Ze’ e (1)) Qe (t)
+2 Z 0' (e (t))" (P(67)) ™" Bg*uo(t)
- _272 (092 ()T Qe (1) + -+ + (9™0)* (e ()"
QG“MO( )) +2(e*(1)"(P(07) 7' B uo(t)

— —2M0’y(<915a1(t))TQ(Qléal(t)) 44 <9MOé(lMO<t>)T

QoMo o(1))) + 2(&" (1)) (P(07) ™ B uo(t)

S —2’}/((eléa1(t))TQ(Qléal(t)) T (eMoéaMO(t))T
Q™ e ™ (t))) + 2(e*(t))" (P(67)) " B uo(t)
< (S AT He ()

+2(e (1) (P(6%)) " Byuo (1),
where in the last inequality we invoked Fact 2.1. Therefore,

V() < =) Qe (1)) + 2(e" (1) (P(07) ' BiFuo(t). (545

2bm [|luo (B IIP(0*) ]
’Y)\mm{g}

Similar to the inequality (5.42), it can be seen that for ||e®(¢)|| > and

all network topologies, max ‘_/c(t) is negative. Now, based on the definition of P(6*) one

has
Mo Mo Mo
*) Ix pl U/ 1 153 : 1 o : 1
PO") = ZQ P> ZQ (') > ZQ (mlln]z) = (mlln]_a)l
=1 =1 =1
and
Mo
P(6") =) 6"P < Zel* (I < Zel* max )] = (max '),
=1

where p' = Apin{P'} andp = /\maX{Pl} Therefore (max; p')~11 < P(6*)~!

IN
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(min; p')~'1 = pI. That is, &*(t) converges to

R={e"Olle*®)] < Ge},
and remains inside R. This implies that e*(¢), €(¢) and é;(¢) remain bounded. More-
over, based on (5.26), it follows that &*(¢) is bounded. Hence, since g(t) = &;(t) =
F9 fttf é(s)ds, and §(t) = é;(t) are bounded according to Lemma 1 in [188], it follows

that () = &(t) — 0 as t — oo, that is &(¢) is asymptotically stable.

To obtain the upper bound of J;, similar to the proof of Lemma 5.3, first we obtain
the upper bound of ||€%(¢)||. Two cases are possible:
(i) le*(t)|| > Ge: Fort > t; and ||e?(t)|| > G., we have V,(t) < 0 therefore V,.(t) <
V.(ts). Using the upper and lower bounds of P(6*) and the definition of V,(e%(¢)), one
obtains the following inequality

(max p') " [l&*(1)|* < Ve(e*(¢)) < [l&*()|* (minp') .
Therefore, it follows that
(max ')~ [l (1)||* < V(e (1)) < Ve(e"(tr)) < [le*(tp) ]| (minp") ™,

(min,

—1
ﬁ)%ﬂéa(tﬂﬂ. Once a trajectory reaches the

which implies that |[e(¢)| < (
boundary of R = {e*(t)||le*(t)|| < G.}, it remains inside R. In other words, since
outside of R, V.(t) is decreasing, when a trajectory reaches the boundary this region it
cannot leave it and remains on it or enters inside it. That is, we will have ||e*(¢)|| <
(EmEL g e ()]

(i) [[e*(ts)|| < G: The solution remains inside R.

Therefore, from (1) and (ii) for ¢t > t, it follows that

(min; p)~t » »
=) 2 1e ()1} = ehax

[e“(t)]] < max{G., (W
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Now given that

—(e"(1))" Qe" () = —(e(t))" Qe(t) — ea(ex(t)) (I ® Qo)ex(t) < —(e(t))" Qe(t)
the inequality (5.45) can be reduced to
Vo(t) < —v (éT(t) Qé(t)) +2(e* ()T (P(07)) ' B uo(t).
Therefore, by integrating both sides of the above inequality from ¢ to 7" it follows that

Ve(e(T)) = Ve(e'(ty)) < —ady + A™"

where A" = 2 ftf(é“(t))T(P(H*))_l(Lgl(t) ® B*)ug(t)dt. Therefore,

Jo <1 (Ve(@(ty) = Ve(@(T)) + A7) < 97 (Vel(@ () + A™™) = J1*7*"(5.46)
Furthermore, since ||e*(t)|| < €2, and G, = %, it follows that

YANE < (T — tf)’}/)\min{Q}GCéﬁlax'

Finally, by multiplying the inequality (5.40) from both sides by P' one gets
M
Sym{A"P' + B*K,P'} + 2yP'QP' < ) A5 (P) — P) <0,

j=1
which is the BMI condition that is stated in the lemma. O]

The inequality (5.37) is a bilinear matrix inequality (BMI) for M > 1 and for M =1
it can be transformed into a convex LMI condition. Solving the BMI in a general form
is still an open research problem, but numerous approaches have been proposed in the
literature to tackle this problem. These approaches can be classified into two main cat-
egories, namely (1) global approaches, and (i1) local approaches. Branch-and-bound ap-

proaches [190-192] and sum-of-squares approach [193] are examples of global methods.
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They provide a global solution, but are computationally intensive and not polynomial in
time. Therefore, they are mostly applicable and effective for low dimensional problems
with few variables. Given the possible large dimensionality of our problem (the inequal-

ity (5.37)) these approaches are deemed not to be appropriate here.

On the other hand, local approaches are computationally less demanding and are
effective for practical applications, but do not guarantee that they yield a global solu-
tion. These approaches are mainly based on linearization or the idea of decomposing
the variables into two sets. The linearization based approaches like path following ap-
proach [194], or the decomposition-based approaches e.g. D — K iteration [195], V — K
iteration [196] and coordinate descent [197,198] are well-known local approaches. Since
decomposition approaches do not perform well when the number of variables is medium
or large, in this work we employ the path following approach and simulation results show
that the approach is suited well for addressing our problem. The following algorithm,
which is based on the path following provides the required steps to design and select the

gain K.

Algorithm 5.1. e [nitialization:

— Select an integer M > 2, small positive numbers 01, da, 01 > 0o, 7 > 0 and

tmax as the maximum number of iterations.
- Sett =1, /\ﬁ€ =0, P! = P% | = 1,..., M and change the variables as
Y = K,P! = K, P and solve the following convex optimization problem:
Sym{A*P° + B* K1Y} 4+ 2yP°QP° < 0
- Set K} =Y (P°) ! and P" = P°
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o At the t-th iteration: fort < tax,

1) Solve the following LMI for dP', dK, and d)\é-k
Sym{ A*(P" 4 dP") + B*(K}(P" + dP")

+ dKyP")} 4 2v((P" + dP")QP" + P"QdP") <

Z (ABE 4 dNE) (P7F — P™) + ME(dPT — dP")),

j=1
P +dP" > 0, X + dXs, > 0, [|[dP!|| < 6.]|P"],
|dE|| < 01| K|, dKy = diag{d Ky}

2) If ||[dPY|| < 0y and ||dK|| < 6y exit the algorithm, otherwise go to the next

step.

3) Set PI+D = Pt 4 P!, Ki*' = Kb + dKy and X" = N + axh,

t =1+ 1and goto step 1) as long as t < tpax.

Now, let us return to the problem (5.24). The problem (5.24) is an optimization
one subject to a time-invariant dynamical system. The main objective and goal is to
design the gain K7 such that 7)/,(¢) and 7)/*(t) are asymptotically stable and 1/, (¢) remains
bounded while the upper bound of J,; is minimized. This problem is quite similar to
standard optimal control design problems, however to design the control gains associated
with the faulty agents, one requires to consider the fact that the exact fault severities are

not available.

To remedy the above concern, the gains will be designed to achieve robustness with

respect to the FDI module uncertainties and unreliabilities. Note that if /5 is designed
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according to Lemma 5.3 or Lemma 5.4, then é(¢) is asymptotically stable and u9(¢) will
be bounded. Given that the dynamics of &(¢) does not depend on the dynamics of 1/ (¢)
and u® is constant, u9(t) and u® can be considered as disturbances for this system. In
the next lemma a design strategy for selecting the control gains that solve this problem

is provided.

Lemma 5.6. The control gains matrices K. = — BT P" and K {z = —(BZ V' P! guarantee
that n'(t) and n!,(t) are asymptotically stable and 1, (t) remains bounded while the cost

index Jo5 is upper bounded ( ub) by

ZVf tr) + A+ Z m; (t) Pl (),

= Nf+1

where V(t) = (n! (¢ ))TPrm( ), P" is the solution to Ric(A, B,1I,\Q), P is the
solution to Ric(A%, B, RF, AQ7), B = [(BI)T Ommyxn), QF = diag{Q,e1Q-},
R = % (A fi&iv)™ A = max{1,\y}, &1 > 0 is an arbitrary small num-

ber, ()5 is positive definite matrix with appropriate dimension, G; is the solution to
ming, B"G; — B fori = 1,..., Ng, B = [(B)), 0pmom..xm]’, A = SN (AS, +
AL, with A, = =2 [} (n] ()P B fTu( + &) (BE)TPn! (t)dt, and A, =
th ! (t )P (B®us + (B G; — BY)u(t))dt,

—A(T = t7) 7)) A LB PUBE IPITill ] €ae |l < AL < 0,

Ay < 2(T—ff)meAmax{f-Df}(IIR‘“II(II S N 1) + (BT + L fiand DGl +
1B allet ) s = explad max{llnf (t) |, Y, o = tog2eesfs), g —
— max real{\;{A¢ + B K{}}, the matrix S is such that S(A? + B K1)S™' = J4,
Ja,, is the Jordan transformation of A} + B{" K {Z u; is the estimated stuck command,

and uM is the upper bound of command estimation errors.
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Proof. Our main objective is to select K7, and K7, such that 5" (t) and n/,(t) are asymp-
totically stabilized, which ensures that ngi(t) is bounded to obtain the upper bound of

Jar. We require to select K {Z online and by using only local information. Recall that

Q@ 0
Qf = diag{I,,® , In_n,®Q}, thatis Q7 is a block diagonal matrix. Therefore,
0 0

one can partition Jor as Jor = Jo1 + Jog, where Jy; = vazfl Jo1is Jog = Zl N1 J22i,
Jo1i = ft (nl.(0)TQnd.(t)dt and Joy; = ft £))TQnl(t)dt. Given that A7 is also
a block diagonal matrix, the problem (5.24) can be equivalently solved by tackling a set
of IV problems associated with each agent, that is /V problems that can be solved locally.

Specifically, for the faulty agents

T
minsup Jy;; = min sup/ (7712( )) th( )dt, i =1,..., Ny, (5.47)
Kifi K{i ly
sit.nl(t) = (AY + B K{)nl (t) + (B{"G; — BY)ul(t)
+Bus, (5.48)

and for the healthy system we will have

T
mihn sup Jog; = mihn sup/ M) Qi (t)dt, i = Ny+1,...,N, (549

1i Ky ty

st (t) = (A + BEg )i (1) (5.50)

Fori = Ny +1,..., N, in the problem (5.49)-(5.50), let KI. = —BTP" where P"
is the unique solution to Ric(A, B, \Q, %I ). In this case
A& (A4 BK!NTP" + PM(A+ BK!) = -Q <0,
which implies that A+ BK?, is Hurwitz and (¢) is asymptotically stable. Furthermore,

i = —[<%@W«A+BK®Wﬁ+PWA+BK®MWW”:_[ w@”

= @h(ty) =T,

dt
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where @l (t) = (nzh(t))TPhnf’(t). Therefore, Jyy; < w! (t;) = (nzh(tf))TPhnf(tf) —

i

J¥. and it follows that
N N

U u T
J22b = Z Jzzbi = Z (U?(tf)) Phn?(tf)
i:Nf+1 i:Nf +1 B
It should be noted that solving the Riccati equation Ric(A, B, \Q, %[ ) is equivalent to
solving the following minimization problem [157]

min (n"(t;))" P'nl(ts) s.t. ATP} + P'A — 2PBBTP + \Q < 0, (5.51)

which is the solution to Ric(A, B, AQ, +I) minimizing .J{%,.

Subsequently, for i = 1,..., Ny, we require to design K {Z such that n{i(t) becomes
asymptotically stable and obtain the upper bound of (or the guaranteed cost for) .J;1;. Let
(; be the solution to

min B;"G; — B*,
G;

where Bf’” = [(BI)", Opm—ma:xm)] - Then, the design objectives are guaranteed by fol-
lowing through two steps: (i) the conditions that make A+ B{" K {z Hurwitz are obtained
and then by using Lemma 5.2 it can be concluded that n{i(t) is asymptotically stable and

(i1) by using the results of part (i) the upper bound (ub) of .J;;; is obtained.

Step i: Consider the system (5.48). The matrix A? 4+ B{" K. {; is Hurwitz if there exists
P! such that

A= (A% + B"KI)"Pr + Pr(A* + B"KI) < 0.

Towards this end, let us select K lfl as K {z = —(BZ‘")TP[, where P/ is the solution to the

Ric(A¢, B&", \Q, %f;l(fz — fi&)™Y), QF = diag{Q, €,Q>}, € is an arbitrary small
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positive number, and (), is a positive definite matrix with an appropriate dimension.
Then, one obtains
A = Sym((Af - BI"(B{")'P])"FY)

— Sym(PJA?) - 2P BY(BY)' P!

= Sym(PrA%) — 2P B (L + f:&)(BY) P!

= Sym(PyAY) — 2PI BID(E + f,6)(BY) P

= —(AQ + P/ BT (2(T + fi&s) — 2(Ti — fi&n)) (B PY)

= —(\Q + 2P BUT (& + &) (BI)TFY) < 0.
The above inequality implies that under the proposed control law, A¢ + B K f; is Hur-
witz. Let

f(t) = (B"Gi = B)u(t) + B*u} = (B]"Gi — B} )(Kxé€} (1)) + B u;.

Given that u} and €}(t) are bounded (based on the results of Lemmas 5.3 and 5.4) and

A0 B?
by using Lemma 5.2, with A, = A% + B’ K/, = + K., it follows that

F 0 0
the system (5.48) is stable or 7/, (¢) is asymptotically stable and 77, (¢) is bounded.

Step ii: To obtain the upper bound of J51;, let us express it as follows

Jori = / (7711( )) th( )dt

tr

< / M ()T Qi (1) + e (s ()T Qatfy(8)

tf

_ / ! (0)7Q ! (1)t

ty
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Given that K/, = —(B%")TP! and

—AQT = PLAY 4 (A))'P] = 2P B Tu(Ls = fion)(BY7) P

= PJA}+ (A)"Pr — 2P BIT (T + f:6)(BY)'P)
+2P; BT fi(& + &) (BE) P!

one obtains

dui = = [ GOV (At + BT+ Prar + B

!
_2Piréfrfifi(fi + £¢M)(§?T)T3r)nf(t)dt-

Let =/ (1) 2 (5 (1)) Py (1) then

waf(t) ’ FT
da < = [ e [Cal O PrBr + (BG- Bl
ty tf

T
- / (n () 2PIBET 6 + ) (B Pt (£)dt
ty

= ol =)+ [ 2 OF BB+ (BGL B

(2

tf
T
- / (nf (£))T @B BT fi(6 + o) (BTl ()l
ty
Therefore,
Jori < w! (t5) — w! (T) + A, + AL, (5.52)
where
T T — A _
A, = =2 [l OPBIARE + ) (B P ()t
tf
T T
AL = 2 / nl (t)P!(B&u; + (BI"G; — BY) Kyie®(t))dt.
ty

To obtain the range of values of A{i and Agi in (5.52), let us express the Jordan

canonical decomposition of A = A¢ + B;”"Kf; as Ag; = SJa,S'. Then, since
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]| < Y@+ [l || < (@3] + |lw || from Lemma 5.2, we have

[l + [l
Inf (D)1 < nly = exp{a} max{||n] (t,)], T}’
where o = log%g and f = —maxreal{\;{Ay;}}. Considering that { < &,

P < Amax{ P }1 we have
n! () P] B fiTa(& + &) (B Pl (8) < 20003 AP Y2 BE 2Dl l€ine ]
Therefore, one obtains
—A(T — t7) (1) * Amax (PP I B P Till[€ne | < Af; < 0.
On the other hand, since ||(B{"G; — B*) K& (£)|| < (IBEI(ITill + [1fi&ane DIIGill +
1B|[) || K | €5 We have A, < 2(T—tf)nfMAmax{B’”}(HB?SII(H Nl 1D+ (1B T+

[ fiine DN Gl + IIB“II)IIKziHéﬁIaX)-

Now, given that /,(¢) is asymptotically stable, and 7/ () is bounded, @/ (T) > 0 is
bounded and by using (5.52) it follows that
Jori < wl(ty) —wl (T) + A, + A, < @l (ty) + A, + AL
Therefore, Jo; = EZ | Jo1i 18 upper bounded by

Ny
JUb = Zw (ts) + Z AL+ AL, (5.53)

Finally, the upper bound of J is obtained as follows
Ny

Ij = B+ =) =)+ o
i=1

N
+ ) () TP (),
i=Nj+1

where A/ = vazfl(A{Z + AJ), and this completes the proof of Lemma 5.6. O

Remark 5.1. It should be noted that in absence of an LOE fault or if one can ensure that

the information provided by the FDI module are exact, then A{i =0.
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Now we are in the position to state our main results.

Theorem 5.1. The control laws (5.11) and (5.12) solve the control recovery problem in a
Sfaulty multi-agent system described in Subsection 5.1, if Ks; is designed as in Lemma 5.3
and K\ and K {Z are designed according to Lemma 5.6. Moreover, under these control

laws the team cost performance index is upper bounded by

Jyoaved = pybmaued 4 b (5.54)
where JW*~ 1 js specified in Lemma 5.3 and J 4% is specified in Lemma 5.6.
Proof. Follows from the results derived in Lemmas 5.3 and 5.6. [

Theorem 5.2. The control laws (5.11) and (5.12) solve the fault recovery problem in a
Sfaulty multi-agent system as described in Subsection 5.1 and the team performance index
cost is upper bounded by

Jghmeom = P+ Jgg, (5.55)
if Koy = [K21; Koo is the solution to the Algorithm 5.1, where Jqufc‘m is given as in

(5.38), Jg?, K{i and Kﬁ- are defined as in Lemma 5.6 .

Proof. Follows from the results derived in Lemmas 5.4, 5.6 and the previous discussions.

O

Based on the results obtained in Theorems 5.1 and 5.2, the following corollary for a

team of healthy agents is concluded immediately.

163



Corollary 5.1. Suppose all the agents are healthy and the cooperative task starts at
t = to. The control law

ui(t) = Kyl + Kou€(t) + Konieir(t),
solves the consensus problem in a healthy team with a directed switching topology net-
work consisting of a leader given by (2.3) and N followers given by (2.1) if K is de-
signed according to Lemma 5.6 and Ky1; and Ko9; are designed according to Lemma 5.3
or Algorithm 5.1. Moreover, under this control law the team cost performance index is

upper bounded by
N

T = 3o () P () + T

=1
N

T =Yl (b)) Pl (o) + JiP7 0,

i=1

where all the gains and parameters are defined as in Theorems 5.1 and 5.2.

5.3 Simulation Results and Case Studies

In this section, our proposed methodologies are applied to and illustrated for a team
of multi-agents that is composed of seven Sentry Autonomous Underwater Vehicles
(AUVs) [171]. Sentry, made by the Woods Hole Oceanographic Institution, is a fully

autonomous underwater vehicle and is capable of surveying to the depth of 6000 m.

The linearized model of the Sentry is of six degrees of freedom, but it is commonly
decomposed into four non-interacting subsystems, namely (i) the speed subsystem, (ii)

the steering subsystem, (iii) the diving subsystem, and (iv) the roll subsystem. In con-
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ducting simulation scenarios, our interest is to enforce all the agents follow the leader’s

depth trajectory, therefore we only consider the diving subsystem.

Assume that the near horizontal speed is 1.5 m/s so that by using the parameters
of the Sentry AUV presented in [171], the diving subsystem for the i-th agent can be

governed according to (2.1) with

—0.61 0.68 0 0.001 0.205 0.17
0.27 —-0.43 0 -0.01 —0.18 0.22
A= 7B - )
1.00 0 0 1.00 0 0
0 1.00 O 0 0 0

T

T
where z;(t) = wit), @i(t), z(t), 91.(15)1 ,ui(t) = [5f(t), 5;"’(15)} , with w; (1), q;(t), 2 (%),
0;(t), 62(t) and &3 (t) denoting the heave speed, pitch rate, depth, pitch, bone and the stern
plane deflections, respectively. Furthermore, it is assumed that the agents are subject
to additive disturbances. The disturbance input channel matrix is considered as B, =

[0.0402,0.0311, 0, 0]" and the disturbance signal is considered as a random walk [180].

Let agent 0 designate the leader and the agents 1 to 6 designate the follower agents.
The communication network switches among three topologies that are denoted by G*,
G? and G? and are given in Figure 5.1. The topologies are assumed to switch according
to G' = G® — G? — G? — G* every 100 sec. Suppose the mission starts at ¢ = 0 sec.
and is terminated at the time ¢ = 7" = 1000 sec. The following scenarios are considered

for conducting our simulation case studies.

Scenario A - Healthy Team: In this scenario, all the agents are considered to be
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Figure 5.1: The three switching network graph topologies for one leader and six
followers.

healthy and the control laws are designed according to the Corollary 5.1. The control gain
K ﬁ is designed according to Lemma 5.6, whereas to design K5;; and K55; we consider
two sets of gains that are obtained according to Lemma 5.3 and Algorithm 5.1. As stated
in [189], generally by increasing M the performance of the team is improved, however
this is at the cost of adding more variables and constraints. Moreover, in many cases by
having M = 2 one can achieve an acceptable performance improvement as compared to
the case when M = 1, where the constraints become LMIs instead of BMIs. Using the
gains that are designed based on the Algorithm 5.1 with M = 2 and M = 3 the team
performance index becomes J;°" = 1.4319¢ + 08 and J;°"* = 1.183¢e + 08, respectively.
On the other hand, by employing the control gains that are designed according to Lemma
5.3, the team performance index becomes J;f"“d = 5.8625¢ + 08. On the other words,
by using the convex hull function (results of Lemma 5.3) the team performance index is
significantly improved. Figure 5.2 depicts the agents depth trajectory corresponding to

this scenario.
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Using the convex hull functions
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Using the quadratic functions
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Figure 5.2: The agents depth trajectories corresponding to Scenario A.

In Scenarios B, C and D below the behavior and performance of the team subject to
the LOE fault, the outage fault, and the stuck fault are studied, respectively. Towards
this end, during 0 < ¢t < 400 sec. the agents and their control laws are considered
to be the same as those governed by the Scenario A. At time ¢ = 400 sec. the faults
are injected and after a delay of A sec. the control reconfigurations for the faulty agent
according to Theorems 5.1 and 5.2 are initiated. The delay times A’s are selected as A =
10 sec., 40 sec., and 80sec. corresponding to consecutive delays in formally invoking the

recovery strategy. The details corresponding to each scenario are provided below:

Scenario B: The LOE fault is injected in the agent 2 where the loss of effectiveness
of the first and second actuators are 70% and 50% of their nominal values, respectively,
and moreover the outage fault is injected in the second actuator of the agent 4. It is

assumed that the upper bound of the fault severity estimation uncertainty is taken as

10%.
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Scenario C: The stuck fault is injected in the second actuator of the agent 6 where

the stuck command is considered as u2 = 1. Moreover, the the outage fault is injected in

the first actuator of the agent 3.

Scenario D: The LOE fault is injected in the agent 3 where the loss of effectiveness

of the first and second actuators are reduced to 40% and 30% of their nominal values,

respectively. Moreover, the outage fault is injected in the second actuator of the agent

4 and a stuck fault is injected in the second actuator of the agent 6 where the stuck

command is considered as u3 = 1.

The team performance indices for the above scenarios are given in Table 5.1, but

due to space limitations, only the depth trajectories for certain scenarios are depicted in

Figures 5.3, 5.4 and 5.5.

Scenarios and Delays in Jeor Jauad T 5100
Recovery Invocation
A 1.4319e+08 | 5.8625e+08 309.42
B; A =10 2.85290e+08 | 8.5069¢+08 66.7445
B; A =40 4.6336e+08 | 1.2193e+09 61.997
B; A =80 2.8363e+09 | 5.3597e+09 47.081
C,A=10 1.0823e+09 | 2.5618e+09 57.7549
C; A =140 8.9964e+10 | 1.737e+11 48.226
C; A =80 4.6880e+11 | 8.5470e+11 45.149
D; A =10 9.6067e+08 | 1.8192e+09 47.193
D; A =40 3.8690e+10 | 7.2626e+10 47.727
D; A =280 1.6346e+11 | 3.0603e+11 46.589

Table 5.1: The indices corresponding to the network performance index under the
scenarios A-D, where A denotes the delay in formally invoking the control recovery

strategy.

Figures 5.3, 5.4 and 5.5 demonstrate that when the agents become faulty, the team
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Figure 5.3: The agents depth and pitch angle trajectories corresponding to the Scenario
B-A =40s.

using convex hull functions

3000 \ \ \
E. 2000} 1
=
) 1000MWW
a
| | | | | | | | |
OO 100 200 300 400 _ 500 600 700 800 900 1000
Time[s]
using quadratic functions
3000 \ \
E. 2000 1
=
& 1000} =
a
L L L L L L L L L
00 100 200 300 400 500 600 700 800 900 1000

‘—Leader —Agent 1 —Agent 2 — Agent 3 —Agent 4 — Agent 5 — Agent 6‘

Figure 5.4: The agents depth and pitch angle trajectories corresponding to the Scenario
C-A =10s.
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using convex hull functions
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Figure 5.5: The agents depth and pitch angle trajectories corresponding to the Scenario
D-A =80s.
cannot reach a consensus with the control gains that are designed based on the healthy
agents and the team becomes unstable. However, once the reconfigured control gains
are initiated and invoked the team again becomes stable and can then reach a consensus.
Moreover, Table 5.1 indicates that by employing convex hull function for selecting the
control gains instead of the quadratic function the overall team performance can be sig-
nificantly improved. Note that when the delay in invoking the reconfigured control gains
increases the followers’ states deviation from the leader’s states grows and the team per-
formance index increases as well. In other words, delays in invoking the reconfigured

control will deteriorate the overall team performance.
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5.4 Conclusions

In this work, the fault recovery control problem of networked multi-agent systems under
directed switching topology is investigated. Reconfigurable control laws are proposed
that accommodates the loss of effectiveness, the outage and the stuck actuator faults
as well as uncertainties, unreliabilities, and inaccuracies in the FDI module estimations
information. Two strategies have been proposed to design and select the gains of the
proposed control laws which employ only local available information to ensure that the
team simultaneously reaches a consensus in presence of actuator faults and minimize the
upper bound of the team performance index. The proposed methodology is applied to a
team of Sentry autonomous underwater vehicles and the team behavior and performance
under various fault scenarios are investigated and compared. Simulation results demon-
strate and illustrate the effectiveness of our proposed reconfigurable control approaches

in recovering different actuator faults in the network.
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Chapter 6

Distributed Cooperative Output
Regulation Control Reconfiguration

Design

In this chapter, cooperative dynamic output control regulation problem in a heteroge-
neous network of multi-agent systems subject to actuator faults is investigated. A dis-
tributed dynamic output feedback control strategy is proposed which guarantees that the
agents output follow the outputs of an exo-system while the agents states remain bounded
even when the agents are subject to various types of actuator faults. It should be noted
that only a very limited set of agents have access to the exo-system and its measurements.

Three types of faults are considered, namely, the loss of effectiveness (LOE), the outage
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and the stuck faults. The reconfigured control law is designed online and only employs
local measurements as well as information that are provided by the fault detection, isola-
tion and identification (FDII) module locally to redesign the gains of the proposed control
laws. Furthermore, an upper bound on the team performance index under our proposed
control laws is obtained. Our proposed approach is applied and implemented to a team
of autonomous underwater vehicles (AUVs) where its effectiveness and capabilities are

validated through simulation case studies.

6.1 Problem Formulation

Consider a network of /V agents that is governed by the dynamics (2.19) as well as the
exo-system dynamics (2.21). Without loss of any generality, it is assumed that all the
agents are faulty at ¢ = ty, where for the :-th faulty agent its first m,; actuators are
subject to the outage fault, the actuators m,; + 1 to my; are subject to a stuck fault, and
the remaining m; —m; actuators are either subject to the LOE fault or are healthy. Using
equations (2.15)-(2.18), the model of the ¢-th faulty agent can be expressed as

#i(t) = Aizi(t) + Blul (1), (6.1)

yi(t) = Cizy(t),

where B/ = [B? Bf B]. BY = [o',...,b", By = [y"=+', . o™, Bl = BIT;,

7

Br = |:bmsi+17 N 7bm} , I'; = diag{T'!}, T'! is the severity of the I-th actuator of the
T T
i-th agent, u{(t) = {lemoi (u3)® (uz(t))T} THES [g?‘”i*l, o ,Q;”“} ,and w;(t) =

{u;””“(t), U (t)} :
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Considering the structure of the control law uf () and the matrix Bif , it follows that
ﬂ the actuators mg; + 1 to m; are available for use in the control reconfiguration.
Therefore, to proceed with our proposed control recovery strategy the model (6.1) is
now rewritten as follows

1 =4

yi(t) = Cimi(t).

Output Control Reconfiguration Objective: The main objective of the reconfig-
urable control law is to develop and design w;(t) for the faulty multi-agent network that
is governed by (6.2) such that the output regulation errors e;(t) fori = 1,..., N remain

stable.

In this work, the following assumptions are assumed to hold.
Assumption 6.1. The matrix S is anti-Hurwitz and the pair (S, R) is observable.

Assumption 6.2. The triple (A;, B!, C;) is controllable and observable.

A=\ B
Assumption 6.3. The matrix is full rank for \i, € o(S).
C; 0

Assumption 6.4. The network communication topology has a directed spanning tree.

The following lemma will be used to derive our results in the subsequent sections.

Lemma 6.1. [199] For the matrices A, B, C, E and F with appropriate dimensions,
the matrix equation

XS=AX+BU+FEand)=CX + F
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A— X\ B
have a solution (X, U) for any E and F, if and only if for all \, € o(95),

C 0
is full rank.
Lemma 6.2. [200] Let M be a matrix with negative diagonal elements and non-negative
off-diagonal elements. If x(t,t;,x0) € R" and y(t,ts,yo) € R™ are solutions to
(t) X Mx(t), z(ty) = xo
y(t) = My(t), y(ts) = yo,
and xy = Yo, then x(t,ty,x0) < y(t, tr,yo) for all t € [ty,00), where =< implies that

6.2 Proposed Methodology

In this section, our proposed dynamic output control reconfiguration scheme is devel-
oped. Given that each agent only communicates with its nearest neighboring agents and
only limited number of agents have access to the measurements of the exo-system, the
control strategy should be distributed. In order to solve the problem first the necessary
conditions for stabilizing output errors are obtained and the team cost performance index
is obtained in terms of the agents states and control states. Second, by introducing some
auxiliary variables the conditions are transformed and decomposed into two sets and the
team cost performance is also expressed as the summation of two costs which are asso-
ciated with the new variables. Finally, it is shown that by solving the yielded problems

one can guarantee that the agents outputs follow the outputs of the exo-system while the
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upper bound of the team cost performance index is obtained.

Consider a team of multi-agent systems that consists of N agents as specified in
Section 6.1 and the exo-system that is governed by (2.21). Let us select the :-th agent

dynamic output control strategy as

mcz(t) = ACZ.TC,L(t) + Z Acijmcj (t) + Bcz-ei(t), (63)
JEN;

where A, A.ij, Bei and C,; denote the controller gains and u denotes the control com-
mand to be selected, z.;(t) € R”, denotes the control state and e¢;(¢) is defined as in

(2.23).

Let us now select the control command u] as the solution to

Bju; + Biu; = 0. (6.5)

Remark 6.1. Equation (6.5) has a solution if there exists sufficient control effort in the
faulty agent such that

Biwd C Im{Bl'}. (6.6)

The closed-loop dynamics of the agents and dynamic control laws can now be ob-

tained as

Pt = Az®(t) + Bw(t), 6.7)

e(t) = Cx(t) + Ew(t), (6.8)
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g10
A  BC. 0 _ ~ _ -
where A = , B = ,C’:[C 0],E:— R, C =
B.C A, B.E
_gNo_
LC, L = (L + Lg) ® I,, Lg = diag{gin}, A = blkdiag{A;}, B = blkdiag{ B/},
Acl s AclN
C = blkdiag{C;}, A. = : o t |, Ay = 0if j ¢ N;, B, = blkdiag{ B.;},
Ach <. AcN

C, = blkdiag{Cy;}, 2°(t) = col{z(t), z.(t)}, z(t) = col{z;(t)}, zc(t) = col{zu(t)},

e(t) = col{e;(t)},and i = 1, ..., N. We are now in a position to state our first result.

Lemma 6.3. Consider a faulty network that consists of N agents given by (6.2) and
the exo-system dynamics given by (2.21). Suppose that Assumptions (6.1)-(6.4) hold.
The dynamic output control strategy (6.3)-(6.4) guarantees that the output regulation
errors given by (2.23) are asymptotically stable if the controller gains A.;, Aj, Be; and
C.; are designed such that the matrix A is Hurwitz and there exist 11 = col{1l;} and

© = col{©;} such that the following equations have a solution

IT IT _ _|II
S—A +B=0and E - C = 0.
© © ©
IT
Proof. Let us first define the auxiliary states Z(t) = z°(t) + w(t), so that from
©
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equations (6.7) and (6.8), we have

. I 11
Ft) = AFt)+ (] |S—A| | +Buw®), (6.9)
o o
i o
e(t) = Ci(t)+(E~C | (). (6.10)
o

If the matrices A.;, B.; and C,; are designed such that A is Hurwitz, then under Assump-

tion 6.1 for any B there exist II and O that solve the following Sylvester equation

I1 11
S—A + B =0, (6.11)
C) C)
so that we will have
T(t) = Az(t). (6.12)

Given that A is now Hurwitz, the first term in (6.10) goes to zero asymptotically and

for steady state response of e(t) one gets

|
e(t) > (E-C Jw(t) as t — oo.

)
Therefore, if the condition stated in the lemma holds and
E-C =0, (6.13)
then the output regulation errors are asymptotically stable and e;(¢t) — 0 as t — oo, and

this completes the proof of the lemma. [

Let us now assume that the gains are selected as specified in Lemma 6.3 and the ma-

trix .4 is Hurwitz. According to the proof of Lemma 6.3, when A is Hurwitz, lim;_, ., Z(t) =
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0 so that the steady state response of z%(t) can be expressed as

x(t) II
z4(t) = - — w(t)ast — oo

z(t) ©
that is 2(t) — —Ilw(t) and z.(t) — —Ow(t) as t — oo. Therefore, the steady state

values of output and control signals can be obtained as y;*(t) = C;IL;w(t) and u*(t) =

Now associated with the i-th faulty agent we define quadratic cost performance index

as follows

o= [ () = ) Q) - ) + AR O)t (614
ty
where u;(t) = u;(t) —u®(t), us*(t) and y:*(t) denote the steady state values of u;(¢) and

yi(t) ie. ui®(t) = CoiOuw(t) + ul, y*(t) = Cillw(t), Q; and R; are positive definite
matrices with appropriate dimensions. The above cost function represents the cost of the
1-th agent transient time in regulating its output. In the following the upper bound of

the team cost which is defined as J = Zf\il Jl-f under the proposed control law will be

obtained.

Let u®*(t) = col{u{*(t)}, therefore from the definition of u{*(¢) one has u**(t) =

Cexo(t) + u" = —C.Ow(t) + u" and it follows that

a(t) = u(t) —u*(t) = Cox(t) + u" — u*(t) = [0 CC} z(t) + C.Ow(t)
r T 11 11
o el [o cc} w(t) = [o oc} @+ || w)
- - O S
= -0 Cc- jj(t)7 (6.15)

where i(t) = col{ii;()}.
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The overall team performance index following the occurrence of a fault can now be

expressed as
7= 3 [ 0 e - o)
(us(t) — g (1) Raus(t) — (1)),
_ / ) (O)TQ(E) — v (£)) + (ult) — w (1) R(u(t) — u™ (1)) dt

- [ (O QUy(t) — (1)) + T (H)Ra(r))dt,

tf

where y(t) = col{y;(t)}, y**(t) = col{y*(t)}, R = diag{R;}, and @ = diag{Q;}.
Given that lim;_, ., z(t) 4+ lw(¢) = 0, and based on the definition of y7*(¢), we now have

I1

v -0 = o o @0+ | [wi)= o o o

)
Consequently, by considering (6.15), the overall team performance cost can be obtained

J - /tfooaz%)([o o]T@[c o]t + 7o cCTR[o it

o0 oo 0
/ (1) “ Z(t)dt.
ty

0  CTRC,

Therefore, the design problem can now be stated as that of selecting the matrices A;,

Acijs Bei, and Cy; such that the outputs regulation errors are stabilized or equivalently the
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following conditions are satisfied simultaneously

A is Hurwitz, (6.16)
11 II
S—A + B =0, (6.17)
S S)
_ | 1I
E=cC| |, 6.18)
S)

and also determining the upper bound of the overall team performance index which is

denoted by J“*, J < J¥,

In order to select the controller gains that satisfy the above requirements simulta-
neously we need certain preliminary developments as follows: first in Lemma 6.4 the
conditions under which equations (6.17) and (6.18) simultaneously can have solutions
are investigated. Then, some transformations are introduces and employed to transform
the stability problem into the problem of designing the gains to ensure that the matrices

are Hurwitz.

Lemma 6.4. Under Assumption 6.3, equation (6.17) and (6.18) have a solution for 11

and © simultaneously if A, includes the eigenvalues of the matrix S as given by (2.21).

Proof. Equations (6.17) and (6.18) can be expressed as follows

1S — Al — BC.O = 0, (6.19)

©S — B.CIl — A.© + B.E = 0, (6.20)

i

E=C . (6.21)
0
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By substituting (6.21) into (6.20) for E it follows that

- _ N I1
©S - B.(CII-E)— A0 =065 — B.(CIl - {CN 0] )—AO =05—-A4.0 =0,
)
which along with equation (6.19) can be written as
I1 A BC.| |1I
S — =0. (6.22)
O 0 A O
Equation (6.22) is a homogeneous Sylvester equation and has a non-zero solution only
A BC.
if the matrix includes the eigenvalues of S. Given that the eigenvalues of A
0 A

depend on the agents’ dynamics which cannot be changed, equation (6.22) can have a
solution only if the matrix A, is designed such that it includes the eigenvalues of S, and

this completes the proof of the lemma. [

Remark 6.2. As shown subsequently, the values of 11 and © do not affect the control

gains and only determine the upper bound of the overall team cost index that is denoted

by J.

We are now in a position to introduce a procedure for selecting the controller gains.

Let us partition z.;(t) as z;(t) = [z); (t) 2% (t)]7, where zL(t) € R”~" and 22(t) € R,

ci ci

7 is the dimension of w(t). Then, the dynamics (6.3) can be expressed as

T |Aa Ad| |val) Agy A | e | Ba
— + Z ’ ’ ’ + ei(t).
tut)|  |Ad AT [sL0)| oM AL AT 0] | B

Let select A2} and A2 as A2} = 0, A% = 0 and define

Xo(t) = Tia®(t) = [« (t) 21" (t) 22" (1)]",

c Cc

where z!(t) = col{x!;(t)}, z2(t) = col{x?(t)} and T} is the nonsingular transformation
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to rearrange x*(t) to X (), then the dynamics of X(¢) is
0

X(t) = AX*(t) + | BIE| w(t),

B2E
A BC! BC?
) S |an ar B!
where A = By, C _ , A = , B, = , A% =
A, 0 A2 B?
B2C

blkdiag{ A%}, _Bcl = blkdiag{ B} and B? = blkdiag{B%}. Suppose that the pairs
(A2 B2),i=1,..., N are selected such that they are controllable and A.; includes the

eigenvalues of S, C'! and C? are selected such that their dimensions are compatible with

IT

the dimensions of z!(t) and x2(t), respectively. Now, let X (t) = X°(t) + |@, | w(t),

O,
then it can be shown that
X(t) = AX (1) (6.23)
_ I 0 O—
Consequently, by applying the linear transformation 7 = [ _7 [ (| tothe system
0 0 I

X(t) = AX(t), the transformed system becomes

Zr(t) = Arir(t),
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T
where Tr(t) = Bp(t), Top(t), T3p() | = T5X(t) and

A+ BC! BC! BC?
Ar = | A — (A4 BC! — BIC) Al' — BC! Al> — BC?| - (6.24)
B2C 0 A

Let us now select A'! = A+BC!—B!C, A2 = BC?, and let T(t) = [#1,(t), #3,(t), 23, (t)]".

It now follows that

. — Al AQ
z(t) = Az(t) = z(t), (6.25)
0 A
~ |A+BC! Bc?| _ |BC! ) .
where A; = , Ay = ,and A3 = A — B!C.
BC A% 0

The design strategy for each of the above matrices will be discussed below. However,
we first require to express the team performance index in terms of the new state z(t).

Towards this end, we have

1 0 o
u(t) —u™(t) = _0 Cc} T(t) = {0 C! 03] I I ofr(t)
0 0 1]
= _Ccl C2 og} z(t),
100
y(t) —y>(t) = -(J 0} x(t) = [C 0 0] I I 0|Zr(t)= {C 0 0] 7 (t)
00 1)
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where Z(t) is as given in (6.25). Therefore,

J = /oo () =y (0) Qy(t) —y™* (1) + (u(t) — u™ () R(u(t) — u™(t)))dt

) -531T(t)-
= / [ﬂT(t) (1) @T@} Q | (r) | dt
_5U2T(t)_

_ /t:o({f:{ﬂﬂ 5:§T(t>} 9, Tr(t) +2[g:~{T(t) gng(t)} Qoior(t)

Zar(t)
+Zy7(t) Q3Zor(t))dt,
_ A D CTQC + CTRC, CTRC!
where Q = = . Now, by using Fact 2.2
Q% (C)'RC.  (C2)'RC;
with o = 1 one gets
oo _ | Zir(t) - i
Jos / ( Tip(t) Tp(t)| € () #3p(t)| Ce Bl
Y Tar(t) T3p(t)

+iop(t)(Ce) ' RC:For (1) + Typ (1) QaTar () dt
le (t)

_ /tf (LﬁT(t) i%T(t)] (e Far(t)

+273,(t) (CHTRC Eor(t))dt.

Given that the spectrum of A and A7 are the same and A is a block triangular matrix,
if A; and Aj3 are Hurwitz, then A as well as A and A are Hurwitz. Now, considering the

above representation for Ay, the overall team cost .J, can be expressed and partitioned

185



as follows:

J = I+
> i1 (t)
= / {ﬂT(t) ng(t)} (Q2 + 2CTRC,) T a
i Z3r(t)

49 / T (O)(CYT RC iy (1)t

T1p(t) 1 |Er()
_ A A

s.t. j?’T(t) = B j3T<t)
_ 0 A
Tor (1) Tor(t)

where J; denotes the first cost term and Jo denotes the second cost term and where

Q2 = diag{@%} and Qy; = CiTQzCi-

The above representation has interesting features that can be stated as follows:

1) J; is a function of only the states Z;7(¢) and Z37(¢) while Js is a function of only

Top(t),
2) If A; and Az are Hurwitz, the entire multi-agent team will also be stable, and

3) Q2 and (C!)TRC! are block diagonal matrices.

Motivated by the above, one now reformulate our problem as obtaining J* and J°
such that J; < J{Lb and J, < J;b and also designing the control gains such that A, and
As become Hurwitz. Specifically, we are only interested in distributed reconfigurable
control design strategies that will render the matrices 4, and A; Hurwitz. In other

words, the agents should design their controller gains by using only local information
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when an actuator fault has occured and is detected by the FDI module while leading to

changes in their dynamics.

In fact, if for ¢ < t;, the matrices A; and A; are Hurwitz and a fault occurs at
t = ty, then for ¢t > ty, A, may become anti-Hurwitz, so that the control gains should
be reconfigured online by incorporating the information that are provided by the FDI

module to ensure that matrices A; and A5 remain Hurwitz.

Theorems 6.1 and 6.2 below discuss the conditions under which .A; and A5 remain

Hurwitz following the detection, isolation and identification of the actuator faults.

Theorem 6.1. By invoking the controller gains C.; = |:Cclz CCQZ] = —R;Y (B3P,
i=1,...,N, the matrix A, is Hurwitz if if A%, B?? are selected such that (A??, B?) is

cr’ ct )

controllable and A?? includes the eigenvalues of S and for q; > 0 and 3 > 1 there exist

P, >0,i=1,...,N as solutions to
Al P+ P A, + (Qa + qil) PBY
max Trace{P;} s.t. >0, I < P < al,
(BH)'P; R
(6.26)
A0 Br
here 43 = = |7 o< a1
d;B%C; A% 0 B

v < di | BERTH (BT

Proof. The control gain C,;s should be designed such that A; is Hurwitz. This is guar-

anteed in two steps: first the gains are designed such that the following system

y(t) = Ag(t) (6.27)
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is asymptotically stable, where §i(t) = col{#;(t)},

Alll + chcl —glgBCZng e —glNBngJaV
A —gngg;Cf Ag' =+ B(QZCCQ RN —ggNBSSC]C\L[
1 = ’
—gniBRCY —gne B CS ... A%+ BiCon
(6.28)
A0 B 0
Al = , B = , B = and C¢ = [(ji 0} . Second,

since the spectrum of the matrix A, is the same as that of the spectrum of A, if one
has negative eigenvalues the other will be the same. On the other words, if (6.27) is

asymptotically stable then A; and so that A, are Hurwitz.

Let v;(3;(t)) = 9] (t) Pgi(t), P; > 0, then

bi(G(t) = G5 () ((AY + BICw)" P + Pi(A? + BICly))§i(t)

= > (B OBECH) Pgi(t) + 5 () P(BZC})i; (1))

JEN;
By applying Fact 2.2 to the last two terms of the right-hand side of the above equality
yields

0i(5i(t)) < G (0 ((Af + B{Ce)"Pi + P(A{ + B{Cai)) (1)
+ 37 (G (BECHT(BEC)5 () + i (O PP,
JEN;
LetC.; = —R; 1(BZ-“)TPZ-, where P; is the solution to

max Trac{P;} s.t.(A2)" P, + P,A* — PBOR; N (BYTP, + Qo+ ;I <0,  (6.29)
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! then it follows that
0 (Gi(1) < =4 (O(B(BIRTN (B — dii) Py + Qi + ¢l ) (1)
Y IBEC3E; (1) (1)
JEN;

If 7; is selected such that d;y; < ||B&R;*(B#)T||3, and P; the solution to (6.29) also

satisfies 1 < P; < «; 1, with a;, 8 > 0 then one has

0((t) < =3 (O (PBIRTN(BY P+ Qi+ gl ) Gi(t) + 3 Y | BECH38; (1)3;(t).
JEN;

Consequently, it follows that

BY: (0)5:(t) < vil1s(t)) = §; (O P:gi(t) < agiy (£)3i(8),

hence
D) < o < 20
Subsequently,
i) < el L) 2 5 2 1Bl (0
je

and one will have

o(g(t) = Mu(g(t)),

where v(y(t)) = col{v;(7:(t))} and

)‘min —1
_% o NI BECR
M =
/\min
gm X ||B§7VO“||2 _%

Using Lemma 6.2, for vy = v(ty) = z(t;) = o, it follows that v(Z, t_f, vo) = 2(t,ty, 20),

'Given that (BZ'C{)"(B2C¢) is positive semi-definite matrix

(BZICHN(BXCF) < Amaa{ (B2 CF) (B O = |BZ CF) |31

189



where z(t) is the solution to

A(t) = Mx(t).

On the other hand, from the Gerschgorin circle theorem if

Amm{@?z} + qi ’y@_l ava

o > 3 Z 1B C 13 >0,
’ JEN;

then all the eigenvalues of M will be on the open left-half plane and z(t) will be asymp-

totically stable. Given that ||§(¢)[|2 < 22230 and 4, (¢, tr,vo) < z(t, ty, 29), it follows
that (t) is asymptotically stable. Therefore, the system (6.27) is asymptotically stable
which implies that A; and so that A; are Hurwitz and this completes the proof of the

theorem. O]

Theorem 6.2. Let B, = 11,X,;'CT, i = 1,..., N, where positive definite matrix Xo; is

1

the solution to
Al X + XoiAi — (CCy 4 o) + m1i X0 X g <0, (6.30)
with my; > 1, no; > 2|[(CHTR,CL|l, and p;, i = 1, ..., N are obtained such that
L'+ pl — I >0, p = diag{p;}, (6.31)

then the matrix As is Hurwitz.

Proof. Let B}, = 11;X,;'CT. We now have

XA+ A Xy = X TAT+ AXG T = X' OT (LT + pl) @ 1,) O X5, (6.32)
where X, ' = col{X,;'}. For Xy; selected as as the solution to (6.30), one has
XA + A X5 < XN CTO +mo) Xt = — X5 'O (LT + pll) ® 1, ) O X5 Y

where 7, = diag{n.;I} and n; = diag{n,;[}. If u = diag{x;}, and ; is the solution to
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(6.31) then
XM A+ As Xy < =X Xy = <0, (6.33)

which implies that A3 is Hurwtiz, and this completes the proof of the Theorem. [

We are now in the position to state our main result.

Theorem 6.3. With the application of the dynamic output feedback control laws (6.3)
and (6.4) to the faulty multi-agent network, the agents outputs are regulated and the

team performance index is upper bounded by

Pl —Ps —P3y P}
w1 +Hw(te) | z(ty) + Haw(ty)
J = )| =Ps 2P 0
@w(tf) Ow (tf)
P? 0o P}
where u] is the solution to (6.5) and the control gains are selected as
Ai + Bzr Ccli - diBgz'Ci BZ sz' Bclz‘Cj 0 Bcli
Aci - > ACZ] - ’ Bci - > Agf; Bglg,
0 A% 0 0 B2

A% and C,; = {Cl

L CCZJ are designed as in Theorem 6.1, B, is designed as in Theorem

7)1 7)2
6.2, II and © are the simultaneous solutions to (6.17) and (6.18), and P, = ' '
P2 P
is the solution to
ATPy + PLA; = —(Q2 + 2CIRC,) (6.34)

with Py = diag{ Xs;}, where Xs; is the solution to (6.30).

Proof. The cost performance index J; is bounded if Z1,7(¢) and Z3,7(t) are asymptoti-
cally stable. If C'; is designed as in Theorem 6.1, the matrix A, is Hurwitz, which im-

plies that Z1;7(t) and Z3,7(t) are asymptotically stable. Therefore, there exists a P; > 0
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such that
fq??l + Plf_h = —(QQ + QC;FRCC)

Hence, we have

I = /: [fIT(t) gng(t)] (Q2 +2CTRC,) jTEZ w
B ‘/: [f&@ :z&(t)] (AP + PrA) zTEZ dt
- _/tfoo dqjdlt(t)dt—‘l’lﬁf)—q’l(OO)—‘Ifl(tf), (6:35)
where W1 () = [%(ﬂ :%T(t)} P iTEZ

On the other hand, J, is bounded if Z5,7(¢) is asymptotically stable, which is guar-
anteed if Ajz is Hurwitz or Bls are designed as in Lemma 6.2. Recall that 7; >
| (CEYTRCL ||, therefore by multiplying both sides of the inequality (6.33) by P3 = Xo,
one gets

ASPs + Py As < —np — PemPs < —(C})'RC. (6.36)
Hence,

I = 2 / () (CYTRC g ()

< =2 / Ty (t) (A3 Ps + PsAz) Tor(t)dt

ly

< dv
ty

where W3(t) = 273,(t)PsZar(t). Now, from the derivations in (6.35) and (6.37) we
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obtain

where P; =

and X ()

P, 0
= h+J. <z (fo) ii‘(tf)
0 2P;
r T1r(ty)
P, 0
= [jTT(tf) Thp(ty) ng(tf)} Tar(ty)
0 2P;
i Tor(ty)
PL 0 PE| |Zr(ty)
- {f{T(tf) ng(tf) ng(tf)} 0 2P; O j2T(tf)
PE0 PP |Far(ty)]
7311 0 7312
= Zp(ty) |0 2Py 0 | Er(ty),
P 0 P}
I 00
Pl P? N
. From the definition of Z1-(¢), wehave Zr(t;) = |1 1 o] X(¢f)
PP PP
0 0 I
IT
z(ty) .
+ |©, | w(ty), where II, ©; and O, are obtained by solv-
Xe(ty)
O,

ing (6.17) and (6.18), simulta_neo_usly. Since X.(t) represents the controller states, let

X.(t;) =0, so that J"“* can be obtained as

Jub:(

x(ty) + Hw(ty)
O1w(ty)

Oaw(ty)

)T

PL—Py
_7)3

P

and this completes the proof of the theorem.
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2Ps

0

P

0

P}

x(ty) + Hw(ty)

Ow(ty)

Oaw(ty)

. (6.38)




6.3 Simulation Case Studies and Results

In this section, our proposed control recovery approach is applied to a network of het-
erogenous Autonomous Underwater Vehicles (AUV)s. The team is considered to consist
of six Sentry Autonomous Underwater Vehicles (AUV)s. Sentry, made by the Woods
Hole Oceanographic Institution [171], is a fully autonomous underwater vehicle that is

capable of surveying to the depth of 6000 m and is efficient for forward motions.

To conduct our simulation studies we consider the diving subsystem of the linearized
model of Sentry. To obtain a linearized model of this subsystem, the forward (surge)
speed u?° is set to u® = 1 and the numerical values for the triple (A;, B;, C;) for the i-th
agent, where the team contains two sets of homogenous agents (so that the team is con-

sidered overall as heterogenous) are governed by
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—0.509 0.566 0 0.001 0.146  0.120
0.225 —0.355 0 —0.0105 —0.128 0.160
Ai: >Bi: R fOTi:1,3,5
1.00 0 0 1.00 0 0
0 1.00 0 0 0 0
—0.464 0.442 0 0.0012 0.134  0.110
0.213 —-0.337 0 —0.0134 —0.117 0.1460
Ai: ,Bi: y fori:2,4,6
1.00 0 0 1.00 0 0
0 1.00 0 0 0 0

OZ:|:0 01 0:|ai:17-'-767

T T
where l’z(t) = |:wz(t)> Qz(t)v Zz(t)v 92(15)} ’ ul(t) - |:5zb(t)> 518({;):| ’ wl(t)’ qz(t)’ Zz(t)’
0;(t), 62(t) and 6¢(t) denote the heave speed, pitch rate, depth, pitch, bone and the stern

plane deflections, respectively.

The exo-system dynamic matrices and the network topology Laplacian matrix are

given by

0 1 0 -1 2 =1 0 0
S = ,R:[l 0], =

0 0
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It is assumed that only the first agent is connected to the exo-system directly, and the
following scenarios are considered to evaluate the performance of our proposed recon-

figurable control laws.

Scenario A- healthy team: In this scenario, all the agents are considered to be healthy
and their dynamics are governed as stated above. By selecting the control gains as spec-
ified in Theorem 6.3 for B] = B, the agents output depth trajectories along with the

exo-system output are depicted in Figure 6.1.

In Scenarios B, C and D below, (faulty team) the behavior and performance of the
team subject to three types of actuator faults, namely the LOE fault, the outage fault, and
the stuck fault are considered. Towards this end, during 0 < ¢ < 50 sec the agents and
their control laws are considered to be the same as those governed by the Scenario A. At
time ¢t = 50 sec the faults are injected and after a delay of A sec the control gains are
reconfigured by invoking Theorem 6.3.The details corresponding to each scenario are

provided below:

Scenario B: At ¢ = 50 sec the agent 2 becomes faulty and its second actuator is lost
while the actuators of the agent 5 are subject to a LOE fault and the effectiveness of its
first and second actuators are 60% and 70% of their nominal values, respectively. The

delays in invoking the reconfigured control are considered to be A = 3,7, 10 sec.

Scenario C: The stuck fault is injected in the second actuator of the agent 4 where the

stuck command is considered as u3 = 5 while the same fault is also injected to the agent
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5. The delays in invoking the reconfigured control are considered to be A = 6,12,17

SecC.

Scenario D: In this scenario, the agents 1, 4 and 6 are assumed to be faulty. An
outage fault is injected to the first actuator of the agent 1 and the second actuator of the
agent 6, the agent 4 is subject a LOE fault whereas its actuator effectiveness is reduced by
50%. The delays in invoking the reconfigured control are considered to be A = 2,12, 20

SecC.

The team performance indices for the above scenarios are provided in Table 6.1,
however due to space limitations, only the depth trajectories for certain scenarios are

depicted in Figures 6.1-6.3.

‘—Exo—system—Agent 1 —Agent 2 — Agent 3‘
T T T T T T

4000
E 2000\ e
<
Q.
‘{/ —
8 0
_ L L L L L L L L L
20000 10 20 30 40 50 60 70 80 90 100
Timaolel
— Exo-system—Agent 4 — Agent 5 — Agent 6
4000 ‘ T y T g T T g T g T ‘
£ 2000\ S
<
o
g ° *
_2 L L L L L L L L L
0000 10 20 30 40 60 70 80 90 100

50
Time([s]

Figure 6.1: The agents depth trajectories corresponding to the Scenario A.

Figure 6.1 illustrates that when all the agents are healthy they can track the output
trajectory of the exo-system with the least steady state errors. Figures 6.2 and 6.3 demon-
strate that once the agents become faulty the team becomes unstable as confirmed by

presence of large tracking error. Therefore, the agents no longer can follow the desired
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Figure 6.2: The agents depth trajectories corresponding to the Scenario B with A = 10
sec.
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Figure 6.3: The agents depth trajectories corresponding to the Scenario C with A = 12
sec.
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Scenarios and Delays in J
Recovery Invocation
A 1.6449e+11

B;A=3 6.922e+11
B;A=7 2.678e+12
B; A =10 2.205e+13
CA=6 14.702e+11
CA=12 3.88e+13
CA=17 7.838e+15
D; A =2 5.13e+14
D; A =12 5.22e+14
D; A =20 8.904e+15

Table 6.1: The indices corresponding to the network performance index under the
Scenarios A-D, where A denotes the delay in invoking the reconfigured control gains.

trajectory of the exo-system. However when the reconfigured control laws are invoked
the team becomes stable and subsequently the agents can manage to track the outputs of

the exo-system with still quite acceptable steady state errors.

6.4 Conclusions

In this work, the distributed output control reconfigurable regulation problem in a net-
work of heterogenous multi-agent systems subject to actuator faults is studied. Three
types of actuator faults are considered and a distributed reconfigurable control strategy
is proposed to ensure that the outputs of the agents follow the outputs of an exo-system.
The proposed approach uses only local information consisting of output measurements
as well as the fault detection and isolation information from the agents in the nearest
neighbours. Furthermore, the upper bound of the team cost performance index under

the proposed control law is obtained. Towards this end, the regulation problem is trans-
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formed into two stability problems which are solved in a distributed fashion. The pro-
posed distributed control recovery approach is applied to a team of unmanned underwater
vehicles and simulation results indicate the capabilities and effectiveness of the proposed
approach in accommodating three different types of actuator faults simultaneously and

subject to delays in invoking the control reconfiguration strategies.
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Chapter 7

Conclusions and Future Work

7.1 Conclusions

In this thesis the cooperative control reconfiguration problem in a team of autonomous
multi-agents was considered. A team of linear time-invariant systems that is seeking
consensus/output regulation while agents may be subject to three types of actuator faults
was considered. The objectives were to develop fully distributed control reconfiguration
strategies using only local available information to ensure that the team can cooperate
among themselves and the specified team performance indices remain in an acceptable
level. Towards this end, the control reconfiguration problem is transformed into stability
problem and optimal control framework is employed to ensure the required team objec-

tives.
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In Chapter 3, cost-performance based control reconfiguration in a multi-agent sys-
tems under fixed, undirected network topology is considered. Distributed Hamilton-
Jacobi-Bellman equations for the faulty agents are derived and reconfigured controllers
are designed by solving these equations subject to the faulty agent dynamics and net-
work structure constraints to ensure the fault the accommodation of the entire team. The
proposed control scheme accommodates actuator faults in a single agent as well as con-
current actuator faults in the team and minimizes the faulty agent local cost performance

index.

In Chapter 4, an H, performance fault recovery control problem for a team of multi-
agent systems under directed, fixed topology and subject to environmental disturbances
is studied. The objectives were to design a distributed control reconfiguration strategy
such that in presence of actuator fault the output of the faulty system behaves exactly the
same as that of the healthy system, while the state consensus error remain bounded as
well as minimizing the specified H, performance bound in presence of bounded energy
disturbances. The gains of the reconfigured control laws are selected first by employing
a geometric control approach where a set of controllers guarantees that the output of the
faulty agent imitates that of the healthy agent and the consensus achievement objectives
are satisfied. Next, the remaining degrees of freedom in the selection of the control
law gains are used to minimize the bound on a specified H., performance index. The
proposed control reconfiguration methodology accommodates single, concurrent as well

as simultaneous actuators faults in the team.
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In Chapter 5, control reconfiguration problem in multi-agent systems subject to di-
rected switching topology networks and severity estimation uncertainties and unreliabil-
ities are considered. It is assumed that each agent can observe the change in its neighbor
agents and is unaware of the entire network changes. Control reconfiguration problem
is transformed into two stability problems, in which one can be solved offline while the
other should be solved online and based on the information each agent receives from fault
detection and isolation module. Using quadratic and convex hull Lyapunov functions the
control gains are developed such that the team consensus achievement is guaranteed
while the upper bound of the team cost performance index is minimized. The proposed
approach accommodates single, concurrent as well as simultaneous actuators faults in

the team.

In chapter 6, output regulation problem in a network of non-identical vehicles is
considered. Three types of actuator faults are considered and a distributed strategy is
proposed to ensure output of the agents follow the outputs of an exo-system whereas
the agents states remain bounded. The proposed approach uses local information in-
cluding output measurements as well as the fault detection and isolation information of
the agents in the agents neighbourhood. Furthermore, the upper bound of the team cost
performance index under the proposed control law is obtained. First, distributed output
regulation problem is transformed into two stability problems. Then using Lyapunov sta-
bility theorems and Gershgorin circle theorem theorems, these problems are solved. The
proposed approach accommodates single, concurrent as well as simultaneous actuators

faults in the team.
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In conclusion, in this thesis a framework for developing distributed reconfiguration
control strategies in multi-agent systems subject to three types of actuator faults are pro-
posed. The proposed methodologies are applied to a team of unmanned underwater
vehicles and the effectiveness of the proposed approaches in compensating for actuator

faults are validated through simulating many fault scenarios.

7.2 Suggestions for Future Work

Some of the future extensions of the present research are as follows:

e Developing a reconfiguration strategy for the team that is subject to delays in shar-

ing information.

e Extending the proposed framework for deterministic switching topologies to the

stochastic switching topologies network.

e Developing an optimal, computationally effective approach to improve the overall
team performance and investigate the optimality gap of using the proposed sub-

optimal solutions.

e Extending the proposed methodology for heterogenous agents for the team with
switching topology and in presence of environmental disturbances and uncertain-

ties in FDI estimations.

e Extending the proposed framework for accommodating outage fault in a team of
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linear time-invariant systems to a team of nonlinear agents .

Combining the proposed result for /., and cost-based control reconfiguration to

ensure that both performances remain in an acceptable level.

Investigating the transient behaviour and state constraints in development of the
reconfigured control laws, as agents are subject to physical limitations in values
that their states can tolerate. Also, considering the limitations of the control efforts

that can be applied to each agent.

Providing a priority decision making rule for reconfiguring faults in agents that
depends on the effect of the actuator in the system stability and performance. This
is due to the fact that different actuators may have different effects on the system
stability and performance and reconfiguring any fault without explicitly taking into

account this aspect can be inefficient to the entire team performance.

Extending of the proposed strategies for the multi-agent systems that are subject

to simultaneous actuator and sensor faults.
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