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Motivacion de este trabajo:

Seglin la Real Academia Espanola plagiar “es copiar en lo sustancial obras
ajenas, dandolas como propias”. Al igual que la Real Academia Espanola, la
Doctrina del Tribunal Supremo entiende por plagio “todo aquello que supone
copiar obras ajenas en lo sustancial”. Asi mismo, amplia la definicion del
concepto al presentar el plagio “como una actividad material mecanizada, poco
creativa y carente de originalidad, aunque aporte cierta manifestacion de
ingenio”, concluyendo que “el concepto de plagio ha de referirse a las
coincidencias estructurales basicas y fundamentales y no a las accesorias,
anadidas, superpuestas o modificaciones trascendentales” (STS nim. 12/1995
de 28 de enero).

El plagio abarca dos puntos fundamentales: el primero de ellos es la copia total o
parcial de una obra o trabajo sin ningun tipo de autorizacion. Pero también debe
ser considerado plagio la presentacion de una obra ajena como propia,
suplantando la verdadera autoria de su creador. Cada vez un mayor nadmero de
instituciones académicas recurren a nuevos programas para detectar los trabajos
copiados por sus alumnos.

La herramienta que actualmente dispone la Universidad de Salamanca en el
momento de elaborar este documento se llama Turnitin, una utilidad muy potente
y completa para detectar el plagio de los alumnos. Cuenta con una gran base de
datos que permite contrastar la informacién que recibe y tiene integrada una
herramienta de evaluacion que permite incluir rdbricas y generar informes. Cabe
destacar que, actualmente, esta herramienta requiere el pago de una licencia
por su uso. Ademas, la principal desventaja que supone para los profesores de
Ingenieria es la siguiente: Turnitin es un software que Unicamente puede
detectar paralelismos textuales, esto es valido para buscar coincidencias o
apariciones de un texto en otros trabajos o en paginas de internet, sin embargo,
no es una utilidad valida para comparar ejercicios o practicas donde intervienen
los lenguajes de programacion. A continuacion, visualicemos un ejemplo en la
Figura 1.




FIGURA 1 EJEMPLO PLAGIO
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import java.util.*;
import java.awt.*;
import java.awt.image.*;

public class Jumpbox extends Frame implements Runnable {

Image smile,wince,offImage;

int count = 0,size,x0,y0,xB,yB,currentBox, result=0,colors[]=new int[4];
Long tempTime;

long gameTime;

Random random = new Random();

Thread animationThread;

Graphics offGraphics=null;

boolean happyFace,threadOn=false;

public Jumpbox(String title, String[] args) {
super(title);

if (args.length == 0){
tempTime = new Long("15");
gameTime = 15;

}

1ga {
else {

try {

¢

import java.util.*;
import java.awt.*;
import java.awt.image.*;

public class Jumpbox extends Frame implements Runnable {

Image smile, nosmile, offImage;
Graphics offGraphics = null;
int sizeIng;
int nrChange = 0, x0ldBox, yOldBox, xBox = 0, yBox = 0, typeBox, points = 0, cBe
Long gTime;
long gameTime;
Random rnd = new Random(System.currentTimeMillis());
Thread animationThread;
boolean bSmile, threadRunning = false;

public Jumpbox(String title, String[] args) {
super(title);
if (args.length == 0) {

ganeTime = 15;

gTime = new Long(15);

{

try {

gTime

new Long(args[0]);

System.out.println("Jumpbox: usage: Jumpbox <intege
System.exit(0);

() + gameTime

gameTime = System.currentTimeMillis
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Un software anti-copia, que realice un matching por palabras, daria falsos
negativos, ya que las variables o los textos son diferentes. Este tipo de matching
es como funciona el software ya desplegado en el moodle, no siendo util para las
asignaturas donde se evallan ejercicios o practicas basadas en un lenguaje de
programacion. Sin embargo, si se implementa una solucién que interprete el
codigo y analice su funcionalidad, se informaria al profesor de que el codigo es
sospechoso ya que ambos ejercicios son una copia idéntica y uno de los alumnos
ha intentado enganar al profesor simplemente modificando el nombre de las
variables.

Existen utilidades que pueden ayudar a detectar este tipo de plagios, sin
embargo, son utilidades de pago, que no estan integradas en la plataforma
Studium o que Unicamente valen para un lenguaje de programacion concreto. La
diversidad de asignaturas existentes en la Universidad de Salamanca donde se
explican diferentes lenguajes de programacion y se requieren diferentes pruebas
0 ejercicios como prueba de evaluacion, hace que sea realmente dificil encontrar
una solucion valida para todas las asignaturas.

El proyecto de innovaciéon docente que se pretende justificar consiste en
implementar una soluciéon valida para todos los lenguajes de programacion de las
asignaturas de grado, con el objetivo de que se integre y se desarrolle una
solucion basada en Studium. El profesor al crear una tarea o entrega activara el
sistema anticopia, de una forma sencilla. La solucion estara basada en software
libre con el objetivo de minimizar los costes. Los alumnos siempre y cuando
quiera el profesor podran obtener un informe sobre el analisis del sistema
anticopia, de forma que podrian visualizar la similitud de su ejercicio respecto a
sus companeros. Esta funcionalidad sera opcional y Udnicamente estaria
disponible después del envio de la tarea. Es de vital importancia investigar y
desarrollar nuevas respuestas tecnologicas para asegurar una calidad de
ensenanza 6ptima, penalizando a la gente que realiza trampas y motivando a la
gente que realiza un esfuerzo de verdad.




Objetivos conseguidos durante la realizacién de este proyecto:

01 Especificaciones y definicion de la herramienta ~ Descripcion: Concepcion y elaboracion del disefio
de la herramienta antiplagio.

Resultado: Disefio y elaboracién de los objetivos de
la herramienta antiplagio.

01.1 Especificacion de requisitos funcionales Descripcion: Elicitacién de los contenidos
funcionales que la herramienta debe cumplir en el
proceso de desarrollo.

Resultado: Conjunto de requisitos funcionales.

01.2 Especificacion de requisitos no funcionales y de  Descripcion: Analisis de los requisitos necesarios
interoperabilidad en Moodle para el correcto desarrollo de la herramienta y su
incorporacion al Moodle institucional - Studium.

Resultado: Conjunto de requisito no funcionales y
medidas para la correcta incorporacion de la
herramienta en Moodle.

01.3 Especificacion de requisitos de seguridad Descripcion: Andlisis de requisitos de seguridad
necesarios para impedir la intrusion de archivos que
dafien el funcionamiento.

Resultado: Analisis de requisitos de seguridad para
evitar amenazas y alteraciones en el sistema.

01.4 Disefio de la técnica anti-plagio Descripcion: Analisis de las técnicas existen y
desarrollo de la técnica que permita la correcta
validacion de las practicas tanto en lenguajes
naturales como en leguajes de programacion.

Resultado: Estado del arte de técnicas anti-plagio y
concepcion del disefio aplicado en la herramienta.

02 Elaboracion de la herramienta en formato plugin  Descripcion: Incorporacion de la técnica anti-plagio
en una herramienta en formato plugin.

Resultado: Plugin con formato Moodle para su
incorporacion en el Campus Studium.

02.1 Interoperabilidad con el sistema existente Descripcion: Analizar y disefiar los archivos de
implantado (Studium) configuracion para la incorporacion y
reconocimiento en plataformas Moodle.

Resultado: Mejora en la interoperabilidad entre
plataformas como moodle y software de pagio.

02.2 Desarrollo de la técnica como Plugin para su Descripcion: Desarrollo de la herramienta anti-
incorporacion a Moodle (Studium) plagio de matching en formato plugin Moodle.

Resultado: Archivos PHP que aplican la técnica de
anti-plagio en el médulo de entrega de tareas.

03 Instalacion y refinamiento Descripcion: Instalacion del plugin en entorno
Moodle con idéntica configuracion al campus
institucional de la Universidad de Salamanca.

Resultado: Version alfa del plugin, para el testeo y
realizacion de pruebas en entornos simulados.
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03.1

03.2

03.3

03.4

04

04.1

04.2

04.3

05

05.1

Montaje de un entorno Moodle de pruebas

Recreacién de un entorno real de pruebas
(Entrega de tareas)

Deteccion de posibles errores (Instalacién o

funcionamiento)

Implementacién de posibles mejoras en la

usabilidad de la herramienta

Verificacion de la aplicacion de la técnica

Revision de la funcionalidad

Ejecucién y monitorizacion del caso de estudio

Implantacién en el Moodle institucional de la
Usal - Studium

Aplicacion de la herramienta en escenario real

Evaluacidn de la herramienta en un caso de
estudio real

Descripcion: Descarga de paquetes de entorno
Moodle, instalacion y despliegue en Servido Red y
aplicacion accesible mediante dominio.

Resultado: Moodle configurado y funcional para
pruebas de la herramienta.

Descripcion: Disefio de un curso con caracteristicas
similares a algunas de las asignaturas implicadas en
el proyecto.

Resultado: Curso de asignatura prueba, para la
entrega de practicas y obtencion de resultados.

Descripcion: Ensayo del funcionamiento de plugin,
para hallar posibles defectos en configuracion.

Resultado: Estado de la configuracion del plugin en
el Moodle para su correccion.

Descripcion: Percepcion de posibles mejoras que
aumenten las caracteristicas de la herramienta.

Resultado: Incremento de la funcionalidad del
sistema.

Descripcion: Estudio final de la validez del sistema.

Resultado: Herramienta instalada, configurada y
evaluada para su correcta implantacion y
funcionamiento.

Descripcion: Bateria de pruebas exhaustivas del
completo funcionamiento de todos los lenguajes de
programacion.

Resultado: Documentacion del desarrollo de la
pruebas y test unitarios.

Descripcion: Simulacion de prueba real con
alumnos.

Resultado: monitorizacion de la usabilidad con
alumnos en curso real.

Descripcion: Implantacién en entorno institucional
una vez realizadas las validaciones de
instalacion/configuracion, pruebas de uso simuladas
y reales.

Resultado: Documentacion del proyecto a nivel de
desarrollo, configuracion y validacion.

Descripcion: Comenzar pruebas en cursos reales en
las titulaciones de ingenieria.

Resultado: Resultados general y amplio es curso
académico.

Descripcion: Evaluar el rendimiento en las
asignaturas y de la herramienta.

Resultado: Obtencidn de resultados en asignaturas
de plan académico.




05.2 Medicién del impacto mediante indicadores de Descripcion: Medir si la herramienta presenta una
eficiencia eficiencia en el rendimiento de los alumnos.

Resultado: Obtencion de resultados académico
gracias a la implantacién del proyecto.

05.3 Obtencion de resultados obtenidos mediante el Descripcion: Generar resultados de compromiso de
empleo de la aplicacion los estudiantes con los planes de estudio para el
analisis de resultados académicos en entregas.

Resultado: Documentacion de la evolucion de la
mejora en las técnicas de estudio aplicadas por los
alumnos.

Temporizacion de las tareas realizadas:

2017 2018

10 11 12 1 2 3 4 5

ecificaciones y definicion de la herramienta
Al.1 Especificacion de requisitos funcionales
A1.2 Especificacion de requisitos no funcionales y de interoperabilidad en Moodle
A1.3 Especificacion de requisitos de seguridad
Al.4 Disefio de la técnica antiplagio
A2.1 Interoperabilidad con el sistemas existentes implantado (Studium)
A2.2 Desarrollo de la técnica como Plugin para su incorporacién a Moodle (Studium)
A3.1 Montaje de un entorno Moodle de pruebas
A3.2 Recreacion de un entorno real de pruebas (Entrega de tareas)
A3.3 Deteccién de posibles errores (Instalacién o funcionamiento)
A3.4 Implementacion de posibles mejoras en la usabilidad de la herramientas
A4.1 Revision de la funcionalidad
A4.2 Ejecucién y monitorizacion del caso de estudio
A4.3 Implantacion en en el Moodle institucional de la Usal - Studium
A5.1 Evaluacién de la herramienta en un caso de estudio real
A5.1 Medicion del impacto mediante indicadores de eficiencia

A5.2 Obtencién de resultados obtenidos mediante el empleo de la aplicacién
A6 Difusion de los resultados
A6.1 Recogida y evaluacion de la implantacion de la herramienta

A6.2 Obtencién y estudio de los resultados en el plagio de envi6 de tareas
A6.3 Publicacion de los resultados obtenidos en revistas cientificas
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FIGURA 2 TEMPORIZACION DE TAREAS

Punto de partida, encuesta a estudiantes:

Para justificar la necesidad de implantacion de una herramienta en Studium para
evitar los plagios en asignaturas de Ingenieria, es de vital importancia conocer la
opinién de profesores y alumnos acerca de los plagios que suceden cada dia en
los centros de ensenanza. Es por ello por lo que durante la realizacion de este
proyecto se ha realizado una encuesta anénima y con caracter voluntario a
personal docente y alumnos de las carreras de ingenieria con un total de 64
participantes. A continuacion, se listan las preguntas que se hicieron y los
resultados para cada una de ellas.
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1. ¢Conoces a alguna persona que haya realizado una copia parcial o total de
un trabajo?

2. ¢Has sentido que la calificacion de trabajo se ha visto rebajada frente a
otras person@s que se han hecho un esfuerzo menor copiando?

3. ¢Cuantos companeros crees que copian los ejercicios practicos de anos
anteriores?

4. ;Te parecen suficientes los esfuerzos que realizan los profesores para
evitar los plagios?

5. Estando en la facultad.....¢ Has realizado algun plagio?

6. ¢Crees que un porcentaje de las personas que copian, no seran
descubiertas y obtendran una calificacion favorable?

7. ¢Te gustaria que se mejorasen las técnicas para evitar fraudes en los
trabajos de la facultad?

8. ¢Has sentido alguna vez algun tipo de frustracion al conocer que otras
personas que han copiado han obtenido una calificacion similar a la tuya?

9. ¢Conoces alguna herramienta para comprobar si tu trabajo es parte o
tiene alguna similitud con otro?

10. ¢Conoces algun companer@ que en alguna ocasion haya pagado a
un tercero para que le haga algun ejercicio/codigo?

11. ¢Crees que a las personas que copian se les penaliza lo suficiente al
ser descubiertos?

12. ,Has presentado alguna vez un trabajo copiado y no has sido
descubierto?

13. ¢Conoces alguna estrategia para evitar ser detectado por una
herramienta anti-plagio?

14. Si un profesor de la facultad implantase una nueva herramienta
para detectar plagios en practicas de informatica (SQL, C, PERL.....) y le
avisase al alumno de las posibles coincidencias con otros trabajos a la
hora de subirla al studium..... .Te gustaria?

A continuacioén, se muestran los resultados finales de la encuesta:




;Conoces a alguna persona que haya realizado una copia parcial o total de
un trabajo?

B4 respuestas

® s
@ No

¢Has sentido que la calificacion de trabajo se ha visto rebajada frente a
otras person@s que se han hecho un esfuerzo menor copiando?

64 respuestas

[ K
® No

;Cuantos companeros crees que copian los ejercicios practicos de anos
anteriores?

64 respuestas

® 1-5%
@ 10-25%
o =25%
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¢ Te parecen suficientes los esfuerzos que realizan los profesores para
evitar los plagios?

B4 respuestas

® s
@ No

Estando en la facultad.....;Has realizado algun plagio?

64 respuestas

@ En una ocasion
@ Entre 2 y 5 veces
0 Mas de 5 veces
@ Ninguna

i Crees que un porcentaje de las personas que copian, no seran
descubiertas y obtendran una calificacion favorable?

64 respuestas

® Si
& No




i Te gustaria que se mejorasen las técnicas para evitar fraudes en los
trabajos de la facultad?

B4 respuestas

® s
@ No

¢Has sentido alguna vez algun tipo de frustracion al conocer que otras
personas que han copiado han obtenido una calificacion similar a la tuya?

64 respuestas

@ si
@ No

;Conoces alguna herramienta para comprobar si tu trabajo es parte o tiene
alguna similitud con otro?

64 respuestas

@S
® No
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;Conoces algun compafier@ que en alguna ocasion haya pagado a un
tercero para que le haga algun ejercicio/codigo?

B4 respuestas

® s
@ No

¢ Has presentado alguna vez un trabajo copiado y no has sido descubierto?

64 respuestas

@S
@ No

;Conoces alguna estrategia para evitar ser detectado por una herramienta
anti-plagio?

64 respuestas

@S
& No
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Si un profesor de la facultad implantase una nueva herramienta para
detectar plagios en practicas de inform...e subirla al studium..... ; Te gustaria?

64 respuestas

® s
@ No

Observando los resultados de los encuestados, se puede argumentar que los
estudiantes conocen a ciencia cierta que un gran porcentaje (85%) de trabajos
son copiados y que los profesores no tienen forma de verificarlo. El (82%) esta de
acuerdo con que la Universidad apoye nuevas formas y técnicas que eviten estas
situaciones. Ademas, que un alumno sea calificado positivamente sin ninguln tipo
de penalizacion al copiar un trabajo, provoca una desmotivacion en los alumnos
que de verdad se esfuerzan. Los estudiantes constatan que el 90% de las
personas del Grado de Ingenieria Informatica ha realizado algin plagio y que el
42% de los trabajos presentados en las asignaturas de practicas son copias
idénticas a companeros de otros anos.

Es por todo ello, que es de vital importancia la implantacion de un sistema anti-
plagios orientados a las asignaturas practicas, donde los sistemas tradicionales
basados en técnicas de matching no funcionan. La puesta en marcha de este
proyecto, permite que los alumnos se encuentren mas motivados y seguros al
realizar sus trabajos por sus propios medios, sabiendo que, si un companero
realiza fraude, sera penalizado.

Funcionamiento Del Algoritmo:

El funcionamiento del sistema de deteccion de plagiarismo se basa en el trabajo
realizado en el siguiente trabajo cientifico y que ha sido anexado al documento:

Winnowing: Local Algorithms for Document Fingerprinting, April 2003, DOI:
10.1145/872757.872770. Saul David SchleimerSaul David SchleimerDaniel S.
WilkersonAlex Aiken
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Winnowing: Local Algorithms for Document Fingerprinting

Saul Schleimer Daniel 5. Wilkerson Alex Ailken
MSCS Computer Science Division Computer Science Division
University of lllinois, Chicago UC Berkeley UC Berkeley
sauli@math_uic.edu dswi@cs.berkeley.edu aiken@cs.berkeley edu
.ﬁ]EEY[TlﬁifI A do run run run, a do run run

Dlgmlmmalu.htm quetation, revision, plagiansm, and
file sharing all create copies. Dooument fingerprinting is concermed
with accurately identifying copying. including small partial copies,
‘within larpe sets of documents.

We introduce the class of local doooment finperprinting alpe-
rithms, which sesms to captore an essential property of any finger-
printing technique guaranteed fo detect copies. We prove a nowel

report experience with Moss, a widely-used plagiarism detection
SETVICE.

1. INTRODUCTION

Digital documents are easily copied. A bit ess olwious, perhaps,
15 the wide vanety of different reasons for which dipi@l decuments
each other’s email and news postings in their replies. Collaborators
create multiple wersions of docmments, each of which is closely
related to its immediate predecessor. Important Web sites are mir-
rored. More than a few studentsz plagianze their homework from
the Web. Mamy authars of conference papers engage in a similar
Tt secially mare acceptable frm of text rewse in preparing journal
wersions of their work Mamy businesses, no@ably m the softwars
and emtertaimment industries, are based on charping for each dipgtal
copy sold
far reliahly detecting exact copies; however, detecting partial copies
is subiler Because of its many potential applications, this second
problem has eceived considerable attention.

Most previeus technigues for detecting partial copies, which we
discuss in mare detail n Section 2, maks use of the following idea.
A k-gram &5 a contignous subsiring of length k. Divide a door-
ment inte k-prams, where k i a paramefer chosen by the nser. For
example, Fimme 1(c) confains all the 3-grams of the string of char-
acters in Figure 1(b). Note that thers are almost as mamy k-grams

Parmivgion 0 make digital or hand copies of all or part of thes work for
parscmal or chwsroom use s graned withoot fee provided that copies ane
not mads or distributed for profit or commercial advantage and that copiss
‘bear this motice and the full citation on the frst page. To copy ctherwiss, o
regrablish, to post oo servems or o medistdbuts to Lists, requines prior speciic
‘permission and‘or a fee.

SHEAROD 2003, Fune 5-12, 2003, San Diego, CA

Copyright 7003 ACM 1-58113-634-300306 . §5.00.

(2) Some text from [7].

adorunrunrunadorunrun

(b) The text with frelevant featores removed.

adoru dorun orunr runru unrun orunr runrs
unrun nruna runad wnado nador adoru dorun
OTUNr TURNIW umrun

() The sequence of 5-grams derived from the text.

77 72 42 17 98 50 17 98 B 8B &7 39 77 72 42
17 oa

(d) A hypethetical sequence of hashes of the 5-grams.

72 B 8B 72
() The sequence of hashes selected using 0 mod 4.

Figure 1: Fingerprinting some sample text.

a5 there are characters in the document, as every position i the
document (except for the last & — 1 positions) marks the begin-
oing of a k-gram. Now bash each k-pram and select some subset
of these hashes to be the document’s fingerprmes. In all practical
approaches, the set of fingerprnts is a small aubset of the set of all
k-gram hashes. A fmzerprint also conimins positional mformation,
which we do not show, describing the decument and the location
within that document that the fimgerprint came from. If the hash
fimction is chosen so that the probability of collisions is very small,
then whenever two documents share one or more fingerprints, it is
exiremely likely that they share a k-pram as well.

For efficiency, only a sobset of the hashes chonld retamed as
the decument’s fingerprints. One popular approach is to cheose all
hashes that are § mod p, for some fixed p. This approach is easy o
muplement and retains anly 1/p of all hashes a5 finzerprnts (Sec-
tion X). Meaningful measures of document similanty can also be
derived from the mmber of fingerprint: shared between doouments
[51.

A disadvaniage of this method is that i gives 0o guarantes that
matches between documents are detected: a k-gram shared be-
tween documents is detected only if its hash is O mod p. Consider

the sequence of hashes penerated by hashing all k-prams of a file
m order  Call the distance between consecutive selecied finper-
prints the Fap between them I fimperprints are selected O mod p,
the mainmm pap betwesn two finperprints is unhounded and ay




matrhes inside a gap are not detected.” In experiments with select-
mg finzerprnts @ mod p on HTML data aken from the Web, we
fonmd that paps betwesn fingerprints chesen § mod p can be quite
large In fact, there are passages ouch Jonger than the size of the
average Web page in which no hashes are & mod p for reasonable
vahees of p (Section 5).

In this paper we give the first efficient alparithm for selecting the
finperprints from a sequence of hashes that puarantees that at least
part of amy sufficiently long match is detecied. Define a window of
5iZ8 w 1o be w consecntive hashes of k-grams m a document (w is
2 parameter =t by the nser). By selacting at least one finzerprnt
from every window our algorithm limits the mainmm gap between
finperprints. In fact, our alpomthm is poaranteed to detect at least
one k-gram in any shared substring of length af leastw + k& — 1.

Central to our constraction is the idea of a local alporithm (Sec-
Imu:l4]| which we believe captures the essential properties of any

document finperprinting alzorntm which poarantess that matches
are detected  An algponthm is local if, for every window of w con-
secutive bashes kg, .., byp oo, the alporithm decides o select
one of these bashes as a finperprint and this choice depends ooty
on the window's comtents by, . . . | by yw—:. Note that some other of
the bashes in this window may also be selected due the action of the
alporithm in one of the (potentially many) overlapping windows.

With respect to a piven input distribtion, let the demsity of a
finperprinting alporithm be the expected proportion of hashes it
selacts as finzerprints. In Section 3 we mfroduce a particular lo-
cal alporithm, the winmowing algorithm. Weamlymmp-u'fnr
mance on Andom (mdependent uniformly distributed) data. We
show that, with a given window size w. the density is asympiot-
callj'z,.f[w+l] ﬁha]sumabﬂa’hmndufl 5_.!'{u.l+ I]un

We also report on experience with two mnplementations of win-
nowing. The first is an punely experimental framewnark for compar-
ing achal perfrmance with the theoretical predictions (Section ).
Onr anatysis of all finperprinting alperithms, nchding that of win-
oowing, is based on the assumption that the sequence of hashes
generated by hashing k-grams is independent and uniformly mo-
dom On such random data the perfrmance of our system matches
theoretical predictions perfectly. We bave found, howewer, that
there are sifuations where r=al data does not Zenerate sufficiently
random sequences of hashes. In particular, there are chisters af
low-entropy srngs on the Web, such as

or mve complex parterns such as

[ OO WO O SR T 0

The mportant charactersstic of such strings is that they have fear
distinct k-grams, and therefore few distinct hashes of k-grams. In
ﬂnmﬂalmgsmgufamh@mﬂnamuﬂyam
gle k-pram (and hash) The straightforward winnewing alzortm
5ela:|sﬁ:mfl1gumm predicted oo such stomgs, but a

simple modification of the almorithm redoces the demsity of fin-
gerprings”. Note that other finperprint-selection approaches are ex-

posed to the same problem. For example, choosing hashes that are
' mod p means that on the sming 11111111 _. " either all or none
of the hashes of the sming are selected as

finEerprins.
We also report oo expenence with Moss, a widely-used ser-
vice for detecting plapianiom, primarily in programming assipn-

'See Section 3.1 for a disossion of the expected gap size.
*5ee Definition 3 “Fobust Winnowing™ in Section 5.1

ments (Section 5.2)" Docmment fingerprinting has worked ex-
memely well in this setting. Because the basic idea of hashing k-
grams makes minimal asamptions about the form of the mpat, it
uﬂsyhmpmahﬁn@pmﬂnghamdahhﬂnﬂmﬂnﬂ
disharbing the undertying hashing engine. False positives appear
henm—anmmdmemq.mlmpmsofﬁlmn@mﬁn
stances of shared mubsinmgzs missed by the system) have abays
been tracked back either to mnplementation tags or nser emor.

1. BACKGROUND AND RELATED WORK

Mot all copy-detection alporithms are based on selecting finger-
prints of k-grams. To give some hasiz for disoussing different
techmiques, we list several criteria that a copy-detection alzomithm
should satisfy. These requirements are based on our own expen-
ence (mostly m the context of plagiarism detection), af echo many
of the goals ouilined m papers on related techniques.

1.1 Desirable properties

We believe a copy-detection alporithm should have thres proper-
ties:

1. Fhitespace msensitvily In matching text files, matches shoald
e umaffecied by soch things as exira whitespace, capitaliza-
tion, ponctuation, etc. In other domains the notion of what
srings should be equal is different—for example, m match-
ing software text if is desirable to make matching insensime
o varable names.

1. Noise suppression Discowvermg short matches, such as the
fact that the word the appears in two different decuments,
is uninteresting. Any match must be large encuzh to imply
that the maferial has been copied and is not sSmply a com-
moa waord of idiom of the lanmuage in which documents are
Wi

3. Positiom independence Coarse-pramed pernmutaiion of the con-
tents of a document (2 g, scrambling the arder of paragraphs)
should not affect the set of discovered manches. Adding to a
document should not affect the set of matches in the onginal
partion of the new document. Femeving part of a document
should not affect the set of matches i the porton that e
mains.

ﬂmmxwehmwoﬂuﬂhmﬂ}nmﬂy
the same way. A first pass over the data ramsforms it
undesimable differences betwesn documents. Focrmqﬂ.t.'hts-
pace and puncroation are removed, all ketbers are comverted to lower
case, of all variable names are replaced by the identifier “V™". The
exact details vary from ene type of document to the next. but the
essential featore is that semantic information about the document
fype is usad io eliminate unimportant differences betwesn docu-
memis.
by choosing & to be sufficiently lonz that common idicms of the

hawe lenpth shonter than k. An important assumption of

this class of alperthms is that there is some thresheld k soch that
matches with lenzth shorter than k are almost always uninteresting
and matches with length longer than & are almost always mterest-
mg. In our experience, there is such a sharp threshold (Sectson )

The maest inferesting requirement is {3). Before descnibing meth-
ods for addressing requirement (3], we first zive a short history of
the use of hashes of k-grams in copy detection.

Yhttp: //wwww. oo berkeley . edu/ "aiken/moss . html
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1.2 Karp-Rahin String Matching

Earp and Rahins alporthm for fast substring matching is appar-
uﬂjrl!aaﬂﬁlmdﬁ:mmnhnghﬂsedmk—mms [0
I penetics, & to find ocomrences of a particular simng = of length
k within a mmch longer siring. The idea is fo compare hashes of
all k-prams in the long string with a hash of =. However, hashingz
sirings of length k is expensive for large k, 50 Karp and Fabin pro-
pose 3 “rolling” hash fimction that allows the hash for the & + 1%
k-gram to be computed quickly from the hash of the i k-pam.
Treat a k-gram « . .. ck 25 2 k-dipit number in some base b The
hash H [y . .. ) ofc . . . cp is this momber:

c.tﬁ*"+qoﬁi_'}¢...+q_| N

To compute the hash of the k-gram oy . . . cpy1, We need only sob-

tract out the high-order digit, multiply by b, and add in the new low
order digit. Thus we have the identity:

Hlez ..o ) ={Hle-..qp) — oﬁi_'] bty

Since B! iz a constant, this allows each subsequent hash to be
computed from the previows one with only two additions and two
multiphications. Further, this idestity holds when addition and mnl-
tiplication are madulo some vahe (p g, the size of the largest repre-
sentable infeger), so this method works well with standard machine
Er——

As an aside. this rolling hash fmction has a weakmess. Because
the vahses of the ; are relatively small intepers, doing the addition
last means that the last character only affects a few of the low-order
its of the hash. A better hash fimction would have each character
-y potentially affect all of the hash's bits. As noted m [3], it is easy
to fix this by multiplying the entire hash of the first k-gram by an
additional b and then switching the order of the multiply and add in
the incremental step:

Hilea o) =((H'[er...m) —ea s B¥ ) +erga ) s b

2.3 All-to-all matching

The first schemes to apply fingerprnting #o collactions of dec-
uments was developed by Manber, who apparently independentlhy
discoversd Farp-Fabin string matching and appbied it to detecting
similar files in file systems [12]. Rather than having a single can-
didate string to search for, in thiz problem we wish to compare all
pairs of k-grams in the collection of documents.

The all-to-all nahare of this comparisen is a key difficulty in dec-
ument finperprinting. To ilstrate, consider the problem of all-te-
all matching on ASCI text. Since there is a k-gram for every byte
of an ASCT file, and at least 4-byte hashes are needed for most in-
teresting data sets, a naive scheme that selected all hashed k-prams
would create an index mmach larper than the original decoments.
This is mopractical for large document sets, and the olbwious next
step is to select some sobset of the hashes to represent each docu-
ment But which hashes Mhemlectaiashwnw

A simple bt incomect stratezy is o select every i hash of a
document, st this is not robmst agpinst reardening, msertions and
deleticns (requirement (3) abowe). In fact, prepending one charac-
ter to 2 file shifis the positions of all k-grams by one, which means
the modified file shares none of its fimgerprints with the original.
Thus, amy effective alporithm for choosing the finzerprints fo rep-
Tesent a doomment cannot Tely on the position of the finFerprints
‘within the docoment.

The scheme Manher chese is to select all hashes that are § mod
P. In this way fingerprints are chosen independent of their position,

and if two documents share a hash that is 0 mod p it is selected in
In [8]. Heintze proposed cheosing the n smallest hashes of all
k-grams of a dooument as the finperprints of that document. By
fixing the mmmber of bashes per document, the system would be
mare scalable as larpe documents have the same mmber of finper-
prints as small decoments. This idea was later used fo show that
it was possible i choster doouments on the Web by similariry [6).
The price for a fixed-size fmperprint sef is that only near-copies
of enfire documents could be detected  Doomments of vastly dif-
ﬁmmmﬂdmbemgﬁ:ﬂycmmifmmm
of a parapraph would probably contain no
of the book that the parapraph came from. Choosing hashes § mod
p, oo the other hand, penerates varable size sets of fingerprints for
documents bt Fnarantess that all representative finFerprints for a
paragraph would also be selected for the book. Broder [3] classi-
mmwmmﬂsmmumam
to detect enly resemblmce between doomments or also being able
to detect romtmmment between documents.

2.4 Other technigues

Instead of using k-grams, the sirngs to fineerprint can be chosen
Try booking for senfences or paragraphs, or by choosing fived-length
sirngs that begin with “ancher™ words [4, 12]. Early versions of
our system also wsed stroctare gleaned from the decument to se-
lect subsinngs to finperpring. The difficulry with such schemes, in
our experience is that the implementation becomes rather specific
to a particular type of data If the foous is on English text, for
example, choosing sentences as the umit to hash uilds m text se-
martics that makes it rather more difficulf to later nse the system to
finperprint, say. Cmgmm. which have nothing resembling En-
glish sentences. In addition, even on text data the assumption that
one Ao always find reasonable sentences is questonable- the mput
may be a document with a large @ble, a phone book, or Joyoes
Finmegans Wake [9]. In our expenence, usmg k-grams as the umit
of hashing & nmch mare robust than relying on common-case as-
sumptions about the frequency of specific smachure in the g,

There are approaches to copy detection not hased on finperprint-
mg. For example, in SCAM. a well-known copy-detection system,
ome of the ideas that is explared is that two docoments are similar
if the distance between featmre vectors representing the two docu-
menis is small The feanmes are words, and the notion of distance is
a variation on standard information-reinieval measures of similarity
[14)-

Baker considers the problem of finding near-duplication in soft-
ware and develops the notion of parameterized matcher, or p-maiches.
Consider two strings, some letters of which are designated as pa-
rameters. The smings maich if there is a renaming of parameters
that makes the two strings equal For example. if we take the pa-
ramaters tx be variable names, then two sections of program text
could be considered equal if thers was a renaming of variables that
mapped ane program mte the other Baker zives an alponthm for
compating p-matches and reports on experience with an implemen-
tation in [2] and in a subsequent paper considers how to mieprae
these ideas with mabching on k-grams [3].

There is an important distinetien to be made betwesn copy-detection
for discrete data and for continoons data. For discoete data, such as
text files and prosram source, after a simple suppression of the un-
mieresting pieces of decuments, exact matching on substmngs of
the remainder is a usefil notion. For continuous data, soch as au-
dim, video, and imapes, there have been a mmnber of commerrial
copy-detection systems bailt bur relatively lirtle has been published
in the open literatore (an exception is [13]). The problems here are




mmmmmmﬁmgﬁﬁnm
ple. may bave completely different bif representations, requirng
amﬂms@mﬁdﬁrﬂsﬁmmﬁaﬂmﬁm
before the matching can be done.

Further afield from Tt seill related, is Digital
Riphis Manazement (DFM). DRM systems seek to solve the prob-
Imnfhmufwmﬂmh'mutm
copyine of doouments. DEM schemss are encryption-based: the
vahmahle content is protected by encrypting it and can eoly be used
by those who have been pranted access in the form of the decryp-
tion key. Howewer, rezardless of the copy-prevention technology
chosen, users mast ultimately bave access to the inencrypeed data
somebow—otherwise they cammot use i—and as disoassed in Sec-
tion 1, it seems #0 be nearly a natoral law that digifal combent is
copied We find ourselves in apreement with [4): for at least some
forms of digjtal media copy-prevention systems will have wouble
ultimately succeeding. We suspect that in many emvironments the
best one can hops for is efficient copy detection.

3. WINNOWING

In thiz section we describe and anatyze the winoowing alzorithm
for selecting finperprints from hashes of k-prams. We give an upper
‘bmmnd on the performance of winnowing, expressad as a trade-off
between the mumber of fingerprints that pmst be selected and the
shortest matrh that we are Fuaranteed to detect.

Given a set of doouments, we want the find substring matches
between them that sati=fy two propertes:

1. If there is a substrng match af least as long as the graranies
threshold, £, then thiz match is detected, and

2. We do not detect any matches shorter than the noése tresh-
old, k.

The constants ¢ and & < ¢ ae chosen by the nser We awoid
hashes of k-prams. The lager & is, the more confident we can
be that matches befween documents are nof coincidental o the
other hand, larger values of & also limit the sensithvity to reorder-
g of document comtents, as we cannt detect the relocation of any
subsiring of length less than k. Thus, it is important o choose &
to be the minirmmm vale that elimmates coincidental maiches (see
Section 3.

Fipures 2({a)-{d) are reprodoced from Fipure 1 for comvenience
and show a sequence of hashes of 5-grams derived from some sam-
ple e,

Given a sequence of hashes hy .. _hy, ifn = ¢ — &, then at
least one of the h; most be chosen to Foaranies debection of all
matches of length at least ¢, This saggests the following s@mple
approach. Let the window stebe w = ¢ — k + 1. Consider the
sequence of hashes hohg . . _ hy that represents a document. Each
position 1 < i < n — w+ 1 in this sequence defines a window of
hashes h; . . . hyyw—1. To mainfain the Fuarantes it is necessary to
select ome hash value from every window to be a fingerprint of the
document. (This is alse sofficient, see Lemma 1.) We have found
the following siratepy works well in practice.

Dermwmon 1 (WnwowmiG). Bneach window select the min-
imum hash value, [ there & more than one hash with the mini-
mumm vaiue, select the Fighimost occurrence. Now save all selecied
harhes ar the finperpring of the document.

Fipure 2{g) gres the windows of length four for the sequence of
hazhes in Figare 2(d). Each hash that is selected is shown in bald-
face (but enly ence, in the window that first selects that bash). The

A do run run rum, a do run rum

(1) Some texz.

adorunrunrunadorunrun

(b) The text with frelevant featores removed.

adoru dorun orunr runru UOTU0 OFUOE TUOEUu
unrun nruna runad wnado nador adoru dorum
STUNF TURATW umrun

(c) The sequence of 5-grams derived from the text.

77T T4 42 17 598 &0 1T 58 B 2B &7 39 T7T 74 42
17 58
(d) A hypethetical sequence of hashes of the 5-grams.

(77, T4, 42, 1T (74, 42, 17, B8)
(42, 17, 9B, E0) {17, oa, oo, 1IN
(9B, SO, 17, 94) {50, 17, 98, &
{17, 98, B, BE) {98, 8, 88, ET)
[ B, BA, &7, 38) (88, 7, M@, 1T
(&7, 39, 77, T4) {39, 77, T4, 4Z)
(77, 74, 42, 1IT) {74, 42, 17, Dd)
(&) Windews of hashes of length 4.

17 17 B 39 17
(£} Fingerprints selected by wimmowing.

[17,32] [17.&] [®,8] [39,11] [17,15]
imts paired with (Hbase positonal i

Figure }: Winnowing sample fext.

infuition behind choosing the mininmm hash & that the minimmm
Mmmmﬁmhkﬂym:mﬂnmmmmhﬁh

Thus, many overlapping windows select the same hash, and the
oumber of finperprints selected is far smaller than the mmber af
‘windows while still mamfaining the guarantes. Figure 2(f) shows
the sef of finperprints sslacted by winnowing in the exampls.

In many applications it is usefol to record not only the finger-
prints of a decument, ut alsa the position of the finperprints in the
document. For example, we need positicnal information to show
the mairhing subsirings in a user imerface. An efficient implemen-
tation of winnowing, also needs o retain the positon of the mest
recently salected fingerprint. Fignil(ﬂlm:llemnfﬂ'hp
pring, position] pairs for this example (the first position is mmm-
‘bered [). To avoid the notational complexity of indexing all hashes
‘with their position in the global sequence of hashes of k-grams of
2 deorment, we suppress most explicit references to the position af
k-gTams in decuments in our presentation.

3.1 Expected Density

Retalldntﬂnmm}ﬂammnga]gmﬂmmﬂ!u-
pected fraction of finzerprints selected from amengz all the hash
mmmmm{&mnl}.ﬂkmmlﬂe

required.
Ceonsider the fonction ' that maps the position of each selacted
finperprint to the position of the first (lefimest) window that s=-
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lected it in the sequence of all windows for a docoment. We say
we are charping the cost of swing the finzerprmt o the indicated
window. The charge fimction is monotonic ncreasing — that is, if
p and g are the positions of two selecied fingerprint and p < q.
then C(p) < Clq).

To prove this, assume finperprints are selected at distinet posi-
tions p and g where p < g bat C(p) = C(g). Then both positons
p and g are in both windows. Let by, be the bash at pesition p and let
iy bethe hach af position q. There am two possibilities Ifh, = hy
then, as p < 4. the window C'(p) was not charped for p nor for g,
a5 Clg) < Cip). Hhy # hy then one of Clp) ar Clg) was not

'Ihﬁebo‘tlimundrt bypothesis. We conclude that
the charpe fonction is monodomic increasing.

To procesd further recall that the sequence of hashes we are win-
nowing i Rodem. We asoume that the space of hash vakes is very
large so that we can safely iznore the possibiliry that there is a tie
for the minirmum vake for any small window se. We examine the
smmdness of this assumption in Section 5.

Consider an indicator random variable X, that is one iff the
window W is charped Consider the adjacent window to the lefi
Wi mmmmwuﬂn]ﬂmﬂmm

Any window that inchades p selacts by as 2 fingerprint. There are
thres cases:

1. Ifp =i — 1, the lefimost position in the unien, then W_,
selects it. Since p ¢ W, we koow W, must select a bash
in amother position, q. This hash is charged to W, simce W
selpcted it, W,_, did net select it, and the charge fimction is
monobonic mcreasing. This in this case, X, = 1.

2 Ip =i+ w— 1, the rightmost pesition in the umion mierval,
then W, selects it. W, must be charged for i, as W, is also
the very lefimost inferval to contain p. Again, X, = 1.

3. If pis inamy other position in the wmion interval, hoth W, _,
and W select it. Mo matter who is charped for it, it won't be
W, since W_, is firther left and also selected it Thus in
this case, X; = 0.

The first two cases happen with probability 1/(w + 1), and se
the expected wale of X is 2/(w + 1). Recall that the sum of
the expected values is the expected value of the sum, even if the
random variables are not independent. The ttal expected mumber
of mtervals charged, and therefore the toal mmmber of fingerprints
selected, is just this value times the document lenzth  This the
density is

z
w+ 1"

311 Comparizon to 0modp af same density

Here we compare the § mod p alporithm and winmowing at the
same density. That is, we take p = 1/d = (w + 1)/2. For a string
of length § = w + k — 1 consider the event that the J mod p al-
eorithm fails te select any finperprint at all within it. (Recall that
‘winnowing would never fail to do s0.) We now compute the prob-
ability of this event for one given sing. Please node that for two
the probability we compuie is ot 2 pood estimate for the fracton
ofall such sabsimngs of a text that do not have a fineerprint selected
using the & mod p alporithm

Apain we assume ndependernt uniformby distrilnted hash valoes.
Alzo we assume large w n our experiments s = 100 (see Sec-
tion 5.1). Thus, the probability that the puarantes fails in a given

sequence of text of length £, ie. that o hash i a given sequence
of w bashes is 0 mod p, is

D U N R S Y- S
{1—d) —[I l-l-'+1) m e T = e~ o 185%.

312 Comparizon to 0 medp with guarantes

One may be empied to Ty modifying the 0 mod p alzomthm
o Five a puaramiee  There is one smaizhiforeard sohition that we
kmow of: In the event that a gap lonper than the puarantes threshald
threatens to open up. select all hashes as finperprints until the next
hash that is § mod p.

Let the Sgfe { mod p alzorthm be as follows Partition hashes
mtoc

= (Good if a hash is 0 mod p.

» Bad if i and the w — 1 hashes to its left are not Good, and

» Lely othermrize [11].
Select all non-Ugly hashes as finperprints. As we will s== i Sec-
tion 4 this algorithm & Jocal and is therefore comect. Mode that
we have chosen the parameters 5o that the puarantes ¢ is the same
a5 that of wirnowing. All that remains is to compute the eptimal

Fix a decoment and consider a position i. Let 5 and H; de-
note the events that the hash at i is pood or bad respectively. (Cur
potation for an event also dennies the appropriate indicater An-
thn!.uiable {1 = troe and 0 = false) depending on context) Let

=1/p. (Mote that to compete with wirmowing we would need P
Inhenﬂnmall P < 2/{w+ 1); however even a slighily larger
P will allow for the 1+ ¢ = « approvimation we use below.) We
hanve

G =F
and {except for the very first w — 1 hashes) for small P

PriBy| = (1 - P|" = e
Apain, the expected value of 2 sam is the sum of the expacted
vahes. Iznoning the emor inroduced by the first w — 1 hashes, we
have that the expected value of the nen-ugliness of a position is

Ex[Y G+ B| = ¥ ExiGi+3 Ex[By
NP+ N(1-PI™
= NP+
The next step is o minimize the density. Lat f(F) = P+e"
Setting (L) = 0 and selving we have e — w, or
R=22

We check that £( P) = w®=—™" = 050 we have found the global
mininmm . If we use this optimal vahe, P, the Safe 0 mod p alpe-
rithm has density at least

fipy=low, -spx lthw
w w
which is considerably more than that of winnowing: 2/ (w + 1).
32
This section is primarily about how to choose hashes well, bt we
dizress a bit bere to discnss bow hashes can be used once selecied.

Inaqﬁﬂlamliuﬁm.u!ﬁmtnﬂdsamnfﬁnmﬁm
and then gueries the fingerprints of mdividual documents.

agaiEst
thiz dambase [su Section 7). Wnnowing gives us some Sexabilsy




to treat the two fingerprnting times (database-uild time and query
time) differently.

Consider a database of fingerprints (obtinad from k-grams) pen-
erated by winnowing decoments with windew size w. Now, query
documents can be finperprinted wsing a different window size. Let
Fa heﬂl:setoffl]@mmsmmmﬁradnmh?m
with window size w. The

EIEmyuﬁskmshhokmﬂnghﬁmhe
usefisl if, for example, the system is heavily loaded and we wish to
reduce the wark per query, ar if we are just mierested in cb@aming
a faster but coarser estimate of the matching in a document.

We can extend this idea one step firther. Fineerprint a query deoc-
ument with the same windew w used to generate the daabase, and
then sort all of the selected finperprints in ascending order Wext
ook up some mmber of the fingerprints in the datmbase, startng
with the smallest If we siop after a few, fized momber of hashes,
we have realized Broder's and Heintze's approach for testing dec-
ument resemblance [8, 5]. If we use all of the hashes as finper-
prinfs, we realize the standard noton of testing for document con-
tainment. There is also a spectiom where we siop amywhere in
between thess two exiremes. Broder’s paper on resemblance and
contaimment gives distinct alporithms to compute these two prop-
erties [¥); witnowing naturally realizes both.

4. LOCAL ALGORITHMS
Inﬂﬂsna:ﬁmnmnsida--heﬂ:a-ﬂ:mmﬁngapi:ﬁmgﬂ-

ribubed random imput This kower bound does not meet the upper
bomd for winnewing. We saspect the lower boumd can be mm-

Winnowing selects the minimmm vahie in a window of hashes,
ot it is clearly just ome of a family of alparithms that choose ele-
ments from a lecal window. Mot every method for selecting hashes
from a local window maintams the uarantee, however. Assume,
for example, that the window size is 50 ad our approach is to se-
lect every 50™ hash as the set of fimzerprints. While this method
doas select a hash from every window, it depends on the Flobal po-
sition: of the bash in a document, and, as disonssed in Section 2,
amy such approach fails i the presence of msentions or deletons.

The key propenty of winnowing is that the choice of hash depends
only on the contents of the window—it dess not depend on amy

exterral information about the position of the window in the file
ar its relationship to cther windows. This motvates the followns
it

Derwmon 2 (Locar aLGoORITHMS). Ler 5 be a selection
Jimction taling @ w-tuple of hathes and renaning an inteser be-
Tepen Zere and w — lmjjhg'mmxdgmmuhxd
with selecrion fimeton 5, I b every window by, .. ., by pu—, e
hﬂ:hm‘paﬂ‘afmi-i-.'}l:ht,_..,h:,,_.]ﬂm:na_fhgmm

]]mlbehurﬁnalmmkmlnﬂ]lyshghﬂjrhpwﬂeﬂzn-
bility in cheosine among eqgual Section 5.1. We
oow show that amy local alzorithm is comect, n the sense that it
meets the puarantes threshold £.

Lemmal (CORRECTNESS OF LOCAL ALGORITHME).

Any masching pair qf subsiring qf length at least & i found by any
local algorithm.

Proor. The sequence of hashes of k-grams represemting the
each subsiring spans at least one window, W, of lenpth w. Be-
cause the selection function is ooly a fiunction of the contents af
W, the same fmzerprint is selected from W' m both copies. [

We now consider whether there is amy local alporithm that is
better than winnewing. We do not have a matching lower bound
for winnowing, tut we can show the following:

Tueorem 1 (Lower sounm). Ay local algorithm with noie
threshald k and suarantes £ = w + k — 1 has deniy

- I.5_
w41

Hote that winnowing almarithm, with a density of 2/ (w + 1], is
‘within 33%; of this lower bound.

Proor. Asamme the hashes are independent and vmiformly dis-
mibted Consider the bebaviar of the algorithm on every w + 19
window. Surh windows are separated by a single position that is
oot part of either window. Because the windows are disjoint, their
hashes and selected finzerprints are independent of each other. and
each window salects a separate fingerpring.

Wow consider all of the windows between the i and {i-+w+1]®
windows Wy and Wiy yo; these ane the w windows that overlap
the disjeint windows at either end  Lat & be the random vaniable
such that & = 0 iff among these windows, no additional finzerprint
is selected, and Z = 1 otherwise. We compute a lower-bound oo
the expected vahe of 2.

Let X and ¥ denote the mndom varables S{W, ) and S[Wipwi)
mﬂymmmmmmmx and ¥

Hul'lf‘lf’ }xﬂrmz—lhe:mmﬂnalg;ﬂlmmmqmaim
mﬂhinﬂmwm;wanm
Wy and W oy . Otherwise 2 = 0. Simce X and ¥ are i
d]sm'tulﬂinmpl[lf’:xl PriX = ¥]. Let & denote this

Lata = an‘!.l Wehme 1 = 26 + A, Thos
B+ﬁ_|:l+ﬁ],n'23 12

Ex[f] = FY = X| =68 +Aa > /2.

We thus see that in every sequence of w 1 windows. in addition
to the finperprint selected i the first window we expect to select an
additional distinct finzerprint at least half the time for one of the
subsequent windows. The density of selected points is therefore

dz 25 1.5
u.l+1

a

OmservaTion 1. This reswlt can be mmproved slightly: Az a bit
gf notation et x, = PriX =i|fori=0,1,.._,w— 1. Qfcowse
Y r=1 Thma =P.I"|Y = X] =E:?. Appiy the Cauclyy-
Scinvwart mequality to show A = 1w, The progfabove then grves

1
d:"l-5+!=
= w41 "

Onr lower bound proof relies only on mfrmation derived from
two windows that are separated sufficiently to be disjont. We con-
jecture therefore that 2/ (w + 1) is a lower bound on the density of
amy local alzomthm.
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Bt bvias | 7, 182, BU2, Bol
text Bytes | 1,940, 578, 448
hashes compted | 1,940,578, 399

[ WinnowIng e pringG || 8, o, B |
maaured demsity DUD19E55
expectad den ity DU019EDZ
Jfmgerprms for O med 57 38, 781, 12E
maasured demsity 0UD1997T4
expacted demnsity 000000
lonper! rum with no fineerprint 29983

Fipure 3: Resnlis on 500,000 HTML pages

5. EXPERIMENTS

In this sertion we Tepart oo our experience with two different
implementations of wirnowing. In Section 5.1 we report oo a se-
nies of experiments on text data taken from the World Wide Web,
and in Section 5.1 we Five 3 more qualifatve report oD experiencs
over several years with a widely-used plagiaricm defection servics,
Moss.

51 Experiments with Web Data

Becase of its size and the depree of copying, the World-Wide
Web provides a readily accessible and inieresting data set for dec-
ument finzeprnting alporitms. For these expenments, we used
500,000 pages downboaded from the Stanford WebBase [1]. We
use the milling hash fimction described in Section 2. Because fin-
serprinting a half-million Web pages penerates nearly two billion
haszhes and 32-bits can represent only about four bilbon distnet
hash vahies, we use 64-bit hashes to avoid accidental collisions.
As an aside. we have found using a rolling (or incremental) hash
fimstion is mper@ant for performance with realistic k-pram sizes
(zay k = 50) when using 64-bif arithmetic. Eecomputing a §4-bit
hash from scratch for each k-pram reduces the throughpat of the
finperprinting algorithm by mere than a facter of four

In our first expenment we simply finperprinted EME of @n-
domby penerated fext. This experiment serves solely to check that
our hash fimction is reasomably good, so that we can trust the mm-
ber of matches found in experiments on real dam Smines of 50
characters were hached and the winnmwing window was sat at 100.
Winnowing selected 0.019902 of the hashes commuted, which very
closely matchas the dessity of 2/ (100 + 1) = 0.01980Z.
Selecting hashes equal to & mod 50 results in a measured density of
0.020005, which is alses very close to the predicied value of 0.02.
We alsy observed a uiform distribution of hash vahes; taken all
together, the bash fimction implementation appears fo be sufficient
for our finperprinting alzotm.

Onr second experiment caloolated the bashes for 500,000 HTML
documents and measured warious statistics. We again measored the
densify and companed it with the expected density for both winnow-
g and selecting finperprints equal to § mod p. Again the winnow-
gz window size is 100 and the noise threshold 5 50. The resolis
are shown in Fimre 3.

There were interesting things to note in the dafa. Bath alperithms
come clese to the expected density in each case However, the prass
averages cover up some local abamations. For example, thers &5 a
num of over 29,900 noo-whitespace, non-taz characters that has no
hash that is f mod 50. It is easily checked that the odds of this
happening on uniformly random inguts are exremely small (The
chances that a string of 29 900 characters has oo hash of a aubsiring
that is 0 mod 50 is (1 — 1/50)3%*!  which is less tham 10—

Ewen in a terabyte, or 2'" bytes, of daa, the chances that every
substring of length 20,900 has oo k-pram bach that & 0 mad 30,
is less than 10~ ) Clearly the data on the Web is not wmformly
random.

As discussed briefly m Section 1, there are long passages an the
Weh of repetitive, low-eniropy sirings. For example, in one expen-
ment we did (not reported here) we stumbled across a collection of
papes that appear to be @w data faken from sensars in a research.
expermment. This data comsists mostly of sirngs of 0's with the oc-
casional odd character throwm in. Both wimnewing as defined so far
and selecting hashes equal to () med p perform poarly on soch data.
For the latter, ﬁahngmghsﬁw&m.dmtumhlﬂy
that none of them is ( mod p, and no finperprints are selected for
the regiom at all This is what leads to the larpe gaps i finperprints
for this sirategy on real data.

Winnowing, however, bas a different problem. In low-emropy
mininmm hash in a given window. To be troly local and ndepen-
dent of zlobal pesition, ¥ & Decessary o take, say, the nphtmest
such hash in the winnowing window. Bufl in the exireme case, say
2 leng sming of 0's with only one k-pram, nearly every single hash
15 selected, becanse there is only a single k-gram filling the en-
tire winnowing window and at each step of the alporithm we mast
choose the nightmost copy—which is a new copy in every window.

There is, howewer, an easy fix. for this problem. We refine win-
nowing as follows:

Dervmon 3 (Rosust Wmowmia). B each windme re-
lect the mimimum hash valve Jf pozsible break ties by selecting
the some hash @ the window one potition to the gt [ mot, e
loct the righmost minimal hash. Sove ail selected hashes ar the

Jingerpring gf the document.

Faolnast winnowing attempts to treak ties by prefermrng a hash
that has already been chosen by a previeus windew. This is oo
longer a local alporithm, ot one easily observes that for any two
matching substrings of length ¢ = w+ k — 1 we guarantes to select
the same hash walue and so the maich is still fmmd; we simply
oo longer Fuarantes that these fmzerpronts ars m the same relate
‘position in the subsirings. However, the two fimgerprnnts are closa,
within distance w — 1. 'l‘hsm:hmnmhr.&ﬂrduml]rma
string such as "0 ...” from asympiotically 1 to just 1w, one
ﬁmgapm;da:bdpumhh:gth We reram the experiment
in Fizure 3 and found that the density of winnowing dropped from
0.019855 to 0.019829. One can imapine non-fext document sets
‘where the difference conld be greater.

Omne may wonder why we bother womyine about low-emiropy
strings at all, as they are in a technical semse inherenty uninferest-
mg. But just because data is low-entropy does not mean that pecple
are not mierested in —ake the example of the sensor data Ziven
above. Soch strngs do exist and people may want to fingerprint a
laree corpus of low entropy data so that copies of it can be tracked
Just as they may want to finperprint any other sort of docoment

COnr final experiment examines n mare detadl the stachmre of
copying in 20,000 Web pages taken from our corpus of 504,000
upen an assumpiion that the input is miformly andom werk very
well, the distriution of real data is hardly umiform. We need two
imfnit

= Lot the frequency of a k-gram (or its hash) be the mumber of
times it ocoms.

= Sort the frequencies in monotonically decreasing order The
ramkof a k-gram (or its hash) is the position of its frequency




T T T
The Iﬁa‘m'lﬁl: difference =
whichs a 10107 = 11.74

0 singe = 0,68

103

al ——-

winnowed cleaned -—o--

Fraquancy

=1

10

040 101 10+2 3

104 1z 16 10T 108
Rank

Figure 4: Log-log plot of Frequency by Fank for all hashes (mpper Iine) and for fingerprints (lower ine) on 10,000 Web pages.

on this list, starting with 1 for the most frequently ecoamng
k-pram.
Plpiting the resulting (ramk, fequency) pairs oo a log-log scale
one obiains a kines of slope about —0.7, demonsrating a power law
relationship between frequency and mnk
Facr™™

Two such plots of (rank, frequency ) pairs ars shown in Fizure 4.
The upper corve is all k-gram hashes. from the entire sei
of 20,000 Web pages, while the lower curve is only those hashes
selected as finperprints by wimnowing. (This is the reason we bave
limited the data set in this experiment to 20,000 pages. Even on
20,000 Web pages saving the hash of every k-pram requires quite
a bit of sioragze.) Chor dafa confaims an aberrant “platean”, perhaps
bxmsedmﬁ:mmwﬂahgmpunngpmnfmor
one file that ocours many times n our sampls. The peaked-looking
ourves labeled “all™ show all of the data while the curves labeled
“clpaned” have the aberrant platean removed

Since frequencies are integers, they form plateans where a sat
of hashes all have the same frequency. For exampls, for the upper
curve there are over 20 million finparprints with one eoonmence,
which ties them all for the last ank. While more obwious in the
due to the logarithmic scale, almaost all points are in the lower rght.
Thus, if one were to actually plot all pomts, the line fit would be
quite poar, as it would just g throush the center of the last two
plateaus (we tmied this). It would also overwhelm the pletting pro-
Eram with peints that do nething other than thicken the horizontal
linps drawn between points.

We plot anly the lefi and right endpeints of each platean (3 platean
of lenzth one is plotted twice so the weights are not biased during
line fif). The lines are fitted to the cleaned plateau endpoints. The

limes fit quite well, giving a slope of abeut —0.7, which comesponds
Iu-ﬂ!u:pamtofﬂmpmuhw Zipf seems to have first noticed

the power law phenomencn, swting what has become known as
“Zipf's Law™ [16]: &mﬁmmaﬂm
tional to the mmwverse of their rank when listed i decreasing. order.
That iz, frequency and rank of Englizh words exhibit a power la
relationship with exponent —1.

In this experiment, 81% of the fngerprints selected by winnow-
gz were chosen only once; 14%: were selected twice; and only 2%
ocoumed three times. Af the other extreme, one k-gram appears
3,170 times across all the docoments. The distribation of frequen-
cies for the set of all hashes is nearly idenfical to the distibution
for winnowed finperprints; azain the nomber of k-grams that ecomr
once is 81, while 14% ocour twice and 2% ocour three times.

We have looked at some of the mest comman strings and foumd
that they are what one might expect sinngs taken from mems (2. g,
“Englizh Spanizh German French ... 7)., common lepal boilerplate
(e.g.. disclaimers), and fimally repetitive strings (for some reason
the siming “documentwritedocumentwrited soumentwrite” Was Very
common in our sample). We suspect that the repetiive strings,
I particular, are responsible for the most common k-grams. Be-
cause such strings have relatively few k-grams, they dramatically
mcrease the frequency of a fow k-grams in the overl] satistics.

5.2 Plagiarism Detection

Ome of the authars has nm Mioss, a widely-wsed plapiarism de-
tection service, over the Intermet since 1997, Moss, which stands
for Measore Of Software Simdlarity, accepts batches of documents
and refurns a set of HTML pages showing where sipnificant sec-
tions of a pair of docoments are very similar. Moss is primarily
used for detecting plagiarizm in progranmying a5 sipoments n com-
puter science and other enginesring courses, though several et
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formats are supporied as well. The service camently uses robust
‘winnowing, which is more efficient and scalable (n the sense that
it selects fewer fingerprints for the same quality of results) than pre-
wigus algorithms we have tried. There are a few iszues imalved in
making swch a system work well in practice.

trilds an indew mapping fingerprints to locations fior all decuments.,
o positions in deouments. In the second step, each dooumment is fin-
zerprinted a second time and the selected fingerprints are leoked up
in the index; this gives the list of all matching finzerprints for each
document.

Mo the 1ist of matching finzerprints for a decument J may con-
tain finzerprmts from mamy different decoments ;. dz,.... In
the next step, the list of matching fingerprints for each document
d is sorted by document and the matches for each pair of docs-
ments (d, 4, ), (d, dz),. .. is formed. Mairhes between decuments

mk—aﬂuuihym{mlnbﬂ'niﬁn@'pmﬁ}mﬂﬂﬂlﬂgﬂ
matches are reporied to the user Note that up umil this last siep,
oo explicit consideration of pairs of documents is required . This is

Very mmpartant, as we could not hope to camy out copy detection
hjr:mq:mngem’j.pmntf&nmnahrg!m By post-
poning the quadratic computation to the last step, we can optimize
it by pever matenialiring the matching for a pair of decoments if it
falls below some wser-specified threshold.

There are a mumber of issues ina fill copy-detection system be-
yood how finzerprints are selected To give the reader some sense
of how winnowing fits mio a complete system, we briefly disouss
the mwst Important problems.

Moss has several thousand wsers who wish to do copy detec-
tion for many different kinds of data. As menfiened in Section 1,
we 1us5e the following architecture. For each document format, a
fromi-end specific to that format eliminates faatures that should not
distinguish documents (&g, we eliminate white space m texf). As
output each front-end produces a stming of a stndard form, which
is the input to the finFerprinting engine. The finparprinting code
nse'tfhn-smﬂmgabmlﬂnd:ﬁmhmhddnm This
architechme bas proven essemiial i maintmng support for a wide
variety of document formats. While this bensfit may seem obions,
We report it because it is very tempting to pui some docmment se-
mantics in the finperprinting reutines, but we bave alwarys found it
to be beiter to keep the document-specific processing separate

Eﬁmxylsmmpcrm:{mﬂmnmﬂrfnm In
Fipure 5 we give code for an efficient implementation of the main
‘winnowing loop. This implementation fakes advantage of the fact
that by far the most common case is that the mmimum vahie from
the preceding window is still within the oovent windew, o this
case checking to see if there is a new minimmmm requires only a
sinple comparison. The only instance in which it is necessary to re-
compute the mininmm by Taversing the entive window is the case
‘where the minimum haszh of the preceding window is jost outsids
of the cumrent window; note that the loop that does the scan of the
amay warks from right-to-left to ensure that the nghfmost minimal
hash s selected Thus, the choice of which of several equal hashes
to select is not completely arbitrary. Mote the record fimoion
must comue the plobal position using the relative pesition, min.
mmmmmm&;&mﬂmmaﬁ&
gerprint. This koop implements always salects the
nphtmest minimal hash in a window. To & robmst win-
nowing the < comparison on line marked (+) should be replaced

<.
As 3 minor aside, becanse winnowing selects the mmimom hash

vold wimnow{int w /+window siza+/} |
J§ circular baffar implomanting window of siza W
hash_E hlw];
for [int 1=0; l<w; ++1} h[i] = INT MAX;
int © = @; / window right and
int min = 0O; /¢ indax of minimm hash
A4 At tha end of each itaration, min bholds tha
4/ position of tha rightmosat minimal hash in tha
Jf currant window. racord{x] is called only tha
4 first tima an instance of x 15 salectad as tha
44 rightmost minimal hash of a window.
whila (trua) §
=+ 1} ¥ w; // mhift tha window by ona
hir] = mext_hash{]; /¢ and add ons new hash
if (mim == r] {
#f The previous minisum is no loogar in this
#f window. Scan h laftward starting from T
#f for tha rightmost minimal bash. Hoba min
Jf starts with tha indax of tha rightmost
#f hash.
foriint i={r-1}%w; L!=r; i={i-lsw] YW}
if {h[i] <= hmin]] min = 1;
recordih[min] . global pos(min, r©, wil;
} alma |
#f Otherwise, tha pravious minimm is stil1l in
#f this window. Compara against tha new valua
#f and updata min if nacassary.
if (n[r] <= himinl} { J4f (%
min = r;
racord{h[min], global pos(min, ©, wll;
1
i
H
1

in each window, the distritution of hashes sslacted is skewed Ifa

umnifiorm distritution is desired, the selected hashes can be hashed a

mﬂﬂhm[mtﬁmnmﬁgnﬂ.

wery significant issue in a practical copy-detection system is
ﬂ:eabﬂryhmhmh—ﬂm For example, standard copyrizht
potices, disclaimers, and other lepalese would all come mder the
hﬂaﬁ]gﬂfmﬂnnlﬂﬂnmlﬂulttnﬂnﬁtﬂimﬁtmm

applications. In the case of plagiansm detection, bailerplate is us-
aﬂynﬂmﬂﬂmluihﬁrammdntmmdmhe

part of the final sohition—i e., if is sanctoned copying. Exchadng
huﬂﬂphﬂmuslydmehyﬁngammngmehuhph‘mmﬁn

special decument 1T that indicates any match with that finzerprint
shoudd be discarded.

Presentation of the resolfs is another important isswe for wsers.
Statistics such as reporting the percentage of overlap between wo
doouments ane usefisl, et not nearty as usefil as achally showing
the matches marked-up in the original text. Moss nses the finger-

i to determine where the loopest maching sequences are; in
particular, if o, in doomment | maiches o, o document 2, and b,

i document 1 matches by in dooument 2, and forthermone o, and
by are comseoutive in document ] and o; and b, are consscotive in
document 2, then we bave discovered a longer match across docu-
ments consistng of a followed by b, While this merging of matches
15 a5y to implement, k-grams are naturally coarse and some of the
match is usaally lost at the bezioning and the end of the maich It
is possible that once a pair of similar documents are detected using
that it would be befter to use a suffix-tree alzomthm

[15] to find marimal matches in just that pair of documents.
In Section I we mentioned that there appears to be a sharp thresh-




rense of idioms, common werds, etc) and copying. We have oo
formal experiments on this topic, ot we have informally exper-
menfed with Moss by simply examining the results of tests on
sample data Repardless of mpot data type, the resolt is abways
the same; There is some valie of & {dependent on the dpcument
type) for which the reported matches are likely to be the reqult of
copyine. and for a slightly smaller value of & significant mmmbers
of obvions false posifves appear in the results. Along the same
linps, early versions of Moss mcorporaied a techmiqoe similar to
Baker's parameterized matches (Section X). However, we found
that replacing all of the parameters with a single constant and in-
creasing k by 1 worked just as well. This appears to be a general
mick: sophisticated efforts i exploit dooument semantics can af
ten be closely approwimated by very simple expleits of docmment
semantics together with a small incresse in k.

Wemmp-mﬂuta:ﬁn]mnfmumspu:ﬁumsm
fimetion wery well. False positives (hash collisions) have never
hem:@crbad.uda]]dtﬁlmugahﬁnhaﬂmmm:ﬂr
maced back to the source, which was either an implemeniation s
or 3 user mismderstnding  Furthermore, wsers repaort that copy
detection does dramatically reduce the mstances of plagianism n
their classes.

6. CONCLUSIONS

We have presented wimmowing, a local dooumment fingerprinting
alporithm that is both efficient and Fuarantess that matches of a
certain length are detected. We bave also presemted a mom-irivial
lower bound on the complexity of amy local document finzerprnt-
g alparithm  Finally, we bave disossed a series of experiments
that show the effectivensss of winnowing oo real data, and we bave
reported an our experience with the use of winnewing in practice.
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Puesta en Funcionamiento:

Para probar el funcionamiento del sistema propuesto sin influir en los sistemas
informaticos de la Universidad de Salamanca, se ha optado por realizar una
instalacion paralela de la plataforma Studium en un ordenador dedicado con las
siguientes prestaciones:

Servidor dedicado: STOR-24T

CPU: Intel Xeon D-1521 -4c¢/8t-2,4GHz /2,7GHz
RAM: 16GB DDR4 ECC 2133MHz

Servicios incluidos con el servidor

500 GB de espacio de backup

APl Remoto

Acceso «root» al servidor
Acceso mediante consola grafica KVM IP

Anti-DDoS PRO incluido

A continuacion, se detalla la instalacion y puesta en marcha del aplicativo:

Instalacion Plataforma Studium:

En primer lugar, nos conectamos al servidor remoto, abrimos una conexion de
tipo SSH y ejecutamos el siguiente comando:

sudo apt-get update || sudo apt-get install apache2 mysql-client mysql-server php5




B roct@ubuntugabri: ~ - m] X

Durante la instalacion aparecera un asistente donde establecer la contrasena de
la base de datos. Posteriormente, instalamos las dependencias que necesita la
plataforma Studium.

sudo apt-get install graphviz aspell php-pspell php-curl php-gd php-intl php-mysql
php-xmlrpc php-1ldap

EP roct@ubuntugabri: ~ - O x

Reiniciamos el servidor Web “Apache”

sudo service apache2 restart
Obtenemos la ultima version de la aplicacion Moodle de su repositorio.

cd /opt sudo git clone git://git.moodle.org/moodle.git & & cd moodle && sudo git
branch -a && sudo git branch --track MOODLE_26 STABLE origin/MOODLE_26_ STABLE &&
sudo git checkout MOODLE_26_ STABLE

Copiamos el repositorio local al directorio publico de nuestro servidor web
sudo cp -R /opt/moodle /var/www/html/ && sudo mkdir /var/moodledata && sudo chown

-R www-data /var/moodledata && sudo chmod -R 777 /var/moodledata && sudo chmod -R
0755 /var/www/html/Moodle

Cambiamos el motor de almacenamiento de la base de datos anadiendo la
siguiente linea al fichero de configuracion /etc/mysql/mysql.conf.d/mysqld.cnf
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EP root@ubuntugabri: /opt - m] x

GNU nano 2.5.3 File: /etc/mysgl/mysgl.conf.d/mysgld.cnf ~

Creamos una base de datos llamada Moodle con una codificacion de tipo utf8 y
creamos un usuario moodledude con una contrasena por defecto
passwordformoodledude.

Accedemos a la url del servidor para completar la instalacion del Moodle.
&« C | ® 178.128.163.83/moodle/install.php % @ O :
Instalacién

Idioma

Seleccionar idioma

e instalacion. Este idioma se usara también como idioma por defecto

Idioma Espafiol - Intemacional (es) v




Confirmamos los datos de la instalacion:

€& C | ® 178.128.163.83/moodle/install.php % © ©

Instalacion

Rutas

Confirme las rutas

Direccion Web
Direccion web completa para acceder a Moodle. No es posible acceder a Moodle utilizando maltiples direcciones.
Si su sitio tiene varias direcciones publicas debe configurar redirecciones permanentes en todas ellas, excepto en
ésta. Si su sitio web es accesible tanto desde una intranet como desde Internet, escriba aqui la direccion plblica y
configure su DNS para que los usuarios de su intranet puedan también utilizar la direccion publica.

Directorio de Moodle

Ruta completa del directorio que contiene el codigo de Moodle.

Directorio de Datos
Usted necesita un espacio donde Moodle puede guardar los archivos subidos. En este directorio debe poder
LEER y ESCRIBIR el usuario del servidor web (por lo general 'nobody’, 'apache’ o 'www-data'), pero no debe
poderse acceder a esta carpeta directamente a través de la web. El instalador tratara de crearla si no existe.

Direccion Web hitp://178.128.163.83/moodle
Directorio de Moodle variwww/html/moodie

Directorio de Datos variwww/moodledata

thoodle

Seleccione el controlador de la base de datos:
s C | ® 178.128.163.83/moodle/instal php %9 B

Instalacion

Base de datos

Seleccione el controlador de la base de datos

Moodle soporta varios tipos de servidores de base de datos. Por favor, pongase en contacto con el administrador del
servidor si no sabe qué tipo usar.

Tipo MySQL mejorado (native/mysqli) v |

fhoodle
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Finalmente aparece un menu para confirmar la licencia de la plataforma Moodle:

< & |® 178.128.163.83/moodle/admin/index.php?lang=es 1}| o

Instalacion

Moodle - Modular Object-Oriented Dynamic Learning
Environment
Copyright
Copyright (C) 1999 en adelante, Martin Dougiamas (http://moodle.com)
Este programa es software libre: usted puede redistribuirlo y
/o modificarlo bajo los términos de la GNU (General Public License) publicada por la Fundacion para el

Software Libre, ya sea la version 3 de dicha Licencia, o (a su eleccion) cualquier version posterior.

Este programa se distribuye con la esperanza de gue sea Gtil, pero SIN NINGUNA GARANTIA; sin la
garantia implicita de COMERCIALIZACION o IDONEIDAD PARA UN PROPOSITO PARTICULAR.

Vea la pagina de informacion de Licencia de Moodle para mas detalles:
http://docs.moodle.org/en/License

Confirmar

iHa leido y comprendido los términos y condiciones?

Continuar Cancelar

Pulsamos en “Continuar” y la plataforma esta lista para ser utilizada.
< (& |®1?8.128.163.83;’mood|e,r' 1}| ® o

Espafiol - Internacional Usted no se ha identificado. 4+

(es) (Acceder)

= Demostracion - Proyecto Innovacién Docente

Proyecto Innovacion Docente
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Instalacion Médulo Anti-plagio:

Lo primero que vamos a hacer, es bajarnos el cédigo fuente de las librerias
necesarias para activar el sistema. El codigo implementado ha sido adjuntado en
esta memoria en un Anexo, pero también puede ser consultado en la siguiente
direccion.

https://github.com/gabril5/moodle-plagiarism_moss

Para descargar el codigo del repositorio, pulsamos en el boton senalado en la
imagen.

L & | @ GitHub, Inc. [US] | hitpsyigithubueem gabn1 5 /moodie- plagiarisn

@ Unwstch= 1 S 0 Yheak 1

€3 Code L] Tojects 0 Insight ng

Detect source code and text plagiarism in assignment for Moodle 2x  hitpe/fems hitedu.cn Ediy

2195 commits 41 branch 3 0 releases 44 4 contributors
s rowevow e | ptod s | v
This bran, ter Clone with HTTPS @ "
Use Git o checkout with VM using the web URL
ntens: s/ plthun. con/paer 18 mcdle -plagln | [

Una vez descargado el c6digo necesario, los pasos de instalacion se enumeran a
continuacion:

1. Si el directorio MOODLE_PATH/plagiarism/moss/ existe, ES OBLIGATORIO
ELIMINARLDO.

2. Asegurarse de que el codigo una vez descomprimido se encuentra
contenido en un directorio llamado moss. En caso contrario, renombrarlo.

3. Subir el directorio al servidor remoto y situarlo bajo el directorio
MOODLE_PATH/plagiarism/.

4. Loguearse en la plataforma Moodle como administrador para activar el
plugin.

5. Acceder a http://IP/admin/settings.php?section=optionalsubsystems para
activar la libreria.

6. Acceder a http://IP/plagiarism/moss/settings.php para configurar el anti-
plagio.

A continuacion, se muestra una imagen resumen de los pasos dados.
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https://github.com/gabri15/moodle-plagiarism_moss

sftp://root@178.128.162.82 - FileZilla - [m] X
Archive Edicion  Ver Transferencia Servidor Marcadores Ayuda  Mueva versién disponible!
- | = = 5
iﬁ" 1-o-|u“¥° x./|$=Qh'&
Servidor: | sftp://178.128.163.8] Mombre de usuario: | root Contrasefia: ‘ Puerto: “ | | Conexién rapida | v
Estado: Retrieving directory listing of "/var/www/html/moedle”... -
Estado: Listing directory Avar/www/html/moodle
Estado: Directory listing of "/var/www/html/moodle” successful
Estado: Retrieving directory listing of "/var/www/html/moodle/plagiarism"...
Estado: Listing directory fvar/www/html/moodle/plagiarism
Estado: Directary listing of "/var/www/html/moodle/plagiarism" successful v
Sitio local: | CAUsers\gvg\Downloads\moss' ~ | Sitio remote: | fvar/www/html/moodle/plagiarism v
Configuracion local A e ) lib -~
-.[27 Contacts ? local
Cookies 2| login
Datas de programa 2 media
-l Desktop ? message
Documents ? mnet
- Downloads ? mod
moss ? my
pdf_temp1 ? notes
Entomo de red 2| pix
-7.¢ Favorites v plagiarism v
Mombre de archive  Tamaric de...  Tipo de archivo Ultima madificacion Mombre de archive Tamafic d... Tipo dearc.. Ultima modific... Permisos Propietario..
moss Carpeta de arc...  28/05/2012 9:41:00 classes Carpeta de...  26/06/201812:...  drwar-xr-x root root
tests Carpeta de... 286/06/201812:...  drwar-xr-x root reot
[ lib.php 4076 Archiva PHP  26/06/2018 12:.. -rwara-x  root root
=] upgrade.txt 340 Document.. 26/06/201812.. -mar-w-x  root root
—_—

SUBIMOS EL CODIGO DEL SISTEMA ANTI-PLAGIO PARA ACTIVARLO EN LA PLATAFORMA

=  Demostracidn - Proyecto Innovacién Docente L eg) = L BAi

@ Ares personal

# o el stio

B Calendario

ades A5

thval lod canakes RSS en los madulos in

s RSS. Pard v

Hatiltar blogs @y

uracion les progorciona

spagedo 8

La ted Moodle permite [a comunicacdn de este servidor con

Habilitar rastien del grada de

E

Cisando se hab

I permite & reqresal a ivel del cursa.

Nt ge firalization por defecto Utiizar activicdsd por detecta

Tean nuevas acthidades

2CHIN pregetemisaca par ¢ seguim
Habilitar restricciones oe 0080 1y

i ka5 condicones (o

dores contguear

ACTIVAMOS EL SISTEMA ANTI-PLAGIO

Al guardar los cambios, saldra un mensaje diciendo que el sistema se ha
activado correctamente
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L & | D 17812818353

Comprobacion de 'plugins

Comprisbe sctislizacicnes disponibles

Plugins solicitando atencion

onfll Todos ks plugins [

Nombre de la extensién / Directario Versidn actual Hueva versida Requiere Origen / Estado
Fluging para la prevencion de plagic

Moss anti-plagiatism 2012054000 ko e prp—

Actusiizas base de datos Moodle shora

ACTIVAMOS EL SISTEMA ANTI-PLAGIO

€ S C | © 17812816383 moodle/ sdminindex phpTcache =08 confirmpluginchick=1

Actualizando la version

plagiarism_moss

Exito

ACTIVACION CORRECTA

Una vez el sistema se ha activado, es necesario configurarlo, mediante el
siguiente enlace:

< C | @ 178.126.163.83/moodle/plagiarism/moss/settings.php

=) Demostracidn - Proyecto Innovacion Docente  F=panol - Internacional (es) =

@ Arca personal

Proyecto Innovacion Docente

& Iricio del sibo g s s : is
Area personal [ Administracian del sitio [ Fatensiones [ Prevencion del plagio / Maoss anti-plagianism

i Catendanio

9 Ficheros prvados
Maoss anti-plagiarism settings saved

& Administracidn del sitio
Muoss Ant-Plagiarsm Plegin is developped by Harbin Institute of Technology. The plagiansm engme is Moss.
W Enable moss
Moss acoount [7] AE3921760

Default content type

Tzt B
Show idnumbers in results

File size Tt i bytes L7] GT100864

Path of antiword 17

Guardar cambios

ACTIVACION ANTI-PLAGIO

al
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Configuracion Anti-Plagio en una Tarea:

Una vez realizado los pasos anteriores descritos en esta memoria, el trabajo que
debe realizar un profesor para utilizar el sistema anti-plagio es muy sencillo. Lo
primero que debe hacer el profesor es crear una tarea. En nuestro caso de
prueba, vamos a crear una entrega para la asignatura de Sistemas Operativos Il,
donde los alumnos entregan practicas realizadas en C.

€ > C [(D 178.128.163.83/moodle/course/view.php?id=2#section-0

Afiade una actividad o un recurso

T £l médulo de Tareas permite a un profesor

evaluar el aprendizaje de los alumnos

Encuestas mediante la creacién de una tarea a realizar

predefinidas . e
que luego revisars, valorars, calificaré y a la

Fore que podra dar retroalimentacion.

Tt Los alumnos pueden presentar cualquier
contenido digital, como documentos de
Herramienta
Externa

texto, hojas de célculo, imagenes, audio y
videos entre otros. Alternativamente, o coma
esten complementa, la tarea puede requerir que los
estudiantes escriban texto directamente en
Paquete SCORM un campe utilizando el editor de texto. Una
tarea tembién puede ser utilizada para
Taller
recordar a los estudiantes tareas del "mundo
Tares real” que necesitan realizar y que no
requieren Iz entrega de ningin tipo de

Tl
s
B
=
&£
G
il
£2
e
&

Wiki contenido digital. Per ejemplo,
presentaciones orales, practicas de

RECURSOS laboratorio, etc.

o B e Bara tareas en grupo, el modulo tiene Is
capacidad de aceptar tareas de uno de los
Carpeta miembres del grupe y que esté quede

vinculada al resto.
Etiqueta
Durante el procesa de revisién los profesores

i pusden dejar comentarios y subir archivas,

. tales como trabajos calificados, documentos

Agregar Cancelar

CREACION DE UNA TAREA
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Se cumplimentaran los campos como se hace de forma habitual:
“« C | D Mo e g | 17812816383 mooe ‘ ™ g o= 2Bsact "
= Demostracian - Proyecto Innovacidn Docente f scional . A @ AdminUsuara

% PSS! L U IS 10 o

= P

= General
B Purticinantes Nombee de fa tarea (]
0 Insigrias
Descriposdn
(4 B I |=E % % @B D
B Competencias
M Calficacione
3 Tema
0 Tema2
Tema 3 .
Muestra la descripcoadn en ls phgina del curso @
o Archoros adiciorales -] TamaAo méxima para archivas nusvos: Sin it
[k} HEN
& Area persoral -

L 4

Muede arrastrar v sottar archives aqui pa anadiics

.

Disponibilidad

P tregi felde o % une * 2018 2 00 s 00 ¢ 4 @ Hapiltar
Agrega un bioque

Fecha de entregs @ ER Juy B 018 8 o0 s o0 & # Havibtar

Fecha timite o S

s te ™ @ o

CREACION DE UNA TAREA II

Ahora viene la parte mas importante, en la parte de creacion de una tarea, se
habra creado un submenl para configurar el sistema anti-plagio acorde a las
necesidades particulares del profesor:

& (] | ® No es seguro | 178.128.163.83/moodle/course/modedit php?add=assignitype=&course=2&section=0&return=0&sr=0
= Demostracion - Proyecto Innovacién Docente  Espafiol - Internacional (es) =
S FERATE Limite de palabras 2} Labilitar
&b Participantes Numero maximo de archivos subidos Q 1 s
U Insignias Tamafio maximo de la entrega @ Sitio limite de subida (2MEB) %
@ Competencias Tipos de archivo aceptados (2] Elegir No hay seleccion

&8 Calificaciones

» Tipos de retroalimentacion
& Tema - » Configuracion de entrega
O Tema 2 » Configuracion de entrega por grupo
0 Tema?2 » Avisos
3 Tema4

Moss anti-plagiarism @

CREACION DE UNA TAREA III
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~ Maoss anti-plagiarism @

® Enable moss

Time to measure a Habilitar
Sensitivity (7

Config 1 (required):

Filename pattemns [+
Submission content type

Base file o Tamiaia misimo para archives fuevos: Sin limite
] HEmN

4

Puede arrastrar y soitar archivos agui para afadinios

OPCIONES ANTI-PLAGIO DEL PROFESOR

El campo 7ime To Measure sirve para establecer el tiempo donde se ejecutaran
las comprobaciones pertinentes que midan el grado de similitud de los trabajos
entregados en la tarea. Si el campo no se establece, este chequeo se realizara
una vez haya finalizado el tiempo limite para subir el ejercicio.

El campo Enable moss permite al profesor habilitar o deshabilitar la
comprobaciéon de plagios para una determinada tarea.

El campo Sensitivity permite al profesor ajustar el grado de permisividad del
detector de plagios. Por defecto se recomienda el valor numérico 2.0, donde se
establece que el codigo particular no aparezca en dos trabajos distintos. Sin
embargo, si el nUmero de trabajos es elevado y se utiliza un co6digo base que va a
ser utilizado por muchos alumnos, se recomienda aumentar este valor.

El campo Filename patterns permite establecer los ficheros que van a ser
analizados para comprobar si hay fraude o no. Es decir, como el ejercicio de un
alumno puede estar compuesto por una multitud de ficheros (PDF,
CPP,.DOC...etc.), este campo sirve para indicar que ficheros seran analizados por
el anti-plagio. Por defecto, el valor * indica que toda la totalidad de los ficheros
seran analizados.

El campo Submission content type permite establecer el lenguaje de
programacion que se emplea en el ejercicio. Este campo resulta muy importante
ya que el sistema realizara un analisis semantico y funcional de los codigos
entregados con el objetivo de detectar un posible fraude. El nimero de lenguajes
soportados para identificar los plagios se enumera a continuaciéon: C, C++, Java,
C#, Python, Visual Basic, Javascript, FORTRAN, ML, Haskell, Lisp, Scheme,
Pascal, Modula2, Ada, Perl, TCL, Matlab, VHDL, Verilog, Spice, MIPS assembly,
a8086 assembly, a8086 assembly, HCL2.




Finalmente, la tarea se ha creado con éxito y los alumnos pueden subir sus
trabajos de forma habitual.

CURSO PRUEBA - ANTIPLAGIARIS

Arca personal / Mis cursos / PRUEBA-PLAGIO / General / EJERCICIO QBLIGATOF

MO

RACTICA SINCRONISMO

EJERCICIO OBLIGATORIO - PRACTICA SINCRONISMO

EJERCICIO BASICO DEL 2°CUATRIMESTRE

Estado de la entrega

Estado de la entrega Mo entregado

Estado de la calificacson Sin calificar

Fecha de entrega Wednesday, 3 de July de 2019, 0000
Tiempo restante 1afo & dizs

Ultima megificacion

Comentarios de L entrega

Agregar entrega

You have nat made 3 submission yet

SUBIR TAREA PLATAFORMA

Resultados:

Para el testeo y la verificacion del sistema se ha realizado una entrega como
prueba de la asignatura de Sistemas Operativos |l del grado de Ingenieria
Informatica. Para salvaguardar la confidencialidad de los alumnos, el nombre se
ha sustituido por “Alumnol, Alumno2... y asi sucesivamente”. En total, la muestra
de trabajos que ha participado en la tarea de validacién es de 51. El profesor ha
establecido que el sistema de plagiarismo debe de buscar posibles conflictos
entre los ejercicios realizados en lenguaje de programacion C.

B Demostracin - Fropects innovacién Docents e

LISTADO DE USUARIOS
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Como puede apreciarse en la siguiente imagen el sistema es capaz de calcular el
porcentaje de similitud entre ejercicios:

Imagen Ultima
del Nombre f Direccion modificacién  Archivos
Seleccionar usuario Apellido(s) decorreo Estado Calificacion Editar (entrega) enviados
d = = = = = = = = L/
9 o usuariol 1@usales Enviado Editar~  Wednesday, & 1c
I~ Usuario para 27 de June max
QJ h
S Prueba caliicar de 2018, similarity’
O 08:53 .
~ 3.5%
©
N
5 (] usuario2 2@usales Enviado Editar~  Wednesday. ¥ 2c
5 Usuario - para 27 de June max
\ -
> Prueba calificar de 2018, similarity:
b2, 08:53 5 50
< .
o
. O Usuario -  3@usales Enviado Editar~  \Wednesday, £ ac
5 Prueba No para 27 de June max '
%C)0 Tiene calificar de_2018, similarity:
= 013 5.5%
S
@ o Usuario -  4@usales Enviado Editar~  Wednesday, o 4c
5 Prueba No para 27 de June '
© Tiene calificar de 2018 max
oco - ] ’ similarity:
o 09:18 10%
©
& . : _
e 9] Usuario - S@usal.es Enviado Editar~ Wednesday, i 5¢
'\% Prueba No para 27 de June max
f_QU_ Tiene calificar de.2018__ similarity:
5 09:19 4%
T
S O Usuario -  6@usales Enviado Editar~  \Wednesday, % 6c
3 .
o P.rueba No para 27 de June max
S Tiene calificar de 2018, similarity:
09:20 | 50,
E ~JYo
=
©
2 (] Usuario - T@usal.es Enviado Editar~  Wednesday. & 7c
UC) Prueba No para 27 de June max '
5 . B
° Tiene calificar de 2018, similarity:
+ 09:21
c ’ 16.9%
2
S
© . . R . . .
= Si pulsamos sobre el porcentaje de similitud el sistema nos indica con que
< - . . . .
« alumnos se ha encontrado algun tipo de coincidencia.
e
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Similarity rate distribution of the whole course

90- "

38%0

70-80

60-70

50-60

40-50

30-40

20-30

10-20 16

0-10 223
number of pairs

1 Usuario - Prueba No Tiene Usuario - Prueba No Tiene 16.5%
2 Usuario - Prueba No Tiene Usuario - Prueba No Tiene 10.5%
3 Usuario - Prueba No Tiene Usuario - Prueba No Tiene 7.5%
4 Usuario - Prueba No Tiene Usuario - Prueba No Tiene 7.5%
5 Usuario - Prueba No Tiene Usuario - Prueba No Tiene 7.5%
6 Usuario - Prueba No Tiene Usuario - Prueba No Tiene 4%

7 Usuario - Prueba No Tiene Usuario - Prueba No Tiene 4%

8 Usuario - Prueba No Tiene Usuario - Prugba No Tiene 3.5%
9 Usuario - Prueba No Tiene Usuario - Prueba No Tiene 3.5%
10 Usuario - Prueba No Tiene Usuario - Prueba No Tiene 2%

1 Usuario - Prueba No Tiene usuario2 Usuario - Prugba 1.5%
12 Usuario - Prueba No Tiene Usuario - Prueba No Tiene 1%

A continuacién, se muestra un reporte entre dos alumnos cuyo porcentaje de
similitud es de un 16,5%.

o Starmes = e - o

€ C (O 17B1E16383 mocdaile

Proyeclo Innovacién Docania

Comparison
Avea personal » PRUESS General » E;ERCICIO OBLIGATORIO - PRACTICA S ety pesof repon. = Compansan
Usuario - Prueba No Tiene y Usuario - Prueba No Tiene(16.5%)
Usuarka - Prusba Ha Tiene (16.00%) Ususaria - Prueta Ho Tiene (17.00%) i
315-373 (48345 - Acton
(347-355) (5I0-538) Wersdn

7N D945 AM ¥ Shom siriarty Hiskey

Shaow simian

Lsuanic - Procta No Tiene win. other siudents

suaric - Proeoa No Tie

mdefine TAUE 1
mdefine PaLst @

ALTA_PRIOATEND 18
e BAA_PRIGTEAD 30

o nanElASORAS

Si pulsamos sobre el icono rojo, el sistema nos indicara la parte del programa
que ha sido considerada como plagio. Debemos recordar que el sistema es
inteligente e interpreta los pseudocédigos de forma programatica, es decir, no
realiza un matching sintactico, sino que es capaz de analizar el coédigo y
averiguar si ha existido un posible fraude como el que se muestra a
continuacion.
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Proyecto Innovacién Docenta it - Internacicnal {es) = AdminiTIoCs Usuang

Comparison
Asea personad PRUEBA-PLAGID Geneal ESERCIOIO CELIGATORIO - PRACTICA SINCRONISMC Simianty result report Comparison

Usuario - Prueba No Tiene y Usuario - Prusba No Tiene{16.6%)
Usuang - Prueba Mo Tiene (16.00%) Usuang - Prueta No Tiene (17 00%) Mark this paK a8

Action

[
. (347-355) (520-538) Version

U 09 48 AM ¥ Snow sinilaitly hislory

- Prueta No Tiene.
Erueta No Tiens

[P ——

_ope-13
sessct vem_Flge0; operacion. sem g0
14 (semcp(pid_globales.sesatore, buemact 1 )==-1)
porror("Ereer sa KAITI");
exlaisy EF (semop (global.sem, Boperacion, 1) == -1}
{ perrer (“Urror en wesop cwands hacesos wedtin”)iesit (135}

LF (globel. romatl [PRIMER_ATUSTE™ES « i]-=0)

Conclusiones:

Una vez finalizado este proyecto, se ha disenado e implementado una utilidad
que permite detectar los plagios en asignaturas de ingenieria. La plataforma
studium carecia de un sistema con estas prestaciones y se ha conseguido
integrar una solucion compuesta de librerias y complementos de tipo open-
source. Durante el desarrollo de este proyecto, se ha producido alguna dificultad
en el despliegue de la soluciéon en versiones de Moodle 3.X que al final han sido
solventadas mediante la adaptacion del codigo php. Los alumnos, tal y como
refleja la encuesta recogida en este documento, se encuentran mas tranquilos y
se sienten mas valorados conociendo que los profesores investigan y ponen en
marcha soluciones y sistemas que penalizan a los tramposos. Sin la implantacion
de estos sistemas, los alumnos se desmotivan al comprobar que los plagios no
son identificados y penalizados. La implantacién de este sistema tiene un coste
cero para la Universidad, lo que le permite ahorrarse costosas licencias en
software propietario para uso similar. Los profesores pueden realizar una
evaluacion mucho mas justa, evitando posibles enfrentamientos con el
alumnado, ya que este software proporciona una prueba tecnolégica fehaciente a
la hora de demostrar que un trabajo tiene un grado de similitud muy grande con
otro. Anteriormente, este proceso era manual, y hace que el profesor tenga que
comparar trabajos de forma individual, siendo realmente complejo detectar un
plagio. Tanto profesores como alumnos han valorado positivamente la facilidad
de uso del sistema, asi como su grado de utilidad. Todo el cédigo utilizado en el
desarrollo de este proyecto, ha sido publicado en un repositorio para que la
comunidad académica pueda hacer uso de esta solucion.
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File: /Thome/gabri/moodle/view.php

1 <?php
2 require_once(dirname(dirname(dirname(_FILE ))).'/config.php');
3 require_once($CFG->dirroot.'/plagiarism/moss/locallib.php');
4
5 $cmid = optional param('id', 0, PARAM_INT); // Course Module ID
6 $mossid = optional param('moss', ©, PARAM INT); // Moss ID
7 $userid = optional param('user', 0, PARAM INT); // User ID
8 $tab = optional param('tab', 0, PARAM INT);
9 $from = optional param('from', 0, PARAM INT);
10 $num = optional param('num', 30, PARAM INT);
11
12 if ($cmid) {
13 if (! $cm = get coursemodule from id('', $cmid)) {
14 print error('invalidcoursemodule');
15 }
16 if (! $moss = $DB->get record("plagiarism moss", array('cmid'=>$cmid))) {
17 print _error('unsupportedmodule', ‘'plagiarism moss');
18 }
19 if (! $course = $DB->get record("course", array("id"=>$cm->course))) {
20 print_error('coursemisconf', ‘'assignment');
21 }
22 } else if ($moss) {
23 if (! $moss = $DB->get record("plagiarism moss", array('cmid'=>$cmid))) {
24 print_error('unsupportedmodule', 'plagiarism moss');
25 }
26 if (! $cm = get_coursemodule_from_id('', $moss->cmid)) {
27 print_error('invalidcoursemodule');
28 }
29 if (! $course = $DB->get record("course", array("id"=>$cm->course))) {
30 print_error('coursemisconf', ‘'assignment');
31 }
32 } else {
33 require param('id', PARAM INT);
34 }
35

36 $url = new moodle url('/plagiarism/moss/view.php', array('id' => $cmid, 'tab' => $tab, 'from' =>
$from, 'num' => $num));

37 if ($userid !'= 0) {

38 $url->param('user', $userid);

39 }

41 $PAGE->set url($url);
42 require login($course, true, $cm);

44 $context = get context instance(CONTEXT MODULE, $cmid);
46 if ($userid !'= $USER->id) {
47 require capability('plagiarism/moss:viewallresults', $context);

48 }

50 $PAGE->set context($context);
51 $PAGE->set pagelayout('standard');

53 $modname = get string('modulename', $cm->modname);
54 $activityname = $DB->get field($cm->modname, 'name', array('id' => $cm->instance));

55 $pagetitle = strip tags(format string($activityname, true).': '.get string('moss',
'plagiarism moss'));
56 $heading = $course->fullname.': '.get string('moss', 'plagiarism moss');

57 $PAGE->set_title($pagetitle);
58  $PAGE->set heading($heading);

60 $PAGE->navbar->add(get_string('allresults', 'plagiarism moss'), new moodle url('/plagiarism/moss/
view.php', array('id' => $cmid)));

61 if ($userid '= 0) {

62 $PAGE->navbar->add(get _string('personalresults', 'plagiarism moss'));

63 }

65 $output = $PAGE->get renderer('plagiarism moss');
66 $output->moss = $moss;
67 $output->cm = $cm;

69  // confirm

70 $result = optional param('result', 0, PARAM INT);
71 if ($result) {

72 require sesskey();



File: /Thome/gabri/moodle/view.php

73 require capability('plagiarism/moss:confirm', $context);

74 $r = $DB->get record('plagiarism moss results', array('id' => $result), 'moss, config, userid');

75 $r->confirmed = required param('confirm', PARAM BOOL);

76 $r->confirmer = $USER->id;

77 $r->timeconfirmed = time();

78 $results = $DB->get records('plagiarism moss results', array('moss' => $r->moss, 'config' => $r-
>config, 'userid' => $r->userid), 'id');

79 foreach ($results as $0) {

80 $r->id = $0->id;

81 $DB->update_record('plagiarism moss results', $r);

82 }

83

84 moss_message _send($r);

85

86 if (optional param('ajax', ©, PARAM BOOL)) {

87 echo $output->confirm button($r, true);

88 die;

89 }

90 }

91

92 $jsmodule = array(

93 'name’ => 'plagiarism moss"',

94 "fullpath' => '/plagiarism/moss/module.js",

95 'requires' => array('base', 'io', 'node', 'json'),

96 'strings' => array/(

97 array('confirmmessage', 'plagiarism moss')

98 )

99 );

100 $updating html = $output->pix icon('i/loading small', get string('updating', 'plagiarism moss'));
101 $PAGE->requires->js init call('M.plagiarism moss.init', array($updating html), false, $jsmodule);

103 /// Output starts here
104  echo $output->header();

105

106 if ($userid) {

107 $user = $DB->get record('user', array('id' => $userid));
108 echo $output->user result($user);

109 } else {

110 echo $output->cm_result($tab, $from, $num);

111 }

112

113 echo $output->footer();



File: /Thome/gabri/moodle/version.php

Ol WNKE

<?php
$plugin->version
$plugin->requires

$module->maturity
$module->release

2012051000; // The current module version (Date: YYYYMMDDXX)
2010122900; // Requires this Moodle version

MATURITY_BETA;
"2.1 beta"; // User-friendly version number



File: /Thome/gabri/moodle/textlib.php

1 <?php
2 function getTextFromZippedXML($archiveFile, $contentFile) {
3 // create zip archive in the memory
4 $zip = new ZipArchive;
5 // open zip file
6 if ($zip->open($archiveFile)) {
7 // check the file in the archive
8 if (($index = $zip->locateName($contentFile)) !== false) {
9 // if found read in text variable
10 $content = $zip->getFromIndex($index);
11 // close the archive, we don't need it anymore
12 $zip->close();
13 // sw
14 $content=str replace("<w:p ","\n<w:p ",$content);
15 // TODO add all entities and includes
16 // skip all errors and warnings
17 $xml = DOMDocument::loadXML($content, LIBXML NOENT | LIBXML XINCLUDE |
LIBXML NOERROR | LIBXML NOWARNING) ;
18 // return data without wml tags
19 return strip tags($xml->saveXML());
20 } else {echo "Not found!'";}
21 $zip->close();
22 }
23 // if something wron return ERROR text
24 return "ERROR in text Tokenization";
25 }
26
27 function rtf isPlainText($s) {
28 $failAt = array("*", "fonttbl", "colortbl", "datastore", "themedata");
29 for ($1i = 0; $i < count($failAt); $i++)
30 if (lempty($s[$failAt[$i]])) return false;
31 return true;
32 }
33
34 function rtf2text($filename) {
35 $text = file get contents($filename);
36 if (!strlen($text))
37 return "";
38
39
40 // start with empty stack of modifiers
41 $document = "";
42 $stack = array();
43 $j = -1;
44
45 // read chars from buffer...
46 for ($1 = 0, $len = strlen($text); $i < $len; $i++) {
47 $c = $text[$i];
48
49 // select what to do with the current char
50 switch ($c) {
51 // the most important key \
52 case "\\":
53 // read the next char
54 $nc = $text[$i + 1]1;
55
56 // put into the out stream
57 if ($nc == "\\' && rtf isPlainText($stack[$j])) $document .= "\\';
58 elseif ($nc == '~' && rtf isPlainText($stack[$j])) $document .= ' *;
59 elseif ($nc == ' ' && rtf isPlainText($stack[$j])) $document .= '-';
60 // * goes to stack
61 elseif ($nc == '*') $stack[$j1["*"] = true;
62 elseif ($nc == "'") {
63 $hex = substr($text, $i + 2, 2);
64 if (rtf_isPlainText($stack[$j]))
65 $document .= html entity decode("&#".hexdec($hex).";");
66 // move the index
67 $i += 2;
68 // read the key symbol
69 } elseif ($nc >= 'a' && $nc <= 'z' || $nc >= 'A' && $nc <= 'Z') {
70 $word = "";
71 $param = null;
72
73 // read after \

74 for ($k = $i + 1, $m = 0; $k < strlen($text); Sk++, $m++) {



File: /Thome/gabri/moodle/textlib.php

$nc = $text[$k];

if ($nc >= 'a' && $nc <= 'z' || $nc >= 'A' && $nc <= 'Z') {
if (empty($param))
$word .= $nc;
else
break;

} elseif ($nc >= '0' && $nc <= '9')
$param .= $nc;

elseif ($nc == '-') {
if (empty($param))
$param .= $nc;
else
break;
// end
} else
break;
}
// move the index
$i += $m - 1;

// read the word
$toText = "";
switch (strtolower($word)) {

case "u":
$toText html entity decode("&#x".dechex($param).";");
$ucDelta = @$stack[$jl["uc"];
if ($ucDelta > 0)
$i += $ucDelta;

break;

case "par": case "page": case "column": case "line": case "lbr":

$toText .= "\n";
break;
case "emspace": case "enspace": case "gmspace":
$toText .= " ";
break;
case "tab": $toText .= "\t"; break;
case "chdate": $toText .= date("m.d.Y"); break;
case "chdpl": $toText .= date("l, j F Y"); break;
case "chdpa": $toText .= date("D, j M Y"); break;
case "chtime": $toText .= date("H:i:s"); break;

case "emdash": $toText .
case "endash": $toText .
case "bullet": $toText .
case "lquote": $toText

case "rquote": $toText

case "ldblquote": $toText
case "rdblquote": $toText

html entity decode("&mdash;"); break;
html entity decode("&ndash;"); break;
html _entity decode("&#149;"); break;
html_entity decode("&lsquo;"); break;
html entity decode("&rsquo;"); break;
html entity decode("&laquo;"); break;
html entity decode("&raquo;"); break;

default:
$stack[$j]l[strtolower($word)] = empty($param) ? true : $param;
break;

}

if (rtf_isPlainText($stack[$j]))
$document .= $toText;

}

$it++;
break;

case "{":

array push($stack, $stack[$j++]);
break;
// } removes current stack. Group is over.
case "}":

array _pop($stack);

$j--3
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150 //

151 case '\0': case '\r': case '\f': case '\n': break;
152 //

153 default:

154 if (rtf _isPlainText($stack[$j]))
155 $document .= $c;

156 break;

157 }

158 }

159 //

160 return $document;

161 }

162

163 function decodeAsciiHex($input) {

164 $output = "";

165

166 $is0dd = true;

167 $isComment = false;

168

169 for($i = 0, $codeHigh = -1; $i < strlen($input) && $input[$i] !'= '>'; $i++) {
170 $c = $input[$il;

171

172 if($isComment) {

173 if ($c == '"\r' || $c == '\n")
174 $isComment = false;

175 continue;

176 }

177

178 switch($c) {

179 case '\0': case '\t': case '\r': case '\f': case '\n': case : break;
180 case '%':

181 $isComment = true;

182 break;

183

184 default:

185 $code = hexdec($c);

186 if($code === 0 && $c !'= '0")
187 return "";

188

189 if($is0dd)

190 $codeHigh = $code;

191 else

192 $output .= chr($codeHigh * 16 + $code);
193

194 $is0dd = !$is0dd;

195 break;

196 }

197 }

198

199 if($input[$i] = '>")

200 return "";

201

202 if($is0dd)

203 $output .= chr($codeHigh * 16);

204

205 return $output;

206 }

207 function decodeAscii85($input) {

208 $output = "";

209

210 $isComment = false;

211 $ords = array();

212

213 for($i = 0, $state = 0; $i < strlen($input) && $input[$i] '= '~'; $i++) {
214 $c = $input[$il;

215

216 if($isComment) {

217 if ($c == '\r' || $c == '\n")
218 $isComment = false;

219 continue;

220 }

221

222 if ($c == '"\0' || $c == '\t' || $c == '\r' || $c = '\f' []| $c == '\n' || $c ="
223 continue;

224 if ($c == '%") {

")
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225 $isComment = true;

226 continue;

227 }

228 if ($c == 'z' && $state === 0) {

229 $output .= str_repeat(chr(0), 4);

230 continue;

231 }

232 if ($c < "' || $c > 'u")

233 return "";

234

235 $code = ord($input[$i]) & Oxff;

236 $ords[$state++] = $code - ord('!');

237

238 if ($state == 5) {

239 $state = 0;

240 for ($sum = 0, $j = 0; $j < 5; $j++)

241 $sum = $sum * 85 + $ords[$j];

242 for ($j = 3; $j >= 0; $j--)

243 $output .= chr($sum >> ($j * 8));

244 }

245 }

246 if ($state === 1)

247 return "";

248 elseif ($state > 1) {

249 for ($1i = 0, $sum = 0; $i < $state; $i++)

250 $sum += ($ords[$i] + ($i == $state - 1)) * pow(85, 4 - $i);

251 for ($1i = 0; $i < $state - 1; $i++)

252 $output .= chr($sum >> ((3 - $i) * 8));

253 }

254

255 return $output;

256 }

257 function decodeFlate($input) {

258 // The most common compression method for data streams in PDF.

259 // Very easy to deal with using libraries.

260 return @gzuncompress($input);

261 }

262

263 function getObjectOptions($object) {

264 // We need to get current object attrbutes. These attributes are

265 // located between << and >>. Each option starts with /.

266 $options = array();

267 if (preg match("#<<(.*)>>#ismU", $object, $options)) {

268 // Separate options from each other using /. First empty one should be removed from the
array.

269 Y $options = explode("/", $options[1]);

270 @array_shift($options);

271

272 // Create handy array for current object attributes

273 // Attributs that look like "/Option N" will be written to hash

274 // as "Option" => N, and properties like "/Param", will be written as

275 // "Param" => true.

276 $0 = array();

277 for ($j = 0; $j < @count($options); $j++) {

278 $options[$j] = preg replace("#\s+#", " ", trim($options[$j]));

279 if (strpos($options[$j], " ") !== false) {

280 $parts = explode(" ", $options[$j]);

281 $o[$parts[0]] = $parts[1];

282 } else

283 $o[$options[$j]1] = true;

284 }

285 $options = $o0;

286 unset($0);

287 }

288

289 // Return an array of parameters we found

290 return $options;

291 }

292 function getDecodedStream($stream, $options) {

293 // Now we have a stream that is possibly coded with some compression method(s)

294 // Lets try to decode it.

295 $data = "";

296 // If current stream has Filter attribute, then is is definately compressed or en coded

297 // Otherwise just return the content

298 if (empty($options["Filter"]))
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$data = $stream;
else {
// If we know the size of data stream from options then we need to cut the data
// using this size, or we may not be able to decode it or maybe something else will go

wring

$length = !empty($options["Length"]) ? $options["Length"] : strlen($stream);

$ stream = substr($stream, 0, $length);

// Looping through options looking for indicatiors of data compression in the current
stream.

// PDF supprts many different stuff, but text can be coded either by ASCII Hex, or ASCII
85-base or GZ/Deflate

// We need to look for these keys and apply respecrtive functions for decoding.

// There is another option: Crypt, but we are not going to work with encrypted PDF's.

foreach ($options as $key => $value) {

if ($key == "ASCIIHexDecode")

$ stream = decodeAsciiHex($ stream);
if ($key == "ASCII85Decode")

$ stream = decodeAscii85($ stream);
if ($key == "FlateDecode")

$ stream = decodeFlate($ stream);
}
$data = $ stream;
}
// Return the result
return $data;
}
function getDirtyTexts(&$texts, $textContainers) {
// So we have an array of text contatiners that were taken from both BT and ET.
// Our new task is to find a text in them that would be displayed by viewers
// on the screen. There are many options to do that, Lets check the pair: [...] TJ and Td
(.00) Tj
forJ($j = 0; $j < count($textContainers); $j++) {
// Add the pieces of row data the we found to the general array of text objects.
if (preg match all("#\[(.*)\]\s*TJ#ismU", $textContainers[$j], $parts))
$texts = array_merge($texts, @$parts[1]);
elseif(preg _match all("#Td\s*(\(.*\))\s*Tj#ismu", $textContainers[$j], $parts))
$texts = array merge($texts, @$parts[1]);
}
}
function getCharTransformations(&$transformations, $stream) {
preg match all("#([0-9]+)\s+beginbfchar(.*)endbfchar#ismU", $stream, $chars, PREG_SET ORDER);
preg match all("#([0-9]+)\s+beginbfrange(.*)endbfrange#ismuU", $stream, $ranges,
PREG_SET ORDER);

// First of all process separate symbols. Transformaiton string looks as follows:
// - <0123> <abcd> -> 0123 should be transformed to abcd;
// - <0123> <abcd6789> -> 0123 should be transformed to many symbols (abcd and 6789 in this
case)
for ($j = 0; $j < count($chars); $j++) {
// There is a number of strings before data list that we are going ot read. We gonna use
it later on.
$count = $chars[$j1[1];
$current = explode("\n", trim($chars[$j1[2]));
// Read data from each string.
for ($k = 0; $k < $count && $k < count($current); $k++) {
// Wrute the transformation we just found. Don't forget about writing leading zeros if
there are less then 4 digits..
if (preg match("#<([0-9a-f1{2,4})>\s+<([0-9a-f]{4,512})>#is", trim($current[$k]),

$map))
$transformations[str pad($map[1l], 4, "0")] = $map[2];
}
}
// Now we can deal with sequences. Manuals are saying that they can be one of two possible
types

// - <0000> <0020> <0a00> -> in this case <0000> will be substituted with <0a00>, <0001> with
<0a0l> and so on
// till <0020>, that will be substituted with <0a20>.
// OR
// - <0000> <0002> [<abcd> <01234567> <8900>] -> here it works in a bit different way. We need
to look how
// many elemants are located between <0000> and <0002> (its actually three including 0001)
After it we assign to each element
// a corresponding value from [ ]: 0000 -> abcd, 0001 -> 0123 4567, a 0002 -> 8900.
for ($j = 0; $j < count($ranges); $j++) {
// We need to cross check the number of elements for transofrmation.
$count = $ranges[$j1[1];
$current = explode("\n", trim($ranges[$j1[2]1));
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// Working with each string
for ($k = 0; $k < $count && $k < count($current); $k++) {
// This is first type sequence.
if (preg_match("#<([0-9a-f]1{4})>\s+<([0-9a-f]{4})>\s+<([0-9a-f]{4})>#is",
trim($current[$k]), $map)) {
// Convert data into decimal system: looping will be easier.
$from = hexdec($map[1]);
$to = hexdec($map[2]);
$_from = hexdec($map[3]);

// We put all the elements from the sequence into transformations array.
// According to manuals we need also to ass leading zeros if hex-code size is less
than 4 symbols.
for ($m = $from, $n = 0; $m <= $to; $m++, $n++)
$transformations[sprintf("%04X", $m)] = sprintf("%04X", $ from + $n);
// Second option.
} elseif (preg match("#<([0-9a-f]1{4})>\s+<([0-9a-f]{4})>\s+\[(.*)\]#ismu",
trim($current[$k]), $map)) {
// This is also beginnigna nd end of the sequence. Split data in [ ] by symbols
located near to spaces.
$from = hexdec($map[1]);
$to = hexdec($map[2]);
$parts = preg split("#\s+#", trim($map[3]));

// Loop through data and assign the new values accordingly.
for ($m = $from, $n = 0; $m <= $to && $n < count($parts); $m++, $n++)
$transformations[sprintf("%04X", $m)] = sprintf("%04X", hexdec($parts[$n]));

}
}

function getTextUsingTransformations($texts, $transformations) {

// Lets go. We are accumulating text data processign "raw" pieces of text
$document = "";
for ($1i = 0; $i < count($texts); $i++) {
// 2 cases are possible: text can be either in <> (hex) or in () (plain).
$isHex = false;
$isPlain = false;

$hex = "";
$plain = "";
// scan current piece of text.
for ($j = 0; $j < strlen($texts[$il); $j++) {
// get current char
$c = $texts[$il[$j];
// ...and decide what to do with it.
switch($c) {
// We have hex data in front of us

case "<":
$hex = "";
$isHex = true;
break;
// Hex data are over. Lets parse them.
case ">":

// split the string into chunks of 4 chars...
$hexs = str _split(s$hex, 4);
// ...and cheking what we can do with each chunk
for ($k = 0; $k < count($hexs); $k++) {
// if there are less then 4 symbols then the manual says that we need to
add zeros after them
$chex = str_pad($hexs[$k], 4, "0");
// Checking if current hex-code is already in transformations.
// If this is the case change this piece to the required.
if (isset($transformations[$chex]))
$chex = $transformations[$chex];
// Write a new Unicode symbol into the output .
$document .= html_entity decode("&#x".$chex.";");
}
// Hex-sata are over. Need to say it.
$isHex = false;

break;
// There is a piece of "plain" text
case "(":

$plain = "";

$isPlain = true;
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435 break;

436 // Well... this piece will be over sometime.

437 case ")":

438 // Get the text we just got into the output stream.

439 $document .= $plain;

440 $isPlain = false;

441 break;

442 // Specail symbol. Lets see what is located after it.

443 case "\\":

444 $c2 = $texts[$il[$] + 11;

445 // If it is \ ot either one of ( or ), then print them as it is.

446 if (in_array($c2, array("\\", "(", ")"))) $plain .= $c2;

447 // If it is empty space of EOL then process it.

448 elseif ($c2 == "n") $plain .= '\n';

449 elseif ($c2 == "r") $plain .= '\r';

450 elseif ($c2 == "t") $plain .= '\t';

451 elseif ($c2 == "b") $plain .= '\b';

452 elseif ($c2 == "f") $plain .= '\f';

453 // It might happen that a digit follows after \ . It may be up to 3 of them.

454 // They represent sybmol code in octal system. Lets parse them.

455 elseif ($c2 >= '0' && $c2 <= '9') {

456 // We need 3 digits. No more than 3. Digits only.

457 $oct = preg replace("#["0-9]#", "", substr($texts[$i]l, $j + 1, 3));

458 // Getting the number of characters we already have taken. We need it to
shift the position of current char properly.

459 $j 4= strlen($oct) - 1;

460 // Put the respective char into "plain" text.

461 $plain .= html entity decode("&#".octdec($oct).";");

462 }

463 // We increased the position of current symbol at least by one. Need to inform
parser about that.

464 $j++;

465 break;

466

467 // If we have something else then write current symbol into temporaty hex string
(if we had < before),

468 default:

469 if ($isHex)

470 $hex .= $c;

471 // or into "plain" string if ( was opeon.

472 if ($isPlain)

473 $plain .= $c;

474 break;

475 }

476 }

477 // Define text blocks by EOL

478 $document .= "\n";

479 }

480

481 // Return text.

482 return $document;

483 }

484

485 function pdf2text($filename) {

486 // Read from the pdf file into string keeping in mind that file may contain binary streams

487 $infile = @file get contents($filename, FILE BINARY);

488 if (empty($infile))

489 return "";

490

491 // First iteration. We need to get all the text data from file.

492 // We'll get only "raw" data after the firs iteration. These data will include positioning,

493 // hex entries, etc.

494 $transformations = array();

495 $texts = array();

496

497 // Get list of all files from pdf file.

498 preg match all("#obj(.*)endobj#ismU", $infile, $objects);

499 $objects = @$objects[1];

500

501 // Let start the crawling. Apart fromthe text we can meet some other stuff including fonts.

502 for ($1 = 0; $i < count($objects); $i++) {

503 $currentObject = $objects[$il;

504

505 // Check if there is data stream in the current object.

506 // Almost all the time it will be compressed with gzip.
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if (preg_match("#stream(.*)endstream#ismU", $currentObject, $stream)) {
$stream = ltrim($stream[1]);

// Read the attributes of this object. We are looking only
// for text, so we have to do minimal cuts to improve the speed
$options = getObjectOptions($currentObject);
if (!(empty($options["Lengthl"]) && empty($options["Type"]) &&
empty($options["Subtype"])))
continue;

// So, we "may" have text in from of us. Lets decode it from binary file to get the
plain text.
$data = getDecodedStream($stream, $options);
if (strlen($data)) {
// We need to find text container in the current stream.
// If we will be able to get it the raw text we found will be added to the
previous findings.
if (preg match all("#BT(.*)ET#ismU", $data, $textContainers)) {
$textContainers = @$textContainers[1];
getDirtyTexts($texts, $textContainers);
// Otherwise we'll try to use symbol transformations that we gonna use on the 2nd
step.
} else
getCharTransformations($transformations, $data);

}

// After the preliminary parsing of pdf-document we need to parse

// the text blocks we got in the context of simbolic transformations. Return the result after
we done.

return getTextUsingTransformations($texts, $transformations);

}

class cfb {
// We gonna read the content of the file we need to decode into this variable.
protected $data = "";

// Sizes of FAT sector (1 << 9 = 512), Mini FAT sector (1 << 6 = 64) and maximum size
// of the stream that could be written into a miniFAT.

protected $sectorShift = 9;

protected $miniSectorShift = 6;

protected $miniSectorCutoff = 4096;

// FAT-sector sequence array and Array of "files" belonging to this file structure
protected $fatChains = array();
protected $fatEntries = array();

// Array of sequences of Mini FAT-sectors and the whole Mini FAT of our file
protected $miniFATChains = array();
protected $miniFAT = "";

// Version (3 or 4), and way to write numbers (little-endian)
private $version = 3;
private $isLittleEndian = true;

// The number of "files" and the position fo the first "file" in FAT
private $cDir = 0;
private $fDir = 0;

// The number of FAT sectors in the file
private $cFAT = 0;

// The number of miniFAT-sectors and position of sequences of miniFAT-csectors in the file
private $cMiniFAT = 0;
private $fMiniFAT = 0;

// DIFAT: number of such sectors and offset to sector 110 (first 109 sectors are located in
the header)

private $DIFAT = array();

private $cDIFAT = 0;

private $fDIFAT = 0;

// Constants: end of sequence and empty sector (4 bytes each)
const ENDOFCHAIN = OxFFFFFFFE;
const FREESECT = OxFFFFFFFF;
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// Read the file into internal variable
public function read($filename) {

}

$this->data = file _get contents($filename);

public function parse() {

one

instead

such as

}

// First of all we need to check weither we really have CFB in front of us.?
// To do it we read the first 8 bytes and compare them with 2 patterns: common and the old

$abSig = strtoupper(bin2hex(substr($this->data, 0, 8)));
if ($abSig != "DOCF11EOA1B11AE1l" && $abSig !'= "OE11FCODDOCF11E0") { return false; }

// Read the file header;

$this->readHeader();

// get the remaining DIFAT sectors if any;
$this->readDIFAT();

// read the sequence of FAT sectors
$this->readFATChains();

// read the sequence of MiniFAT-sectors
$this->readMiniFATChains();

// read the structure of "directories" within the file
$this->readDirectoryStructure();

// Finally we need to check the root entry in the file structure.
// This stream is required ot be in a file at least because it has a link
// to file's miniFAT that we gonna read into $this->miniFAT

$reStreamID = $this->getStreamIdByName("Root Entry");
if ($reStreamID === false) { return false; }
$this->miniFAT = $this->getStreamById($reStreamID, true);

// Remove the unnecessary link to DIFAT-sectors, we have "stolen" complete FAT sequences
of them.
unset($this->DIFAT);

// After all this we should be able to work with any of the "upper" formats from Microsoft
doc, xls wnu ppt.

// Function that looks for stream number in the directory structure by its name.
// It returns false if nothing was found.
public function getStreamIdByName($name) {

}

for($i = 0; $i < count($this->fatEntries); $i++) {
if ($this->fatEntries[$i]["name"] == $name)
return $i;
}

return false;

// Function gets the stream number ($id) and a second parameter (second perameter is required

for the

root entry only).

// It returns the binary content fo this stream.
public function getStreamById($id, $isRoot = false) {

$entry = $this->fatEntries[$id];

// Get the size and offset position to the content of "current" file.
$from = $entry["start"];

$size = $entry["size"];

// Now 2 options are possible: is size is less than 4096 byte, then we need ot read data
// from MiniFAT. If more than 4096 read from the common FAT. RootEntry is an exclusion:
// we need ot read contents from FAT as miniFAT is located there.

$stream = "";
// So, here is the 1lst option: small size and not root.
if ($size < $this->miniSectorCutoff && !$isRoot) {

// Get the miniFAT sector size - 64 bytes

$ssize = 1 << $this->miniSectorShift;

do {
// Get the offset in miniFAT
$start = $from << $this->miniSectorShift;
// Read miniFAT-sector
$stream .= substr($this->miniFAT, $start, $ssize);
// Get the next piece of miniFAT in the array of chains
$from = $this->miniFATChains[$from];
// While not end of chain (sequence).
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649 } while ($from != self::ENDOFCHAIN);

650 } else {

651 // Second option - large piece - read it from FAT.

652 // Get the sector size - 512 (or 4096 for new versions)

653 $ssize = 1 << $this->sectorShift;

654

655 do {

656 // Getting the offset in the file (taking into account that there is a header of
512 bytes in the begining)

657 $start = ($from + 1) << $this->sectorShift;

658 // Read a sector

659 $stream .= substr($this->data, $start, $ssize);

660 // Get the next sector inthe array of FAT chains

661 $from = $this->fatChains[$from];

662 // While not end of chain (sequence).

663 } while ($from != self::ENDOFCHAIN);

664 }

665 // Return the stream content accrding to its size.

666 return substr($stream, 0, $size);

667 }

668

669 // This function reads data from file header

670 private function readHeader() {

671 // We need to get the information about the data format in the file

672 $uByteOrder = strtoupper(bin2hex(substr($this->data, 0x1C, 2)));

673 // We need to check if it is 1little-endian record

674 $this->isLittleEndian = $uByteOrder == "FEFF";

675

676 // Version 3 or 4 (never actually met 4th, but its description appears in the manual)

677 $this->version = $this->getShort(0x1A);

678

679 // Offsets for FAT and miniFAT

680 $this->sectorShift = $this->getShort(0x1E);

681 $this->miniSectorShift = $this->getShort(0x20);

682 $this->miniSectorCutoff = $this->getLong(0x38);

683

6384 // Number of entries in the directory and offset to the first description in the file

685 if ($this->version == 4)

686 $this->cDir = $this->getlLong(0x28);

687 $this->fDir = $this->getLong(0x30);

688

689 // Number of FAT sectors in the file

690 $this->cFAT = $this->getLong(0x2C);

691

692 // Number and position of hte 1st miniFAT-sector of sequences.

693 $this->cMiniFAT = $this->getLong(0x40);

694 $this->fMiniFAT = $this->getLong(0x3C);

695

696 // Where are the FAT sector chains and how many of them are there.

697 $this->cDIFAT = $this->getLong(0x48);

698 $this->fDIFAT = $this->getLong(0x44);

699 }

700

701 // So.... DIFAT. DIFAT shows in which sectors we can find descriptions of FAT sector chains

702 // Without these chains we won't be able to get stream contents in fragmented files

703 private function readDIFAT() {

704 $this->DIFAT = array();

705 // First 109 links to sequences are being stored in the header of our file

706 for ($1 = 0; $i < 109; $i++)

707 $this->DIFAT[$1i] = $this->getLong(0x4C + $i * 4);

708

709 // we also check if there are other links to chains. in small (upto 8.5MB) there is no such

710 // links but in larger files we have to read them.

711 if ($this->fDIFAT != self::ENDOFCHAIN) {

712 // Sector size and start position to read links.

713 $size = 1 << $this->sectorShift;

714 $from = $this->FDIFAT;

715 $j = 0;

716

717 do {

718 // Get the position in the file considering header

719 $start = ($from + 1) << $this->sectorShift;

720 // Read the links to sequences' sectors

721 for ($1i = 0; $i < ($size - 4); $i += 4)

722 $this->DIFAT[] = $this->getlong($start + $i);
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723 // Getting the next DIFAT-sector. Link to this sector is written

724 // as the last "word" in the current DIFAT-sector

725 $from = $this->getlLong($start + $i);

726 // Ef sector exists we need to move there

727 } while ($from != self::ENDOFCHAIN && ++$j < $this->cDIFAT);

728 }

729

730 // Remove the unnecessary links.

731 while($this->DIFAT[count($this->DIFAT) - 1] == self::FREESECT)

732 array pop($this->DIFAT);

733 }

734 // So, we done with reading DIFAT. Now chains of FAT sectors should be converted

735 // Lets go further.

736 private function readFATChains() {

737 // Sector size

738 $size = 1 << $this->sectorShift;

739 $this->fatChains = array();

740

741 // Going through DIFAT array.

742 for ($i = 0; $i < count($this->DIFAT); $i++) {

743 // Go to the sector that we were looking for (with the header)

744 $from = ($this->DIFAT[$i] + 1) << $this->sectorShift;

745 // Getting the FAT chain: array index is a current sector,

746 // value from an array s index of the next element or

747 // ENDOFCHAIN - if it is last element in the chain.

748 for ($j = 0; $j < $size; $j += 4)

749 $this->fatChains[] = $this->getLong($from + $j);

750 }

751 }

752 // We done with reading of FAT sequences. Now heed to read MiniFAT-sequences exaactly the same
way.

753 Y private function readMiniFATChains() {

754 // Sector size

755 $size = 1 << $this->sectorShift;

756 $this->miniFATChains = array();

757

758 // Looking for the first sector with MiniFAT- sequences

759 $from = $this->fMiniFAT;

760 // If MiniFAT appears to be in file then

761 while ($from !'= self::ENDOFCHAIN) {

762 // Looking for the offset to the sector with MiniFat-sequence

763 $start = ($from + 1) << $this->sectorShift;

764 // Read the sequence from the current sector

765 for ($1 = 0; $i < $size; $i += 4)

766 $this->miniFATChains[] = $this->getLong($start + $i);

767 // If this is notthe last sector in the chain we need to move forward

768 $from = $this->fatChains[$from];

769 }

770 }

771

772 // The most important functions that reads structure of "files" of such a type

773 // ALl the FS objects are written into this structure.

774 private function readDirectoryStructure() {

775 // get the 1st sector with "files" in file system

776 $from = $this->fDir;

777 // Get the sector size

778 $size = 1 << $this->sectorShift;

779 $this->fatEntries = array();

780 do {

781 // get sector in the file

782 $start = ($from + 1) << $this->sectorShift;

783 // Let go through the content of this sector. One sector contains up to 4 (or 128 for
version 4)

784 // entries to FS. Lets read them.

785 for ($i = 0; $i < $size; $i += 128) {

786 // Get the binary data

787 $entry = substr($this->data, $start + $i, 128);

788 // and prcess these data:

789 $this->fatEntries[] = array(

790 // get the entry name

791 "name" => $this->utflé to ansi(substr($entry, 0, $this->getShort(0x40,
$entry))),

792 // and its type: either stream, or user data, or empty sector, etc.

793 "type" => ord($entry[0x42]),

794 // its color in the Red-Black tree
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795 "color" => ord($entry[0x43]),

796 // its "left" siblings

797 "left" => $this->getLong(0x44, $entry),
798 // its "right" siblings

799 "right" => $this->getLong(0x48, $entry),
800 // its child

801 "child" => $this->getlLong(0x4C, $entry),
802 // offset to the content in FAT or miniFAT
803 "start" => $this->getLong(0x74, $entry),
804 // size of the content

805 "size" => $this->getSomeBytes($entry, 0x78, 8),
806 );

807 }

808

809 // get the next sector with descriptions and jump there
810 $from = $this->fatChains[$from];

811 // Of course if such a sector exists

812 } while ($from != self::ENDOFCHAIN);

813

814 // remove "empty" entries at the end if any.

815 while($this->fatEntries[count($this->fatEntries) - 1]["type"] == 0)
816 array pop($this->fatEntries);

817 }

818

819 // Support function to get the adequate name of the current entrie in FS.
820 // Note: names are written in the Unicode.

821 private function utflé to ansi($in) {

822 $out = "";

823 for ($i = 0; $i < strlen($in); $i += 2)

824 $out .= chr($this->getShort($i, $in));

825 return trim($out);

826 }

827

828 protected function unicode to utf8($in, $check = false) {
829 $out = "";

830 if ($check && strpos($in, chr(0)) !'== 1) {

831 while (($i = strpos($in, chr(0x13))) !== false) {
832 $j = strpos($in, chr(0x15), $i + 1);

833 if ($j === false)

834 break;

835

836 $in = substr replace($in, "", $i, $j - $i);
837 }

838 for ($1i = 0; $i < strlen($in); $i++) {

839 if (ord($in[$i]) >= 32) {}

840 elseif ($in[$i] == ' ' || $in[$i] == '\n') {}
841 else

842 $in = substr replace($in, "", $i, 1);
843 }

844 $in = str_replace(chr(0), "", $in);

845

846 return $in;

847 } elseif ($check) {

848 while (($i = strpos($in, chr(0x13).chr(0))) !== false) {
849 $j = strpos($in, chr(0x15).chr(0), $i + 1);
850 if ($j === false)

851 break;

852

853 $in = substr_replace($in, "", $i, $j - $i);
854 }

855 $in = str_replace(chr(0).chr(0), "", $in);

856 }

857

858 // Loop thriugh 2 byte words

859 $skip = false;

860 for ($i = 0; $i < strlen($in); $i += 2) {

861 $cd = substr($in, $i, 2);

862 if ($skip) {

863 if (ord($cd[1]) == 0x15 || ord($cd[0]) == 0x15)
864 $skip = false;

865 continue;

866 }

867

868 // If upper byte is 0 then this is ANSI

869 if (ord($cd[1]) == 0) {



File: /Thome/gabri/moodle/textlib.php

870 // If ASCII value is higher than 32 we will write it as it is.
871 if (ord($cd[0]) >= 32)

872 $out .= $cd[0];

873 elseif ($cd[0] == ' ' || $cd[0] == '\n')

874 $out .= $cd[0O];

875 elseif (ord($cd[0]) == 0x13)

876 $skip = true;

877 else {

878 continue;

879 // B NPOTWBHOM Clyyae MNpoBepAeM CUMBOJIbI Ha BHeOpPE&HHble KOMaHMObl (CMUCOK MOXHO
880 // BOMOMHUTL W MOMOJSIHUTB) .

881 switch (ord($cd[0])) {

882 case 0x0D: case 0x07: $out .= "\n"; break;
883 case 0x08: case 0x01: $out .= ""; break;
884 case 0x13: $out .= "HYPER13"; break;

885 case 0x14: $out .= "HYPER14"; break;

886 case 0x15: $out .= "HYPER15"; break;

887 default: $out .= " "; break;

888 }

889 }

890 } else { // WHaye npeobpa3osbiBaeM B HTML entity

891 if (ord($cd[1]) == 0x13) {

892 echo "@";

893 $skip = true;

894 continue;

895 }

896 $out .= "&#x".sprintf("%04x", $this->getShort(0, $cd)).";";
897 }

898 }

899

900 // and return the results

901 return $out;

902 }

903

904 // Support function to geto some bytes from the string

905 // taking into account order of bytes and converting values into a number.
906 protected function getSomeBytes($data, $from, $count) {

907 // Read data from $data by default.

908 if ($data === null)

909 $data = $this->data;

910

911 // Read a piece

912 $string = substr($data, $from, $count);

913 // in case of backward order reverse it

914 if ($this->isLittleEndian)

915 $string = strrev($string);

916

917 // encode from binary to hex and to a number.

918 return hexdec(bin2hex($string));

919 }

920 // Read a word from the variable (by default from this->data)
921 protected function getShort($from, $data = null) {

922 return $this->getSomeBytes($data, $from, 2);

923 }

924 // read a double word from the variable (by default from this->data)
925 protected function getLong($from, $data = null) {

926 return $this->getSomeBytes($data, $from, 4);

927 }

928 }

929

930 // Class to work with Microsoft Word Document (or just doc). It extends
931 // Windows Compound Binary File Format. Lets try to find text here

932

933 class doc extends cfb {

934 // This function extends parse funciton and returns text from the file.
935 // If returns flase if something went wrong.

936 public function parse() {

937 parent::parse();

938

939 // To read a DOC file we need 2 streams - WordDocument and 0Table or
940 // 1Table depending on the situation. Lets get hte first stream.
941 // It contains pieces of text we need to collect.

942 $wdStreamID = $this->getStreamIdByName("WordDocument");

943 if ($wdStreamID === false) { return false; }
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945
946
947
948
949

position

sizes of

web site
looking

followin

// We got the stream. Lets read it into a variable
$wdStream = $this->getStreamById($wdStreamID);

// Next we need to get something from FIB - special block named
// File Information Block that is located in the beginning of WordDocument stream.
$bytes = $this->getShort(0x000A, $wdStream);

// Read which table we need to read: number 0 or number 1.
// To do so we need to read a small bit from the header.
$fWhichTb1Stm = ($bytes & 0x0200) == 0x0200;

//Now we need to get the position of CLX in the table stream. And the size of CLX
$fcClx = $this->getLong(0x01A2, $wdStream);
$lcbClx = $this->getLong(0x01A6, $wdStream);

// Conting few values to separate positions from the size in clx
$ccpText = $this->getlLong(0x004C, $wdStream);

$ccpFtn = $this->getLong(0x0050, $wdStream);

$ccpHdd = $this->getLong(0x0054, $wdStream);

$ccpMcr = $this->getLong(0x0058, $wdStream);

$ccpAtn = $this->getLong(0x005C, $wdStream);

$ccpEdn = $this->getLong(0x0060, $wdStream);

$ccpTxbx = $this->getLong(0x0064, $wdStream);

$ccpHdrTxbx = $this->getLong(0x0068, $wdStream);

itself.

// Using the value that we just got we can look for the value of the last CP - character

$lastCP = $ccpFtn + $ccpHdd + $ccpMcr + $ccpAtn + $ccpEdn + $ccpTxbx + $ccpHdrTxbx;
$lastCP += ($lastCP != 0) + $ccpText;

// Get the required table in the file.
$tStreamID = $this->getStreamIdByName(intval($fWhichTb1Stm)."Table");
if ($tStreamID === false) { return false; }

// And read the stream to a variable
$tStream = $this->getStreamById($tStreamID);
// NoToM HaxoguMm B noToke CLX

$clx = substr($tStream, $fcClx, $lcbClx);

// Now we need to go through CLX (yes... its complex) looking for piece with offsets and
text pieces

$1lcbPieceTable = 0;

$pieceTable = "";

// Well... this is the most exciting part. There is not too much of documentation on the
about

// what can be found before pieceTable in the CLX. So we will do the total search

// for the possible beginning of pieceTable (it must start with 0x02), and read the

g 4 bytes
// - size of pieceTable. If the actual size equial to size writtent in the offset t

Bingo! we found pieceTable.

// If not continue the search.

$from = 0;
// Looking for 0x02 in CLX starting from the current offset
while (($i = strpos($clx, chr(0x02), $from)) !== false) {

// Get the pieceTable size

$lcbPieceTable = $this->getLong($i + 1, $clx);
// Get the pieceTable

$pieceTable = substr($clx, $i + 5);

// If the real size differs from required then this is not what we are lloking
// Skip it.
if (strlen($pieceTable) != $lcbPieceTable) {

$from = $i + 1;

continue;
}
// Oh.... we got it!!! its break time my littel friends!
break;

}

// Now we need to fill the array of character positions, until we got the last CP
$cp = array(); $i = 0;
while (($cp[] = $this->getLong($i, $pieceTable)) != $lastCP)

$1i += 4;

hen

for.
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}

}

// The rest will go as PCD (piece descriptors)
$pcd = str_split(substr($pieceTable, $i + 4), 8);

$text = "";
// Yes! we came to our main goal - reading text from file.
// Go through the descriptors of such pieces
for ($i = 0; $i < count($pcd); $i++) {
// Get the word with offset and compression flag
$fcValue = $this->getlLong(2, $pcd[$i]);
// Check what do we have: simple ANSI or Unicode
$isANSI = ($fcValue & 0x40000000) == 0x40000000;
// The rest without top will go as an offset
$fc = $fcValue & Ox3FFFFFFF;

// Get the piece of text

$lcb = $cpl$i + 1] - $cpl$il;

// if htis is Unicode, then lets read twice more bytes.
if (!$isANSI)

$lch *= 2;
// If ANSI - start twice earlier.
else

$fc /= 2;

// Read a piece from Worddocument stream considering the offset
$part = substr($wdStream, $fc, $lcb);
// If this is a Unicode text then decode it to the regular text
if (!$isANSI)

$part = $this->unicode to utf8($part);

// add a piece
$text .= $part;
}

// Remove entries with embedded objects from the file

$text = preg_replace("/HYPER13 *(INCLUDEPICTURE|HTMLCONTROL) (.*)HYPER15/iU", "", $text);
$text = preg_replace("/HYPER13(.*)HYPER14(.*)HYPER15/iU", "$2", $text);

// Return the results

return $text;

// Function to convert from Unicode to UTF8
protected function unicode to utf8($in) {

$out = "";

// Loop through 2-byte sequences

for ($i = 0; $1i < strlen($in); $i += 2) {
$cd substr($in, $i, 2);

// If the first byte is 0 then this is ANSI
if (ord($cd[1]) == 0) {
// If ASCII value of the low byte is higher than 32 then write it as it is.
if (ord($cd[0]) >= 32)
$out .= $cd[0];

// Otherwise check symbols against embedded commands. Please extend the list ;)
switch (ord($cd[0])) {

case 0Ox0D: case 0x07: $out .= "\n"; break;

case 0x08: case 0x01: $out """ break;

case 0x13: $out "HYPER13"; break;

case 0x14: $out "HYPER14"; break;

case 0x15: $out "HYPER15"; break;

}
} else // Otherwise convert to HTML entity
$out .= html entity decode("&#x".sprintf("%s04x", $this->getShort(0, $cd)).";");
}

// And... return the result
return $out;

// Function to convert doc to plain-text. For those who "don't need classes".
function doc2text($filename) {

$doc

= new doc;

$doc->read($filename);
return $doc->parse();
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1095
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1140
1141
1142
1143

class ppt extends cfb {
public function parse() {

parent::parse();

// File must have Current User stream.
$cuStreamID = $this->getStreamIdByName("Current User");
if ($cuStreamID === false) { return false; }

// Get this stream and check hash (do we really have PowerPoint-presentation?)
// and read the offset to the first ocurence of UserEditAtom

$cuStream = $this->getStreamById($cuStreamID);

if ($this->getLong(12, $cuStream) == OxF3D1C4DF) { return false; }
$offsetToCurrentEdit = $this->getLong(16, $cuStream);

// Getting stream named PowerPoint Document.

$ppdStreamID = $this->getStreamIdByName("PowerPoint Document");
if ($ppdStreamID === false) { return false; }

$ppdStream = $this->getStreamById($ppdStreamID);

// Look for all UserEditAtoms in PPT document. We need UserEditAtoms to get offsets to

PersistDirectory.

$offsetLastEdit = $offsetToCurrentEdit;

$persistDirEntry = array();

$live = null;

$offsetPersistDirectory = array();

do {
$userEditAtom = $this->getRecord($ppdStream, $offsetLastEdit, OXOFF5);
$live = &$userEditAtom;
array _unshift($offsetPersistDirectory, $this->getlLong(12, $userEditAtom));
$offsetLastEdit = $this->getLong(8, $userEditAtom);

} while ($offsetLastEdit != 0x00000000);

// Looping through all the offsets.

for ($j = 0; $j < count($offsetPersistDirectory); $j++) {
$rgPersistDirEntry = $this->getRecord($ppdStream, $offsetPersistDirectory[$j], 0x1772);
if ($rgPersistDirEntry === false) { return false; }

// Read 4-byte words: first 20 bit represent the initial ID of this entry in

PersistDirectory,

// next 12 bytes - number of subsequent offsets

for ($k = 0; $k < strlen($rgPersistDirEntry); ) {
$persist = $this->getLong($k, $rgPersistDirEntry);
$persistId = $persist & OxOOOFFFFF;
$cPersist = (($persist & OxFFFOO000) >> 20) & OxO0000FFF;
$k += 4;

// Based on the results we got we need to populate PersistDirectory array.
for ($i = 0; $i < $cPersist; $i++) {
$offset = $this->getlLong($k + $i * 4, $rgPersistDirEntry);
$persistDirEntry[$persistId + $i] = $this->getLong($k + $i * 4,

$rgPersistDirEntry);
}

0x03E8) ;

$k += $cPersist * 4;
}

// In the last record we need to fined the ID of the entry with DocumentContainer.
$docPersistIdRef = $this->getLong(16, $live);
$documentContainer = $this->getRecord($ppdStream, $persistDirEntry[$docPersistIdRef],

// No we need to skip a lot of ggarbage to Slidelist.

$offset = 40 + 8;

$ex0bjList = $this->getRecord($documentContainer, $offset, 0x0409);

if ($exObjList) $offset += strlen($exObjList) + 8;

$documentTextInfo = $this->getRecord($documentContainer, $offset, 0x03F2);
$offset += strlen($documentTextInfo) + 8;

$soundCollection = $this->getRecord($documentContainer, $offset, Ox07E4);
if ($soundCollection) $offset += strlen($soundCollection) + 8;
$drawingGroup = $this->getRecord($documentContainer, $offset, 0x040B);
$offset += strlen($drawingGroup) + 8;

$masterList = $this->getRecord($documentContainer, $offset, OXOFFO);
$offset += strlen($masterList) + 8;

$docInfolList = $this->getRecord($documentContainer, $offset, 0x07D0O);
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if ($docInfolList) $offset += strlen($docInfolList) + 8;

$slideHF = $this->getRecord($documentContainer, $offset, OxOFD9);
if ($slideHF) $offset += strlen($slideHF) + 8;

$notesHF = $this->getRecord($documentContainer, $offset, OxOFD9);
if ($notesHF) $offset += strlen($notesHF) + 8;

// Clean up the garbage.
unset($exObjList, $documentTextInfo, $soundCollection, $drawingGroup, $masterList,
$docInfoList, $slideHF, $notesHF);

// Reading SlidelList structure.
$slideList = $this->getRecord($documentContainer, $offset, OXOFFO0);
$out = "";
for ($i = 0; $i < strlen($slidelList); ) {
// Read the current block and use its type to decide how to process it.
$block = $this->getRecord($slideList, $i);
switch($this->getRecordType($slideList, $i)) {
case Ox03F3: # RT SlidePersistAtom
// The worst case: we have pointer to a slide. If this is the case
// we have to get this slide from PersistDirectory.
$pid = $this->getLong(0, $block);
$slide = $this->getRecord($ppdStream, @$persistDirEntry[$pid], OxO3EE);

// Again skip lots of different stuff looking for Drawing structure.

$offset = 32;

$slideShowSlideInfoAtom = $this->getRecord($slide, $offset, Ox03F9);

if ($slideShowSlideInfoAtom) $offset += strlen($slideShowSlideInfoAtom) + 8;
$perSlideHFContainer = $this->getRecord($slide, $offset, OxOFD9);

if ($perSlideHFContainer) $offset += strlen($perSlideHFContainer) + 8;
$rtSlideSyncInfol2 = $this->getRecord($slide, $offset, 0x3714);

if ($rtSlideSyncInfol2) $offset += strlen($rtSlideSyncInfol2) + 8;

// Drawing is MS Drawing object that has header structure similar to PPT .
// To avoid possible parsing of complicated nested structures we can search
the text directly.
$drawing = $this->getRecord($slide, $offset, 0x040C);
$from = 0;
while(preg _match ("#(\xA8|\xA0)\xOF#", $drawing, $pocket, PREG_OFFSET CAPTURE,
$from)) {
$pocket = @$pocket[1];
// We must check that block header starts with 00, otherwise it may happen
that we found
// something in the middle of other data
if (substr($drawing, $pocket[1l] - 2, 2) == "\x00\x00") {
// Read either plain or Unicode text.
if (ord($pocket[0]) == OxA8)
$out .= htmlspecialchars($this->getRecord($drawing, $pocket[1l] - 2,
OxOFA8))." ";
else
$out .= $this->unicode to utf8($this->getRecord($drawing,
$pocket[1l] - 2, OxOFA0))." ";
}
// Read the next entry
$from = $pocket[1l] + 2;
}
break;
case OxOFAO: # RT_TextCharsAtom
// Simple option: we've found Unicode-text
$out .= $this->unicode to utf8($block)." ";
break;
case OxOFA8: # RT_TextBytesAtom
// Or regular plain text.
$out .= htmlspecialchars($block)." ";
break;
# skip other "options"

}

// Move by the length of the block with header.
$1 += strlen($block) + 8;
)

// Return UTF-8 text.
return html entity decode(iconv("windows-1251", "utf-8", $out), ENT QUOTES, "UTF-8");
}

// Additional funciton that defines the lingth of the current internal structure.
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// It gets the input stream, offset and type of the structure to read.
// Type will be used ot check the actual structure we read.
private function getRecordLength($stream, $offset, $recType = null) {
$rh = substr($stream, $offset, 8);
if (!'is_null($recType) && $recType != $this->getShort(2, $rh))
return false;
return $this->getlLong(4, $rh);
}
// Get the type of the current structure according to MS manual.
private function getRecordType($stream, $offset) {
$rh = substr($stream, $offset, 8);
return $this->getShort(2, $rh);
}
// Get the record by its offset. Attention, the header doesn't go back

private function getRecord($stream, $offset, $recType = null) {
$length = $this->getRecordLength($stream, $offset, $recType);
if ($length === false)
return false;
return substr($stream, $offset + 8, $length);

// For those ones who do not need classes :)
function ppt2text($filename) {

$ppt = new ppt;
$ppt->read($filename);
return $ppt->parse();
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1 .pager {
2 text-align: right
3 }
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1 <?php
2 require_once(dirname(dirname(dirname(_FILE ))) . '/config.php');
3 require_once($CFG->libdir.'/adminlib.php');
4 require_once($CFG->dirroot.'/plagiarism/moss/locallib.php');
5 require_once($CFG->dirroot.'/lib/formslib.php');
6
7 class moss global settings form extends moodleform {
8
9 function definition() {
10 global $CFG;
11
12 $mform =& $this-> form;
13
14 $helplink = get string('mossexplain', 'plagiarism moss');
15 $mform->addElement ('html', $helplink)
16
17 $mform->addElement('checkbox', 'mossenabled', get string('mossenabled', 'plagiarism moss'));
18 $mform->setDefault('mossenabled', false);
19
20 $mform->addElement('text', 'mossuserid', get string('mossuserid', 'plagiarism moss'));
21 $mform->addHelpButton('mossuserid', 'mossuserid', ‘'plagiarism moss');
22 $mform->setDefault('mossuserid', '');
23 $mform->disabledIf('mossuserid', 'mossenabled');
24
25 $choices = moss _get supported languages();
26 $mform->addElement('select', 'defaultlanguage', get_string('defaultlanguage’,
'plagiarism moss'), $choices);
27 $mform->setDefault('defaultlanguage', 'ascii');
28 $mform->disabledIf('defaultlanguage', 'mossenabled');
29
30 $mform->addElement (' checkbox', 'showidnumber', get string('showidnumber',
'plagiarism moss'));
31 $smform->setDefault('showidnumber', false);
32 $mform->disabledIf('showidnumber', 'mossenabled');
33
34 $mform->addElement('text', 'maxfilesize', get string('maxfilesize', 'plagiarism moss'));
35 $mform->addHelpButton('maxfilesize', 'maxfilesize', 'plagiarism moss');
36 $mform->setDefault('maxfilesize', MOSS DEFAULT MAXFILESIZE);
37 $mform->setType('maxfilesize', PARAM INT);
38 $mform->disabledIf( 'maxfilesize', 'mossenabled');
39
40 $mform->addElement('text', 'antiwordpath', get string('antiwordpath', 'plagiarism moss'));
41 $mform->addHelpButton('antiwordpath', ‘'antiwordpath', 'plagiarism moss');
42 $mform->setDefault('antiwordpath', '');
43 $mform->setType('antiwordpath', PARAM RAW);
44 $mform->disabledIf('antiwordpath', 'mossenabled');
45
46 if ($CFG->ostype == 'WINDOWS') {
47 $mform->addElement('text', 'cygwinpath', get string('cygwinpath', 'plagiarism moss'));
48 $mform->setDefault('cygwinpath', 'C:\cygwin');
49 $mform->setType('cygwinpath', PARAM RAW);
50 $mform->disabledIf('cygwinpath', 'mossenabled');
51 }
52
53 $this->add action buttons(false);
54 }
55
56 function validation($data, $files) {
57 global $CFG;
58 $errors = parent::validation($data, $files);
59
60 if ('empty($datal'mossenabled'])) {
61 if (!is numeric(s$data[ 'mossuserid'])) {
62 $errors['mossuserid'] = get_string('err numeric', 'form');
63 }
64 if ($CFG->o0stype == 'WINDOWS') {
65 if (!is_executable($data['cygwinpath']. '\\bin\\perl.exe')) {
66 $errors['cygwinpath'] = get_string('err cygwinpath', 'plagiarism moss');
67 }
68 }
69 }
70
71 return $errors;
72 }
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75 require login();

76 admin_externalpage setup('plagiarismmoss');

77 $context = get context instance(CONTEXT SYSTEM);

78 require capability('moodle/site:config', $context, $USER->id);

80  $mform = new moss_global settings form();

81
82 echo $0UTPUT->header();
83
84 if (($data = $mform->get data()) && confirm_sesskey()) {
85
86 if (!empty($data->mossenabled)) {
87 set config('moss use', $data->mossenabled, 'plagiarism');
88 set_config('mossuserid', $data->mossuserid, 'plagiarism moss');
89 set_config('defaultlanguage', $data->defaultlanguage, 'plagiarism moss');
90 set config('showidnumber', $data->showidnumber, 'plagiarism moss');
91 set config('maxfilesize', $data->maxfilesize, 'plagiarism moss');
92 set config('antiwordpath', $data->antiwordpath, 'plagiarism moss');
93 if ($CFG->ostype == 'WINDOWS') {
94 set_config('cygwinpath', $data->cygwinpath, 'plagiarism moss');
95 }
96 } else {
97 set config('moss use', 0, 'plagiarism');
98 }
99
100 echo $0UTPUT->notification(get string('savedconfigsuccess', 'plagiarism moss'),
'notifysuccess');
101 }
102

103 $settings = array();

104 if ($moss use = get config('plagiarism', 'moss use')) {
105 $settings['mossenabled'] = $moss use;

106 }

107 $moss configs = (array)get config('plagiarism moss');
108 $settings = array merge($settings, $moss configs);

109 $mform->set data($settings);

111 echo $0UTPUT->box start();
112 $mform->display();

113 echo $0UTPUT->box end();
114 echo $0UTPUT->footer();
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<?php
defined('MOODLE INTERNAL') || die();
require_once($CFG->libdir.'/gradelib.php');

/**

* moss result page renderer class

*/

class plagiarism moss renderer extends plugin_renderer base {

protected $can viewdiff;
protected $can confirm;
protected $can viewunconfirmed;
protected $context;

protected $confirm htmls;
protected $showidnumber;

var $moss = null;

var $cm = null;

public function _ construct(moodle page $page, $target) {
parent:: construct($page, $target);

$this->context = $page->context;
$this->can viewdiff = has capability('plagiarism/moss:viewdiff', $this->context);
$this->can_viewunconfirmed = has_ capability('plagiarism/moss:viewunconfirmed', $this-

>context);

$this->can_confirm = has capability('plagiarism/moss:confirm', $this->context);
$this->can_grade = has capability('mod/assignment:grade', $this->context);
$this->showidnumber = get_config('plagiarism moss', 'showidnumber');

$this->confirm htmls = array (
$this->pix _icon('i/completion-manual-n', get string('unconfirmed', 'plagiarism moss')),
$this->pix_icon('i/completion-manual-y', get string('confirmed', 'plagiarism moss'))
);
}

function user stats($user) {
global $DB;

$sql = 'SELECT COUNT(DISTINCT moss)

FROM {plagiarism _moss_results}

WHERE userid = ? AND confirmed = 1';
$a->total = $DB->count_records sql($sql, array($user->id));
$a->fullname = fullname($user);

return $this->container(get string('confirmedresults', 'plagiarism moss', $a));

}

function cm stats() {
global $DB;

$sql = 'SELECT COUNT(DISTINCT userid)
FROM {plagiarism moss_results}
WHERE moss = ? AND confirmed = 1';
$total = $DB->count records sql($sql, array($this->moss->id));

return $this->container(get string('activityconfirmedresults', 'plagiarism moss', $total));

}

function user result($user) {
global $DB;

$output = $this->user_stats($user);
$user timesubmitted = moss_get submit time($this->moss->cmid, $user->id);

$table = new html table();

$table->head = array(
get string('user'),
get_string('filepatterns', 'plagiarism moss'),
get string('confirm', 'plagiarism moss').$this->help icon('confirm', 'plagiarism moss'),
get string('deltatime', 'plagiarism moss'),
get string('percentage', 'plagiarism moss'),
get_string('matchedlines', 'plagiarism moss'),
get_string('matchedusers', 'plagiarism moss')
);
if ($this->showidnumber) {
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$table->head[] = get string('idnumber');
}
$table->head[] = get string('confirm', 'plagiarism moss').$this->help icon('confirm",
'plagiarism moss');

$configs = $DB->get records('plagiarism moss configs', array('moss' => $this->moss->id));
foreach ($configs as $config) {
if (empty($config->filepatterns)) {
continue;

}

$sql = 'SELECT rl.*, r2.userid AS other
FROM {plagiarism moss results} rl
LEFT JOIN {plagiarism moss results} r2 ON rl.pair = r2.id
WHERE rl.userid = ? AND rl.moss = ? AND rl.config = ? ';
if (!$this->can_viewunconfirmed) {
$sql .= 'AND rl.confirmed = 1 ';
}
$sql .= 'ORDER BY rank ASC';
$params = array($user->id, $this->moss->id, $config->id);
$matches = $DB->get records sql($sql, $params);

$first match = true;
foreach ($matches as $match) {
$cells = array();

// time submitted
$delta = $user timesubmitted - moss get submit time($this->moss->cmid, $match-
>other);
if ($delta > 0) {
$delta text = get string('late', 'assignment', format time($delta));
} else if ($delta <0) {
$delta text = get string('early', 'assignment', format_time($delta));
} else {
$delta text = get string('numseconds', '', 0);
}
$cells[] = new html table cell($delta text);

// percentage and linesmatched
$percentage = $match->percentage.'s";
$linesmatched = $match->linesmatched;
if ($this->can viewdiff) {
$url = new moodle url($match->link);
$attributes = array('target' => ' blank');
$percentage = html writer::link($url, $percentage, $attributes);
$linesmatched = html writer::link($url, $linesmatched, $attributes);

}
$cells[] = new html_table cell($percentage);
$cells[] = new html_table_cell($linesmatched);

// other user
$other = $DB->get record('user', array('id' => $match->other));
$cells[] = new html_table cell($this->user($other));
if ($this->showidnumber) {
$cells[] = new html table cell($other->idnumber);
}
$cells[] = new html table cell($this->confirm button($match->pair));

if ($first match) { // first row of the filepatterns
// confirm button
$confirmcell = new html table cell($this->confirm button($match));
$confirmcell->rowspan = count($matches);

$pattern cell = new html_table cell($config->filepatterns);
$pattern cell->rowspan = count($matches);

$cells = array_merge(array($pattern cell, $confirmcell), $cells);

$first match = false;

}

if (empty($table->data)) { //first row
$user_text = $this-
>user_picture($user).html writer::empty tag('br').fullname($user).html writer::empty tag('br').
$user->idnumber;
$cell = new html_table cell(S$user text);
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147 $rowcount = &$cell->rowspan; // assign it later

148 $rowcount = 0;

149 $cells = array merge(array($cell), $cells);

150 }

151

152 $table->datal[] = new html table row($cells);

153 $rowcount++;

154 }

155 }

156

157 if (empty($table->data)) {

158 $output .= $this->notification(get string('nouserresults', 'plagiarism moss',
fullname($user)));

159 } else {

160 $output .= html writer::table($table);

161 }

162

163 return $output;

164 }

165

166 /**

167 * List all results in a course module

168 */

169 function cm_result($tabid=0, $from=0, $num=30) {

170 global $DB, $CFG, $PAGE;

171

172 $output = $this->cm stats();

173

174 /// find out current groups mode

175 $groupmode = groups get activity groupmode($this->cm);

176 $currentgroup = groups_get activity group($this->cm, true);

177 $output .= groups print activity menu($this->cm, clone($PAGE->url), true);

178

179 /// Tabs

180 $select = 'moss = ? AND filepatterns != \'\'"';

181 $configs = $DB->get records select('plagiarism moss configs', $select, array($this->moss-
>id));

182 $current config = $tabid == -1 ? $tabid : reset($configs)->id; // -1 means confirmed only

183 $row = array();

184 foreach ($configs as $conf) {

185 $link = new moodle url('/plagiarism/moss/view.php', array('id' => $this->cm->id, 'tab’
=> $conf->id));

186 $row[] = new tabobject($conf->id, $link, $conf->filepatterns, get string('filepatterns',
'plagiarism moss').' '.$conf->filepatterns);

187 if ($tabid == $conf->id) {

188 $current config = $conf->id;

189 }

190 }

191 $link = new moodle url('/plagiarism/moss/view.php', array('id' => $this->cm->id, 'tab' =>
-1));

192 $row[] = new tabobject(-1, $link, get string('confirmed', 'plagiarism moss'));

193 $output .= print_tabs(array($row), $current config, NULL, NULL, true);

194

195 /// Table header

196 $head = array();

197 $head[] = get string('user').'l"';

198 if ($this->showidnumber) {

199 $head[] = get _string('idnumber').'1l"';

200 }

201 $head[] = get string('confirm', 'plagiarism moss').$this->help icon('confirm',
'plagiarism moss');

202 $head[] = get string('percentage', 'plagiarism moss');

203 $head[] = get string('matchedlines', 'plagiarism moss');

204 $head[] = get string('user').'2";

205 if ($this->showidnumber) {

206 $head[] = get string('idnumber').'2"';

207 }

208 $head[] = get string('confirm', ‘'plagiarism moss').$this->help icon('confirm',
'plagiarism moss');

209 $head[] = get string('percentage', 'plagiarism moss');

210 $head[] = get_string('matchedlines', 'plagiarism moss');

211 $head[] = get string('deltatime', 'plagiarism moss').$this->help icon('deltatime’,
'plagiarism moss');

212 $table = new html table();

213 $table->head = $head;

214

215 $select = 'SELECT rl.%*,
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251
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r2.id AS id2, r2.userid AS userid2,

r2.linesmatched AS linesmatched?2,

r2.confirmed AS confirmed2,

AS timeconfirmed2

r2.percentage AS percentage2,

r2.confirmer AS confirmer2, r2.timeconfirmed

FROM {plagiarism moss results} rl LEFT JOIN {plagiarism moss results} r2 ON

rl.pair = r2.id ';
if ($tabid == -1) {
$where = '"WHERE rl.moss = ? AND rl.userid < r2.userid AND ( rl.confirmed = 1 or
r2.confirmed =1 )"';
} else {
$where = 'WHERE rl.moss = ? AND rl.userid < r2.userid AND rl.config = ?';
}

$orderby = 'ORDER BY rl.rank ASC';
if ($currentgroup) {

}

$results = $DB->get records sql($select.$where.$orderby,

if ($users = groups get members($currentgroup, 'u.id', 'u.id')) {
$users = array_keys($users);
$userids = implode(',"',$users);

} else {
$userids = '0';

}

$where .= "AND (rl.userid IN ($userids) OR r2.userid IN ($userids)) ";

$current _config), $from, $num);

foreach ($results as $result) {

$user2result = clone($result);
$user2result->id = $result->id2;
$user2result->userid = $result->userid2;

$user2result->percentage = $result->percentage2;
$user2result->linesmatched = $result->linesmatched?2;
$user2result->confirmed = $result->confirmed2;
$user2result->confirmer = $result->confirmer2;
$user2result->timeconfirmed = $result->timeconfirmed2;

array($this->moss->id,

// The persons who submitted later are displayed in the left column
// since they are more likely to be copiers.
$delta = moss get submit time($this->moss->cmid, $result->userid) -
moss _get submit time($this->moss->cmid, $user2result->userid);

if ($delta >= 0) {

$userlcells = $this->fill result in cells($result);
$user2cells = $this->fill result_in cells($user2result);
} else {
$user2cells = $this->fill_result_in_cells($result);
$userlcells = $this->fill result in cells($user2result);
}
$cells = array merge($userlcells, $user2cells);
$cells[] = $delta !'= 0 ? format_time($delta) : get_string('numseconds', '', 0);
$table->datal[] = new html table row($cells);
}
if (empty($table->data)) {
$output .= $this->notification(get_string('nocmresults', 'plagiarism moss'));
} else {
// append pager line
$prevliink = '';
$nextlink = '';
if ($from != 0) {

$url = clone($PAGE->url);

$newfrom = $from-$num >= 0 ? $from-$num : 0;

$url->param('from', $newfrom);

$prevliink = html writer::link($url, get string('previous'));

}

if ($num <= count($results)) {
$url = clone($PAGE->url);
$newfrom = $from+$num;
$url->param('from', $newfrom);

$nextlink = html_writer::link($url, get string('next'));

}
$pager = new html table cell($prevlink.
$pager->attributes|['class'] = 'pager';

$pager->colspan = count($table->head);

'.$nextlink);

$table->datal] = new html_table row(array($pager));

$output .= html writer::table($table);
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}

return $output;

}

protected function user($user) {
global $COURSE, $USER;

if (is_enrolled($this->context, $user)) {
if ($user->id == $USER->id or has_capability('plagiarism/moss:viewallresults', $this-

>context)) {

$url = new moodle url('/plagiarism/moss/view.php', array('id' => $this->cm->id,
'user' => $user->id));

} else {

$url = new moodle url('/user/view.php', array('id' => $user->id, 'course' =>

$COURSE->id));

}
} else {
$url = new moodle url('/user/view.php', array('id' => $user
}
return html writer::link($url, fullname($user));
}
/**

* return html of confirm/unconfirm button and grade button

*/

function confirm button($result, $ajax = false) {
global $DB, $PAGE;

if (!'is object($result)) { // $result is id

MUST_EXIST);

}

$result = $DB->get record('plagiarism moss results', array(

->id));

'id' => $result), '*',

if (!'is_enrolled($this->context, $result->userid)) { // show nothing for unenrolled users

}

return '';

// Confirm/unconfirm button
$output = $this->confirm_htmls[$result->confirmed];
if ($this->can_confirm) {

}

$url = $PAGE->url;

$url->param('sesskey', sesskey());

$url->param('result', $result->id);

$url->param('confirm', !$result->confirmed);

$output = html writer::link($url, $output, array('class' =>

// Grade button
if ($this->can grade) {

$url = new moodle url('/mod/assignment/submissions.php',
array (
'id' => $this->cm->id,
'userid' => $result->userid,
'mode' => 'single',
'filter' => 0,

‘confirmbutton'));

'offset' => 99999999 // HACK: Use a big offset to hide the next buttons

);

// get grade
$grading info = grade_get grades($this->cm->course, 'mod',

>instance, $result->userid);

if (lempty($grading info->items[0]->grades)) {
$grade = reset($grading info->items[0]->grades)->grade;
if (empty(s$grade)) {

$grade = '-';
} else {
$grade = round($grade);
}
} else {
$grade = '-';

}

'assignment', $this->cm-

$output .= html writer::link($url, ' ('.$grade.')', array('target' => ' blank', 'title’
=> get string('grade')));
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}

if ($ajax)
return

} else {

return html writer::tag('span', $output, array('id' => "user$result->userid-

{
$output;

config$result->config"));

}

public function get confirm htmls() {
return $this->confirm htmls;

}

protected function fill result in cells($result) {

global $DB;

$cells = array();

// user name
$user = $DB->get record('user', array('id' => $result->userid), 'id, firstname,

idnumber');
$cells[] =

new html table cell($this->user($user));

if ($this->showidnumber) {

$cells|

}
$cells[] =

] = new html_table cell($user->idnumber);

new html table cell($this->confirm button($result));

// percentage and linesmatched

$percentage

= $result->percentage.'%";

$linesmatched = $result->linesmatched;
if ($this->can viewdiff) {

$url =

new moodle url($result->link);

$attributes = array('target' => ' blank');
$percentage = html writer::link($url, $percentage, $attributes);
$linesmatched = html writer::link($url, $linesmatched, $attributes);

}
$cells[] =
$cells[] =

new html table cell($percentage);
new html_table cell($linesmatched);

return $cells;

lastname,
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1 <?php
2 defined('MOODLE INTERNAL') || die('Direct access to this script is forbidden.');
3
4 require_once($CFG->dirroot.'/plagiarism/moss/locallib.php');
5 require_once($CFG->dirroot.'/plagiarism/moss/textlib.php');
6
7 /**
8 * moss script interface
9 */
10 class moss {
11 protected $moss;
12 protected $tempdir;
13
14 public function _ construct($cmid) {
15 global $CFG, $DB, $UNITTEST;
16
17 $this->moss = $DB->get record('plagiarism moss', array('cmid' => $cmid));
18 if (!isset($UNITTEST)) { // testcase can not construct course structure
19 $this->moss->course = $DB->get field('course modules', 'course', array('id' => $this-
>moss->cmid)) ;
20 }
21
22 $this->tempdir = $CFG->dataroot.'/temp/moss/'.$this->moss->id;
23 remove dir($this->tempdir); // Perhaps it is not cleaned in previous run
24 if (!check dir exists($this->tempdir)) {
25 throw new moodle exception('errorcreatingdirectory', '', '', $this->tempdir)
26 }
27
28 if ($CFG->ostype == '"WINDOWS') {
29 // the tempdir will be passed to cygwin which require '/' path spliter
30 $this->tempdir = str_replace('\\', '/', $this->tempdir);
31 }
32 }
33
34 public function  destruct() {
35 if ('debugging('', DEBUG_DEVELOPER)) {
36 remove dir($this->tempdir)
37 }
38 }
39
40 protected function get config($name) {
41 $value = get config('plagiarism moss', $name);
42 if ($value === false) {
43 mtrace("\t!!! WARNING !!! - global settings of moss may not proper.");
44 }
45 return $value;
46 }
47
48 /**
49 * Measure the current course module
50 *
51 * @return bool success or not
52 */
53 public function measure() {
54 global $DB;
55
56 if (!moss_enabled($this->moss->cmid)) {
57 return false;
58 }
59
60 $mosses = $DB->get records_select('plagiarism moss', 'tag = ? AND tag != 0', array($this-
>moss->tag));
61 foreach ($mosses as $moss) {
62 if ($moss->cmid == $this->moss->cmid) {
63 // current moss must be extracted lastly
64 // to overwrite other files belong to the same person
65 continue;
66 }
67 $this->extract files($moss);
68 }
69
70 $this->extract files();
71
72 $result = $this->call moss();
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$this->moss->timemeasured = time();
$DB->update record('plagiarism moss', $this->moss);

return $result;

}

protected function extract files($moss = null) {
if ($moss == null) {
$moss = $this->moss;

}
$sizelimit = $this->get config('maxfilesize');

$fs = get file storage();
$files = $fs->get_area files(get system context()->id, 'plagiarism moss', 'files', $moss-
>cmid, 'sortorder', false);
foreach ($files as $file) {
if ($file->get filesize() > $sizelimit) {
continue;

}

$content = $this->get clear_utf8 content($file);
if (empty($content)) {
continue;

}

$path = $this->tempdir.$file->get_filepath();
$fullpath = $path.$file->get filename();
if (!check dir exists($path)) {
throw new moodle exception('errorcreatingdirectory', '', '', $path);

}
file put_contents($fullpath, $content);

}

/**
* Convert binary files to text and ensure the charset is UTF8
*
* @param object $file moodle storedfile
* @return content or false
*/
protected function get clear utf8 content($file) {
$localewincharset = get string('localewincharset', 'langconfig');

$filen = $file->get filename();
$file type = strtolower(substr($filen, strlen($filen)-4, 4));

if (array search($file type, array('.pdf', '.rtf', '.odt', '.doc', 'docx'))) {
$temp file = $this->tempdir."/$filen.tmp";
$file->copy_content to($temp file);
switch ($file type) {
case '.pdf':
$content = pdf2text($temp file);
break;
case '.rtf':
$content = textlib _get instance()->entities to utf8(rtf2text($temp file));
break;
case '.odt':
$content = getTextFromZippedXML($temp file, 'content.xml');
break;
case '.doc':
$antiwordpath = $this->get_config('antiwordpath');
$magic = file get contents($temp file, NULL, NULL, -1, 2);
if ($magic === 'PK') {
// It is really a docx
$content = getTextFromZippedXML($temp file, 'word/document.xml');

} else if (empty($antiwordpath) || !'is_executable($antiwordpath)) {
$content = textlib_get instance()->entities to utf8(doc2text($temp file));
} else {

$content = shell exec($antiwordpath.' -f -w 0 '.escapeshellarg($temp file));
if (empty($content)) { // antiword can not recognize this file
$content = textlib _get instance()->entities to utf8(doc2text($temp file));
}
}

break;



File: /Thome/gabri/moodle/moss.php

148
149
150
151
152
153
154

case 'docx':
$content = getTextFromZippedXML($temp file, 'word/document.xml');
break;

}

unlink($temp file);
return $this->wordwrap($content, 80);

}

// Files no need to covert format go here
$content = $file->get content();

if (!mb_check encoding($content, 'UTF-8')) {
if (mb_check encoding($content, $localewincharset)) {
// Convert content charset to UTF-8
$content = textlib_get instance()->convert($content, $localewincharset);
} else {
// Unknown charset, possible binary file. Skip it
mtrace("\tSkip unknown charset/binary file ".$file->get filepath().$file-
>get filename());
return false;
}
}

return $content;

}

Vil
* Auto wordwarp text
*/
protected function wordwrap($text, $width) {
$i = 0;
$return = '';
$linelen = 0;
$prev_ch = '";
while (($ch = mb_substr($text, $i, 1, 'UTF-8')) !=="'") {
if ($linelen >= $width and (!ctype alnum($prev ch) or ctype space($ch))) { // Do not
break latin words

$return .= "\n";
$linelen = 0;
}
if ($linelen != 0 or !ctype space($ch)) { // trim heading whitespaces
$return .= $ch;
$linelen += mb_strwidth($ch, 'UTF-8'); // Multy-byte chars may twice the width
}
if ($ch === "\n") {
$linelen = 0;
}
$i++;

$prev _ch = $ch;
}

return $return;

/x*
* this function will call moss script and save anti-plagiarism results
*
* @return sucessful true or failed false
*/
protected function call_moss() {
global $CFG, $DB;

$commands = $this->get commands();

if (empty($commands)) {
mtrace("\tNo valid config to run");
return false;

}

//delete previous results
$this->clean results();

//connect moss server and save results
foreach($commands as $configid => $cmd) {
$descriptorspec = array(
0 => array('pipe', 'r'), // stdin
1 => array('pipe', 'w'), // stdout
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2 => array('pipe', 'w') // stderr
)i
$proc = proc_open($cmd, $descriptorspec, $pipes);
if (!is_resource($proc)) {
mtrace("\tCall moss failed.");
return false;

}

//get standard output and standard error output
$out = stream _get contents($pipes[1]);
$err = stream_get contents($pipes[2]);
$rval = proc_close($proc);
if ($rval !'= 0) {
mtrace($out);
mtrace($err);
return false;

}
mtrace(substr_count($out, 'done').' files are uploaded.');

$url p = '"/http:\/\/moss\.stanford\.edu\/results\/\d+/"';
if (!preg match($url p, $out, $match)) {

mtrace($out);

mtrace($err);

return false;

}
$url = $match[0].'/"'; // Some curl do not process 301. Add a tailing / to prevent 301
from moss
if (!$this->save results(s$url, $configid)) {
return false;
}
}
return true;
}
/**

>id,

* Return commands of moss for all configs
*
* @return array
*/
protected function get commands() {
global $CFG, $DB;

$settings = $DB->get records('plagiarism moss configs', array('moss' => $this->moss->id));
$fs = get file storage();

$context = get system context();

$cmds = array();

foreach($settings as $setting) {
if (empty($setting->filepatterns)) { // no filepatterns means invalid

continue;
}
if ($CFG->ostype == 'WINDOWS') {
$cygwin = $this->get _config('cygwinpath');
$perl = $cygwin. '\\bin\\perl.exe';
$mossscrpit = $CFG->dirroot.'\\plagiarism\\moss\\moss';
$cmd = str_replace(' ', '\\ ', $CFG->dirroot.'\\plagiarism\\moss\\moss.bat');
$cmd .= ' "'.$perl.'" "'.$mossscrpit.'"’';
} else {
$cmd = '"'.$CFG->dirroot.'/plagiarism/moss/moss'."'"";
}
$cmd .= ' -d';
$cmd .= -u '.escapeshellarg($this->get config('mossuserid'));
$cmd .= -1 '.escapeshellarg($setting->language);

if (lempty($this->moss->sensitivity)) {
$cmd .= ' -m '.escapeshellarg($this->moss->sensitivity);

}

$basefiles = $fs->get_area files($context->id, 'plagiarism moss', 'basefiles', $setting-
'filename', false);
foreach ($basefiles as $basefile) {
$realpath = $this->tempdir.'/'.$setting->id.' '.$basefile->get filename();
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$basefile->copy_content_to($realpath);
$cmd .= ' -b '.escapeshellarg($realpath);
}
$filepatterns = explode(' ', $setting->filepatterns);
foreach ($filepatterns as $filepattern) {
$cmd .= ' '.str _replace(' ', '\\ ', $this->tempdir.'/*/'.$filepattern);
}
if (debugging('', DEBUG DEVELOPER)) {
mtrace("\t".$cmd) ;

}
$cmds[$setting->id] = $cmd;
}
return $cmds;
}
/**

Parse moss result page and store to DB

*

*

* @param string $url moss result page url

* @param int $configid

* @return true or false

*/

protected function save results($url, $configid) {
global $DB, $UNITTEST;

mtrace("\tProcessing $url");

if (!$result page = download file content($url)) {
mtrace("\tcan not read $url");
return false;

}

preg match_all(

'/ (?P<link>http:\/\/moss\.stanford\.edu\/results\/\d+\/match\d+\.html)">.+\/(?
P<userl>\d+)\/ \((?P<percentagel>\d+)%\).+\/(?P<user2>\d+)\/ \((?P<percentage2>\d+)%\).+right>(?
P<linesmatched>\d+)\\n/Us',

$result page,

$matches,

PREG_SET ORDER

)i

if (!isset($UNITTEST)) { // testcase can not construct course structure
$context = get context instance(CONTEXT COURSE, $this->moss->course);
}

$filepatterns = $DB->get field('plagiarism moss configs', 'filepatterns', array('id' =>
$configid));

$filepatterns = explode(' ', $filepatterns);

$fs = get file storage();

$rank = 0;

foreach ($matches as $result) {
$rank++;
$result['moss'] = $this->moss->id;
$result['config'] = $configid;
$result['rank'] = $rank + 1;

$resultl = (object)$result;

$resultl->userid = $result['userl'];
$resultl->percentage = $result['percentagel'];
$result2 = (object)$result;

$result2->userid = $result['user2'];
$result2->percentage = $result['percentage2'];

if (!isset($UNITTEST)) { // testcase can not construct course structure
// skip unenrolled users
if (!is enrolled($context, $resultl->userid) and !'is enrolled($context, $result2-
>userid)) {
continue;

}

$resultl->id = $DB->insert record('plagiarism moss results', $resultl);
$result2->pair = $resultl->id;
$result2->id = $DB->insert_record('plagiarism moss results', $result2);
$resultl->pair = $result2->id;
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$DB->update record('plagiarism moss results', $resultl);

// update moss matchedfiles db
for ($i=1; $i<=2; $i++) {

$userid = eval('return $result'.$i.'->userid;"');
$resultid = eval('return $result'.$i.'->id;"');

$files = $fs->get directory files(get system context()->id,
'files', $this->moss->cmid, "/$userid/");

foreach ($files as $file) {
foreach ($filepatterns as $pattern) {

if (fnmatch($pattern, $file->get filename())) {

$obj = new stdClass();
$obj->result = $resultid;

$obj->contenthash = $file->get contenthash();

'plagiarism moss',

$DB->insert_record('plagiarism moss matchedfiles', $obj);

}
mtrace("\tGot $rank pairs");

return true;

}

/**

* Clean current stored results

*/

protected function clean results() {
global $DB;

$sql = 'DELETE FROM {plagiarism moss matchedfiles}
WHERE result in (
SELECT id FROM {plagiarism moss results}
WHERE moss = ?
)"
$DB->execute($sql, array($this->moss->id));

$DB->delete records('plagiarism moss results', array('moss' => $this->moss->id));

//TODO: remove cached pages
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1 @echo off
2 rem Accept arguments as a line of command and run it

3 %
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#!/usr/bin/perl
use I0::Socket;

#

# As of the date this script was written, the following languages were supported. This script will
work with

# languages added later however. Check the moss website for the full list of supported languages.
#

@languages = ("c", "cc", "java", "ml", "pascal", "ada", "lisp", "scheme", "haskell", "fortran",
"ascii", "vhdl", "perl", "matlab", "python", "mips", "prolog", "spice", "vb", "csharp", "modula2",
"a8086", "javascript", "plsql", "verilog");

$server = 'moss.stanford.edu';

$port = '7690';

$noreq = "Request not sent.";

$usage = "usage: moss [-u userid] [-x] [-1 language] [-d] [-b basefilel] ... [-b basefilen] [-m #]

[-c \"string\"] filel file2 file3 ...";

#

# The userid is used to authenticate your queries to the server; don't change it!
#

$userid=0;

#
# Process the command line options. This is done in a non-standard
# way to allow multiple -b's.

#

$opt_1 = "c"; # default language is c

$opt_m = 10;

$opt_d = 0;

$opt_x = 0;

$opt_c = "";

$opt_n = 250;

$bindex = 0; # this becomes non-zero if we have any base files

while (@ARGV && ($_ = $ARGV[O]) =~ /~-(.)(.*)/) {
($first,$rest) = ($1,9$2);

shift(@ARGV);

if ($first eq "d") {
$opt_d = 1;
next;

if ($first eq "b") {
if($rest eq '') {
die "No argument for option -b.\n" unless @ARGV;
$rest = shift(@ARGV);
}
$opt_b[$bindex++] = $rest;
next;

if ($first eq "1") {
if ($rest eq '') {
die "No argument for option -1.\n" unless @ARGV;
$rest = shift(@ARGV);
}
$opt_1 = $rest;
next;

if ($first eq "m") {
if($rest eq '') {
die "No argument for option -m.\n" unless @ARGV;
$rest = shift(@ARGV);
}
$opt_m = $rest;
next;

if ($first eq "c") {
if($rest eq '') {
die "No argument for option -c.\n" unless @ARGV;
$rest = shift(@ARGV);
}
$opt_c = $rest;
next;

if ($first eq "n") {
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if(srest eq '') {
die "No argument for option -n.\n" unless @ARGV;
$rest = shift (@ARGV);
}
$opt_n = $rest;
next;
}
if ($first eq "x") {
$opt_x = 1;
next;

Set userid. A moodle moss plugin hack

H* R

if ($first eq "u") {
if ($rest eq '') {
die "No argument for option -u.\n" unless @ARGV;
$rest = shift (@ARGV);
}
$userid = $rest;
next;

Override the name of the server. This is used for testing this script.

* oW H

if ($first eq "s") {
$server = shift(@ARGV);
next;

Override the port. This is used for testing this script.

H* W H

if ($first eq "p") {
$port = shift(@ARGV);
next;

}

die "Unrecognized option -$first. $usage\n";

if ("$userid" eq '0') {
die "No valid userid provided.\n $usage";

}

#

# Check a bunch of things first to ensure that the
# script will be able to run to completion.

#

#

# Make sure all the argument files exist and are readable.

#

print "Checking files . . . \n";

$i = 0;

while($i < $bindex)

{
die "Base file $opt_b[$i] does not exist. $noreq\n" unless -e "$opt_b[$i]";
die "Base file $opt_b[$i] is not readable. $noreq\n" unless -r "$opt_b[$i]";

# comment out by sunner to allow non-ascii words

# die "Base file $opt b is not a text file. $noreq\n" unless -T "$opt b[$i]";
$i++;

}

$uploadable_file_count = 0;

foreach $file (@ARGV)

{

# change 'die' to 'print' by sunner to skip some glob format filenames
print "File $file does not exist. $noreq\n" unless -e "$file";
print "File $file is not readable. $noreq\n" unless -r "$file";

# comment out by sunner to allow non-ascii words

# die "File $file is not a text file. $noreg\n" unless -T "$file";
$uploadable_file_count++ if -r "$file";

}

if ("@ARGV" eq '') {
die "No files submitted.\n $usage";

}
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if ($uploadable_file_count eq 0) {
die "No files can be submitted.";

}
print "OK\n";

#
# Now the real processing begins.
#

$sock = new IO::Socket::INET (
PeerAddr => $server,
PeerPort => $port,
Proto => 'tcp',
);
die "Could not connect to server $server: $!\n" unless $sock;
$sock->autoflush(1)

sub read from server {
$msg = <$sock>;
print $msg;

}

sub upload file {

local ($file, $id, $lang) = @_;

return unless -r "$file"; # skip unreadable files
#
# The stat function does not seem to give correct filesizes on windows, so
# we compute the size here via brute force.
#

open(F,$file);

$size = 0;

while (<F>) {

$size += length($_);

close(F);

print "Uploading $file ...";
print $sock "file $id $lang $size $file\n";
open(F,$file);
while (<F>) {
print $sock $_;
}
close(F);
print "done.\n";

print $sock "moss $userid\n"; # authenticate user
print $sock "directory $opt_d\n";

print $sock "X $opt_x\n";

print $sock "maxmatches $opt_m\n";

print $sock "show $opt_n\n";

#
# confirm that we have a supported languages
#
print $sock "language $opt_1\n";
$msg = <$sock>;
chop($msg) ;
if ($msg eq "no") {
print $sock "end\n";
die "Unrecognized language $opt_1.";

}

# upload any base files
$1i = 0;
while($i < $bindex) {
&upload file($opt_b[$i++],0,%0pt_1);
}

$setid = 1;
foreach $file (@ARGV) {
&upload file($file,$setid++,$opt_1);
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}

print $sock "query 0 $opt_c\n";

print "Query submitted.
&read_from_server();
print $sock "end\n";
close($sock);

Waiting for the server's response.\n";
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M.plagiarism moss = {};

M.plagiarism_moss.Y = {};

M.plagiarism moss.confirm_button_clicked = function(e) {
e.preventDefault();
var Y = M.plagiarism moss.Y;

var button = e.currentTarget;

var link = button.get('href');
var id = button.get('parentNode').get('id"');

var sp = link.split('?', 2);
var uri = sp[0];
var data = sp[l];

if (data.charAt(data.length-1) == '1') { // unconfirmed now
if (!confirm(M.util.get string('confirmmessage', ‘'plagiarism moss'))) {
return;
}
}

// bind io events

Y.once('io:success', M.plagiarism moss.iocomplete, Y, [id]);

Y.once('io:failure', M.plagiarism moss.iofailure, Y, [id,
button.get('parentNode').get('innerHTML")]);

data += 'Gajax=1";

var cfg = {
method : 'GET',
data : data

}

Y.io(uri, cfg);

var buttons = Y.all('span#'+id);
buttons.setContent(M.plagiarism_moss.updating_html);

M.plagiarism moss.iocomplete = function(transactionid, response, arguments) {
var Y = M.plagiarism moss.Y;
var id = arguments[0];

var buttons = Y.all('span#'+id);
buttons.setContent(response.responseText);

M.plagiarism_moss.bind_buttons(id);

}

M.plagiarism moss.iofailure = function(transactionid, response, arguments) {
alert('Network error');

var Y = M.plagiarism _moss.Y;
var id = arguments[0];
var old _html = arguments[1];

var buttons = Y.all('span#'+id);
buttons.setContent(old html);

M.plagiarism moss.bind buttons(id);

}

M.plagiarism moss.init = function(Y, updating_html) {
M.plagiarism moss.Y =Y;
M.plagiarism moss.updating html = updating html;

M.plagiarism moss.Y.on("click", M.plagiarism moss.confirm button clicked, "a.confirmbutton");
+

M.plagiarism moss.bind buttons = function(id) {
M.plagiarism _moss.Y.on("click", M.plagiarism _moss.confirm_button_clicked, "span#"+id+'
a.confirmbutton');

}
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<?php
defined('MOODLE INTERNAL') || die('Direct access to this script is forbidden.');

require_once($CFG->dirroot.'/plagiarism/moss/moss.php');

define('MOSS DEFAULT MAXFILESIZE', 64 * 1024 * 1024); // default max size of files to be
submitted. I think 64K is big enough

/**

* Whether moss is enabled

*

* @param int cmid

* @return bool

*/

function moss _enabled($cmid = 0) {
global $DB;

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17 if (!get config('plagiarism', 'moss use')) {
18 return false;
19 } else if ($cmid == 0) {
20 return true;
21 } else {
22 return $DB->get field('plagiarism moss', 'enabled', array('cmid' => $cmid));
23 }
24 }
25
26
27
28
29
30

/**

* Save files in $eventdata to moss file area
*

* @param object $eventdata

*/

31 function moss_save files from_event($eventdata) {

32 global $DB;

33 $result = true;

34

35 if (!moss_enabled($eventdata->cmid)) {

36 return $result;

37 }

38

39 if (l!empty($eventdata->file) && empty($eventdata->files)) { //single assignment type passes a
single file

40 $eventdata->files[] = $eventdata->file;

41 }

42

43 if (isset($eventdata->files)) {

44 moss_save storedfiles($eventdata->files, $eventdata->cmid, $eventdata->userid);

45 }

46

47 return $result;

48 }

49

50 /**

51 * Save storedfiles into moss

52 *

53 * The function will clean all previous stored files

54 * @param array $storedfiles

55 * @param int $cmid

56 * @param int $userid

57 */

58 function moss save storedfiles($storedfiles, $cmid, $userid) {

59 $context = get system context();

60 $fs = get file storage();

61

62 // remove all old files

63 $old files = $fs->get directory files($context->id, 'plagiarism moss', 'files', $cmid, "/
$userid/", true, true);

64 foreach($old files as $oldfile) {

65 $oldfile->delete();

66 }

67

68 // store files

69 foreach($storedfiles as $file) {

70 if ($file->get filename() === '.') {

71 continue;

72 }
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//hacky way to check file still exists
$fileid = $fs->get file by id($file->get id());
if (empty($fileid)) {

mtrace("nofilefound!");

continue;

}

$fileinfo = array(
'contextid' => $context->id,
'component' => 'plagiarism moss',
'filearea' => 'files',
'itemid’ => $cmid,
'filepath' => "/$userid/",
// save /abc/def/ghi.c as abc def ghi.c
‘filename' => str_replace('/', ' ', ltrim($file->get filepath(), '/')).$file-
>get_filename());
$fs->create file from storedfile($fileinfo, $file);

}
}

/**
* Trigger assessable file uploaded and assessable files done events of specified assignment.
*
* @param int $cmid
* @param bool $trigger done whether trigger assessable files done event. Advanced upload
assignment only.
* @return number of submissions found, or false on failed
*/
function moss_trigger assignment events($cmid, $trigger done = true) {
global $DB, $CFG;
require_once($CFG->dirroot.'/mod/assignment/lib.php");

$cm = get_coursemodule from id('assignment', $cmid);
if (empty(scm)) {
return false;

}

$context = get_context_instance(CONTEXT MODULE, $cmid);
$fs = get_file storage();

$assignment = $DB->get record('assignment', array('id' => $cm->instance), '*', MUST EXIST);

$submissions = assignment get all submissions($assignment);

foreach ($submissions as $submission) {

$files = $fs->get_area_files($context->id, 'mod assignment', 'submission', $submission->id,

"timemodified", false);
$eventdata = new stdClass();
$eventdata->modulename 'assignment';
$eventdata->cmid $cmid;
$eventdata->itemid $submission->id;
$eventdata->courseid $cm->course;
$eventdata->userid $submission->userid;
if ($files) {
if ($assignment->assignmenttype == 'upload') {
$eventdata->files = $files;
} else { // uploadsingle
$eventdata->file = current($files);

}
}
events_trigger('assessable file uploaded', $eventdata);
if ($trigger done and $assignment->assignmenttype == 'upload') {
unset($eventdata->files);
events_trigger('assessable files done', $eventdata);
}
}
return count($submissions);
}
/**

* Sent notification

*

* @param object $result

*/

function moss message send($result) {
global $DB, $CFG;
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146 $teacher = $DB->get record('user', array('id' => $result->confirmer));
147 $user = $DB->get record('user', array('id' => $result->userid));
148

149 $subject = get_string('messagesubject', 'plagiarism moss');

150

151 $moss = $DB->get record('plagiarism moss', array('id' => $result->moss));
152 $moss->link = $CFG->wwwroot."/plagiarism/moss/view.php?id=$moss->cmid&user=$result->userid";
153 $html = '';

154 if ($result->confirmed) {

155 $text = get_string('messageconfirmedtext', 'plagiarism moss', $moss);
156 if ($user->mailformat == 1) { // HTML

157 $html = get string('messageconfirmedhtml', 'plagiarism moss', $moss);
158 }

159 } else {

160 $text = get_string('messageunconfirmedtext', 'plagiarism moss', $moss);
161 if ($user->mailformat == 1) { // HTML

162 $html = get string('messageunconfirmedhtml', 'plagiarism moss', $moss);
163 }

164 }

165

166 $eventdata = new stdClass();

167 $eventdata->modulename = 'moss';

168 $eventdata->userfrom = $teacher;

169 $eventdata->userto = $user;

170 $eventdata->subject = $subject;

171 $eventdata->fullmessage = $text;

172 $eventdata->fullmessageformat = FORMAT PLAIN;

173 $eventdata->fullmessagehtml = $html;

174 $eventdata->smallmessage = $subject;

175

176 $eventdata->name = 'moss_updates';

177 $eventdata->component = 'plagiarism moss';

178 $eventdata->notification =1;

179 $eventdata->contexturl = $moss->link;

180 $eventdata->contexturlname = $moss->modulename;

181

182 message_send($eventdata);

183 }

184

185 function moss get supported languages() {

186 $langs = array(

187 'ada’ => 'Ada’',

188 'ag086'  => get string('langa8086', 'plagiarism moss'),
189 ‘¢! = 'C',

190 ‘cc! => 'C++',

191 ‘csharp' => 'C#',

192 "fortran' => 'FORTRAN',

193 'haskell' => 'Haskell',

194 'java' => 'Java',

195 'javascript' => 'Javascript’',

196 "lisp' => 'Lisp',

197 'matlab’ => 'Matlab’,

198 'mips’ => get string('langmips', 'plagiarism moss'),

199 ‘ml’ = 'ML',

200 'modula2' => 'Modula2',

201 'pascal' => 'Pascal’,

202 'perl’ => 'Perl’,

203 'ascii' => get string('langascii', 'plagiarism moss'),
204 'plsql' => 'PLSQL',

205 'prolog' => 'Prolog’',

206 'python' => 'Python',

207 'scheme' => 'Scheme',

208 'spice' => 'Spice',

209 'vhdl' => 'VHDL',

210 'vb' => 'Visual Basic');

211

212 textlib get instance()->asort($langs);

213 return $langs;

214 }

215

216 /**

217 * Clean up all data related with cmid

218 *

219 * @param int $cmid
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220 * @return true or false

221 */

222 function moss clean cm($cmid) {

223 global $DB;

224

225 if ($moss = $DB->get record('plagiarism moss', array('cmid' => $cmid))) {

226 // clean up configs

227 $DB->delete records('plagiarism moss configs', array('moss' => $moss->id));
228

229 // clean up results

230 $results = $DB->get_records('plagiarism moss results', array('moss' => $moss->id));
231 foreach ($results as $result) {

232 $DB->delete records('plagiarism moss matchedfiles', array('result' => $result->id));
233 }

234

235 // clean up files and results

236 if ($moss->tag == 0) {

237 // if no tag setted, no need to keep the files and moss record for further detection
238 $fs = get file storage();

239 $fs->delete area files(get system context()->id, 'plagiarism moss', 'files', $cmid);
240 $DB->delete records('plagiarism moss', array('cmid' => $cmid));

241

242 // Clean results

243 $DB->delete records('plagiarism moss results', array('moss' => $moss->id));
244 } else {

245 moss_clean _noise($moss);

246

247 // Disable moss record related with a deleted cm

248 // The record will be reserved for further reference by other mosses
249 // with the same tags

250 $moss->enabled = 0;

251 $DB->update record('plagiarism moss', $moss);

252

253 // Clean results

254 $DB->delete_records('plagiarism moss results', array('moss' => $moss->id));
255 }

256 }

257

258 return true;

259 }

260

261 /**

262 * Remove noise files.

263 *

264 * Noise files were uploaded by unenrolled users and confirmed as plagiarism.

265 * They may be noise in further detection

266 *

267 * @param object $moss null means all moss instance

268 */

269  function moss clean noise($moss = null) {

270 global $DB;

271

272 $mosses = array();

273 if (empty($moss)) {

274 $mosses = $DB->get records('plagiarism moss');

275 } else {

276 $mosses[] = $moss;

277 }

278

279 foreach ($mosses as $moss) {

280 $sql = 'SELECT DISTINCT userid

281 from {plagiarism moss results}

282 where moss = ? and confirmed = 1';

283 if (! $confirmed results = $DB->get records sql($sql, array($moss->id))) {
284 continue;

285 }

286

287 $fs = get file storage();

288 $systemcontext = get system context();

289 $cmcontext = get context instance(CONTEXT MODULE, $moss->cmid);

290

291 foreach ($confirmed results as $result) {

292 if (!is enrolled($cmcontext, $result->userid)) {

293 $old files = $fs->get directory files($systemcontext->id, 'plagiarism moss',

"files', $moss->cmid, "/$result->userid/", true, true);
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foreach($old files as $oldfile) {
$oldfile->delete();

}

if ($userdir = $fs->get_file($systemcontext->id, 'plagiarism moss', 'files', $moss-
>cmid, "/$result->userid/", '.")) {

$userdir->delete();
}
}
}
}

}
/**

* Return the submit time

*/

function moss get submit time($cmid, $userid) {
global $DB;

$fs = get file storage();
$context = get system context();
$time = 0;
if ($files = $fs->get directory files($context->id, 'plagiarism moss', 'files', $cmid, "/
$userid/")) {
// search for the latest submitted file
foreach ($files as $file) {
if ($file->get timemodified() > $time) {
$time = $file->get timemodified();
)
}
} else {
// lookup in cm with the same tag
$moss = $DB->get record('plagiarism moss', array('cmid' => $cmid), '*', MUST_EXIST);
$mosses = $DB->get_records_select('plagiarism moss', 'tag = ? AND tag != 0', array($moss-
>tag));
¢ foreach ($mosses as $moss) {
if ($files = $fs->get directory files($context->id, 'plagiarism moss', 'files', $moss-
>cmid, "/$userid/")) {
// search for the latest submitted file
foreach ($files as $file) {
if ($file->get timemodified() > $time) {
$time = $file->get timemodified();
}
}
}
// Do not lookup other mosses any more if got one matched
if ($time > 0) {
break;

}
}

return $time;

}

/**
* Measure all moss instances that should be measured
*/
function moss measure all() {
global $DB;

// get mosses measure on specified time

$select = 'timetomeasure < ? AND timetomeasure > timemeasured AND enabled = 1 AND
timetomeasure != 0';

$mosses = $DB->get_records_select('plagiarism moss', $select, array(time()));

// get mosses measure on activity due date
$duemosses = $DB->get_records('plagiarism moss', array('enabled' => 1, 'timetomeasure' => 0));
foreach ($duemosses as $moss) {
if ($cm = get_coursemodule from id('', $moss->cmid)) {
switch ($cm->modname) {
case 'assignment':
$duedate = $DB->get field('assignment', 'timedue', array('id' => $cm->instance));
}
if (!empty($duedate)) {
if ($moss->timemeasured < $duedate and $duedate < time()) {
// it should be measured
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$mosses[] = $moss;

}
mtrace("\tFound ".count($mosses)." moss instances to measure");

foreach ($mosses as $moss) {
mtrace("\tMeasure $moss->modulename ($moss->cmid) in $moss->coursename");
$moss obj = new moss($moss->cmid);
$moss obj->measure();
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1 <?php
2 defined('MOODLE INTERNAL') || die('Direct access to this script is forbidden.');
3
4 require_once($CFG->dirroot.'/plagiarism/lib.php');
5 require_once($CFG->dirroot.'/plagiarism/moss/locallib.php');
6
7 define('MOSS MAX PATTERNS', 3);
8
9 Vi
10 * plagiarism plugin moss inherit from plagiarism plugin class, this is the most important class in

plagiarism plugin,
11 * Moodle platform will automatically call the function of this class.
12 * @author Sun Zhigang

13 *

14 */

15 class plagiarism plugin _moss extends plagiarism plugin {

16 /**

17 * (non-PHPdoc)

18 * @see plagiarism plugin::print disclosure()

19 */

20 public function print disclosure($cmid) {

21 global $OUTPUT, $DB;

22 if (moss_enabled($cmid)) {

23 echo $0UTPUT->box start('generalbox boxaligncenter', 'intro');

24

25 $moss = $DB->get_record('plagiarism moss', array('cmid' => $cmid), 'timetomeasure,
timemeasured');

26 $a->timemeasured = userdate($moss->timemeasured);

27 if ($moss->timemeasured == 0) {

28 $disclosure = get string('disclosurenevermeasured', 'plagiarism moss', $a);

29 } else {

30 $disclosure = get string('disclosurehasmeasured', 'plagiarism moss', $a);

31 }

32

33 if ($moss->timemeasured != 0 and has capability('plagiarism/moss:viewallresults',
get context instance(CONTEXT MODULE, $cmid))) {

34 $url = new moodle url('/plagiarism/moss/view.php', array('id' => $cmid));

35 $disclosure .= ' '.html writer::link($url, get string('clicktoviewresults"',
'plagiarism moss'));

36

37

38 echo format text($disclosure, FORMAT MOODLE);

39 echo $0UTPUT->box_end();

40 }

41 }

42

43 /**

44 * Hook to save plagiarism specific settings on a module settings page

45 * @param object $data - data from an mform submission.

46 */

47 public function save form elements($data) {

48 global $DB;

49

50 if (!moss_enabled()) {

51 return;

52 }

53

54 $moss = new stdClass();

55 $moss->enabled = empty($data->enabled) ? 0 : 1;

56 if (!$moss->enabled) {

57 if (isset($data->mossid)) { // disable it

58 $DB->set_field('plagiarism moss', 'enabled', 0, array('id' => $data->mossid));

59 }

60 // disabled mosses keep old configs

61 return;

62 }

63

64 $moss->timetomeasure = $data->timetomeasure;

65 $moss->cmid = $data->coursemodule;

66 $moss->sensitivity = $data->sensitivity;

67 $moss->modulename = $data->name;

68 $moss->coursename = $DB->get field('course', 'shortname', array('id' => $data->course));

69

70 // process tag

71 if (empty($data->tag)) {

72 $moss->tag = 0;
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74

} else {
if ($tagid = $DB->get field('plagiarism moss tags', 'id', array('name' => $data->tag)))

$moss->tag = $tagid;
} else {
$tag = new stdClass();
$tag->name = $data->tag;
$moss->tag = $DB->insert record('plagiarism moss tags', $tag);

}

if (isset($data->mossid)) {
$moss->id = $data->mossid;
$DB->update record('plagiarism moss', $moss);
} else {
$data->mossid = $DB->insert record('plagiarism moss', $moss);

}

// sub configs
for($index = 0; $index < MOSS_MAX PATTERNS; $index++) {
$config = new stdClass();
$config->moss = $data->mossid;
$member = 'language'.$index;
$config->language = isset($data->$member) ? $data->$member :
get config('plagiarism moss', 'defaultlanguage');

$member = 'filepatterns'.$index;
$config->filepatterns = str_replace('\\', ' ', str_replace('/', ' ', $data-
>$member)); // filter out path chars
if ($index == 0 and empty($config->filepatterns)) {
$config->filepatterns = '*';

}

$member= 'configid'.$index;
if (isset($data->%$member)) {
$config->id = $data->$member;
$DB->update record('plagiarism moss configs', $config);
} else {
$config->id = $DB->insert_record('plagiarism moss configs', $config);

}

$context = get system context();

$member= 'basefile'.$index;

file save draft area files($data->$member, $context->id, 'plagiarism moss', 'basefiles',
$config->id);

}

/**

* (non-PHPdoc)

* @see plagiarism plugin::get form elements module()

*/

public function get form elements module($mform, $context) {
global $DB;

if (!'moss_enabled()) {
return;

}
// Construct the form
$mform->addElement('header', 'mossdesc', get string('moss', 'plagiarism moss'));

$mform->addHelpButton('mossdesc', 'moss', 'plagiarism moss');

$mform->addElement('checkbox', 'enabled', get string('mossenabled', 'plagiarism moss'));

$mform->addElement('date time selector', 'timetomeasure', get string('timetomeasure',
'plagiarism moss'), array('optional' => true));
$mform->addHelpButton('timetomeasure', 'timetomeasure', 'plagiarism moss');

$mform->disabledIf('timetomeasure', 'enabled');

$mform->addElement('text', 'tag', get string('tag', 'plagiarism moss'));
$mform->addHelpButton('tag', 'tag', 'plagiarism moss');
$mform->setType('tag', PARAM TEXT);

$mform->disabledIf('tag', 'enabled');

$mform->addElement('text', 'sensitivity', get string('sensitivity', 'plagiarism moss'),
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'size = "10""');

144 $mform->addHelpButton('sensitivity', ‘'sensitivity', 'plagiarism moss');

145 $mform->setType('sensitivity', PARAM NUMBER);

146 $mform->addRule( 'sensitivity', null, 'numeric', null, ‘'client');

147 $mform->disabledIf('sensitivity', 'enabled');

148

149 // multi configs

150 for($index = 0; $index < MOSS MAX PATTERNS; $index++) {

151 if ($index == 0) {

152 $subheader = get_string('configrequired', 'plagiarism moss', $index+1);

153 } else {

154 $subheader = get_string('configoptional', 'plagiarism moss', $index+1);

155 }

156 $subheader = html writer::tag('strong', $subheader);

157 smform->addElement('static', 'subheader'.$index, $subheader);

158

159 $mform->addElement('text', 'filepatterns'.$index, get string('filepatterns’',
'plagiarism moss'));

160 $mform->addHelpButton('filepatterns'.$index, 'filepatterns', 'plagiarism moss');

161 $mform->setType('filepatterns'.$index, PARAM TEXT);

162 $mform->disabledIf('filepatterns'.$index, 'enabled');

163

164 $choices = moss get supported languages();

165 $mform->addElement('select', 'language'.$index, get string('language’,
'plagiarism moss'), $choices);

166 $mform->disabledIf('language'.$index, 'enabled');

167 $mform->setDefault('language'.$index, get config('plagiarism moss', 'defaultlanguage'));

168

169 $mform->addElement (' filemanager', 'basefile'.$index, get string('basefile’,
'plagiarism moss'), null, array('subdirs' => 0));

170 $mform->addHelpButton('basefile'.$index, 'basefile', 'plagiarism moss');

171 $mform->disabledIf('basefile'.$index, 'enabled');

172

173 if ($index '= 0) {

174 $mform->setAdvanced('subheader'.$index);

175 $mform->setAdvanced( ' filepatterns'.$index);

176 $mform->setAdvanced('language'.$index);

177 $mform->setAdvanced( 'basefile'.$index);

178 }

179 }

180

181 // set config values

182 $cmid = optional param('update', 0, PARAM INT); //there doesn't seem to be a way to obtain
the current cm a better way - $this-> cm is not available here.

183 if ($cmid != 0 and $moss = $DB->get record('plagiarism moss', array('cmid'=>$cmid))) { //
configed

184 ’ $smform->setDefault('enabled', $moss->enabled);

185 $smform->setDefault('timetomeasure', $moss->timetomeasure);

186 $mform->setDefault('tag', $DB->get field('plagiarism moss tags', ‘'name', array('id' =>
$moss->tag)));

187 if (lempty($moss->sensitivity)) {

188 $mform->setDefault('sensitivity', $moss->sensitivity);

189 }

190 smform->addElement('hidden', 'mossid', $moss->id);

191

192 $subconfigs = $DB->get records('plagiarism moss configs', array('moss'=>$moss->id));

193 $index = 0;

194 foreach ($subconfigs as $subconfig) {

195 $mform->setDefault('filepatterns'.$index, $subconfig->filepatterns);

196 $mform->setDefault (' language'.$index, $subconfig->language);

197 $mform->addElement ('hidden', 'configid'.$index, $subconfig->id);

198

199 $context = get_system context();

200 $draftitemid = 0;

201 file prepare draft area($draftitemid, $context->id, 'plagiarism moss', 'basefiles’,
$subconfig->id);

202 $mform->setDefault('basefile’.$index, $draftitemid);

203

204 $index++;

205 }

206 } else { // new config

207 smform->setDefault('enabled', 0);

208 $mform->setDefault('tag', '');

209 $mform->setDefault('filepatterns®', '*');

210 // leave other subconfig empty

211 }
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213

214 /**

215 * hook to allow plagiarism specific information to be displayed beside a submission

216 *

217 * @param array $linkarraycontains all relevant information for the plugin to generate a link

218 * @return string

219 */

220 public function get links($linkarray) {

221 global $DB, $OUTPUT;

222

223 $link = '';

224 if (!moss_enabled($linkarray['cmid'])) {

225 return $link;

226 }

227

228 $sql = 'SELECT r.*

229 FROM {plagiarism moss results} r

230 LEFT JOIN {plagiarism moss matchedfiles} f ON r.id = f.result

231 WHERE f.contenthash = :contenthash AND r.userid = :userid AND r.moss = :mossid 'j;

232 if (!'has_capability('plagiarism/moss:viewunconfirmed', get context instance(CONTEXT MODULE,
$linkarray['cmid']))) {

233 $sql .= 'AND r.confirmed = 1 ';

234 }

235 $sql .= 'ORDER BY r.rank ASC';

236 $params = array(

237 'userid"’ => $linkarray['userid'],

238 ‘contenthash' => $linkarray['file']->get_contenthash(),

239 'mossid'’ => $DB->get field('plagiarism moss', 'id', array('cmid' =>
$linkarray['cmid']))

240 );

241

242 $results = $DB->get records sql($sql, $params);

243 if (lempty($results)){

244 $result = current($results);

245

246 $text = $result->percentage.'%'." ($result->linesmatched)";

247 $icon = $OUTPUT->pix_icon('i/completion-manual-n', get string('unconfirmed',
'plagiarism moss'));

248 foreach ($results as $r) {

249 if ($r->confirmed) {

250 $icon = $0UTPUT->pix icon('i/completion-manual-y', get string('confirmed',
'plagiarism moss'));

251 break;

252 }

253 }

254 $text .= $icon;

255

256 $result->count = count($results);

257 $title = get string('resultlinktitle', 'plagiarism moss', $result);

258

259 $params = array('id' => $linkarray['cmid'], 'user' => $linkarray['userid']);

260 $url = new moodle url('/plagiarism/moss/view.php', $params);

261

262 $link = html writer::link($url, $text, array('title' => $title));

263 }

264

265 return $link;

266 }

267

268 /**

269 * Hook for cron

270 */

271 public function cron() {

272 mtrace('---Moss begins---');

273

274 moss_clean noise();

275 moss_measure_all();

276

277 mtrace('---Moss done---');

278 }

279

280 }

281

282 Vi

283 *

284 * Enter description here ...
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* @param unknown type $eventdata

*/

function moss event file uploaded($eventdata) {
return moss_save files from event($eventdata);

}

Vi

* A module has been deleted

*/

function moss _event mod deleted($eventdata) {
return moss clean _cm($eventdata->cmid);

}
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<?php
if (!defined('MOODLE INTERNAL')) {
die('Direct access to this script is forbidden.'); // It must be included from a Moodle page

}

// access to use global variables.
require_once(dirname(dirname(dirname(dirname( FILE )))) . '/config.php');

// Make sure the code being tested is accessible.
require_once($CFG->dirroot . '/plagiarism/moss/lib.php');

/** This class contains the test cases for the functions in judegelib.php. */
class plagiarism_moss_test extends UnitTestCase {

install.

install.

function setUp() {
global $DB, $CFG;

$this->realDB = $DB;

$dbclass = get class($this->realDB);

$DB = new $dbclass();

$DB->connect ($CFG->dbhost, $CFG->dbuser, $CFG->dbpass, $CFG->dbname, $CFG->unittestprefix);

if ($DB->get_manager()->table_exists('plagiarism moss')) {
$DB->get_manager()->delete_tables_from_xmldb_file($CFG->dirroot . '/plagiarism/moss/db/

xml');

}

$DB->get_manager()->install from xmldb file($CFG->dirroot . '/plagiarism/moss/db/

xml');

if ($DB->get manager()->table exists('files')) {
$table = new xmldb table('files');
$DB->get_manager()->drop_table($table);
$table = new xmldb table('config plugins');
$DB->get manager()->drop_table($table);
}
$DB->get_manager()->install_one_table from_xmldb_file($CFG->dirroot . '/lib/db/install.xml’,

'files');

$DB->get_manager()->install_one_table_ from_xmldb_file($CFG->dirroot . '/lib/db/install.xml",

'config plugins');

10),
10),
10),

10),

set _config('mossuserid', 580031178, 'plagiarism moss');
set_config('maxfilesize', MOSS DEFAULT MAXFILESIZE, 'plagiarism moss');
set_config('cygwinpath', 'C:\\cygwin', 'plagiarism moss');

set config('moss use', 1, 'plagiarism');

$mosses = array(
array('cmid' => 1, 'tag' => 1, 'enabled'

> 0, 'timetomeasure' => time(), 'sensitivity'
array('cmid' => 2, 'tag' => 1, 'enabled' => 0, 'timetomeasure' => time(), 'sensitivity'
array('cmid' => 3, 'tag' => 1, 'enabled' => 0, 'timetomeasure' => time(), 'sensitivity'
array('cmid' => 4, 'tag' => 2, 'enabled' => 0, 'timetomeasure' => time(), 'sensitivity'

$tags = array(

array('name' => 'testl'),
array('name' => 'test2'),
array('name' => 'test3'),
array('name' => 'test4')

)i
foreach ($tags as $tag) {
$DB->insert_record('plagiarism moss tags', $tag);
}
foreach ($mosses as $moss) {
$DB->insert record('plagiarism moss', $moss);

}

function tearDown() {
global $DB, $CFG;

$DB = $this->realDB;

}

function test onefile() {

$events = array(
array('userid' => 1, 'cmid' => 1),
array('userid' => 2, 'cmid' => 1)
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70 array('userid' => 3, 'cmid' => 1),

71 array('userid' => 4, 'cmid' => 1)

72 );

73 $contents = array/(

74 array (

75 '/filel.txt' => 'What is Moss?

76

77 Moss (for a Measure Of Software Similarity) is an automatic system for determining the

similarity of programs. To date, the main application of Moss has been in detecting plagiarism in
programming classes. Since its development in 1994, Moss has been very effective in this role. The
algorithm behind moss is a significant improvement over other cheating detection algorithms (at
least, over those known to us).',

78 '/sourcel.c' => 'What is Moss?
79
80 Moss (for a Measure Of Software Similarity) is an automatic system for determining

the similarity of programs. To date, the main application of Moss has been in detecting plagiarism
in programming classes. Since its development in 1994, Moss has been very effective in this role.
The algorithm behind moss is a significant improvement over other cheating detection algorithms (at
least, over those known to us).'

8l ),

82 array(

83 '/file2.txt' => 'What is Moss?

84

85 Moss (for a Measure Of Software Similarity) is an automatic system for determining the

similarity of programs. To date, the main application of Moss has been in detecting plagiarism in
programming classes. Since its development in 1994, Moss has been very effective in this role. The
algorithm behind moss is a significant improvement over other cheating detection algorithms (at
least, over those known to us).',

86 '/source2.c' => 'What is Moss?
87
88 Moss (for a Measure Of Software Similarity) is an automatic system for determining

the similarity of programs. To date, the main application of Moss has been in detecting plagiarism
in programming classes. Since its development in 1994, Moss has been very effective in this role.
The algorithm behind moss is a significant improvement over other cheating detection algorithms (at
least, over those known to us).'

89 )

90 array('/file3.txt' => 'What is Moss?

91

92 Moss (for a Measure Of Software Similarity) is an automatic system for determining the

similarity of programs. To date, the main application of Moss has been in detecting plagiarism in
programming classes. Since its development in 1994, Moss has been very effective in this role. The
algorithm behind moss is a significant improvement over other cheating detection algorithms (at
least, over those known to us).

93 Languages

94

95 Moss can currently analyze code written in the following languages:

96 C, C++, Java, C#, Python, Visual Basic, Javascript, FORTRAN, ML, Haskell, Lisp,

Scheme, Pascal, Modula2, Ada, Perl, TCL, Matlab, VHDL, Verilog, Spice, MIPS assembly, a8086
assembly, a8086 assembly, MIPS assembly, HCL2.'),

97 array('/file4.txt' => 'Languages
98
99 Moss can currently analyze code written in the following languages:
100 C, C++, Java, C#, Python, Visual Basic, Javascript, FORTRAN, ML, Haskell, Lisp,

Scheme, Pascal, Modula2, Ada, Perl, TCL, Matlab, VHDL, Verilog, Spice, MIPS assembly, a8086
assembly, a8086 assembly, MIPS assembly, HCL2.')

101 )i

102

103 $fs = get file storage();

104 $1 = 0;

105 $files = array();

106 foreach ($contents as $oneuser) {

107 foreach ($oneuser as $key => $content) {

108 $file record = new stdClass();

109 $file record->contextid = 1;

110 $file record->component = 'test';

111 $file record->filearea = 'test';

112 $file record->filepath = dirname(s$key).'/";
113 $file record->filename = basename($key);
114 $file record->itemid = $1i;

115 $fs->create file from string($file record, $content);
116 }

117 $files[] = $fs->get area files(l, 'test', 'test', $i, 'sortorder, filename', false);
118 Sit+;

119 }

120

121 foreach($events as $i => & $event) {

122 $event = (object)$event;

123 sevent->files = current($files);

124 next($files);
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129

}

$this->add config(l, '*.txt');
$this->trigger(1l, $events);
}

function add config($cmid, $filepatterns = '*', $language = 'ascii') {

global $DB;
$moss = $cmid; // Yes, they should be same
$DB->insert _record(
'plagiarism_moss_configs',
array (
'moss' => $moss,
'filepatterns' => $filepatterns,
'language' => $language,

);

}
function trigger($cmid, $events) {
global $DB;
$DB->set field('plagiarism moss', 'enabled', 1,

foreach ($events as $event) {
moss_event file uploaded($event);

}

$plagiarism = new moss($cmid);
$this->assertTrue($plagiarism->measure());

array('cmid' => $cmid));
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<?php

$string['activityconfirmedresults'] = 'There are {$a} users are confirmed as plagiarim.';
$string['allresults'] = 'All results';

$string['antiwordpath'] = 'Path of antiword';

$string['antiwordpath _help'] = 'Path of antiword executable binary file

If set (recommended), moss will use antiword to extract text from .doc files. If leave blank, moss
will do it through a less stable internal function.

You can download antiword from <a href="http://www.winfield.demon.nl/">http://www.winfield.demon.nl/
</a>.';

$string['basefile'] = 'Base file';

$string['basefile help'] = 'Moss normally reports all code that matches in pairs of files. When a
base file is supplied, program code that also appears in the base file is not counted in matches. A
typical base file will include, for example, the instructor-supplied code for an assignment. You can
provide multiple base files here. Base files improve results, but are not usually necessary for
obtaining useful information.';

$string['clicktoviewresults'] = 'Click here to view results.';

$string['configrequired'] = 'Config {$a} (required):';

$string['configoptional'] = 'Config {$a} (optional):';

$string['confirm'] = 'Confirm';

$string['confirm help'] = 'This user is confirmed as a cheater or not.

* Confirmed plagiarism - yes, he/she is a cheater
* Unconfirmed - no, he/she is not a cheater

* No icon - the user is not enrolled to this course

The icon is clickable for teachers. Every click will send a notification to corresponding user.';

$string['confirmed'] = 'Confirmed plagiarism';

$string['confirmedresults'] = '{$a->fullname} has confirmed plagiarism records in <strong>{$a->total}
</strong> activities.';

$string['confirmmessage'] = 'Are you sure this is plagiarism?';

$string['cygwinpath'] = 'Path to Cygwin installation';
$string['deltatime'] = 'Delta time';
$string['deltatime help'] = 'How long the user 1 submitted later than the user 2.

The user 1 is always the later one. In common, the person who submitted later is the copier and
another person is the copiee. However, it is not always true.';

$string['defaultlanguage'] = 'Default content type';

$string['disclosurehasmeasured'] ='All files submitted here has been measured by a plagiarism
detection service at {$a->timemeasured}.';

$string['disclosurenevermeasured'] ='All files submitted here will be measured by a plagiarism
detection service.';

$string['err cygwinpath'] ='Bad Cygwin path or perl for Cygwin is not installed';
$string['filepatterns'] = 'Filename patterns';

$string['filepatterns help'] = 'Glob format. E.g. \*.c, hello.\*, a?c.java. Use blank space to
seperate multi patterns. Leave blank to disable the config.';

$string['language'] = 'Submission content type';

$string['langa8086"'] 'aB086 assembly';

$string['langascii'] 'Text';

$string['langmips'] = 'MIPS assembly';

$string[ 'matchedlines'] = 'Matched lines';
$string[ 'matchedusers'] = 'Matched users';
$string['maxfilesize'] = 'File size limit in bytes';

$string[ 'maxfilesize help'] = 'All files bigger than the limit will be skipped. Please keep it
reasonable to protect the free moss service.';

$string['messageprovider:moss updates'] = 'Moss anti-plagiarism notifications';

$string[ 'messagesubject'] = 'Moss anti-plagiarism notification';

$string[ 'messageconfirmedhtml'] = '<p>Your submissions of {$a->modulename} in {$a->coursename} have
been confirmed as <em>plagiarism</em>. </p><p>Visit <a href="{$a->link}">{$a->link}</a> for
details.</p>"';

$string[ 'messageconfirmedtext'] = 'Your submissions of {$a->modulename} in {$a->coursename} have
been confirmed as PLAGIARISM.

Visit {$a->link} for details.';

$string[ 'messageunconfirmedhtml'] = '<p>Your submissions of {$a->modulename} in {$a->coursename}
have been confirmed as <em>not</em> plagiarism. </p><p>Visit <a href="{$a->link}">{$a->link}</a> for
details.</p>"';

$string['messageunconfirmedtext'] = 'Your submissions of {$a->modulename} in {$a->coursename} have
been confirmed as NOT plagiarism.

Visit {$a->link} for details.';

$string['moss'] = 'Moss anti-plagiarism';

$string['moss help'] = '<a href="http://theory.stanford.edu/~aiken/moss/">Moss</a> (for a Measure Of
Software Similarity) is an automatic system for determining the similarity of source code and plain
text. It supports all kinds of source code files as well as pdf, doc, docx, rtf and odt documents.

Notice: only the files submitted when moss is enabled will be checked.';
$string['moss:confirm'] = 'Confirm plagiarism';
$string['moss:viewallresults'] = 'View results of everyone';

$string[ 'moss:viewdiff'] = 'View pair compare';
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$string[ 'moss:viewunconfirmed'] = 'View unconfirmed results';

$string[ 'mossexplain'] = '<a href="https://github.com/hit-moodle/moodle-plagiarism moss">Moss Anti-
Plagiarism Plugin</a> is developped by <a href="http://www.hit.edu.cn/">Harbin Institute of
Technology</a>. The plagiarism engine is <a href="http://theory.stanford.edu/~aiken/moss/">Moss</
a>."';

$string[ 'mossenabled'] ='Enable moss';

$string[ 'mossuserid'] ='Moss account';

$string[ 'mossuserid help'] ='To obtain a Moss account, send a mail message to <a
href="mailto:moss@moss.stanford.edu">moss@moss.stanford.edu</a>. The body of the message should be
in <strong>PLAIN TEXT</strong>(without any HTML tags) format and appear exactly as follows:

registeruser
mail username@domain

After registration, you will get a reply mail which contains a perl script with one line of code
just likes:

$userid=1234567890;

The number is exactly your moss account.';

$string['nocmresults'] = 'No plagiarism records';

$string['nouserresults'] = 'No plagiarism records related with {$a}"';

$string['percentage'] = 'Similarity’;

$string['personalresults'] = 'Personal results';

$string['pluginname'] = 'Moss anti-plagiarism';

$string['resultlinktitle'] = 'Up to {$a->percentage}% ({$a->linesmatched} lines) is similar with
other {$a->count} user(s)';

$string['savedconfigsuccess'] = 'Moss anti-plagiarism settings saved';

$string['sensitivity'] = 'Sensitivity';

$string['sensitivity help'] = 'The sensitivity option sets the maximum number of times a given
passage may appear before it is ignored. A passage of code that appears in many programs is probably
legitimate sharing and not the result of plagiarism. With sensitivity N, any passage appearing in
more than N programs is treated as if it appeared in a base file (i.e., it is never reported). With
sensitivity 2, moss reports only passages that appear in exactly two programs. If one expects many
very similar solutions (e.g., the short first assignments typical of introductory programming
courses) then using 3 or 4 is a good way to eliminate all but truly unusual matches between programs
while still being able to detect 3-way or 4-way plagiarism. With 1000000 (or any very large number),
moss reports all matches, no matter how often they appear. The setting is most useful for large
assignments where one also a base file expected to hold all legitimately shared code.';

$string['showidnumber'] = 'Show idnumbers in results';
$string['tag'] = 'Tag';
$string['tag help'] = 'Different activities using the same tag will be measured together. Tag is

helpful to prevent plagiarism among courses.';

$string['timesubmitted'] ='Time submitted';

$string['timetomeasure'] ='Time to measure';

$string['timetomeasure help'] ='Set the time to measure all submissions to detect plagiarism. If not
set, the measure will occur after the activity\'s due time.

The measure will be executed only once against all existing submissions. If you want to measure
again, reset the time.';

$string['unconfirmed'] = 'Unconfirmed';
$string[ 'unsupportedmodule'] ='Moss does not support this module.';
$string['updating'] = 'Updating...';
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1 <?php
2 $capabilities = array(
3
4 'plagiarism/moss:viewunconfirmed' => array(
5 'captype’ => 'read’,
6 'contextlevel’ => CONTEXT MODULE,
7 'archetypes' => array(
8 'student’ => CAP_ALLOW,
9 'teacher' => CAP_ALLOW,
10 'editingteacher' => CAP_ALLOW,
11 'manager’ => CAP_ALLOW
12 )
13 ),
14
15 'plagiarism/moss:viewallresults' => array(
16 'riskbitmask' => RISK_PERSONAL,
17
18 'captype’ => 'read',
19 'contextlevel' => CONTEXT MODULE,
20 'archetypes' => array(
21 'teacher'’ => CAP_ALLOW,
22 'editingteacher' => CAP_ALLOW,
23 'manager’ => CAP_ALLOW
24 )
25 ),
26
27 'plagiarism/moss:viewdiff"' => array(
28 'captype’ => 'read',
29 'contextlevel' => CONTEXT MODULE,
30 'archetypes' => array(
31 'teacher' => CAP_ALLOW,
32 'editingteacher' => CAP_ALLOW,
33 'manager’ => CAP_ALLOW
34 )
35 ),
36
37 'plagiarism/moss:confirm’ => array(
38 '"riskbitmask' => RISK XSS,
39
40 'captype’ => 'write',
41 'contextlevel' => CONTEXT_MODULE,
42 'archetypes' => array(
43 'teacher' => CAP_ALLOW,
44 'editingteacher' => CAP_ALLOW,
45 'manager’ => CAP_ALLOW
46 )
47 )
48 );
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<?php

$handlers = array (

/*

* Event Handlers

*/

'assessable file uploaded' => array (

"handlerfile’
"handlerfunction'
'schedule’

),

'mod _deleted' => array
"handlerfile’
"handlerfunction'
'schedule’

),

=>
=>
=>

(

=>
=>
=>

'/plagiarism/moss/lib.php"',
'moss _event file uploaded',
'instant'

'/plagiarism/moss/lib.php"',
'moss_event mod deleted',
'instant'
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<?xml version="1.0" encoding="UTF-8" ?>
<XMLDB PATH="plagiarism/moss/db" VERSION="20111020" COMMENT="XMLDB file for Moodle plagiarism/moss
plugin"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:noNamespaceSchemalocation="../../../lib/xmldb/xmldb.xsd"
>
<TABLES>
<TABLE NAME="plagiarism moss" COMMENT="MOSS instances" NEXT="plagiarism moss configs">
<FIELDS>

<FIELD NAME="id" TYPE="int" LENGTH="10" NOTNULL="true" UNSIGNED="true" SEQUENCE="true"
NEXT="cmid"/>
<FIELD NAME="cmid" TYPE="int" LENGTH="10" NOTNULL="true" UNSIGNED="true" SEQUENCE="false"
PREVIOUS="id" NEXT="timetomeasure"/>
<FIELD NAME="timetomeasure" TYPE="int" LENGTH="10" NOTNULL="true" UNSIGNED="true"
SEQUENCE="false" PREVIOUS="cmid" NEXT="timemeasured"/>
<FIELD NAME="timemeasured" TYPE="int" LENGTH="10" NOTNULL="true" UNSIGNED="true" DEFAULT="0"
SEQUENCE="false" PREVIOUS="timetomeasure" NEXT="tag"/>
<FIELD NAME="tag" TYPE="int" LENGTH="10" NOTNULL="false" UNSIGNED="true" SEQUENCE="false"
PREVIOUS="timemeasured" NEXT="sensitivity"/>
<FIELD NAME="sensitivity" TYPE="int" LENGTH="10" NOTNULL="false" UNSIGNED="true"
SEQUENCE="false" PREVIOUS="tag" NEXT="enabled"/>
<FIELD NAME="enabled" TYPE="int" LENGTH="4" NOTNULL="true" UNSIGNED="true" DEFAULT="0"
SEQUENCE="false" PREVIOUS="sensitivity" NEXT="coursename"/>
<FIELD NAME="coursename" TYPE="char" LENGTH="100" NOTNULL="true" SEQUENCE="false"
COMMENT="Cache course name" PREVIOUS="enabled" NEXT="modulename"/>
<FIELD NAME="modulename" TYPE="char" LENGTH="255" NOTNULL="true" SEQUENCE="false"
COMMENT="Cache activity module name" PREVIOUS="coursename"/>
</FIELDS>
<KEYS>
<KEY NAME="primary" TYPE="primary" FIELDS="id" NEXT="cmid"/>
<KEY NAME="cmid" TYPE="foreign-unique" FIELDS="cmid" REFTABLE="course modules"
REFFIELDS="id" PREVIOUS="primary" NEXT="tag"/>
<KEY NAME="tag" TYPE="foreign" FIELDS="tag" REFTABLE="plagiarism moss tags" REFFIELDS="id"
PREVIOUS="cmid"/>
</KEYS>
</TABLE>
<TABLE NAME="plagiarism moss configs" COMMENT="configs for different filename patterns"
PREVIOUS="plagiarism moss" NEXT="plagiarism moss tags">
<FIELDS>
<FIELD NAME="id" TYPE="int" LENGTH="10" NOTNULL="true" UNSIGNED="true" SEQUENCE="true"
NEXT="moss"/>
<FIELD NAME="moss" TYPE="int" LENGTH="10" NOTNULL="true" UNSIGNED="true" SEQUENCE="false"
PREVIOUS="id" NEXT="filepatterns"/>
<FIELD NAME="filepatterns" TYPE="char" LENGTH="255" NOTNULL="false" SEQUENCE="false"
PREVIOUS="moss" NEXT="language"/>
<FIELD NAME="language" TYPE="char" LENGTH="50" NOTNULL="false" SEQUENCE="false"
PREVIOUS="filepatterns"/>
</FIELDS>
<KEYS>
<KEY NAME="primary" TYPE="primary" FIELDS="id" NEXT="moss"/>
<KEY NAME="moss" TYPE="foreign" FIELDS="moss" REFTABLE="plagiarism moss" REFFIELDS="id"
PREVIOUS="primary"/>
</KEYS>
</TABLE>
<TABLE NAME="plagiarism moss tags" COMMENT="tags to identify assignments with same task"
PREVIOUS="plagiarism moss configs" NEXT="plagiarism moss results">
<FIELDS>
<FIELD NAME="id" TYPE="int" LENGTH="10" NOTNULL="true" UNSIGNED="true" SEQUENCE="true"
NEXT="name" />
<FIELD NAME="name" TYPE="char" LENGTH="255" NOTNULL="true" SEQUENCE="false" PREVIOUS="id"/>
</FIELDS>
<KEYS>
<KEY NAME="primary" TYPE="primary" FIELDS="id" NEXT="name"/>
<KEY NAME="name" TYPE="unique" FIELDS="name" PREVIOUS="primary"/>
</KEYS>
</TABLE>
<TABLE NAME="plagiarism moss_results" COMMENT="place to store moss result"
PREVIOUS="plagiarism _moss_tags" NEXT="plagiarism moss_matchedfiles">
<FIELDS>
<FIELD NAME="id" TYPE="int" LENGTH="10" NOTNULL="true" UNSIGNED="true" SEQUENCE="true"
NEXT="moss"/>
<FIELD NAME="moss" TYPE="int" LENGTH="10" NOTNULL="true" UNSIGNED="true" SEQUENCE="false"
PREVIOUS="id" NEXT="config"/>
<FIELD NAME="config" TYPE="int" LENGTH="10" NOTNULL="true" UNSIGNED="true" SEQUENCE="false"
PREVIOUS="moss" NEXT="userid"/>
<FIELD NAME="userid" TYPE="int" LENGTH="10" NOTNULL="true" UNSIGNED="true" SEQUENCE="false"
PREVIOUS="config" NEXT="pair"/>
<FIELD NAME="pair" TYPE="int" LENGTH="10" NOTNULL="false" UNSIGNED="true" SEQUENCE="false"
PREVIOUS="userid" NEXT="rank"/>
<FIELD NAME="rank" TYPE="int" LENGTH="10" NOTNULL="true" UNSIGNED="true" SEQUENCE="false"
PREVIOUS="pair" NEXT="percentage"/>
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55 <FIELD NAME="percentage" TYPE="int" LENGTH="4" NOTNULL="true" UNSIGNED="true"
SEQUENCE="false" PREVIOUS="rank" NEXT="linesmatched"/>

56 <FIELD NAME="linesmatched" TYPE="int" LENGTH="4" NOTNULL="true" UNSIGNED="true"
SEQUENCE="false" PREVIOUS="percentage" NEXT="1ink"/>

57 <FIELD NAME="1link" TYPE="char" LENGTH="255" NOTNULL="true" SEQUENCE="false"
PREVIOUS="1linesmatched" NEXT="confirmed"/>

58 <FIELD NAME="confirmed" TYPE="int" LENGTH="4" NOTNULL="true" UNSIGNED="true" DEFAULT="0"
SEQUENCE="false" PREVIOUS="1link" NEXT="confirmer"/>

59 <FIELD NAME="confirmer" TYPE="int" LENGTH="10" NOTNULL="false" UNSIGNED="true"
SEQUENCE="false" PREVIOUS="confirmed" NEXT="timeconfirmed"/>

60 <FIELD NAME="timeconfirmed" TYPE="int" LENGTH="10" NOTNULL="false" UNSIGNED="true"
SEQUENCE="false" PREVIOUS="confirmer"/>

61 </FIELDS>

62 <KEYS>

63 <KEY NAME="primary" TYPE="primary" FIELDS="id" NEXT="moss"/>

64 <KEY NAME="moss" TYPE="foreign" FIELDS="moss" REFTABLE="plagiarism moss" REFFIELDS="id"
PREVIOUS="primary" NEXT="config"/>

65 <KEY NAME="config" TYPE="foreign" FIELDS="config" REFTABLE="plagiarism moss configs"
REFFIELDS="id" PREVIOUS="moss" NEXT="userid"/>

66 <KEY NAME="userid" TYPE="foreign" FIELDS="userid" REFTABLE="user" REFFIELDS="id"
PREVIOUS="config" NEXT="confirmer"/>

67 <KEY NAME="confirmer" TYPE="foreign" FIELDS="confirmer" REFTABLE="user" REFFIELDS="id"
PREVIOUS="userid" NEXT="pair"/>

68 <KEY NAME="pair" TYPE="unique" FIELDS="pair" PREVIOUS="confirmer"/>

69 </KEYS>

70 <INDEXES>

71 <INDEX NAME="rank" UNIQUE="false" FIELDS="rank"/>

72 </INDEXES>

73 </TABLE>

74 <TABLE NAME="plagiarism moss matchedfiles" COMMENT="Files matched"
PREVIOUS="plagiarism moss results">

75 <FIELDS>

76 <FIELD NAME="id" TYPE="int" LENGTH="10" NOTNULL="true" UNSIGNED="true" SEQUENCE="true"
NEXT="result"/>

77 <FIELD NAME="result" TYPE="int" LENGTH="10" NOTNULL="true" UNSIGNED="true" SEQUENCE="false"
PREVIOUS="id" NEXT="contenthash"/>

78 <FIELD NAME="contenthash" TYPE="char" LENGTH="40" NOTNULL="true" SEQUENCE="false"
PREVIOUS="result"/>

79 </FIELDS>

80 <KEYS>

81 <KEY NAME="primary" TYPE="primary" FIELDS="id" NEXT="result"/>

82 <KEY NAME="result" TYPE="foreign" FIELDS="result" REFTABLE="plagiarism moss results"
REFFIELDS="id" PREVIOUS="primary"/>

83 </KEYS>

84 <INDEXES>

85 <INDEX NAME="contenthash" UNIQUE="false" FIELDS="contenthash"/>

86 </INDEXES>

87 </TABLE>

88 </TABLES>

89  </XMLDB>
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<?php
$messageproviders = array (

/// Confirmed or unconfirmed by teachers
'moss updates' => array (

)
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<?php

function xmldb plagiarism moss upgrade($oldversion=0) {
global $CFG, $DB, $OUTPUT;

$dbman = $DB->get manager();

if ($oldversion < 2011071500) {

null,

¥

// Define field sensitivity to be dropped from moss configs
$table = new xmldb_table('moss configs');
$field = new xmldb field('sensitivity');

// Conditionally launch drop field sensitivity

if ($dbman->field exists($table, $field)) {
$dbman->drop field($table, $field);

}

// Define field sensitivity to be added to moss
$table = new xmldb_table('moss');

$field = new xmldb_field('sensitivity', XMLDB_TYPE_INTEGER, '10', XMLDB_UNSIGNED, null, null,

'tag');

// Conditionally launch add field sensitivity

if (!$dbman->field exists($table, $field)) {
$dbman->add_field($table, $field);

}

// moss savepoint reached
upgrade plugin_savepoint(true, 2011071500, 'plagiarism', 'moss');

if ($oldversion < 2011100700) {

}

set config('maxfilesize', 64 * 1024 * 1024, 'plagiarism moss');
// moss savepoint reached
upgrade plugin_savepoint(true, 2011100700, 'plagiarism', 'moss');

if ($oldversion < 2011102000) {

}

// Define table moss to be renamed to plagiarism moss
$table = new xmldb_table('moss');

// Launch rename table for moss
$dbman->rename_table($table, 'plagiarism moss');

// Define table moss configs to be renamed to plagiarism moss configs
$table = new xmldb_table('moss configs');

// Launch rename table for moss configs

$dbman->rename_table($table, 'plagiarism moss configs');

// Define table moss tags to be renamed to plagiarism moss tags
$table = new xmldb_table('moss tags');

// Launch rename table for moss tags
$dbman->rename_table($table, 'plagiarism moss tags');

// Define table moss results to be renamed to plagiarism moss results
$table = new xmldb_table('moss results');

// Launch rename table for moss results

$dbman->rename_table($table, 'plagiarism moss results');

// Define table plagiarism moss matchedfiles to be renamed to plagiarism moss matchedfiles

$table = new xmldb_table('moss matched files');
// Launch rename table for moss_matched files
$dbman->rename_table($table, 'plagiarism moss matchedfiles');

// moss savepoint reached
upgrade plugin_savepoint(true, 2011102000, 'plagiarism', 'moss');

return true;
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<?php

define('CLI SCRIPT', true);
require_once(dirname(dirname(dirname(dirname(_FILE )))) . '/config.php');
require_once($CFG->libdir.'/adminlib.php');
require_once($CFG->libdir.'/clilib.php'); // cli only functions

require_once($CFG->dirroot.'/plagiarism/moss/lib.php');

// now get cli options

$longoptions = array('help'=>false, 'nodone'=>false);

$shortoptions = array('h'=>'help', 'n'=>'nodone');

list($options, $unrecognized) = cli_get params($longoptions, $shortoptions);

if ($unrecognized) {
$cmid = (int)current($unrecognized);
if ($cmid === 0) {
$unrecognized = implode("\n ", $unrecognized);
cli error(get string('cliunknowoption', ‘'admin', $unrecognized));

}

if ($options['help'] or !isset($cmid)) {
$help =

"Trigger assessable file uploaded and assessable files done events of specified assignment.

trigger _assignment_events.php cmid

Options:

-h, --help Print out this help

-n, --nodone Do not trigger assessable files done event
Example:

\$sudo -u www-data /usr/bin/php plagiarism/moss/cli/trigger assignment events.php 1234

echo $help;
die;

}

$count = moss_trigger assignment_events($cmid, !$options['nodone']);

if ($count === false) {
cli error('Failed!");
} else {

mtrace("$count submission(s) are found and events are triggered.");

}
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