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José Manuel Molina

Agents to Help Context-Aware System in Home Care . . . . . . . 501
Juan A. Fraile, Dante I. Tapia, Jesús A. Román, Oscar Garćıa
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Multiagent Systems in Stock Index Prediction . . . . . . . . . . . . . . . 563
Ricardo Antonello, Ricardo Azambuja Silveira

Experiments on Robotic Multi-agent System for Hose
Deployment and Transportation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 573
Ivan Villaverde, Zelmar Echegoyen, Ramón Moreno, Manuel Graña

On Cooperative Swarm Foraging for Simple, Non Explicitly
Connected, Agents . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 581
Mireia Sempere, Fidel Aznar, Mar Pujol, Ramon Rizo

Analyzing Large-Scale Crowd Simulations for Building
Evacuation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 591
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Unsupervised Visualization of SQL Attacks by 
Means of the SCMAS Architecture 

Álvaro Herrero, Cristian I. Pinzón, Emilio Corchado, and Javier Bajo∗ 

Abstract. This paper presents an improvement of the SCMAS architecture aimed 
at securing SQL-run databases. The main goal of such architecture is the detection 
and prevention of SQL injection attacks. The improvement consists in the incorpo-
ration of unsupervised projection models for the visual inspection of SQL traffic. 
Through the obtained projections, SQL injection queries can be identified and 
subsequent actions can be taken. The proposed approach has been tested on a real 
dataset, and the obtained results are shown. 

Keywords: Multiagent System for Security, Neural Projection Models, Unsuper-
vised Learning, Database Security, SQL Injection Attacks. 

1   Introduction 

Over the last years, one of the most serious security threats to databases has been 
the SQL injection attack [1]. In spite of being a well-known type of attack, the 
SQL injection remains at the top of the published threat list [2]. The solutions pro-
posed so far seem insufficient to block this type of attack because the vast major-
ity of them are based on centralized mechanisms [3], [4] with little capacity to 
work in distributed and dynamic environments. Furthermore, the detection and 
classification mechanisms proposed by these solutions lack the learning and adap-
tation capabilities for dealing with attacks and variations of the attacks that may 
appear in the future. 
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