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In this thesis we study the problem of extracting almost truly random bits from imperfect sources
of randomness. This is motivated by the wide use of randomness in computer science, and the
fact that most accessible sources of randomness generate correlated bits, and at best contain some
amount of entropy. We follow Chor and Goldreich [CG88] and Zuckerman [Zuc90], and model weak
sources using min-entropy, where an (n, k)-source X is a distribution on n bits and takes any string
x with probability at most 27%. It is known that it is impossible to extract random bits from a
single (n, k)-source, and Chor and Goldreich [CG88]| raised the question of extracting randomness
from two such independent (n, k)-sources. Existentially, such 2-source randomness extractors exist
for min-entropy k > logn + O(1), but the best known construction prior to work in this thesis
requires min-entropy k& > 0.499n [Bou0O5b]. One of the main contributions of this thesis is an

explicit 2-source extractor for min-entropy log® n, for some constant C.
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Other results in this thesis include improved ways of extracting random bits from various
other sources of randomness, as well as stronger notions of randomness extraction. Our results
have applications in privacy amplification [BBR88, Mau92, BBCM95], which is a classical problem
in information cryptography, and give protocols that achieve almost optimal parameters. Other
applications include explicit constructions of non-malleable codes, which is a relaxation of the

notion of error-detection codes and have applications in tamper-resilient cryptography [DPW10].
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Chapter 1

Introduction

In this thesis we study objects known as randomness extractors. Informally, an extractor is a tool
to purify a source of randomness. The need for such extractors arises out of the following two
reasons. First, randomness is widely used in various areas of computer science, e.g., algorithms,
distributed computing, cryptography, stochastic simulations of complex systems and more. Second,

most sources of randomness that are easily accessible produce bits that are biased and correlated.

It is very common that randomized algorithms are often much simpler than their (known)
deterministic counterparts, and also outperform them. In fact, in many cases such as polynomial
identity testing, it is open to find efficient deterministic algorithms for problems with simple ran-
domized algorithms. Here a major open question is if every efficient randomized algorithm has a
deterministic counterpart, or more technically whether P = BPP. Further, in cryptography, it is
possible to prove that many of the protocols become provably impossible to execute without access

to high quality sources of randomness [DOPS04].

However a major problem in practice is the lack of good quality sources of randomness.
For example, a common way operating systems collect random bits (such as Linux) is to maintain
an entropy pool. This entropy pool is typically filled by a device known as a hardware random

number generator (HRNG) that uses some physical phenomenon (e.g., radioactive phenomenon,



Zener diodes, clock drift) for generating randomness. There is also work showing Bitcoin [BCG15]
as a potential source of randomness. However, in most of these sources the bits produced often
follow certain patterns and at best only contain some amount of entropy. In practice, to derive
uniform bits, often a cryptographic hash function is applied to this imperfect source of randomness
and used in applications. However, there is no theoretical guarantee that the bits produced are
actually uniformly random, which can be a major issue, for example, if these bits are being used
to carry out important cryptographic protocols. Another motivation to study weak sources of
randomness comes from cryptography. For example, consider a shared key S that is uniform on n
bits and is being used for executing some cryptographic protocol. An adversary who gains partial
information about this secret can be modeled as a function f : {0,1}" — {0,1}"™, m < n, with the
partial information being the random variable Y = f(S). Thus, the secret S conditioned on the
leak Y is now only weakly random. These applications motivate the need to construct functions

(extractors) that provably output uniform bits given access to such weak sources of randomness.

1.0.1 A Brief History of Extractors

The first work of modeling a weak source dates back to the 1950’s when von Neumann [vN51]
considered extracting random bits from a stream of independent bits with the same unknown bias.
This was considerably generalized by Blum [Blu86], who designed an explicit extractor for sources
generated by a constant sized Markov chain. Santha and Vazirani [SV86] further generalized this
model and introduced SV-sources (in [SV86], these sources are called as slightly-random sources),
where each bit in the sequence is “slightly random” and takes the value 0 with probability in the
range (6,1 —4), 0 < 0 < 1/2, for any conditioning of the previous bits in the sequence. They
proved that it is impossible to extract from a single SV-source and gave an efficient algorithm to
extract from O(lognlog* n) independent SV-sources, and left as an open problem to extract from

two independent SV-sources.

Chor and Goldreich [CG88] introduced a model of weak sources called block sources, and

Zuckerman [Zuc90] generalized this to model weak sources using the notion of min-entropy. A



source X on n bits is said to have min-entropy at least k if for any z, Pr[X = z] < 27*,

Definition 1.0.1. The min-entropy of a source X is defined to be: Hy(X) = min,(— log(Pr[X =
x])). The min-entropy rate of a source X on {0,1}" is defined to be Hyo(X)/n. Any source X on

{0, 1} with min-entropy at least k is called an (n, k)-source.

This is now the standard way of modeling a weak source. However, it turns out that the
class of (n, k)-sources is too general and the following simple lemma shows that it is impossible to

extract from this class. We first introduce the notion of an extractor for a class of sources.

We use statistical (or variation) distance to measure the performance of an extractor in

terms of the closeness of the output to the uniform distribution.

Definition 1.0.2. The statistical distance between two distributions Dy and Dy over some universal
set Q) is defined as |Dy — Da| = § 3 4cq [Pr[D1 = d] — Pr[Dy = d||. We say Dy is e-close to Dy if
|D1 — Ds| < e and denote it by Dy ~, Ds.

Definition 1.0.3. An efficiently computable function Ext : {0,1}" — {0,1}™ is an (deterministic)

extractor for a class of sources X with error € if, for any source X € X, |f(X) — U,,| <e.

Lemma 1.0.4 ([CG88|). There cannot exist an extractor for the class of (n,n — 1)-sources with

error < 1/2.

Proof. Suppose Ext : {0,1}" — {0,1} is an extractor that extracts for min-entropy n— 1 with error
€ < 1/2. Since [Ext™1(0)] + |Ext~(1)| = 2", W.lo.g, let |[Ext~(0)| > 2"~!. Let X be a source
uniform on the set Ext~1(0). Clearly, the min-entropy of X is at least n — 1 but Ext is constant

on X, which contradicts the assumption that the error of Ext is less than 1/2. O

To circumvent this difficulty, Chor and Goldreich suggested the problem of extracting from

two or more independent sources.



Definition 1.0.5 (2-source extractor). A function Ext : {0,1}" x {0,1}" — {0,1}"™ is called a

(k, €)-two-source extractor if for independent (n,k)-sources X and Y, we have
|Ext(X,Y) — Uyl <e

Ext is said to be strong in Y if it also satisfies |(Ext(X,Y),Y) — (Up,Y)| < ¢, where Uy, is

independent from Y.

A simple probabilistic argument shows the existence of 2-source extractors for min-entropy
k > logn + 2log(1/€) + 1. However, for applications, one is interested in efficiently constructing
such extractors. Chor and Goldreich [CG88] used Lindsey’s Lemma to show that the inner-product
function (see Theorem 2.5.3) is a 2-source extractor for min-entropy more than n/2. No further
progress was made for around 20 years, when Bourgain [Bou05b] constructed a 2-source extractor for
min-entropy 0.499n. His result was based on breakthroughs in the area of additive combinatorics.
Raz [Raz05] obtained an improvement in terms of total min-entropy, and constructed 2-source
extractors requiring one source with min-entropy more than n/2 and the other source with min-
entropy O(logn). There is also a different 2-source extractor on the Paley graph function matching
the entropy bounds of [Raz05] (see Theorem 2.5.4). Prior to work in this thesis, it was a challenging
open problem to construct a 2-source extractor that works when both sources have min-entropy

significantly smaller than n/2.

An explicit 2-source extractor directly yields explicit Ramsey graphs, a central object in
extremal combinatorics. Recall that a graph on N vertices is called a K-Ramsey graph if it does
not contain any independent set or clique of size K. In 1947, it was shown by Erdos in one of the first
applications of the probabilistic method that there exists K-Ramsey graphs for K = 2log N. He
posed as a challenge to explicitly construct such a graph, and this has drawn a lot of attention over
the last 69 years. Frankl and Wilson [FW81] used intersection theorems to construct K-Ramsey
graphs on N vertices, with K = 20(Vlog Nloglog N) - Thig remained the best known construction for

a long time, with many other constructions [Alo98, Gro00, Bar06, Gop14] achieving the same bound.



Finally, subsequent works by Barak et al. [BKST10,BRSW12] obtained a significant improvement

2loglia(log N)

and gave explicit constructions of K-Ramsey graphs, with K = 2 , for some absolute

constant a.

An impressive line of work considered the problem of constructing extractors having access
to multiple independent sources. Several researchers managed to construct excellent extractors
using a constant number of sources [BIW06, Rao09a, RZ08, Lilla, Lil3a,Lil3b, Lil5e, Cohl5a], with
the best known result being a 3-source extractor construction for (logn)¢ min-entropy by Li [Lil5e].

Raz and Yehudayoff [RY11] introduced a natural generalization of the class of independent
sources, which called interleaved sources. Roughly, the symbols from C' independent source are
mixed( in some unknown order) into one long string and given as input to the extractor. Besides
being a natural generalization of independent sources, the original motivation for studying these
sources came from an application found by Raz and Yehudayoff [RY11] in proving lower bounds
for arithmetic circuits. Further, such extractors give examples of explicit functions with high best-
partition communication complexity. Using the probabilistic method, one can show that extractors

exist for C' = 2 and k = Q(logn). The construction in [RY11] works however works for k > (1—4d)n

and C' = 2, where 4 is a small constant.

A different line of work considered the problem of simulating randomized algorithms with
access to only weak sources of randomness [VV85, CG88, Zuc96, SSZ95, ACRT97]. This led to
the introduction of the notion of seeded extractors [NZ96]. Informally, a seeded extractor uses a
short uniform seed to extract randomness out of an (n, k)-source X (see Chapter 2 for a formal
definition). A long line of work spanning two decades culminated in excellent constructions of seeded
extractors (see [LRVWO03, GUV09, DKSS09] for current optimal constructions). Further various
applications of seeded extractors were found in seemingly unrelated areas like inapproximabilty
[Zuc96, Uma99, MUO2], error correcting codes [TZ04, Gur04al, expander graphs [WZ93] (see also

[NT99] for more applications).

In another line of work, Trevisan and Vadhan [TV00] introduced the problem of constructing

seedless extractors for the class of samplable sources, where the weak random source is generated



by a computationally bounded algorithm. The simplest sources in this model are bit-fixing sources.
Informally, a bit-fixing source is a source where some subset of the bits are fixed and the remaining
ones chosen in some random way. Such sources have applications in exposure resilient cryptography
and have been investigated in a line of work [CGH™85, KZ07a, GRS06, Rao09b]. Generalizing
oblivious bit-fixing sources (see Chapter 5 for a definition) are a class of sources called as affine
sources. Here the source is assumed to be uniform on some unknown affine subspace of Fy of
dimension k. For p = 2, (which is the most interesting setting in applications to computer science),
the best known affine extractor until very recently worked for k¥ > n/+/loglogn [Bou07,Lillb,Yeh11]
(a recent work of Li [Lil5c] improves this to k > log” n using components from work in this thesis).
For larger p, Gabizon and Raz [GRO8] constructed almost optimal extractors even for £ = 1. Ben-
Sasson and Zewi [BSZ11] showed some connections between affine extractors and 2-source extractor
based on conjectures in additive combinatorics. In [TV00], they constructed explicit extractors for
sources generated by polynomial sized circuits based on strong complexity-theoretic assumptions.
Kamp, Rao, Vadhan and Zuckerman [KRVZ11] studied the problem of constructing extractors
for small-space sources, where the weak source is generated by a small width branching program.

Roughly, their extractor construction works for min-entropy n' =9, for some small absolute constant

J.

Recently, Dodis and Wichs [DW09] initiated the study of seeded non-malleable extractors
with applications to cryptography. These extractors strengthen the notion of seeded extractors in
a non-trivial way. Very informally, a non-malleable extractor has to satisfy the property that the
output of the extractor looks random even to an adversary that has access to the output of the
extractor evaluated on a correlated seed. In some more detail, suppose X is an (n, k)-source, and
A:{0,1}4 — {0,1}% is a function such that A(y) # y for all y. We think of A as an adversary, and
call such functions as tampering functions. Let Y be a uniform independent seed on d bits. Then,
a non-malleable extractor nmExt : {0,1}" x {0,1}¢ — {0, 1}™ satisfies the property that for most
fixings of Y = y, we have nmExt(X, y), nmExt(X, A(y)) = Up,, nmExt(X, A(y)). It turns out that

this property is quite non-trivial to satisfy, and the first explicit construction was found by Dodis,



Li, Wichs and Zuckerman [DLWZ14]. Subsequent works [CRS14, Lil2a, Lil2b, DY13]| improved
various parameters, but all these constructions required the min-entropy of the source X to be at
least 0.499n. However, existentially the work [DWO09] proved the existence of such extractors for

k > logn (for polynomially small error).

The main applications of such non-malleable extractors comes from the problem of privacy
amplification with an active adversary [BBR88, Mau92, BBCM95]. As a basic problem in informa-
tion theoretic cryptography, privacy amplification deals with the case where two parties want to
communicate with each other to convert their shared secret weak random source X into shared
secret nearly uniform random bits. On the other hand, the communication channel is watched by
an adversary Eve, who has unlimited computational power. To make this task possible, we assume
two parties have local (non-shared) uniform random bits. If Eve is passive (i.e., can only see the
messages but cannot change them), this problem can be solved easily by using strong seeded ex-
tractors. However, in the case where Eve is active (i.e., can change, delete and reorder messages),
the problem becomes much more complicated. The major challenge here is to design a protocol
that uses as few interactions as possible, and outputs a uniform random string R that has length

as close to Hy(X) as possible (the difference is called the entropy loss).

A 2-source variant of non-malleable extractors, called seedless non-malleable extractors, was
introduced by Cheraghchi and Guruswami [CG14b]. Here, roughly, the tampering functions act
on both X and Y. Thus, the guarantee we would want is nmExt(X,Y), nmExt(f(X),g(Y)) =~
U, nmExt(f(X), g(Y)), where X and Y are independent weak sources and f,g are arbitrary
tampering functions (with one of them not mapping any input to itself). Their main motivation
for initiating the study of these objects are in applications to non-malleable codes. Non-malleable
codes (introduced by Dziembowski, Pietrzak and Wichs [DPW10]) are a natural weakening of error-
detecting codes in hope to handle more severe forms of tampering on the codeword (see Section
12 for a definition). These codes also have applications in tamper-resilient cryptography [DPW10].
In [CG14b], they showed a black-box way of constructing non-malleable codes via explicit seedless

non-malleable extractors. Further, they showed the existence of such non-malleable extractors for



min-entropy Q(logn). However, no known constructions of such seedless non-malleable extractors
were known prior to work in this thesis, and it was posed as an open problem in [CG14b] to

construct such an extractor even for full min-entropy (i.e., k = n).

1.0.2 Owur Results

2-Source Extractors One of the main contributions of this thesis is an explicit 2-source extractor
that works for min-entropy k > log® n, for some constant C'. This is based on joint work with David
Zuckerman [CZ16a]. In subsequent work with Xin Li [CL16a], we improve the constant C. We

present this in Chapter 6. The construction needs material that is developed in Chapters 4 and 5.

Ramsey Graphs As a corollary of our 2-source extractor, we obtain explicit K-Ramsey graphs
on N = 2" vertices with K = 20810 M) for some constant C. This result was also obtained by an
independent work by Cohen [Cohl16¢|, who constructed a weaker object called a 2-source disperser

(see Definition 2.5.2) for min-entropy log® n to obtain this result.

Seeded Non-Malleable Extractors and Privacy Amplification We give explicit construc-
tions of seeded non-malleable extractors that requires min-entropy k& = Q(log® n/¢) and seed-length
d = O(log® n/e), where € is an error parameter. In fact our construction is more general, and this
is a crucial ingredient in our 2-source extractor construction. This result is based on joint work
with Vipul Goyal and Xin Li [CGL16]. Subsequently, we improve this to k = Q(logHo(l) n/e) and
seed-length d = O(log!*°(!) n/€). This is based on joint work with Xin Li [CL16a]. This improve-
ment is crucial to obtain new results in the problem of privacy amplification, where we obtain a
protocol with almost optimal parameters (a substantial amount of research over the last 25 years
has focussed on obtaining such a protocol, and our result is nearly optimal). We present these
results in Chapter 4. A substantial amount of tools for these results are developed in Chapter 3.
The techniques in Chapter 3 crucially rely on the powerful technique of “alternating extraction”

that was introduced by Dziembowski and Pietrzak [DP07].



Resilient Functions An ingredient in our 2-source extractor construction are functions that have
low influence with respect to small subsets of co-ordinates. Such functions were initially studied
by Ben-Or and Linial [BL85] when they introduced the perfect information model. We obtain new
results on explicitly constructing such resilient functions and present this in Chapter 5. This is

based on joint work with David Zuckerman [CZ16a].

Small-Space Sources We give improved extractors for small space sources that work for min-
entropy k = n°1). This is based on joint work with Xin Li [CL16b]. The results are presented in
Chapter 9. This uses results from Chapter 8.

Sumset Sources We generalize the class of affine sources and study sources of the form X;+...+
X where each X; is an independent source on F§ (the addition being the usual vector addition).
We show how to extract when each X; has min-entropy at least logc n. We also show applications
of sumset extractors to extract from many other weak sources that have been previously studied.
This is based on joint work with Xin Li [CL16b]. We present the results in Chapter 8. We use

some components from Chapter 3 for this construction.

Seedless Non-Malleable Extractors and Non-Malleable codes We present two construc-
tions of seedless non-malleable extractors. The first construction uses 10 sources (instead of 2,
generalizing the definition so that each source is tampered) and is based on joint work with David
Zuckerman [CZ14]. As a result, we obtain the first construction of a non-malleable code with
constant rate in a well studied “split-state” model. The second construction uses just 2 sources
and thus resolves the open question of [CG14b]. Further, this construction generalizes to handle
multiple tamperings, and using this we give the first explicit constructions of non-malleable codes
that can handle multiple attacks in the information theoretic setting. We present our result on
non-malleable extractors in Chaper 11 and our results on non-malleable codes in Chapter 12. Some

of the results uses components from Chapter 3.



Interleaved Sources We give improved constructions of extractors for interleaved sources. We
use Chapter 10 to present these results. The results are based on joint works with Xin Li and David

Zuckerman [CZ16b, CL16b].

Multi-Source Extractors The best known multi-source extractor (in terms of min-entropy) is
from a recent work of Cohen and Schulman [CS16] and requires O(1/6) 4+ O(1) independent sources,
each with min-entropy at least logH‘s(n). We improve this result and give extractors that work for
O(1) (an absolute constant) independent sources, each with min-entropy log' ™) n. This is based

on joint work with Xin Li [CL16a].
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Chapter 2

Preliminaries

We use U,,, to denote the uniform distribution on {0,1}"™, and Ug to denote the uniform distribu-
tion on any set S.

For any integer ¢ > 0, [t] denotes the set {1,...,¢}.

We use bold capital letters for random variables and samples as the corresponding small letter,
e.g., X is a random variable, with z being a sample of X.

For an ¢ x m matrix V, and any S C ¢, |S| = ¢, we use Vg to denote the g x m sub-matrix of V'
corresponding to the rows indexed by S. If S = {i} is a singleton, we use V; instead of V;.

A distribution D on n bits is t-wise independent if the restriction of D to any t bits is uniform.
Further D is (¢, €)-wise independent if the distribution obtained by restricting D to any ¢ coordi-
nates is e-close to uniform.

2mix

For any integer M > 0, let eps(z) = e ™™ .

2.1 Seeded Extractors

Definition 2.1.1. A function Ext : {0,1}" x {0,1}¢ — {0,1}™ is a (k,¢)-seeded extractor if for
any source X of min-entropy k, |Ext(X,Uy) — Uy,| < e. Ext is called a strong seeded extractor if
[(Ext(X,Uy), Ug)— (U, Uy)| < €, where U, and Uy are independent. Further, if for each s € Uy,

11



Ext(-,s) : {0,1}™ — {0,1}" is a linear function, then Ext is called a linear seeded extractor.

We recall an explicit seeded extractor construction with almost optimal parameters.

Theorem 2.1.2 ([GUVO09]). For any constant o > 0, and all integers n,k > 0 there ezists a
polynomial time computable strong-seeded extractor Ext : {0,1}" x {0,1}¢ — {0,1}™ with d =
O(logn +1log(1/€)) and m = (1 — a)k.

For some applications we need to ensure that for each x € {0,1}", Ext(z, s1) # Ext(z, s2)
whenever s; # so. A simple way to ensure this is to concatenate the seed to the output of Ext,

though it is no longer strong. We record this formally.

Corollary 2.1.3. For any constant o > 0, and all integers n,k > 0 there exists a polynomial time
computable seeded extractor Ext : {0,1}" x {0,1}¢ — {0,1}™ with d = O(logn + log(1/¢€)) and
m = (1 — a)k. Further for all z € {0,1}", Ext(z, s1) # Ext(x, s2) whenever s; # s.

We also use the following strong seeded extractor constructed by Zuckerman [Zuc07] that

achieves seed length log(n) + O(log(1)) to extract from any source with constant min-entropy rate.

Theorem 2.1.4 ([Zuc07]). For alln > 0 and constants a, §, e > 0 there exists an efficient construc-
tion of a (k = én,€)-strong seeded extractor Ext : {0,1}" x {0,1}¢ — {0,1}™ with m > (1 — a)k
and D = 2% = O(n).

In some of our constructions, we require explicit linear seeded extractors with strong pa-

rameters.

Theorem 2.1.5 ([Tre01,RRV02]). For every n,k,m € N and € > 0, with m < k < n, there exists
an explicit strong linear seeded extractor LExt : {0,1}" x {0,1}% — {0,1}™ for min-entropy k and
error €, where d = O (10g2(n/6)>.

log(k/m)

A drawback of the above construction is that the seed length is w(logn) for sub-polynomial
min-entropy. An improved construction of Li [Lil5c| achieves O(logn) seed length for even poly-

logarithmic min-entropy.
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Theorem 2.1.6 ([Lil5c]). There exists a constant ¢ > 1 such that for every n, k € N with clog®n <
k < n and any € > 1/n?, there exists a polynomial time computable linear seeded extractor LExt :

{0,1}" x {0,1}¢ — {0,1}™ for min-entropy k and error €, where d = O(logn) and m < Vk.

We record useful lemma which shows that seeded extractors work even when the seed is not

fully uniform, but has sufficiently large min-entropy.

Lemma 2.1.7. Let Ext : {0,1}" x {0,1}¢ — {0,1}™ be a strong seeded extractor for min-entropy
k, and error e. Let X be a (n, k)-source and let Y be a source on {0,1} with min-entropy d — .
Then,

Ext(X,Y)oY — U, o Y| < 2%

Proof. Since Y is a source with min-entropy d — A, we can assume it is uniform on a set A of size

24= Thus
1
[Ext(X,Y) oY = UpoY|= = D Ext(X,y) — Uy
yeA
1
< YRSy Z [Ext(X,y) — Uy
ye{0,1}4
L a A
< 2d—)\2 €e=2"
where the last inequality uses the fact that Ext is a strong seeded extractor. O

2.2 Conditional Min-Entropy

Definition 2.2.1. The average conditional min-entropy of a source X given a random variable W

1s defined as

Hoo(X[W) = — log (EMNW [mgx Pr[X = 2[W = w]D — _log (E [Q—HOO(XW:”)D .

We recall some results on conditional min-entropy from the work of Dodis et al. [DORSO08].
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Lemma 2.2.2 ([DORS08]). For any € > 0, Pryow |Hoo(X|W = w) > Hoo(X|W) —log(1/e)| >
1—e.

Lemma 2.2.3 ([DORS08]). If a random variable Y has support of size 2¢, then Hoo(X|Y) >
Hoo(X) —¢.

We require extractors that can extract uniform bits when the source only has sufficient

conditional min-entropy.

Definition 2.2.4. A (k,¢)-seeded average case seeded extractor Ext : {0,1}" x {0,1}¢ — {0,1}™
for min-entropy k and error e satisfies the following property: For any source X and any arbitrary

random variable Z with Huo(X|Z) > F,

Ext(X,Uy), Z ~ Uy, Z.

It was shown in [DORSO08] that any seeded extractor is also an average case extractor.

Lemma 2.2.5 ([DORS08]). For any 6 > 0, if Ext is a (k,¢€)-seeded extractor, then it is also a
(k+1og(1/6), e+ §)-seeded average case extractor.

2.3 Some Probability Lemmas

We say that a distribution D; is e-close to another distribution Dy if |[D; — Ds| < e.

Definition 2.3.1. The collision probability of a distribution D is defined as : cp(D) = Pr[D = D],

where D' is independent and identicaly distributed as D.

For the sake of convenience, we make the following definition.

Definition 2.3.2. For a set A, define cp(A) to be the collision probability of the uniform distribution
on A.

The following lemma was proved in [BIWO06].
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Lemma 2.3.3. Let D be a distribution with cp(D) = 2. Then D is L=2_close to a distribution

with min-entropy at least log K.

Definition 2.3.4. We say that a distribution D on a set S is a convex combination of distributions
Dy, ..., D; on S if there exists non-negative constants (called weights) wy, ..., w; with 22:1 w; =1
such that Pr[D = s| = 2221 w; - Pr[D; = s| for all s € S. We use the notation D = 2521 w; - D;
to denote the fact that D is a conver combination of the distributions D1, ..., D; with weights
Wiy...,Wy.
Definition 2.3.5. For random variables X and Y, we use X|Y to denote a random variable with
distribution: Pr[(X[Y) =] =3 copport(vy PTY = 9] - Pr[X = afY =y].

We note the following lemma which follows from the above definitions.
Lemma 2.3.6. Let X and Y be distributions on a set S such that X = Zli:1 w; - X; and 'Y =
S wi - Yio Then | X = Y| <3, w; - |X; — Vi,

The following result on min-entropy was proved by Maurer and Wolf [MW97].

Lemma 2.3.7. Let X,Y be random variables such that Y takes at £ values. Then

1
Pry. v |Hoo(X|Y =y) > Hyo(X) —logl — log ( ﬂ >1—e

€
Lemma 2.3.8 ([BIWO06]). Let Xy,...,Xy be independent random variables on {0,1}™ such that
1X; — Up| <e. Then, |30, X; — U, | < €.
Lemma 2.3.9 ([GRS06]). Let X be a random variable taking values in a set S, and let Y be a
random variable on {0,1}'. Assume that |(X,Y) — (X, Uy)| < €. Then for every y € {0,1},

(X]Y =y) — X| <2,

Lemma 2.3.10 ([Sha08]). Let X1,Y; be random variables taking values in a set S1, and let X2, Yo

be random variables taking values in a set Sy. Suppose that
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1. |X2 —Yg’ < €.

2. For every sy € So, |(X1|X2 = s2) — (Y1|Y2 = s2)| < €3.

Then
|(X1,X2) — (Y1,Y2)] <e€1 + e

Using the above results, we record a useful lemma.

Lemma 2.3.11. Let Xy,...,X; be random variables, such that each X; takes values 0 and 1.

Further suppose that for any subset S = {s1,...,s.} C[t],
(Xsys Xy -5 X)) e (Up, X, -0, X))

Then
(X1, .., Xg) =5 Uy

Proof. We prove this by induction on t. The base case when ¢ = 1 is direct. Thus, suppose t > 2.

It follows that
(Xtv Xl) ceey Xt—]) e (U17 X].) e Xt—].)'

By an application of Lemma 2.3.9, for any value of the bit b,
(X, X1 X =0) — (X, -0, Xy )| < A4e.
Further, by the induction hypothesis, we have
(X1, ., Xio1) = U <5(t—1)e.
Thus, by the triangle inequality for statistical distance, it follows that for any value of the bit b,

’(Xl, e ,Xt_ﬂXt - b) - Ut_1| S (5t - 1)6.
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Using Lemma 2.3.10 and the fact that |X; — U;| <, it follows that
|(X1,...,X¢) — Uy < (5t —1)e+ e = 5te.

This completes the induction, and the lemma follows. O

We also record the following simple lemma.

Lemma 2.3.12. Let X be a source on F)y with min-entropy k. Let V = {v1,...,vn} be a collection
of vectors such that dim(span{V'}) > n — A. Then Xy = ) . xv; : * ~ X is a source with

min-entropy > k — Alogp.

2.4 Sampling Using Weak Sources

A well known way of sampling using weak sources uses randomness extractors. We first introduce
a graph-theoretic view of extractors. Any seeded extractor Ext : {0,1}" x {0,1}¢ — {0,1}™ can
also be viewed as an unbalanced bipartite graph Gyt with 2™ left vertices (each of degree Qd) and
2™ right vertices. We use N (z) to denote the set of neighbours of = in Ggy. We call Gy the

graph corresponding to Ext.

Theorem 2.4.1 ([Zuc97)). Let Ext : {0,1}" x {0,1}¢ — {0,1}™ be a seeded extractor for min-
entropy k and error e. Let D = 2. Then for any set R C {0,1}™,

{a € {0,1}": |[N(2) N R| — urD| > eD}| < 2%,

where g = |R|/2™.

Theorem 2.4.2 ([Zuc97]). Let Ext : {0,1}" x {0,1}¢ — {0,1}™ be a seeded extractor for min-
entropy k and errore. Let {0,1}¢ = {ry,...,rp}, D = 2%. Define Samp(z) = {Ext(z,71),..., Ext(z,7p)}.
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Let X be an (n,k + k')-source. Then for any set R C {0,1}™,
Pr, x|||Samp(x) N R| — prD| > eD] < 2%,

where ur = |R|/2™.

2.5 2-Source Extractors

Definition 2.5.1 (2-source extractor). A function Ext : {0,1}" x {0,1}" — {0,1}"™ is called a

(k, €)-two-source extractor if for any independent (n, k)-sources X and Y, we have

IExt(X,Y) — Uy < e.
Ext is said to be strong in Y if it also satisfies |(Ext(X,Y),Y) — (Up,Y)| < ¢, where Uy, is
independent from Y.
Definition 2.5.2 (2-source Disperser). A function Disp : {0,1}"™ x {0,1}" — {0, 1} is called a
(k, €)-two-disperser if for any independent (n, k)-sources X and Y,

support{Ext(X,Y)} = {0,1}.

We recall a construction of a two-source extractors based on the inner product function
[CG88,Zuc9l]. This essentially is a stronger version of Lindsey’s Lemma. We include a proof for

completeness.

Theorem 2.5.3 ([CG88, Zuc91, Rao07] ). For all m,r > 0, with ¢ = 2™, n = rm, let X,Y
be independent sources on Ky with min-entropy ki, ke respectively. Let IP be the inner product

function over the field F,. Then, we have:
P(X,Y), X —Un,X|<e, [IP(X,Y),Y-U,,Y|<e
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—(k1tkg—n—m)
where € = 2 2

Proof. Let X,Y be uniform on sets A, B C Fy respectively, with |A| = 281 and |B| = 2*2. Let ¢ be
any non-trivial additive character of the finite field IF,. For short, we use - to denote the standard

inner product over F,. We have

ST vyl <(Bh: | YN wl@—a')-y)

yeB z€A yeFy z,2’€ A

<BE | Y Y w(@—a) -y

z,x'€A \yEFy

N|=

where the first inequality follows by an application of the Cauchy-Schwartz inequality. Further,

whenever z # 2/, we have

S b((x—a') ) =0.

yeFy

Thus, continuing with our estimate, we have

STIS - y)l < |BJF (jAlgT)E =2

yeEB z€A

Thus,
n—ky—ko

By [Exu(IP(X, Y))| < 2"+
Using Lemma 2.6.1, it now follows that

n+m—kq—ko

IP(X,Y),Y -U,,Y|<2 =z

n+m—ki—ko

It can be similarly shown that [IP(X,Y), X — Up,, X| <2 2 . O

The following folklore result on two-source extractors is based on the Paley graph function.

The following double character sum estimate was obtained by Karatsuba [Kar71,Kar91].
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Theorem 2.5.4 ([Kar71l,Kar91]). Let p be any prime. Let x be a non-trivial multiplicative char-
acter of Fyn. For any subsets A, B C Fyn, the following holds: For any integer A > 0,

< 2\[A|55 (IBIp® + |BJ2p#).

Zx(a—i—b)

beB

D

acA

The above theorem can be equivalently restated as a result on 2-source extractors.

Theorem 2.5.5. Let p be any prime. Let x be a non-trivial multiplicative character of Fyn. For

any 6 > 0 and independent sources X,Y on Fyn with min-entropy ki, ko respectively, satisfying

ki > (3 +38) nlogp and ky > (4lognlogp)/s, we have

E,x|Eyoy[x(z +y)]| <27

Proof. Let X, Y be flat sources on sets A and B respectively. Thus |A| = 2 and |B| = 2*2.

Setting A = %ﬁp in Theorem 2.5.4 (so that |B| = 25> = p%), we have

1 n 1 n
E.x|Ey~y[x(z +y)]| < 2\[A[72X(p2x + |B|"2p2x)
< 2A|A|" 3 (pix + 1)

3kodnlogp
— 210g(3n)— 22nlogp < 2761"32

2.6 Abelian XOR Lemmas

The following lemma is known as Vazirani’s XOR Lemma.

Lemma 2.6.1. Let D be a distribution over Zp; such that for every nontrivial additive character
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Y of Zyr, we have |E[p(D)]| < e. Then, we have

D — Uy| < VM.

Let oy @ Zn — Zpy be defined as op(x) = x (mod M). The following general version of

the above XOR lemma was proved in [Rao07].

Lemma 2.6.2 ([Rao07]). Let D be a distribution over Zy such that for every non-trivial additive

character 1 of Zy, we have |E[)(D)]| < e. Then, for any M < N, we have
loar(D) — Upy| < O(elog NV M) 4+ O(M/N).

We also record a more generalized form of the XOR Lemma [DLWZ14].

Lemma 2.6.3 ([DLWZ14]). Let D1, Dy be distributions over Zy such that for arbitrary characters
¥, ¢ of Zn, we have |E[(D1)d(D2)]| < €, whenever v is nontrivial. Then, for any M < N, we

have

|(oa1(D1), 001(D2)) = (Unr, 001 (D2))| = O(e(log N)* M) + O(M/N).

2.7 Finding Primitive Elements in Finite fields

In some of our constructions, we need access to primitive elements in finite fields. There is no
known deterministic polynomial time algorithm to find any primitive element of a finite field Fyn.
However, there are efficient algorithms known for a weaker task, where the algorithm is only required
to output a small set of elements with the guarantee that one of the elements is primitive. The

following result is due to Shoup [Sho90].

Theorem 2.7.1 ([Sho90]). Let p > 0 be any prime. For all n > 0, there exists a deterministic
procedure which takes as input n, runs in time poly(n), and outputs a set S = {a1,...,q;}, | =

poly(n), such that S contains a primitive element of Fyn.
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Chapter 3

Alternating Extraction and its

Applications to Breaking Correlations

1 On a very high level, many of the results in this thesis use explicit objects that break correlations
between random variables. In many of the scenarios we consider, the generic setting is the follow-
ing: Let X, X!, ..., X! be correlated random variables, and let Y, Y, ..., Y? be random variables

independent of {X, X! ... X'}. The goal is to construct a function f such that
FXY), fFXEYY, L F(XL YY) = Uy, f(XL Y, f(XE YY),

Clearly this setting is too general, and such an f does not exist. The various objects that we
construct make more assumptions on the correlated random variables, and typically Y is either an
independent seed or a weak source with enough min-entropy. In some of the constructions even

this is not enough, and we assume access to some kind of ‘advice’.

Before we present our actual constructions, we first discuss a toy example to show that
seeded extractors are very useful tools in solving problems of this flavour. Let X, X’ be correlated

r.v’s, each on n bits, such that Hoo(X|X') > k. In such a setting, it is easy to break the correlations

!parts of this chapter have been previously published [CGL16,CL16b, CL16a)
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between X and X’ using an independent uniform seed Y. Let Y’ be the tampered version of Y.
We use any (k — log(1/e), €)-strong seeded extractor Ext and define Z = Ext(X,Y) (and similarly,
let Z' = Ext(X’,Y’)). We prove the correctness of this construction as follows. Fix the r.v X',
and X still has average conditional min-entropy at least k. Thus, Ext(X,Y) is 2e-close to uniform
after this fixing, and we can also fix Y since Ext is a strong extractor. Thus, at this point Z’ is a
deterministic function of Y’, and Z is a deterministic function of X. Thus, we can fix Z’ without

affecting the distribution of Z, and hence f = Ext is a valid construction in this case.

However, in most applications we generally have much weaker guarantees on the correlated
r.v’s and hence they do not admit such simple solutions. We now introduce the technique of
alternating extraction, which informally is a protocol consisting of multiple rounds of extraction
using seeded extractors. All our explicit constructions in this chapter are based on some form of

the basic alternating extraction method.

The results in this chapter are based on joint works with Vipul Goyal and Xin Li [CGL16,
CL16b, CL16a).

3.1 The Basic Alternating Extraction Method and a New Lemma

The method of alternating extraction was introduced by Dziembowski and Pietrzak as a tool to
build intrusion resilient secret sharing schemes [DP07]. Subsequently, Dodis and Wichs [DW09]
used this method to construct objects known as “look-ahead extractors” and used this to give
improved privacy amplification protocols. Since then, this method has an been extremely useful
tool in constructing a variety of pseudorandom objects [DW09, Lil3a, Lil5e, Coh15b, CGL16,Lil5c,
CL16b, Cohl6a, Coh16b].

Alternating Extraction Assume that there are two parties, Quentin with a source Q and
a seed Sp, and Wendy with a source W. The alternating extraction protocol is an interactive
process between Quentin and Wendy, and starts off with Quentin sending the seed Sy to Wendy.

Wendy uses Sy and a strong-seeded extractor Ext,, to extract a seed Ry = Ext,,(W,Sg) using W,
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and sends Ry back to Quentin. This constitutes a round of the alternating extraction protocol. In
the next round, Quentin uses a strong extractor Ext, to extract a seed S; = Ext4(Q,Ryp) from Q
using Ry, and sends it to Wendy and so on. The protocol is run for A + 1 steps, where h is an
input parameter. Thus, the following sequence of r.v’s is generated: So, Ry = Ext,,(W,Sp),S; =

Exty(Q,Ro),...,Shp = Exty(Q,Rp—1), Ry, = Ext,(W,S},). Define a look-ahead extractor

laExt(W, (Q,S)) = Ry,...,Ry.

We establish a useful property satisfied by the alternating extraction protocol. This strength-
ens known results on alternating extraction protocol from previous work [Lil3a]. Since stating the
result technically involves a lot of parameters, we first informally describe a slightly less general
version of the result. Suppose X, X’ are correlated r.v’s, each on n bits, such that X is an (n, k)-
source. Further suppose we have access to r.v’s Y = (Q,S1), Y’ = (Q’,S}) with both Q,Q’ on
n bits and both S1,S] on d bits, s.t {Y,Y’} is independent of {X,X’}. Further let Q be an
(n, k)-source. Using X and Y in an alternating extraction protocol for h rounds, let the output
of the look-ahead extractor be Ry, ..., Ry. Similarly, let R}, ..., R}, be the r.v’s output when the
alternating extraction protocol is played between X’ and Y’. Then, for any h < k/10d, Ry, is close
to uniform even conditioned on {R; : ¢ € [h — 1]}, {R} : i € [h — 1]} (with high probability).

We now state and prove this result in full generality. For clarity of presentation, we use the

notation: Z,y to denote the random variable Z, . .., Zy.

Lemma 3.1.1. Let X be a (N, ky)-source and let XD ... X® be random variables on {0,1}™
that are arbitrarily correlated with X. Let Y = (Q,S1), YD) = (QM), Sgl)), LY = QW) Sgt))
be arbitrarily correlated random variables that are independent of (X, XM X&) . X®)  Syp-
pose that Q is an (ng, kq)-source, S1 is an (m,m — X)-source, QW.....QW are each on ng bits,
and SW ... S® are each on m bits. Let Exty, Ext,, be strong seeded extractors that extract m
bits at min-entropy k with error € and seed length m. Let laExt be the look-ahead extractor for

an alternating extraction protocol with parameters u,m, with Extq, Ext,, being the strong seeded
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extractors used by Quentin and Wendy respectively. Let laExt(X,Y) = Rq,..., Ry, and for j € [t],
laExt(XW), Y(W)) = jo), . .,Rq(f). If ku, kg > k +u(t + 1)m + 2log(1), then the following holds

for each i € [u]:

(1) (t) 1 ~ (1) (t) 1
R;, R[Li—l]v R[l.ifl]’ s 7R[17Z',1]7 Q, Q( )a B Q(t) ~e; Un, R[l,i—1]7 R[l.ifl]’ B R[l,ifl]’ Q, Q( )7 SRR Q(t)

where ¢; = O(ue + 2¢).

Proof. We in fact prove the following stronger claim.

Claim 3.1.2. For each i € [u] the following hold:

(1) (t) (1) (t) 1
R, R[l,i—le[Li,l]v s 7R[1’Z‘,1}7 S[l,i]a S[l,i]’ s S[l,i]’ Q, Q( )7 SUR) Q(t)
~ (1) (t) (1) (t)
~e; U, R[l,i—le[l’Z’,l]a s 7R[1,i,1}7 S[l,i]v S[lﬂ']a SRR S[l,i]’ Q, Q(1)7 SR Q(t)

and

Si+17 S[l,i]a S[(117)Z}7 s

Rei+2e Umvs[l,i]’s[(ll)i}"'ws ) '--7R(t) XaX(l)v'--,X(t)

(L]’

— Al A L (1) (t) (1) (t)
where €; = 4(i—1)e+2%e. Further, conditioned on Ryy ;_1j, R[l,i—l}’ e ’R[l,z’—l]’ S S[l,i]’ ce S[Li],
(a) (X,X(l), e X(t)) is independent from (Y,Y(l), ... ,Y(t)), (b) X, Q each have average condi-
tional min-entropy at least (u—i)(t+1)m+k+2log (1) and (¢c) Ry, Rl(»l), . ,Rgt) are deterministic

functions of (X, XM . . X®),

Proof. We prove this claim by induction on i. Let i« = 1. Since R; = Ext(X,S;), and Ext,
is a strong-seeded extractor, it follows by Lemma 2.1.7 that Ext,(X,S1),S1 ~¢, Um,S1, where
€1 = 2*¢. Thus we can fix S, and Ry is still €;-close to uniform on average. We note that Ry

is a deterministic function of X. Since the random variables Sgl), ey Sgt),Q, QW,....QW are

25



deterministic functions of Y, Y®, ..., Y® and thus uncorrelated with X, we have
R17 Sl’ Sgl)a ceey Sgt)a Qv Q(1)7 ey Q(t) ey Um) Sl7 Sgl)v ceey SY)’ 9 Q(l)a ey Q(t)

We fix the random variables Sq, Sgl), ceey Sgt). By Lemma 2.2.3, the source Q has average condi-
tional min-entropy at least kg — m(t +1) = k + (u — 1)m(t + 1) + 2log (1) after this fixing. Using
Lemma 2.2.5 it follows that Ext, is a (k + log (%) , 2¢) strong average case extractor. We also note
that Rl,Rgl), . ,Rgt) are now deterministic functions of X, XM ... X®  Thus recalling that
Sy = Exty(Q,R1), we have So, R1 ®(2¢4¢;) Um, R1, since Ry is €1-close to uniform and using the
fact that by Lemma 2.2.5 Ext,, is a (k + log (%) , 2¢) strong average case extractor. Thus on fixing
R, Sy is (2¢ + €1)-close to Uy, on average and is a deterministic function of Y. since the random

variables Rgl), .. ,Rgt) are deterministic functions of X, X® ..., X® we thus have

S5, 81,81 s Ry R, ... R, x, XD x®

Req4-2¢ Um7 Sl7 Sgl)a Sgt)7 R17 Rgl)v s 7Rgt)7 Xa X(1)7 s 7X(t)

Further, it still holds that (X, X® ... X®) is independent from (Y, Y™ ..., Y®). This

proves the base case of our induction.

Now suppose that the claim is true for ¢ and we will prove it for i+1. Fix the random variables
Rii-1 Rfll)l.il], ey R[(?ifl}’ S Sﬁ)i]? ey S[(?i}. By induction hypothesis, it follows that X, Q
each have average conditional min-entropy at least (u—i)m(t+1)+k+2log (%) after this fixing. We
(1)

now fix the random variables R;, R; "/, ... ,Rgt) (these random variables are deterministic functions
of X, XM ... X® by induction hypothesis). Thus by Lemma 2.2.3, the source X has conditional
min-entropy at least (u—4)(t+1)m+k+2log () — (t+1)m = (u—i—1)(t+1)m+k + 2log (1)
after this fixing.

Since S; 1 = Exty(Q, R;) is now independent of X and (¢; + 2¢)-close to Uy, on average (by
induction hypothesis), it follows that Ext,, (X, Si11), Sit1 ¢, +4¢ Um, Si+1. Thus on fixing S;;1, the

random variable R;y; = Ext, (X, S;+1) is (€; + 4€)-close to U, on average, and is a deterministic
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function of X. We also fix the random variables SEE SZ( +)1 Since we have fixed the random

variables Rgl), R(t) thus S(+)1v cen Sgl are deterministic functions of Y, YW, ..., Y® . Hence
R,;1 is still €;11-close to uniform on average and a deterministic function of X after this fixing.

Thus,

(1) (t) (1) 1
Ri1, R[l,i]v R[l,i}’ s 7R[17Z’]7 S[l,i-i—l]’ S[l,i—‘rl]’ s 1 H—l]’ Q, Q( ) . Q(t)

1

~ 1) (®) (1) (t)
~€i+1 Um7 R[l,i]7R[17Z’]7 v >R[1,i]7 S[l,i+1]> S[l’l’+1]7 v [1 i+1] 7Q Q K} Q(t)

The source Q has conditional min-entropy at least (u—i)(t+1)m+k+2log (1) —(t+1)m =
(u—i—1)(t+1)m+k+2log(1).

Recall that S;;2 = Exte(Q,Rit1). Since Exty is a (k 4 log (1), 2¢) strong average case ex-
tractor, it follows that Ext,(Q, Rit1), Rit1 R, 5 +2¢ Um. since the random variables REJF)I, e ,Rgzl

are deterministic functions of X, X . . X® (recall that we have fixed st st

it > 9i41), it follows

that

(1) (t) (1) ()
Si+27s[17i+1}’s[1,z’+1]’ o S[l z+1]’R[1ai+1]’R[1,i+l}" R[l z+1]’X x ) ;X0

~ (1) ®) (1) () 1
Reipr+2e Ums Spivals S[1,1+1]’ T S[l,i+1]’R[1vi+1]’ R[l,i+1]’ o R[l 1+1]7X, XM x®,

Also, we maintain at each step that (X,X®, ..., X®) is independent from (Y,Y® . .. Y®)

This completes the proof. O

O]

3.2 The Flip-Flop Primitive

The flip-flop primitive (Algorithm 1), introduced by Cohen [Cohl15al, is a particularly elegant way
of using the alternating extraction protocol. In this section, we establish a property of the flip-flip

primitive that strengthens a result proved in [Cohl5a]. Before presenting the flip-flop construction
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and our result, we first discuss a toy example which motivates this construction.
A Toy Problem Let X, X’ be correlated r.v’s such that X is an (n, k)-source. Further suppose
we have access to a uniform strong Y on d bits such that {X, X’} is independent of Y. Our goal

is to construct a deterministic function f : {0,1}" x {0,1}¢ — {0, 1}™ such that
FXY), (XL Y) ~ Up, f(XY).

We adopt the following notation for convenience: For any r.v Z = ¢(X,Y), where g is a deter-
ministic function, let Z' = g(X’,Y). As a starting point for our construction of f, we could play
an alternating extraction game, say for 2 rounds, between X and Y (and similarly, in the ‘tam-
pered game’ between X’ and Y’). Let R, Ry be the output of the look-ahead extractor. As a
preliminary candidate for f, define f(X,Y) = R;. Thus, assuming k is large enough, we know by
results from the previous section that R; is close to uniform on average conditioned on Ry, Ry,.
However, it is not clear if Ry is close to uniform given R} = f(X’,Y). In fact it is not hard to
find counter-examples for this construction. Thus, maybe we could try to solve an easier problem.
Suppose we now we have access to an ‘advice’ bit b, and a tampered bit ' # b, and we are aiming

to construct f: {0,1}" x {0,1}¢ x {0,1} — {0,1}™ such that
FX Y, 0), f(XL YY) = Uy, f(XL YY),

We could now try to define f(X,Y,b) = Ry. Clearly, if b = 1 (and this b’ = 0), this works since
R, is close to uniform on average given R{. However, the construction does not work if b = 0. We
give a rough idea of how to fix this approach and refer the reader to Algorithm 1 for the actual
cosntruction. The idea is play 2 more rounds of alternating extraction between X and Y, where
Y is a new source derived from Y (and hence is independent of X). Let Ro, R; be the output of
the look-ahead extractor. We now define f(X,Y) = Rj_;. Thus, if b= 0, clearly f(X,Y) = R, is
close to uniform on average given f(X',)Y) = EE). Further, we can show that if b = 1, since we gain

independence in the first 2 rounds of alternating extraction (i.e, Ry is close to uniform on average
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given Ry)), this carries on to the next two rounds of alternating extraction as well.

We now present the flip-flop construction, and then establish our result (Lemma 3.2.1)

which informally states that the correlations are broken even allowing multiple tamperings on both

X and Y.

Algorithm 1: flip-flop(z, y, gi, b)

Input: Bit strings x,y, ¢; of length n,,, n,, nq respectively, and a bit b.

Output: A bit string of length n,.

Subroutine: Let Ext, : {0,1}" x {0,1}" — {0,1}" be a strong seeded extrac-
tor set to extract from min-entropy k with error ¢ and seed length m. Let Ext, :
{0,1}™ x {0,1}™ — {0,1}" be a strong seeded extractor set to extract from min-
entropy k with error € and seed length d.

Let laExt : {0,1}™ x {0,1}"*™ — {0,1}?™ be the look ahead extractors defined in
Section 3.1 for an alternating extraction protocol with parameters m,u = 2 (recall u is
the number of steps in the protocol, m is the length of each random variable that is com-
municated between the players), and using Ext,, Ext,, as the strong seeded extractors.
Let Ext : {0,1}™ x {0,1}"™ — {0,1}" be a strong seeded extractor set to extract from
min-entropy ki with error e.

Let s;1 = Slice(g;, m)

Let laExt(z, (¢i, $i1)) = 730, Ti1
Let q; = Ext(y,rip)

Let 5;1 = Slice(g;, m).

Let laExt(x, (Gi, Si1)) = Ti1,Ti2-
Let ;11 = Ext(y,751-p)

Ouput git1.

N O gk W =

Lemma 3.2.1. Let b, {b" : h € [j]} be j + 1 bits such that for all h € [j], b # b". Let X be a
(N, kuw)-source and let {X" : h € [§]} be random variables on {0, 1} that are arbitrarily correlated
with X. Let Y, {Y" : h € [j]} be arbitrarily correlated random wvariables that are independent of
(X, {X" : h € [j]}). Suppose that Y is a (ny,ky)-source, ky, = n, — A, each random variable in
{Y" : he[j]}is on ny bits. Let Q; be some function of Y on ng bits with min-entropy at least
ng — A, and for each h € [j], let Q" be an an arbitrary function of Y,{Y?: a € [j]} on n, bits.

Let flip-flop be the function computed by Algorithm 1. Let flip-flop(X,Y, Q;,b) = Qiy1, and
for h € [j], let flip-lop(X", Y", Q?, v = Q?H. Suppose ky > max{k, k1 }+10 (jnq + jm + log (%)),
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kw >k +10 (jm +1log (1)), and ng > k4 10jm + 2log(1) + A

Then, with probability at least 1 — €, where € = O(2)¢), over the fiving of the random vari-
ables Qi {Q!+ h € [j]}, Rio, Rin, {Rlg, Ry« h € (i1}, Qin {Q0 + h € [1]}, R, R, {Rip, Ry
h € [} QY : h e ]}

o Qi1 is €-close to Uy, and is a deterministic function of Y
e The random variables (X, {X" : h € [§]}) and (Y,{Y" : h € [§]}) are independent

e X has min-entropy at least ky,, — 10 (jm+ log (%)) and Y has min-entropy at least k, —
10 (jng + jm +log (2)).

Proof. Notation: For any determinitic function f, if V. = f(X,Y), let V® denote the random
variable H(X?* Y?).

We split the proof into two cases, depending on b.

Case 1: Suppose b = 1. By Lemma 3.1.1, it follows that

Ri1, {R}o:h e[}, Qi {Q} : h € [j]}
~e, Un, {REg 1 €[]}, Qi {QF : h e [4],

where €; = ¢2¢, for some constant c. Thus, we can fix {R?,o :h € [j]},Qi, {QF : h € [j]}, and
with probability at least 1 —O(e1), Ry 1 is O(er)-close to U,. Note that R; 1 is now a deterministic
function of X. Further, by Lemma 2.3.7, Y loses min-entropy at most (j + 1)ng + log (1) with
probability at least 1 — e due to this fixing. Since on fixing Q;, {Q” : h € [j]}, the random variables
{RZO : h € [j]} are deterministic function of X, {X" : h € [j]}, the source X loses min-entropy at
most jm + log (%) with probability at least 1 — € due to this fixing. We now note that the random
variables {Qﬁl : h € [j]} are deterministic functions of Y, {Y" : h € [j]}. Thus, we fix {QZL cheljl},
and by Lemma 2.3.7, Y loses min-entropy at most jn, + log (%) with probability at least 1 — e due
to this fixing. Since Ext extracts from min-entropy ki1, and k, was chosen large enough, it follows

that the random variable Q; is (e + €1)-close to Uy, with probability at least 1 — O(e1) even after
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the fixing. Further, we fix R; 1 since Ext is a strong seeded extractor, and by Lemma 2.3.7, X loses
min-entropy at most m +log (%) with probability at least 1 — e due to this fixing. Thus Q; is now a
deterministic function of Y. We now fix the random variables {Ri-"”}2 : h € [j]}, noting that they are
deterministic functions of X and hence does not affect the distribution of Q,. X loses min-entropy

at most jm + log (%) with probability at least 1 — e due to this fixing.

We now note that the random variables {ﬁ? O’EZ 1 = h € [j]} are deterministic function of
X, {X7 : j € [h]} since we have fixed {Qgh) : h € [j]}. Thus, we can fix {ﬁ%),ﬁl(ﬁ) ch e [j]}
and X loses min-entropy at most 25m + log (%) with probability at least 1 — e. Thus it follows by
Lemma 3.1.1 that |R;1,Q; — Un, Q;| < €+ O(e1). We fix Q; and Y loses min-entropy at most
ng + log (%) using Lemma 2.3.7. Finally, we note that {Q?Jrl : h € [j]} is now a deterministic
function of Y, {Y" : h € [j]}. Thus, we can fix {Q?,, : h € [j]} variables and Y loses min-entropy
at most jn, + log (%) with probability at least 1 — e due to this fixing. Further, R, is now a
deterministic function of X. It follows that Q;4+1 is O(e1 + €)-close to Un, since ky is chosen large
enough. We further fix R; 1 noting that Ext is a strong extractor and X loses min-entropy at most

m + log (%) with probability at least 1 — € due to this fixing.

Case 2: Now suppose b = 0. We fix the random variables Q;,{Q? : h € [j]}. Conditioned on
this fixing, it follows by Lemma 3.1.1 that |R; o — Uy| < €1, €1 = O(2}€), with probability at least
1 —e. Since Ext is a strong seeded extractor (and k, is large enough) and R, is a deterministic
function of X, it follows that |Qz, Rio—Un,, R;o| < €+ ¢ with probability at least e. We fix R; g,
and observe that Q; is now a deterministic function of Y. We can now fix {RZO, RZl :h e [j]}
since {RZ1 :h € [j]} is a deterministic function of X, {X" : h € [j]}, and hence does not affect the
distribution of Q,. As a result of these fixings, it is clear that (X, {X" : h € [j]}) is independent of
(Y, {Y" : h € [j]}). Further X loses min-entropy of at most 2(j + 1)m + log (1) with probability
at least 1 —¢, and Y loses min-entropy of at most 2(j + 1)ng + (j + 1)m+ 3log (1) with probability
at least 1 — 3e. Note that now Q;, {Q} : h € [j]} are deterministic functions of Y,{Y" : h € [j]},
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and Q; is O(e1)-close to U,,. By Lemma 3.1.1, it follows that
=5 =h A~ (AP . =h R U e .
Ri,l){Ri,O:hE []]}anv{Qz the []]} Reo Umv{Rz,Ohe []]}’sz{QZ the []]}

where €2 = ¢(e1 +¢e+¢), for some constant c¢. Thus, we can fix {EZO :he[jl},Q;, {Q? :h € [j]} and
with probability at least 1 —O(e2), R is O(ez2)-close to Up,. Note that R; 1 is now a deterministic
function of X. Further, by Lemma 2.3.7, Y loses min-entropy at most (j + 1)ng + log (%) with
probability at least 1 — e due to this fixing. Since on fixing Q,, {Q? : h € [j]}, the random variables
{ﬁz L+ h € [j]} are deterministic functions of X, {X® : h € [j]}, the source X loses min-entropy
at most jm + log (%) with probability at least 1 — € due to this fixing. We now note that the
random variables {Q,; : h € [j]} are deterministic functions of Y,{Y" : h € [j]}. Thus, we
fix {Q?Jrl : h € [j]} and by Lemma 2.3.7, Y loses min-entropy at most (j + 1)ng + log (%) with
probability at least 1 — e due to this fixing. Since Ext extracts from min-entropy k1, (and k&, is large
enough) it follows that random variable Q; 1 is O(ez)-close to Uy, even after the fixing. Further, we
fix R; 1 since Ext is a strong seeded extractor, and by Lemma 2.3.7, X loses min-entropy m+log (%)
with probability at least 1 — € due to this fixing. Further Q;41 is now a deterministic function of
Y. Thus we can fix the random variables {ﬁ,@ : h € [j]} since they are deterministic function
sod X and does not affect the distribution of Q;11. X loses min-entropy at most m + log (%) with

probability at least 1 — e due to this fixing. This completes the proof. ]

3.3 Correlation Breakers with Advice

In this section, we construct a primitive that breaks correlations under a weaker guarantee compared
to the flip-flop function. Informally, as motivated in the previous section, the bit b can be thought
of as advice to the flip-flop function, with the guarantee that b # b’ for any 7. Instead, now suppose
we only have access to a short string w, with the guarantee that w # w’. We show that it is
possible to break correlations with this weaker guarantee by chaining together a bunch of flip-

flop functions. This generalizes an object introduced by Cohen [Cohl5a], which he called a local
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correlation breaker, with our twist being that we now allow access to an advice string w. We now

describe the construction in more detail.

Algorithm 2: ACB(z,y, 2)

Input: Bit strings x,y, z of length n,, ny, £ respectively.
Output: A bit string of length n,,.

1 Let ¢1 = Slice(y,ng)

2 for h=1 to f do

3 | qny1 = 2laExt(z,y, qn, 2n)
4 end

5 Ouput gpi1.

Lemma 3.3.1. Let z,z',... 2" each be £ bit strings such that for all i € [t], z # z'. Let
X be a (ny, ky)-source and let X1 ..., Xt be random wvariables on {0,1}™ that are arbitrarily
correlated with X. Let Y, Y',,...,Y! be random wvariables on ny bits that are independent of
(X, X1, X2 ..., XY). Suppose that Y is a (ny, ky)-source, ky, = n, — \.

Let ACB be the function computed by Algorithm 2. Let ACB(X,Y,z2) = Quy1, and for
h € [t], let ACB(X",Y", 2") = QQH. Suppose k, > max{k,ki} + 20¢ (tnq +tm + log (%)), kw >
k + 20¢ (tm + log (%)) and ng > k + 10tm + 210g(%) + A. Then, we have

1 1
QZ+1> Q£+1> SR} Qerl R Ungs Q€+17 SERE) QE+1
where €, = O((2* + 0)e).

Proof. Notation: For any function f, if V = f(X,Y), let V* denote the random variable
FX@, Y ).

For h € [¢], define the sets
Indy, = {i € [t] : 21, # 2}, Indy = [t] \ Indp,

Ind[h] = U?lendh, H[h} = [t] \Ind[h}.
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We record a simple claim.

Claim 3.3.2. For each i € [t], there exists h € [€] such that i € Indy,.

Proof. Recall that we have fixed Z,Z!, ..., Z! such that Z # Z' for any i € [t]. Thus it follows that

for each i € [t], there exists some h € [¢] such that Z;, # Z!, and hence i € Indy,. O

We now prove our main claim, which combined with Lemma 3.2.1 and a simple inductive

argument proves Lemma 3.3.1.

Claim 3.3.3. For any h € {0,1,...,¢}, suppose the following holds:

With probability at least 1 — €5, over the fixing of the random variables {Q; : i € [h]}, {Qi :
i€ (b5 € [} {Rax Riz i € (W} AR REy 5 € (1], € [11,{Q, 1 € (W)}, {Q) i € [h]. €
[t]}, {Rio,Ri1:i € [h]}, {Rzo, (J) ci€[h],j et} {QZJr1 j € Indpy}: (a) Qi is ep-close to a
source with min-entropy at least ng— A and is a deterministic function of Y (b) {QhJrl 1j € Ind[h]}
is a deterministic function of Y,{Y’ : j € [t]} (¢) The random variables (X,{X’ : j € [t]}) and
(Y, {Y7 : j € [t]}) are independent (d) X has min-entropy at least ky, — 10h (tm +log (1)) >
k+10 (tm + log (%)) and Y has min-entropy at least ky —10h (tnq +tm + log (%)) > max{k, k1 }+
10 (tng +tm +log (1)).

Then, the following holds:

Let €441 = €, +c2*¢ for some constant c. With probability at least 1 —ej, 1 over the ﬁxing of
the random variables {Q; : i € [h-l—l]}g{QZ ci e [h+1],7 € [t]}{Ri1, Rig i € [h+1]}, {Rll, 12 :
i€lh+1,j e} {Qieh+11{Q]ieh+1],j €t} {Rig,Rix:i € [}, {R],, R

e h+1],5 € [t]}, {QZJrl J € Indpqq1}: (@) Qpyz is eprr1-close to Uy, and is a deterministic
function of Y (b) {Qh+2 :j € Indpyq)} is a deterministic function of Y,{Y7 : j € [t]} (c) The
random variables (X, {X7 : j € [t]}) and (Y,{Y7 : j € [t]}) are independent (d) X has min-entropy
at least ky, —10(h+1) (tm +log (1)) and Y has min-entropy at least k, —10(h+1) (tm + log (1)).

Proof. We fix the random variables {Q; : i € [h]},{Qg c i € [hl,j € [t} {Rio,Rig @ @ €
(W]} AR, RE, i€ (b5 € [0}, Qi i € (W} Q] i € W], € [0}, {Rig, R s € [h]}, {R] o, R
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€ [nl],j € [t]}, {Qg+1 : j € Indp,} such that (a), (b), (c), (d) holds (this happens with probability
at least 1—ej,. We also fix the random variables {Rj ;
h+1,1 (Zh+1)

terministic functions of X. Thus X has min-entropy at least k,, — 10h (jm + log (%)) —tm—log (%)

: j € Indp) }, noting that they are de-

with probability at least 1 — €. Further, Q has min-entropy at least k, — 10h (tnq +tm + log (%))

The claim now follows directly from Lemma 3.2.1. O

To complete the proof of Lemma 3.3.1, we now note that the hypothesis of Claim 3.3.3 is
indeed satisfied when h = 0. Thus, by ¢ applications of Claim 3.3.3, it follows that the Qg1 is
ey-close to Uy, where €, = O(2)e + Le). This follows since for all applications of Claim 3.3.3 except
the first time, Qy, is €,-close to uniform, and hence the parameter A\ = 0. This concludes the proof

of Lemma 3.3.1. O

3.4 Handling Linear Correlations

In the above sections, we crucially use the fact that X, X!, ..., X* is independent of Y, Y?!, ..., Y.
In this section, we show that in fact this can be relaxed and we can handle some amount of ‘linear
correlation’ among these r.v’s. We now describe the setting in more details. Let Y!,...,Y? be
correlated random variables. We show that it is possible to break the correlations by just using an
additional correlated source of the form X + Z, assuming X is independent of Z,Y!, ..., Y? (and

Z is allowed to have arbitrary correlations with Y1, ... Y?).

The main idea is to adapt the methods from the previous section with an important change.
We now use linear seeded extractors in the alternating extraction steps to exploit the linearity of
the correlations between the source and the seed in various steps of the protocol. The proofs of the
results in this section are similar to that of the Section 3.2. However, to carry out the arguments

requires more careful conditioning and a slightly subtler inductive hypothesis in some of the proofs.

We begin by proving a result similar to Lemma 3.1.1 when an alternating extraction protocol
is run between the sources W = X 4+ Z and Q =Y, where Y and Z are arbitrarily correlated and
X is independent of (Y, Z).
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Lemma 3.4.1. For any € > 0 and any integers ny,no, k, k1,t,d, h satisfying k1 > k+2(t+1)d(h+
1) +log(1/€) and ng > k+2(t + 1)d(h + 1) + log(1/e€), let

e X be an (ni,ky)-source, Y = U, and Z be a random variable on ny bits.
e Y ... Y be random variables on no bits each, such that X is independent of {Y,Z, Y1, ... Yt}.
e Sy = Slice(Y,d) and fori € [t], S§ = Slice(Y?, d).

e LExt; : {0,1}™ x {0,1}¢ — {0,1}% and LExts : {0,1}"2 x {0,1}¢ — {0,1}% be (k, €)-strong

linear seeded extractors.

o laExt(X +Z,(Y,So)) = Ry,...,Ry, and fori € [t], laExt(X + Z,(Y",S})) = R},..., R},

where laExt is executed with the linear seeded extractors LExtq, LExty for h rounds.
° Rj,X = LEth(X, SJ) and Rj,Z = LEth(Z, Sj), j e [O, h]
Then,

1. for any j > 0,

S {Sy:9€0,j— 1}, {Sy:9€[0,j—1)i€[t]},{Ry:9€[0,j 1]},
{Ry:g€(0,j—1],ie[t]}
~ujr2)e Uds {Sg 19 € 0,7 =11}, {Sy : g € (0,5 — 1],i € [t]}, {Ry : g € [0,5 — 1]},

{R}:gel0,j—1],i€[t]}

2. for any j > 0, conditioned on {Sy : g € [0,5 —1]},{S} : g € [0,j —1],i € [t]},{Ry : g €
0,7 — 1]} {R : g €[0,5 — 1], € [t]},

e X is independent of {Y,Z, Y, ... Y}

e S; and {S; i € [t]} are deterministic functions of Y.
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e X has conditional min-entropy at least k + (t + 1)d(h + 1 — j) + log(1/€) and Y has
conditional min-entropy at least k+ 2(t + 1)d(h + 1 — j) +log(1/e€).

3. for any j >0,

R, Rjz {Ry:g€0,j—1}{Riz:i€t]},{R]:g€[0,j—1],i¢€[t]}
{S,:9¢ [o,j}},{sg cge0,4,iet]}), Y, {Y :ie[t]},Z
R+ Ua Rjz, {Ry: g €[0,j — 1]}, {R}z i € [t]},{R} : g € 0,5 — 1],i € [t]},

{Sg:9€[0,]}.{S; g €05 iet]}, Y {Y rie ]} 2

4. for any j >0, conditioned on R;z,{Ry: g € [0,j—1]}, {Riz i€t {R:gel0,j—1]i€
[t} {Sg : g € 0,41}, {S§ : g € [0, )4 € [1]},
e X is independent of {Y,Z,Y!, ... Y}
e R; and {R; i € [t]} are deterministic function of X.

e X has conditional min-entropy at least k + (t + 1)d(h + 1 — j) 4+ log(1/€) and Y has
conditional min-entropy at least k + 2(t + 1)d(h — j) + log(1/e€).

Proof. We prove the lemma by induction on j. The validity of the lemma when j = 0 is direct.

Thus, suppose that the lemma holds for j — 1 for some j € [h] and we prove it for j.

Fix the following random variables:

Rj_1z.{Ry:9€0,j — 2} (R z:i€[t]} {Ry:g€[0,5—2ielt]}
{Sg:9€(0,j—1]}.{S;: g €[0,5— 1,4 € [t]}-
By induction hypothesis, it follows that
e R;_; is 4je-close to U, on average and is a deterministic function of X.
e Y has conditional min-entropy k + 2(¢t + 1)d(h + 1 — j) + log(1/¢) and is independent of X.
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e X has conditional min-entropy k + (t + 1)d(h + 2 — j) + log(1/e).

since S; = LExto(Y,R;_1), it follows by Lemma 2.2.5 that S; is (4j + 2)e-close to U, on average
conditioned on R;j_;. Thus we fix R;_; and observe that S; is now a deterministic function of
Y. Next we fix {R;'-f1 : 1 € [t]} observing that, by induction hypothesis, they are deterministic
functions of X and hence does not affect S;. As a result of this fixing, {S; : 1 € [t]} is now
a deterministic function of Y, and further X remains independent of {Y,Z,Y! ..., Y'}. We
note that all the random variables fixed in this step are deterministic functions of X. Thus after
these fixings, by Lemma 2.2.3 and induction hypothesis, the conditional entropy of X is at least
E+(t+1)dh+2—j)—(t+1)d+1log(l/e) =k+ (t+1)d(h+ 1 — j) +log(1/€). This concludes
the proof of (1) and (2).

We now prove (3) and (4). We continue to condition on the random variables that we have

fixed so far in our proof. We have,

e S;is (4 + 2)e-close to Uy on average and is a deterministic function of Y,

e X has average conditional min-entropy at least k + (¢ + 1)(h + 1 — j) + log(1/€) and is

independent of Y,

e Y has conditional min-entropy k + 2(¢t + 1)d(h + 1 — j) + log(1/¢).

Thus, it follows by Lemma 2.2.5 that R;x = LExt;(X,S;) is 4(j + 1)e-close to Uy on average
conditioned on S;. We fix S; and note that R;x is now a deterministic function of X. Next,
we fix R;z which is now a deterministic function of Z and hence does not affect R;x. Since
LExt; is linear seeded, it follows that R; = R;x + R,z and Ré» = R;X + R;Z. Thus R; is
ej-close to Uy on average and is a deterministic function of X. We now fix {S : i € [t]} which
is a deterministic function of Y, and next fix {Ré‘,z : 4 € [t]} which is a deterministic function of
Z. Thus, these additional fixings do not affect R;. Finally observe that X remains independent
of {Y,Z,Y!,...,Y'}. We note that all the random variables fixed in this step are deterministic
functions of {Y,Z,Y"' ..., Y} Thus after these fixings, by Lemma 2.2.3, the conditional entropy
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of Y is at least K +2(t +1)d(h+ 1 —j) —2(t + 1)d + log(1/e) = k + 2(t + 1)d(h — j) + log(1/e).

This concludes the proof of induction and hence the lemma follows. O

We now instantiate the flip-flop and Advice-Correlation Breaker functions with linear seeded

extractors.

Algorithm 3: flip-flop(y?, yé, w, b)

Input: Bit strings v, yé, w = x + z of length ni,ns, ny respectively, and a bit b.
Output: Bit string y}H of length ns.

Subroutines: Let LExt; : {0,1}™ x {0,1}¢ — {0,1}%, LExty : {0,1}"2 x {0,1}¢ —
{0,1}? be (k, €)-strong linear seeded extractors. Let LExt3 : {0,1}" x {0,1}¢ — {0,1}"2
be a (kg, €)-strong linear seeded extractor.

Let laExt : {0, 1} x {0,1}"2*+¢ — {0,1}?? be a look-ahead extractor for an alternating
extraction protocol run for 2 rounds using LExt;, LExto as the seeded extractors.

1 Let 5673» = Slice(y;'-,‘d),llaExt(w, (y;, SBJ)) = r67j,r§7j
2 Let yj ; = LExts(y', 7} ;)

3 Let Sé,j = Slice(yij,d), laExt(w, (yij, 5673.)) = r67j,r§,j

4 Output y§+1 = LExt3(y', Ti_bj)

Algorithm 4: ACB(y!, w,id)
Input: Bit strings y*,w = = + 2, id of length ny,ny, h respectively.
Output: Bit string y, 1 of length ns.

Let y¢ = Slice(y, n2)
for j =1 to h do

Yj+1 = flip-flop(y', y;, w, id]j])
end

[S N VN

Output ny_l.

Theorem 3.4.2. For any € > 0 and any integers ni,no, k, k1,t,d, h satisfying k1 > k + 8tdh +
log(1/€), na > k + 3td + log(1/e), n1 > k + 10tdh + (4ht 4+ 1)n2 + log(1/€), let

e X be an (ni,k1)-source, Y! = U, and Z,Y2, ..., Y" be random variables on ny bits each,

such that X is independent of {Z,Y",...,Y'}.
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e id',... id" be bit strings of length h such that for each i € [t], id' # id".
. Yle = ACB(Y, X + Z,id") fori € [t] where ACB is the function computed by Algorithm 4.

Then,

1 2 t ~ 2 t
Yh+1’Yh+1’ “ .. 7Yh+1 NO(hE) U?’L27Yh+17 o 7Yh+1

Proof. Define the following sets for j € [h]:
Ind; = {i € [2,h] 1 id'[j] #id'[j]}, Ind<; =U)_ Indy, Indg; =[]\ Ind;.

We prove the following lemma from which Theorem 3.4.2 is direct by observing that Ind<j; = [2,¢].

Lemma 3.4.3. For each j € [h],
Y, {Y} i €Indg;} mo(je) Uny, {Y5yy i € Indg;}.

Proof. Recall that R.; = LExt(X + Z,S.;) (for any ¢ € {0,1} and j € [h]). Define R.;x =
LExt(X,S.;) and Rz = LExt(Z,S.;). Since LExt is linear seeded, it follows that R.; =
R.;x + R jz. Similarly, define R, ;x = LEXt(X,E) and Rz = LEX‘E(Z,E).

We prove the lemma by induction on j. In fact, we prove the following stronger statement:
For every j € [0, h], conditioned on the random variables: {Y; 4100 € Indgj}, {Y]},
i € [} ARG j 1z o0 € Ind'}j{?i tg € lili € [} {Shy g € lili €[t} {Si,:9€lilie
10} ARG, = g € [i)i € MR, : g € [jl.i € [(]}.{Sh, : g € [jl.i € [(]}.{Si, : g € [jl.i €
1} (R, : g € [ili € [} {RY, : 96[] i€ [t]}

° Y]l 41 18 6je-close to Uy, on average
e X is independent of {Z, Y!, ..., Y'}.

o {Y € [t]} is a deterministic function of {Z, Y, ... Y}
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e X has conditional min-entropy at least kjx = k-+8td(h— j)+log(1/€) and Y has conditional
min-entropy at least kjy = k + 10td(h — j) + 4tna(h — j + 1) + log(1/e).

The base case of the induction when j = 0 is direct. Now suppose the above holds for some
j—12>0, and we prove it for j.

We fix the following random variables: {Y; i€ Indey},{Y, g ej—1],i€ [t} {?; :
geli—1iet]} {Ry;z:i€ndj1},{Sj,:9€i—1i €[} {Si,:9€li—1]i € [t} {R,:
gelj-1iel}(Riy:geli-1icll}{Si,:9eli-1icll}{Si,:9eli-1ic
[t]}, {FM cg€ly—1],i€lt]}, {FM :g € [ —1],4 € [t]}. By induction hypothesis, we have

o le- is 6(j — 1)e-close to U, on average.

e X is independent of {Z, Y!,..., Y'}.
o {Y; .7 € [t]} is a deterministic function of {Z, Y, ... Yt}

e X has conditional min-entropy at least k;_1x = kj;x + 8td and Y! has conditional min-

entropy at least k;_1vy = kjy + 10td + 4tno.

We repeatedly use Lemma 2.2.5 when we argue about the remaining conditional min-entropy
in a random variable and do not explicitly mention this. Further, any random variable that we fix
is either a deterministic function of X or a deterministic function of {Z,Y"',...,Y!}. Thus, we
always maintain that X is independent of {Z, Y!,...,Y'} and again do not explicitly mention this.

We split the proof into two cases depending on the bit id![j].

Case 1: Suppose id![j] = 1 and hence ?Jl. = LExt3(Y', Ry ;). It follows that for all
i € Indy, id'[j] = 0 and Y = LExt3(Y", R} ). Since {Y’ : i € Inde;_y)} is fixed, it follows that
for all 4 € Ind<(;_y), RB%X = LExt; (X, S%‘)’j) is a deterministic function of X. We fix the random
variables {Ra jx1E Ind<(j_1)}, and X has conditional min-entropy at least k;x + 7td. We now
fix S(l)d, {S’&j i€ Inde(j_y)}, {Ré,j,Z i € [t]} and by Lemma 3.4.1, it follows that (a) R(lm- is

(65 — 5)e-close to uniform on average and is a deterministic function of X, (b) X has conditional
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min-entropy at least k; x + 7td and le» has conditional min-entropy at least k + td + log(1/e). We
also note that for each i € Ind<(;_), Rf)’j = Rf),j,X + R%),j,z is fixed.

Next we fix {SiLj 1 € Ind<(j_1)}, observing that it is now a deterministic function of
{Y?:i € [t]} and hence does not affect the distribution of R(l)’j. The conditional min-entropy of
le- after this fixing is at least k + log(1/e). We now fix R(l),j’ {ngj 11 € Ind<(;_1)} and by Lemma
3.4.1, (a) S%’j is (65 — 4)e-close to uniform on average and is a deterministic function of Y, (b)
X has conditional min-entropy at least k;x + 6td and le- has conditional min-entropy at least
k +log(1/e) .

Continuing in a similar fashion as above, we first fix {Rli,j,x : 4 € Ind<(j_1)}, which is a
deterministic function of X. The conditional min-entropy of X after this fixing is at least k; x +5td.
We now fix the random variables S%,Jw{siu i€ Indej_p }, {Ril,j,Z 14 € [t} {Y; ;4 € [t]} and
by Lemma 3.4.1, we have (a) Ri ; 18 (65 — 3)e-close to uniform on average and is a deterministic
function of X, (b) X has conditional min-entropy at least k; x + 5td.

We fix {?; : i € Ind<(;_1)} which is deterministic function of {Y* : i € [t]}, and Rij
continues to remain close to U; on average. We also fix {?; : i € Ind;} observing that it is a
deterministic function of {Y? : i € [t]} (since we have fixed {Ré,j 4 € [t]} and for ¢ € Indy,
Y;- = LExt3(Y?, Rf)’j)). It follows that {g(i]’j :4 € Ind<;} is fixed and hence {ﬁé’j’z i € Ind<;} is
a deterministic function of Z. Thus, we fix {ﬁg%z : 1 € Ind<;} without affecting the distribution
of R%,j'

The conditional min-entropy of Y after this fixing is at least kjy + 2tng + 4td. Thus

Y} = LExt3(Y!, R%’j) is (65 —2)e-close to Uy, on average conditioned on R%,j' We fix Rij and thus

?Jl is now a deterministic function of Y. We now fix {R?l jixLE Ind;} which is a deterministic
function of X and note that this fixes {Rij : j € Ind;}. Further, since {?; i € Ind<;} is fixed, it
follows that for all < € Ind<;, ﬁé,j,X is a deterministic function of X. We fix the random variables
{ﬁé%X .4 € Ind<;} and note that {gij :4 € Ind<;} is now fixed. Thus {ﬁi,j,x :4 € Ind<;} is now

I =i , <1 . . .
a deterministic of X. We fix {Rll,j,x 14 € Ind<;} and Y continues to remain close to uniform on

average and X has conditional min-entropy at least k; x + 2td.
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We now fix §(1)7j, {§é7j : i € Ind<;}, {ﬁé,j,z 14 € Ind<;}, {?; : i € Ind<;} and by Lemma
3.4.1, it follows that (a) ﬁ(lm- is (67 — 1)e-close to uniform on average and is a deterministic function
of X, (b) X has conditional min-entropy at least k;x + 3td. Next we fix {ﬁz‘m’z 1 € Ind<;}
which a deterministic function of Z and {Y; 41 ¢ 4@ € Ind<;} is now a deterministic function of
{Y?:i € Ind<;}. Thus, we fix {Y;H : i € Ind<;} and ﬁ(l)’j continues to remain uniform on
average. It now follows that {Ré’ jr1,z 11 € Ind<(;)} is a deterministic function of Z, and we fix it.

1
j+1 =

The conditional min-entropy of Y! after this fixing is at least k;y and thus, Y
LExt3 (Yl,ﬁéJ) is 6je-close to U, on average conditioned on ﬁé’j. We fix ﬁ(lhj which is a deter-
ministic function of X and thus le- +1 is now a deterministic function of Y. Now consider any
i € Ind<;. since we have fixed ﬁé%z and ﬁéﬂ- = ﬁéﬂ-,X + Eé,j,z’ it follows that ﬁfmx is a deter-
ministic function of X. Thus, we fix {ﬁé’j 11 € Ind<;} without affecting the distribution of le- 11
X has conditional min-entropy at least k; x +td after this fixing. Now, since ?; is fixed, it follows
that gi,j is fixed for each i € [t]. Thus, for any i € Ind<;, ﬁi,j,x = LExtl(X,giJ) is a determin-
istic function of X. We fix {ﬁi,j,X : i € Ind<;}, and observe that le- 41 remains close to uniform
on average and X has conditional min-entropy at least k;x. Thus, {ﬁi,j : i € Ind<;} is now a
deterministic function of Z and {Y; 41 ¢4 € Ind<;} is a deterministic function of {Z,Y!, ..., Y}
This concludes the proof of this case.

Case 2: Suppose id'[j] = 0 and hence ?jl = LEth(Yl,R(I)J). Since {Y; :j € Indj_q} is
fixed, it follows that {Ré,j,x 11 € Inde(j_1)} and {Ri’j’X 21 € Ind<(;_1)} are deterministic functions
of X and we fix them without affecting the distribution of le-. X has conditional min-entropy at

least k;_1x + 6td after this fixing.

We now fix S$7j,{86,j ti € Indegj_yy )y R(lmZ7 {Ré,j,z : i € Ind<(j_1)} and by Lemma
3.4.1, R(lm is (6] — 5)e-close to Uy on average and is a deterministic function of X. We next fix
{Rzi%Z 21 € Inde(j_y}, {Y; 1 € Ind<(j_1)}, and {?; 11 € Ind<(j_1)} observing that they are
deterministic functions of {Z,Y!,...,Y!} and does not affect the distribution of R(l)yj. Further,

{ﬁé%z 11 € Ind<(;_1)} is now a deterministic function of Z, and we fix it.

As a result of these fixings, Y! has conditional min-entropy at least kj_1y + 5tdh + 2tns.
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Thus, ?]1 is (65 — 4)e-close to Uy, on average conditioned on R(I)J-. We fix R(l)d» and ?Jl is now a
deterministic function of Y!. We now fix {R(")y X 1€ Ind<(;_1)} which is a deterministic function
of X and note that this fixes {Sé,j : 4 € Ind<(j_1)}. Thus {Rzi,j,X 14 € Ind<(j_1)} is now a
deterministic function of X and we fix it without affecting the distribution of ?; As a result of
this fixing {R{ ; : i € Ind<(;_y)} is a deterministic function of Z and hence {?; i€ Indegj_p)}
is a deterministic function of {Z,Y?!,..., Y!}. Next, we fix {ﬁf)ﬂ- i € Ind(j_1)} and {ﬁi,j RS
Indg(j,l)}, noting that they are deterministic functions of X. X has conditional min-entropy at
least k;_1 x + 2td after these fixings.

We now fix g(l)vj, {§fm ci € Inde(p_1y}, ﬁ(l)yjyz, {ﬁé,j,zi € Ind<(;,_1)} and invoking Lemma
3.4.1, it follows that Eé,j is (67 — 3)e-close to uniform on average and is a deterministic function of
X. We now fix {ﬁiu’z 24 € Ind<(;_1)} which a deterministic function of Z and note that this fixes
{ﬁid 24 € Ind<(j_y)}. Further ?]1 has conditional min-entropy at least k + td + log(1/€¢). We now
fix {Ro,x :i € Ind<; 1)}, {Sy,x i € Inde;_ 1)}, {Ryx : i € Ind;; 1)}, and by Lemma 3.4.1,
it follows that ﬁzl] is (65 — 1)e-close to Uy on average and is deterministic function of X.

We now observe that {Y} 1114 € Ind<;} is a deterministic function of {Z,Y!,..., Y} and
fix it without affecting the distribution of ﬁjlt,j' Next we fix {Ré,j,z i € Ind<;} which is now a
deterministic function of {Z,Y!,...,Y'}. The conditional min-entropy of Y! is at least k;y and
hence Y;- 41 18 6je-close to Uy, on average conditioned on ﬁij' We fix Ei,j and thus le 41 is now
a deterministic function of Y!. Thus we fix {ﬁi,j,X .7 € Ind<;} and as a result {Y; 4114 €Indej}
is now a deterministic function of {Z, Y',...,Y'}. Further X has conditional min-entropy at least

k;x as aresult of these fixings. This completes the proof of induction and the theorem follows. []

O]

3.5 Non-Malleable Independence Preserving Mergers

In this section, we construct a primitive to break correlations in an even more general setting. To

motivate the general problem, consider the following simpler setting: Let X be a 2 x n matrix r.v
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with rows X and Xg, and let X’ be a correlated 2xn matrix with rows X/ and X/,. Further, suppose
we know that either (a) X, X} ~ U,,X] or (b) Xg,X), ~ U,, X] holds. Our goal is to break the
correlations between these matrices using access to an independent seed Y (the seed is tampered
as well to Y’). More specifically, we want to construct a function f : {0,1}?" x {0,1}¢ — {0,1}™
such that

FX,Y), f(X,Y') % U, f(X,Y).

Informally, we call a function that satisfies the above guarantee to be a non-malleable independence

preserving merger (NIPM). More formally, we define an NIPM in the following way.

Definition 3.5.1. A (L,t,d, e, ¢ )-NIPM : {0,1}" x {0,1}? — {0,1}™ satisfies the following

property. Suppose

e X, X! ... X! are r.v’s, each supported on boolean L x m matrices s.t for any i € [L], |X; —

e {Y, YL ..., Y} is independent of {X, X!, ... X'}, s.t Y, Y! ..., Y are each supported on
{0,1}¢ and Hoo(Y) > d — d',

e there exists an h € [L] such that |(Xp, X}, ..., X)) — (U, X}, ..., X0)| <,
then

I(L,t,d e é)-NIPM((X,Y), (L, t,d, e e)-NIPM(X', Y1), ..., (L,t,d, e )-NIPM(X!, YY)

~Up,, (L, t,d e, ) -NIPM(XL, YY), ... (L, t,d e, )-NIPM(X!, YY) < €.

Using our NIPM, we construct a standard IPM introduced in the work of Cohen and Schul-
man [CS16].
Definition 3.5.2. A (L,C, k,t,e,¢)-IPM : {0,1}F™ x {0,1}"* — {0,1}™ satisfies the following

property. Suppose
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o X, X! ... X! are r.v’s, each supported on boolean L x m matrices s.t for any i € [L], |X; —

Um‘ S 6;
e Y'. ..., Y% is an (n, k)-source, independent of {X,X!,... X'}
e there exists an h € [L] such that |(Xp, X}, ..., X}) — (Up, X1, ..., X)) <,

then

I(L,C, k,t,e,)-IPM(X,Y), (L, C, k,t,e,¢)-IPM(X",Y),..., (L, C, k,t e e)-NIPM(X', Y)

—Up,, (L, C k t e, €)IPM(XYY), ..., (L,C, k, t e, )-IPM(X, Y)| < €

The key differences between an NIPM and IPM are the following: The function IPM is
allowed to have access to multiple independent sources instead of a seed Y to break the correlation

between X and X’. Further, these independent sources are not subject to any tampering.

3.5.1 /(-Non-Malleable Independence Preserving Merger

The following result presents our basic construction of an NIPM. The construction is based on
extending the technique of alternating extraction in a new (but simple) way. We refer the reader
to Chapter 4 for improved constructions of NIPM which uses the basic NIPM from this section in
a black-box way. Further using these explicit NIPM constructions, we also give improved construc-

tions of IPM (see Chapter 7).

Theorem 3.5.3. There exist constants c35.3,¢5 54 > 0 such that for all integers m,d, ki,¢ > 0
and any € > 0, with m > d > k; > c353llog(n/e), there exists an explicit function (-NIPM :
({0,1}™)¢ % {0,1}¢ — {0,1}™, my = 0.9(m —c3.5.3¢log(m/€)), such that if the following conditions
hold:

o Xi,...,Xy are r.v’s s.t for alli € [{], |X; — Up| < e, and XY, ..., X}, are r.v’s with each X

supported on {0,1}™.
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e {Y,Y'} is independent of {X1,..., Xy, X),...,X}}, s.t the r.v’s Y, Y are both supported on
{0,1} and Hoo(Y) > k.

o there exists an h € [t] such that |(Xp, X)) — (Up, X))| <€,

then
[(-NIPM((X1,...,X),Y), .-NIPM((X,..., X)), Y)Y, Y’
_Um1>€'NIPM(( /17 s >X/€)7Y,)> Y7 Y/| < Cg_5_3€€
Our construction of NIPM is based on extending the method of alternating extraction in a
new way.

{-Alternating Extraction We extend the above technique by letting Quentin have access
to ¢ sources Qi,...,Qy (instead of just Q) and ¢ strong-seeded extractors {Extq; : i € [¢]} such
that in the ¢’th round of the protocol, he uses Q; to produce the r.v S; = Ext,;(Q;, R;). More
formally, the following sequence of r.v’s is generated: S; = Slice(Q1,d), R1 = Ext,(W,S;),Se =
Exty2(Q2,R1), ..., Re—1 = Exty(Qe—1,S,-1),S¢ = Exty¢(Qr, Ry). Define the look-ahead extrac-
tor

-laExt((Qq,...,Qr), W) = S,.

We are now ready to prove Theorem 3.5.3.

Proof of Theorem 3.5.3. We instantiate the ¢-look-ahead extractor described above with the follow-
ing strong seeded extractors: Let Ext; : {0,1}™ x {0,1}% — {0,1}%, Exts : {0,1}¢ x {0,1}% —
{0,1}% and Extz : {0,1}™ x {0,1}% — {0,1}™ be explicit strong-seeded from Theorem 2.1.2
designed to extract from min-entropy m/2, k1 /4, m — c35.3¢log(m/€) respectively, each with error
€. Thus di = co.1.9log(m/e).

We think of each X; being uniform, and add back an error €;£ in the end.

For each i € [¢ — 1], let Ext,; = Ext;, Ext,, = Exts and Ext,, = Exta.
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Define
NIPM((X1,...,Xy),Y) = laExt((Xq,...,X,),Y).

For any random variable V = f((Xy,...,Xy),Y) (where f is an arbitrary deterministic function),
let VI = f((X],....,X)),Y).

We first prove the following claim.
Claim 3.5.4. For any j € [h—1], conditioned on the r.v’s {S;:i € [j —1]},{S, i € [j —1]},{R;:

iej—1]},{R}:i€[j— 1]} the following hold:

e S; is 2(j — 1)e-close to Uy, ,

S;, S} are deterministic functions of {X;, X'},

for each i € [t], X; has average conditional min-entropy at least m — 2(j — 1)dy — log(1/e),

e Y has average conditional min-entropy at least k1 — 2(j — 1)d; — log(1/¢),

{X1,..., X, X, ..., X} is independent of {Y,Y'}.

Further, conditioned on the r.v’s {S; :i € [j]},{S;:i € [j]},{Ri:i e [j —1},{R}:i € [j — 1]} the
following hold:

e R; is (2 — 1)e-close to Uy,

R, R} are deterministic functions of {Y,Y'},
e for any i € [{], X; has average conditional min-entropy at least m — 2jd; — log(1/e),

e Y has average conditional min-entropy at least k1 — 2(j — 1)d; — log(1/e),

{X1,..., X, X, .., X} is independent of {Y,Y'}.

Proof. We prove the above by induction on j. The base case when j = 1 is direct. Thus suppose
j>1. Fixthervs{S;:ie[j—1]},{S,:ie[j -1} {Ri:ie[j—2]},{R,:i€[j— 2]} Using

inductive hypothesis, it follows that
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R;_ is (2 — 3)e-close to Uy,

R;j_1,R}_; are deterministic functions of {Y,Y"},
e for any ¢ € [t], X; has average conditional min-entropy at least m — 2(j — 1)d; — log(1/e),

e Y has average conditional min-entropy at least k1 — 2(j — 2)d; — log(1/¢),

{X1,..., X4, X, ..., X} is independent of {Y,Y'}.

Now since S; = Exti(X;,R;_1), it follows that S; is 2(j — 1)e-close to Uy, on average
conditioned on R;_;. We thus fix R;_1. Further, we also fix R;._l without affecting the distribution
of S;. Thus S, S;- are now a deterministic function of X;, X; It follows that after these fixings,
the average conditional min-entropy of Y is at least k1 — 2(j — 2)dy — log(1/€) — 2d; = k1 —2(j —
1)d; —log(1/e).

Next, we have R; = Ext(Y,S;), and thus fixing S;, it follows that R; is (2j — 1)e-close
to uniform on average. Further, since R; is now a deterministic function of Y, we fix S;». As a
result of these fixings, each X; loses conditional min-entropy at most 2d; on average. Since at
each point, we either fix a r.v that is a deterministic function of either {Xy,...,X,, X},..., Xy} or
{Y,Y'} it follows that {Xy,...,X,,X/,...,X}} remain independent of {Y,Y’}. This completes

the inductive step, and hence the proof follows. O

We now proceed to prove the following claim.

Claim 3.5.5. Conditioned on the r.v’s {S; :i € [h —1]},{S, i € [h]},{Ri:i e [h—1]},{R]:i €
[h]} the following hold:

e S;, is 2(h — 1)e-close to Uy,

e S, is a deterministic function of Xy,

e for each i € [t], X; has average conditional min-entropy at least m — 2hdy — log(1/e€),
e Y has average conditional min-entropy at least k1 — 2hd; — log(1/e),
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o {Xi,..., Xy, X/),..., X} is independent of {Y,Y'}.

Proof. We fix the r.v’s {S;:i € [h—1]},{S,:i e [h—1]},{Ri:i € [h—2]},{R} : i € [h — 2]}, and
using Claim 3.5.4 the following hold:

e R;,_; is (2h — 3)e-close to Uy,

R;_1,Rj,_, are deterministic functions of {Y,Y'},
e for any i € [t], X; has average conditional min-entropy at least m — 2(h — 1)d; — log(1/e),

e Y has average conditional min-entropy at least k1 — 2(h — 2)d; — log(1/¢),

{X1,..., X, X, ..., X} is independent of {Y,Y'}.

Next we claim that X;, has average conditional min-entropy at least m —2(h —1)d; —log(1/¢) even
after fixing X} . We know that before fixings any other r.v, we have X},|Xj, is e-close to uniform on
average. Since while computing the average conditional min-entropy, the order of fixing does not
matter, we can as well think of first fixing of X} and then fixing the r.v’s {S; : i € [ — 1]}, {S] :
ielh—1}{Ri:i € [h—2]},{R} : i € [h —2]}. Thus, it follows that the average conditional
min-entropy of Xy, is at least m — 2(h — 1)d; — log(1/e).

We now show that even after fixing the r.v’s X}, Ry_1,R},_;, the r.v Sy, is 2(h — 1)e-close to
uniform on average. Fix Xj and by the above argument X}, has average conditional min-entropy
at least m —2(h — 1)d; —log(1/¢€). Since Sy = Ext1(Xp, Rp_1), it follows that Sy, is 2(h — 1)e-close
to uniform on average even conditioned on Ry_1. We fix Ry_1, and thus Sj is a deterministic
function of Xj. Note that S} = Ext;(X},R},_;) is now a deterministic function of R} (and thus
Y’). Thus, we can fix R}, (which also fixes S} ) without affecting the distribution of Sj,.

Observe that after the r.v’s Ry_1, R}, are fixed, S} is a deterministic function of X} . We
only fix S} and do not fix X}, and note that Sy, is still 2(h — 1)e-close to uniform. Further after
these fixings, each X; has average conditional min-entropy at least m — 2hd; —log(1/¢), and Y has

average conditional min-entropy at least k1 — 2hd; — log(1/e). O
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By our construction of NIPM, Theorem 3.5.3 is direct from the following claim.

Claim 3.5.6. For any j € [h, (], conditioned on the r.v’s {S;:i € [j —1]},{S, :i € [j]},{Ri:i €
1 — 1]}, {R] : i € [j]} the following hold:

S; is 2(j — 1)e-close to Uy,

S; is a deterministic function of X;

for each i € [{], X; has average conditional min-entropy at least m — 2jd; — log(1/e),

e Y has average conditional min-entropy at least kv — 2jd; — log(1/e),

{X1,..., X, X, ..., X} is independent of {Y,Y'}.

Further, conditioned on the r.v’s {S; :i € [j]},{S,: i€ j+1]},{Ri:i € [j — 1]}, {R]: i € [j]} the
following hold:

e R; is (2j — 1)e-close to Uy,

e R; is a deterministic function of Y,

o for any i € [{], X; has average conditional min-entropy at least m — 2(j + 1)dy — log(1/e),
e Y has average conditional min-entropy at least k1 — 2(j + 1)dy — log(1/€),

o {Xi,....Xy,X/),..., X} is independent of {Y,Y'}.

Proof. We prove this by induction on j. For the base case, when j = h, fix the r.v’s {S; : i €
[h—1]},{S; i € [h]},{R; : ¢ € [h —1]},{R} : i € [h]}. Using Claim 3.5.5, it follows that

e S, is 2(h — 1)e-close to Uy,
e S; is a deterministic function of Xy,

e for each i € [¢], X; has average conditional min-entropy at least m — 2hd; — log(1/e),
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e Y has average conditional min-entropy at least k1 — 2hd; — log(1/¢),
o {Xi,..., Xy, XY,..., X} is independent of {Y,Y'}.

Noting that Ry, = Ext2(Y,Sy), we fix Sy and Ry, is 2he-uniform on average after this fixing. We
note that Ry, is now a deterministic function of Y. Since Rj, is fixed, S}, is a deterministic
function of X}, 41, and we fix it without affecting the distribution of Ry,. The average conditional
min-entropy of each X; after these fixings is at least m — 2(h + 1)d; — log(1/€). Further, we note
that our fixings preserve the independence between {Xi,...,X,, X/,...,X}} and {Y,Y'}. This
completes the proof of the base case.

Now suppose j > h. Fix ther.v’s {S;:i e [j —1]},{S,:i e j]},{Ri:ie[j —2]},{R}:i¢€

[7 — 1]}. Using inductive hypothesis, it follows that

e R; i is (25 — 3)e-close to Uy,

R;_ is a deterministic function of Y,
e for any ¢ € [t], X; has average conditional min-entropy at least m — 2jd; — log(1/e),

e Y has average conditional min-entropy at least k; — 2jd; — log(1/e),

{X1,..., X, X, ..., X} is independent of {Y,Y'}.

Using the fact that S; = Ext;(X;, Rj_1), we fix Rj_; and S; is (2j —2)e-close to uniform on average
after this fixing. Further, S; is a deterministic function of X;. Since S;- is fixed, it follows that
R;- is a deterministic function of Y and we fix it without affecting the distribution of S;. We note
that after these fixings, Y has average conditional min-entropy at least k; — 2(j + 1)d; — log(1/e¢).
Further, we note that our fixings preserve the independence between {X;,...,X,,X/,...,X}} and
{Y,Y'}.

Now, we fix S; and it follows that R; is a deterministic function of Y and is (2j — 1)e-close
to uniform on average. Further, since R;- is fixed, it follows that S; 41 18 a deterministic function of

X1 and we fix it without affecting the distribution of R;. The average conditional min-entropy
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of each X after these fixings is at least m —2(j + 1)d; —log(1/e€). Further, we note that our fixings
preserve the independence between {X;,...,X,,X/,...,X}} and {Y,Y'}.

This completes the proof of inductive step, and hence the claim follows. O

3.5.2 (/,t)-Non-Malleable Independence Preserving Merger

In this section, we generalize the construction of NIPM from Section 3.5 to handle multiple adver-

saries.

We first introduce some notation. For a random variable V supported on a x b matrices,
we use V; to denote the random variable corresponding to the i’th row of V. Our main result in

this section is the following theorem.

Theorem 3.5.7. There exists constant c35.7,¢%5 57 > 0 such that for all integers m,d, ki,¢,t > 0
and any € > 0, with m > d > ki > c357(t + 1)llog(m/e), there exists an explicit function t-

NIPM : {0,1}™ x {0,1}% — {0,1}™, my = %2(m — c357(t + 1)llog(m/e)) such that if the

following conditions hold:

o X, X! ... X! are r.v’s, each supported on boolean £ x m matrices s.t for any i € [(], |X; —

Um‘ <e,

e {Y,Y! ..., Y} is independent of {X, X! ..., X'}, s.t Y, Y ..., Y are each supported on
{0,1}¢ and Hoo(Y) > k1.

e there exists an h € [(] such that |(Xp, X}, ..., X8) — (U, X}, .., XE)| <,
then

(¢,£)-NIPM((X,Y), (¢,t)-NIPM(X', Y1),..., (¢,¢)-NIPM(X', Y'),Y, Y ..., Y

—Upp,, (6,6)-NIPM(XE, YY), .. (6,6)-NIPM(X, YY), Y, YL, ... Y < ) 5 o Le.
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Proof. We instantiate the f¢-look-ahead extractor described in Section 3.5.1 with the following
strong-seeded extractors: Let Ext; : {0,1}™ x {0,1}9 — {0,1}%, Exty : {0,1}4 x {0,1}% —
{0,1}% and Exts : {0,1}™ x {0,1}% — {0,1}™ be explicit strong-seeded from Theorem 2.1.2 de-
signed to extract from min-entropy k1 = m/2,ky = d/2,ks = m —c357(t+ 1) log(m/e) respectively
with error e. Thus dy = ¢2.1.21og(m/e).

The proof that this construction works is similar to the proof of Theorem 3.5.3, and we omit

it. U
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Chapter 4

Seeded Non-Malleable Extractors and

Privacy Amplification

1 Seeded non-malleable extractors were introduced by Dodis and Wichs [DW09] as a generalization
of strong-seeded extractors. Recall that a (k,¢)-strong seeded extractor Ext : {0,1}" x {0,1}¢ —
{0, 1}™ satisfies the property that for any (n, k)-source X and a typical seed s, we have Ext(X, s) ~
U,,. Informally, a non-malleable extractor nmExt satisfies the property that for a typical pair of
distinct seeds (s1,s2), we have nmExt(X, s1), nmExt(X, s2) &~ Usy,,. Another way of viewing this
property is the following: Fix a tampering function A : {0,1}¢ — {0,1}% such that A has no fixed
points, i.e., A(y) # y for all y. Then, a non-malleable extractor satisfies the property that for a
typical seed s, the r.v nmExt(X,s) is close to uniform even conditioned on nmExt(X, A(s)). We

now present a formal definition.

Definition 4.0.1 (Non-malleable extractor). A function nmExt : {0,1}" x {0,1}¢ — {0,1}™ is

a (k,€)-non-malleable extractor if the following holds: For any (n,k)-source X, an independent

parts of this chapter have been previously published [CGL16,CL16a]
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uniform seed Y on d bits and any function A : {0,1}¢ — {0,1}? with no fived points,

|(nmExt(X,Y), nmExt(X, A(Y)),Y) — (Up, nmExt(X, A(Y)),Y)| <e.

This generalization of a seeded extractor to satisfy this ‘pairwise independence’ property is
non-trivial. For example, it is easy to prove that the innner product function IP : {0,1}"x{0,1}" —
{0,1} is not a non-malleable extractor even for min-entropy n — 1. Recall that IP(z,y) = >, z;y;
(where the sum is mod 2). By Lemma 2.5.3, it follows that IP is a 2-source extractor for min-
entropy > n/2. Now suppose X is a source with its first bit fixed to 1 and each of the other n — 1
bits are uniform and independent. Clearly X is an (n,n — 1)-source. Let Y be an independent
uniform seed. It is easy to see that if A(y) is the string obtained by just inverting the first bit
of y (and not changing the remaining bits), then for any y, we have IP(X,y) + IP(X, A(y)) = 1,
implying that IP(X, y) fixes the value of IP(X, A(y)).

Applications to Privacy Amplification The initial motivation for non-malleable extractors
comes from the problem of privacy amplification with an active adversary [BBR88,Mau92,BBCM95].
As a basic problem in information theoretic cryptography, privacy amplification deals with the case
where two parties want to communicate with each other to convert their shared secret weak random
source X into shared secret nearly uniform random bits. On the other hand, the communication
channel is watched by an adversary Eve, who has unlimited computational power. To make this

task possible, we assume two parties have local (non-shared) uniform random bits.

If Eve is passive (i.e., can only see the messages but cannot change them), this problem
can be solved easily by applying using strong seeded extractors. However, in the case where Eve
is active (i.e., can arbitrarily change, delete and reorder messages), the problem becomes much
more complicated. The major challenge here is to design a protocol that uses as few number of
interactions as possible, and outputs a uniform random string R that has length as close to Hoo (X)
as possible (the difference is called entropy loss). A bit more formally, we pick a security parameter

s, and if the adversary Eve remains passive during the protocol then the two parties should achieve
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shared secret random bits that are 27%-close to uniform. On the other hand, if Eve is active, then
the probability that Eve can successfully make the two parties output two different strings without

being detected should be at most 275,

The results in this chapter are based on joint works with Vipul Goyal and Xin Li [CGL16,
CL16a).

4.1 Prior Work and Our Results in [CGL16]

There has been a long line of work on the problem of privacy amplification [MW97, DKRS06,
DW09, RW03, KR09, CKOR10, DLWZ14, CRS14, Li12a, Li12b, Li15d, ADJ*14]. When the entropy
rate of X is large, i.e., bigger than 1/2, there are known protocols that take only one round (e.g.,
[MW97,DKRS06]). However these protocols all have very large entropy loss. When the entropy rate
of X is smaller than 1/2, Dodis and Wichs showed that no one round protocol exists; furthermore
the length of R has to be at least O(s) smaller than H.(X). Thus, the natural goal is to design
a two-round protocol with such optimal entropy loss. However, all protocols before the work of
[DLWZ14] either need to use O(s) rounds, or need to incur an entropy loss of O(s?). In [DW09],
Dodis and Wichs showed that explicit constructions of the non-malleable extractors can be used to
give two-round privacy amplification protocols with optimal entropy loss. Using the probabilistic
method, they also showed that non-malleable extractors exist when k > 2m + 2log(1/¢) +logd+ 6
and d > log(n — k+ 1) + 2log(1/¢) + 5. However, they were not able to give explicit constructions
even for min-entropy £ = n— 1. The first explicit construction of non-malleable extractors appeared
in [DLWZ14], with subsequent improvements in [CRS14,Li12a, DY 13, Li12b, ADJ*14]. All these
constructions require the min-entropy of the weak source to be bigger than 0.49n, and thus only give
two-round privacy amplification protocols with optimal entropy loss for such min-entropy. Together
with some other ideas, Dodis et al. also gives poly(1/6) round protocols with optimal entropy loss
for min-entropy k > on, any constant § > 0. This was subsequently improved by Li [Li12b] to

obtain a two-round protocol with optimal entropy loss for min-entropy k£ > dn, any constant 6 > 0.
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In the general case, using a relaxation of non-malleable extractors called non-malleable condensers,
one of the authors [Lil5d] also obtained a two-round protocol with optimal entropy loss for min-
entropy k > C'log? n, some constant C' > 1, as long as the security parameter s satisfies k > Cs2.
For larger security parameter, the best known protocol with optimal entropy loss in [Lil2b] still
takes O(s/v/k) rounds.

In joint work with Goyal and Li [CGL16], we construct explicit non-malleable extractors
with error ¢, for min-entropy k& = Q(log? (n/e)) and seed-length d = O(log?(n/e¢)). In fact our
construction is more general and gives explicit ¢-non-malleable extractors (introduced in [CRS14]),

which are defined as follows.

Definition 4.1.1 (t-Non-malleable Extractor). A function t-nmExt : {0,1}" x {0,1}¢ — {0,1}™
s a seeded t-non-malleable extractor for min-entropy k and error € if the following holds : If X is
an (n, k)-source on and Ay : {0,1}" — {0,1}",..., A : {0,1}" — {0,1}" are arbitrary tampering

function with no fixed points, then

[t-nmExt(X, Uy), t-nmExt(X, A4;(Uy)), ..., t — nmExt(X, A4:(Uy)), Uy

—U,, o t-nmExt(X, A;(Uy)),...,t — nmExt(X, .4,(Uy)), Uy| < €

We will see in Chapter 6 that these t-non-malleable extractors are a crucial component in

constructing 2-source extractors.

Theorem 1. There exists a constant ¢ such that for alln > 0 and € > 0, and k > ctlog? ("), there

€
exists an explicit construction of a seeded t-non-malleable extractor snmExt : {0,1}" x {0,1}¢ —

{0,1}™, with m = Q(k/t) and d = O(t*log*(n/e)).

Combining the above theorem (with ¢ = 1) with the protocol developed in [DW09], this
immediately gives the following result about privacy amplification, which matches the best known

result in [Lil5d] but has a simpler protocol.
Theorem 2. There exists a constant C such that for any ¢ > 0 with k > C(logn + log(1/¢))?,
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there exists an explicit 2-round privacy amplification protocol with an active adversary for (n,k)

sources, with security parameter log(1/e) and entropy loss O(logn + log(1/e)).

4.2 Subsequent Work and Our Results in [CL164a]

Subsequently, Cohen [Coh16a] improved our result, and constructed non-malleable extractors with
seed length d = O(log(n/e€)log((logn)/e)) and min-entropy k& = Q(log(n/e)log((logn)/€)). In
this work, he also gave another construction that worked for & = n/(logn)?") with seed-length
O(logn). In a follow up, Cohen [Coh16b] constructed non-malleable extractors with seed length
d = O(logn + log®(1/€)) and min-entropy k& = Q(d). However, in terms of the general error
parameter ¢, all of these results require min-entropy and seed length at least log?(1/¢), thus none
of them can be used to improve the privacy amplification protocols in [Lil5d]. A recent work
by Aggarwal, Hosseini and Lovett [AHL15] obtained some conditional results. In particular, they
used a weaker variant of non-malleable extractors to construct privacy amplification protocols with

optimal entropy loss for & = Q(log(1/¢€)logn) assuming a conjecture in additive combinatorics.

Our first result is a new construction of non-malleable extractors that breaks the log?(1/e)

barrier for min-entropy and seed length. Specifically, we have the following theorem.

Theorem 3. There exists a constant C' > 0 s.t for all n,k € N and any ¢ > 0, with k >
log(n/€)2CV1ogloe(n/) " ihere exists an explicit (k,€)-non-malleable extractor nmExt : {0,1}" x
{0,1}4 — {0,1}™, where d = log(n/€)2CV108108(0/€) 4 m = f/2VIoglog(n/€)

We also construct a non-malleable extractor with seed-length O(logn) for min-entropy k =
Q(logn) and € > 2-108""(") for any B > 0. Prior to this, explicit non-malleable extractors with
seed-length O(logn) either requires min-entropy at least n/poly(logn) [Cohl6a] or requires € >
2-108"*(") [Coh16b].

Theorem 4. There exists a constant C > 0 s.t for and all n,k € N with k > Clogn, any

constant 0 < B < 1, and any € > 2*1°g1_ﬁ("), there exists an explicit (k, €)-non-malleable extractor

nmExt : {0,1}" x {0,1}¢ — {0, 1}™, where d = O(logn) and m = Q(log(1/e)).
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Remark 4.2.1. A careful examination reveals that our seed length and min-entropy requirement
are better than those of [Cohl6a, Cohl6b] in all cases except the case that € is large enough (e.g.,
€> 2_1°g1/3(”)), where both [Cohl16b] and our results require seed length and min-entropy O(logn).

Note that given any error parameter £, our non-malleable extractor in Theorem 3 only

requires min-entropy and seed length log1+°(1)(n/ e).

We also show how to further lower the min-entropy requirement of the non-malleable extrac-
tor in Theorem 3 at the expense of using a larger seed. We complement this result by constructing
another non-malleable extractor with shorter seed-length than in Theorem 3 at the expense of

larger entropy. We now state these results more formally.

Theorem 5. For all n,k € N and any e > 0, with k > log(n/e)22ﬂ( o loglox(1/9)

, there ezx-
ists an explicit (k,€)-non-malleable extractor nmExt : {0,1}" x {0,1}¢ — {0,1}™, where d =

(1og(n/€))32(logloglog(n/e))o“),m = Q(k).

Theorem 6. For all n,k € N and any € > 0, with k > (log(n/e))32(log1°g1°g(”/5))o(1>, there ex-
ists an explicit (k,e)-non-malleable extractor nmExt : {0,1}" x {0,1}¢ — {0,1}™, where d =

O(y/Iog log log(n /<)) k
10g(n/6)22 o )= log(n/€)2(log loglog(n /) (1) N O((log<n/€))2)'

Privacy Amplification Using Theorem 3 and the protocol in [DW09], we immediately obtain a
two-round privacy amplification protocol with optimal entropy loss, for almost all possible security

parameters.

Theorem 7. There exists a constant C > 0 such that for any security parameter s with k >
(5 + logn)2¢V log(s+logn) yhere exists an explicit 2-round privacy amplification protocol for (n,k)-
sources with entropy loss O(logn+s) and communication complexity (s + logn)20(V1ce(stlogn)) “4p,

the presence of an active adversary.

In particular, this gives us two-round privacy amplification protocols with optimal entropy

loss for security parameter s < k'~ for any constant a > 0.
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Reference Min-Entropy Seed Length

[DWO09] (non-constructive) > 2m +2log(1/e) +logd +6 | >log(n—k+1)+2log(1/e)+5
[DLWZ14] > n/2 n

[CRS14, Li12a, DY13] > n/2 O(log(n/€))

[Lil2b] 0.49n n

Theorem 1 Q((log(n/€))?) O((log(n/€))?)

(Coh16) Q(log(n/e) log((logn)/e)) | Ollog(n/e)log((logn)/e))
[Coh16Db] Q(logn + (log(1/€))?) O(logn + (log(1/¢€))?)
Theorem 3 log(n/¢)2%(V10glog(n/c)) log(n/¢)2%(V10glog(n/c))
Theorem 6 1Og(n/6)229(\/m) (IOg(”/e))Ho(l)

Theorem 5 (log(n/e))3+e) log(n/e)ZQO(\/m>

Table 4.1: A summary of results on non-malleable extractors

Instead if we use the non-malleable extractor from Theorem 5, we obtain a two-round privacy
amplification protocol with optimal entropy loss, for even smaller min-entropy (at the expense of

larger communication complexity). More formally, we have the following theorem.

Theorem 8. There exists a constant C > 0 such that for any security parameter s with k >

)220‘/105 log(s+logn)

(s+logn , there exists an explicit 2-round privacy amplification protocol for (n,k)-

sources with entropy loss O(logn+s) and communication complexity (s+log n)32(1°g log(s-+log ”))O(D,

in the presence of an active adversary.

4.3 A Non-Malleable Extractor for log*(n/¢) min-entropy

In section, we present the construction of a seeded ¢-non-malleable extractor that works for min-

entropy k = Q(tlog?(n/e¢)) and requires seed-length d = O(t?log®(n/e)). A key ingredient in this
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construction is an explicit correlation breaker with advice constructed in Chapter 3. We first set
up the various ingredients in the construction with appropriate parameters.

Subroutines and Parameters

1. Let t be a parameter.

2. Let ny = log (). Let Exty : {0,1}" x {0,1}™ — {0,1}™ be the strong seeded extractor

from Theorem 2.1.2 set to extract from min-entropy 2n; and error 22",

3. Let C be an explicit [%, d, £-]-binary linear error correcting code with encoder E : {0,1}¢ —

{0, 1}5. Such explicit codes are known, for example from the work of Alon et al. [ABN'92].
4. Let Extsamp : {0, 1} x {0, 1}% — {0,1}"2 be the strong seeded extractor from Theorem 2.1.4
set to extract from min-entropy 5+ with error % and output length ns, such that NoD; = g,
where Ny = 272 and Dy = 2%, Let {0,1}% = {s1,...,5p,}. Define Samp : {0,1}" — [%]Dl
as: Samp(x) = (Ext(x, s1) o s1,...,Ext(z,sp,) o sp,). By Theorem 2.1.4, we have D1 = ¢1ny,

for some constant cj.
5. Let £ =ny + D1 = (c1 + 1)ny.

6. We set up the parameters for the components used by flip-flop (computed by Algorithm 1)

as follows.

(a) Let ng = cstl,ng = 10¢, for some large enough constant cs.
Let Extq : {0,1}" x {0,1}™ — {0,1}"™ be the strong seeded extractor from Theorem
2.1.2 set to extract from min-entropy k, = % with error e = 2—Sna)

Let Ext,, : {0,1}" x {0,1}"™ — {0,1}™ be the strong seeded extractor from Theorem

2.1.2 set to extract from min-entropy % with error e = 27%(n4),

(b) Let laExt : {0,1}" x {0,1}"37m4 — {0,1}?" be the look ahead extractor used by 2laExt.
Recall that the parameters in the alternating extraction protocol are set as m = ng,u =

2 where u is the number of steps in the protocol, m is the length of each random
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variable that is communicated between the players, and Ext,, Ext,, are the strong seeded

extractors used in the protocol.

(c) Let Ext : {0,1}¢ x {0,1}™ — {0,1}™ be the strong seeded extractor from Theorem

2.1.2 set to extract from min-entropy % with seed length ng and error 27 n4)

7. Let nmExt; be the function computed by Algorithm 2, which uses the function 2laFExt set up

as above.

8. Let ns = ﬁ. Let Exty : {0,1}" x {0,1}™ — {0,1}" be the strong seeded extractor from

Theorem 2.1.2 set to extract from min-entropy % with seed length ng, error 2(n4),

Algorithm 5: snmExt(x,y)

Input: Bit strings x,y, of length n, d respectively.
Output: A bit string of length ny.

1 y; = Slice(y,n1). Compute v = Extg(x, y1).
2 Compute T' = Samp(v) C [Z].

3 Let 2z = y1 o y2 where yo = (E(y)){1}-

4 Output Ext;(z, nmExt(z,y, 2)).

We now state our main theorem.

Theorem 4.3.1. Let snmExt : {0,1}" x {0,1}? — {0,1}" be the function computed by Algorithm
4. Then snmExt satisfies the following property: For any e > 0, k > Q(t log?+7 (%)), and d =
O(t? log? (%)), if X is a (n, k)-source, and Y is an independent and uniform distribution on {0,1}<,
and Ay ..., Ay are arbitrary tampering functions, such that for each i € [t], A; has no fized points,

then the following holds:

|snmExt(X,Y), snmExt(X, 41(Y)),...,snmExt(X, 4,(Y)), Y—

U, snmExt(X, A;1(Y)),...,snmExt(X, 4:(Y)), Y| < O(e),

Notation: For any function H, if V = H(X,Y), let V’ denote the random variable
H(X, Ai(Y)).
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Proof. We first prove the following claim.

Claim 4.3.2. With probability at least 1 — e, Z # Z for each i € [t].

Proof. Pick an arbitrary i € [t]. If Y1 # Y¢, then we have Z # Z'. Now suppose Y1 = Y. We fix

—Q(n1)

Y, and note that since Ext; is a strong extractor (Theorem 2.5.3), B is 2 -close to Uy, .

Since A; has no fixed points, it follows that since F is an encoder of a code with relative

distance distance 45, A(E(Y), E(Y") > & Let D = {j € [2] : E(Y){;; # E(Y")(;;}. Thus

= 10a~ e

|D| > ﬁ. Using Theorem 2.4.2, it follows that with probability at least 1 — ¢, |DNSamp(V)| > 1,
and thus Yo # Ygi) (since Samp(V) = Samp(V?)). The claim now follows by a simple union
bound. 0

We fix Z,Z',...,Z! such that Z # Z! for any i € [t] (from the lemma above, this occurs
with probability 1 — €). We note that by the Lemma 4.3.2 and Lemma 2.3.7, the source X has
min-entropy at least £ — 2nq and the source Y has min-entropy at least d — 2¢ with probability at

least 1 — €.

Lemma 4.3.1 now follows directly from Lemma 3.3.1 by noting that the following hold by

our choice of parameters:

o 4> 200(t(ns + n4) + log(L))
o ki —2n1 > ™ + 20£(tny + log(1))

o n3 —2ny > 3(10tng + 2log(2))

This concludes the proof. O

4.4 Near Optimal Non-Malleable Extractors

We present an explicit construction of a non-malleable extractor with min-entropy requirement

k = (log(n/e)) o) and seed-length d = (log(n/€))'+°(M). We also show a way of setting parameters
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that allows for O(logn) seed-length for large enough error. The following are the main results of

this section.

Theorem 4.4.1. There exist a constant Cy41 > 0 s.t for all n,k € N and any € > 0, with k >
log(n/e)2Cta1V1o8loe(n/€) " there exists an explicit (k, €)-non-malleable extractor nmExt : {0,1}™ x
{0,134 = {0,1}", where d = log(n/e)2C141V108108(n/) g = | /2 V108 log(n/€)

Theorem 4.4.2. There exist a constant Cy49 > 0 s.t for constant B > 0 and all n,k € N and

any € > 2_1°g1_ﬁ(”), with k > Cy49logn, there exists an explicit (k,e)-non-malleable extractor

nmExt : {0,1}" x {0,1}¢ — {0, 1}™, where d = O(logn) and m = Q(log(1/e)).
We derive both the above theorems from the following theorem.

Theorem 4.4.3. There exist constants d4.4.3, Cp.4.3 > 0 s.t for alln, k € N and any error parameter
€1 > 0, with k > log(k/61)204'4<3\/ loglog(n/e1) 4 ¢ 4 4 log(n/e1), there exists an explicit (k,€')-non-
malleable extractor nmExt : {0,1}" x {0,1}¢ — {0,1}™, where d = log(k/e)204~4-3\/m +
Cyaslog(n/er),m = d4.4.3k/2V loglog(n/e1) gnd ¢ = Oy 4361 log(n/e1).

We first show how to derive Theorem 4.4.1 and Theorem 4.4.2 from Theorem 4.4.3.

Proof of Theorem 4.4.1. Let nmExt : {0,1}" x {0,1}¢ — {0,1}™ be the function from Theorem
4.4.3 set to extract from min-entropy k, where we set the parameter €; = €¢/2Cy 43n . It follows

that the error of nmExt is
Cy.q.3€1log(n/e) = i(logn + log(2C4.4.3n) + log(1/e€)) < e.

Further note that for this setting of €1, the min-entropy required and seed length are log(n/ 6)204'4‘1 Vloglog(n/e) 4

Cy.4.11og(n/e), for some constant Cy 4. 1. O

Proof of Theorem 4.4.2. Let nmExt : {0,1}" x {0,1}% — {0,1}™ be the function from Theo-

rem 4.4.3 set to extract from min-entropy 2Cj43log(n/e;), where we set the parameter ¢; =
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€/2Cy 43logn. Thus, the error of nmExt is

€
2logn

e1log(n/er) < (logn + log(1/e) + log(2C1.43logn)) < e.

For this setting of parameters, we note that the seed-length required by nmExt is bounded by
log((log? n)/e)2C+43Vloglog(nlogn/e) 4 ¢\ s 1og(nlogn/e) = O(logn). O

We spend the rest of the section proving Theorem 4.4.3. A key ingredient in our construction

in an explicit non-malleable independence preserving merger with strong parameters.

4.4.1 A Recursive Non-Malleable Independence Preserving Merger

In this section, we show a recursive way of applying the (¢,¢)-NIPM constructed in the previous
section in order to achieve better trade-off between parameters. This object is crucial in obtaining

our near optimal non-malleable extractor construction.
Notation: For an a x b matrix V, and any S C [a], let Vg denote the matrix obtained by
restricting V to the rows indexed by S.

Our main result in this section is the following theorem.

log L
log ¢

d')(t + 2)"tY, there emists an explicit function (L,¢,t)-NIPM : {0,1}™F x {0,1}¢ — {0,1}™,

Theorem 4.4.4. For all integersm,l, L,t > 0, anye > 0, r = [727] and any d = (c3.5.7¢log(m/e)+

m' = (0.9/t)"(m — c357¢(t + 1)rlog(m/e€)), such that if the following conditions hold:

o X, X! ... Xt are r.v’s, each supported on boolean L x m matrices s.t for any i € (L], |X; —

Um‘ <e,

{Y, Y, ..., Y is independent of {X, X', ..., X!}, s.t Y, Y ..., Y are each supported on
{0,1}¢ and Hoo(Y) > d — d',

there exists an h € [{] such that |(Xp, X}, ..., X4) — (U, X}, XE)| <,
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then

(L, £,t)-NIPM((X,Y), (L, £,t)-NIPM(X!, Y1), ... (L, ¢,t)-NIPM(X?, Y%, Y, Y}, ..., Y!

Uy, (L, £,6)-NIPM(XY, YY), .. (L, £, )-NIPM(X!, YY), Y, Y, ..., Y| < 25« - Le.

Proof. We set up parameters and ingredients required in our construction.
e Foric[r],let L; = [%].
o Let dy =d +1log(1/€) + c35.7(t + 1)llog(m/e). For i € [r], let d; = (t + 2)d;—1.
e Let mg = m. For i € [r], define m; = 0.9°(m — ic35.7(t + 1){log(m/e))

e For each i € [r], let (£,t)-NIPM; : {0,1}¥ x {0,1}% — {0,1}™#+! be an instantiation of the

function from Theorem 3.5.7 with error parameter e.

Algorithm 6: (L, /¢, t)-NIPM(z,y)
Input: x is a boolean L x m matrix, and y is a bit string of length d.
Output: A bit string of length m,.
Let z[0] = x.
for i =1 tor do
Let y[i] = Slice(y, d;)
Let z[i] be a L; X m; matrix, whose j’'th row
zfi]j = (€,8)-NIPMi(z[i — 1]jj-1)e+1,j¢, yli])
end
Ouput x[r].

AW N =

ot

(=]

We prove the following claim from which it is direct that the function (L, ¢,t)-NIPM computed
by Algorithm 6 satisfies the conclusion of Theorem 4.4.4. Let ¢y = €, and for ¢ € [r], let ¢ =
Eeifl + Cé57£€
Claim 4.4.5. For all i € [r], conditioned on the r.v's {Y[j] : j € [i]},{Y?j] : 5 € [i], g € [t]}, the
following hold:
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o X[i],X[i],...,X[i] are r.v’s, each supported on boolean L; x m; matrices s.t for any j € [L;],

[X[ilj — U, | < (ch5.70)';

{Y, Y, ..., Y} is independent of {X[i], X[i]', ..., X[i]'}.

there exists an h; € [L;] such that X[i]p|{X[i]}, ..., X[i]}} is €;-close to Uy, on average,

e Y has average conditional min-entropy at least d — d;i1 + c3.5.7(t + 1)€1log(m/e).

Proof. We prove this claim by an induction on i. The base case, when ¢ = 0, is direct. Thus suppose
i > 1. Fix the rw’s {Y[j] : j € 1 — 1]}, {Y9[j] : j € [i — 1], ¢ € [t]}. By inductive hypothesis, it

follows that
o X[i—1],X'[i—1],...,X![i — 1] are r.v’s each supported on boolean L; 1 X m;_; matrices s.t
for any j € [Li—1], [X[i — 1] = Up—1| < (570" e,
o {Y[i—1],Y'[i—1],...,Y!i— 1]} is independent of {X[i — 1], X[i — 1]*,..., X[i — 1]*}.
e h; € [L;] such that X[i — 1], [{X[i — 1]},...,X[i — 1]t} is ;_1-close to U,,, , on average,

e Y has average conditional min-entropy at least d — d; + ¢3.5.7(t + 1)l log(m/e).

Thus the r.v Y[i] = Slice(Y, d;) has average conditional min-entropy at least c357(t+ 1)¢log(n/e).
Let h; € [(h; — 1)+ 1, £h;], for some h; € [L;]. It follows that conditioned on the r.v’s Y[i], {Y9[i] :
g € [t]}, for any j € [L;], |X[i]; — Up| < Lej—1 + 4 5 70e = €.

Further, using Theorem 3.5.7, conditioned on Y [i], {Y9[i] : g € [t]},{XI[i]s, : g € [t]}, the
r.v X[i]p, is le;—1 + ¢4 5 -Le-close to uniform on average.

Thus, we fix the r.v’s Y[i], {Y9[i] : g € [t]}, and note that Y still has average conditional
min-entropy at least d — d; + c3.5.7(f + 1)log(m/e) — (t + 1)d; > d — dit1 + c35.7(t + 1)l log(m/e).

This completes the proof of the inductive step, and the theorem follows. O

O]
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4.4.2 The Non-Malleable Extractor Construction

The following function is implicit in the construction in Section 4.3. Informally, advGen takes
as input a source X and a seed Y and produces a short string such that for any r.v Y’ # Y,

advGen(X,Y) # advGen(X,Y). We record this property more formally.

Theorem 4.4.6. There exists a constant c4.4.6,C41.46 > 0 such that for all n > 0 and any € > 0,
there exists an explicit function advGen : {0,1}" x {0,1}¢ — {0,1}F, L = cy46log(n/e) satisfying
the following: Let X be an (n,k)-source, and Y be an independent uniform seed on d bits. Let Y’
be a r.v on d bits independent of X, s.t Y' £ Y. If k,d > Cy4¢log(n/e), then

e with probability at least 1 — €, advGen(X,Y) # advGen(X,Y’),

e there exists a function f such that conditioned on advGen(X,Y),advGen(X,Y’), f(X),

— X remains independent of Y,Y’,
— X has average conditional min-entropy at least k — Cy 46 log(n/e),

— Y has average conditional min-entropy at least d — Cy.4.6log(n/e)
We are now ready to prove Theorem 4.4.3.
Proof of Theorem 4.4.3. We set up parameters and ingredients required in our construction.

e Let advGen : {0,1}" x {0,1}¢ — {0,1}*, L = cq.4.6log(n/e1), be the function from Theorem

4.4.6 with error parameter €;.
o Let dj = (Cyq6+ C + 1)log(n/er), for some large enough constant C'.

e Let flip-flop : {0,1}" x {0,1}% — {0,1}™, m/ = 6k, be the function computed by Algorithm

1 with error parameter ;.

® dg =C2.12 10g<d/61), dg =C2.1.2 log(m’/el).
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Let Ext; : {0,1}" x {0,1}% — {0,1}%, &’ = 0.9d — 2d; — Cy4log(n/e1) be a (d — 2d; —

Cia6log(n/er), e1)-strong-seeded extractor from Theorem 2.1.2.

Let Exty : {0,1}™ x {0,1}4 — {0,1}™", m" = 0.9m’ — 2da, be a (m/ — 2dy — log(1/e1), e1)-
strong-seeded extractor from Theorem 2.1.2.

Let ¢ = 2Viog L,

Let (L,0,1)-NIPM : {0,1}2™" x {0,1}%¥ — {0,1}™ be the function from Theorem 4.4.4,

m = 0.9"m' — 2¢3574(t + 1)rlog(m/e1) with error parameter €;.

Algorithm 7: nmExt(z,y)

Input: x,y are bit string of length n, d respectively.
Output: A bit string of length m.

1 Let w = advGen(z, y).

2 Let y = y; o yo2, where y; = Slice(y, d1).

Let v be a L x m/ matrix, whose ¢’th row v; = flip-flop(z, y1,w;) (w; is the i’th bit of
the string w).

Let 77 = Slice(v, d2)

Let y = Ext(y,v1) = 91 © Y2, where 31 = Slice(y, d3).

Let z be a L x m” matrix, whose i’th row z; = Exto(v;,77)

Output zZ = (L, ¢, 1)-NIPM(z, 7).

w

N O oA

We prove in the following claims that the function nmExt constructed in Algorithm 8 satisfies the

conclusion of Theorem 4.4.3. Let A be the adversarial function tampering the seed Y, and let

Y’ = A(Y). Since A has no fixed points, it follows that Y # Y.

Notation: For any random variable H = ¢(X,Y) (where g is an arbitrary deterministic

function), let H' = ¢(X,Y").

Claim 4.4.7. With probability at least 1 — e, W # W',

Proof. Follows directly from Theorem 4.4.6. O

Let f be the function guaranteed by Theorem 4.4.6.
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Claim 4.4.8. Conditoned on the r.v’s W, W', Y1,Y/!, f(X), the following hold:

e for each i € [L], V; is e1-close to uniform,

e there exists an h € [L] such that conditioned on V}, the r.v V}, is e1-close to uniform on

average,
e {V,V'} is independent of {Y,Y'}.
e Y has average conditional min-entropy at least d — Cy4.6log(n/e1) — 2d;.

Proof. Fix the r.v’s W, W’  f(X) such that W # W'. Tt follows from Theorem 4.4.6 that after

this conditioning,
e X is independent of Y,Y’,
e X has average conditional min-entropy at least k — Cy 4.6 log(n/e1),

e Y has average conditional min-entropy at least d — Cy.4.6log(n/e1)

Thus Y; = Slice(Y, d;) has average conditional min-entropy at least O(log(n/e1)). The claim now

follows by applying Lemma 3.2.1. O

Claim 4.4.9. Conditioned on the r.v’s W,W’,Vl,vl/,Yl,Yi?l, Y., f(X), the following hold:

e Y has average conditional min-entropy at least d' — 2d3 — log(1/e¢).

for each i € [L], Z; is 3e1-close to uniform on average.

there exists h € [L] such that further conditioned on Z!, Z; is 3€1-close to uniform on average.
o {Y,Y'} is independent of {Z,Z'}.
Proof. Fix the r.v’s W, W’ Y1,Y/, f(X). By Claim 4.4.8, we have

e for each i € [L], V; is €1-close to uniform,

71



e there exists an h € [L] such that conditioned on V}, the r.v V}, is €-close to uniform on

average,

e {V,V'} is independent of {Y,Y’}.

e Y has average conditional min-entropy at least d — Cy 4.¢log(n/e1) — 2d;.
Using the fact that Ext; is a strong extractor, it follows that we can fix Vi, and Y is 2¢;-close to
uniform on average. Further, Y is a deterministic function of Y. Thus, we fix V1 without affecting

the distribution of Y. Now, using the fact that Exts is a strong extractor, we can fix Y1, and we

have for each i € [L], Z; is 3€;-close to uniform on average. Next we can fix Y, without affecting

V.

We prove that conditioned on Z/, the r.v Z; is 3¢;-close to uniform on average in the following
way. For this argument, as above we fix all r.v’s but do not yet fix Y7, Y. Instead, we first fix
V), and V}, has average conditional min-entropy at least m’ — 2ds. We now fix Y, and as before
we have Zj, is 3ej-close. At this point, Z) is a deterministic function of Y71/, and hence we can fix

it without affecting the distribution of Zj. This completes the proof. ]

Claim 4.4.10. Conditioned on Z , the r.v Z is O(e1log(n/er))-close to uniform on average.

Proof. Fix the r.v's W, W/, V1, V1 Y1,Y,Y1, Y, f(X). By Claim 4.4.9, the following hold:
e Y has average conditional min-entropy at least d’ — 2ds — log(1/e1).
e for each i € [L], Z; is 3€;-close to uniform on average.

e there exists h € [L] such that further conditioned on Z, the r.v Z; is 3¢;-close to uniform on

average.
e {Y,Y'} is independent of {Z,Z'}.

Let d’ = 2d3+log(1/e1), 7 = H‘fgﬂ = [y/Iog L]. Thusd” = O(log(k/e€1)),r = O(y/loglog(n/e1)),{ =

20(/loglog(n/e1)) " Ty grder to use Theorem 4.4.4, we observe that for a large enough constant Cy 4.3

the following hold:
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e Y has conditional min-entropy at least d — d”,
o d' > (c357llog(m” [er) +d")37F1,
e m < (0.9)"(m” — cg570(t+ 1)rlog(m/er)).

Thus the conditions of Theorem 4.4.4 are met, and hence it follows that conditioned on Z’, the
r.v Z is 2¢} 5 - Lej-close to uniform on average. Recall that L = O(log(n/e1)), and hence the claim

follows. O

O

4.4.3 A Trade-off Between Min-Entropy and Seed Length

We prove Theorem 5 and Theorem 6 in this section. Our main tool is a new NIPM construction

which uses an even shorter seed but requires matrices with larger rows.

The main idea is to use our previous NIPM to construct a more involved NIPM, which
can be used to give explicit non-malleable extractors with either a better seed length or a better
min-entropy requirement. For simplicity and clarity, we will just assume ¢ = 1, i.e., there is only
one tampering adversary. This is also the most interesting case for standard privacy amplification

protocols.
Note that our previous NIPM construction implies the following theorem.
Theorem 9. For all integers m,L > 0, any € > 0, there exists an explicit (L,1,0,¢€,¢")-NIPM :

{0,1}™F % {0,1}¢ — {0,1}™, where d = 200VI°e L) Jog(m /€), m/ —20WgL) 1og(m/e) and
¢ = O(el).

— m
- 2Vl1og L

We start by proving the following lemma.

Lemma 4.4.11. For all integers m,L > 0, any € > 0, if there is an explicit (L,1,0,¢,¢€1)-
NIPM; : {0,1}"F x {0,1}% — {0,1}™, with di < 27050 log(m/e),m; =

mi J—
2s(log L)l_l/‘l

20((10gL)171/q)10g(m/6) and €1 < g(L)eL, where g(L) is a monotonic non-decreasing function
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of L, and r,s,q are parameters, with ¢ € N, then there is an explicit (L,1,0,€,e2)-NIPMy :
{0,135 % {0,139 — {0,1}™2, with dy < 2% /(@) (1o L) 7T "log(m/e), my = ———™ _

9sr @FT (log £)1-1/(a+1)

90((log L)1 ~1/(a+1) log(m/e)) and g9 < 2¢;.

Proof. The idea is to use Algorithm 6, with (¢, 1,0, ¢, €})-NIPM;, €] < g(¢)le as the simpler merger
for some parameter £ s.t. in each step, the merger acts on ¢ rows. Following the proof of Theorem

4.4.4, it can be shown that the seed length of NIPMs will be

210gL

dy = log(m/e)QT(bg@l/qQ log

+1
We now choose an ¢ to minimize this, which gives (log é)qT = ZlorgL, and thus the seed length is

Cl _ 227" (210gL) log(m/e)

It can be verified that for this setting of parameters, the output length is

m
ma = (2 (1 gL)l_l/q)llogil - O(E].Og(m/f))
s(lo o8
4
- (Tln P 20(CE)TT) 160 (1m /)
9sra+1 (log
m

- _ 20((log L) 1
25’” (IOgL)1 1/(g+1) og(m/e))

log L

Finally, the error is bounded by >°.°%" g(£)el’ < 2g(¢)Le < 2. O

Now, starting with the NIPM from Theorem 9, and using Lemma 4.4.11 an optimal number

of times, we have the following theorem.

Theorem 10. For all integers m,L > 0, any € > 0, there exists an explicit (L,1,0,¢€,€)-NIPM :
{0,1}E % {0,1}% — {0,1}", where d = 20V1glog L) Joa(m /), m O(Llog(m/e))
and € = 20(VloglogL) 1.

- m
[,2(log log L)O(l)
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Proof. We start from the basic case with the (L, 1,0, €, ¢’) —NIPM from Theorem 9. Thus ¢ = 2,r =
O(1),s = 1. We now use Lemma 4.4.11, increasing ¢ by one each time. Eventually, we stop at
q = v/loglog L, noticing that this minimize the seed length. It can be verified that the seed length
of the final NIPM is 20(VIog1og L) Jog(1p, /¢), the output length is O(Llog(m/e)) and
the error is bounded by ¢ < 20(Vloglog L) ¢ O

_m
[,2(loglog L)O(l)

Using the NIPM from Theorem 10 in Algorithm 7, we obtain the following non-malleable
extractor with a slightly shorter seed length than Theorem 4.4.3 at the expense of requiring larger

min-entropy.

o)
’

Theorem 6 (restated). For all n,k € N and any € > 0, with k > (log(n/e))32(cgloglog(n/e)

there exists an explicit (k,€)-non-malleable extractor nmExt : {0,1}" x {0,1}¢ — {0,1}™, where

O(y/Tog Tog 1o(n/<)) k
d = 10g(n/6)22 slosoe ,m = log(n/e)Q(lOgIOgIOg(n/e))O(l) - O((log(n/ﬁ))2)

The proof of Theorem 6 is exactly similar to Theorem 4.4.3, and we skip it.

It is not hard to modify Algorithm 7 such that the the role of the source and the seed
are swapped, in the sense that the seed to NIPM is a deterministic function of the source to the
non-malleable extractor, and the matrix is a deterministic function of the seed to the non-malleable
extractor. By this modification. we can achieve a non-malleable extractor that works for lower

slightly min-entropy than Theorem 4.4.3 at the expense of using a larger seed.

4.5 Improved t-Non-Malleable Extractors

The framework to construct non-malleable extractors in Section 4.4 can be generalized directly to

construct non-malleable extractors that can handle multiple adversaries.

In particular, Theorem 4.4.6 generalizes to the case there are t tampered variables, and
further our NIPM construction in Theorem 3.5.7 handles ¢ adversaries. By using these versions of
the components in the above construction, the following theorem is easy to obtain. Since the proof

is similar to the proof of Theorem 4.4.3, we omit the proof of the following theorem.
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Theorem 11. There exists a constant & > 0 such that for all n,k,t,£ € N and any ¢ > 0,
with r = (loglog(n/e))/(log), k = Q(t* ¢log(n/e)), there exists an explicit (t, k, €)-non-malleable

extractor nmExt : {0,1}"™ X {0’1}d — {0,1}™, where d = O(t(1+§)rﬁlog(n/e)) and m = (6k —
ltr log(n/e))/(2t)(1°g L/log¥)
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Chapter 5

Resilient Functions and Extracting

from NOBF Sources

! Ben-Or and Linial [BL85] first studied resilient functions when they introduced the perfect in-
formation model. In the simplest version of this model, there are n computationally unbounded
players that can each broadcast a bit once. At the end, some function is applied to the broadcast
bits. In the collective coin-flipping problem, the output of this function should be a nearly-random
bit. The catch is that some malicious coalition of players may wait to see what the honest players
broadcast before broadcasting their own bits. Thus, a resilient function is one where the bit is

unbiased even if the malicious coalition is relatively large (but not too large).

This model can be generalized to allow many rounds, and has been well studied [BLS85,
KKL88,Sak89, AL93, AN93, BN96, RZ01, Fei99, RSZ02]; also see the survey by Dodis [Dod06]. Re-

silient functions correspond to 1-round protocols.

To formally define resilient functions, we introduce the notion of influence of sets on func-

tions.

Definition 5.0.1 (Influence of a set). Let f : {0,1}" — {0, 1} be any Boolean function on variables

Lparts of this chapter have been previously published [CZ16a]

77



Z1,...,Zn. The influence of a set Q C {z1,...,z,} on f, denoted by Ig(f), is defined to be the
probability that f is undetermined after fixing the variables outside Q uniformly at random. Further,
for any integer q define I,(f) = maxqc(e, ... a0}, Q=g L@ (f). More generally, let I p(f) denote the
probability that f is undetermined when the variables outside @ are fized by sampling from the
distribution D. We define Ig+(f) = maxpep, Igp(f), where Dy is the set of all t-wise independent
distributions. Similarly, 1g ¢~ (f) = maxpep, ., Lo p(f) where Dy is the set of all (t,7)-wise inde-

pendent distributions. Finally, for any integer q define I,(f) = maxgc s, .. en}.|Q=q Lo.t(f) and

Iq,m(ﬁ = MaxQc{z,...,zn},|Q|=q IQ,m(f)-

Definition 5.0.2 (Resilient Function). Let f : {0,1}" — {0,1} be any Boolean function on vari-
ables x1,...,x, and q any integer. We say f is (q,€)-resilient if I,(f) < e. More generally, we
say f is t-independent (q,€)-resilient if I,,(f) < € and f is (t,7)-independent (q, €)-resilient if
Ijin(f) <e

Resilient functions have applications in extracting from bit-fixing sources. Roughly, a bit-
fixing source is a source where some subset of the bits are fixed and the remaining ones chosen in
some random way. Usually these remaining bits are chosen uniformly at random, but in this chapter
we also consider the case when they are chosen ¢-wise independently. Extraction is easier if the
fixed bits cannot depend on the random bits. Such sources are called oblivious bit-fixing sources,
and have been investigated in a line of work [CGH'85, KZ07a, GRS06, Rao09b]. The best known
explicit extractors for oblivious sources work for min-entropy at least logc(n) with exponentially
small error [Rao09b], and from arbitrary min-entropy with polynomially small error [KZ07a]. They
have applications to cryptography [CGH"85, KZ07a).

Resilient functions immediately give an extractor for the more difficult family of non-
oblivious bit-fixing sources, where the fixed bits may depend on the random bits. We formally

record this connection.

Definition 5.0.3 (Non-Oblivious Bit-Fixing Sources). A source Z on {0,1}" is called a (q,t,7)-

non-oblivious bit-fixing source (NOBF source for short) if there exists a subset of coordinates Q C [n]
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of size at most q such that the joint distribution of the bits indezed by Q = [n] \ Q is (t,~)-wise
independent. The bits in the coordinates indexed by Q) are allowed to depend arbitrarily on the bits

in the coordinates indexed by Q.

Lemma 5.0.4. Let f : {0,1}" — {0,1} be a Boolean function such that for any t-wise independent
distribution D, |Ex~plf(z)] — %| < €1. Suppose for some q > 0, I,,(f) < ea. Then, f is an

extractor for (q,t,)-NOBF sources on n bits with error €; + €3 + ynt.

The results in this chapter are based on joint work with David Zuckerman [CZ16a)].

5.1 Owur Results and Overview of Techniques

As discussed above, since resilient functions have applications in distributed computing and also
extracting from NOBF sources, it is important to have explicit constructions of such functions.
For ¢ < y/n, the only known function that is ¢t-independent (g, €;)-resilient function is the majority
function [DGJ+10, Viold] for t = O(1) and ¢ < n2~7, 7 > 0.

However, for larger ¢, there are better known resilient functions. In particular, the iterated
majority function of Ben-Or and Linial handles a larger ¢ = O(nl°%32) for t = n, but it is not
clear if it remains resilient for smaller ¢. Further, Ajtai and Linial [AL93] showed the existence of
functions that are resilient for ¢ = O(n/log®n) and t = n. However, their functions are not explicit
O(n?)

and require time n to deterministically construct. We note here that by a result in [KKLS88],

the largest ¢ one can hope to handle is O(n/logn).
Our main result on resilient functions is the following.
Theorem 12. There exists a constant ¢ such that for any § > 0 and every large enough integer

n € N, there exists an efficiently computable monotone Boolean function f : {0,1}" — {0,1}

satisfying: For any q > 0,t > c(logn)'8,

o f is a depth J circuit of size n®1).

e For any (t,7)-wise independent distribution D, |Exp[f(x)] — 3| < a7
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o I,.(f) <gq/n'o.

Our main result on extracting from bit-fixing sources is the following. We note that this

direct from Theorem 12 and Lemma 5.0.4.

Theorem 13. There exists a constant ¢ such that for any constant § > 0, and for all n € N, there
exists an explicit extractor bitExt : {0,1}" — {0, 1} for the class of (q,t,7y)-non-oblivious bit-fizing

sources with error n=*Y | where ¢ < n'=%,t > clog'®(n) and v < 1/ntt.

Subsequent Work: Meka [Mek15] built on our ideas to construct a resilient function matching

the probabilistic construction of Ajtai-Linial.

We now outline the main ideas in the proof of Theorem 12. We first show that if the
function f is monotone, in AC® and almost unbiased, then it is enough to bound I,(f) to show
that f satisfies the conclusions of Theorem 12. The key observation is the following simple fact:
for any set of variables @Q, it is possible to check using another small AC? circuit £ if the function f
is undetermined for some setting of the variables outside ). This crucially relies on the fact that f
is monotone. Next, using the result of Braverman [Bral0] that bounded independence fools small
ACP circuits, we conclude that the bias of the circuit £ is roughly the same when the variables
outside ) are drawn from a bounded-independence distribution, and when they are drawn from

the uniform distribution. The conclusion now follows using the bound on Ig(f).

Thus all that remains is to construct a small monotone ACY circuit f, that is almost balanced
under the uniform distribution, and I,(f) = o(1) for ¢ < D'7%. The high level idea for this
construction is to derandomize the probabilistic construction of Ajtai-Linial using extractors. The
tribes function introduced by Ben-Or and Linial [BL85] is a disjunction taken over AND’s of equi-
sized blocks of variables. The Ajtai-Linial function is essentially a conjunction of non-monotone
tribes functions, with each tribes function using a different partition and the variables in each tribes
function being randomly negated with probability 1/2, and the partitions are chosen according to
the probabilistic method. We sketch informally our ideas to derandomize this construction. For

each i € [R], let P’ be a equi-partition of [n], n = M B, into blocks of size B. Let P]Z denote the
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j’th block in P?. Define,

f@= NV A=

L<iSR1<G<M ¢eps

First, we abstract out properties that these partitions need to satisfy for f to be almost unbiased

and also (n'79, ¢)-resilient. Informally, we show that

1. If for all i1, 9, j1, jo with (i1, j1) # (i2,J2), |P;1 N P]’22| < 0.9B, then f is almost unbiased,

1

2. If for any set Q of size ¢ < n'~%, the number of partitions P’ containing a block PJ? such that

i . . 1_6 o1
|[P;NQ|>¢éB/2is o(R), then f is (n"~°% ¢)-resilient.

An ingredient in the proof of (1) is Janson’s inequality (see Theorem 5.3.22).

It is important that unlike in Ajtai-Linial and earlier modifications [RZ01], we don’t need

to negate variables, and thus f is monotone.

The second property seems related to the property of extractors captured in Theorem 2.4.1.
However, it is not obvious how to use such extractors to construct these partitions. We construct a
family of equi-partitions from a seeded extractor Ext : {0,1}" x {0,1}* — {0,1}™ as follows. Each
PY corresponds to some w € {0,1}". One block of P is Py = (y,Ext(z,y)) : y € {0,1}°}. The
other block are shifts of this, i.e., for any s € {0,1}™, define P¥ = {(y, Ext(z,y)®s) : y € {0,1}°}.
This gives R = 2" partitions of [n] with n = 2™+,

For any good enough extractor, we show that (2) is satisfied using a basic property of
extractors and an averaging argument. To show that the partitions satisfy (1), we need an additional
property of the extractor, which informally requires us to prove that the intersection of any two
arbitrary shifts of neighbors of any two distinct nodes wy,ws € {0,1}" in Ggyy is bounded. This
essentially is a strong variant of a design extractor of Li [Lil2a]. We show that Trevisan’s extractor
has this property. This completes the informal sketch of our resilient function construction. We
note that our actual construction is slightly more complicated and is a depth 4 circuit. The extra
layer enables us to simulate each of the bits x1, ..., x, having Pr[z; = 1] close to 1, which we need

to make f almost unbiased.
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5.2 Monotone Constant-Depth Resilient Functions are t-Independent
Resilient

We show if f is a constant depth monotone circuit, then in order to prove an upper bound for

I,¢~(f), it is in fact enough to upper bound I,(f), which is a simpler quantity to handle.

Theorem 5.2.1. There exists a constant b > 0 such that the following holds: Let C : {0,1}" —
{0,1} be a monotone circuit in AC® of depth d and size m such that |Ey u, [C(z)]—%| < 1. Suppose
q > 0 is such that 1,(C) < ea. Ift > b(log(5m/e3))34C, then1,4(C) < ea+es and I,4-(C) < ea+esz+

ynt. Burther, for any distribution D that is (t,~)-wise independent, |E,p[C(x)] —%\ < €1 +e3+ynt.

An important ingredient in the our proof is a result Braverman [Bral0], which was recently

refined by Tal [Tall4].
Theorem 5.2.2 ([BralO] [Tall4]). Let D be any t = t(m,d,€)-wise independent distribution on
{0,1}". Then for any circuit C € ACY of depth d and size m,

[Eznv, [C(2)] — Exnp[C(2)]] <€

where t(m, d, €) = O(log(m/e))3¢+3.
We also recall a result about almost ¢-wise independent distributions.

Theorem 5.2.3 ([AGMO03]). Let D be a (t,v)-wise independent distribution on {0,1}"™. Then there

exists a t-wise independent distribution that is nt~y-close to D.

Proof of Theorem 5.2.1. The bound on E,.p[C(z)] is direct from Theorem 5.2.2 and Theorem 7.3.4.

We now proceed to prove the influence property.

Consider any set @ of variables, |Q| = ¢. Let Q = [n] \ Q. We construct a function
&g :+{0,1}"77 — {0,1} such that g(y) = 1 if and only if C is undetermined when z7 is set to y.
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Thus, it follows that
Eyu, ,[Eo)] =Pryu, [Eoly) =1 =1g(C) < e.
Let D be any t-wise independent distribution. We have,

Eyp[€q(y)] = Pry~p[Eo(y) = 1] = 1,p(C).

Thus to prove that Igp(C) < €2 + €3, it is enough to prove that

By~u, 4 [€0Y)] — Eyp[€o(y)]] < es. (5.1)

We construct £g as follows: Let Cy be the circuit obtained from C by setting all variables in @) to 0.
Let C; be the circuit obtained from C by setting all variables in @ to 1. Define &g = —=(Cy = C1).
Since C is monotone, &g satisfies the required property. Further £g can be computed by a circuit
in AC? of depth d + 2 and size 4m + 3. It can be checked that the depth of &g can be reduced to
d+ 1 by combining two layers. Thus (5.1) now directly follows from Theorem 5.2.2. The bound on
Ic+(q) follows from an application of Theorem 7.3.4. O

5.3 Monotone Boolean Functions in AC" Resilient to Coalitions

The main result in this section is an explicit construction of a constant depth monotone circuit f
which is resilient to coalitions and is almost balanced under the uniform distribution. This is the

final ingredient in our construction of a 2-source extractor.

Theorem 5.3.1. For any § > 0, and every large enough integer n, there exists a polynomial time

computable monotone Boolean function f :{0,1}™ — {0,1} satisfying:

o fis a depth 4 circuit in AC? of size n®1).

o [Epuu, [f(2)] - 3] < -3
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e Foranyq >0, I,(f) < q/n*°.
We first prove Theorem 12, which follows easily from the above theorem.

Proof of Theorem 12. Let f : {0,1}" — {0,1} be the function from Theorem 5.3.1 such that for
any ¢ > 0, I,(f) < q/nl_%. Also we have that f is monotone and is a depth 4 ACP circuit.

Fix €3 = 1/n. Thus by Theorem 5.2.1, it follows that there exists a constant b such that for
any t > b(log(5n/e3))'8, ¢ >0,

9 4

1,% - pl-d’

Iq,t,’y(f) <e3+
mn

Further, using Theorem 5.2.1, for any ¢-wise independent distribution D, we have

O]

The remainder of this section is used to prove Theorem 5.3.1. Our starting point is the work
of Ajtai and Linial [AL93], who proved the existence of functions computable by linear sized depth
3 circuits in AC? that are (Q(n/log®n),e)-resilient. However, this construction is probabilistic,
and deterministically finding such functions requires time nO"*) . Further these functions are not
guaranteed to be monotone (or even unate). We provide some intuition of our construction in the

introduction.

We initially construct a depth 3 circuit which works, but then the inputs have to be chosen
from independent Bernoulli distributions where the probability p of 1 is very different from 1/2.
By observing that we can approximate this Bernoulli distribution with a CNF on uniform bits, we

obtain a depth 4 circuit which works for uniformly random inputs.
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5.3.1 Our Construction and Key Lemmas

Construction 1: Let Ext : {0,1}" x {0,1}* — {0,1}™ be a strong-seeded extractor set to extract
from min-entropy k = 26r with error € < §/4,b = dym, §1 = §/20, and output length m = Jr.
Assume that Ext is such that € > 1/M%. Let R=2", B =20, M = 2™ and K = 2*. Let s = BM.
Thus s = Mo,
Let {0,1}" = {v1,...,vr}. We define a collection of R equi-partitions of [s], P = {P"1,..., P'R}

as follows: Let Gyt be the bipartite graph corresponding to Ext and let A (z), for any x € {0,1}",
denote the neighbours of z in Ggy. For some v € {0,1}", let N'(v) = {z1,...,2p}. For each
w € {0,1}™, the set {(j,2z; ®w) : j € {0,1}*} is defined to be a block in P?, where @ denotes the
bit-wise XOR of the two strings. Note that P indeed forms an equi-partition of [s] with M blocks

of size B.

Define the function fry : {0,1}° — {0,1} as:

e = NV A we

1SiSR1<j<M gepi

Let
InM —Inln(R/In2)
T B

We prove the following lemmas from which the proof of Theorem 5.3.1 is straightforward.

We first introduce some definitions.

Definition 5.3.2 ((n,7)-Bernoulli distribution). A distribution on n bits is an (n,T)-Bernoulli
distribution, denoted by Ber(n, 1), if each bit is independently set to 1 with probability T and set to
0 with probability 1 — 7.

Lemma 5.3.3. Let Ext : {0,1}" x {0,1}* — {0,1}™ be the extractor used in Construction 1. For
any constant €; > 0, let (1 — B™V)y < p; <. Then there exists a constant § > 0 such that for
any q > 0,

q
Iq,Ber(s,lfpl)(fExt) < 8176'
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The following generalizes the notion of a design extractor which was introduced by Li [Lil2a].

Definition 5.3.4 (Shift-design extractor). Let Ext : {0,1}" x {0,1}¢ — {0,1}™ be a strong-seeded
extractor. Let n = 2¢. If for any distinct x, 2’ € {0,1}", and arbitrary y,y' € {0,1}™

{(h, Ext(z,h) ®y) : h € {0,1}4} n{(h, Ext(z’,h) ®y') : h € {0,1}%}] < (1 — n)n,

then Ext is called an n-shift-design extractor.

Lemma 5.3.5. Let Ext : {0,1}" x {0,1}*> — {0,1}™ be the extractor used in Construction 1.

Suppose Ext is a %—shift—desz’gn extractor. For any constant €; > 0, let (1 — B~ )y < p; < 7.

Then, the following holds:

—_

E,Ber(s,1—p) st (y)] = 5| < B~

[\)

Lemma 5.3.6. Let TExt : {0,1}" x {0,1}* — {0,1}™ be the Trevisan estractor from Theorem

2.1.5 with parameters as in Construction 1. Then, TExt is a %-shz‘ft-design extractor.

Lemma 5.3.7. Suppose v < 9/10. Then for any v > 0, there exists an explicit size h monotone
CNF C on h bits, where h =0 (11n (1)), such that v — v < Pry oy, [C(z) = 0] < .

We first show how to derive Theorem 5.3.1 from the above lemmas.

Proof of Theorem 5.3.1. Let TExt : {0,1}" x {0,1}* — {0,1}™ be the Trevisan extractor from
Theorem 2.1.5 with parameters as in Construction 1: k = 26r,m = ér,0; = 6/20 and € = 9027
where d is chosen appropriately such that the seed length of TExt from Theorem 2.1.5 is (for some

constant \)

B )\logQ(r/e) B )\logZ(r/2*52ﬁ)

= = = \2r + log?r + 2 1 = = :
Tog (/) log 2 A(657 + log® r + 202+/r logr) = 61017 = §ym

Thus, indeed M~ < € < §/4.
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We now fix the parameter 7 as follows. Let the parameter v in Lemma 5.3.7 be set to /B,
where €; = §/4 and let C be the size h monotone CNF circuit guaranteed by Lemma 5.3.7, where
h < B1*24. Thus, (1 — B~“)y < Pry.y, [C(x) = 0] < 7.

Choose the largest integer r such that for m = or, we have n’ = sh = BMh < n. It follows
that for this choice of r, n’ = Q(n). We construct our function on n’ bits. The size of the coalition

1-6 _ (n/)l—(S’

is at most n , where 8’ = 0 — o(1). Thus, we may assume n =n’ = BMh and 6 = §'.

Thus n = BMh < M1#0+01+26)01 apnd B = D),

We now use Construction 1 and construct the function frgy : {0,1}* — {0,1}, where we
instantiate Ext with extractor TExt as set up above. Let f be the function derived from frgyt
by replacing each variable y; by a copy of the monotone CNF C set up above. Since TExt is a
polynomial time function, frext can be constructed in polynomial time. Thus f is computable by

a polynomial time algorithm. Further, f is an O(RM Bh) = n?W sized monotone circuit in AC?

of depth 4.

We observe that,

MB3)1—° (since M%/? > B?)

This calculation and Lemma 5.3.7 yields that

Lis(f)<I (fTExt)-

5
siT2 ,Ber(s,1—p1)

Using Lemma 5.3.3, it follows that

quBer(s’l_pl) (fEXt) S 5
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We now bound the bias of f. By Lemma 5.3.6, we have that TExt is a %—shift—design

extractor. Thus by Lemma 5.3.5, we have

1

’Ewaer(s,lpl)[fTExt(y)] - 2‘ < B*Q(l) = n*Q(l).

Finally, using Lemma 5.3.7, it follows that

‘Emun [f(2)] -

O]

Proof of Lemma 5.3.6. To prove that TExt is a %-shift—design extractor, we first recall the con-

struction of the Trevisan extractor TExt : {0,1}" x {0,1}* — {0, 1}™.

For any input y € {0,1}", we describe the construction of the Trevisan extractor [Tre0l,
RRV02] to obtain the first bit of the output since this is enough for the purpose of this proof. Fix
an asymptotically good binary linear error correcting code C’ with constant relative rate «, block

1

length 7 = (r 4+ 1)/a, and relative distance 5 — 3, where § < e. Further assume that C’ contains

the all 1’s string 1. Let {v1,...,0r41} be a basis of C" with v, 41 = 1. Let C be the binary linear
code generated by {v1,...,v,} ie., C = span{vy,...,v,}. It follows that C does not contain I,
has relative rate a(1 — 2) > 0.9a and relative distance & — 3. Let Enc : {0,1}" — {0,1}" be the

encoding function of C.

Further fix a subset S; C [b] of size log(7). Then the first bit of the output of TExt on input
y and seed z is the bit at the zg, ’th coordinate of the string ¢, = Enc(y). Thus, as we cycle over

all seeds z, each bit of the string ¢, appears equally often.

For any « € {0,1}", define
T? = {(h, TExt(z, h)y) : h € {0,1}°}, T} = {(h, TExt(z,h)y & 1) : h € {0,1}"}.

Let x, 2’ be any two distinct 7 bit strings. It follows by our argument above, and the fact that C’
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is a linear code with distance 3 — 8 containing I that |72 N T£?| < (3 + B)B < 0.9B for any two
bits b1 and bs.

Let y,y" € {0,1}™. Let the first bit of y be by and the first bit of ¥’ be by. Thus,

[{(h, TExt(z,h) @ y) : h € {0,1}°} N {(h, TExt(z',h) @ y') : h € {0,1}°}| < [T N T??| < 0.9B.

O
Proof of Lemma 5.3.7. Let hy = [log(2/v)], and let hy be the largest integer such that (1 —
2-h2)h > 1 5. Thus,
(I-y)<@-2")M<(1-9)/(1-27")
<(1-y)(1+27")
<1-701+v)
<l—v+4+v
and hy = O(2").
Define
h1  ho
Clz) = /\ \/ Lg1,92-
g1=1g2=1
and h = hihy = O(hs2"2) = O (Llog (2)).
Thus Pr, .y, [C(z) = 0] =1 — (1 — 27"2)"1 and hence
v—v<Pryy,[C(z) =0 <.
O

We now proceed to prove Lemma 5.3.3 and Lemma 5.3.5.
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For convenience, define

f Ext \/ /\ Ye

1<]<Mg€p]z

where ¢ € {0,1}". Further, let
p2=(1-p)? p3=(01-p)"
We record two easy claims.
Claim 5.3.8. For any i€ {0,1}",5 € {0,1}™, PI‘yNBer(s,lfpl)[/\KEP]? ye=1]=(1—p1)B =po.
Claim 5.3.9. For any i € {0,1}", Pry per(s,1—p) [ fixe (¥) = 0] = (1 — p2)™ = ps.

We frequently use the following inequality.

Claim 5.3.10. For anyn > 1 and 0 < x < n, we have

2
n n

We also frequently use the following bounds.

Claim 5.3.11. The following inequalities hold: Let e3 = €1/2. Then,

In R—Inln2 1
1, mAoRnZ (] —

2. < (B (1-£5) <ps < (52) (1+55) <%

Proof. We have,

=1-p)B>010-7)P>e7B1-+’B) (by Claim 5.3.10)
> Ik Mlnm( ;) (since 7 < (In M)/B < r/B)
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We now upper bound py. We have,

po < (1—~(1 = B~9)B < ¢BO-B") (by Claim 5.3.10)

InR—Inln2 B-<1 InR—-Inln2\ 5.5«
G LR Gt

< InR—Inln2 (1+ r )
- M Bea

Thus,

InR—Inln?2 1 1 < <lnR—lnln2 14 1
M ==y Be)’

since € = €1/2.

Estimating similarly as above, we have

ps = (1—p2)™
InR— 1nln2 1\
Z 1- > <1+B€2>>
1 1 1 2 1 2 1 2 —(In R—InIn
o (1_ (mR-Inln2y <1+B€2> ) (%) B (by Claim 5.3.10)

v

v

()05
-2)()

<
-
(1-1)(52).
(-2
<

Y
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Finally, we have

< ({_(mR-lnlm2\ /1 M
bs = M Be

2\ 18"
< <R> (by Claim 5.3.10)

In2 2 In2 r
< (=2 ) 2/BT < | =22 .
_<R>2 _(R>(1+B€2)
In2 2r In2 -5 In2 r
—— — < < | — < | — .
(%) (-5a) =m= (%) "<(%) 0+ 50)

Thus,

5.3.2 Proof of Lemma 5.3.3 : Bound on Influence of Coalitions on fg,

We now proceed to bound the influence of coalitions of variables on fryt.
Claim 5.3.12. For any i € {0,1}" and ¢ < s'79, L, Ber(s,1—p1) (fixe) < £

Proof. Let Q be any set of variables of size ¢, ¢ < s'~9. There are at most ¢ blocks of P? which
contain a variable from ). By Claim 5.3.8, it follows that the probability that for a y sampled from

Ber(s,1 — p1), there is no ANn gate at depth 1 in f& . which outputs 1 is at most

s1—90

_ 1—
(1—p)Mt<p, ™

1-6

< p3(2R) 7 (since p3 > 1/(2R) by Claim 5.3.11)
< pgeT/M6/2 (since s = M1 < M1+g/2)
1
<3 (since p3 < 0.9/R by Claim 5.3.11)
Thus the influence of @) is bounded by %. O

Definition 5.3.13. For any i € {0,1}" and j € {0,1}™, define a block P} to be bad with respect
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to a subset of variables @ if ]P; N Q| > 2¢B. Further call a partition P' bad with respect to Q if it
has a block which is bad. Otherwise, P is good.

Claim 5.3.14. Consider any subset of variables Q of size q. If ¢ < s*=9, then there are less than
KM bad partitions with respect to Q.

Proof. Suppose to the contrary that there are at least K M bad partitions. It follows by an averaging
argument that there exists j € {0,1}™ such that the number of bad blocks among the {PJZ S
{0,1}"} is at least K. Define the function Ext;(x,y) = Ext(x,y) ®j. Observe that Ext; is a seeded
extractor for min-entropy k£ with error e.

Let NVj(x) denote the set of neighbours of = in the graph corresponding to Ext;. It follows
that |{|N;(z) N Q| > 2¢B|}| > K. We note that ¢/M = s'"0/M = (MB)'~°/M < 1/M%/' < ¢,
since € > 1/M% = 1/M%/?0 > 1/M%/1%, Thus, we have

{IN; (@) N QI = (e + p@) B} = K,

where g = q/M. However this contradicts Theorem 2.4.1. Thus the number of bad blocks is
bounded by K M. O

Claim 5.3.15. Let P be a partition that is good with respect to a subset of variables Q, |Q| = q.

If ¢ < 51_6, then IQ,Ber(s,l—pﬂ(f]fjxt) < ﬁb

Proof. We note that there are at least M — g blocks in P’ that do not have any variables from Q.
Each of the remaining blocks have at most 2¢B variables from (). An assignment of x leaves féxt
undetermined only if: (a) there is no ANn gate at depth 1 in f}, ., which outputs 1 and (b) There
is at least one block with a variable from () such that the non-() variables are all set to 1. These
two events are independent. Further, by Claim 5.3.12, the probability of (a) is bounded by 1/R.
We now bound the probability of (b). If there are h variables of @ in Pj?', the probability that the
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non-(Q variables are all 1’s is exactly (1 — p;)B="

. Thus the probability of event (b) is bounded by

g(1—p1)PU729 = gpy>
< S (since ps < r/M by Claim 5.3.11)
= qlr 5 (since € < §/4)
M2
< 1q 35 (using r = M°M)
-3
1 i 146 1+
9g1-0 (since s = M < M T1).
s
O
Thus for any ¢ < s'79,
KM g 1 q q
O

5.3.3 Proof of Lemma 5.3.5: Bound on the Bias of fg

We now proceed to show that fry is almost balanced. For ease of presentation, we slightly abuse

notation and relabel the partitions in Construction 1 as P!, ..., PE, where for any i € [R], P

corresponds to the partition P with v; being the

Claim 5.3.16. There erxists a small constant e3 > 0 such that for anyi € {0,1}", Pry Ber(s,1—p)) [fa (y) =

_ 1 1
=1-%, where 1l — g5 < %5 <14 5.

Proof. nirectly follows from Claim 5.3.11.

)

r bit string for the integer ¢ — 1.

O]

We now estimate the probability Pry Ber(s,1—p,)[fExt(y) = 0]. This is not direct since the

fIf]Xt’s are on the same set of variables, and can be correlated in general. Towards estimating this,

we introduce some definitions.
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Definition 5.3.17. Let P!, P7 be two equi-partitions of [s] with blocks of size B. Then (P', P7) is
said to be pairwise-good if the size of the intersection of any block of P* and any block of PJ is at

most 0.9B8.

Definition 5.3.18. Let P,... PR be equi-partitions of [s] with blocks of size B. A collection of
partitions P = {PL, ..., PR} is pairwise-good if for any distinct i,j € {0,1}", (P!, P7) is pairwise-

good.

Lemma 5.3.19. If P is pairwise-good, then |Ey Ber(s,1—p;)[fExt(¥)] — %\ < Bﬂlm.

Lemma 5.3.20. The set of partitions P = {P*,..., PR} in Construction 1 is pairwise-good.

It is clear that the above two lemmas directly imply that |[E, Ber(s,1—p,) [[Ext (¥)] — 3l < Bﬂl(l) .

Proof of Lemma 5.3.20. Let P;ll and Pj’; be any two blocks such that i; # i3. We need to prove
that [Pj! N P?| < 0.9B. Recall that P! = {(z,Ext(i1,z) ® j1) : = € {0,1}}, and similarly
P;QQ = {(2,Ext(ig, 2) ® j2) : z € {0,1}*}. The bound on |P;11 N P;2| now directly follows from the

2

fact that Ext is a %—shift—design extractor. O

Proof of Lemma 5.3.19. Let P = {P',..., P®} be pairwise-good.
Recall that

b3 = PryNBer(s,l—pl)[f]élxt(y) = 0] = E

Let y be sampled from Ber(s,1 — p;). Let E; be the event f  (y) = 0. We have,
b= Prwaer(s,lfpl)[fExt (y) = 0] =Pr \/ E;
For 1 <c¢ <R, let

Se= Y  Pr| A\ E,

1<i1<...<ic<R 1<g<e
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Using the Bonferroni inequalities, it follows that for any even a € [R],

a a+1
> (plels. <p <> (-plels.. (5.2)
c=1 c=1

Towards proving a tight bound on p using (5.2), we prove the following lemma.

Lemma 5.3.21. There exist constants B1, B2 > 0 such that for any ¢ < s%1, and arbitrary 1 < iy <
... < 1. < R, the following holds:

(%)CgPr /\ E;, g(;>c<1+Mlﬁg>.

To prove the above lemma, we recall Janson’s inequality [Jan90, BS89]. We follow the

presentation in [AS92].

Theorem 5.3.22 (Janson’s Inequality [Jan90,BS89,AS92]). Let 2 be a finite universal set and let
O be a random subset of 1 constructed by picking each h € € independently with probability pp,.
Let Qq,...,Qyp be arbitrary subsets of 1, and let &; be the event Q; C O. Define

L
A= Z Pr[& N Ej], n:HPr@.
i=1

1<j:QiNQ;#0

Assume that Pr[&;] < T for alli € [(]. Then

n < Pr {/\E} < neléf.

O]

Proof of Lemma 5.3.21. We set 1 = 1/90 with foresight. Without loss of generality suppose iy = g
for g € [c]. We use Janson’s inequality with = [s], and O constructed by picking each h € [s]
with probability 1 — pi. Further let &; ; be the event that P]?' C O. Intuitively, O denotes the set
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of coordinates in y that are set to 1 for a sample y from Ber(s,1 — p;). With this interpretation,

the event fi . (y) = 0 exactly corresponds to the event A, <j<M & ;. Thus, we have

Pr /\ E,| =Pr /\ Eij
1<g<e i€[c],je{0,1}™

We now estimate n,A,~v to apply Janson’s inequality. For any i € [c|,j € {0,1}"™, we have
Pr(&; ;] = Pr[PJ? C O] = (1 = p1)? = ps. Note that 7 = py < 5. Further

n= H Pr@]:(l—pg)Mc:]ﬁ:(%)C.

i€[c],je{0,1}™

Finally, we have

A = Z PI’[&'le VAN 51'2,]'2]

i1 <iz€[c],j1,j2€{0,1}m: P NP1 £0

We observe that any P; can intersect at most B blocks of another partition P*. Thus, the total
number of blocks that intersect between two partitions P and P7 is bounded by M B = s. Further,
recall that P is pairwise-good. Thus it follows that for any distinct 1,72 € [c], and ji, j2 € {0,1}"™,
[P N P2 < 0.9B. Thus, |Pil U P{?| > 1.1B and hence for any i < iy € [c], j1,j2 € {0,1}™,

Jun
—

11

Pr[€i17j1 N 51'273'2] < (1 _pl)To = p2170'
By Claim 5.3.11, p < 5;. Thus,
c 11 51+2ﬂ17a2 (MB)1+25172 Bl1+26: r2 M51(1+251)7«2 r?
A< 5p210 < 1 11 = 1 = 1 < 1 .
2 M 10 M 10 MTO_Qﬁl MTO_Qﬁl Mﬁ—351
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Recall g; = 1/90. It follows that
A<M 7,

where 8/ =1/70 .

Invoking Janson’s inequality, we have

(5 = A )= (5 e < (vegg) ()
This concludes the proof. ]

Fix a = 5™ (assume that a is even), B3 = min{ 1 /2, 32/1000}, where (1, 32 are the constants

in Lemma 5.3.21.
The following lemma combined with (5.2) proves a tight bound on p (recall that p =
PryNBeT(S,lfpl)[fExt(y) = O])

Claim 5.3.23. ¢ — —575 < >0 (=1)°7'5, < St (—1)elS, < e+ 57T

Proof. For any ¢ < a + 1, using Lemma 5.3.21, we have

(1) &) <0< () (&) (1+ 5.

We have,
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and

<R> <a>c: R(R—l)..R.C(R—c+1)(z!C

2 c
a®\ «

> (1 — R) ' (by Weierstrass product inequality)
c!

by our choice of a.

Thus, for any ¢ < a, we have

af 1
Se =T | S W (5:3)
It also follows that
1 1 2
Sa+1 < a + m < m, (54)

using a = s%3.
Finally, by the classical Taylor’s theorem, we have
a

) 1 i I A, (5.5)

c! al < MPB2
c=1

Claim 5.3.23 is now direct from the inequalities (5.3), (5.4), (5.5) and the fact that aM 52 <
M—P=2/2. O

The next claim is a restatement of Lemma 5.3.19.

Claim 5.3.24. [p — 1| < B~ where p = Pry Ber(s,1—py) [fExt (y) = 0].
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Proof. Using (5.2) and Claim 5.3.23, we have

1
e Y <
p—el < o E

Recall that from Claim 5.3.16, we have

1
ln2<1—B63> <a<ln2(l+

Thus,
1 2
—a_ L o
‘ 2‘ = Be
and hence, we have
1 < 3
P73 = Be

100




Chapter 6

Two-Source Extractors and Ramsey

Graphs

L An extractor Ext : {0,1}" — {0,1}™ is a deterministic function that takes input from a weak
source with sufficient min-entropy and produces nearly uniform bits. Unfortunately, it is impossible
to extract even 1 bit for sources with min-entropy n — 1. To circumvent this difficulty, Santha and
Vazirani [SV86], and Chor and Goldreich [CG88] suggested the problem of designing extractors for
two or more independent sources, each with sufficient min-entropy. When the extractor has access
to just two sources, it is called a two-source extractor. An efficient two-source extractor could be

quite useful in practice, if just two independent sources of entropy can be found.

Definition 6.0.1 (Two-source extractor). A function Ext : {0,1}" x {0,1}" — {0,1}™ is called a

(k, €)-two-source extractor if for any independent (n, k)-sources X and Y, we have
IExt(X,Y) — Up| < e.

Note that for m = 1, this corresponds to an N x N matrix with entries in {0, 1} such that

!parts of this chapter have been previously published [CZ16a, CL16a]
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every K x K submatrix has 1/2 + ¢ fraction of 1’s, where N = 2" and K = 2F.

6.1 Prior Work and Our results

Chor and Goldreich [CG88] used Lindsey’s Lemma to show that the inner-product function is
a 2-source extractor for min-entropy more than n/2. However, no further progress was made for
around 20 years, when Bourgain [Bou05b] broke the “half-barrier” for min-entropy, and constructed
a 2-source extractor for min-entropy 0.499n. This remains the best known result prior to this work.

Bourgain’s extractor was based on breakthroughs made in the area of additive combinatorics.

Raz [Raz05] obtained an improvement in terms of total min-entropy, and constructed 2-
source extractors requiring one source with min-entropy more than n/2 and the other source with
min-entropy O(logn). A different line of work investigated a weaker problem of designing dispersers
for two independent sources due to its connection with Ramsey graphs. We discuss this in Section

6.2.

The lack of progress on constructing two-source extractors motivated researchers to use more
than two sources with the best known result due to Li [Lil3a], where he showed how to extract
from 3 sources, each with polylogarithmic min-entropy. We discuss this line of work in more detail
in Chapter 7. Thus, in summary, despite much attention and progress over the last 30 years,
it remained open to explicitly construct two-source extractors for min-entropy rate significantly

smaller than 1/2.

In joint work with Zuckerman [CZ16a], we construct an explicit two-source extractor for

polylogarithmic min-entropy.

Theorem 14. There exists a constant C' > 0 such that for alln € N, there exists a polynomial time
computable construction of a 2-source extractor 2Ext : {0,1}" x {0,1}" — {0,1} for min-entropy

at least log® (n) and error n=W).

The constant C in the above theorem can be taken to be 75. This was improved to C' = 19

by Meka [Mek15]. Subsequently in joint work with Li [CL16a], we improve this to 14 (see Section
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6.5 for more details). By an argument of Barak [Rao09b], every 2-source extractor is also a strong
2-source extractor with similar parameters. Thus the extractor 2Ext in Theorem 14 is also a strong

2-source extractor.

An open problem here is to improve the error to negligible since this is important useful
for applications in cryptography and distributed computing. For example, several researchers have
studied whether cryptographic or distributed computing protocols can be implemented if the play-
ers’ randomness is defective [DO03, GSV05, KLRZ08,KLR09]. Kalai et al. [KLRZ08] used C-source
extractors to build network extractor protocols, which allow players to extract private randomness
in a network with Byzantine faults. A better 2-source extractor with negligible error would im-
prove some of those constructions. Kalai, Li, and Rao [KLR09] showed how to construct a 2-source
extractor under computational assumptions, and used it to improve earlier network extractors in
the computational setting; however, their protocols rely on computational assumptions beyond the

2-source extractor, so it would not be clear how to match their results without assumptions.

If we allow the 2-source extractor to run in time poly(n,1/¢), then our technique in fact

generalizes to obtain arbitrary error €. In particular, we have the following theorem.

Theorem 15. There exists a constant C > 0 such that for all n € N and any € > 0, there exists a
2-source extractor 2Ext : {0,1}" x {0,1}" — {0, 1} computable in time poly(n,1/e) for min-entropy

at least log® (n/€) and error e.

Recently, Li [Lilba] extended the construction in [CZ16a] to achieve an explicit strong
2-extractor with output length k¢ bits, for some small constant a. By our observation above,
this immediately implies a 2-source extractor for min-entropy k > logc/ n, for some large enough

constant C’, with output length Q(k); in fact, the output can be k bits.

6.2 Ramsey Graphs

Definition 6.2.1 (Ramsey graphs). A graph on N wvertices is called a K-Ramsey graph if does not

contain any independent set or clique of size K.
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It was shown by Erdés in one of the first applications of the probabilistic method that
there exists K-Ramsey graphs for K = 2log N. By explicit, we mean a polynomial-time algorithm
that determines whether there is an edge between two nodes, i.e., the running time should be

polylogarithmic in the number of nodes.

Frankl and Wilson [FW81] used intersection theorems to construct K-Ramsey graphs on
N vertices, with K = 20(Vlog Nloglog N) - Thig remained the best known construction for a long
time, with many other constructions [Alo98, Gro00, Bar06] achieving the same bound. Gopalan
[Gopl4] explained why approaches were stuck at this bound, showing that apart from [Bar06],
all other constructions can be seen as derived from low-degree symmetric representations of the
OR function. Finally, subsequent works by Barak et al. [BKS™10, BRSW12] obtained a significant

o 2210g170‘ (log N)

improvement and gave explicit constructions of K-Ramsey graphs, with K , for some

absolute constant o.

We also define a harder variant of Ramsey graphs.

Definition 6.2.2 (Bipartite Ramsey graph). A bipartite graph with N left vertices and N right
vertices is called a bipartite K-Ramsey graph if it does not contain any complete K x K-bipartite

sub-graph or empty K x K sub-graph.

Explicit bipartite K-Ramsey graphs were known for K = /N based on the Hadamard
matrix. This was slightly improved to o(v/N) by Pudlak and Rédl [PR04], and the results of
[BKST10,BRSW12] in fact constructed bipartite K-Ramsey graphs, and hence achieved the bounds

as mentioned above.

The following lemma is easy to obtain (see e.g.,[BRSW12]).

Lemma 6.2.3. Suppose that for all n € N there exists a polynomial time computable 2-source
extractor Ext : {0,1}" x {0,1}" — {0,1} for min-entropy k and error ¢ < 1/2. Let N = 2" and

K =2k, Then there exists an explicit construction of a bipartite K-Ramsey on N vertices.

Thus, Theorem 14 implies the following.
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Theorem 16. There exists a constant C' > 0 such that for all large enough n € N, there exists

an explicit construction of a bipartite K-Ramsey graph on 2N wvertices, where N = 2" and K =

2(log10g N)c .

The constant C' in [CZ16a] can be taken to be 75. This was improved to C' = 11 by Meka
[Mek15], and subsequently improved in [CL16a] to 8 (see Section 6.5).

Given any bipartite K-Ramsey graph, a simple reduction gives a K/2-Ramsey graph on N
vertices [BKS*10]. As an immediate corollary, we have explicit constructions of Ramsey graphs
with the same bound.

Corollary 6.2.4. There exists a constant C > 0 such that for all large enough n € N, there exists
an explicit construction of a K-Ramsey graph on N vertices, where N = 2" and K = 20108 log N)<,
Independent work: In independent work?, Cohen [Cohl6c] used the challenge-response mech-
anism introduced in [BKS'10] with new advances in constructions of extractors to obtain a two-
source disperser for polylogarithmic min-entropy. Using this, he obtained explicit constructions of

— 9(loglog N)om)

bipartite-Ramsey graphs with K , which matches our result and thus provides an

alternate construction.

6.3 An Outline of Our 2-Source Extractor Construction

To motivate our construction, first, let’s try to build a 1-source extractor (even though we know
it is impossible). Let X be an (n, k)-source, where k = polylog(n). Let Ext be a strong seeded
extractor designed to extract 1 bit from min-entropy k with error €. Since, for (1 —¢€)-fraction of the
seeds, the extractor output is close to uniform, a natural idea is to do the following: cycle over all
the seeds of Ext and concatenate the outputs to obtain a D-bit string Z where most individual bits
are close to uniform. Note that since the seed length of Ext is O(logn), D = poly(n). At this point,

we might hope to take majority of these D bits of Z to obtain a bit is close to uniform. However,

2Cohen’s work appeared before our work on 2-source exttractors [CZ16a]. When his paper appeared, we had an
outline of the proof but had not filled in the details.
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the output of Ext with different seeds may be correlated in arbitrary ways (even if individually the

bits are close to uniform), so this approach doesn’t work.

We try to fix this approach by introducing some independence among the uniform bits. For
example, if we obtain a source Z such that D — D94 bits are uniform, and further these bits
are (almost) constant-wise independent, then it is known that the majority function can extract
an almost-uniform bit (see Lemma 7.3.3). In an attempt to obtain such a source, we use explicit
t-non-malleable extractors from Chapter 4. Let nmExt be a (t, k, €)-non-malleable extractor that
outputs 1 bit with seed-length d, and let D = 2¢. We show in Lemma 6.4.3, that there exists a
large subset of seeds S C {0,1}%, |S| > (1 — O(y/€)) D, such that for any ¢ distinct seeds s, ..., s;
in S, [nmExt(X, s1),...,nmExt(X, s;) — U] < O(ty/e). Thus, we could use our earlier idea of
cycling through all seeds, but now using an explicit non-malleable extractor instead of a strong-
seeded extractor. We use the explicit t-non-malleable extractor constructed in Chapter 4 (see
Theorem 1)). This construction requires min-entropy k = Q(tlog?(n/e)) and seed-length d =
O(t*1og?(n/¢)). Thus, we could cycle over all the seeds of nmExt, and produce a string Z of length
D = 20 logZ(”/e)), such that the i’th bit of Z, Z; = nmExt(X,4). Further, except for at most
O(y/eD) bits in Z, the remaining bits in Z follow a (¢, O(t1/€))-wise independent distribution. We
could now try to set parameters such that the majority function extracts a bit from Z. However, it
is easy to check that \/eD > D'~ for any constant § > 0. Since the majority function can handle
at most VD bad bits, this idea fails.

Our next idea is to look for functions that can handle larger number of “bad bits” to extract
from Z. This exactly corresponds to the notion of resilient functions studied in Chapter 5 and we
note that Z is non-oblivious bit-fixing sources. Thus, our idea is to use the explicit (log(D))°M)-
independent (D'~%, D=%(M))resilient functions from Theorem 12 in Chapter 5.

Recall that Z = nmExt(X,1) o ... o nmExt(X, D) is a (q,t,7)-NOBF source on D bits,
where ¢ = /eD,y = O(y/et) and D = 20 log?(n/e))  We set t = 1og®M (D), and thus we require
Hoo(X) =10g M) (n/e). As we observed before, ¢ > D9 for any § > 0. Thus, we cannot directly

apply the resilient function f from Theorem 12 on Z to extract an almost bit. (A more important
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issue in directly applying f to Z is that while using Lemma 5.2.1, we have to bound the term ~vD?
in the error, which is clearly greater than 1 for the current parameters.) We note that it is not

surprising that f cannot extract from Z since we just used 1 source up to this point.

We now use the second independent source Y to sample a pseudorandom subset T of
coordinates from [D], |T| = D' = n®®M, such that the fraction of bad bits Z7 (the projection
of Z to the coordinates in T') remains almost the same as that of Z (with high probability). A well
known way of using a weak source to sample a pseudorandom subset was discovered by Zuckerman
[Zuc97], and uses a seeded extractor, with the size of the sample being the total number of seeds and
fraction of bad bits increases at most by the error of the extractor (with high probability). Thus
using known optimal constructions of seeded extractors with seed-length d’ = O(log(n/€’)), we have
D' = (n/)°WM. Thus Z; is (q,t,~)-NOBF source on D’ bits, where ¢ = (v/€ 4+ ¢ )D’, v = O(y/et).
Further, the incurred error on applying f (from Theorem 12) on Z; is (D)D) 4 4(D')t (using
Lemma 5.2.1). By choosing § to be a small enough constant, the term ¢ D’ can be made smaller than
(D')'=9 /2. Further, by choosing e small enough (n~1°6M") e can ensure that \/eD' < (D')!=9/2

and vD' = (D')~(). This completes the description of our 2-source extractor.

6.4 Reduction to an NOBF Source

The main result in this section is a reduction from the problem of extracting from two independent
(n, k)-sources to the task of extracting from a single (q,t,7)-NOBF source on n®(1) bits. We

formally state the reduction in the following theorem.

Theorem 6.4.1. There exist constants §, ¢ > 0 such that for everyn,t > 0 there exists a polynomial
time computable function reduce : {0,1}" x {0,1}" — {0,1}P, D = n%W), satisfying the following

property: if X,Y are independent (n, k)-sources with k > c/t* log? n, then
Pry vy [reduce(X,y) is a (q,t,7)-NOBF source] > 1 — n~v®

where ¢ = D70 and v = 1/D'FL.
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Li had earlier proved a similar theorem with ¢ = D/3, and his methods would extend to

achieve a similar bound as we achieve.

The § we obtain in Theorem 6.4.1 is a small constant. Further, it can be shown that for our
reduction method, it is not possible to achieve § > 1/2. Thus, we cannot use the majority function

as the extractor for the resulting (g, t,y)-NOBF source.

The reduction in Theorem 6.4.1 is based on explicit constructions of non-malleable extractors

from Chapter 4.

In the following lemma, we reduce extracting from two independent sources to extracting
from a (q,t,7)-NOBF source using non-malleable extractors and seeded extractors in a black-box

way. Theorem 6.4.1 then follows by plugging in explicit constructions of these components.

Lemma 6.4.2. Let nmExt : {0,1}" x {0,1}% — {0,1} be a (L, k, e1)-non-malleable extractor and
let Ext : {0,1}" x {0,1}% — {0,1}% be a seeded extractor for min-entropy k/2 with error es. Let
{0,1}% = {s1,...,8p,}, D2 = 2%. Suppose that Ext satisfies the property that for all y € {0,1}",
Ext(y, s) # Ext(y, s') whenever s # s'. Define the function:

reduce(x, y) = nmExt(z, Ext(y, s1)) o ... o nmExt(z, Ext(y, sp,)).
If X and Y are independent (n, k)-sources, then
Pr, y[reduce(X,y) is a (q,t,7)-NOBF source] > 1 —n~*®),

where ¢ = (y/€1 + €2) Do and v = 5t\/€7.

We prove a lemma about t-non-malleable extractors from which Lemma 6.4.2 is easy to

obtain.

Lemma 6.4.3. Let nmExt : {0,1}" x {0,1}¢ — {0,1} be a (t,k,€)-non-malleable extractor. Let
{0,1} = {s1,...,sp}, D = 2% Let X be any (n,k)-source. There exists a subset R C {0,1},
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|R| > (1 —\/€)D such that for any distinct r1,...,r+ € R,
(nmExt(X,r1),...,nmExt(X, 7)) ~5. e U
Proof. Let

BAD = {r € {0,1}¢ : 3 distinct r1,...,7; € {0,1},
Vi € [t] ri #r, st |[(nmExt(X, r), nmExt(X,r1),...,nmExt(X,r))—

(Up, nmExt(X,71),...,nmExt(X, r))| > v/e}

We define adversarial functions fi, ..., f; as follows. For each r € BAD, set fi(r) =mr;,i=1,...,t
(the fi’s are defined arbitrarily for r ¢ BAD, only ensuring that there are no fixed points). Let Y
be uniform on {0, 1}¢. It follows that

|(nmExt(X,Y), nmExt(X, f1(Y)), ..., nmExt(X, f;(Y)))—
(U, nmExt(X, f1(Y)), ..., nmExt(X, f;(Y)))| > \2/5\BAD]

Thus |[BAD| < /e2¢ using the property that nmExt is a (k,t, ¢)-non-malleable extractor. Define
R ={0,1}¢\ BAD. Using Lemma 2.3.11, it follows that R satisfies the required property. O

Proof of Lemma 6.4.2. Let R C {0,1}% be such that for any distinct rq,...,7; € R,
(nmExt(X, 1), ..., nmExt(X, 7)) =5 e Ut

It follows by Lemma 6.4.3 that |R| > (1 — \/er)D;.
Define Samp(y) = {Ext(y, s1), ..., Ext(y,sp,)} C {0,1}%. Using Theorem 2.4.2, we have
Pr [|Samp(y) N R| < (1 — /e — €2)Da] <2742, (6.1)

T
y~Y
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Consider any y such that [Samp(y) N R| > (1 — (/€1 — €2) D3, and let Z, = reduce(X,y). Since the
output bits of nmExt corresponding to seeds in Samp(y) N R are (t, 5t,/e1)-wise independent, we
have that Z, is a ((\/e1 + €2)Da, t, 5t,/e1)-NOBF source on Ds bits.

Thus using (6.1), it follows that with probability at least 1 —27%/2 over y ~ Y, reduce(X, )
is a ((\/€1 + €2) D2, t, 5t,/€1)-NOBF source on Dy bits.

Proof of Theorem 6.4.1. We derive Theorem 6.4.1 from Lemma 6.4.2 by plugging in explicit non-

malleable extractors and seeded extractors as follows:

1. Let nmExt : {0,1}" x {0,1}% — {0,1} be an explicit (¢, k, €1 )-non-malleable extractor from
Theorem 1. Thus d; = ¢;t2 log? (n/e1), for some constant ¢;. Such an extractor exists as long

as k > /\1tlog2(n/61) for some constant Ap.

2. Let Ext : {0,1}" x {0,1}¢ — {0,1}% be the extractor from Corollary 2.1.3 set to extract from
min-entropy k/2 with error ea. Thus d = cylog(n/ez) for some constant cp. Let D = 27 =

(n/e2)®. Such an extractor exists as long as k > 3d.
3. We choose €1, €9, d such that the following hold:

o (\/e1 +e)D < D'
o /e <1/(5tD'1).
e & = dcy < 9/10.

Co

To satisfy the above requirements, we pick €7, €3 as follows: Let ea = 1/n%2 where Cs is fixed

such that e;D < D1*5/2. Thus, we need to ensure that

€2 < 1/(2D%). Substituting D = (n/ez)®? and simplifying, we have

€ < 6525/271025
ie., ey 2% < 1/2n°20

ie., €2 < 1/(2n)%/0=9),
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We note that 1 — ¢ > 1/10. Thus, we can choose Cy = 10.

We now set €; = 1/n! where we choose the constant Cy such that /e; < 1/(5tD'*!).

Simplifying, we have

6362 (t+1) 1 1

€1 = 9512 n202 (t+1) < o512 7202 (Ca+ 1) (t+1) = P23t D)

Thus, we can choose C7 = 24c¢o.

4. We note that for the above choice of parameters, nmExt and Ext indeed work for min-entropy

k > /t*1log? n, for some large constant ¢’.
5. Let {0,1}¢ = {s1,...,5p}.

Define the function:
reduce(z,y) = nmExt(z, Ext(y, s1)) o ... onmExt(z, Ext(y, sp)).
Let X and Y be independent (n, k)-sources. By Lemma 6.4.2, it follows that
Pr,.y[reduce(X,y) is a (g, t,7)-NOBF source] > 1 —n~«1),

where ¢ = (y/€1 +€2)D and v = 5t,/€;. Theorem 6.4.1 now follows by our choice of parameters. [

6.5 Wrapping Up the Proofs of Theorem 13 and Theorem 14

Proof of Theorem 13. Let f : {0,1}" — {0,1} be the explicit function constructed in Theorem 12

satisfying: For any ¢ > 0, t > c(logn)'8 (c is the constant from Theorem 12) and v < 1/nf*!,

o I(f) < gq/n'"3

e For any (t¢,~)-wise independent distribution D,

E.plf(2)] = 3| < —am-
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1—
9.1,

Using Lemma 5.0.4, it follows that f is an extractor for (n ~v)-non-oblivious bit-fixing sources

with error 1/n(). O

Proof of Theorem 14. Let reduce : {0,1}" x {0,1}"™ — {0, 1} be the function from Theorem 6.4.1
with t = c(logn)'®, where c is the constant from Theorem 13. Set the constant C' = 74 and C; = ¢/,
where ¢ is the constant from Theorem 6.4.1. We note that D = n©(),
Let bitExt : {0,1}” — {0,1} be the explicit extractor from Theorem 13 set to extract from
(g, t,y)-non-oblivious bit-fixing source on D bits with error ﬁ, where ¢ = D'% and y < 1/DtL.
Define
2Ext(z,y) = bitExt(reduce(z,y)).

Let X and Y be any two independent (n, k)-sources, where k > C;(logn)®. We prove that

nf(1)

Let Z = reduce(X,Y). Theorem 6.4.1 implies that with probability at least 1—n~“(1) (over y ~ Y),
the conditional distribution Z|Y =y is a (g, t,y)-non-oblivious bit-fixing source on M bits. Thus,

for each such y,

1
|bitExt(reduce(X,y)) — Uy| < ——.
n(1)
Thus, we have
1 1
[(2Ext(X,Y),Y) - (U, Y)| < +

- n"-’(l) nQ(l) )

6.6 Achieving Smaller Error

We show that it is indeed possible to achieve an extractor with smaller error at the expense of
increasing the running time of the extractor. We achieve this by slightly modifying the construction

in Theorem 14.
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Informally, we now use the sources X and Y to generate a much longer string Z with the
property that most of the bits are t-wise independent. This allows us to achieve smaller error in
the reduction, and now applying the extractor for (q,t,~)-sources developed in Theorem 13, the

result follows.

Theorem 6.6.1 (Theorem 15 restated). There exists a constant C > 0 such that for alln € N and
any € > 0, there exists a 2-source extractor 2Ext : {0,1}™ x {0,1}™ — {0,1} computable in time

poly(n,1/€) for min-entropy at least log® (n/€) and error e.

Proof sketch. We provide the details of the construction and omit the proof since it is very similar

to the proof of Theorem 14.

We set up the required ingredients as follows:

e Let t = b(log(5D/¢))'8, where b is the constant from Theorem 5.2.1.

e Let nmExt : {0,1}" x {0,1}% — {0,1} be a (t, k, 1)-non-malleable extractor from Theorem
1. Thus di = ¢;1t? logQ(n/ €1), for some constant ¢;. For such an extractor to exists, we require

k> Mtlog?(n/e).

e Let Ext : {0,1}" x {0,1}% — {0,1}% be the seeded extractor from Theorem 2.1.3 set to
extract from min-entropy k/2 with error e3. Thus, d = cylog(n/ez), for some constant co.

Let D = 2% = (n/e3)®2. Such an extractor exists for k > 3dj.
e Choose 0 > 0, such that ¢’ = dca < 9/10.

e Let f:{0,1}P” — {0,1} be the function from Theorem 5.3.1 such that f is I,(f) < q/Dl_g

and |Ey~u,[f(v)] — 3| < D77 for some small constant 3.
e Pick €1, €2 such that the following inequalities are satisfied:

— D = (n/ex)® > max{1/e'/P 1/e*/7},

— €< D79/2=(ex/n)?,
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1
— Ve = gpeT

1 2 ’ ’
Thus, we can pick ez = min{ne=2? ne2? 1/n%/(1=9} and ¢, = 1/(5tDH1).

e With this setting of parameters, we require k > (log(n/e))®, where ¢ is a large enough

constant, for nmExt and Ext to work.

Let {0,1}%2 = {ry,...,7p,}. Define
reduce(z,y) = nmExt(z, Ext(y, 1)) o ... o nmExt(z, Ext(y,p,))

and

2Ext(z,y) = f(reduce(z,y)).

Using arguments similar to the proof of Theorem 14, it can be shown that 2Ext is an extractor for

min-entropy k with error O(e). Further, the extractor runs in time poly(n, 1/€). O

6.7 Towards Optimal Ramsey Graphs

Since one of the motivations to study 2-source extractors is the connection to Ramsey graphs
and to meet Erdds’ challenge to explicitly construct O(log N)-Ramsey graphs on N vertices, it
is interesting to see if the above framework can be pushed to meet this goal. After our work in
[CZ16a], Meka [Mek15] improved one of the components in the above construction. In joint work
with Xin Li [CL16a], we construct an improved ¢-non-malleable extractor (see Theorem 11, Chapter
4). Using these components in the framework developed, the following results are easy to obtain

by suitably optimizing parameters.

Theorem 17. There exists a constant C' > 0 such that for any 6 > 0 and for all n,k € N
with k > C(logn)? 6(140)+3 g any constant € < % , there exists an efficient polynomial time

computable 2-source extractor min-entropy k with error € that outputs 1 bit.
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Theorem 18. There exists a constant C > 0 such that for any § > 0 and for all n,k € N with
k > C(log(n))*VoU+9)45 ihere exists an efficient polynomial time computable 2-source extractor

min-entropy k with error n=*Y) and output length Q(k).
7.899

Thus Theorem 17 implies K-Ramsey graphs on N = 2" vertices, with K = 2(lcglogn)

This currently stands as the best known explicit construction of a Ramsey graph.
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Chapter 7

Multi-Source Extractors

I In Chapter 6 we studied the problem of extracting from 2 independent sources. As we saw, the
best known 2-source extractor requires min-entropy roughy log®n (for constant error). Recall that
any explicit (k, €)-2-source extractor Ext : {0,1}" x {0,1}" — {0,1} (for any € < 1/2) implies a
2F_Ramsey graph on N = 2" vertices. Thus achieving min-entropy & = logn + O(1) immediately
implies an explicit O(log N)-Ramsey graph matching Erdés’ challenge from the 1940’s. However
based on the current methods to construct 2-source extractors (see Chapter 6), it looks like a

challenging task to even achieve min-entropy O(logn).

In this chapter we study a relaxed version of the problem, and allow the extractor access to

multiple independent source. We formally define a multi-source extractor.

Definition 7.0.1. A function iExt : ({0,1}™)¢ — {0,1}™ is an extractor for C independent sources

with min-entropy k and error € if for any independent (n, k)-sources Xq,...,X¢, we have

[iExt(X1,...,Xc) =Up| <e

An impressive line of work studied this problem and constructed extractors with excellent

parameters [BIW06, BKS™10,Rao09a, BRSW12,RZ08, Lilla,Li13b,Lil3a,Lil5e, Cohl5a]. However,

!parts of this chapter have been previously published [CL16a)
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the smallest entropy these constructions can achieve is (logn)?*® for any constant § > 0 [Lil3a],
which uses O(1/6) + O(1) sources. In a very recent work, Cohen and Schulman [CS16] managed to
break this “quadratic” barrier, and constructed extractors for O(1/4) + O(1) sources, each having

min-entropy at least (logn)'+9.

The results in this chapter are based on joint work with Xin Li [CL16a].

7.1 Our Result and Overview of techniques

Our main result in this section is the following.

Theorem 7.1.1. There exists a constant C > 0 s.t for all n,k € N and any constant € > 0, with
k> 20VIogloe(m) 1og | there exists an explicit function Ext : ({0,1}")¢ — {0,1}, such that

‘EXt(Xl,. . .,Xc) — U1| <ee.

On a high level, we follow a framework introduced by Cohen and Schulman [CS16], and
improve a key component of their construction which allows us to achieve the improved result. The
first step in [CS16] is to use O(1) (an absolute constant) independent sources and transform it into

a collection of r matrices such that at least r — r0-49

of these matrices are ‘good’ and follow a certain
independence property. In particular, for any good matrix X and any distinct ¢ of the other good
matrices X!, ..., X, there exists a row index h such that (X, X},...,X!) ~ (U, X}, ..., X!),
where t = O(1) is some parameter. The next idea is to use an independence preserving merger
(IPM), which by definition, uses a few additional sources and transforms these matrices into a r.v
Z on r bits such that at least 7 — 7049 bits of Z are almost t-wise independence. By using our
explicit non-malleable independence preserving merger construction (NIPM) from Chapter 3, we
show how to construct an improved IPM which uses just 1 additional source (this is the step where

[CS16] uses an additional O(1/d) sources). It is known that the majority function [DGJ*10, Viol4]

is an extractor for Z (see Lemma 7.3.3), which completes the construction. Therefore, we obtain
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a multi-source extractor for an absolute constant number of (n, log! o) n)-sources, which outputs

one bit with constant (or slightly sub-constant) error.

We first present our IPM construction in the next section, and use this to improve upon the

results on multi-source extractors obtained in [CS16] in Section 7.3.

7.2 An Independence Preserving Merger Using a Weak Source

An important ingredient in our construction is an explicit construction of an independence pre-
serving merger. We use the (L,¢,t)-NIPM constructed in the Section 4.4.1 to merge the r.v’s
X, X!, ..., X! each supported on boolean L x m matrices, with the guarantee that there is some
h € [L] s.t X}, is uniform on average conditioned on {X : g € [t]} using an independent (n,k)-
source Y (instead of a seed as in the previous section). Our construction improves the construction

of an IPM by Cohen and Schulman [CS16], and further uses just 1 independent source.

Recall that for any a x b matrix V, and any S C [a], we use Vg to denote the matrix

obtained by restricting V to the rows indexed by S.

Our main result in this section is the following theorem.

Theorem 7.2.1. For all integersm, ¢, L,t >0, anye >0, r = [ll‘;ggﬂ and any k > 2c3.5.7¢1og(m/e)(t+

2)"+2 there exists an explicit function (L,f,t)-IPM : {0,1}™F x {0,1}" — {O,l}m”, m/ =

(0.9/t)" 1 (m — c3570(t + 1)rlog(m/e) — ca12(t + 2)log(n/€))), such that if the following condi-
tions hold:

o X, X! ... X! are r.v’s, each supported on boolean L x m matrices s.t for any i € [L], |X; —

Um‘ <e,
e Y is an (n,k)-source, independent of {X, X!, ... X'}.

o there exists an h € [¢] such that |(Xp, X},..., X)) — (U, X1, XE)| <,
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then

(L, 0,£)-IPM(X,Y), (L, £,)-IPM(X',Y),..., (L, ¢, t)-NIPM(X',Y)

— Uy, (L, 0,1)IPM(XY,Y), ..., (L, £,£)-IPM(X!, Y)| < 3¢h 5 - Le.

Proof. We set up parameters and ingredients required in our construction.
o Let d =0.8k,d = co1.2log(m/e),dy = co1.210g(n/e).
e Let Exty : {0,1}" x{0,1}% — {0,1}% be a (k, €)-strong-seeded extractor from Theorem 2.1.2.

e Let Exty : {0,1}™ x {0,1}¥ — {0,1}™, m/ = 0.9(m — c2.12(t + 1) log(n/e)), be a (m —

c2.1.2(t + 1)log(n/e), €)-strong-seeded extractor from Theorem 2.1.2.

e Let (L,£,t)-NIPM : {0,1}2™ x {0,1}¢ — {0,1}"" be the function from Theorem 4.4.4 with

error parameter e.

Algorithm 8: (L, /¢, t)-IPM(x,y)
Input: x is a boolean L x m matrix, and y is a bit string of length n.
Output: A bit string of length m”.

Let w = Slice(x1,d;)

Let z = Exty(y, w).

Let v = Slice(z, d’).

Let 7 be a L x m/-matrix, whose i’th row is given by v; = Exto(z;,v).
Output z = (L, £, t)-NIPM(7, z).

U W N

We begin by proving the following claim.

Claim 7.2.2. Conditioned on W,{W9Y : g € [t]}, the following hold:
e 7 is e-close to Uy,
o Z,{Z9 : g € [t]} is independent of X,{XY9 : g € [t]},
e For each i € [L], X; has average conditional min-entropy at least m — (t + 2)log(n/e),
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o X, |{X] : g € [t]} has average conditional min-entropy at least m — (t + 2)d; log(n/e).

Proof. Since Ext; is a strong extractor, we can fix W, and Z is e-close to Uy on average. Further,
Z is now a deterministic function of X;. Thus, we can fix {W1! ... W'} without affecting the
distribution of Z. Since W* is on d bits, and without any prior conditioning since X|{XY : g € [t]}
is e-close to uniform on average, it follows that conditioned on {Xj : g € [t]}, W,{WY : g € [t]},

the r.v X}, has average conditional min-entropy m — (t + 1)d; log(n/e) — log(1/e). O

Claim 7.2.3. Conditioned on W,{W¥Y : g € [t]}, V,{V9: g € [t]}, the following hold:

{Z,Z',...,Z"} is independent of {X, X', ... X},

1, ... ,Vt} is a deterministic function of {X, X' ... X!},

{V.v

For each i € [L], V; is 2e-close to uniform,

Vul{V7i : g € [t]} is 2e-close to uniform on average.

e Z has average conditional min-entropy at least d — (t 4 2)log(m/e).
Proof. Fix W, {W¥ : g € [t|]}. Thus, by Claim 7.2.2, we have

e 7 is e-close to Uy,
o Z,{Z9 : g € [t]} is independent of X, {XY : g € [t]},
e For each i € [L], X; has average conditional min-entropy at least m — (¢ + 2) log(n/e),

o X,|{X] : g € [t]} has average conditional min-entropy at least m — (¢ + 2)log(n/e).

Since each X; has average conditional min-entropy at least m — (¢ + 2)log(n/¢), it follows
that each V; is 2e-close to uniform and Exts is a strong extractor, it follows that V; is 2e-close to
U, on average even conditioned on {V, V! ... V!}. After this fixing, Z has average conditional

min-entropy at least d — (t + 2) log(n/e).
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We now prove that V,|{V7}, : g € [t]} is 2e-close to uniform on average. First, we fix the
r.v’'s W, {W¥9 : g € [t]} (at this point no other r.v’s are fixed). As before, we have X,,|{X7 : g € [t]}
has average conditional min-entropy k, > m — (t + 2)log(n/¢€). Thus, we fix {X{ : g € [t]}. Now
since Exts is a strong extractor, V, is uniform on average even conditioned on V. We fix V, and
thus V7, is a deterministic function of X;,. Further, {V7 : g € [t]} is a deterministic function of
{V9: g € [t]}, and hence a deterministic function of Z, {Z9 : g € [t]}. Thus, we can fix {V} : g € [t]}

without affecting the distribution of Vj. This completes the proof of our claim. O

The correctness of the function IPM is direct from the next claim.

Claim 7.2.4. Conditioned on {Z° : g € [t]}}, the r.v Z is 3Le-close to uniform on average.
Proof. Fix the r.v's W, {W9 : g € [t]},V,{V9: g € [y]}. We observe that the following hold:
e Z,{Z9 : g € [t]} is independent of Y,{Y?: g € [t]},
e For each i € [L], V; is 2e-close to uniform,
o V,|{V} : g€ [t]} is 2e-close to uniform on average.

e Z has average conditional min-entropy at least d — (¢ + 2) log(m/e).

The claim is now direct from Theorem 4.4.4 by observing that by our choice of parameters, the

following hold:
e d > (c357llog(m/e) +d")(t +2)"T! where d” = (t + 2)log(m/e),
e 7 has average conditional min-entropy at least d — d”,
e m” < (0.9/t)"(m' — cs570(t + 1)rlog(m/e)).

This completes the proof of the claim, and hence Theorem 7.2.1 follows. O
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7.3 The Extractor Construction

We recall a reduction by Cohen and Schulman [CS16]. Informally, they used a constant number
of independent sources to transform into a sequence of matrices such that a large fraction of these
matrices follow a certain t-wise independence property. For our purposes, we need to slightly modify
this construction. The length of the rows (the parameter m in the following theorem) in the work of
[CS16] can be set to clog(n/e), for any constant c¢. Using another additional source and extracting
from it using each row as seed (using any optimal strong-seeded extractor), the length of each row

can be made Q(k).

We state the theorem from [CS16] with this modification.

Theorem 7.3.1 ([CS16]). There exist constants a > 0 and and c7.3.1 such that for alln,t € N, and
for any €,6 > 0, there exists an polynomial time computable function f : ({0,1}")¢ — ({0, 1},
where C' = T/a, L = O(tlogn),r = n3/* m = Q(k), such that the following hold: Let Xq,...,X¢
be independent (n,k) sources, k = c7.3.1tlog(t)log(nlogt/e). Then there exists a subset S C [r],

S| >r— r2 = and a sequence of L x m matrices Y',...,Y" such that:
o f(Xy,...,X¢) is 1/r-close to Y, ..., X",
o foranyi € [L] and g € S, Y is e-close to Uy,

e for any g € S, and any distinct i1,...,3; in S\ {g}, there exists an h € [L] such that
Y,’;|{Yfl cg€r)\{g}} is e-close to uniform.

We are now ready to present our extractor construction. By composing Theorem 7.3.1 with

our independence preserving merger from Section 7.2, we have the following result.

Theorem 7.3.2. There exists a constant o > 0 such that for all n,t € N, and for any €,6 > 0,
there exists an polynomial time computable function reduce : ({0,1})¢*+t — {0,1}", where C =
% + 1,7 = n3/%, such that the following hold: Let Xi,...,X¢ be independent (n, k) sources, k >
gViogitloglogn g (f; /¢)(14-2)O(VIogt+loglogn) . o 1 10g(t) log(nlogt/e), and let Z = reduce(Xy, ..., Xc41)-
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Then there exists a subset S C [r], |S| > r — rz=® such that Zg is n=*Y-close to a (t,v7.3.2)-wise

independent distribution, where 739 = O(etlogn).

Proof. Let f: ({0,1}")¢ — ({0, 1}2™)" be the function from Theorem 7.3.1 with €731 = €,m = pk
for some constant 3 > 0. Thus L = O(tlogn). Let (L, ¢,t)-IPM : ({0,1}2™)!x{0, 1} be the function
from Theorem 7.2.1, with £ = oVicg L — 9O(Vlogitloglogn) 4 error parameter €791 = €. Define

reduce(xy,...,zo41) = (L, 4, t)-IPM(f(x1,...,20), To41)-

We note that k > c¢7.3.1tlog(t) log(nlogt/e). Thus, using Theorem 7.3.1, it follows that there exists

a subset S C [r], |[S]| > r — 72 and a sequence of L x m matrices Y!,...,Y" such that:

o f(Xy,...,X¢)is 1/r-close to Y!,...,Y",
e for any i € [L] and g € S, Y7 is e-close to Uy,

e for any g € S, and any distinct 1,...,4 in S\ {g}, there exists an h € [L] such that

Yz|{Yfl :j € [r]\ {g}} is e-close to uniform.

We now work with the sources Y!,...,Y”, and add an error of 1/r in the end. The theorem is now

direct using Theorem 7.2.1 and observing that the following hold by our setting of parameters:

L

o k> 2cy570log(k/e)(t +2) Tet 1+
o m =Sk >2VI8L ¢y 5 0(t + 1)rlog(m/e) + ca1a(t + 2)log(n/e)).

O]

Our multi-source extractor in Theorem 7.1.1 is now easy to obtain using a result on the

majority function.
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Theorem 7.3.3 ([DGJ*10,Viol4,CS16]). Let Z be a source on r bits such that there exists a subset
Scir],|S|>r— r2=% such that Zg is t-wise independent. Then,

1 logt
Pr[Majority(Z) = 1] — 2’ <0 <otg + ro‘) .

We also recall a result about almost ¢-wise independent distributions.

Theorem 7.3.4 ([AGMO3]). Let D be a (t,v)-wise independent distribution on {0,1}"™. Then there

exists a t-wise independent distribution that is nt~y-close to D.

Thus, we have the following corollary.

Corollary 7.3.5. There exists a constant ¢ such that the following holds: Let Z be a source on r
bits such that there exists a subset S C [r], |S| > r — r2=® such that Zg is (t,7)-wise independent.
Then,
y 1 logt o .
| Pr[Majority(Z) = 1] — §| <c — +r7 Y+t ).

Proof of Theorem 7.1.1. Set t to a large enough constant such that % < €/2. Let a be the
constant from Theorem 7.3.2, r = n3/® and C' = % + 1. Let reduce be the function from Theorem
7.3.2 with parameter ty 30 = t, r7.30 = r, and the error parameter €7 3.9 set such that the parameter

Y730 < rt% This can be ensured by setting e = n=¢" for a large enough constant C”.

Define

Ext(x1,...,zc) = Majority(f(x1,...,z¢)).

Let Z = f(Xy,...,X¢). We note that with this setting of parameters, there exists some
constant C” such that any k > 26" V1oglogn Jog(p) is sufficient for the conclusion of Theorem 7.3.2
to hold. Thus, Z is a source on r bits such that there exists a subset S C [r], |S| > r — rz=® for

which Zg is (¢,7)-wise independent. Theorem 7.1.1 is now direct from Corollary 7.3.5. O
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Chapter 8

Extractors for Sumset Sources

I This chapter is based on , we introduce and study a new model of weak sources which we call
sumset sources. Informally, this is the class of sources which are the sum (XOR) of independent
sources. This further reduces the assumptions made on weak sources, and provides a unified
framework for designing extractors for many well studied classes of sources. We then construct
explicit extractors for sumset sources and apply them to other classes of sources studied before.
In several cases we obtain substantial improvements over previous constructions. We now formally

define sumset sources.

Definition 8.0.1. For any two strings x,y € {0,1}", define = +y to be the bit wise XOR of the

two strings.

Definition 8.0.2 ((n, k, C')-sumset source). A weak source X is called an (n,k,C)-sumset source

if X=Xy +...+ X¢, where Xy, ...,X¢ are independent (n, k)-sources.

A well known extractor for this class of sources is based on the Paley graph function (see
Theorem 2.5.4) and works for the sum of 2 independent sources, with one source having min-entropy
at least > n/2 and the other having min-entropy > logn. On the other extreme, the work of Kamp

et al. [KRVZ11] shows how to extract when X is a sum of exponentially many sources when the

!parts of this chapter have been previously published [CL16b]
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sum of the min-entropies of these sources is large enough. To the best of our knowledge, there is

no other known explicit construction for 2 < C' < 20(n)
The results in this chapter are based on joint work with Xin Li [CL16b].

Our main result is an explicit construction of an extractor for the sum of a constant number

of independent sources, each containing polylogarithmic min-entropy.

Theorem 19. There exist constants ¢,C > 0 and a small constant 8 > 0 such that for all n € N
and k > log®n, there exists a polynomial time computable extractor for (n,k,C)-sumset sources,

Q(1)

with error n~ and output length k°.

8.1 Relations and Applications to Other Sources

Independent Sources

The class of independent sources is clearly a special case of sumset sources. That is, if we view
the joint distribution of several independent sources as one source X, then X is also a sumset
source. Thus, our construction in Theorem 19 also gives an extractor for a constant number of
independent sources with polylogarithmic min-entropy. If we can improve the construction and
obtain an explicit extractor for (n, k,2)-sumset sources with k& > log®n, then this will also match

the two source extractors in [CZ16a, Lil5b].

Affine Sources

An affine source X on n bits with entropy k is the uniform distribution over some unknown affine
subspace of dimension k in {0,1}" (viewing {0,1}" as F%2). This model generalizes oblivious bit-
fixing sources (where some of the bits are uniform and independent, while others are fixed) and thus
has received attention for its applications to cryptography. Affine extractors have also been used

by Viola [Viol4] to construct extractors for sources generated by NC® and AC? circuits. Further,

2In general, affine sources can be defined on any field F,, but in this paper we focus on F.
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good affine extractors imply the best known circuit lower bounds [DK11, FGHK15].

Using the probabilistic method, one can show that affine extractors exist for entropy k =
O(logn). However until recently, the best known explicit constructions for affine extractor was
due to Bourgain [Bou07], who using sophisticated techniques from additive combinatorics and
gave an explicit extractor for min-entropy at least dn, for any constant . This construction was
subsequently slightly improved to entropy n/+/loglogn by Yehudayoff [Yeh11] and Li [Lillb]. In
a very recent work, Li [Lil5c] constructed the first explicit affine extractors for polylogarithmic

entropy.

We note that an affine source is also a special case of sumset source, since an affine subspace
of dimension k can be written as the sum of C affine subspaces of dimension k/C. Thus, as a
direct corollary of our extractor for sumset sources, we also obtain extractors for affine sources with

polylogarithmic min-entropy, matching the recent work of Li [Lil5c].3

Corollary 8.1.1. There exists a constant ¢ > 0 and a small constant 8 > 0 such that for all
n,k € N with k > log®n, there exists a polynomial time computable extractor for affine sources in

Q(1)

{0,1}™ with entropy k. The extractor has error n~ and output length k°.

Proof. Let X be an affine source with min-entropy k. Let v1,...,v; be a basis of X and b be the
shift vector. Let C be the constant in Theorem 19. For i € [C], define the source X; to be the
uniform distribution on the linear subspace spanned by v(;_1)x/c41 - -+, Vix/c for i =2,--- ,C, and
define X; to be the uniform distribution on the affine subspace spanned by v; ..., vy ¢ with shift
vector b. Thus X = ZJC:1 X, where each X; has min-entropy k/C and the X;’s are independent.

Thus X is a (n, k/C, C)-sumset source, and we can now apply Theorem 19. O

Small-Space Sources

We study small-space sources in Chapter 9 and refer the reader to this chapter for more details.

3The extractor construction is essentially the same as in [Lil5c], but the analysis is different.
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Interleaved Sources

We study interleaved sources in Chapter 10 and refer the reader to this chapter for more details.

Total Entropy Independent Sources and Somewhere Entropy Independent Sources

We study these sources in Chapter 9 and refer the reader to this chapter for more details.

8.2 Overview of Techniques

On a very high level, our extractor follows the same spirit of our 2-source extractor construction
in Chapter 6. That is, we first convert our sumset source into a (N S ¢, v)-NOBF source on N bits
(see Chapter 5 for a definition of NOBF sources) , where N = n©M t = k* v < 1/N**! for some

constants 0 < §,« < 1. We will then apply extractors for this source constructed in Chapter 5.

To obtain such a non-oblivious bit-fixing source, it suffices to use two independent sources
as shown in Chapter 6. More specifically, if we have a somewhere random source* with N rows such
that N — N° rows are uniform, then it is not hard to show that we can use an explicit correlation
breaker from Chapter 3 (Theorem 3.4.2), we obtain an NOBF source with at least N — N? ‘good’

bits that are k“-wise independent.

Now the problem is how to obtain the somewhere random source. The standard way is to
use a seeded extractor with seed length O(logn) (so that to keep the running time polynomial in n)
and try all possible values of the seed. Each seed will give an output and we can then concatenate
the output to form a matrix. This does indeed give us a somewhere random source, however there
are now two problems. First, we cannot just use any seeded extractor with seed length O(logn).
This is because we need to apply the seeded extractor to the sum of several independent sources,
and we need to keep the “sum” structure carefully for the purpose of alternating extraction later.

If we just use any seeded extractor, then after applying the extractor the “sum” structure may not

4A somewhere random source is a matrix of random variables such that at least one row is uniform.
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be preserved. Therefore, here again we need to use a linear seeded extractor. Luckily, we do have

linear seeded extractors with seed length O(logn), due to a construction in [Lil5c].

Second, just doing this is not enough, since the error of the somewhere random source is
not good enough for our purpose. Specifically, in order to apply the extractor for non-oblivious
bit-fixing source we need the error to be negligibly small, while the error we obtained from a seeded
extractor with seed length O(logn) is only polynomially small. Note this is different from the affine
extractor construction in [Lil5c|, as in the case of affine sources one can show that if we use a
linear seeded extractor, then most of the rows in the somewhere random source actually have error
0. However for general weak random sources the best error one can hope for (even with a linear

seeded extractor) is 1/poly(n) if the seed length is O(logn).

To get around this, we use a sampling method (similar to a technique seen in Chapter 6).
Specifically, they first used an extractor (or a non-malleable extractor) with large seed length to
achieve small error from one source, and then use another independent source to sample from the
rows of the somewhere random source to bring down the number of rows. The first idea would be
to try the same idea here in our construction. That is, if X is the sum of two independent sources,
then one can take two linear seeded extractors Extq, Exty such that Ext; has large seed length,
Exto has seed length O(logn) and output length the same as the seed length of Ext;, and compute
Ext1 (X, Exta(X, r)) for every possible choice r of Exts’s seed. However, the problem now is that
the sampling procedure becomes correlated, and even with linear seeded extractors we do not know

how to analyze it.

We thus turn to another approach, used by Li in his multi-source extractor [Lil3a]. The
idea is that, assume that X = X +- - -+ X is the sum of some constant C' number of independent
sources (instead of just two independent sources). Then if we apply a linear seeded extractor to
X, by the property of the extractor for every fixed seed the output will also be the XOR of C
independent outputs from each X,;. If every output is e-close to uniform for some error €, then
the error after the XOR will be reduced to roughly €. Thus, if we take C to be a large enough

constant, this error will be much smaller than 1/N where N is the number of rows in the somewhere
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random source. At this point we can use a union-bound type argument to show that the somewhere
random source is actually Ne¢ = 1/poly(n)-close to another somewhere random source where a
large fraction of the rows are truly uniform. Thus we can switch to the new somewhere random

source and only introduce an error of 1/poly(n).

8.3 The Extractor Construction

In this section we construct explicit extractors for (n, k,C)-sumset sources where k = polylog(n)

and C is a large enough constant.

Theorem 8.3.1 (Theorem 19 restated). There exists constants ¢,C > 0 and a small constant
B1 > 0 such that for alln € N, there exists a polynomial time computable extractor for (n,k,C+1)-

Q(1)

sumset sources, k > log®(n), with error n™ and output length kPr.

We use the rest of the section to prove Theorem 8.3.1. We claim that the function computed
by Algorithm 9 is the required extractor. We first set up the parameters and ingredients used by
Algorithm 9.

o Let 3=1/20,t=Fk" e=1/n’
e Letc=(A+1)/5.

e Let LExt : {0,1}"x{0,1}¢ — {0,1}™, ny = Vk, be the linear seeded extractor from Theorem
2.1.6 set extract from min-entropy k with error e. Thus d = ¢j logn, for some constant c;.

Let D =24 = ne1.
e Let C=c; +2,k =d? e =1/D? =1/n% nyg =k k' =n2 = k¥ 5 = (2¢; — 1)/2¢;.

e Let LExt; : {0,1}™ x {0,1}% — {0,1}% and LExty : {0,1}" x {0,1}% — {0,1}% be
instantiations of the linear seeded extractor from Theorem 2.1.5, both set to extract from min-
entropy k' with error ;. Thus, d; = O(log?(k/e1)) = O(t*log®n) and dy = O(log®(k/e1)) =
O(t*log® n). Finally let LExts3 : {0,1}™ x {0,1}% — {0,1}"2 be an instantiation of the linear
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seeded extractor from Theorem 2.1.5 set to extract from min-entropy k” with error €;. Thus,
ds = O(log?(n1/e1)) = O(t?1log® n). Let ACB be the function computed by Algorithm 4 using

these linear seeded extractors.

e Let bitExt : {0,1}P — {0,1}™, m = t%, be the extractor from Theorem 13 set to extract

from (g, t,)-non-oblivious sources where ¢ = D% and v = 1/D*+!.

Algorithm 9: SUMExt(x)

Input: A bit string x = x1 + ...+ zc11, where each x; is a bit string of length n.
Output: A bit string of length m.

th
h

1 Let w be the n; x D boolean matrix whose i"* row w; is given by LExt(z, s;).
2 Let v be the na x D boolean matrix whose i'" row v; is given by ACB(w;, x, s;).

3 Let r be the first column of the matrix v. Output bitExt(r).

We prove the following claims about the random variables computed in Algorithm 9 from

which Theorem 8.3.1 is direct.

Claim 8.3.2. V is l/no(l)—close to a somewhere-random source V' containing a subset R of rows,

|R| > D — D? such that the joint distribution of any t distinct rows in R is y-close to Ugy,.

Proof. Since LExt is a strong seeded extractor, it follows that for any j € [C], there exists a subset
S; € {0,1}4,1S;] > (1 — \/€) D, such that for any s € S; LExt(X, s;) is y/e-close to U,,. Thus, by

a union bound, it follows that there exists a set S C {0,1}¢,
S| > (1-CVe)D>D—-D°,

(the inequality follows by our choice of parameters) such that for any s; € S, LExt(Xj,s;) is
Ve-close to Uy, for each j € [C].

Since LExt is linear seeded, it follows that for any i € [D], it follows that W’ = LExt(X, s;) =
(Zle LExt(X;, si)) FLExt(Xcy1, ;). Thusifs; € S, then by Lemma 2.3.8, (2?21 LExt(X;, s,;))

c/2

is €¢/2-close to U,,. Using a hybrid argument, it follows that W is De~/“-close to a D x n; matrix
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W, whose i*" row W' is equal to W' if s; ¢ S, and otherwise is given by Y’ + LExt(Xc.1, 8;),
where Y follows the distribution U,,. We note that the Y%’s can be arbitrarily correlated.

Thus, V is De®/%-close to a D X ng-matrix V such that if s; € S, then the it" row V' is

given by ACB(Y* + LExt(Xcy1,58), X, ;).

Now consider any subset {s;,,...,s; } C S of size t. We claim that
i i
(V' .., V) =0tde) Utm.

We fix the random variable {LExt(Xc1, i), ..., LExt(Xc41,5:,)}. As a result of this fixing,

Xc+1 has min-entropy at least k — tny — log(1/€) > k/2 with probability at least 1 — e. Let
C

Z-y% X,
Thus,

(V... V") = (ACB(Y! + a1, Xca1 + Z, 83,), - - ., ACB(Y" + ap, X1 + Z, 53,)),

where aq,...,a; are some constants.

We now invoke Theorem 3.4.2 noting that the following conditions hold by our choice of

parameters:
e X( is independent of {Z, Y, ... Yt}
e Each s;, is a distinct bit string of length d.
o k/2> k' + 8tdid + log(1/e).
e ng > k' + 3td; + log(1/e).
o ny > k' + 10tdyd + (4td + 1)ng + log(1/e).

Thus,

(ACB(Y' + a1, Xci1 4+ Z,8i,), - .., ACB(Y' + ay, X1 + Z, 84,)) Ro(dtey) Utm.
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We note that by our choice of parameters, the following inequalities hold:

o dte; < 1/Dt+2.

o /2D < 1/n2.

The claim now follows from the fact the above argument holds for any arbitrary size ¢ subset of S

and the fact that V is ¢¢/2D-close to V. O

Claim 8.3.3. V' is 1/n%M_close to U,y,.

Proof. Follows directly from Claim 8.3.2 and Theorem 13. O

Remark 8.3.4. It is not hard to see that the results in this section generalize to sumset sources

. C .
over any field, i.e., sources of the form X = " X;, where each X; is a source on Fy for some

mn

q» @+ b denotes the standard vector addition.

prime power q, where for a,b € F
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Chapter 9

Extractors for Small-Space Sources

! Trevisan and Vadhan [TV00] introduced the problem of constructing seedless extractors for
the class of samplable sources, where the weak random source is generated by a computation-
ally bounded algorithm. They constructed explicit extractors for such sources based on strong but
plausible complexity-theoretic assumptions. Subsequently, Kamp et al. [KRVZ11] studied the prob-
lem of constructing seedless extractors for small-space sources, where the weak source is generated

by a small width branching program. We define this model more formally below.

Definition 9.0.1. [KRVZ11] A space s source X is generated by taking a random walk on a
branching program of length n and width 2°, where each edge of the branching program is labelled
with a transition probability and a bit. Thus a bit of the source is generated for each step taken on

the branching program, and the source X is the concatenation of all the bits.

As observed in [KRVZ11], the model of small space sources generalizes many previously
studied sources, including von Neumann’s source of independent coin flips with unknown bias
[vN51], the finite Markov chain model studied by Blum [Blu86], a generalization of bit-fixing sources
known as symbol-fixing sources [KZ07b|, and sources consisting of many independent sources.

However, the class of affine sources appears not to be related to small space sources.

!parts of this chapter have been previously published [CL16b]
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Using the probabilistic method, one can show that error e extractors exist for space s
sources with min-entropy k > 2s+log s+ O(log(n/e€)). However, previously the best known explicit
extractor for space s sources is from the work of Kamp et al. [KRVZ11], which requires min-entropy
k > ~vn and space s < 7n, where v > n=% for some small universal constant 6. In other words,
their extractor requires almost linear min-entropy even for sources with space as small as 1, while
we know from the probabilistic method that for space O(logn) sources one can hope to construct
extractors for min-entropy O(logn). In addition, the techniques used in [KRVZ11] start out by
reducing to the so called total-entropy independent sources, and it can be shown that this reduction

has a fundamental bottleneck and cannot possibly go below min-entropy /n.

9.1 Our Result and Overview of Techniques

The results in this chapter are based on joint work with Xin Li [CL16b].

0.5+
“(n) g1+10a for any constant

We show how to extract from space s sources when k > 2108
o > 0. Thus for s = n°® we only need min-entropy n°). This significantly improves previous

results in terms of min-entropy requirement, and in particular break the y/n min-entropy barrier.

Theorem 20. For any constant o > 0 and for all n,k,s € N with k > 21°g0'5+a(”)51+10°‘, there
exists a polynomial time computable extractor for space s sources on n bits with min-entropy at

Q(1)

least k, with error n™ and output length k°.

We obtain our result by showing a reduction from the task of extracting from small-space
sources to the problem of extracting from sumset sources. We briefly describe the reduction below
and refer the reader to Section 9.2 for more details. Our extractor follows immediately from the

reduction.

Note that as observed in [KRVZ11], if we partition a small space source into several blocks,
and condition on the event that the branching program generating the source reaches some specific
vertices at the end of each block, then the small space source becomes a convex combination

of independent sources. This conditioning reduces the min-entropy of the source, but since the
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branching program has small width we would expect that there is still much entropy left. However,
the problem is that the entropy could now be distributed in these blocks in some arbitrary way,
with the only guarantee being a lower bound on the total amount of entropy. This is referred to as
a total entropy source as in [KRVZ11]. The problem with the approach in [KRVZ11] is that one has
to use a fixed partition of the source, so that the blocks can be used as inputs to an extractor for
independent sources. This introduced a bottleneck of entropy /n, since if the block size is smaller
than y/n then it could be the case that each block has entropy 1, while if the block size is larger

than y/n then it could be the case that all entropy is concentrated in just one block.

We get around this obstacle by not relying on a fixed partition of the source. Instead, we

0.5+a(

show that when the min-entropy satisfies & > 21°8 n)g1+10a the small space source is actually

2=k _close to a convex combination of (n, k%, C)-sumset sources. On a high level, we show this
reduction as follows. We first partition the small space source into some ¢ > C blocks with fs < k,
and we condition on the fixing of the states of the random walk at the end of each block. This
leaves us £ independent blocks such that their total min-entropy is roughly k — £s. Now if for some
particular fixing, there are at least C' blocks with min-entropy at least k%, then under this fixing the
source is an (n, k%, C')-sumset source. If not, then our key observation is that most of the entropy
(indeed, k — ¢s — tk“ = k — o(k) entropy) will be concentrated in at most C' — 1 blocks. Therefore
at least one block has min-entropy (k — o(k))/(C — 1). Thus, for this block the entropy rate will
be increased by a factor of roughly ¢/C. We can then fix all other blocks and repeat the argument
for this block. Specifically, we further divide the block into ¢ blocks and condition on the fixing of
the intermediate states. Then for any particular fixing, either it is an (n,k®, C')-sumset source or
the entropy rate of one block gets increased again by a factor of £/C. We note that the entropy
rate cannot be larger than 1, so we know at some point it has to be an (n, k%, C)-sumset source.

Therefore the original source is a convex combination of sumset sources. Notice here the partitions

are not fixed, but rather can be different for different fixings of the states.

We also consider a generalization of small space sources, where the underlying branching

program produces bits of the source in an unkown (but oblivious) order. This is discussed in Section
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9.3. We also obtain new results on extracting from total-entropy sources and somewhere entropy

sources (see Section 9.4).

9.2 A Reduction from Small-Space Sources to Sumset Sources

In this section, we show that a small-space source is close to a convex combination of sumset sources.
The idea is argue that either partitioning the source leads to a sumset source or results in increase
in min-entropy rate of one of the partitions. Thus by repeating this argument, it must be that at
some point we reach a sumset source, since otherwise we end up with a source with min-entropy

rate more than 1.

Lemma 9.2.1. For any constant o > 0 and any constant integer C > 2, any space s source on n

0'5+°‘(n)81+100¢ is 2—k9(1

bits with min-entropy k > 218 '_close to a convex combination of (n,k',C)-

sumset sources, where k' = k©.

We note that Theorem 20 now directly follows from the explicit sumset extractor constructed

in Chapter 8 (Theorem 19) and Lemma 9.2.1.

Proof of Lemma 9.2.1. Let ¢ = k*2,¢; = 275" ky, = k® be fixed parameters that we set with
foresight. Let X be a space s source on n bits with min-entropy at least k. We partition X into /¢
equi-sized blocks of length ny = n/¢. Let X;, denote the i’th block where ¢ € [¢] (thus X is a source
on n/¢ bits). We now condition on the initial state of small-space branching program at each of
these blocks, and let k; denote the min-entropy in X; after this conditioning. Observe that X;’s

are now independent sources. It follows from Lemma 2.3.7 that with probability at least 1 — €1,

0
D ki >k —ts —log(1/ey). (9.1)
=1

Consider any such good fixing of the states such that the above inequality holds. The proof now

goes via analysing two cases. Since we iterate this argument, each time with a new source, let
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X! =X and k) = k.

Case 1: [{i € [{] : ki > ku}| > C. The proof is direct in this case. For simplicity, suppose
X1,...,X¢ each have min-entropy at least k“. We fix the sources X¢41,...,Xy. Now, for each
i € [C], define the source Y; on n bits whose projection onto the the i’th block is X; and the
rest of the co-ordinates are fixed to 0. It follows that X =7 + ZzC:I Y, (for some constant string
n € {0,1}") and hence is a (n, k', C')-sumset source. Thus X is at distance at most €; from a convex

combination of such sumset sources.

Case 2: |{i € [{] : k; > kuy, }| < C. Using (9.1), it follows that there exists distinct C'— 1 partitions,

say i1,...,tc—1 such that

Q

-1
ki; 2 kay — (s + k%) — log(1/e1).

J
1

<.
Il

Thus, by an averaging argument, it follows that there exists some j € [C' — 1], such that

k‘i. > k(l) - 6(8 + ka) - log(l/el)'
T Cc-1

Hence the source X;, (on n; = n/f bits) has min-entropy rate

k(l) —l(s+ k%) —log(1/e1) ‘ é
C—-1 n

Thus, using the fact that k() > (sk®/? 4 2kot) 1+ the min-entropy rate of X, is at least ng,

and hence
Hoo(X;) S 4 H,(X1)

ni - 2C n

We now repeat the argument (i.e, analyzing the Cases 1 and 2) with X! replaced by X2 =
X;,; (and we fix all other sources). However, for different iterations of the argument, we do not
change values of the parameters ¢, €, ky,, and they are fixed to k%, 27%" and k® respectively, where

k= Hoo(X).

Suppose, if possible, that for h iterations of this argument, each time we end up in Case 2.
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Thus, we now have a source X" on n/¢" bits with min-entropy rate at least (%)h : % To derive a

contradiction using the fact that the min-entropy rate is at most 1, we require

h
* () m>1

n

« 5>k

~

° (2g)h > (Ska/2+2k2a)l+a.

(The first condition is to ensure that the min-entropy rate is more than 1, the second condition
ensures that the length of the source X" is large enough and finally the third condition is a lower

bound the min-entropy of X", which is required when we apply our argument on X"~1.)

Pick h = 1+W. It is easy to check that the first condition holds. Further the second
g {—log(2C)

and third conditions follow from the fact that k& > g1+10a9log®5 4 (n)

. Thus, it must be that in at
most h iterations of the argument, we are in Case 1 and hence X is close to a convex combination
of (n, k', C)-sumset sources. We note that the statistical distance to the convex combination is at

most O <€1 }ggg) ) O

9.3 Any-Order Small-Space-Sources

Consider the following natural generalization of small-space sources.

Definition 9.3.1 (Any-Order-Small-Space-Sources). An any-order-space s source X on [r]" is
generated by an r-way branching program of length n and width 2° and a permutation t : [n] — [n]
in the following way: The r-way branching program is a layered graph with n 4+ 1 layers and a
single start vertex. Fach edge is labeled with a variable X;, a probability value and a symbol in
[r]. Further all edges between the ith and (i + 1)th layer are labelled with same variable Xy;). The
output of the source is a random walk starting from the start vertex, assigning the symbol on the

edge to the corresponding variable and finally outputting the generated string.
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It is easy to see that the reduction in the above section generalizes to the class of any-order

small-space sources. Thus, we have the following theorem.

0.5+« (n)

Theorem 21. For any constant o > 0 and for all n,k,s € N with k > 2!°8 stH10a  there

exists a polynomial time computable extractor for the class of any-order space s sources on n bits

—Q(1)

with min-entropy at least k, with error n and output length k<.

9.4 Total Entropy and Some-Where Entropy Sources

As an intermediate model to extract from small space sources, [KRVZ11] introduced the above
mentioned total entropy independent sources. This is a collection of r independent sources of length
£ such that the total min-entropy of all r sources is at least k. By the probabilistic method,
one can show that error e extractors exist for total min-entropy k independent sources as long as
k > max{/,loglog(r/e)} +logr+2log(1/e)+O(1).2 Essentially, k can be as small as £+logr+O(1).
However, the best known extractors in [KRVZ11] are far from this. Specifically, the extractors there

need to have either k& > Q(rf) or k > (2¢1ogr)® for some constant C' > 1.

We substantially improve these results by constructing a new extractor that only requires
min-entropy O(¢) + polylog(r¢), which comes close to the probabilistic bound. In particular, we

have the following result.

Theorem 9.4.1. There exist constants ¢,C > 0 and a small constant 3 > 0 such that for all
r, 0,k € N with k > C(¢ + log®(rl)), there exists a polynomial time computable extractor for r
independent sources over {0, 1}4 with total min-entropy k, with error (rﬁ)_Q(l) and output length

K.
To prove the theorem we show the following lemma.

Lemma 9.4.2. For anyt,C €N, let Xy,--- , X, € ({0,1})" be r independent sources over {0, 1}

2Note that k > ¢ is necessary, otherwise the entropy could be contained in just one source, making extraction
impossible.
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with total min-entropy k > C({ 4 t). Then there exists a partition of the r sources into C' disjoint

subsets Y1,---, Yo such that each Y; has min-entropy at least t.

Proof. We prove the lemma by induction on C'. For the case where C = 1, one can view the whole
set X1, -+, X, as a partition Y7, and it is clear that Y7 has min-entropy & > ¢+t > t. Now suppose
the lemma holds for some C' € N, we show that it holds for C' + 1.

First notice that for two independent sources X,Y, we have that Hoo(X oY) = Hoo(X) +
H(Y). Now, consider the smallest i such that X; o--- o X; has min-entropy at least t. We know
such an ¢ exists because Xj o---0X, has min-entropy at least k > (C'+1)(¢+1t) > t. Since i is the
smallest, we know that X; o---0X;_; has min-entropy at most ¢. Note that X; has min-entropy at
most ¢, thus X; o---0X; has min-entropy at most t+¢. Next, since X; o---0X,. has min-entropy at
least k > (C'+1)(¢+t), we know that X;;10---0X, has min-entropy at least k— (t+¢) = C(t+¥4).
Now we can apply the induction hypothesis and we see that there exists a partition of X;41 - X,
into C disjoint subsets such that each subset has min-entropy at least ¢t. Put in X; o--- 0 X; we

get C' + 1 disjoint subsets. O

By setting t = log®(r¢) and combining the lemma with Theorem 19, we immediately obtain

Theorem 9.4.1.

In order to extract from total entropy independent sources, [KRVZ11] actually argues that
since the total entropy is at least k, some of the independent sources will have entropy at least &’
(the relation between k and k' depends on the number of sources). Therefore, total entropy sources
reduce to independent sources where some of them have a certain amount of min-entropy. We call

such sources somewhere entropy independent sources.

Definition 9.4.3. An (n,k,{)-somewhere-C' source consists of ¢ independent sources Xy, ..., Xy,

each on n bits, such that at least C of the X;’s have min-entropy at least k.

Note that C' here needs to be at least 2. In this context, our extractor for sumset sources

from Theorem 19 actually gives an extractor for an (n, k, ¢)-somewhere-C' source with k > logn
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for some constants C,c > 1, and outputs k(M bits. Note that the number of sources ¢ here is
irrelevant since we can just take the sum of the sources and fix any other source that does not have

min-entropy k.

In fact, we can use a simpler method to get a slightly stronger result. We show that we can
extract from (n, k, £)-somewhere 2 sources for k = polylog(n) and any integer ¢ (with the extractor

running in time poly(n, ¢)).

Theorem 9.4.4. There exists a constant ¢ > 0 and a small constant § > 0 such that for all
n,k, 0 € N with k > log®n, there exists an extractor computable in time poly(n,£) for (n,k,?)-

somewhere-2 sources, with error n=*1) and output length Q(k).

Proof. Let 2Ext : {0,1}" x {0,1}™ — {0,1}™, m = k/10 be the 2-source extractor from Theorem
14 set to extract from min-entropy k/2 with error € = 1/n*(1). Define the function Ext : {0, 1} —
{0,1}™ as

Ext(zy,...,z¢) = Z 2Ext(z4, ).
1<i<j<t

We claim that for any (n, k, £)-somewhere 2-source X = {Xy,..., Xy},
[Ext(X) — Up| < e.

We prove this in the following way. Since the function Ext is symmetric, we can assume without
loss of generality that the sources X; and Xz have min-entropy at least k each. Fix the sources
X3, ..., Xy. Thus, after this fixing

L 4

Ext(X1, Xg,73...,2¢) = 2Bxt6(X1,Xo) + [ > 2Bxt(Xy,25) | + [ > 2Ext(Xy,25) | +5,
j=3 j=3

for some constant s € {0,1}™. Now, we observe that A = <Z§:3 2Ext(X1,xj)> is a random

variable on {0, 1} and is deterministic function of X;. Thus, we fix A, and using Lemma 2.3.7, X,

has min-entropy at least 0.9k —m with probability 1 — 92—k, Similarly, B = (Eﬁ:g 2Ext(Xo, a:j)>
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is a random variable on {0, 1}"" and is deterministic function of Xg. Thus, we fix B, and X5 has

min-entropy at least 0.9k — m with probability 1 — 9~k Thus, after this fixing
Ext(X) = 2Ext(X1, X2) + &,

for some constant s’ € {0,1}™. Further X; and X5 are still independent, each with min-entropy
at least 0.8k (with probability at least 1 — 2*’“9(1)). The result now follows since 2Ext is a 2-source

extractor for min-entropy k/2. O
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Chapter 10

Extractors for Interleaved Sources

Raz and Yehudayoff [RY11] introduced a natural generalization of the class of independent
sources, which we call interleaved sources. To formally define this class of sources, we introduce
some notation. Let o : [n] — [n] be any permutation. For any string w € {0,1}", define the string

s = w, € {0,1}" such that s,; = w; fori=1,...,n.

Definition 10.0.1 (Interleaved Sources). Let Xi,...,X¢c be independent (n, k)-sources on {0,1}"
and let o : [Cn] — [Cn] be any permutation. Then Z = (X1 0...0X¢e)s is an (n, k, C)-interleaved

source.

Besides being a natural generalization of independent sources, the original motivation for
studying these sources came from an application found by Raz and Yehudayoff [RY11] in proving
lower bounds for arithmetic circuits. Further, such extractors give examples of explicit functions
with high best-partition communication complexity.

Using the probabilistic method, one can show that extractors exist for (n, k, C')-interleaved
sources with C' = 2 and k& = O(logn). However the known constructions are far from this in

terms of entropy requirement. The construction in [RY11] works for (n, k, C')-interleaved sources

!parts of this chapter have been previously published [CZ16b]
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for £ > (1 —d)n and C' = 2, where ¢ is a small constant.

10.1 Our Results and Applications

The results in this chapter are based on joint works with Xin Li and David Zuckerman [CZ16b,
CL16b].

Note that an (n, k, C')-interleaved source is also a special case of an (n, k, C')-sumset source,
by naturally extending each source in the definition to have bits 0 in all other positions. Using
our extractor for sumset sources from Chapter 8, we thus substantially improve previous results in
terms of min-entropy requirement for a large enough constant C. In particular, we obtain explicit
extractors that work for the interleaving of a constant number of independent sources, each with

polylogarithmic min-entropy.

Theorem 22. There exist constants ¢,C > 0 and a small constant 8 > 0 such that for alln,k € N
with k > log®n, there exists a polynomial time computable extractor for (n, k,C)-interleaved sources,

—-Q(1)

with error n and output length k°.

Proof. Suppose X on Cn is an interleaving of the independent sources Xji,...,X¢c (each on n
bits). Define independent sources Y7,...,Y¢, each on Cn bits, such that Y; matches X on the
co-ordinates belonging to the source X;, and Y} is fixed to 0 everywhere else. Hence X = Zlc Y;

and thus, X is a (Cn, k, C')-sumset source. The result now follows from Theorem 19. O

However note that this does not yield extractors for (n, k, 2)-interleaved sources since C' (in

the above theorem) is a large constant.

To extract from (n, k, 2) sources, we develop a simple technique that yields explicit extractors
that work for lower min-entropy rates. In particular, our method yields explicit extractors for min-
entropy rate 0.51 for two interleaved sources, when the sources are over a finite field of large enough

(constant) characteristic.
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We show how to convert any two-source extractor that is a function of the sum of its inputs
into an extractor for a 2-interleaved source. Our method of converting a two-source extractor into
an extractor for interleaved sources is based on explicit constructions of certain combinatorial sets,
which we call (r, s)-spanning sets. These spanning sets are essentially subspace-evasive sets with
different parameters than studied earlier (see Section 10.2.1 for more details). It turns out that the
columns of parity check matrices of linear codes with good erasure list-decodability form spanning

sets with good parameters. We discuss this in detail later.

Next, we observe that an existing two-source extractor from [CG88] is a function of the
sum of the inputs. This leads to our construction of an extractor for 2-interleaved sources with
one source having min-entropy at least (1 — «)n and the other source having min-entropy at least

Alogn (for some a, A > 0). In particular, we have the following theorem.

Theorem 23. For some § > 0 and any A > 0, there exists an explicit function ext : {0,1}?" —
{0,1}™, m = Alogn, such that if X, Y are independent sources on FY with min-entropy ki, ko

respectively satisfying k1 > (1 —9)n and ke > 35 max{logn,m}, t : [2n] — [2n] is any permutation,

then
lext((X o Y)) o X — Uy, 0 X| = n~ %),
Next, we show that for any large enough constant prime p, if the 2-interleaved source is on
[p]?", we can extract when one source has min-entropy rate at least 0.51 and the other source has

min-entropy rate at least clogn/n.

Theorem 24. There exists ¢ > 0 such that for any 0, A > 0 and any prime p > 2§, there exists an
explicit function ext, : IFI%" — {0,1}™, m = Alogn, such that if X and Y are independent sources on
[ with min-entropy ki, ko respectively, satisfying ki > (%+5)nlogp and ko > % max{lognlogp,m},

t: [2n] — [2n] is any injective map, then
lext,(XoY)) o X —UpoX|= n— 1)
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We give various related constructions achieving different tradeoffs between min-entropy,

error, and output length. This is summarized in Table 10.1.

We show that random sets are (r, s)-spanners with high probability (see Lemma 10.3.10). By
our proof technique, any improved construction of an (r, s)-spanning set matching the probabilistic
method will yield extractors for 2-interleaved sources on {0,1}?" that have essentially the same

min-entropy requirement as the standard (non-interleaved) setting.

10.1.1 Best-Partition Communication Complexity

Since Yao introduced communication complexity in 1978 Yao [Yao79], there has been an extensive
amount of research done on various models of communication (see [KN97] for formal definitions and
background). We recall the definition of the randomized best-partition communication complexity
of an arbitrary function f : [R]?" — {0, 1}, which generalizes the usual setting where the partition

of inputs is known.

Let Alice and Bob be two players who want to collectively compute f following a protocol
IT and having access to a common random string r. Fix an arbitrary partition of the set [2n] into
2 subsets of equal size, say S and T'. For arbitrary z,y € [R]", Alice is given x and Bob receives y
and the goal is to compute f(z) with probability at least 1 — ¢, where z € [R]?" such that zg =
and zp = .

For any protocol II, the randomized communication cost of f with respect to an equi-
partition S, T C [2n] denoted by Rf; g (f), is defined to be the maximum communication between
Alice and Bob over all inputs x, ¥y in the scenario described above. The best-partition communica-

tion complexity of f, denoted by R?*%¢(f) is defined as:

best,e — i . €
REA(S) = mpind ) mmin, R ()}
SUT=[2n]

Lower bounds on the best-partition communication complexity of f implies lower bounds
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on branching programs computing f [AM86] and also imply time/space tradeoffs for VLSI circuits
[Len90].

Raz and Yehudayoff [RY11] proved the following lower bound.
Theorem 10.1.1 ([RY11]). For some B > 0, there exists an explicit function f : {0,1}*" — {0,1}

such that the randomized best-partition communication complexity of f with error e = % —27h8n s

at least Bn.

The constant § in the above theorem is, however, extremely small and arises from arguments
in additive combinatorics. A similar bound also follows from their work for inputs on [R]?" (for

any constant R) and it appears nontrivial to use their techniques to obtain bounds for larger 3.

Our Results

We obtain the following result.

Theorem 25. There exists ¢ > 0 such that for any §,v > 0 and any prime p > 25, there exists

2n

an explicit function f : [p]** — {0,1} such that the randomized best-partition communication

complexity of f with error e = % —p ™" is at least (% —d —)nlogp.

We prove this using a well known technique of lower bounding randomized communication
complexity by discrepancy. Our explicit function is the 1-bit extractor constructed in Theorem
10.4.7. However, we need to analyze the error of the extractor more carefully to obtain the above

bound. We prove Theorem 25 in Section 10.6.

10.1.2 Interleaved Non-Malleable Extractors
We introduce the natural generalization of non-malleable extractors in the interleaved model.
We first recall the definition of a non-malleable extractor.

Definition 10.1.2 (Non-Malleable Extractor). A function nmExt : [R]?*" — {0,1}™ is a non-

malleable extractor for min-entropy k and error € if the following holds: If X is a source (on [R]™)
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with min-entropy k, and f : [R]™ — [R]" is any function with no fized points, then
nmExt(X o Uign) o nmExt(X o f(Ujgjn)) © Ugpn — Uy o nmExt(X o f(Ujgyn) o Ugpn| < €.

The first explicit construction of a non-malleable extractors was given in [DLWZ14], with
subsequent improvements of parameters achieved in [CRS12,Li12b]. However these constructions
require min-entropy > 0.49n. In a recent work [CGL16], the min-entropy required was improved
to O(log®n).

We initiate the study of non-malleable extractors in the interleaved model, where the ex-
tractor is guaranteed to work even when symbols from the source X and tampered seed Ujg)» arrive

to the non-malleable extractor in a fixed but unknown interleaved order.

We formally define interleaved non-malleable extractors.

Definition 10.1.3 (Interleaved Non-Malleable Extractor). A function nmExt : [R]?" — {0,1}™
is a non-malleable extractor in the any-order model for min-entropy k and error € if the following
holds: If X is a source (on [R]"™) with min-entropy k, f : [R]" — [R]" is any function with no fizved

points and t : [2n] — [2n] is any permutation, then
InmExt((X o Ujgjn)¢) o nmExt((X o f(Ugjn))t) © Ugpn — Um o nmExt((X o f(Uigjn))t) © Uign| < e,

where Up, is independent of Ulgjn.

In the above definition, when the seed has some min-entropy instead of being uniform, we

say that the interleaved non-malleable extractor is weak-seeded.

Our Results

We give the first explicit construction of an interleaved non-malleable extractor. Further our non-

malleable extractor is weak-seeded.
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Theorem 26. There exists A > 0 such that for any § > 0, ¢ > ¢(0) and any prime p > 2%,
there exists an explicit function nmExt : FZ" — {0,1}™, m = O(logn), such that if X, Y are
independent sources on ¥y with min-entropy k1, ko respectively, satisfying ki > (% + d)nlogp and
ko > cm, t: [2n] — [2n] is any permutation and f : ¥} — F} is any function with no fized points,

then

InmExt((X 0 Y);) o nmExt((X o f(Y));) oY — U, o nmExt((X o f(Y));) 0 Y| = n~ W),

As before, if we are allowed to run the non-malleable extractor in sub-exponential time, we

can extract Q(n) bits with error 27", See Theorem 10.5.4 for more details.

10.2 Outline of Constructions

10.2.1 Extractors for 2-Interleaved Sources

Our extractor for interleaved sources exploits the existence of good 2-source extractors which are
functions of X + Y. To do this, we encode our source in a new way. Our encoding is based on

explicit constructions of certain combinatorial sets, which we call spanning vectors.

Definition 10.2.1. A set of vectors S C ]Ffz is (1, s)-spanning if the span of any r vectors of S has

dimension at least s.

Note that this is the same as a subspace-evasive set: Any (s — 1)-dimensional subspace
contains at most (r — 1) vectors in the set. However our parameters are quite different than studied

previously [Gurll, DL12].

Our explicit constructions of spanning vectors are based on using the columns of a parity
check matrix of a linear codes with good erasure list-decodability. Informally, an (e, L)-erasure list-
decodable code C satisfies the property that at most L codewords agree on any particular subset
of coordinates of size n — e. This property can then be used to lower bound the rank of any subset

of e columns of the parity check matrix of C. We refer the reader to Section 10.3 for more details.
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We define the following encoding based on spanning vectors.

Definition 10.2.2. For any (r,s)-spanning set S = {vi,..., v} C ng of size £, the function

. e 0
enc : F), — ), defined as

is called an (r, s)-encoding from Ff) to Ff;.

Consider the following setting: Let Z = (X o Y); be any 2-interleaved source on {0, 1}2",
where X and Y are arbitrary independent sources on {0,1}" with min-entropy k; and ks respec-

tively, and ¢ : [2n] — [2n] is any permutation.

Our first step is to use an (n, s)-encoding enc from F3" to F3 to encode Z. Thus,

enc(Z) =X'+Y/,

where
n n
X'=D Xiviy, Y= Yjvinij):
i=1 i=j
where S = {v1,...,v2,} is an (n, s)-spanning set of vectors.

The idea is to argue that the independent sources X’ and Y’ (on {0, 1}") have enough min-
entropy. Since (by construction) the span of the set of vectors {%(1)7 cees vt(n)} has dimension at least

s, Lemma 2.3.12 implies that Hoo(X') = k] > k1 — (n — s). Similarly Hoo(Y') = kb > ko — (n — s).

We now associate F§ with Fgn. A character sum estimate of Karatsuba? [Kar71, Kar91]

implies that for any nonprincipal multiplicative character x of I35,

Ex/ By [x(X' + Y')]| < 27%

whenever: ki > (3 +30)7i 4+ (n — s) and ky > %logﬁlogp +(n—s).

2this character sum was also used in [CG88] for constructing explicit two-source extractors.
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Suppose k1 and ko satisfy these conditions.

We then follow a standard approach and define the function:
ext(Z) = log, (X' +Y’) (mod M),

where M = 29%2/2 and g is a primitive element of Fon. Using a version of the Abelian XOR lemma
(see Lemma 2.6.2), it follows that ext is an extractor with output length dk5/2 and error 2~ 9(*2),
Further the extractor is strong in the source X. However, the running time of this extractor is
subexponential since it involves computing discrete logs over finite fields. This gives us a semi-

explicit extractor construction.

To get a polynomial time extractor, we compute discrete log over a smaller multiplicative
subgroup of F%,. Let M|2" —1 and M = n” for any constant A (we show in Theorem 10.4.2 that

we can ensure that there is always such an M). Define the function:

21

exti(Z) = enc(Z) ™ .

Thus extq(Z) is a distribution on the multiplicative subgroup G = {9327;7;1 cx € Fia} (of F3,) of
size M (in fact ext;(Z) is a distribution on G'U {0}, but Prlext;(Z) = 0] = 2% and hence we
ignore this and add this to the error). Let g be a generator of G. It now follows by using the

character sum estimate of Karatsuba [Kar71] that the function:
ext(Z) = log,(ext1(Z))

is an extractor.

We need to find a generator g of G efficiently. For this, we use an efficient algorithm of
Shoup [Sho90] for finding a small set of elements such that one of them is a primitive element of
Fon. We use a straightforward method to find g from this set in polynomial time. We achieve

Q(1)

output length of Alogn and error n™°*\*). The extractor is strong in the source X.
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Reducing the Min-Entropy Rate For some ¢ and any ¢ > 0, let p > 25 be any prime. When
the source Z = (X oY), is on [p]?", we can reduce the min-entropy rate requirement of the source
X to (1 4+ 6). The construction follows the same outline as above (using (n, s)-encodings from IF'I%”
to IF;‘), and the improvement is achieved by using the fact that over alphabet [p], we can construct
(n,n)-spanning sets in Fy with 7 = n(1+ g) (using explicit codes from [GI02]). The output length
of the extractor obtained is Alogn (for any constant \) and achieves error n=*}). Further the

extractor is strong in the source X.

Improving the Output Length We improve the output length of the above extractor to Q(n)
when both sources X and Y (on [p|") have min-entropy at least (3 + d)nlogp. Our construction is
as follows. Let SExt be an explicit strong seeded extractor for linear min-entropy with linear output
length and polynomially small error with seed seed length O(logn), for example from the work of
[GUV09]. Let Z, denote the projection of Z to the first n coordinates and let ext, denote the
extractor constructed in the previous paragraph (for 2-interleaved sources on [p]?*). Our extractor
is the following function:

eti’l(mg(Z) = SEXt(Z[n],eti(Z)).

We sketch the proof of correctness. Without loss of generality, suppose that X has more symbols
in Z, than the source Y. Let S C [n] be the coordinates of X which are in Z,; and let X5 denote
the projection of X to the coordinates indexed by S. Let T' C [n] be the coordinates of Y which
are in Zp, and let Yr denote the projection of Y to the coordinates indexed by T'. Further, we
use Xg o Y to denote Zp,. Note that, by assumption [S| > § and |T'| < §. It follows by Lemma
2.3.7 that Y|Y7 is close to a source with min-entropy > % with probability 1 — 272" Also
note that X g has min-entropy > dn log p.

Consider such a good fixing Y7 = yp. Since X and Y|Yr = yr have enough min-entropy,

it follows that even under this fixing, W = ext,(Z) is close to uniform. We now use the property

that ext, is strong with respect to the source Xg, i.e.,
’(Xs, W) — (XS, Ud)‘ < n_Q(l).
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Using a probability lemma from [Sha06], it follows that for any W = w,

X5 — (Xs|(W = w))| <n 20,

(using that w is of length O(logn)).

Hence, SExt(Xgo Y7, W)|[Yr = yr is n~*V-close to the convex combination: 3" Pr[(W|Yr =

Q1) _close to Uy,

yr) = w]SExt(Xg o Yr,w)|[Yr = yr. Since as observed above, W|Yr = yr isn
it follows that SExt(Xg o Y7, W)| Y7 = yr is n~%W-close to SExt(Xg o yr, Uy). The correctness

now follows using the fact that SExt is a seeded extractor for linear min-entropy.

Probabilistic Method We show in Lemma 10.3.10, that a random set S C Fy of size 2n is an
(n,n — 24/n)-spanning set with high probability. Thus, using the proof technique described above,
any explicit construction of such a set will yield explicit extractors for 2-interleaved sources on
{01}?" when one source has min-entropy at least 0.51n and the other source has min-entropy at

least cn2. We leave it as an interesting open problem to explicitly construct such a set S.3

We give formal proofs of the above extractor constructions and other related constructions

in Section 10.4.

10.2.2 Interleaved Non-Malleable Extractors

For some ¢ > 0 and any 6 > 0, let p > 25 be any prime. Let X be a source on [p|™ with min-entropy

k1 and Y be a weak- eed on [p]” with min-entropy ks. Let f : [p]” — [p]™ be any function with
no fixed points. Thus the non-malleable extractor has access to Z = (X oY), for an artitrary

permutation ¢ : [2n] — [2n]. Let Z; denote the tampered source (X o f(Y));.

We show that the extractor ext, constructed for 2-interleaved sources (described in the

previous section) is also non-malleable. We prove it in the following way. Recall the construction

3This is related to finding explicit constructions of binary erasure list-decodable codes with almost optimal pa-
rameters. See Section 10.3 for more details.
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of exty:

1

2n
enc(Z) =Y Ziv;, ext(Z) =enc(Z) 7, exty(Z) = log,(exty(Z)),
=1

where S = {v1,...,v2,} is an (n,n)-spanning set in F;, M = poly(n), 7 = n(l + g) and g is a
generator of the multiplicative subgroup G = {xQJ\; Cire F3n}.

Since ext,, is a distribution on Zjy, it follows by a version of the Abelian XOR lemma proved

in [DLWZ14] that to prove non-malleability, it is enough to prove the bound:

[E[a(exty(Z))n(exty (Zg))]| < n~ W,

for all additive characters 1, and 1 (of Zjs) such that v, is nontrivial. When v, is the trivial
character, the above quantity can be bounded by the fact that ext, is an extractor for 2-interleaved

sources. Thus, suppose both i, and 1, are nontrivial.

It follows that

[E[vba(exty(Z))4s(exty(Zy))]] = [Elxa(enc(Z))xs(enc(Zy))]]

where x, and x; are nonprincipal multiplicative characters of F3,.

Further, Z = 37" | Xvy) + 5 Yy and Zyp = 370 Xy + 5 f(Y) (). Thus,
Z=X1Y, Z;=X + f'(Y)),

where X' = >3 Xyvyi), Y = 3311 Yy and f' = Lo fo L=, L being the one-one linear

map L(z) = > i 2iy(p44)- Thus,
|E[va(extp(Z)) vy (exty(Zg))]]| = [E[xa(X' + Y ) (X + f(Y))]]-

Using the work of Dodis et al. [DLWZ14], we can prove the required upper bound on the quantity
on the right hand side if f’ does not have any fixed points. We indeed show that f’ has no fixed
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points (by using the fact that L is one-one and f has no fixed points). This completes the proof
sketch. The non-malleable extractor outputs Alogn bits (for any constant A\) and achieves error

—Q(1)

n . See Section 10.5 for more details.

Notation

For any permutation ¢ : [n] — [n], define the string w = (s); € [R]" such that w; = s for
i=1,...,n. Further for any ¢ C [n], let s denote the |T| length string that is the projection of s
onto the coordinates indexed by T

For any x € [p]™, y € [p]™* and disjoint subsets S,T" C [n1 + na] with |S| = nq, |T'| = na, we define

z = xgoyr such that zg = x and zp = y.

10.3 Constructing Spanning Vectors

A key ingredient in our extractor construction are explicit constructions of spanning vectors. Recall
that a set of vectors § C Iﬁ‘f_) is (7, s)-spanning if the span of any r vectors of S has dimension at
least s (see Definition 10.2.1). Our constructions of spanning vectors are simple and are based on
explicit linear codes. Recall that a linear code of block length n, dimension k and distance d over
any field F is a k dimensional subspace over F with the number of zero coordinates of any vector
in this subspace being at most n — d. The relative rate of the code is k/n and the relative distance
is d/n.

We show that the columns of the parity check matrix of any linear code with good erasure

list-decoding radius (defined below) can be used as a spanning set.

Definition 10.3.1 (Erasure List-Decoding Radius [Gur03]). We say that a linear code [n, k, d] code
C over a finite field F is (e, L)-erasure list-decodable if for every for every r € F"=¢ and T C [n] of

sizen—e, [{ceC:er =1} < L.

We now establish a simple connection between erasure list-decodable codes and spanning
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sets.

Lemma 10.3.2. Let C be a linear [n,k,d| code over a finite field F, which is (e, L)-earasure list-
decodable. Let H be parity check matriz of C, and let S be the set of columns of H. Then S C F*F

is a (r,s)-spanning set of size n, with r = e and s = e — logyp (L).

Proof. Since C is (e, L)-erasure list-decodable, it follows that the size of the null space of any e
columns of the parity check matrix H is at most L. By the rank-nullity theorem, it follows that
the rank of the sub-matrix of H restricted to these e columns is at least e — logm(L). Thus by

definition, the set of columns of H form a (e, e — logjp (L))-spanning set. O

The following lemma relates the minimum distance of a code to its erasure list-decoding

radius, and can be seen as an analogue of the Johnson bound for erasure list-decoding.

Lemma 10.3.3 ([Gur04b]). LetC be a code with block length n and relative distance § over an alpha-
bet of size q. Then for any € > 0, C is a (e, L)-erasure list-decodable code, where e = (q_il - e) on

_ _q
and L = =1e

Combining the above results, the following lemma is immediate.

Lemma 10.3.4. For any § > 0, let C be a binary linear code with relative distance %—1—5, and block
length 2n. Then the columns of the parity check matriz of H form a (v, s)-spanning set, with r =n

and s =n — log (%)

Proof. Using Lemma 10.3.3, it follows that C is (n, %)—erasure list-decodable. Now applying Lemma
10.3.2, the lemma follows directly. O

A similar result follows for the case of g-ary linear codes.

Lemma 10.3.5. For any 6 > 0, let C be a linear code with relative distance % + & and block
length 2n over a finite field of size q. Then the columns of the parity check matriz of H form a

(r,s)-spanning set, with r =n and s = n — log (ﬁ),
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To instantiate the above results, we recall some explicit code constructions. Using standard
code concatenation, there are known constructions of binary linear codes achieving the Zyablov

bound.

Theorem 10.3.6. For any €,y > 0, there exists an explicit construction of a binary linear code

with relative distance § = % + € and relative rate R > maXo<,<1—f(54e) T (1 — W)

Over larger alphabets, the following explicit codes were constructed in the work of Gu-

ruswami and Indyk [GI02].

Theorem 10.3.7 ([GI02]). There exists ¢ > 0 such that for every v > 0 and any prime p > 25
there is an efficient construction of a linear code C' C ¥y with relative distance 6 = % — ﬁ and rate

R—1
2 -
Using the above codes, we now have explicit constructions of spanning sets.

Lemma 10.3.8. There exist constants v > 0 and ¢ such that for any n, there exists an explicit

(n,n — c¢)-spanning set S C Fon of size 2n, where n = 2n(1 — 7).

Proof. Let H be the parity check matrix of the explicit linear code C' C F3" from Theorem 10.3.6
for relative distance % + 9§, for some small constant §. Let S = {vy,...,v2,} be the set of columns
of H. Thus S C F%, n = 2n(1 — ), v being the relative rate of the code. Applying Lemma 10.3.4,

the result is now immediate. O

Lemma 10.3.9. There exists ¢ > 0 such that for any v > 0 and any prime p > 2%, there is
an efficient construction of an explicit set (n,n — C)-spanning set S C Fon of size 2n, where

n=mn(l+2vy) andC’:%.

Proof. Let H be the parity check matrix of the explicit linear code C' C IE‘IQ)” from Theorem 10.3.7

with relative distance % — ﬁ and rate % — 7 . Let S = {vy,...,v2,} be the set of columns of H.

The result now follows by Lemma 10.3.5. O
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We show that random sets are (7, s)-spanning sets with overwhelmingly high probability.
Guruswami’s existence proof of subspace evasive [Gurll] targets different parameters and does not

apply here. This lemma is more related to the existence of good erasure list-decodable codes.

Lemma 10.3.10. Let S be a random subset of Fy of size 2n. Then,

Pr[S is not a (n,n — 2y/n)-spanning set | < 27".

Proof. Let t > 0. Consider any subset R C S, |R| = n. By standard arguments, it follows that

t
Pr[dim(span(R)) <n —t] < (?) (27t < (%) ‘
Thus,
2 t
Pr[3 R C S, |R| = n with dim(span(R)) < n —t] < (;) (%) < 92n—12+tlogn
The lemma follows by setting ¢t = 2/n + 1. O

10.4 Extractors for 2-Interleaved Sources

10.4.1 Extractors for 2-Interleaved Sources on {0,1}*"

Our extractor constructions are based on encoding the interleaved-sources using spanning vectors.
Recall that any (7, s)-encoding from }Fﬁ — Ff; is defined in the following way: For any (r, s)-spanning

set S ={v1,...,v} C IF'?, the function enc : Ff; — Ffz defined as

n
enc(z) = Z Zi;
i=1

. . Y 7
is an (r, s)-encoding from F,, — [F,,.

The following is a key lemma in our extractor constructions.
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Lemma 10.4.1 (Main Lemma). Fiz any § > 0. Let p be any prime and let Z = (X oY) be any

2-interleaved source on IFIQ,”, where X and Y are independent sources on F with min-entropy ki

and ko respectively, and t : [2n] — [2n] is any permutation. Also suppose x is any nonprincipal

o ) | | | 2 /
multiplicative character of Fy. and enc is an arbitrary (n, s)-encoding from Fy" to Fy. Then,
Ex |Ey[x(enc(Z))]| < 270k2=(n=s)logp)

whenever

e ki > (3 +38)nlogp+ (n— s)logp, and

o ky > HOERIED 4 (n — 5) log p.

Proof. For any z € IF%", let

2n
enc(z) = Zzivi
=1
where S = {v1,...,v2,} C Fp is (n, s)-spanning.
We have,

2n n n
X(enc(Z)) =X (Z ZZ"U1'> =X Z Xﬂ)t(i) + ZYjvt(n+j)
i=1 i=1 j=1
Define the following independent sources:

n n
X/ = Zl’ﬂ)t(i) LI~ X, Y/ = Zijt(”+j) Yy~ Y.
i=1 7=1

Using Lemma 2.3.12, it follows that: k] = Hoo(X') > k1 — (n—s)logp and k) = Hoo(Y') >

ko — (n — s)logp.
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Thus, we have

n n
Ex[Ey[x(enc(2))]| = Bonx [Eyoy [ X [ D @ivi) + D 4iV(nss)
i=1 j=1

— B By [x (X Y]

— 90k

where the last inequality follows using Theorem 2.5.5. O

Using the above main lemma, we construct extractors for 2-interleaved sources on F3".

Theorem 10.4.2. For some 6 > 0 and any A > 0, there exists an explicit function ext : {0,1}?" —
[M], M = n*, such that if X and Y are independent sources on Fy with min-entropy k1, ko respec-
tively satisfying k1 > (1 — 6)n and ko > 35max{logn,log M}, t : [2n] — [2n] is any permutation,
then

lext((X o Y)) o X — Upy o X| = 27 %k2),

Proof. Let H be the parity check matrix of a code C C F3" with relative distance = i + 61 (for
some small constant 1) and constant rate R, where we fix R as follows. Let Rz be the rate of
the code from Theorem 10.3.6. Let ¢; << Rz be a small constant. We choose R in the interval
[Rz — €1, Rz] such that 7 = 2n(1 — R) is divisible by integer m, m = Alogn. Since 2Rzein >> m,
we can indeed find such an R. Fix M = 2™ — 1. We note that M|2" — 1. Set § = %.

Let S = {v1,...,v2,} be the set columns of H. By Lemma 10.3.8, S is (n,n — C)-spanning,
for some constant C'. We interpret each v; as being an element in the field Fon. Consider the

multiplicative subgroup:

A generator g of G can be found efficiently in the following way: Using Theorem 2.7.1, we

can efficiently construct a set S = {a1,...,a;}, [ = poly(n), such that one of the a;’s, say a;, is a
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271 271 271
primitive element of Fon. Let S” = {a; ™ ,...,a, ™ }. We note that a; M ¢ §"is an element of

order M. Thus, it is enough to enumerate over the elements in S’ and compute the order of each
element. Since the order of any element in S’ is bounded by M = poly(n), the search procedure

can be implemented efficiently.

Let Z = (XoY);. For any z € F3", define the functions:

2n _

enc(z) = Z ziv;, exti(z) = (enc(z))% ,ext(z) = logg(ext(2)).
i=1

We note that ext; and ext are efficiently computable functions. Further note that enc is an
(n,n — C)-encoding from F3" to F3.

Using the above lemma, we prove the following claim.
Claim 10.4.3. Let ¢(x) = ep(Bx), 8 # 0 (mod M), be any nontrivial character of the additive
group Zpy.

Then,
Ex [By [t(exta(X o Y),)]| < 27,

We note that Theorem 10.4.2 follows directly from Claim 10.4.3 by using Lemma 2.6.1.

Thus it is enough to prove Claim 10.4.3.

Proof of Claim 10.4.3. We have,

(ext(z2)) = enr(Blog,(exti(2)))

= x (enc(2)),

where x(r) = epn(Blog,(r)) is a nonprincipal multiplicative character of F3, of order

_ M
ged(M,B)
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Thus, we have

Ex [Ey[¢(exta((X 0 Y)i))]| = Eznx [Eyy [x (enc(Z))]|

<270,

where the inequality follows from Lemma 10.4.1. ]
O

It is direct from the above theorem, that if we insist that the output of the above extractor

is a bit string, we have the following result.

Theorem 10.4.4 (Theorem 23 restated). For some 6 > 0 and any \ > 0, there exists an explicit
function ext : {0,1}%" — {0,1}™, m = Alogn, such that if X, Y are independent sources on F3 with
min-entropy ki, ke respectively satisfying k1 > (1 — d)n and ko > 35 max{logn,m}, t : [2n] — [2n]

18 any permutation, then

lext((X 0Y);) o X — Uy, 0 X| = n~ %),

10.4.2 Extracting from 2-Interleaved Sources on IFZQ)"

If the sources X and Y are on F) (for some large enough prime p), we can reduce the min-entropy

rate requirement of the source X to about %

Theorem 10.4.5 (Theorem 24 restated). There ezists ¢ > 0 such that for any 6, > 0 and any
prime p > 25, there exists an explicit function ext,, : IF]%” — {0,1}™, m = Alogn, such that if X and
Y are independent sources on IFyy with min-entropy ki, ko respectively, satisfying ki > (% +d)nlogp

and kg > 2 max{lognlogp,m}, t : [2n] — [2n] is any injective map, then

lext,(XoY)) o X —-UpoX|= n— 1)
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Proof. Let 8 = {vi,...,v2,} be an explicit (n,n-C)-spanning set in F}} from Lemma 10.3.9. Further,
as in the proof of Theorem 10.4.2, we choose the rate of the code in Lemma 10.3.9 such that m|n

and m = Alog, n. Thus we can ensure that 7 < n(1+ g)

Let M =n?. For any z € IFIQ,”, define the functions:

2n 7.
enc(z) = Zzivi, exti(z) = (enc(z))pT ,ext(z) = log,(ext(z))
i=1

where ¢ is a generator of G = {prf 1T € F;ﬁ}. The proof now follows using Lemma 10.4.1 and

Lemma 2.6.1. ]

10.4.3 Improving the Output Length

The output length of the extractor in Theorem 10.4.5 is 2(logn). We improve the output length

to {2(n) bits when the min-entropy rate of both the sources (on Fy) are slightly more than 1.

A general technique to improve the output length extractors was introduced by Shaltiel

[Sha06]. In particular, Shaltiel showed that the function:
SExt(X, 2ext(X,Y)) o SExt(Y, 2ext(X, Y))

is 2-source extractor with longer output length, where 2ext is a 2-source extractor with short output
length and SExt is a seeded extractor set to appropriate parameters.

However this does not work in our case since it requires access to the individual sources X
and Y. Surprisingly, we show that the construction: SExt(((X oY)¢)p, 2ext,((X 0Y)¢)) can be

proved to be an extractor.

Theorem 10.4.6. There exists ¢ > 0 such that for any § > 0 and any prime p > 25, there exists an
explicit function exty jong IFIZ)" — {0,1}™, m = Q(n), such that if X and Y are independent sources

on F) with min-entropy ki, ks respectively satisfying ki > (% + d)nlogp and ko > (% + d)nlogp,
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t:[2n] — [2n] is any injective map, then
Xt tong (X 0 Y)y) — Upy| = 0=,

Proof. Let SExt be the seeded-extractor from Theorem 2.1.2 with parameters § = 0, a« = §/2 and
e = n~ M), Let the seed length of SExt with this setting of the parameters be d = Alogn. Let
Z = (X oY) Define

exty tong(Z) = SExt(Z,), exty(Z)),

where ext,, is the extractor from Theorem 10.4.5 designed to extract from 2-interleaved sources with
one source at min-entropy ki > (% + d)nlogp and the other source with min-entropy ko > MT“”
with error €, = n~2* and output length my, = Alogn.

Let S={i€n:2Z=X;}and T = {j € [n] : Z; = Y;}. Alsolet S = [n]\ S and
T = [n] \ T. Without loss of generality, we can assume that |S| > %. It follows from Lemma 2.3.7
that there exists a set Good, such that for any yr € Good,,, Y#|Y71 = yr is 27%")_close to a source

with entropy more than M%, and Pr[Y; € Good,] > 1 — 274",

Let yr € Good,,. 1t follows by the setting of ext, that
|(extp(Z| Y7 = yr) 0 X5 — Up 0 Xg| < n~ 2\,
Using Lemma 2.3.9, it follows that
Xs — (Xs|(exty(Z[Yr = yr) = €))] <n . (10.1)

Let Pyr = PI‘[YT = yT] and let Delyr = Pr[extp(Z|YT — yT) — 6].
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Using the above estimates, we have

|extp,long(Z) — Un| < ZpyT’SEXt(XS oyr, exty(Z]Y 1 =yr)) — Un|

yr
yr €Goody
< Z Pyr (Z pe|yT\SExt(X5 oyr, @) — Up| + n)\+1> + 9—0(n)
yr€Goody e
< | Y. pyrlSExt(Xs o yr,Ug) = Up| | +n %0
yr €Goody
= n_Q(l) .
where the last line follows from the fact that Xg has min-entropy at least dn logp. ]

10.4.4 One Bit Extractors for 2-Interleaved Sources on ]Ff,” with Exponentially

Small Error

Note that all our extractor constructions so far have polynomially small error if we insist that the
output of the extractor is a bit string. Here we show how to achieve exponentially small error for

2-interleaved sources on [, for any large enough prime. However we can output only 1 bit.

Theorem 10.4.7. There exists ¢ > 0 such that for any § > 0 and any prime p > 25, there
exists an explicit function extyp; : ]F]%” — {0,1}, such that if X and Y are independent sources on
5 with min-entropy ki, ko respectively, satisfying ki > (% + d)nlogp and ko > (5lognlogp)/d,

t: [2n] — [2n] is any injective map, then
lext i (X 0 Y)e) 0 X — Uy o X| = 275Hk2),

Proof. Let S = {v1,...,v2,} be an explicit (n,n-C)-spanning set in F}, from Lemma 10.3.9. Define
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the functions:

2n
enc(z) = Z zv,  ext(z) = QR (enc(z)),
i=1

where QR is the quadratic character of F;ﬁ. The proof now follows using Lemma 10.4.1. O

10.4.5 Semi-Explicit Extractors for 2-Interleaved Sources with Linear Output

Length and Exponentially Small Error

We note that the extractors constructed so far have either achieved linear output length or ex-
ponentially small error, but not both simultaneously. We show that if we allow the extractors to
run in sub-exponential time, then we can indeed construct such extractors. (Note that the trivial
algorithm to find such an extractor runs in doubly exponential time.) The non-polynomial running
time comes from having to compute the discrete logarithm. To reduce the running time, we can in
fact use a heuristic algorithm for finding discrete logarithm [BGJT14], which runs in time n®{°g")

on fields of small characteristics under plausible assumptions.

Theorem 10.4.8. For some 6 > 0, there exists a semi-explicit function ext : {0, 1}2” — {0,1}™,
such that if X and Y are independent sources on [Fy with min-entropy k1, ko respectively satisfying

k1> (1 —90)n and kg > % max{logn,m}, t: [2n] — [2n] is any permutation, then
lext((X 0Y);) o X — Uy, 0 X| = 27%k2),

Proof. Let S = {v1,...,v2,} be an explicit (n,n — C)-spanning set in FJ constructed using Lemma

10.3.8. Let m = %. For any z € ]F}%", define the functions:

2n
enc(z) = Z zivi,  exty(z) = log,(enc(z)), ext(z) = exti(z) (mod 2™)
i=1
where g is a generator of IF};. The proof now follows using Lemma 10.4.1 and Lemma 2.6.2. O

Using the (n,n — C)-spanning sets from Lemma 10.3.9 to encode the sources, we obtain the
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following theorem using Lemma 10.4.1.

Theorem 10.4.9. There exists ¢ > 0 such that for any § > 0 and any prime p > 25, there ewists
a semi-explicit function ext : IFZ” — {0,1}™, such that if X, Y are independent sources on Fy
with min-entropy ki, ko respectively satisfying ki > (% + d)nlogp and ky > %max{lognlogp, m},

t: [2n] — [2n] is any permutation, then
lext(XoY))oX —UpoX| = 9—SUk2)

10.4.6 Extractors for 2-Interleaved Sources with Linear Min-Entropy Under the
Generalized Paley Graph Conjecture

In this section, we show how to construct extractors for sources with linear min-entropy under the

widely believed Generalized Paley Graph Conjecture.

Generalized Paley Graph Conjecture. Let x be any non-principal multiplicative character of

F5n. For any constant 6 > 0, and arbitrary subsets A, B C Fyn satisfying |Al,|B| > p°™, we have

> x(a+b)| <pO"A|BI.
a€AbEB

Assuming the above conjecture, we obtain the following improved version of Lemma 10.4.1.

Lemma 10.4.10. Assume the Generalized Paley graph Conjecture. Fiz any § > 0 and any prime
p. Let Z = (XoY); be any 2-interleaved source on }Ff,", where X and Y are independent sources on
)y with min-entropy ki and kg respectively, and t : [2n] — [2n] is any permutation. Also suppose

X s any nonprincipal multiplicative character of }F;:ﬁ and enc is an arbitrary (n, s)-encoding from

F2" to Fjr. Then, there exists v = y(8) such that

Ex[Ey[x(enc(Z))]| <p™",

whenever
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o ki > dnlogp+ (n—s)logp, and
e ko > dnlogp+ (n—s)logp.
Proof. For any z € Ff,”, let
2n
enc(z) = Z ZV;
i=1

where S = {v1,...,v2,} C Fg is (n, s)-spanning.

We have,

2n n n
x(enc(Z)) = x (Z Zivi> =¥ Z Xivg(iy + ZYjUt(n-s—j)
i=1 i=1 j=1
Define the following independent sources:

n n
X = invt(i) r~X, Y = Zijt(”+j) ty~Y.
i=1 j=1
Using Lemma 2.3.12, it follows that: Hoo(X') > k1 — (n — s)logp and Hoo(Y') > ko — (n —
s) log p.

Thus, we have

n n
Ex|Ey[x(enc(2))]| = Eoox [Eyoy [ X [ D @iviy + Y UV(nss)
=1 7j=1

where the last inequality follows using the Generalized Paley Graph Conjecture. O

Using the above lemma, we have the following theorem.
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Theorem 10.4.11. Assume the Generalized Paley Graph Conjecture. For any d,\ > 0, there
exists an explicit function exteonjecture : {0, 112" — {0,1}™, m = Alogn, such that if X and Y are

independent sources with min-entropy dn each, and t : [2n] — [2n| is any permutation, then
|eXtconjectm"e((X o Y)t) — Um‘ = n_Q(l)_

Proof. Let S = {v1,...,v2,} be an explicit (n,n — C)-spanning set in IFZ constructed using Lemma
10.3.8. Further, as in the proof of Theorem 10.4.2, we choose the rate of the code in Lemma 10.3.9
such that m|n and m = Aogn. Let M = n*. For any z € F2" define the functions:

pt-1

2n
enc(z) = Z’Z“}i’ exti(z) = (enc(z)) M , ext(z) = log,(exti(z))
i=1

where g is a generator of G = {x% :x € Fi,}. The proof now follows using Lemma 10.4.10 and

Lemma 2.6.1. O

We note that assuming the above conjecture, the output length of the above extractor can
be improved to (n) if both X and Y have min-entropy rate more than i by using the proof
method of Theorem 10.4.6.

10.5 Interleaved Non-Malleable Extractors

In this section, we show that the proof technique developed in constructing extractors for 2-

interleaved sources can be used to construct non-malleable extractors in the interleaved model.

Theorem 10.5.1. There exists \y > 0 such that for any 6, \a > 0, ¢ > ¢(d) and any prime
A

p > 271, there exists an explicit function nmExt : ]FI%” — {0,1}™, m = Ay logn, such that if X, Y

are independent sources on F with min-entropy k1, ko respectively, satisfying ki > (% + 0)nlogp

and k2 > cmax{m,logn}, t : [2n] — [2n] is any injective map and f : ¥ — F} is any function
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with no fixed points, then

InmExt((X 0 Y);) o nmExt((X o f(Y));) oY — Uy, o nmExt((X o £(Y));) 0 Y| = n~ %),

To prove the above theorem, we recall a character sum estimate of Dodis et al. [DLWZ14].

1

Theorem 10.5.2. For any 6 > 0 and n < 3, suppose S and T are non-empty subsets of T,

satisfying |S| > q%Jr‘; and |T'| > max{(%)g, (logq)®}. Let f : F, — F, be any arbitrary function
with no fized points. For arbitrary multiplicative characters x, and xp, such that x, is nonprincipal,

we have

DD xalz+y)xe(@ + £(y)| <nlS|IT).

yeT |zeS

Proof of Theorem 10.5.1. We use encoding based on spanning vectors. In particular, let S =
{v1,...,v2,} be an explicit (n,n—C)-spanning set in Fg constructed using Lemma 10.3.9. Further,
as in the proof of Theorem 10.4.2, we choose the rate of the code in Lemma 10.3.9 such that m|n

and m = Az log,n. Let M = n*2. For any z € ]FI%”, define the functions:

pl'—1

2n
enc(z) = ZZW“ exti(z) = (enc(z)) M , ext(z) = log,(exti(z))
i=1

where g is a generator of G = {:L‘PAZI z € F7n}. We prove the following claim.

Claim 10.5.3. Let 1, and vy be arbitrary characters of the additive group Zp; such that v, is

nontrivial. Then,

By [Bonxa(nmExt((X o Y)o) iy (nmExt (X o S(Y )] = n~ 0.

Before proving this claim, we note that Theorem 10.5.1 follows directly from Claim 10.5.3

by using Lemma 2.6.3.

Proof of Claim 10.5.3. Let t([n]) = T1 and t([n+1,2n]) = T». Since S is (n, n)-spanning, it follows
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that the set {v; : i € T1} consists of linearly independent vectors. Similarly {v; : j € T} is a set of

linearly independent vectors.

Let ¢,(x) = epr(ax), where a # 0 (mod M). Also let ip(x) = epr(bx). If b =0 (mod M),
the claim follows from Lemma 10.4.1. Thus suppose b # 0 (mod M).

We have,

Yo (nmExt((X 0 Y):) = enr(alog,(exti ((XoY))))
= Xa Z Xivy() + Z Y jU(n1j)
i=1 j=1
= Xa (X/ + Y/)

where xo(2) = enm(alogy(x)) is a nonprincipal multiplicative character of Fy; of order W]‘]/\IM,

X' =3 wivyyy s x ~ X and Y = L(Y), L : Fpy — ) being the injective linear map:
n
L(y) = Z?Jj“t(n+j)~
j=1
Further,

Yp(nmExt((X o f(Y)):) = en(blog,(exti ((X o Y)t)))

= Xb Z Xivg) + Z FOY); Y s(n+g)
=1

j=1

— Xb (X/ + fl(Y/>)

where f/ = Lo foL™! and x3(z) = epr(blog,(x)) is a nonprincipal multiplicative character of Fla

M
Of order W

We claim that f’ has no fixed points. This can be proved in the following way. Suppose
f'(z) = x for some x. This implies that f(L~!(x)) = L~!(x) and hence f(w) = w for w = L™ (z).
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This contradicts our assumption on f. Thus f’ has no fixed points.

It now follows from Theorem 10.5.2 that

Ey x| Byy [Xa(@ +)xe(@’ + f' ()] = n~ 0.

O

If we allow the non-malleable extractor to run in sub-exponential time, then using the
proof method of the above theorem, it can be shown that the extractor from Theorem 10.4.9 is

non-malleable. Thus, we have the following result.

Theorem 10.5.4. There exists A > 0 such that for any 6 > 0, ¢ > ¢(0) and any prime p > 2%,
there exists a semi-explicit function nmExt : Fg" — {0,1}™, m = Q(n), such that if X, Y are
independent sources on ¥y with min-entropy ki, ko respectively, satisfying ki > (% + d)nlogp and
ky > emax{m,logn}, t : [2n] — [2n] is any permutation and f : Fy — Fy is any function with no

fized points, then

InmExt((X 0 Y);) o nmExt((X o f(Y));) oY — Uy, o nmExt((X o f(Y));) 0 Y| = 27k2),

We note that under the Generalized Paley Graph Conjecture, we can reduce the min-entropy

requirement of the source X in Theorem 10.5.1 to n, for any constant 8 > 0.

10.6 Proof of Theorem 25

We briefly recall some definitions from communication complexity. We refer the reader to [KN97]

for more background. For convenience, we define boolean functions with range {—1,1} (instead of

{0,1}).
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Definition 10.6.1. Let f : [p]*® — {—1,1} be any function. Fiz any equi-partition of [2n] into

subsets S, T. For any rectangle R and probability distribution p on [p]*", denote
Discl{7i(/) = | Pxlf (ws.yr) = 1 and (a.y) € B = Pr{f(ws,yr) = —1 and (a.y) € R]|.

Definition 10.6.2. The discrepancy of f : [p]*® — {—1,1} with respect to an equi-partition of [2n]

into S, T and distribution u on [p|*" is defined as:

Discl (f) = {m}z%x (Disc@:?(f))} :

Definition 10.6.3. The mazrimal-equipartition discrepancy of f : [p]*"® — {0,1} with respect to a

distribution p on [p]*™ is defined as:

Discy,, ., (f) max {Disc’éT(f)} :

 STHS|=[T|=n,
SUT=[2n]
The following theorem provides a method to lower bound randomized best-paritition com-

munication complexity of f using its maximal-equi-partition discrepancy. A proof can be found in

[KN97).

Theorem 10.6.4. For every function f : [p]|*® — {—1,1}, every probability distribution u on [p]*"

and every € > 0,

1 2€
best,s —e >1 )
Rt ) 2 v (5 )

We now prove Theorem 25.

Proof of Theorem 25. We show that the explicit extractor from Theorem 10.4.7 is the required

function. Recall the construction of the extractor.

Let S = {v1,...,v2,} be an explicit (n,n-C)-spanning set in ]F;L constructed using Lemma

10.3.9, 1 = n(1 + 26).
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Define the functions:

where QR is the quadratic character of F;ﬁ.

We claim that the randomized best partition discrepancy of ext with error % —p " is at
least (% — 9 —v)nlogp.

Let v be the uniform distribution on [p]?".

Claim 10.6.5. For any equi-partition of [2n] into disjoint subsets S and T,

lo L > 1 | nlo
_— - —dn .
& Discgf,T (ext) ] — \4 &P

We note that the proof of Theorem 25 is direct from Claim 10.6.5 by using Theorem 10.6.4.

Proof of Claim 10.6.5. Fix any rectangle R = X x Y, for arbitrary subsets X,Y C [p]”. We use
X to denote the flat distribution supported on the sets X (and similarly ley Y denote the flat
distribution on Y). We have,

, X||Y
Discif(eant) = L B ex QR (enctos o )

We note that if | X| < Pt or Y| < p’t, the claim follows easily.

Thus suppose | X|,|Y] > p't. Define the distribution Z = (X oY)y, where 7 : [2n] — [2n]
is a permutation defined in the following way: Let S = {s1,...,s,} and T' = {t1,...,t,} such that
s1<...<spandt; <...<t,. Foranyic€ [n], define 7(i) = s; and for any j € [n + 1, 2n], define

7(j) = t; (thus, 7([n]) = S and w([n+1,2n]) =T).

We note that enc is an (n,n)-encoding from F%” — T Thus,
enc(Z) =X'+Y/,
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where X’ and Y’ are independent sources on F; with Hy(X') = log(|X|) and Hoo(Y') = log(|Y]).

)
)

Using Theorem 2.5.4, with A = 1, we have

[E[QR (X' +Y")]| <2 <|X]_)7|1Yy)2 + <

"@
|3

Lol

Thus,

[NIE

‘@
|3

>

_ 1
. XY AR
DiscE (ext) < 2 <‘ > ( +
ST p*" | X[Y] |

1 1 1
X|z2|Y|2 X2
(XIS x|
an_E pn_Z

<2p 3 4 pTETE)

IN

ENB]

Since the above estimate holds for any arbitrary rectangle R, we have

lo 1 > 1—(5 nlo
& Discl p(ext) | = \ 4 D
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P k1 ko Output Error Reference Remarks
Length
2 >(1-pF)n | >(1—-0F)n yn, 2-5n) [RY11] Not strong
7<p8
2 >(1—a)n | >35\logn Alogn n=¢ Theorem 23 Strong in X
2 >(1—a)n | >35\logn Output | 2-(k2) Theorem 24 Strong in X
in  Zy,
M = n}
any p > 25 | > (% + | >c1(0,\,p)logn | Aogn n- ¢ Theorem Strong in X
d)nlogp 10.4.5
any p > 25 | > (3 + | >(3+6)nlogp Q(n) n- Theorem Not strong
d)nlogp 10.4.6
any p > 25 | > (% + | > c2(0,\,p)logn | 1 bit 9~ $2(k2) Theorem Strong in X
d)nlogp 10.4.7
any p > 25 | > (3 + | >c(6 A p)Alogn | Q(ks) 9~ <k2) Theorem Semi-
d)nlogp 10.4.9 explicit
construc-
tion
2 > n, any | > yn Alogn n~-¢ Theorem Assuming
constant -y 10.4.11 General-
ized Paley
Graph
Conjecture

Table 10.1: Results on Extractors for 2-Interleaved Sources. The setting is as follows: Z = (XoY);

is an arbitrary 2-interleaved source on [p]

2n

, where X and Y are independent sources on [p]

n

(for some prime p) with min-entropy ki and ko respectively, and ¢ : [2n] — [2n] is an arbitrary
permutation. Let « be a small enough constant and ¢ a large enough constant. Also let A > 1 be

any constant. We also list the result of [RY11] in Table 10.1.
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Chapter 11

Seedless Non-Malleable Extractors

1 Cheraghchi and Guruswami [CG14b] introduced seedless non-malleable extractors as a natural
generalization of seeded non-malleable extractors (see Chapter 4 for more details on seeded non-
malleable extractors). They also showed a way to construct non-malleable codes from efficient
constructions of such seedless non-malleable extractors. Informally, non-malleable codes are a
generalization of error-detecting codes to handle a much larger class of tampering functions (rather
than just bit erasure or modification). We refer the reader to Chapter 12 for more details and our
results on non-malleable codes. Thus apart from a natural notion, the applications to non-malleable

codes provides further motivation for explicitly constructing seedless non-malleable extractors.

Definition 11.0.1 (Seedless C-Non-Malleable Extractor). A function nmExt : ({0,1}")¢ —
{0,1}™ is a seedless C-non-malleable extractor for min-entropy k and error € if it satisfies the
following property: Let Xi,...,X¢ be independent (n,k)-sources and for each i € [C], let f; :
{0,1}™ — {0,1}" be arbitrary tampering functions, such that at least one f; has no fized points.

Then,

|nmEXt(X17 v 7XC)7 nmEXt(fl(Xl)v s 7fC(XC)) - Um7 nmEXt(fl(Xl)v s 7fC(XC))| < €.
!parts of this chapter have been previously published [CZ14, CGL16]
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In [CG14b], it was left as an open problem to construct a seedless C-non-malleable extractor
even for k = n, for any C = o(n).

Using the probabilistic method, Cheraghchi and Guruwsami [CG14b] showed the existence
of seedless 2-non-malleable extractor for k = Q(logn) and e = 2=%*) with m = Q(k). However
giving explicit constructions turns out to be tricky, even for k = n, and there were no known
constructions prior to work in this thesis. More specifically, it appears nontrivial to extend existing
constructions of seeded non-malleable extractors when both sources are tampered. For example,
for sources on [, the 2-source extractor from Lemma 2.5.4: x(x + y), where x is the quadratic
character was shown to be a seeded non-malleable extractor [DLWZ14]. However it fails to work

against tampering functions f(z) = x 4+ 1 and g(y) = y — 1, even for full entropy.

11.1 Our Results

The results in this chapter are based on joint works with Vipul Goyal, Xin Li, and David Zuckerman
[CZ14,CGL16]. We provide two different constructions of seedless non-malleable extractors, which
rely on very different set of techniques.

Our first construction however requires access to 10 sources but has the advantage the the

output length is Q(k) and error 2™

. In fact, as we will see in Chapter 12, we use this extractor
to give the first explicit constructions of non-malleable codes with constant rate. This construction

relies on techniques from the area of additive combinatorics.

Theorem 27. For some ¢ > 0 there exists a polynomial time construction of a (k,€)-seedless non-
malleable extractor for 10 independent sources nmExt : ({0,1}™)10 — {0,1}™ with k = (1 — &)n,
e =272 gnd m = Q(k).

We present the proof of Theorem 27 in Section 11.2.

Our second construction resolves the open problem posed by Cheraghchi and Guruswami,
and gives explicit non-malleable extractors for 2 sources. However, the output length of this ex-

tractor is polynomially small. An advantage of this construction is that it generalizes to handle
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multiple tamperings, which yields generalized non-malleable codes. This construction is based on
techniques developed in Chapter 3, and in particular the construction is very similar to the seeded
non-malleable extractor construction in Theorem 1. To present our result in full generality, we

introduce seedless (C, t)-non-malleable extractors.

Definition 11.1.1 (Secedless (C,¢)-Non-Malleable Extractor). A function nmExt : ({0,1}")¢ —
{0,1}™ is a seedless C-non-malleable extractor for min-entropy k and error e if it satisfies the
following property: Let Xy, ...,Xc be independent (n, k)-sources. Further, for each i € [C],j € [t],
let fi;j : {0,1}" — {0,1}" be an arbitrary tampering function, such that for each j € [t], at least

one f; ; has no fized points. Then,

nmExt(Xy, ..., X¢), nmExt(f11(X1), ..., fi,c(Xc)),...,nmExt(f;1(X1),..., fr.c(Xe))

—Up,, nmExt(f11(X4), ..., fi,c(Xe)), ..., nmExt(fi1(X41),..., fr.oc(Xe))| <e.

The following is the second main result of this chapter.

Theorem 28. There exists a constant v > 0 such that for all n > 0 and t < nY, there exists an
efficient seedless (2,t)-NM extractor at min-entropy n — n” with error 2" 4nd output length

m = nStb),

We present the construction in Theorem 28 in Section 11.3.

11.2 An Explicit Seedless Non-Malleable Extractor for 10 Sources

We prove Theorem 27 in this section. We first introduce some tools which are used in our con-

struction.

Notation For a vector v € F?

ps We use IIg(v) to denote the projection of v to the coordinates

indexed by the elements in S C [n]. We extend the action of IIg to sets in the obvious manner. We

use II; for Ilg;.
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11.2.1 Some Results from Additive Combinatorics

We recall some well known results from additive combinatorics. We refer the reader to the excellent

book by Tao and Vu [TV06] for more details.

Definition 11.2.1. For vectors v,w € F), where v = (v1,...,v,) and w = (w1, ..., wy,), we define
vOw = (nwi,..., W)
Definition 11.2.2. For subsets A, B C F, define the sets :
A+B={a+b:ac Abec B}

A©B={a®b:ac Abec B}
Observation 11.2.3. (F;)" is a group under the operation ©.
Lemma 11.2.4 (Plinnecke-Ruzsa). Let A, B be finite subsets in an additive group G. Then

|A+ B|*

A+ A< —FH-
AT Al< TBP

Lemma 11.2.5 (Pliinnecke-Ruzsa). Let A be a finite subset of any additive group G. Then

A+ AN
- ()

Lemma 11.2.6 (Balog-Szemerédi-Gowers lemma [BS94, Gow98]). Let A, B be finite subsets of an
additive group G and let |A|*=P1 < |B| < |A|*Pr. If ecp(A+ B) > |A|=(HP2=r1) | then there exists
subsets A" C A, B' C B such that |A’| > |A|*=1%2 |B'| > |B|'7102 and |A" + B'| < |A|tTrrt10p2,
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11.2.2 Some Known Extractor Constructions

We recall some known results on multi-source extractors and non-malleable extractors. We recall

a 3-source extractor constructed in [Rao09a].

Theorem 11.2.7 ([Rao09a]). For every n and and constant 6 > 0 there exists an explicit function

3ext : {0,1}" — {0,1}™, m = Q(n), such that if X1,Xo, X3 are independent (n,on) sources then

13Ext (X1, X, X3) — Uy, | < 2790

Explicit constructions of seeded non-malleable extractors follow from works of [DLWZ14]
and [Li12b]. The output length in [DLWZ14] relies on an unproven but widely believed conjecture
on primes while the output length in [Li12b] is unconditional. Further, either of the non-malleable

extractors from [DLWZ14] or [Lil2b] is also a strong 2-source extractor.

Theorem 11.2.8 ([DLWZ14,Li12b]). Let § > 0 be a constant. For all n, there exists an explicit
function snmExt : {0,1}"x{0,1}" — {0,1}™, m = Q(n), satisfying: Suppose X,Y are independent

sources on {0,1}™ with min-entropy ki, ko respectively.

1. If (k1 + k2) > (1 4 6)n, then

lsnmExt(X,Y),X — Uy, X| < 279%™ |snmExt(X,Y),Y — U, Y| < 279%™

2. If k1, ko > (1 — O)n and f is any tampering function with no fized points, then

lsnmExt(X,Y), snmExt(X, £(Y)) — Uy, snmExt(X, f(Y))| < 27%0

11.2.3 A Sum-Product Estimate

We recall a sum-product theorem over prime fields follows from [BKT04, BGKO06, Kon03].
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Theorem 11.2.9 (Sum-product over prime fields). Let F), be any prime field and let A C [F,, be
any non-empty subset such that |A| < p' =9 for some constant § > 0. Then there exists a constant
T =7(56) > 0, such that

[A+ Al +|A- Al > AT

An analogue of Theorem 11.2.9 over ), x F), was proved by Bourgain in [Bou0b5a]. We extend
this to sets over Fg in the following theorem and use it in our proof of Theorem 3. It is stated in a

convenient way.

Theorem 11.2.10. There exists 19 > 11 > 0 such that the following holds: Let A be a subset of
IF‘;; satisfying |A N (F;;)A‘] > |’2ﬂ. Suppose that for any subset Ay C A satisfying |Ai| > p~™|A|, the

following conditions holds.
1. H{172} (Al) Z p1+70 and H{374}(A1) Z p1+T0.
2. A1 & P, where P is a 2-dimensional linear subspace of F;l) of the form

(a) {(z1,22,c171, c222) 1 71 € Fp, 20 € Fp} or

(b) {(CCl,CCQ,CQl‘Q,Cll‘l) 1x1 € Fp71172 € Fp}

Then there exists a constant T > 0 (depending on 9,71 ) such that if |A| < p™/3~™, then
|[A+ Al +[|AG A| > p"|A]

We present the proof of Theorem 11.2.10 in Section 11.2.7. The proof of Theorem 11.2.10

closely follows and extends the arguments in the sum-product estimate over FIQ, proved by Bourgain.

Definition 11.2.11. We call a set A satisfying the conclusion of Theorem 11.2.10 to be sum-product

friendly. We call a flat distribution sum-product friendly if its support is sum-product friendly.

11.2.4 A Sum-Product Friendly Encoding
Let 7,79, 71 be the constants from Theorem 11.2.10. Let p be any prime satisfying : p™ > 16.

183



Define enc : F, — IFI% in the following way.
enc(z) = (z, 21 + 2% + z)
Lemma 11.2.12. Let S1, 52 C F), be subsets of size p'=% p > 3. Define the distribution
X 12 = (enc(x1) + enc(z2), enc(fi(x1)) + enc(fa(x2))) : €1 ~ Si, 22 ~ So

where f1, fo are arbitrary functions.

Then Xy 19 is O(p~?)-close to a convex combination of at most 4 flat distributions supported

on sets of the form
T; = {(enc(x1) + enc(x2), enc(fi(z1) + enc(f2(x2))) : (z1,22) € Gi},

where G; C IFZ% and |G| = |T;| > p*>=%.

Proof. Let T C Ff, denote the support of X1 9. We partition 7" into at most 4 parts in the following
way.

For any t € T, let s(t) C F. be the set of all (z1,22) € S1 X Sa such that (enc(z1) +
enc(xz),enc(fi(x1)) + enc(fa(x2))) = t. Let r(x) denote the cardinality of the set s(x).

We claim that for any ¢ € T, 1 < r(x) < 4. The upper bound follows from the following

calculation. Let t = (t1,ta,13,t4) € F,). Thus for any (z1,x2) € s(t), we have

T+ 22 =11

o} + 2t + a1 a5+ xh+ =t
Substituting for o, we have
4 4 _
z1+ (t2 —21)" + q(z1,t1,t2) =0

184



where g(x1,11,t2) has degree at most 2 in ;. Thus 21 must satisfy a polynomial of degree exactly 4.

For each fixing of x1, notice that x2 also gets fixed. Thus r(t) <4 for allt € T.

For i € [4], we define the sets
={teT:r(t)=1i}

Thus the T;’s form a partition of 7.
Define sets G; C ]Fz%’ i € [4], such that for all ¢t € T;, |G; Ns(t)| = 1. In other words Gj is
constructed by picking exactly one element from s(t) for each t € T;. Thus |G;| = |T;|.

We note that for any ¢t € T;, Pr[Xy 10 =1t] = |Slﬁ52| and hence

i|Gi

PriXsss €T = 1g gy

Thus we have

Xfio= sz (enc(z1) + enc(x2), enc(fi(x1)) 4 enc(fo(22))) : (21, 22) ~ Gi)

where w; =

For some i, if |G;| < p?~3% then w; < i-p~ % Thus Xyijis 9 - p~I-close to a distribution

f irj defined as

}71,2 = Zw (enc(x1) + enc(xz), enc(fi(x1)) + enc(fa(z2))) : (z1,22) ~ Gi)

where we set w.’s as follows. Set w, = 0 for all ¢ such that w; < @ -p~%. Pick a j such that

w; > j -p~% and set w; =wj; + Zi:wiq,p,g w;. For the remaining unset w}’s, set it equal to w;. O

Lemma 11.2.13. Choose a small 61 > 19. Let f1,fo be functions with maximum pre-image

size bounded by p*. Further assume f1 has no fived points. Define the set A = {enc(zy) +
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enc(z2), enc(fi(x1)) + enc(fa(x2)) : (w1, 22) € G} where G C F3 is a subset of size at least pit10o

Then the set A C Ff; is sum-product friendly.

Proof. We begin by noting that p'+91 < |A] << p/3.
We need the following claim.
Claim 11.2.14. Define the set B = {(enc(y1) + enc(y2), enc(g1(y1)) + enc(g2(y2))) : (y1,y2) € H}

where H C IF?, is a subset of size at least p' 719 and g1, g2 are tampering functions with pre-image

size bounded by p® . Then following inequalities hold :

BN ({0} xFp) <p

BN (E, x {0} x F2)| < 4p

BN (F} x {0} x Fp)| < p'*0

BN (F; > {0})] < 4p***

Proof. We have,

B = {(y1+y2, vyt +yi+y1+v5+y3+v2, 91 (1) +92(y2), 91(y1) + 91 (v1)2 + 91 (y1) + g2 (y2)* +
92(y2)* + 92(y2)) : (y1,92) € H}.

We prove the inequality:
3 1+6
[B N (I, x {0})] < dp ™™
The other inequalities follow using similar arguments.

Fix y; to some value in F,,. We note that g2(y2) is the root of a monic degree 4 polynomial
and hence has at most 4 choices. Thus ys can take at most 4p°! values by using the bound on the

pre-image size of go. The inequality now follows by observing that y; can take at most p values. [

Using Claim 11.2.14, we have |A N (F;)* > (1 —p ) |A| > LA
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Consider any subset A; C A such that |A;| > p~™|A|. It follows that there exists G; C G
such that
A1 = {(enc(z1) + enc(z2), enc(fi(x1)) + enc(fa(x2))) : (x1,22) € G1}

Thus |A;| > p' 1. We also note that |G| > |A;| > p'+8,
We note that [ITj 2(A1)| = |A1| > p!*™. Further [[I34(A1)| > |A1|p~2% > p!+691 > pltmo,

The final part of the proof is to bound the intersection of A; with any 2-dimensional linear

space P of the forms specified in Theorem 11.2.10.

Suppose A1 C P = {(y1,¥2, c1y1,c2y2) : y1,y2 € Fp}. Thus we have for all (x1,22) € Gy:

fi(z1) + fa(z2) = c1(z1 + x2)

file)? + fix)? 4 filzr) + fa(zo) + falz2)? + fa(w2) = co(af + 23 + 21 + 25 + 23 + 29)

Fix x9 = a such that (z1,a) € Gy for all 1 € S1 CFp, |S1| > ‘%l > p891. Let fo(a) = B. We thus

have for all 21 € 51,

filz1) =z +caa—p (11.1)
filz)* 4+ fi@)?*+ filz) + B+ B+ B =zl + 22 + 1+ o + o + a) (11.2)
(11.3)

Thus for all z € 57, the following holds:

(c1z1 + cra — B) + (171 + crae — B)? + (erw1 + cra— B) + B+ B2 + B

—ezi+ i+ +at+a+a)=0 (11.4)

To derive a contradiction, we split it into the following cases.

e ci1#0,cpa— G #0
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In this case notice that the LHS of (11.4) is of degree at least 3 and at most 4 in 7 and hence
can have at most 4 roots, which is a contradiction since |S;| > p®t > 4.

e c =10
In this case we see that from (11.1), f; is constant on S; which contradicts the assumption
that f; has pre-image size at most p°'.

e cia—f=0,¢c1#0

Thus (11.4) simplifies to
e+ At vteom + A+ P+ 8-+t o +at+a’+a)=0 (11.5)

We see that this is at least a linear equation and at most a degree 4 equation in x1 ( and thus
a contradiction, as argued above) unless ¢f = ¢ = ¢; = cp. Thus ¢; = 1 ( since ¢; # 0). But
by (11.1), we then have fi(x;) = x; for all 1 € S;. This contradicts the fact that fi has no

fixed points.

This contradicts our assumption that Ay C {(y1,y2, c1y1, c2y2) 1 y1,y2 € Fp}.

Now suppose A1 € P = {(y1,y2,c2y2,c1y1) : y1,y2 € Fp}. We arrive at a contradiction

using similar arguments as above. We have for all (z1,z2) € Gy
fi(x1) + faze) = coa] + 2% + x1 + 25 + 25 + 29)
fi@) + filz)? + fi(@y) + fa(m2)? + fola2)? + fa(w2) = ci(a1 + a2)

Fix x5 = a such that (z1,) € Gy for all 1 € S; CFp, |S1] > % > p891. Let fo(a) = 3. We thus
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have for all x € Sy,

filz) =]+ +z+ ot +a?+a) - (11.6)
file)' + fi(z)? + fi(z) + 8+ 82+ B = cr(a1 + a2) (11.7)
(11.8)

It follows that for all z € Sy,

(CQ(I’%+$%+$1+C¥4+O{2+C¥)—5)4"_(CQ(%%+$%+1’1+Q4+CK2+Q)_/8)2+
(c2(@} +af+a1+a+a?+a)—B)+ B+ B2+ B—ci(z1+a)=0
(11.9)

We note that (11.9) is a degree 16 equation in z; (and hence a contradiction since p*! > 16)
unless ¢; = 0. But if ¢o = 0 then from (11.6) we have f; is constant on S; which contradicts our
assumption that f; has pre-image size at most p®. This completes our proof that A is sum-product

friendly.

O]

In the following lemmas, we shall abuse notation and for any set A, we will also use A to

denote the flat distribution with support A.

Choose §; small enough such that for a sum-product friendly set A of size p2*5'10351 we have
|A+ A+ |A® A| > |A]p>19"01 This can be ensured by choosing &1 = 1075 - 7, where 7 is the
constant from Theorem 11.2.10.

Lemma 11.2.15. Let G1,G2,G3 C IF}% be subsets of size at least p*~%1. Let f1,..., f¢ be functions

1061

with pre-image size at most p*°°'. Further assume fi has no fized points. For i € [3] define the

sets A; = {(enc(wa;—1) + enc(xe;),enc(foi—1(z2i-1)) + enc(foi(x2i))) : (x2i-1,22) € G;}. Then
A1 © Ay + Az is O(p~)-close to a distribution with min-entropy (2 + 1061) log p.

To prove the above lemma, we borrow ideas from [BIW06] and use the proof technique
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developed in their work.

We begin by proving the following lemmas.

Lemma 11.2.16. Let A C (IFp*)4, p>30000 < |A| < p? be such that any subset A’ C A of size
greater than p2_5‘103‘51 18 sum-product friendly. Supose that for some B C (F;)4, we have |A® B| <
p? 30001 2=30000 < B < p?. Then for any C C (F3)* such that p>=0 < |C| < p?, we have

Cp(A + C) S p7(2+1251).

Proof. Since |A ® B| < p?t3%0%1  yusing Lemma 11.2.4 we have |A ©® A| < |A[p?40%1 Suppose
there is some set C' such that |C| > p>~% and cp(A 4 C) > p~+12%) Using Lemma 11.2.6 with
p1 = 20087 and py = 22001, it follows that there exists sets A’ C A, C' C C, |A'+C'| < p2+5‘10351
and |A'|,|C’] > p*510%% Using Lemma 11.2.4, we get that |4’ + A’| < |A|p*10"0 We also
have |[A' © A'| < |A® A| < |A/[p!%*91. By our choice of 01, this contradicts A’ being sum-product
friendly. O

Switching the roles of addition and multiplication gives the following.

Lemma 11.2.17. Let A C (Fp*)4, p?730001 < Al < p? be such that any subset A’ C A of size
at least p2_5'10351 is sum-product friendly. Let B C (]F;)4 be a set such that |A + B| < p?>T300%1
p>3000 < |B| < p?. Then for any C C (F3)* such that p*0 < |C| < p?, we have cp(A® C) <

p—(2+1261) .

We say that a set is plus-friendly if it satisfies the conclusion of Lemma 11.2.16. Similarly

we say that a set is times-friendly if it satisfies the conclusion of Lemma 11.2.17.

Lemma 11.2.18. Let A1 C Fﬁ be the set defined in Lemma 11.2.15. Then A1 = AL U Ay U Ay
such that the following hold:

1. Ay is empty or plus-friendly

2. Ay is empty or times-friendly
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3. |An| < |Aip~

Proof of Lemma 11.2.18. We start out by replacing A; by A1 N (F;)A‘. We can do this without loss
of generality since as observed in the proof of Lemma 11.2.13, |[A; N (IE‘;;)4| > (1 —p79)|A;| and
hence we add the set A; \ (F5)* to A

Note that by Lemma 11.2.13, any subset of A; of size at least p2*5'10351 is sum-product
friendly. Let Ax = A; and A, = (). We maintain the invariance that A, is either plus-friendly or
empty. If Ay is times-friendly then we are done. Else there exists some B of size at least p2~%
such that cp(Ax © B) > p*@“%l). Using Lemma 11.2.6 with p; = 261 and ps = 1441, we have
that there exists sets A’ C Ay, B' C B, |A' ® B'| < p**2%401 and |A/|,|B'| > p* 28201, Thus, by
Lemma 11.2.16, A’ is plus-friendly. We remove A’ from Ay and add it to A,. Further it can be

proved that unions of disjoint plus-friendly sets are also plus-friendly. We iterate as above till Ay

is times-friendly or |Ay| < |A1|p~®. -

Proof of Lemma 11.2.15. By Lemma 11.2.18 we have 41 = A, U A, U A’. Using Claim 11.2.14,
we have |Ay N (F5)Y > (1 — p91)|Az| and |A3 N (Fx)t > (1 - p9)|A3|l. Thus A; © Ay + Az is

O(p~")-close to a convex combination of distributions of the form:
1. A+ ®ag+ Az, as € Ao N (F;;)4
2. Ay ©® Ay +ag, ag € A3N (IF;;)4

By Lemma 11.2.16 and Lemma 11.2.17, we thus have that A; ® Ay + Az is O(p~°")-close to a

(2+1261)

distribution with collision probability at most p~ . Thus by using Lemma 2.3.3, we have

that A; ® Ay + Az is O(p~®)-close to a distribution with min-entropy (2 + 104;) log p. O

Theorem 11.2.19. Let Xy,...,Xg be independent sources on F, with min-entropy (1 — ¢)logp.
Let f1, fa, ..., fs be arbitrary functions such that at least one of the f;’s has no fized points. Further
suppose that the pre-image of each fi is bounded by p'®. Define the source

X i = enc(X;) + enc(X;), enc(fi(X;)) 4 enc(f5(X;))
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Then Xy120X 1 34+X 560X 738 05 O(p~%)-close to a distribution with min-entropy (2+105) log p.

Proof. Without loss of generality suppose fi has no fixed points. For all i € [3], using Lemma
11.2.12 we have that X7 9;_1 2; is O(p*‘s)—close to a convex combination of at most 4 flat distributions
A;j of the form (enc(wo;i—1) + enc(x;), enc(fi(r2i—1) + enc(fa(x2;))) : (w2-1,22;) ~ Gi; where
Gij C Fg, |Gij| > p?—39,

With probability 1 — O(p~%) over fixing of the sources X7, Xg, we have X120 Xz +
Xis56 O xprg is O(p_5)—close to a convex combination of at most 4% distributions of the form
Aqj Ao+ Az, o € (IF;;)4. Since fi has no fixed points, by Lemma 11.2.15 with §; = 36, we have
that Ay, © Agj, +a® Aszj, is O(p~%)-close to a distribution with min-entropy (24 105) log p. Hence,
X120Xp34+ X560 X753 1s O(p~?)-close to a distribution with min-entropy (2 4 105) log p.

O

11.2.5 Non-malleable extractors for functions with no fixed points

In this section we prove a special case of Theorem 3 where we have a restriction on the fixed points

of the tampering functions. We use this result in the proof of Theorem 3.

Theorem 11.2.20. There exists a constant § > 0 such that for every n there exists an explicit
function nmExt : ({0,1}™)® x {0,1}2" — {0,1}™, such that if X1,Xa,...,Xg are independent
(n, (1 — d)n)-sources, Xg an independent (2n,2(1 — d)n)-source and fi, fa,..., fo are arbitrary

tampering functions such that there exists j € [8] such that f; has no fized points, then
InmExt(Xy, ..., Xg), nmExt(f1(X1),. .., fo(Xo)) — Up, nmExt(f1(X1), ..., fo(Xg))| < 274

Proof. We view each X;, i € [8], as a source on F,, for a prime p satisfying 2" < p < ontl If

p™ < 16, we do a brute-force search for nmExt (in constant time). Thus assume p™ > 16.

Let snmExt : {0,1}2"x {0,1}?" — {0,1}™, m = Q(n), be the seeded non malleable extractor
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from Theorem 11.2.8. Define the functions

1
exty(z1,z2,...,T8) = Z (enc(x4i+1) + enc(x4l-+2)) ® (enc(ac4i+3) + enc(:ﬁ4i+4))
i=0
nmExt(zy,...,x9) = snmExt(exti(z1,...,2s), z9)

We show that nmExt satisfies the conclusion of Theorem 11.2.20.

Let S; C F,, be the support of the flat source X; for all i € [8]. Also let Sg C {0,1}?" be the

support of Xg. We partition each S; into S;p and 5;; based on the pre-image of f; as follows.
Sio = {8 €S ‘fi_l(s) N Sz‘ < p206}, Si1 = S; \ Si1.

Let X;; be the flat source on S;; for j =0, 1.

We thus have

]nmExt(Xl, . ,Xg), nmExt(f1 (Xl), ceey fg(Xg)) — Um; nmExt(f1 (Xl), . ,fg(Xg))‘ (1110)

< > wr- nmExt(Xy gy, -, Xorgo)) nmExt(f1(Xi 7)), - - - fo(Xore)))—
Ie{0,1}°

Upn, nmExt(f1(X71))s -+ -5 fo(Xorg)))|  (11.11)

9 [Sirc
where wy = [];_, ( \Si(l))'

We bound each term in (11.11). In particular we show that

wy - [nmExt (X 71y, - - - Xor(g)), nmExt (f1(X7(1))s - - -5 fo(Xor(9)))—

Upn, nmExt(f1(X171))s - - - fo(Xozo)))| < 27 (11.12)

for each I € {0,1}°. Since there are 2°(= constant) such terms in (11.11), we get the required
bound on (11.10).

We now prove (11.12). Fix any I € {0,1}°. The following two cases can occur.
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1. Suppose for some j € [9], [S;1(;)| < p~°|S;|. Then w; < p~9 and hence the bound in (11.12)

follows.

2. Thus suppose |Sjr)| > p~°|S;| for all i € [9].

Define the random variables :
W = ext1(Xirays- - Xsrg): V= exti (X)), - f5(Xsrs))
We prove that the following holds.

Prl[(WI|VI =) is O(p~°)-close to a distribution with min-entropy at least 105 logp] > 1 —p~°
v~V

(11.13)

The following two cases arise depending on I.

(a) Suppose I(j) = 0 for all j € [8]. Tt follows from Theorem 11.2.19 that (W V1) is

p~%-close to a source with min-entropy (2+200) log p. Using Lemma 2.3.7, we have that

Pr [(WHVI =) is O(p~9)-close to a distribution with min-entropy at least 108 log p] > 1—p~°

’UNViI

(b) Suppose there exists some j € [8] such that I(j) = 1. Consider fixing f;(X;z(;)) and all
Xirgy, © € [8] \ {j}. Without loss of generality suppose j = 1.
Under this fixing W/ has min-entropy at least 208 log p unless sources Xs 1(3)s X41(4) are

fixed such that enc(zz;(3)) +enc(zapq)) ¢ (Fi)?. But it follows from Claim 11.2.14 that
Prlenc(X3) + enc(Xy) ¢ (F})?] < p~%. Thus,
Pr [(WHV! =v) is O(p~?)-close to a distribution with min-entropy at least 208 log p] = 1

v~ VI

This completes the proof of (11.13).
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We continue with the proof of (11.12). For each i € [C’], define the set

Good! = {v € support(VT) : (W |V = v) is O(p~?)-close to a distribution with

min-entropy at least 100 log p}

It follows from (11.13) that Pr,_v:[v € Good'] > 1 — p~°.

It follows from Theorem 11.2.8 that snmExt is a strong 2-source extractor for independent

sources on 2n bits with entropies ki, ko respectively satisfying ki + ko > (2 4 d)n.

Thus we have,

]snmEx‘c(VVI7 Xo1(9))5 v, Xo1(9) — Um, v Xor(9)]

< (Pr[V! ¢ Good']) 4+ 279 4 p=0 < 9p=0 4 270 — 9=0(n)

Since nmExt(f1(X17(1)); - -, fo(Xg,1(9))) is a deterministic function of the random variables

V1 and Xgy(g), the bound in (11.12) is now immediate.

11.2.6 Non-malleable extractor for arbitrary functions
We now prove a slightly stronger version of Theorem 28.

Theorem 11.2.21 (Theorem 28 restated, stronger version). There exists a constant § > 0 such that
for every n there exists an explicit function nmExt : ({0,1}™)8 x {0,1}?" — {0,1}™, m = Q(n),
such that if X1,Xa, ..., Xg are independent (n, (1—3§)n)-sources, Xo an independent (2n,2(1—4)n)-
source and fi, fa,..., fg are arbitrary tampering functions, such that at least one of the f;’s have

no fixed points. Then

]nmExt(Xl, e ,Xg), nHlEXt(fl(Xl), ey fg(Xg)) — Um, nmExt(fl(Xl), ey fg(Xg))| § 2_9(”)
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Proof. We view each X, i € [8], as a source on F, for a prime p satisfying 2" < p < 2"T1. We
assume p™ > 16 (else we do a constant time brute-force search for nmExt).

Let snmExt : {0,1}2"x{0,1}?" — {0,1}™, m = Q(n), be the seeded non-malleable extractor
from Theorem 11.2.8.

Define the functions

1
exty(z1,x2,...,28) = Z (enc(zai+1) + enc(zaiy2)) © (enc(zaits) + enc(zaita))
=0
nmExt(x1,...,z9) = snmExt(exty(z1,...,28), z9)

We need the following claims.

Claim 11.2.22. Let Yy, ..., Yg be sources on F), with min-entropy (1—26)-log p. Thenext;(Y1,...,Yg)

is 27 _close to a source with min-entropy (1 — 26) - 2log p.

Proof. We claim that enc(Y7) + enc(Y2) is a source with min-entropy 2(1 — 2§)logp — 2. This
follows from the fact that (yi + y2,y} + v + y1 +y2 + y2 + y2) = (a,b) has at most 4 solutions
in (y1,42). Also it follows from Claim 11.2.14 that Prlenc(Y3) + enc(Yy) ¢ (F})?] < p~9. Thus

ext1(Yy,...,Yg) is p~9-close to a source with min-entropy 2(1 — 26)logp — 2. O

Claim 11.2.23. Let Y1,...,Ys be independent (n,(1 — 2§)n)-sources and Yo an independent
(2n,2(1 — 26)n)-source . Then

InmExt(Y1,...,Yq) — Up| < 2790

Proof. Follows directly from Claim 11.2.22 and Theorem 11.2.8. O

For each i € [8], let S; C I, be the support of the (flat) source X;. Let Sg C {0,1}?" be the

support of Xg. We partition each .S; into S;o and 5;; such that f; has no fixed points in S;;. Thus

Sio = {S €S5;: fl(S) = 5}, Si1 = S; \ Sio
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Let X;; be the flat source that is supported on S;;, i = 1,..,9, j = 0,1. Let fiI denote f; with its
domain restricted to the set S;z;). Thus f1 is a function from S; 1(i) to Fp.

For any 0-1 vector I, let I(i) denote the ¢’th co-ordinate in I. Let w; = H?:1 IS{%I(‘”I for
I€{0,1}°.

Recall that to prove Theorem 11.2.21, we need to show the following bound.

InmExt (X1, ..., Xg), nmExt(f1(X1),. .., fo(Xo)) — Uy, nmExt(f1(X1),.. ., fo(Xog))| < 279
(11.14)

We have

(11.14) < Z wy - InmExt(Xyr(1), - - -, Xor(o)), nmExt (f{ (X171))s - - - f3 (Xoz(9)))—
1€{0,1}°\{0}

U, DmEXt(f{(qu)), ey fgf(X9I(9)))|

(11.15)
We prove the following claim.
Claim 11.2.24. For every I € {0,1}°\ {0} the following holds:
wr - nmExt (X 71, - - -, Xor(9)), nmExt(f1(X1701)), - - -5 fo(Xor9y))—
U nmnBxt (] (Xa100) - fi (Xor(o)))] < 2720 (11.16)

We use the above claim to conclude (11.14).

Proof of (11.14) using Claim 11.2.24. Note that there are 29 — 1 terms in RHS of (11.15). Each
term is bounded by 27" using Claim 11.2.24. We can thus bound LHS of (11.14) by 2=,

Proof of Claim 11.2.24. Fix some I € {0,1}?\ {0}.
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We split the proof into the following cases.

1. If for some i € [9], [Siz| < p~9)S;|, then w; < p~® and hence the bound in (11.16) follows.
2. Thus suppose [S;z(| > p~9|S;| for all i € [9]. We consider the following cases.

(a) Suppose there exists some j € [8] such that I(j) = 1. In this case we use Theorem

11.2.20 to conclude the bound in (11.16).

(b) Suppose for all i € [8], I(i) = 0. We note that I(9) = 1 since I # 0. Thus all £, i € [g],
are the identity functions over their respective domains and fgl has no fixed points.
Using Claim 11.2.22, we have ext (X1, - - -, Xgz(g)) 18 272")_close to a source Z with
min-entropy (1 — 26) - 2n.

Define the random variable: W/ = ext1 (X701 - - -5 Xgr(8))-

Thus we have

]nmExt(XlI(l), e ,Xg[(g)), nmExt(f1 (Xll(l))v ceey f9(X9](9)))
—Unp, nmEXt(fl(Xll(l))v ‘e ,f9(X91(9)))\
= \SnmEXt(Wlang(g)%SnmEXt(WIa fé(X9I(9))) - UmvsnmEXt(WI7 fQI(XQI(Q)))‘

< [snmExt(Z, Xg(9)), snmExt(Z, fgl(Xgl(g))) — U, snmExt(Z, fgl(Xgl(g)))\ + 279

Note that Z and Xg;(g) are independent sources on {0, 1}2", each with min-entropy rate

> (1 —26) and f{ has no fixed points. Thus by Theorem 11.2.8, we have
|snmExt(Z, Xgy(q)), snmExt(Z, f3(Xoy(9))) = U, snmExt(Z, f3 (Xoy(9)))| < 27

Thus, the bound in (11.16) follows.

This completes the proof of Claim 11.2.24. O
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11.2.7 Proof of the sum-product estimate over IF;‘)

We closely follow the proof of the sum-product estimate by Bourgain in [Bou05a] and prove Theorem

11.2.10, which we restate.

Theorem 1.9. There exists 19 > 71 > 0 such that the following holds: Let A be a subset of ]F%

satisfying |A N (]F;';)4| > ‘%'. Suppose that for any subset A1 C A satisfying |A1| > p~™|A|, the

following conditions holds.
1. H{LQ} (Al) Z p1+7-0 and H{3’4} (A]_) 2 p1+T0.
2. Ay € P, where P is a 2-dimensional linear subspace of F;l; of form

(a) {(x1,22,c11, c2m2) : 71 € Fp, 20 € Fp} or

(b) {(331;$2>C2962,C1$1) HMAIS Fp,xz S IE‘p}.

Then there exists some constant T > 0 (depending on 79, 71) such that if |A| < p™/3~7, then

|[A+ Al +|A® Al > pT|A]

We introduce some notations.

Definition 11.2.25. Let S C F}! be any set of vectors. Define S? = S®.S and SOKk+1) — Ok g

for k> 2.

We prove Theorem 11.2.10 using the following lemmas.

Lemma 11.2.26. Let B be any subset of Fy such that |l o(B)| > p*™™ and [z 4 (B)| > pt*™.
Then one of the following holds.

1. There exists constant k = k(o) such that |kB®¥| > p/3 or

2. B C P where P is a 2-dimensional linear subspace of Ff; of the form
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(a) {(z1,22,c121, Com2) : 71 € Fpy, w0 € Fp} or
(b) {(z1, 22, c2m2, c171) : 1 € Fp, w2 € Fp}.

Lemma 11.2.27. Let B C (IF;)4 such that |B| > p'*™ and |B + B| + |B® B| < p"|B|. Fiz any
k > 0. Then, there is a subset By of B such that

1. |B1| = p~™|B| and
2. [kBYF| < p™| By

2
where 1 = p3F T,

Proof of Theorem 11.2.10. We replace A with its intersection with (IF;)4. Choose 7 small enough
such for k = k(7o) (where k(rg) is the constant from Lemma 11.2.26), it holds that: p3*’7 <
71. Suppose that |A + A| + |A ® A| < p"|A|. Using Lemma 11.2.27, there exists a subset Aj,
|A;| > p~™|A|, such that |[kAD¥| < |A|p™. Further, we have that A; satisfies the hypothesis
of Lemma 11.2.26. Suppose, conclusion (1) of Lemma 11.2.26 holds. This implies that |A| >
p?/3=7 which contradicts our assumption on the size of A. Further, from the assumptions on the
structure of A, we see that conclusion (2) in Lemma 11.2.26 cannot hold. Thus, it must be that

A+ Al +|A® Al > pT|Al O

Lemma 11.2.27 follows directly from Lemma 4 in [Bou05a] by noticing that their proof works

over (F3)* as well. Hence we do not present the proof of Lemma 11.2.27.
Thus we focus on proving Lemma 11.2.26.

We require the following lemma which was proved by Bourgain [Bou0b5a].

Lemma 11.2.28. For any B C F2 such that |B| > p'*™ there exists a constant k = k(7o) such

that |kB®¥| = p?.

We now proceed to prove Lemma 11.2.26.
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Proof of Lemma 11.2.26. Let B;; denote Ily; j3(B). Using Lemma 11.2.28, there exists some ko
such that [kBY| = p?, [kBS)| = p? for k > ko. We split the proof into two cases.

1. Suppose there exists some k > ko such that |[kB®F| > p?.

Thus, it must be the case that the projection map Il 5y is not one-one on kB®*. Thus there
exists b,b’ € kB* such that IIg; 91(b) = Il o (b) but Iz 41(b) # Igz.4(b'). Consider the

set

kBO% — (b — b)kB®" = {(21, 22,23 — (b — b3)ys, x4 — (ba — b))ya) :

(21,22, 73, 74) € kB¥, (y1,y2,y3,v4) € kB*}

Notice that (1, z2) takes all values of F2 since |H{1,2}(kB®k)| = p?. Similarly (y3,y4) takes
all values of F), x F, since I3 41 (kB®%)| = p?. Further, at least one of (bs —bf) or (by — b)) is
non zero. Without loss of generality, suppose b3 — by # 0. Then, for any fixing of = € kB®F,
5(z — (b — b')kB®%) = F,, and hence |[kB®* — (b — ¥ )kB¥| > p3.

We observe that
kB®F — (b — ¥ )kBO* C kBO* — (kB®* — kB®)kBY* C I BO¥ — |/ B¥

, where &' = 3k2. Using Lemma 11.2.5 with A = k'B®* and recalling that [k'B®%| > p?, we

have

’ ’ ’ , ’ 1/3

1/3 /3

> (pPph)3 =p”

Setting a new k = 2k’, we have |[kB®F| > p7/3.
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2. Suppose |kB®| = p? for all k > ky. Thus in particular we have
|k‘oB®k0 + k‘oBQkO’ = |k‘oB®k0|

and
|koB®k0 ® koBQkoy = |k‘oB®k0|
Thus koB®* must be a 2-dimensional affine subspace of Ff,.
Let koB®%0 = {z+ X +pw: \puelFy}, z,v,w e IF;I, . To complete the argument, we prove

the following claims about the structure of z, v, w.

Claim 11.2.29. We can assume v = (1,0, a1, a2) and w = (0,1, B1, B2) such that
span{ (a1, a2), (B1, f2)} = F3

Proof. The proof follows from the observation that II{j oy (koB®*) = I3 43 (ko BY%0) = F2.
O

Claim 11.2.30. Let v = (1,0,a1,a2) and w = (0,1,51,82). Then o;8; = 0 for i € [2].
Further z = 0.

We show how to complete the proof of Lemma 11.2.26, before proving the above claim.

Proof of Lemma 11.2.26 using Claim 11.2.29 and Claim 11.2.30. Since we have o181 = 0,
suppose a1 = 0. It follows from Claim 11.2.29 and Claim 11.2.30 that 81 # 0, as # 0 and

B2 = 0.
Thus kgBO% = {z + Xv+ pw : A\, u € B} = {(\, p, Brp, azA) : A\, € Ty}

Fix any y = (y1,y2,93,y1) € koB®ko—1 n (IF;;)4. Note that there exists such a y since
BN (F;)* # 0 and kB N (F5)* # 0.
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For any x = (1,29, 23,24) € B, since x ®y € kgBO¥ = {(\, u, Brjt, aaX) = A\, € F,}, there

exists A, p such that the following relations hold :

—1 -1
Ty =Y, Q2T1Y1, T3 =Yz P17y

Thus

B C {(x1, 72, cowa, c121) : 21,2 € Fp}

-1 —1
where ¢ = Yy Q2Y1,C2 =Yg Bryz.

For the case when a1 # 0 (and hence 31 = 0), we use an identical argument to derive that

B C {(:z:l,xg,clxl,cQa;g 2:L’1,1I2) G]Fp}. ]
We conclude by proving Claim 11.2.30.

Proof of Claim 11.2.30. Let S = (kgB®%0) ® (kgB®*). Recall that koBO* = {z + \v + pw :
A\ € Fp} where v = (1,0, a1, a0),w = (0,1, B1, B2) and |S| = [kgB®*0| = p2. Thus for each
i€ [4],

IL;(S) = {mi(A1, A2, 1, p2) = Ax, A, pin, o € Frp}
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where

T1(AL, Az, pins p2) = T1(Ar, Az) = (21 + A1) (21 + Ag)

= MA2 + (A1 + A2)z1 + 27
ma(A1, Ag, 1, p2) = ma(pun, p2) = (22 + pa) (22 + p2)

= pape + (p1 + po)ze + z%
T3(A1, A2, pins p2) = (Aron + pa Br + 23) (A2 + pafr + 23)

= MAaad + pipeBt + arfi(Apg + Aapn)+

(M + Ao)anzg + (w1 + po)Pres + 23

Ta(A1, A2, i1, p2) = (Mag + p1 B + 24) (Aoa + p282 + 24)

= Moo + pafinfBs + a2 Ba(Arpz + Aopin)+

(A + Ao)aozg + (1 + pi2)Bozs + 23

e We prove o;5; = 0, for ¢ = 1,2. Suppose not. Let o181 # 0.
Fix Ao = as # —z and let \; = a; # A\ and let m1(a1,a2) = a. Note that m (a1, a2) =
m(b1,az) iff ay = by. Thus |{mi(z,a2) : x € Fp \ {a2}}| =p — 1.
We claim that for any such fixing of Ay = a1, A\s = as, there exists ui, pus such that

mo(p1, o) = b and w3 (a1, ag, p1, po) = c for at least O(p?) pairs (b, c) € FIQ,. Suppose

mo (1, po) = papig + (1 + po)zo + 23 = b

m3(a1, az, ju1, pi2) = 5%#1#2 + Yip1 + yep2 +¥3 =c¢

where v1, 72,73 € [F}, are constants ( does not depend on (i1, p2) . By our choice of A1, g,
we have that 77 # 2 and hence the above system of equations has at most two pairs
of values of (u1, p12) which satisfy it. Since (1, u2) takes p? values, there at least p?/2
distinct pairs (b, ¢) such that there (ma(u1, n2), m3(A1, Az, p1, p2)) = (b, ).

Thus we have shown that there exists A1, \a, p11, po such that (71 (A1, A2), ma(p1, p2), m3(A1, A2, 1, p2)) =
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(a,b, c) for at least 4 (p—1)p? distinct tuples (a,b,c) € F3, which is a contradiction since

|S| = p%. Thus a1 31 = 0. A similar argument implies that a3 = 0.

e We now prove z = 0. Suppose a; = 0. Thus 81 # 0, as # 0 and B3 = 0. We again fix
Ao =ag # —z and let \y = ay # 9. Let (b,c) € Fz%' We bound the number of (p1, p2)

such that (mo(ul, p2), m3(ai, az, p1, p2) = (b, c). We have the following equations.

pipte + (1 + p2)ze + Z% =0

Biuips + Brzs(pn + p2) + 70 = ¢

We see that the number of solutions of the above pair of equations is bounded by 2
unless z3 = 121. It follows that if z3 # (129, there exists (A1, A2, pi1, p2) such that

(m1 (A1, A2), ma(pn, p2), m3(A1, A2, 1, p2)) = (a, b, ¢) for at least 5(p — 1)p? distinct tuples
(a,b,c) € IFE’,, which is a contradiction. Thus suppose z3 = 31 22.

Using an identical argument (but now fixing 1, pue appropriately in mp and arguing
about the range of m and w4 upon varying Ai, A2), we get that z4 = «agz1. Thus
z = (21,29, P122,021) = 21 - (1,0,0,a0) + 22 - (0,1, 51,0) = 21 - v + 22 - w € span{v, w}.

Hence we can take z = 0. O

O]

11.3 An Explict Seedless (2, t)-Non-Malleable Extractor Construc-

tion

The result in this section is based on [CGL16]. The extractor construction is similar to the seeded

t-non-malleable in Section 4.3. Thus, we present the construction and omit the proof.

Subroutines and Parameters

1. Let 4 be a small enough constant and C' a large one. Let t = n?/C.
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2. Let ny = nf', 81 = 10y. Let IP : {0,1}™ x {0,1}™ — {0,1}"2, ny = 15, be the strong

two-source extractor from Theorem 2.5.3.

1

3. Let C be an explicit [Z,n, 15]-binary linear error correcting code with encoder £ : {0,1}" —

{0,1}=. Such explicit codes are known, for example from the work of Alon et al. [ABN*92].

4. Let Samp : {0,1}" — [g] be the sampler from Theorem 2.4.2. Let the number of samples
tsamp = nf2. Thus, f2 < f.

5. Let £ = 2(nf' + n2). Thus £ < n'1.

6. We set up the parameters for the components used by flip-flop (computed by Algorithm 1)

as follows.

(a) Let ng = nf,ny = n*, with B3 = 100y and 34 = 507.
Let Ext, : {0,1}™ x {0,1}™ — {0,1}"™ be the strong seeded linear extractor from
Theorem 2.1.5 set to extract from min-entropy kq = % with error e = 2—Qn7) Vg = %4.
Thus, by Theorem 2.1.5, we have that the seed length d, = O (llggilg%) = O(n?m) =
n4.
Let Exty : {0,1}" x {0,1}™ — {0,1}™ be the strong linear seeded extractor from

Theorem 2.1.5 set to extract from min-entropy k,, = § with error e = 9~ n77),

(b) Let laExt : {0,1}" x {0,1}" — {0,1}?™ be the look ahead extractor used by 2laExt
(recall that the parameters in the alternating extraction protocol are set as m = ng,u =
2 where u is the number of steps in the protocol, m is the length of each random
variable that is communicated between the players, and Ext,, Ext,, are the strong seeded
extractors used in the protocol.).

(c) Let Ext : {0,1}"x{0,1}™ — {0,1}"3 be the linear strong seeded extractor from Theorem

2.1.5 set to extract from min-entropy 5 with seed length ny and error 9=/

7. Let ACB be the function computed by Algorithm 9, which uses the function flip-flop set up

as above.
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Algorithm 10: nmExt(x,y)

Input: Bit strings x, y, each of length n.
Output: A bit string of length ny.

1 Let @y = Slice(z,n1), y1 = Slice(y, n1). Compute v = IP(x, y).
2 Compute T' = Samp(v) C [Z].

3 Let z = x1 o w3 0 y1 0 yo Where 29 = (E(2))(1},¥2 = (E(Y))¢13-
4 Output ACB(z,y, 2).

By following along the lines of the proof of Theorem 4.3.1, it is easy to obtain the following result.

Theorem 11.3.1. Let nmExt be the function computed by Algorithm 3. Then nmExt is a seedless

(2,t)-non-malleable extractor with error 9,
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Chapter 12

Non-Malleable Codes

I Error-correcting codes encode a message m into a longer codeword c enabling recovery of m even
after part of ¢ is corrupted. We can view this corruption as a tampering function f acting on
the codeword, where f is from some small allowable family F of tampering functions. The strict
requirement of retrieving the encoded message m imposes restrictions on the kind of tampering
functions that can be handled. Unique decoding is limited by the minimum distance of the code-
word, and various bounds are known in the case of list decoding. Hence, many natural classes of

tampering functions cannot be handled in this framework.

One might hope to achieve a weaker goal of only detecting errors, possibly with high prob-
ability. Cramer et al. [CDFT08] constructed one such class of error-detecting codes, known as
Algebraic Manipulation Detection codes (AMD codes), where the allowable tampering functions
consist of all functions of the form f,(z) = a+z. However error detection is impossible with respect
to the family of constant functions. This follows since one cannot hope to detect errors against a

function that always outputs some fixed codeword.

Dziembowski, Pietrzak and Wichs [DPW10] introduced non-malleable codes as a natural

generalization of error-detecting codes. Informally, a non-malleable code with respect to a tam-

!parts of this chapter have been previously published [CZ14,CGL16]
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pering function family F is equipped with a randomized encoder Enc and a deterministic decoder
Dec such that Dec(Enc(m)) = m and for any tampering function f € F the following holds: for
any message m, Dec(f(Enc(m))) is either the message m or is e-close (in statistical distance) to a

distribution Dy independent of m. The parameter ¢ is called the error.

We now formally define non-malleable codes. We need to define the following function.

x if x # same*
copy(z,y) =
y if x = same*

COpy(t)((l'l, s ,.’Et), (y17 ey Z/t)) = (COpy(ﬂfl, yl)’ ey COpy(ﬂjt? yt))

Definition 12.0.1 (Coding schemes). Let Enc : {0,1}* — {0,1}" and Dec : {0,1}" — {0, 1}*U{ L}
be functions such that Enc is a randomized function (i.e. it has access to a private randomness)
and Dec is a deterministic function. We say that (Enc, Dec) is a coding scheme with block length n
and message length k if for all s € {0,1}*, Pr[Dec(Enc(s)) = s] = 1 (the probability is over the

randomness in Enc).

Let F,, denote the set of all functions mapping n-bit strings to n-bit strings.

Definition 12.0.2 (Non-malleable codes). A coding scheme (Enc,Dec) with block length n and
message length k is a non-malleable code with respect to a family of tampering functions F C F,
and error € if for every f € F there exists a random variable Dy on {0,1}* U {same*} which is

independent of the randomness in Enc such that for all messages s € {0,1}*, it holds that
[Dec(f (Enc(s))) — copy(Dy, s)| < €

The rate of a non-malleable code C is given by %

As an easy example, suppose the tampering function family at hand is F.opnstant, consisting

of all constant functions, f.(z) = ¢ for all x. We can use any coding scheme and for any tampering
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function f. € Feonstant, we may take Dy, to be Dec(c) with probability 1.

Note that there cannot exist a code with block length n which is non-malleable with respect
to Fy, (recall this is family of all functions from n bits to n bits). This follows since the tampering
function could then use the function Dec to decode the message m, get a message m’ by flipping

all the bits in m, and use the encoding function to pick any codeword in Enc(m’).

Therefore, it is natural to restrict the size of the family of tampering functions. It follows
from the works in [DPW10, CG14a] that there exists non-malleable codes with respect to any
tampering function family of size bounded by 922" with rate close to 1 — 4 and error 270 for any
constant > 0. The bounds obtained in these works are existential, and some progress has been

made since then in giving explicit constructions against useful classes of tampering functions.

12.0.1 Non-malleable Codes in the Split-State Model

An important and well studied family of tampering functions (which is also relevant to the current
work) is the family of tampering functions in the C-split-state model, for C' > 2. In this model,
each tampering function f is of the form (f1,..., fc) where f; € F, ¢, and for any codeword
= (x1,...,2¢) € ({0,1}Y)C we define (f1,..., fc)(zx1,...,xc) = (fi(z1),..., fo(zc)). Thus
each f; independently tampers a fixed partition of the codeword. Non-malleable codes in this model
can also be viewed as non-malleable secret sharing. This is because the strings (x1,...,z¢) can be
seen as the shares of s and tampering each share individually does not allow one to “maul” the

shared secret s.

There has been a lot of recent work on constructing explicit and efficient non malleable codes
in the C-split-state model. Since C = 1 includes all of F,,, the best one can hope for is C' = 2. A
Monte-Carlo construction of non-malleable codes in this model was given in the original paper on
non-malleable codes [DPW10] for C' = 2 and then improved in [CG14a]. However, both of these
constructions are inefficient. For C' = 2, these Monte-Carlo constructions imply existence of codes
of rate close to % and corresponds to the hardest case. On the other extreme, when C' = n, it

corresponds to the case of bit tampering where each function f; acts independently on a particular
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bit of the codeword.

The best known explicit construction of non-malleable codes in the C-split-state model for
the case when C' = 2 is due to the work of Aggarwal, Dodis and Lovett [ADL14], who construct a
code with rate = Q(n=%/7) and error = 2-2n""") " Their proof of non-malleability uses methods
from additive combinatorics. The drawback of this construction is the polynomially small rate of

the code.

12.0.2 Our Result

The results in this chapter are based on joint works with Vipul Goyal, Xin Li, and David Zuckerman

[CZ14, CGL16).

Our main result on non-malleable codes is for the model of C-split-state adversaries when
C = 10. We give explicit constructions of non-malleable codes in this model with rate = Q(1) and

error = 2~ In particular, we have the following result.

Theorem 29. For all n > 0 there exists an explicit construction of efficient non-malleable codes

on {0,1}" in the 10-split-state model with constant rate and error = 2=,

We note that the best known non-malleable code in the O(1)-split-state prior to this work
was the non-malleable code in the 2-split-state model from [ADL14|, which as mentioned above,

has rate Q(n_6/7) and error is 2_9(”71/7)‘

Thus we give the first explicit construction of constant
rate non-malleable codes in the split-state model for a fixed integer C' that do not rely on any

unproven assumptions; in fact, this is the first for C' = o(n). We further obtain optimal error.

For the case of bit tampering (C' = n), the best known explicit constructions of non-malleable
codes were given in the work of [CG14b] with rate = (1 —o0(1)) and error = 272" We improve

upon the error and obtain the following result.

Theorem 30. For all n > 0 there exists an explicit construction of efficient non-malleable codes

on {0,1}™ in the bit tampering model with rate = (1 — o(1)) and error = 272",
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We obtain Theorem 30 from the following observation. The construction against bit tam-
pering in [CG14b] uses a possibly sub-optimal rate non-malleable code against bit-tampering in
its construction and shows a way to improve the rate to (1 — o(1)) while maintaining the error
bound. The sub-optimal rate non-malleable code used was the code from [ADL14]| which resulted
in the sub-optimal error bound of 9= Qn= YT By plugging in our non-malleable code construction
from Theorem 29 as the sub-optimal non-malleable code in the construction of [CG14b], we deduce

Theorem 30.

Subsequent Work: Aggarwal et al. [ADKO15] constructed explicit non-malleable codes
in the 2-split model with constant rate and optimal error. A crucial part of their contruction is our

10-split-state non-malleable code from Theorem 29.

Other Results on Non-Malleable Codes Apart from the previous work stated above,
there has been other work in constructing non-malleable codes. However they did not improve the
parameters achieved in [ADL14] in the C-split model for C' = o(n). Before the work of [ADL14],
the only unconditional efficient non-malleable code in the C-split-state model, for C' = o(n), was by

Dziembowski, Kazana, and Obremski [DKO13]. However, they could encode only 1 bit messages.

In the model of global tampering, Agrawal et al. [AGM™14] constructed efficient non-
malleable codes with rate 1 — o(1) against the family of permutations. There were also some
conditional results. Liu and Lysyanskaya [LL12] constructed efficient constant rate non-malleable
codes in the split-state model against computationally bounded adversaries. Their proof of non-
malleability relies on the existence of robust public-key cryptosystems and existence of robust
non-interactive zero-knowledge proof systems for some language in NP. They also use the common
reference string (CRS) assumption which roughly states that one has access to an untampered
random string. The work of Faust et al. [FMVW13] constructed almost optimal non-malleable
codes against the class of polynomial sized circuits in the CRS framework. [CCP12, CCFP11,
CKM11,FMNV14] considered non-malleable codes in other models.
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12.1 Multi-Tampered Non-Malleable Codes

We introduce the notion of non-malleable codes that can handle multiple tamperings in the infor-

mation theoretic setting.

Definition 12.1.1 (One-Many Non-malleable codes). A coding scheme (Enc, Dec) with block length
n and message length k is a non-malleable code with respect to a family of tampering functions
F C (Fp)t and error € if for every (fi,... f:) € F, there exists a random variable D on ({0,1}*u

{same*})t which is independent of the randomness in Enc such that for all messages s € {0, 1}’“,

it holds that
|(Dec(f1(X)), ..., Dec(f+(X))) — copy™ (D, 5)| < e

where X = Enc(s). We refer to t as the tampering degree of the non-malleable code.

Thus one-many non-malleable codes is a natural more robust version of the well studied
notion of non-malleable codes, and can be used in all applications of non-malleable codes in tamper-

resilient cryptography with this stronger form of security.

An expert in cryptography by now would have noticed this is analogous to the well studied
notion of one-many non-malleable commitments [PR08]. Even though both notions deal with
related concerns, we note non-malleable codes and non-malleable commitment are fundamentally
different objects with the latter necessarily based on complexity assumptions. To start with, we
prove a simple impossibility result for one-many non-malleable codes (whereas for one-many non-

malleable commitments, a corresponding positive result is known [PROS]).

Lemma 12.1.2. One-many non-malleable codes which work for any arbitrary tampering degree

and € < 1/4 cannot exist for a large class of tampering functions.

Proof. The class of tampering functions which we consider are the ones where each function is
allowed to read any one bit X; of its choice from the input code X, and output a fresh encoding

of X;. Most natural tampering functions (including split state ones [DPW10,CG14a]) considered
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in the literature fall into this class. Assume that the encoded value s has at least 4 possibilities

(length 2 bits or higher). The case of a single bit s is discussed later.

Recall that n is the length of the code. We set ¢t = n. Let X = Enc(s) be the input codeword
where s is chosen at random. We consider n tampering functions where F; simply reads X; and
outputs a fresh encoding W; = Enc(X;). Now consider (Dec(f1(X)),...,Dec(f,(X))). Observe
that this is exactly the bits of the string X. If the distinguisher applies the decode procedure on
X, it will recover s. Now consider any possible output (di,...,d,) of D 7 Now note that there
cannot exist d; which is same*. This is because otherwise it will be replaced by s (see Definition
12.1.1) which is at least 2 bits while Dec(W;) is just a single bit. This in turn implies that the value
copy(D B s) (from Definition 12.1.1) is independent of s and X. Thus a distinguisher (given access

to s) can easily have an advantage exceeding e.

For a single bit s, we modify our tampering functions to encode two bits: W; = Enc(X;||0).
Then again we can argue that neither of d; will be same* since then it will be replaced by s which is
only one bit. This in turn again implies that copy(D P s) is independent of s and X. This concludes

the proof.

O

We also introduce a natural generalization which we call many-many non-malleable codes.

This refers to the situation where the adversary is given multiple codewords as input.

Definition 12.1.3 (Many-Many Non-malleable codes). A coding scheme (Enc,Dec) with block
length n and message length k is a non-malleable code with respect to a family of tampering functions
F C (Fp)t and error € if for every (fi,... f:) € F, there exists a random variable Dz on ({0,1}*u

{same*i}ie[u])t which is independent of the randomness in Enc such that for all vector of messages

(51,...,54), 8; € {0,1}*, it holds that
|(Dec(f1(X)), ..., Dec(fi(X))) = copy(Dy, (s1,- - -, 5u))| < €

Where X; = Enc(s;) and X = (X1,...,Xy)
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The following lemma relates one-many non-malleable codes to many-many non-malleable

codes. This lemma is analogous to a similar lemma for non-malleable commitments [PROS].

Lemma 12.1.4. One-many non-malleable codes with tampering degree t and error € are also many-

many non-malleable codes for tampering degree t and error ue (where u is as in Definition 12.1.3).

Proof. This proof relies on a simple hybrid argument and the fact that all sources Xy,...,X,
are independent. We only provide a proof sketch here. Assume towards contradiction that there
exists a one-many code with error ¢, which, under the many-many tampering adversary has error
higher than w.e. That is, the adversary (f ) is given as input (Xy,...,X,) which are encodings of
(s1,-..,8y) respectively. This is referred to as the hybrid 0. Now consider the following hybrid
experiment. In the i-th hybrid experiment, the code X; is changed to be an encoding of 0 (as
opposed to be an encoding of s;). We claim that in this experiment, the error changes by at most
€. This is because otherwise we can construct a one-many tampering adversary with error higher
than e. To construct such an adversary (fi), each f; has Xyj; hardcoded in it and takes X; as

input. This would show an adversary against which one-many non-malleable codes have an error

higher than e.

By the time we reach (u — 1)-th hybrid experiment, the error could only have reduced by
at most (u — 1)e. However in the (u — 1)-th hybrid experiment, the error can at most be € since
it corresponds to the one-many setting. Hence, the error in the hybrid 0 could have been at most

u.€. This concludes the proof.

Our main result is the following.

Theorem 31. There exists a constant v > 0 such that for all m > 0 and t < n7, there exists an

efficient construction of one-many non-malleable codes in the 2-split state model with tampering

)

Q(1
W /n, and error 27" “.

degree t, relative rate n
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Relation to Continuous Non-Malleable Codes A primitive related to one-many non-malleable
codes that we introduce, known as continuous non-malleable codes, was introduced by Faust et
al. [FMNV14]. Informally, in a continuous non-malleable code, the codewords are allowed to be
tampered multiple times (without allowing fresh encoding of the message), with the additional
guarantee that the tampering experiment stops (called “self destruct”) whenever an error message
is detected. This model is weaker than the notion we consider since we do not allow for such a
self-destruct option. However the work of [FMNV14] allows for unbounded number of tamperings.
On the other hand, their constructions are based on computational assumptions while ours are

purely information-theoretic.

The work of Jafargholi and Wichs [JW15] studied variants of continuous non-malleable
codes, depending on whether the tampering is persistent (i.e., the new tampering is on the current
tampered version of the codeword) or non-persistent (i.e., the tampering is always on the original
codeword). Further [JW15] considered variants depending on whether the self-destruct option is

available.

It was shown in [FMNV14] that continuous non-malleable codes against unbounded tamper-
ing in the non-persistent model cannot exist in the information theoretic setting. Subsequently, the
work of [JW15] proved the existence of continuous non-malleable codes against unbounded tam-
pering in the persistent model (with self-destruct) in the information theoretic setting. Following
this, in a recent work Aggarwal, Kazana and Ombreski [AKO15] provided explicit constructions of

such codes.

Thus, our result on one-many non-malleable codes can be interpreted as an explicit construc-
tion of continuous non-malleable codes in the non-persistent model (without self-destruct) against
a bounded tampering in the information-theoretic model. We note that as implied by the result
of [FMNV14], one cannot hope to handle unbounded tampering in this model in the information

theoretic setting.

216



12.2 Non-malleable codes via Seedless non-malleable extractors

Seedless non-malleable extractors were introduced by Cheraghchi and Guruswami in [CG14b],
where it was shown that explicit constructions of such extractors can be used to construct non-
malleable codes?.

The following theorem generalizes a result of Cheraghchi and Gursuswami [CG14b].

Theorem 12.2.1. Let nmExt : {0,1}" x {0,1}" — {0,1}™ be a polynomial time computable
seedless (2,t)-non-malleable extractor for independent sources at min-entropy n — nY with error e.
Then there exists an explicit non-malleable code with an efficient decoder in the (2,t)-split-state

model with block length = 2n, rate = g and error = 2(m+2)t (¢ 4 9=n7),

Proof. Let A1 = (f1,91),--., A+ = (ft,g¢) be arbitrary 2-split-state adversaries. We partition

{0,1}™ in two different ways based on the fixed points of the tampering functions.

For any R C [t], define
W = {ze{0,1}": filx) =z ifie R, and fi(z) #xif i € [t] \ R}.
Similalry, for any S C [t], define

VO = {y e {0,1}" 1 gi(y) =y ifi € S, and gi(y) # y if i € [t] \ S}.

Thus the sets W) R C [t] defines a partition of {0,1}". Similarly V(%) S C [t] defines a partition
of {0,1}". For R, S C [t], let X(®) be a random variable uniform on W and Y¥) be a random

variable uniform on V().
Let U, be uniform on {0,1}™ and independent of X® Y*®, for all R, S C [t].

Define

R,S R,S R.,S
D%g):(Um,Z{ ),z

2the encoder of the resulting non-malleable code may still be inefficient. Informally, to make the encoder efficient,
one needs to sample from the pre-image of any output of the extractor. See Section 12.4 for more details.
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where we define the random variable

S(1S) _ nmExt(f;(X®), g;(Y ) ifie[t]\(RNS)

i =

same* ifie RNS

Define the distribution:
Lo (R,S)
Df,g = RES OéR,SDﬁg

N _w @S|y (RS
, where Grp s = —5an -

We first prove the following claim.

Claim 12.2.2. Let

Ar.s = arsnmExt(XH Y& nmExt(f(XH), g (Y))),...,

Bt (f,(X (), (Y (5))) — DU

Then, for every R, S C [t], Aps <27 +e.

Proof. If [WW)| < 27="7 it follows that R.s < 27" and hence the claim follows. Thus, assume

that Hoo(X) >n —n?. Using a similar argument, we can assume that Hoo(Y () >n —n?.

Let RNS =[]\ (RNS) = {i1,...,i;}. It follows that for any ¢ € RN S, at least one the
following is true: (1) f. has no fixed points on W) (2) gc has no fixed points on V(). Thus, using

the fact nmExt (2, ¢)-non-malleable extractor, we have

InmExt(XF, Y) nmExt(f;, (X)), g;, (Y)), ..., nmExt(f;, (X)), g;, (YS)))

_Un47 nmEXt(fil (X(R))a 9iy (Y(S)))7 SRR nmEXt(fij (X(R))v 9i; (Y(S)))| Se

The claim now follows by observing that for each ¢ € RN S, f. and g. are the identity functions

on the sets W) and V() respectively. O
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Let X,Y be independent and uniformly random on {0, 1}"™. Thus, we have

InmExt(X,Y), nmExt(A;(X,Y)),...,nmExt(A(X,Y))

~Up,,copy (D, Up)| = D Apg <2¥(e+27").
R,SC[t]

We now define the non-malleable code in the following way: For any message s € {0,1}"™, the
encoder Enc(s) outputs a uniformly random string from the set nmExt™1(s) c {0,1}¢". For any
codeword ¢ € {0,1}°™, the decoder Dec outputs nmExt(c). It follows that for any t-tuple of
messages : (s1,...,5:) € ({0,1}™)!, we have

|(Dec(f1(X)), ..., Dec(f1(X))) = copy(D 5 (1, -, 5¢))| < 2™ [nmExt(X, Y), nmExt (A (X, Y)),

o, nmmExt (A (X, Y)) = Uy, copy (D, Uy,

< 2mt+2t(6 + 27n“/)'

O

Remark 12.2.3. Thus, note that to construct efficient non-malleable codes using a seedless non-
malleable extractor nmExt, we also need to sample efficiently from a distribution that is almost

uniform on nmExt~1(s) for any message s.

12.3 Efficient algorithms for non-malleable codes in the 10-split-

state model

In this section we prove efficiency of the non-malleable codes in the 10-split-state model that follow
via the non-malleable extractor construction in Section 11.2 (using Theorem 12.2.1). Recall that
for any message s, its encoding is a uniform element from nmExt~!(s) and for any codeword ¢, the
decoded message is nmExt(c). Thus the efficiency of the decoder follows from the fact that nmExt

is a polynomial time function.
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We construct an efficient algorithm which takes as input a message s € {0,1}" and samples

©(n)_close to uniform on nmExt~!(s) and use this as our encoder.

from a distribution that is 27
This is indeed sufficient, since we only add an exponentially small error when we use this algorithm

instead of sampling uniformly from nmExt~!(s).

Our sampling algorithm is based on the following observations.

e The uniform distribution on the set nmExt ' (s) is a convex combination of uniform distri-

butions on algebraic varieties of low degree.
e Sampling almost uniformly from such algebraic sets can be done efficiently [CS09].

e Further, obtaining the weights in the convex combination reduces to approximately counting
the size of such algebraic sets for which there are efficient algorithms [HW98]. However,
the number of distributions in the convex combination can be exponentially large. To get
around this difficulty, we use the method of rejection sampling. The proof of correctness of

the algorithm relies on estimates on the number of rational points on algebraic varieties.

12.3.1 Tools from algebraic geometry
Let g € Fy[z1,..., 2] and let H C T} be its set of zeroes. We call H the algebraic hypersurface
defined by g.

The following version of the Lang-Weil bound for hypersurfaces in [, was proved by Cafure

and Matera [CMO06].

Theorem 12.3.1 (Lang-Weil bound). Let ¢,d be constant integers and let p be a large prime.
Let H C F}, be a hypersurface defined by a degree d polynomial. Then there exists an integer s,
0 <s<d, such that

o . -3 e
1H] — sp“~ | < O(sign(s) - p°~2 +p°?)

where sign(s) =1 if s > 0 and sign(0) = 0.
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Lemma 12.3.2 (Schwartz-Zippel Lemma [Sch80, Zip79]). Let g(z1,...,x.) be a non-zero multi-
variate polynomial of degree d with coefficients in . Then the hypersurface H C F} defined by g

is of size at most dp®~ L.

We need some previous work on efficient sampling and approximate counting of algebraic

varieties.

Theorem 12.3.3 ([CS09]). Let ¢, k,d be constant integers such that ¢ > k and let p be a prime.

There exists an efficient randomized algorithm Ay such that the following holds:

Let g1,...,gr € Fplx1,...,xc] be arbitrary polynomials of degree at most d and let S C Fy
be the set of common zeroes of gi,...,gx. A1 takes as input the description of gi,...,g9x and a
1—6)

parameter § and outputs a sample from a distribution which is O(1/p -close to the uniform

distribution on S. The worst-case running time of Ay is bounded by poly(logp).

Theorem 12.3.4 ([HWO98]). Let ¢, k,d > 0 be constant integers and let p be a prime. There exists

an efficient randomized algorithm Ao such that the following holds:

Let g1,...,9x € Fplz1,. ..,z be arbitrary polynomials of degree at most d and let S C Fy, be
the set of common zeroes of g1,...,gr. A2 takes as input the description of ¢1,...,gr and outputs

an integer v such that
1
— =8|l < O(p~*/?
5 lv =[Sl <O(™"7)

The worst-case Tunning time of A is bounded by poly(logp).

12.3.2 A new extractor

In the construction of the seedless non-malleable extractor nmExt in Section 11.2, we needed a
seeded non-malleable extractor snmExt (with some additional properties, see Theorem 11.2.8). We
carefully choose snmExt such that it is easy to sample almost uniformly from nmExt~!(s). The
main idea is to pick snmExt such that nmExt™!(s) is a convex combination of algebraic varieties

of low degree over a field with large characteristic. Thus, the constructions in [Li12b] look to be a
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good choice for the seeded non-malleable extractor. However, for this choice, we face the following

difficulty:

Let ops : Fpy — Zpy be defined as opy(x) = x (mod M). nmExt is of the form o7 oextaoexty,
where ext; : IFII,O — Fﬁ, exto : Fg — [y, and p, ¢ are primes satisfying p? < q < 2p? (and interpreting
the output of ext; as an element in ]Fg) Changing the characteristic of the field destroys the low

degree properties of the function exts o exty.

To fix this, we construct a new extractor for exty (satisfying the conditions of Theorem
11.2.8) which allows us to work over the same field as ext;. The extractor is a variation of a
construction by Bourgain [Bou05b]. The proof is easy to obtain by using ideas from [Bou05b,Li12b],

and we omit it.

Theorem 12.3.5. Let p be a prime. Define the functions exts : (Fg) X (IF%) — [, and snmExt :
(F2) x (F2) = Zuy in the following way:

2
exta((x1,22), (y1,Y2)) Z (zjy; + 23 y] snmExt(z, y) = o (exta(z,y))
j=1

where onr(z) = x (mod M). Suppose X,Y are independent sources on Fa with min-entropies ki, ks

respectively.

1. If (k1 + k2) > (2 +9) logp, then

lsnmExt(X,Y) o X —Up o X| <p~ Y| |snmExt(X,Y) o Y — Uy o Y| < p %

2. If ki,ke > (2 —19)logp and f is any tampering function with no fized points, then

|snmExt(X,Y) o snmExt(X, f(Y)) — Uy o snmExt(X, f(Y))| < p 2,
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12.3.3 A generic sampling algorithm

We construct an algorithm for almost uniformly sampling from certain structured sets.

Theorem 12.3.6. Let 51,52, and S3 be finite sets. For arbitrary functions g : So — S3, h: S1 —
So, there exists a sampling algorithm B which takes as input z € Ss and a parameter € > €y, runs
in time poly(log(|S1| - [S2|), log(L)), and outputs a sample from a distribution that is O(e)-close to
uniform on the set (g o h)~1(2), if the following conditions hold:

1. There exists an algorithm By, which takes as input z € S3, runs in time poly(log(]S2|)), and

outputs a sample from a distribution that is uniform on the set g~ '(z).

2. There exists an algorithm By, which takes as inputy € Sy and €, runs in time poly (log(|S1]), log(1)),

and outputs a sample from a distribution that is e-close to uniform on the set h=1(y).

3. There exists an algorithm Bs, which takes as inputy € Sz and €, runs in time poly(log(|S1|), log(%)),
and outputs an approzimation A, for |h=1(y)| with a multiplicative error of at most e, i.e.,
Ay

1—6§W§1+6.

4. There exist constants f > 0 and A > 1, and an efficiently computable value max such that
for all € > €y the following holds: There exists a subset S, C Sy such that for all y € S5,
|95

% < |h—1(y)‘ < max. Further, m ZyESQ\Sé \h—l(y)| <€ and 159 > f.

Proof. The idea is to use the method of rejection sampling.

Algorithm B (given input z € S3 and error parameter €):

1. Use By to sample y from g~!(2). Compute an approximation A, for |h~(y)| with error € using

algorithm Bs. If A, < max (% —€), reject y. Else accept y with probability wt(y) = Ay

max’
Iterate this step till some y is accepted. If no sample is accepted after O(log %) iterations,

accept the next sample.

2. Once y is accepted, sample from h~!(y) using By (with error ).
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Proof of correctness of Algorithm B: Consider any subset T C (g o h)71(2). Let pr1 be the

probability that some element from 7' is picked by B in one iteration.

- L A e €7 I WA (A R )| B
P MR vera] ( max i) < (R (W)l i>

y€g~1(2)

Then:

The above expression is derived in the following way: Consider any y € g~ '(z). Let A, be the

approximation of |h~!(y)| computed by algorithm Bs. The probability of y being picked by Bj

is —+—. The probability that this y is accepted is given by Ay W Further, if y is

lg= ()] max max

accepted, %_&()y‘)' +e€ is the probability that some element from the set T is picked by algorithm s

(since By samples from a distribution e-close to uniform on h=1(y)).

It follows that,
T

‘pT,l - m\ = O<€)

Let N = |(g o h)~!(z)|. The probability that an iteration of Step (1) fails to accept a sample is:

N
Preject = (1 - > + O(G)

max -|g~! (2)|

Let k = O(log %) The probability pr that some element from T is picked by B in at most

k iterations is given by:

k—1

PT = DT, Z(preject)i
=0

_ <|T| + O(e)) . %1 (1 Ny O(e))i

max -[g~"(2)]

Thus,

m—ﬁ' < (1—N(z))k+0(e)

max -|g~!

Nk
<e macle TGl 4 O(e) = O(e)
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where the equality in the last step follows from the fact that m = O(1) (by Condition (4)

in the hypothesis).

The probability that no sample is accepted by B in k iterations is bounded by:

(1~ ) o000

Let B(z,¢€) denote the output distribution of algorithm B. Thus,

Pr[B(z,€) € T] —|TN’

B —Ugon)- 2) =
[B(2,€) = Utgony=1(2) = . max,

12.3.4 An efficient encoder

We recall the seedless non-malleable extractor constructed in Theorem 3.
Let enc : F, — F2 be defined as enc(z) = (z,z* + 2% + ).

Then nmExt : IE‘})O — Zyy is defined to be:
nmExt(azl, - ,$10) = extg(extg(extl(:cl, - ,xlo)))

where, extq : IFII,O — IF%, exty : Fﬁ — IFp, and ext3 : F, — Z)s are defined in the following way:

1

exty(z1,...,w10) = () _(enc(zit1) + enc(zair2)) © (enc(zairs) + enc(2aiya)), T9, 210)
=0

2
exto(y1, Y2, 21, 22) = Z yjzj + y] ] , exts(w) = op(w) =w (mod M)
7=1
We set M = p® such that the error in the extractor nmExt is € = p~2%. Note that, as discussed
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before, we use the extractor from Subsection 12.3.2 for exto in nmExt instead of the constructions
in [DLWZ14, Li12b).
An efficient encoder for the constructed non-malleable codes in the 10-split-state model

follows from the following theorem.

Theorem 12.3.7. There exists a randomized algorithm which takes as input z € Zps and a param-
eter € > O(p~/?) and samples from a distribution O(¢)-close to uniform on the set (nmExt)~!(2).

The worst case running time of the algorithm is bounded by poly(log p, log(%)).

We prove Theorem 12.3.7 using the following lemma.

Lemma 12.3.8. For s € Zyy, let Ts = exty(s) C F, and S = nmExt™1(s). For a € F,, define

W, = (extp o exty) ' (a) C FLY. Define Iy = {a € T : ‘W“‘ <09} and W = {J,¢;, W.

Then
Wl _a-s s| 18
SP i S 19

5]

Proof of Theorem 12.8.7 assuming Lemma 12.53.8. We show that for g = extg and h = exty o extq,
all the conditions of Theorem 12.3.6 are satisfied.

1. Tt is easy to uniformly sample from g=!(2).
2. An efficient algorithm for almost uniformly sampling from h~!(y) follows from Lemma 12.3.3.
3. An efficient algorithm for approximately counting h~!(y) follows from Lemma 12.3.4.

4. Using Lemma 12.3.8, we have that for at least (1/19)"" fraction of the y’s in g~!(2),
0.9p° < [h~H(y)| < 18p°.

Define I = {y € g7 (2) : [h"(y)| < 0.9p%}. Tt follows from Lemma 12.3.8 that:
()l < p~U
[(gon)~1(=)| h z)| y;
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Thus by Theorem 12.3.6, there exists an efficient algorithm to sample almost uniformly from the

set (nmExt)~!(z). O

Proof of Lemma 12.3.8. We begin by proving some claims.

Claim 12.3.9. For any s € Zyy,

P71 —p°) < mmExt ' (s)| < (") (1 +p°)

Proof. Let Xy,...,X;0 be uniform on [F,,. Using the fact that nmExt is an extractor for independent
sources with error at most e = p~2°, we have | PrlnmExt(Xy,...,X19) = s] — 47| < e. The bound
on |[nmExt~!(s)| now follows. O

Claim 12.3.10. For any a € F, let W, = (extyoexty) ™ (a) C F,0. Then there exists a polynomial

g € Fplzq, ..., x10] of degree at most 18 with coefficients in F), such that Wy, is the set of zeroes of g.
Proof. Define g(z1,...,210) = extg o exty(z1,...,210) — a. O

For a € F,, define N, = |W,|. Note that |Ts| = p'~°.

Using Claim 12.3.9, we have

p10—6 _p10—26 < Z Na < p10—6 +p10—26
aETs

It follows from Lemma 12.3.2 and Claim 12.3.10 that for any a € F),, N, < 18p?. Further, Theorem
12.3.1 and Claim 12.3.10 imply that if N, < 0.9p° for some a € Fp, then N, < Cp® for some

constant C.

Thus,
PO — 1 < L] Op o+ (T3] |E]) - 18 (12.1)

for some constant C.
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Since |I;| < |Ts| = p'=9, |I,| - Cp® < Cp°~9. Tt follows that,

P! — o(1) < 18(|T5| — |L,)) (12.2)
Rearranging, we have
|Is| 17 18
- 1) < —
T St <
Further,
W 1 8 p”° 1-5
8] < s 1O = O o e < o
O

12.4 Efficient Encoding and Decoding Algorithms for One-Many
Non-Malleable Codes

In this section, we construct efficient algorithms for almost uniformly sampling from the pre-image
of any output of a modified version of the (2,t)-non-malleable extractor constructed in Section
11.3. Combining this with Theorem 12.2.1 and Theorem 11.3.1 gives us efficient constructions of

Q(1)

one-many non-malleable codes in the 2-split state model, with tampering degree t = n’*\"/, relative

Q(1
rate n?() /n and error 27" w.

A major part of this section is on modifying the components used in the construction of
nmExt (Algorithm 10) so that the overall extractor is much simpler to analyze as a function, and
this enables us to develop efficient sampling algorithms from the pre-image. We present the modified

extractor construction in Section 12.4.2. However, we first need to solve a simpler problem.

12.4.1 A New Linear Seeded Extractor

A crucial sub-problem that we have to solve is almost uniformly sampling from the pre-image of a

linear seeded extractor in polynomial time. Towards this, we recall a well known property of linear
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seeded extractors.

Lemma 12.4.1 ([Rao09b]). Let Ext : {0,1}" x {0,1}¢ — {0,1}™ be a linear seeded extractor for

man-entropy k with error € < % Let X be an affine (n, k)-source. Then

Pr [|[Ext(X,u) — Up| > 0] <e.

u~Uyg
[

Definition 12.4.2. For any seeded extractor Ext : {0,1}" x {0,1}¢ — {0,1}™, any s € {0,1}¢ and
r € {0,1}™, we define:

e Ext(-,s):{0,1}" — {0,1}"™ to be the map Ext(-,s)(z) = Ext(x,s).
e Ext™1(r) to be the set {(x,y) € {0,1}" x {0,1}¢ : Ext(z,y) = r}.
e Ext™1(., ) to be the set {x : Ext(x,s) =r}.
We now present a natural way of sampling from pre-images of linear seeded extractors.

Claim 12.4.3. Let Ext : {0,1}" x {0,1}¢ — {0,1}™ be a linear seeded extractor for min-entropy
k with error e < 2715 For any r € {0,1}™, consider the following efficient sampling procedure S
which on input r does the following: (a) Sample s ~ Uy, (b) sample x uniformly from the subspace
Ext(-, )7 (r). (c) Output (x,s). Let D, be the distribution uniform on Ext™'(r), and let S(r)
denote the distribution produced by S on input r.

Then,
|S(r) — D,| < 27

Proof. Define the sets:

Good = {s € {0,1} : rank(Ext(-, s)) = m}, Bad = {0,1}%\ Good.
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It follows by Lemma 12.4.1 that |Good| > (1—¢)2%. Thus, for any s € Good, |Ext(-,s)™ (r)| = 2"~™.
Thus, we have

> ExtT(s)(r)] = 24t
s€Good

Further, for any s’ € Bad, |[Ext™(-,s')(r)| < 2", and hence

Z ’Ethl(-,S/)(T)‘ < e2d+n < 9d+n—1.5m
s’eBad

Thus | Uy epaq Ext71(-, ) ()] < 2795 |Ext=1(r)|. Tt now follows that
|S(r) — D,| < 2704m

O]

We note that € must be o(27"™) for the above sampling procedure to work with low enough
error. However, this would require a seed length of d = O(m?) (by Theorem 2.1.5). For each step
of the alternating extraction protocol the seed length then goes down by a quadratic factor, which

is insufficient for our application.

To get past this difficulty, we construct a new strong linear seeded extractor for high min-
entropy sources with the seed length close to the output length with the property that the size
of the pre-image of any output is the same for any fixing of the seed. Algorithm 11 provides this

construction.

Parameters and Subroutines:

1. Let 6 > 0 be any constant. Let d = n’. Let d = dy + do, where d; = n’, § > 105;. Let
m=d/2.

2. Let Samp : {0,1}% — [n]!, t = da, be an (u, 0, ) averaging sampler with distinct samples,

such that u = 15;;12/?)7 0= 1og(T1/T) and v = 272(d1) 7+ = 0.05.
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3. Let IP : {0,1}% x {0,1}% — {0, 1}% be the strong 2-source extractor from Theorem 2.5.3.

Algorithm 11: iExt(x,s)

Input: Bit strings x, s of length n, d respectively.
Output: A bit string of length m.

1 Let s; = Slice(s,d;). Let sy be the remaining dy bits of s.
2 Let T'= Samp(s1) C [n]. Let x1 = 21y
3 Output IP(z1, s2).

Informally the construction of iExt is as follows. Given a uniform seed S, we use a slice Sy
of S to sample co-ordinates from the weak source X, and then apply a strong 2-source extractor
(based on the inner product function) to the source X (which is the projection of X to the sampled

co-ordinates) and the remaining bits Sy of S to extract % uniform bits.

The correctness of this procedure relies on the fact that by pseudorandomly sampling co-
ordinates of X and projecting X to these co-ordinates, the min-entropy rate is roughly the preserved
for most choices of the uniform seed [Zuc97,Vad04,Lil12a]. Thus, we can fix Sy, and the strong two-
source extractor IP now receives two independent inputs S, and Xy with almost full min-entropy.
Thus, the output is close to uniform. Further we show that the number of linear constraints on the
source X is the same for any fixing of the seed. This allows us to show that size of the pre-image

of any particular output is the same for any fixing of the seed. We now formally prove these ideas.

We need the following theorem proved by Vadhan [Vad04].

Theorem 12.4.4 ([Vad04]). Let 1 > § > 37 > 0. Let Samp : {0,1}" — [n]* be an (u,0,7)

averaging sampler with distinct samples, such that p = 1((;;?12/1)) and 0 = W. If X is a (n,0n)
source, then the random wvariable (Ur, X{samp(u,)y) 5 (7 + 2= _close to (U,, W) where for

every a € {0,1}" , the random variable W|U, = a is a (t, (0 — 37)t)-source.

Lemma 12.4.5. Let iExt be the function computed by Algorithm 11. If X is a (n,0.9n) source

and S is an independent uniform seed on {0,1}%, then the following holds:

Q(1)

iExt(X, S), S — Uy, S| < 27"
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Further for any r € {0,1}™ and any s € {0,1}¢, [iExt(-, )" (r)| = 2"~™.

Proof. Using Theorem 12.4.4, it follows that X; is 21" _close to a source with min-entropy at
least 0.8n for any fixing of S;. Further, we note that after fixing Sy, So and X; are independent
sources. We now think of X, Sy as sources in {0, 1}d2+1 by appending a 1 to both the sources, so
that So # 0, and then apply the inner product map. This results in an entropy loss of only 1. Tt
now follows by Theorem 2.5.3 that

(D)

iExt(X, S), S — Up, 5| < 2

It is easy to see that for any fixing of the seed S = s, iExt(-,s) is a linear map. Let X
be uniform on n bits. We note that for any fixing of So = s9, X; lies in a subspace of dimension
dy — m over F5,. Further, the bits outside 1" have no restrictions placed on them. Thus the size of

iExt(-, s)7(r) is exactly 2¢2=m+n—d2 — 9n=m This completes the proof of the lemma. O

Based on the above lemma, we construct an efficient procedure for sampling uniformly from

the pre-image of the function iExt.

Claim 12.4.6. Let iExt : {0,1}" x {0,1}¢ — {0,1}™ be the function computed by Algorithm 11.
Then there ezists a polynomial time algorithm Samp, that takes as input r € {0,1}"™, and samples

from a distribution that is uniform on iExt™!(r).

Proof. It follows by Lemma 12.4.5 that for any fixing of the seed s, the size of the set iExt(-, s) ()
is exactly 2"~"™. Thus we can use the following strategy: (a) Sample s ~ Uy (b) Sample z uniformly
random from the subspace iExt(-, s)"*(r) (¢) Output (z, s). It follows that each element in iExt~!(r)
is picked with probability exactly 2% . 2"%”1 Thus the output of our sampling procedure is indeed

uniform on iExt~1(r). O
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12.4.2 A Modified Construction of the Seedless (2,¢)-Non-Malleable Extractor

We first describe the high level ideas involved in modifying the construction of nmExt (Algorithm

3), before presenting the formal construction.

e We use the linear seeded extractor iExt (Algorithm 11) for any seeded extractor used in the

construction of nmExt.

1=0 respectively for a small constant

e Next we divide the sources X and Y into blocks of size n
0. Since each of X and Y have almost full min-entropy, we now have two block sources, where
each block has almost full min-entropy conditioned on the previous blocks. The idea is to use

new blocks of X and Y for each round of alternating extraction in nmExt.

To implement this however, we need some care. Recall that the alternating extraction protocol
is Tun for two rounds between either X and Qp, or X and Q, in the function 2laExt. The
idea now is to run these two of alternating extraction by dividing Qy into two blocks, and
using two new partitions of X (each round being run by using a block from either X or Qp,).
Now to generate these Qp’s, we use a O(t) blocks of Y, and for each block apply the strong
seeded extractor ikExt, using as seed the output of the alternating extraction from the previous
step, and finally concatenate the outputs. This works because these O(t) blocks form a block
source, and using the same seed to extract from all the blocks is a well known technique of

extracting from block sources.

e By appropriate setting of the lengths of the seeds in the alternating extraction, we ensure that
each block of X and Y still has min-entropy rate 1 —o(1) even after fixing all the intermediate
seeds, the random variables Qj, Q;, and their tampered versions. This can be ensured since
each of these variables are of length at most n’! for some small constant ¢;, and the number

of adversaries is also n(1)),

e The above modification is almost sufficient for us to successfully sample from the pre-image of

any output. One final modification is to use a specific error correcting code (the Reed-Solomon
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code over a field of size n + 1 with characteristic 2) in the initial step of the construction,
when we encode the sources and sample bits from it. We give some intuition as to why this is
necessary. Since we are using linear seeded extractors in the alternating extraction, by fixing
the seeds we impose linear restrictions on the blocks of X and Y. Now, if we fix the output
of the initial sampling step (the random variable Z in Algorithm 3), we are imposing more
linear constraints on the blocks (assuming we are using a linear code). Now, it is not clear
if the constraints imposed by the linear seeded extractor is independent from the constraints
imposed by Z, and thus for different fixings of the Z and the seeds the size of the pre-image

of any output of the non-malleable extractor may be different.

To get past this difficulty, our idea is to first partition X and Y into slightly smaller blocks
(which does not affect the correctness of the extractor) such that at least half of the blocks are
unused by the alternating extraction steps. Now, we show that by using the Reed-Solomon
code over F = Fyiognt1) to encode the sources, fixing Z imposes linear constraints involving
the variables from these unused blocks, and we show that this is sufficient to argue that it
is linearly independent of the restrictions imposed by the alternating extraction part. We

provide complete details of the sampling algorithms in Section 12.4.3.

We now proceed to present the extractor construction. Recall that if Z,, Zgy1,...,Zy are

random variables, we use Zj, j to denote the random variable Z, . .., Zy.

14)

Subroutines and Parameters (used by Algorithm 12, Algorithm 13, Algorithm

. Let  be a small enough constant and C' a large one. Let t = n?/C.

. Let ny = n”', B; = 10y. Let ny = n —ny. Let IPy : {0,1}™ x {0,1}"™ — {0,1}"%, ng = 24

be the strong two-source extractor from Theorem 2.5.3.

. Let IF be the finite field Fyiogni1). Let ny = —2—=. Let RS : ™ — " be the Reed-Solomon

log(n+1)
code encoding n4 symbols of F to n symbols in F (we overload the use of RS, using it to
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10.

11.

12.

13.

denote both the code and the encoder). Thus RS is a [n,n4,n — ng + 1], error correcting

code.

. Let Samp : {0,1}"3 — [n]"s be a (k, 1, 2*”9(1)) averaging sampler with distinct samples. By

using the strong seeded extractor from Theorem 2.1.2, we can set ns = n%2, By < 31/2.

. Let £ =2(n1 +nslogn) < 4nP1. Thus £ < n'!7,

. Let ng = 50Ctl. Let 1Py : {0,1}" x {0,1}" — {0,1}?", n, = 10Ct¢, be the strong two-

source extractor from Theorem 2.5.3.

_ . . _ nz _ n7 . 1—-15v
Let n7 =n —ny —ng. Let ny = 5f. Let ny = 55;. Thus ng,ny >n .

. Let d1 = 804.

. Let iExty : {0,1}™ x {0,1}% — {0,1}%, dy = 40/, be the extractor computed by Algorithm

11.

Let iExts : {0,1}" x {0,1}92 — {0,1}% d3 = 20/, be the extractor computed by Algorithm
11.

Let iExtz : {0,1}" x {0,1}% — {0,1}%, d; = 10¢ be the extractor computed by Algorithm
11.

Let iExty : {0,1}™ x {0,1}% — {0,1}%, d5 = 5¢, be the extractor computed by Algorithm
11.

Let Ext : {0,1}4¢y x {0,1}94 — {0, 1}?" be defined in the following way. Let vy, ..., vy be

strings, each of length n,. Define Ext(vi o...0wacy, s) = iExty(vy, s) o... o iExts(vacy, 5).

Theorem 12.4.7. Let inmExt be the function computed by Algorithm 13. Then inmExt is a

seedless (2,t)-non-malleable extractor with error 2~

n21)

235



Algorithm 12: inmExt(x,y)

Input: Bit strings x, y, each of length n.
Output: A bit string of length m.

© 0w N O A W N

Let 21 = Slice(x,n1), y1 = Slice(y,ny). Compute v = 1P (z, y).

Let x2, 72 be ng length strings formed by cutting x1,y; from z,y respectively.
Let T'= Samp(v) C [n].

Interpret xo,ys as elements in F™4.

Let 5 = RS(.%‘Q),@Q = RS(yg)

Let 71 = (Tg){T},gl = (@2){11}, interpreting 72, y, € F™.

Let 2 = x1 0% o y; 0y;, where z is interpreted as a binary string.

Interpret x9, 3o as binary strings.

Output inmExt; (x2, y2, 2).

Algorithm 13: inmExtq (z2, y2, 2)

1

0 N O A W N

Let x3 = Slice(x2, ng), y3 = Slice(ya, ng). Let w, v be the remaining parts of s, y2
respectively.

Let IP2(z3,y3) = (q1,1,q1,2), where each of ¢1,1, 1,2 is of length n,.
Let w1, ..., wse be an equal sized partition of the string w into 8¢ stings.
Let vy, ..., v16¢ be an equal sized partition of the string v into 16Ct/ stings.

for h=1 to ¢ do

| (ghs1.1, Ghs2) = 21AEXE(VSC(h—1)641,8Cht]» Wiah—3,4h] b1 Gh,2> By Z{n})
end

Ouput (ge+1,1,qe+1,2)-

11.3, and we omit it. The correctness of inmExt follows directly from the proof of Theorem 11.3.1,
and the correctness of the extractor iExt (Lemma 12.4.5), the fact that by our choice of parameters
each block of X and Y still has min-entropy rate at least 0.9 after appropriate conditioning of the

intermediate random variables and their tampered versions, and the fact that using the RS in place

The proof of the above theorem is essentially the same as that the construction in Section

of a binary error correcting code does not affect correctness of the procedure.
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Algorithm 14: 2ilaExt(vjgc(h—1)t+1,8Cht]> Wiah—3,4h)> Ih,15 Gh,25 7y D)

1

0w N O Uk W N

10
11
12
13
14

15

Let sp1 = Slice(qn,1,d1), rn1 = Exti(wan—3, k1), Sh2 = Exta(qn2,7h,1),
rh2 = Extg(wan—2, sp2).

if b =0 then
‘ Let rp, = Slice(rp,1, da).
else
‘ Let rp, = 1p0
end
Let Ext(vgc(h—1)t+1,8(h—1)t+4Ct)» Th) = (@n.1,n,2), Where both @y, 1,G), o are of length ny.
Let 55,1 = Slice(qy, 1,d1), Th,1 = Ext1(wan—1,5n,1), Sh2 = Exta(qp 2, 1),
Th,2 = Exts(wan, 5p2).
if b =0 then
‘ Let 7, = Th,2.
else
‘ Let 7p, = Slice(Th,1,d4).
end
Let Ext(vigc (h—1)t+40t+1,8Cht], Th) = (qht1,1, qht1,2), where both g 1.1, qny1,2 are of

length n,.
Ouput (gh41,1, qh+1,2)-

12.4.3 Efficiently Sampling from the Pre-Image of inmExt

Since the construction of the non-malleable extractor inmExt (Algorithm 12, Algorithm 13, Algo-
rithm 14) is composed of various sub-parts and sub-functions, we first argue about the invertibility
of these parts and then show a way to compose these sampling procedure to sample almost uniformly
from the pre-image of inmExt. We refer to all the variables, sub-routines and notations introduced

in these algorithms while developing the sampling procedures. Unless we state otherwise, by a

subspace we mean a subspace over Fo.

We first show how to sample uniformly from the pre-image of 2ilaExt (Algorithm 14), since

it is a crucial sub-part of inmExt. We have the following claim.

Claim 12.4.8. For any fizing of the variables {s1i,71,i,51,i,T1,
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define the set:

2ilaExt ™ (42,1, 92,2) = {(23, Y3, V1 .ac)y Wi a)) € {0, 1} 2ot A0t

2ilaBExt(vp ace) W4y 91,15, 91,2,0) = (q2,1, ¢2,2) }

There exists an efficient algorithm Samp, that takes as input g2.1,q2.2,b,{s14,71,4,51, 71 : © €

{1,2}}, and samples uniformly from 2ilaExt_1(q271,q272).

Further, the set 2ilaExt_1(q2’1, q2.2) 1s a subspace over Fy of dimension di, and its size does

not depend on the inputs to Samp,.

Proof. The general idea is that by fixing the seeds in the alternating extraction, each block of w
takes values independent of the fixing of the other blocks of w and the ¢; ;’s, and similarly the g; ;’s

takes values independent of each other and the blocks of w. We now formally prove this intuition.

Since, s1,1 is a slice of g1, it follows that g 1 is restricted to the subspace of size ong—di
Since 711 = iExty (w1, s1,1), it follows that w; is restricted to the set iExt; (-, 81,1)_1(7“1’1). Further,

it follows by Lemma 12.4.5 that this is a subspace of size 2"~ Similar arguments show that q1,2

7d3

is restricted to the subspace of dimension 2™~%, and ws is restricted to a subspace of dimension

2n=—d1  Further, we note that each of these variables have no correlation.

By repeating this argument for the next two rounds of alternating extraction, it follows that

—d;

Gy, 1s restricted to a subspace of size 2", w3 is restricted to a subspace of size Qne—dz G192 18

restricted to a subspace of size 2"~ and wy is restricted to a subspace of size 279,

Further since (g2,1,¢22) = Ext(v[40t+1’8t],r1) = iExty4(v4ci1,71) © ... 0 iExty(vscr, 1), it

follows by an application of Lemma 12.4.5 that for any fixed g2 1, vjaci41,61 18 restricted to a subspace

92Ct(ny

of size —d5) A similar argument shows that for any fixed 92,2, Vjeot+1,8c1] 1S restricted to a

subspace of size 22Ct(ny—ds)

Finally, since IP1(x3,y3) = (q1,1,¢1,2), it follows that for any fixed x3,q1,1,¢1 2, the variable

2nq)

ys lies in a subspace of size 2m6108( since by fixing the variables x3,q1.1, q1,2, we are restricting
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ys to a subspace of dimension (log’("”% — 1) over the field Foog(2ng) -

It is clear from the arguments that we did not use any specific values of the inputs given to
the algorithm Samp, (including the value of the bit b) to argue about the size of 2ilaExt ' (g2.1, ¢2.2)-
Also note that each of x3,ys, vj1 404, w1 4] 18 restricted to some subspace. Since QilaExtfl(qgjl, 72,2)
is the cartesian product of these subspaces, it follows that it is a subspace over Fy. Thus the lemma

now follows since we can efficiently sample from a given subspace. O

Using arguments very similar to the above claim, we obtain the following result.

Claim 12.4.9. For any h € {2,...,£}, any fizing of the variables {Sp i, Th,i,Shi,Th,i : 4 € {1,2}},
and any b € {0,1} define the set:

2ilaBxt ™" (gns1,1, qhr12) = {(VisC(h—1)t—4Ct+180(h-1)t+401) Wian—3an]) € {0, 115w+

2ilaBExt (V8o (h—1)t41,8Cht]» Wiah—3,4k]5 91,1, 1,2, 0) = (qh+1,1,qhr1,2) }-

There exists an efficient algorithm Sampy, 1 that takes as input qp41,1, Gh+1,2,0, {Sh,isThyisShyi>Thy :

i € {1,2}}, and samples uniformly from 2i1aExt71(qh+171,qh+172).

Further, 2ilaExt_1(qh+1,1, qh+1,2) 15 a subspace over Fo, and its size does not depend on the

inputs to Sampy, 1.

O]

We now show a way of efficiently sampling from the pre-image of the function inmExt;

(Algorithm 13).

Claim 12.4.10. For any string o € {0,1}¢, and any fizing of the variables {Sh,isTh,isShi>Thi:h €
[0],1 € {1,2}} define the set:

inmExt; ! (qer1,1, ge12) = {(z2,y2) € {0,112 : inmExt (72, Y2, &) = (qes1,15 qe+1.2) }-

There exists an efficient algorithm Samp,,,,, that takes as input {spq,Thi,5ni,Thi * h € [£],1 €
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{17 2}}7 Q5 qr+1,1,96+1,2, and Samples umformly from inmEth_l (QZ+1,17 QZ+1,2) :
Further, inmExtl_l(ngJ, Qe4+1,2) s a subspace over Fa, and its size does not depend on the

inputs to Samp,,,,, -

Proof. We observe that once we fix all the seeds {sp i, 7hi,5h,i,Th: : h € [£],1 € {1,2}}, for different
h € [f], the blocks (Vgc(h—1)t—4Ct+1,8C(h—1)t+4Ct]> Wah—3,4n]) can be sampled independently. Thus,
by using the algorithms {Sampj,; : h € ¢} from Claim 12.4.8 and Claim 12.4.9, we sample the
variable @3, Y3, W1 47, V[1,4C1]s LVBC(h—1)1—4Ct+1,8C(h—1)t+4C1)> Wah—3,4k] * 1 € [(]}.

Finally, since Ext(vigc(e—1)t+4ct+1,8ce8,Te) = (@111, qer1,2), it follows by the arguments in
Lemma 12.4.8, that the block vjgc(r—1)i+4ct+1,80e) is restricted to a subspace of size 24Ct(ny—ds)

Thus, we can efficiently sample this block as well.

Further the variable wi¢41 g is unused by the algorithm inmExt;, and hence takes all values
in {0, 1}4"=. Similarly the variable v[gcei+1,160¢) 18 unused by the algorithm inmExt; and hence
takes all values in {0, 1}801‘[. Thus, we sample these variables as uniform strings of the appropriate

length.

Since s, ys are concatenations of the various blocks sampled above, we can indeed sample
efficiently from a distribution uniform on {(z2,y2) € {0,1}?"2 : inmExt(z,y, @) = (gr+1.1, @r+1.2) }-
Further since by Claim 12.4.8 and Claim 12.4.9, the size of the pre-images of each of the blocks gen-
erated do not depend on the inputs (and is also a subspace), it follows that 2inmExt1_1(qg+1,1, qr+1,2)

is a subspace, and its size does not depend on the inputs to Samp,,,,, - ]

We now proceed to construct an algorithm to uniformly sample from the pre-image of any
output of the function inmExt (Algorithm 12), which will yield the required efficient encoder for

the resulting one-many non-malleable codes.

Claim 12.4.11. For any fizing of the variable z = x10Z 0y 0y, and the variables {sp i, Thi,Sh,i,Th,i :
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h e [l),i € {1,2}}, define the set:

inmExt ™ (ge41,1, ge1,2) = {(z,y) € {0,1}*" : inmExt(z, y) = (grs1,1, ge+1,2) }-

There exists an efficient algorithm Samp,,,, that takes as input {sp;, Thi,5hi,Thi : b € [{],i €
{17 2}}7 Z,4041,1,9041,25 and Samples umformly fmm inmEXtil(QE-i-l,h q5+1,2)'
Further, inmExt_l(ngJ, qu4+1,2) is a subspace over Fa, and its size does not depend on the

inputs to Samp,,,, -

Proof. We fix the variables z; and y;. Let 7' = Samp(v) = {t1,...,tn, }. We now think of 9 as an
element in ™, F = Fyiognt1). Let 29 = (z21,...,22,,), where each x9; is in F. Recall that the

ng X n generator matrix G of the code RS is the following:

1 1 1
al a2 DY an
G =
ng—1 ng—1 ng—1
al a2 PEEY an
where aq, ..., qa, are distinct non-zero field elements of F.
Let
1 1 1
(07 Qg (0779
Gr = >
ng—1 ng—1 ng—1
Ay Oty Qs

Since Z1 = RS(x2) 1y, we have the following identity:

(mz,l e 332,”4) Gr=1m (12.3)

Thus, for any fixing of Z;, the variable z9 is restricted to a subspace of dimension (n4 — ns) over
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the field F.

Now, let j € [n4] be such that (221, .., 22 ;) is the string (z3, w[l,m), and (22,11, .., %2.n,)

is the string w41 8- Clearly, (ny—j)logn = 4¢n,, and thus by our choice of parameters it follows

. _ 4dng _ ng ne 2ny4 .
that j = ny Togn = 3 +7l0g(n+1) < 5t <ng —ns.

We further note since any ns x ns sub-matrix of Gp has full rank (since it is the Vander-
monde’s matrix), it follows by the rank-nullity thorem that any j x ns sub-matrix of G has null

space of dimension exactly 7 — n5. Thus for any A € F"5, the equation:

J J J

( ) at atz . atns
T2j41 0 T2 ) _
J+ )4 : =7 + A (124)
a?14—1 04?24_1 . 04:15—1
has exactly |F|U~"5) solution.
Thus, for any fixing of the variables, 251, . .., T3 j, equation (1) has exactly |F|7~"5 solutions.

In other words, for any fixing of x3, wy; 4, Z1, the variable w1 gg is restricted to a subspace, and
the size of the subspace does not depend on the fixing of x3, wyy 44, T1. Using, a similar argument, we
can show that for any fixing of y3, v(1 gcte, Y1, the variable vgcyry1,1601 is Testricted to a subspace,
and the size of the subspace does not depend on the fixing of ys3, v sce); Y1 -

Now consider any fixing of the variables {sp;,7hi,5hi,Th: : h € [(];i € {1,2}},2. As
proved in the Claim 12.4.10, we can efficiently sample the variables 3, wy; 4¢], Y3, v[1,8ct- By the
above argument, the variables vy 18 and wgciry1,160t nOW lie in a subspace, and hence we can
efficiently sample these variables as well. Thus we have an efficient procedure Samp,,,,, for uniformly
sampling (z,y) from the set inmExt ™ (go41.1,qe112) -

It also follows by Claim 12.4.10, that the total size of the pre-image of the variables
T3, W[1,4¢), Y3, V1,801 does not depend on z or the variables {sp i, 7 i, 3h,iThi : h € [€],i € {1,2}}.
Further, for any fixing of 3, w44, Y3, V[1,8Ct; 2, as argued above, the variables vy 18 and

W(gCe+1,16Ct NOW lie in a subspace, whose size does not depend on the fixed variables. Thus,
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overall the size of the total pre-image of x,y does not depend on the inputs to Samp,,,,. O

‘We now state the main result of this section.

Theorem 12.4.12. There exists an efficient procedure that given an input (qe+1,1,qe+1,2) € {0,137

{0,1}"4, samples uniformly from the set {(x,y) : inmExt(z,y) = (qr+1,1,9e+1,2)}-
Proof. We use the following simple strategy.

1. Uniformly sample the variables z, {sn i, 7h, Sh,i,Thi = h € [£],1 € {1,2}},
2. Use the variables sampled in Step (1) as input to the algorithm Samp,,,, to sample (x,y).

The correctness of this procedure follows directly from Claim 12.4.11, since it was proved that for

any fixing of the variables of Step 1, the size of pre-image of inmExt is the same. O
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