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A Generalization of APN Functions for
Odd Characteristic

Masamichi Kuroda, Shuhei Tsujie

Almost perfect nonlinear (APN) functions on finite fields of characteristic
two have been studied by many researchers. Such functions have useful
properties and applications in cryptography, finite geometries and so on.
However, APN functions on finite fields of odd characteristic do not satisfy
desired properties. In this paper, we modify the definition of APN function
in the case of odd characteristic, and study its properties.
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1 Introduction

Let F' = Fp» be a finite field of characteristic p. A function f: F' — F is called almost
perfect nonlinear (APN) if the equation

Daf(x) = fla+a) - f(x) = b

has at most two solutions z in F' for all @ € F* and b € F. APN functions on a
finite field of characteristic 2 were introduced by Nyberg [10] and have been studied by
many researchers. There are a lot of applications in cryptography and finite geometry.
APN functions for odd characteristic have been investigated by [6, 8] but their algebraic
properties are quite different from the case of characteristic 2. In this paper, we give an
algebraic generalization of APN functions as follows:

Definition 1.1. A function f: F — F' is a generalized almost perfect nonlinear
(GAPN) function if the equation

D.f(x) = Zf(:r:—i—z’a) =b

i€Fp

has at most p solutions z in F for all a € F* and b € F.



Note that when p = 2 GAPN functions coincide with APN functions. For every
a,b e F, let

Ny(a,b) ::#{xEF‘baf(x):b}.

If the equation D, flz) =0 has a solution zy € F, then it has at least p solutions
contained in xy + F,a. Hence Ny(a,b) is divisible by p, that is,

Nf<a7b)€{07 b, 2p77(pn_1)p7 pn}

In particular, we have that f is a GAPN function if and only if

N¢(a,b) € {0,p} forany ae€ F* and b€ F.

The value N¢(a, b) measures the linearity of f in the following sense. Let 7o € F' be a
solution of the equation D, f(x) = b. Suppose that there exists yo € F'\ Fpa such that
f(yo) + f(xo +ia) = f(yo + xo + ia) for every ¢ € F,. Then we have

Zf(yo+x0+ia):Zf(xg—l—ia):b,

i€Fy i€Fy

that is, every element in yy + 29 + Fpa is a solution of Daf(:c) =b. Hence ]\fo(a~ > 2p.

b)
If we assume, as an extreme case, that f is linear, then for any a € F we have D, f(x) =
> _icr, 1f(a), and hence

) proifb =" if(a),
Ny(a,b) = i€Fyp
0  otherwise.

Therefore we may say that GAPN functions are the farthest from linear functions in
view of this parameter N;(a, b).

Our main results are the following two theorems (see Section 3 and Section 4 for
details). Firstly, we construct a generalization of the Gold functions, which are the most
typical APN functions [7, 10]:

Theorem 1.2. A monomial function f: F — F defined by
flz) =a?*7=1 (i >0 and ged(i,n) = 1).
1s a GAPN function of algebraic degree p.

Secondly, when p = 3, we obtain a partial generalization of a relation between APN
functions and AB functions introduced in [5]:

Theorem 1.3. Suppose that p = 3. Let f be a function of algebraic degree at most 3
with the condition f(—x) = —f(x) for any x € F3n. If f is a generalized almost bent
function, then f is a GAPN function. Here generalized almost bent functions are defined
in Section 4.



This paper is organized as follows. In Section 2, we give several characterizations
for GAPN functions, which are generalizations of classical results for APN functions
on Fyn. In Section 3, we raise two examples of GAPN functions. One is the inverse
permutation and the other is a generalization of the Gold functions. In Section 4, we
define a generalization of almost bent functions and prove Theorem 1.3. In Section 5,
we introduce dual arcs and derive them from GAPN functions of algebraic degree p.

2 Characterizations of GAPN functions

2.1 The property of stability of GAPN functions

Two functions f and g are called extended affine equivalent (EA-equivalent) if g =
Ajo foAs+ Ay, where A; and A, are affine permutations and Ag is an affine function.
In [4], Carlet, Charpin and Zinoviev showed that EA-equivalence is a particular case
of CCZ-equivalence. Here CCZ-equivalence corresponds to the affine equivalence of the
graphs of functions, that is, functions f and g are CCZ-equivalent if and only if, for
some affine permutation, the image of the graph of f is the graph of g.

Let

Ny = { Ny(a,b)

aEFX,bGF}.

When p = 2, Nyberg proved that EA-equivalence preserves the set Ny (see [10, Proposi-
tion 1]), and more generally, Budaghyan, Carlet and Pott proved that CCZ-equivalence
also preserves the set Ny (see [3, Proposition 2]). The following proposition is a gener-
alization of [10, Proposition 1].

Proposition 2.1. Let f, g: F — F be EA-equivalent functions. Then Ny = Nj. In
particular, f is a GAPN function if and only if g is a GAPN function.

Proof. By definition, we have g = A; o f o Ay + A for some affine permutations Ay, A,
and affine function Ag. For each i € {0,1,2 }, we may put A; = a; + ¢;, where «; is a
linear function on F' and ¢; € F'. Then «a; and as are bijective. We have

Z Ao(z +ia) = Z (ao(z +ia) + cp) = ag(a) Zz = ap(a)r
i€Fp i€Fp i€Fy
for any a € F'*, where r denotes Ziemp 7. Then we obtain

Dag(x) = Z (Ao foAy+ Ag) (x +ia) = Z (o (f(ae(z +ia) + ) + 1) + agla)r

iR, i€Fp

= Z [ (As(z) +ias(a)) | +aola)r = <Do¢2(a)f(A2(x))> + ag(a)r.
i€Fy
Hence for any a € F* and b € F, Dog(z) = b if and only if Do, f(Az(2)) = a7 (b —
ag(a)r). Since Ay is a permutation, we obtain N,(a,b) = N(as(a),a; (b — ag(a)r)) for
any a € F* and b € F. Thus Ny = N O



Remark 2.2. Proposition 2.1 is not correct for CCZ-equivalence. Every permutation
is CCZ-equivalent to its inverse (see [4]), and hence when p = 2, the inverse of APN
permutation is also an APN permutation. This property is not, however, extended for
GAPN functions. For example, the function f: F3s — Fss defined by f(z) = 2°7, which
is the composition of fi(x) = x'% and the Frobenius mapping Fb(z) = z?, is a GAPN
function, since Fb is linear and f; is a GAPN function by Lemma 3.3. However, we can
check easily that the inverse function f~1(z) = z'7 is not a GAPN function (see Remark
4.4 (1) for details).

2.2 GAPN functions of algebraic degree p

For a positive integer r, let Map(F", F)) denote the set of functions from F” to F.
This set equipped with pointwise operations becomes an F-algebra. It is well known
that the evaluation map from the polynomial ring F[ty,...,t.] to Map(F", F') induces
the isomorphism F[ty,...,t,]/(t" —ti,...,t%" —t,) ~ Map(F", F). Hence the set of
monomial functions { TRRRRE 7

0<d; <pt—1,1<i< 7"} is a basis for Map(F", F))
over F. In particular, every function f: F' — F can be represented uniquely as a
polynomial function f(z) = 25161 cqx®. Then every exponent d has the p-adic expansion
d="""0dp*, where 0 < d, < p. Let w,(d) denote the sum of the coefficients 3" d,,

and we call it the p-weight of d.

Definition 2.3. Let f = ZZ:l cqxq be a non-zero function on F. The non-negative
integer max { w,(d) | 0 < d <p" —1,¢4# 0} is called the algebraic degree of f, de-
noted by d°(f). A function of algebraic degree 2 is called quadratic.

We characterize the algebraic degree as follows (see Proposition 2.5). The symmetric
group &, of degree r acts on Map(F", F') by f7(x1,...,2;) = f(To1)s - - -+ To(r)), Where
o € &,. Let Map(F", F)® denote the set of invariant functions, which forms an F-
subalgebra of Map(F", F'). For a non-increasing sequence A = (Ay,...,A,) of non-
negative integers, we define the monomial symmetric polynomial m,(z,...,z,) €
Map(F", F)®r by

. aq a
my(zy,...,x,.) = g R
[e%

where o = (a1, ...,q,) runs over the distinct rearrangements of A. It is easy to show
that the set

{mk(:vl, @) (1)

of integers with 0 < \; <p" —1for 1 <i<r

A= (A1,..., ) is a non-increasing sequence }

is a basis for Map(F", F')®" over F.
For a function f: F' — F, we define a function [f]” € Map(F", F)®" by

[f] (z1, ... x) = Z(—l)“'l‘f (ZL) ,

IC(r] iel



where [r] denotes the set {1,...,r}. We also define [f]° := f(0). For example

11 (z) = f(z) = £(0), [f1*(z,y) =flz+y)— f(z)— fly)+ f(0),
Py, 2)=flea+y+z)— fla+y)— flz+2)— fly+2)
+f(x) + f(y) + f(z) — f(0).

Proposition 2.4. Let d be a positive integer with the p-adic expansion d = Zg;é dsp®.
Then, for any integer r > w,(d), we have

[wd]r _ {O if 1> wy(d),
Y(d) may (@1, ... x)  if r=wp(d),

n—1
where y(d) := H dy! and MNd):= (", .. .,p" L p 0" L, .
5=0 dn—l dn—2 d()
Moreover, [xd} wr(d) #0.

Proof. Put w = wy(d) and write d = p** + --- 4+ p**, where A\(d) = (p*',...,p*). For
any subset I C [m], we have

d POl gptw w
el iel j=

Hence we obtain

w9 = 3" (—1y (sz> =y (=1 ( Z ! xf”)

IC[r] iel IC]r]

.
E:pﬂ - E: Pl P
< xT; )— Ty, Ty, -
1

iel i1yl

— Z Z (=1)r~ 1 ﬁfl...xiw.

0150w €r] \{i1,0. 50 }CIC[r]

Let ¢ == #{i1,... 1w} For any j € {0,...,r — (}, we have
—/
#{IC[r]|{i1,...,in} CI and ][|:€+j}:(rj ),

where (T]_.e) denotes the binomial coefficients. Thus we obtain

Therefore

T S1 Sw
[24]" = g b
1 Tw



Hence we have that [azd]r =0if r > w. When r = w,
D I
B

where = (f31,. .., 3,) runs over the rearrangements of A\(d) = (p°!,...,p° ). For a fixed
rearrangement « of A(d), the number of rearrangements of A(d) which equal a coincides
with y(d). Therefore [2¢]" is equal to v(d) ma(21,...,2,). Since 0 < d; < p — 1 for
each 4, we have v(d) # 0, and hence [z9]" = [29]" # 0. O

Proposition 2.5. Let f: ' — F be a non-zero function. The mazimum integer ro such
that [f]" # 0 coincides with the algebraic degree d°(f).

Proof. From Proposition 2.4, if r > d°(f), then [f]” = 0. Hence we have ry < d°(f). We
prove the converse inequality. We can write f(z) = Z:Bl cqr?. By Proposition 2.4,

[f]do(f): Z ca¥(d) m(a)-
wp(d)=d°(f)
cq#0

If d # d then A(d) # A(d'), and hence myq) # ma@). Since cqy(d) # 0 for each d, and
the basis (1) is linearly independent over F', we obtain [f]*" ) # 0, and hence d°(f) < ro.
Therefore we have ry = d°(f). O

One can easily verify the following recurrence formula:

Proposition 2.6. Let r be a positive integer. Then

[f]r+1($7y7217'--7zr—1)
=[fl"x+y, 21, z-1) = [f]"(x, 21, .., zem1) = [f] (yy 215 -+ 201)

for any x,y,z1,...,2._1 € F.
Proposition 2.7. Let f: F'— F be a non-zero function and let r be a positive integer.
(1) d°(f) = 0 if and only if f is a non-zero constant function.

(2) d°(f) = r if and only if [f]" is a non-zero F,-multilinear form. In particular,
d°(f) <r if and only if [f]" is an Fp-multilinear form.

Proof. Clear from Proposition 2.5 and Proposition 2.6. O]

EA-equivalence preserves algebraic degrees of functions, that is, we have the following
proposition.

Proposition 2.8. Let f, g: F — F be EA-equivalent functions, and let d°(f) > 2.
Then d°(g) = d°(f).



Proof. By definition, we have g = A; o f o Ay + Ay for some affine functions Ay, A; and
Ay, where A; and A are permutations. For each i € {0,1,2 }, we may put A; = a; +¢;,
where «; is a linear function on F' and ¢; € F'. Then «; and ay are bijective. For any
integer r > 2, we have

[Ao) (1) = ap | D (=1 i | 46 Y (1) =0

IC[r] iel IC]r]
Hence we obtain

9] (x1,...,2) =[A10 fo Ay + A" (z1,...,2,) = [A1 o fo A" (z1,...,2;)
= al([f]rﬂ(az(ﬂ?l)a---,@2(%)702) + [f (az(21), . . . s ().

By Proposition 2.6, if [f]” = 0 then [f]"™ = 0, and hence [g]" = 0, since «; is linear.
Therefore by Proposition 2.5, d°(g) = max{r | [g]” # 0} <max{r|[f]" # 0} = d°(f).
The converse inequality is given by similar arguments. O

For a function f: F' — F we define By(z,y) = [f]’(x,y,...,y). Note that if d°(f) < p
then By (x,y) is linear in z by Proposition 2.7 and when p = 2 a function f is quadratic
if and only if By(z,y) = f(z +y) + f(z) + f(y) + f(0) is a non-zero bilinear form.

Proposition 2.9. By(x,a) = D,f(z) — D,f(0) for any x, a € F (see Definition 1.1).

Proof. Let (x1,...,2,) = (x,a,...,a). Since for each I C [p],
Zm_ 4+ (I|-1)a (1€l),

" Hla (1¢ 1),
we have that

Bf('r’ CL) = [f]p('r’ CL,...,CL) = Z(_l)p_ulf <Zmz)

IClp] iel
= > i+l -na+ Y =0rYi(da).
I=Ju{1} JC{2,....p}
Jc{2,....,p}

Then 0 < |J| < p—1 and we have

#{Jc{z,...,puur:j}:(p;1)5<—1>j (mod p).

Therefore we obtain



Proposition 2.10. Suppose that d°(f) < p. Then
Dof(x£y) = Daf(x) £ Daf(y) F Daf(0).
In particular, if Daf(O) =0, then the mapping Dof is linear over F,.

Proof. By Proposition 2.7 (2), By(x,a) = [f]’(x,a, ..., a) is linear in z, since d°(f) < p.
Therefore by Proposition 2.9, we have

Dufa+y) =B <x +9,0) + Duf(0) = By(w, @) & By(y, ) + Duf(0)
(Daf(@) = Duf(0)) % (Daf(y) = Daf(0)) + Duf(0)
Duf (@ )iD f(y) F Daf(0).

]

We have two characterizations as follows for GAPN functions of algebraic degree at
most p. These are generalizations of classical results for quadratic APN functions.

Proposition 2.11. Suppose that d°(f) < p. Then Ny(a,b) equals zero or Ny(a, D, f(0))
for any a € F* and b € F. In particular, [ is a GAPN function if and only if
N¢(a, Do f(0)) < p for any a € F*.

Proof. 1f Daf(:c) = b has no solutions in F, then Nf(a,b) = 0. Assume that zo € F is a
solution of D, f(z) = b. By Proposition 2.10

Daf(x) —b= Daf(x) - baf<x0> = Daf(x - IL‘()) - Daf(o)

Hence Daf( ) = b if and only if Dyf(z — o) = D,f(0), and hence we have that

Ny(a,b) = N¢(a, Da(0)). O

Proposition 2.12. (1) Suppose that d°(f) < p. Then f is a GAPN function if and
only if{xeF ‘ Bf(x,a)zo}:FpaforanyaEFX.

(2) If f is a GAPN function with d°(f) < p, then d°(f) = p. In particular, GAPN
functions are algebraic degree at least p.

Proof. We first prove (1). By Proposition 2.11, f is a GAPN function if and only if
Ny¢(a, D, f(0)) < p for any a € F*. By Proposition 2.9, we have

Ni(a, Duf(0)) :#{xeF ‘ Duf(z) = Dof(0) } :#{xeF ‘ By(z, ) :o}.

In addition, 0 = By(z,a) = [f]P(x,a,...,a) has trivial solutions 2 € F,a. Therefore
Ny(a, D,f(0)) < p if and only if { x€F ‘ By(z,a) =0 } = [F,a. Hence we obtain (1).
Next we prove (2). Let f be a GAPN function with d°(f) < p. Suppose that d°(f) < p.
Then by Proposition 2.5, [f]P = 0, and hence By(z,a) = [f]?(z,a,...,a) =0 for any z
and a € F. By the assertion (1), this contradicts to that f is a GAPN function. Hence
we obtain d°(f) = p. O



2.3 Fourier-Walsh transform

For a function f: F' — F and an element b € F', we define
for F—F,, x+— Tr(bf(z)),

where Tr denotes the absolute trace on F'. The functions f, are called the components
of f. For any function g: F' — F,, let F(g) denote the following value related to the
Fourier-Walsh transform of g:

="
zEF

where ¢, is the primitive p-th root of unity. Note that F(f;) (b € F) is the special case
f(0,b) of the Fourier transform of f (see [9] for more details):

— Z CpTr(bf(w)fam) (a,b € F).
zeF

We have the following characterization for GAPN functions, which is a generalization of
the characterization for APN functions introduced in [11].

Proposition 2.13. Let f: F — F be a function. Then
o IFDuf)P =P " - 1)
a€FbeF*

with equality if and only if f is a GAPN function.

Proof. We define p™ x p™ matrices X, T, N which are indexed by elements in /' x F'. The
(a, b)-components of these matrices are as follows:

Xap = Ty = F(Dafy), Nap = Ny(a,b).

P

Then we have T'= NX since

Ty =) GO =3 " Ny(a, )¢ =Y Ny X
yeF

zeF yeF

Moreover, we have X X* = p"I, where X* denotes the adjoint matrix of X and I the
identity matrix, since

Y Tr((a—b)e) _ pn (CL = b)7
ZXacch_ZCp _{ 0 (Cl?éb)
ceF ceF

Therefore we have

> Tl =Tr (TT*) = e (NXX*N*) = p" Tr (NN*) =p" > Ny(a,b)?

a,beF a,beF



- 2n —
On the other hand, we have N;(0,b)* = { p (b=0), and if a # 0, then we have

Ny(a,b)? > pNy(a,b). Hence we obtain

STwl>=p" | DN 0.0+ > Ny(a,b)?

a,beF beF a€eF* beF

_ p3n +pn Z Nf(a,b)Z > pSn +pn+1 Z Nf(a,b).

a€F* beF a€FX beF

Moreover, we have N¢(a,b) = # ((Dof)"H(b)) = p", and hence we obtain
f

beF beF
2

Z Nf(%b) = (p" — 1)p". We have Z Ta?0 = Z Z C;Fr(O-Daf(x)) — pin

a€eF* beF aEFpn aEFpn :L‘EFpn
clearly. Thus we have

Z |‘7:(Dafb)|2 = Z |Tab|2 > p2n+1(pn - 1)

a€FbeFX a€EFbeFX

with equality if and only if Nf(a, b) equals 0 or p for all @ € F* and b € F, that is, f is
a GAPN function. O

3 Examples of GAPN functions

3.1 Inverse permutations

The inverse permutation f on F'is defined by
n -1 0
f(x) =a?" "2 = {x (z#0),
x .

The following is well known:

Proposition 3.1 (Beth-Ding [2], Nyberg [10]). Let f be the inverse permutation on Fan.
Then f is APN if and only if n is odd.

This proposition is generalized as follows:

Proposition 3.2. Let p be an odd prime. Then the inverse permutation on F 1is a
GAPN function.

Proof. For convenience let 07! :== 0. We consider an equation

Z(m +ia)"! = b,

i€,

10



where a € I’ and b € F'. First suppose that there exists a solution ¢ F,a. Multiplying
the equation by [[;cp (2 + ia) we have

bH(x+ia)+g(m) =0,

iR,

where g(x) is a polynomial in = with degree at most p — 1, and its constant term is
—(p—1)la?~! # 0. Since every element in x + F,a is a solution, we have b # 0 and the
number of solutions outside Fja is exactly p.

Next we suppose that = € F,a is a solution. Then we have

p—1 p—1
b= Z(:c—i—ia)’l = Z(z’a)’l :a’lzi’l =a ') i=0.
icFy i€l i=1 i=1

Hence it is impossible that the equation has a solution in Fya and a solution outside
F,a simultaneously. Therefore N¢(a,b) < p for any a € F* and b € F, and hence the
inverse permutation f is a GAPN function. m

3.2 Generalized Gold functions

When p = 2 the most typical quadratic APN functions are the Gold functions [7, 10],
which are defined by

flz) = 2¥ " with ged(n,i) = 1.
In this subsection, we construct a generalization of the Gold functions.
Lemma 3.3. Let f be a monomial function defined by
Flz) = PTGy > 0, (i, i) # (0,4, 0).

Then

(1) d°(f) = p.

(ii) Bf(x,a) = (p — 1) (ad_lx +ad P g ad_pipxpip> for any a € F*, where

d=1+p2+---+p-.

(iii) Assume that { x € F ‘ T4 4 2P =0 } =F,. Then f is a GAPN func-

tion of algebraic degree p.

Proof. By the definition of the algebraic degree, we have that d°(f) = w,(d) = p, and
hence we obtain the statement (i). We prove the statement (ii). When p = 2, we have

By(w,a) = f(z +a) + f(2) + f(a) + F(0) = (¢ + a) (2" +a®*) + &' +27 40! F2

2 2
= qx? —|—a2 xX.

11



When p > 3, let ¢; = 0. Then we have

Dugo) = [ e = (5] @ <o

j€EF, JE€Fp

By(z,a) = Dof(z) — Daf(0) = Dof(x) = Y (H (a7 + G >)

j€F, \¢=1
p . .
- Z <H (‘Tp + ja” >) - Z Z Gl gXner P g2 ke i P
/=1 Jj€Fp, \ KC[p]
— Z 1K a2kek P ke P
KcClp] \J€Fp

) . 0 (|K|#p—1) : ) .
Since we have E K| — { ’ we obtain the desired equation.
jerj p—1 (IK[=p-1), q

We prove the statement (iii). Since a # 0, by the assumption and (ii), we have
{xEF ‘ Bf(x,a):O}:{ay ‘ Yy’ ey 20} =F,a.
Hence f is a GAPN function with d°(f) = p by Proposition 2.12. ]
By Lemma 3.3, we obtain a generalization of the Gold functions:
Theorem 3.4. Let f : F'— F be a monomial function defined by
flz) =a?*7"1 (i >0 and ged(i,n) = 1).

Then f is a GAPN function of algebraic degree p. We call them the generalized Gold
functions.

Proof. In Lemma 3.3, let (ig,d3,...,i,) = (4,0,---,0) with @ > 0. Then by (iii) in
Lemma 3.3, the monomial function f(z) = ?*P~! is a GAPN function of algebraic
degree p, if we have

{xeF‘xpi:x}:IE‘p, that is, {xEF)xpi_lzl}:IF;. (2)

Since ged(i,n) = 1, it can be verified that ged (p* — 1,p™ — 1) = p— 1. Therefore we have
# {iL’ eF ) Pt = 1} =ged (p* — 1,p" — 1) = p — 1, and hence, we obtain (2). O

12



When p = 2, there are no quadratic APN functions on Fayn of the form
n—1 _
f(x) = Zcileﬂ, ¢; € Fon
i=1

except the Gold functions [1]. Unfortunately, this property is not generalized for GAPN
functions. In fact, we have

Proposition 3.5. Assume that p is an odd prime and n is odd. Then the function
f: FF— F defined by

flz) =a? =t — gl (150 and ged(i,n) = 1)
is a GAPN function of algebraic degree p.

Proof. Clearly, d°(f) = p, and Daf(()) = 0 for any a € F*. Thus by Proposition
2.11, all we have to do is to show that N;(a,0) < p for any a € F*. Let g; be the
generalized Gold function g;(x) = 27" *P~!. Since D,f(0) = 0, by Proposition 2.9, we
have D, f(z) = By(z,a) = By,(x,a) — By, ,(x,a). Hence, by Lemma 3.3 (ii), we have

D,f(x) = By, (z,a) — Bg

n—i

i _ _ i n—1i _ _ n—1i
(7,0) = (ap P2, 4P 1xp) _ (ap TP=20. g 1lgp >

_ 7 n—i__ 7 n—i__
=qP 11:(—:5” P =g g =t — P 1).

Thus it is sufficient to show that the equation —az?' ! 427" "~1 4 7' 1 — "'~ = ( has
only trivial p — 1 solutions a, 2a, ..., (p — 1)a for any a € F*. It follows immediately
from Lemma 3.6. O]

Lemma 3.6. The mapping ¢: F* — F defined by p(a) = a” ' —a?" "~ is (p—1)-to-1.
Proof. We consider the composition of ¢ and the Frobenius automorphism Fb(z) = z .
Then we have

Fb o p(a) = <ap 1 _ P 71>p _ (ap 71)p = = 1)y 0 1 (a),

where ¢, and ), are defined by

i i1
V1 FX — F*, ar—ad” ', and ¢y F* — F, ar—af — —.
a

Since Fb is a bijection, it is sufficient to show the following two properties:
e Y : F* — F*is a (p— 1)-to-1 mapping,.

e 1, is injective on Im(e)q).

13



We show the first property. For any two elements a and b € F* such that ab' L = b”i_l,
we have (a/b)” "' = 1. Since ged(i, n) = 1, we obtain that a/b is contained in [F . Hence
Yy is a (p — 1)-to-1 mapping. Next we show the second property. Since Im(v) is the
subgroup of F* whose cardinality equals ’%, we obtain Im(¢) = (47~ 1), where 7 is a
generator of F*. Let 4P~V and ~P~Ym2 he two elements in Im(z/;) such that

(p—l)’ml)pi 1 o 1
yp=1)mz’

_ _ (,y(p—nmz)p" _

(’7 W(Pfl)ml

that is, AP~ Dmitm2) (7(p—1)m1 _ ,y(p—l)mz)pi _ (,.y(p—l)ml _ ,.y(p—l)mg) ‘
Assume that yP=Dm1 £ ~(P=1mz  Thep % =1+p+---+p"!isodd, since n is odd.

Hence we have

n_q

n_ i\ Pi—1 ; p—1
<(7(p—1>m1 _ 7(p—l)m)pp-f) _ (,Y(P—l)(m1+m2) (yP=Dm1 _ A (p=t)m2)P —1> =1

= (—1) p—1 —= —1
Pt .
Since (@~Dm — 'y(p’l)m)pp‘l is a (p — 1)-th root of unity and p’ — 1 is divisible by
p — 1, we obtain 1 = —1, which is absurd when p is an odd prime. O

4 Relation to generalized almost bent functions

For a function f: F — F, we define the p”-Walsh coefficients of f as follows:
Wf(a,b) = J—"((pa + fb) (CL € F, b e FX),

where ¢, is the components of the identity mapping on F. Similarly to the case that
p = 2, we define generalized almost bent functions.

Definition 4.1. f: F — F'is a generalized almost bent (GAB) function if
W;(a,b) € {0, ip"T“} for all a € F and b € F*.

Note that when p = 2, GAB functions coincide with AB functions. We have the
following characterization of GAB functions. It is a generalization of the characterization
of AB functions introduced in [12].

Proposition 4.2. Let S((ITZ) be the number of solutions of the system of equations

{$1+$2+---+$m:a,
f@1) + f(z) + -+ f(xm) =D

Then f is a GAB function if and only if

3 n— (fa) #b),
5(5,2—{( ph—p 7

p+1p"—p (f(a) =0) jor any a, b € F-

14



Proof. We first define p™ x p" matrices W, S(™ E and J which are indexed by
elements in ' x F. The (a,b)-components of these matrices are as follows:

(m) ._ m o olm) . _ glm) _ |1 (a,0)=(0,0), _
me = Wf(a,b) s Sab = Sa,b y Eab = { 0 otherwise. y Jab =1.
By definition, f is a GAB function if and only if
Wi(a,b)> — p" ' Wi(a,b) =0 (a € F, b€ FX). (3)
Since if b = 0, then W¢(a,0) = Z ¢Trlaz) — Pt (a=0), the equation (3) is equiva-
e e 0= 24 0 (a#0)
lent to
W _ ety = (p* — p**) E. (4)

For any m € N, we have

Wi(a,b)™ = (chr(awHTr(bf(m))) - Z Cgr(a(wl-&-m-&-a:m))C;Fr(b(f(m)+-~~+f(xm)))
1

xcF -/ 1, rm el
= Y SIPEEEICE0 = N X, Xy,
s,teF s,teF

where X = [X,;] is defined in the proof of Proposition 2.13. Hence we obtain

wm = xsMmx  (meN).

On the other hand, we have X JX = [Z X, Jstth] and

s,teF

r(as 2n ,b = (0,0)),
Z Xasjstth = Z CE( +bt) _ { po ((CL ) ( ))

(otherwise).
s,tel s,tel’

Hence X JX = p?"E. Therefore we obtain
W(3) i pn—l-lw(l) . <p3n . p2n+1)E _x (5(3) i pn-l-ls(l) . (pn i p)J) X
Then X is regular, since X X* = p"I. Therefore the equation (4) is equivalent to

S = pr s 4 (p — p)J,

that is, 5(532 = { ONE E}c(a)i ) for any a, b € F since we have clearly
m _ [ 0 (f(a)#D),
= {0 U /s .
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4.1 The case that p =3
In this subsection, we assume that p = 3 and
f(=z) =—f(x) for any x € F = F3n. (5)

Then we have f(0) = 0 clearly. We have the following theorem which is a partial
generalization of a relation between APN functions and AB functions introduced in [5].

Theorem 4.3. Let f: ' — F be a function with (5). Assume that d°(f) < 3. If f is a
GAB function, then f is a GAPN function of algebraic degree 3.

Proof. Let f be a GAB function. Since f(0) = 0, the system of equations

6
f(0) + Flaz) + fag) =0 R
has (3 + 1)3" — 3 = 3(3" — 1) + 3™ solutions by Proposition 4.2. Since for any b € F,
FQ0) + f(b) + f(2b) = f(b) + f(=b) = f(b) — f(b) =0,
the solutions of (6) are only trivial solutions, that is

{(0,b,20), (b,2b,0), (2b,0,b) | be F* }, { (z,z,3) |z € F}. (7)

{ x1+$2+x3:0,

Assume that f is not a GAPN function. Then by Proposition 2.11, D,f(z) = D,f(0)
has a nontrivial solution z¢ € F'\ {0,a,2a } for some a € F*. On the other hand, by
(5), we have D, f(0) = 0. Hence (o, z¢ + a, 2o + 2a) is a solution of the system (6), but
this solution is not contained in any set of (7), which is absurd. Therefore f is a GAPN
function, and we have d°(f) = 3 by Proposition 2.12. O

Remark 4.4. (1) When p = 2, any AB function is APN by [5]. However, the assump-
tion of Theorem 4.3 is necessary. In fact, there exists a function f on F3. such
that it is a GAB function but not a GAPN function when d°(f) > 3. For example,
let n =5 and Fys = F3(a) with o® +2a + 1 = 0. Then the function f : Fss — Fas
defined by f(x) = x'7 has algebraic degree 5, and it is a GAB function by a simple
computation. However, we have

{z€Fy | Dif(zx)=a*+20° +a+1}={2a+ja"+a’+j|jeF;},
and hence, N;(1,0° + 202 + a + 1) = 6. Thus f is not a GAPN function.

(2) When p = 2, any quadratic APN function on Fa» is an AB function if n is odd
by [1]. Unfortunately, this property is not generalized in our case, that is, there
exists a function f on Fs» such that f is a GAPN function of algebraic degree 3
but not a GAB function. In particular, the converse of Theorem 4.3 is not true.
For example, the function f : F3s — F3s defined by f(x) = 2! is a GAPN function
of algebraic degree 3 (see Theorem 3.4). However, by a simple computation, we
can see that the set of all Walsh coefficients of f is {0, -9, 18, £27, —36, 45, —54},
and hence f is not a GAB function.
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5 Construction of dual arcs

Let V' be a vector space over a finite field FF,. A collection S of m-dimensional subspaces
of V' is called an (m — 1)-dimensional dual arc over I, if the following conditions are
satisfied:

(i) dim(X NY) =1 for any different X,Y € S.
(i) X NY NZ =0 for any three mutually different XY, Z € S.

If |S| = (¢™—q)/(g—1)+1 then § is called an (m — 1)-dimensional dual hyperoval.
Let f be a quadratic function on Fon. We regard For as an n-dimensional vector space
over Fy. For every a € Faon we define a set X¢(a) C Fan @ Fan by

Xi(a) = { (z, By(z,0)) | & € Fon },

where Bf(z,a) = f(z +a) + f(z) + f(a) + f(0). Since f is quadratic, the form By
is bilinear and the map = — (z, Bf(z,a)) is a injective linear map. Hence X(a) is
n-dimensional subspace in Fon @ Fon for every a € Fan. Let Sy denote the collection of
subspaces Xf(a). Yoshiara characterized quadratic APN functions on Fan as follows:

Theorem 5.1 (Yoshiara [13, Theorem 2.1]). Let f: Fon — Fon be a quadratic function.
Then f is APN if and only if Sy is an (n — 1)-dimensional dual hyperoval.

The bilinearity of By is very useful. However, our form B ¢ is hardly bilinear for p > 3.
We may resolve this problem with some modification. Let x4 be a map from F* = F
to the set of F)-linear automorphisms on F' and let 1, denote the image of a by p. Let
v be a permutation on F' fixing 0.

For such maps p, v and a function f: F' — F', we define

:  { (a0 By)(w,v(a)) (a#0),
Bppy(w,a) = { et (a = 0).

Note that for any a € F* we have By, ,(z,a) = 0 if and only if B;(z,v(a)) = 0. Hence
when d°(f) < p we have that f is a GAPN function if and only if

{ reF ‘ By (x,a) =0 } =TF,v(a) for any a € I’

by Proposition 2.12.

Proposition 5.2. Let f(z) = ¢ be a monomial function with d°(f) < p. Define maps
pv by pe(x) = a’s and v(a) = a=*. Then By, ,(z,a) is F,-bilinear.

Proof. Since d°(f) < p the form [f]P is F,-multilinear by Proposition 2.7 (2). Hence
By (z,a) is F,-linear in 2. Moreover By(z, a) is homogeneous of degree d as a polynomial
in z and a. Therefore

Bf(z,a) = Z it ot

i
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for some ¢; € F,. Then
By 1) = (0 By)(o.0(a) = o (z ) - Y afea),
which is [F,-bilinear. O

_ For the generalized Gold functions, we have another choice of maps i, v such that
By, is Fp-bilinear.

Proposition 5.3. Let f(x) = 2P L pe the generalized Gold function. Define maps
pv by pe(x) = a®*Px and v(a) = a. Then By, (x,a) is Fy-bilinear.

Proof. By (ii) in Lemma 3.3, we have Bj(z,a) = —a?~'a?" + a”"t7~2z. Hence we get
Bf(x,a) = (tta © By)(w,v(a)) = a*7? (—ap’lycpi + apier’Za:) — —az? + "'z,

which is [F,-bilinear. O

Proposition 5.4. Let f be a GAPN function with d°(f) = p and p,v as above. Suppose
that By, 1s Fp-bilinear. Then the following hold:

(1) Fyv(a) = Fpv(ia) for any a € F and i € F).

(2) Three mutually different elements a,b,c € F lie on the same line if and only if
v(a —b) and v(a — ¢) are linearly dependent.

Proof. (1) Since By, is F,-bilinear, we have that By, ,(z,a) = 0 if and only if
By ,v(x,ia) for any a € F' and i € F. Hence

F,v(a) = { reF ’ B (x,a) =0 } = {x eF ’ By (x,ia) =0 } =F,v(ia).

(2) Suppose that mutually different elements a,b, ¢ € F' lie on the same line. Then
there exists ¢ € F)’ such that @ —b = i(a — ¢). We have v(a —b) = v(i(a — c)). By (1),
there exists j € IF’ such that v(i(a—c)) = jv(a—c). Hence we have v(a—b) = jv(a—c).
Thus v(a — b) and v(a — ¢) are linearly dependent. The converse is similar. O

Let f be a GAPN function with d°(f) = p and p, v as above. Suppose that Bf%,, is
F,-bilinear. For any a € I, we define

anUqV(a) = { (ZL‘,BLMJ,(JZ,G/)) ’ x € F} CFolF.

The bilinearity of B 7. implies that Xy, ,(a) is an n-dimensional subspace in F' & F.
Let M C F be a set in which three mutually different elements do not lie on the same
line. Let Sy, denote the collection of subspaces X, ,(a), where a € M.

18



Proposition 5.5. Suppose that n > 2. Then the collection Sy, m is an (n — 1)-
dimensional dual arc.

Proof. Let a,b € M be different elements. Suppose that (z,y) € Xy,.(a) N X¢,. (D).
Then we have y = By, ,(z,a) = By,,(r,b). Hence By, (x,a —b) = 0. Therefore
xz € F,v(a —b), and hence dim(Xy,,(a) N Xy,.,(b)) = 1. Since n > 2, Xy, ,(a) is
different from Xy, ,(b).

Next we suppose that a, b, ¢ are mutually different elements in M. Then by the above
argument, Xy, ,(a), Xy, (0), Xs,u.(c) are mutually different subspaces. On the other
hand, since a, b, ¢ do not lie on the same line, v(a — b) and v(a — ¢) are linearly
independent by Proposition 5.4. Therefore

Xppv(@) N Xy, (0) N Xy,.(c) CFprla—b) NFyr(a—c)=0.

Hence Sy, is a dual arc. O
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