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Abstract: In wireless sensor networks, the sensor nodes need to collaborate with each other to transmit packets to 
the destination. However, some malicious nodes are not cooperative. The paper introduces a new reputation-based 
mechanism to stimulate nodes to forward packets for other nodes and enforce the security of the networks. All 
nodes are encouraged to maintain a good reputation so that their packets can be forwarded by other nodes, and a 
node will be isolated and punished if it acts maliciously. The impact of collisions and interference on nodes’ 
reputation is reduced, and nodes can have chance to restore cooperation after being mistaken for the selfish ones. 
The low competitive nodes that do not have enough energy to help other nodes can also be treated well. While 
searching a route to the destination, the factors of reputation, remaining energy and the distance to the destination 
are taken into consideration. Simulation results show that our strategy can achieve relatively high throughput even 
when there are malicious nodes in the networks. Copyright © 2013 IFSA. 
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1. Introduction 
 

In recent years, as an important part of the Internet 
of Things, wireless sensor networks (WSN) have 
gained great attention for its unique characteristics and 
novel applications. A typical WSN is composed of a 
large number of power-constrained, tiny sensor nodes 
[1]. These sensor nodes are deployed in various fields 
like military, disaster management, industry 
environmental monitoring, agriculture farming, etc. 
Because of the power-limited nature of the sensor 
nodes and the possible hostile application 
environments in WSN, we have to solve some 
important problems, including efficient energy 
management and the security [2]. 

With the widely applications of WSN, the 
requirement of security becomes more complexly. 

Since the wireless sensor networks are often deployed 
in hostile environments, sensor nodes can easily be 
captured by the attacker. The traditional security 
mechanisms which are based on cryptography can 
only resist external attacks, and are unable to resist the 
internal nodes which are captured by the attacker [3-5]. 
Therefore, an effective security mechanism is needed 
to identify the captured sensor nodes, and take 
corresponding measures to reduce the losses. As an 
effective supplement of the cryptography measures, 
trust management has already become an effective 
mechanism to protect the security of WSN. 

As the sensor nodes have limited resources and the 
network application is relatively single, the way of 
using of authentication in trust management is not 
suitable for WSN. Therefore, the researches on trust 
management in WSN mainly focus on the sensor node 
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trust value evaluation methods to enhance the security 
of the network [6]. During the process of trust 
evaluation, the incompleteness of information will 
lead to the deviation of the evaluation results and even 
mistake a cooperation node for a selfish node. In order 
to ensure the accuracy of the trust value, the indirect 
trust evaluation value from its neighbors is often used 
by a node to fix its own direct trust evaluation value, 
and this is the basic idea of the reputation based trust 
mechanism. Reputation mechanism is a kind of 
effective method in evaluating trust value, and this 
paper is based on reputation mechanism to evaluate 
whether a node can be trusted or not. 

In WSN, due to the limitation in energy resources 
and communication range of the sensor nodes, each 
node is the potential routing node and ought to 
forward the incoming packets for other nodes [7-8]. 

However, some misbehavior nodes will not be 
cooperative, and will not properly execute the 
operation like routing, forwarding, etc. The 
misbehavior nodes can be divided into selfish nodes, 
malicious nodes and low competitive nodes.  

Selfish nodes do not cooperate, saving battery life 
for their own communication, but they do not damage 
other nodes [9].  

Malicious nodes disturb the normal order of the 
network by dropping incoming packets deliberately, 
issuing error routing messages in order to misdirect 
the path [10].  

Low competitive nodes cannot provide service for 
other nodes as their energy is lower. 

Some incentive mechanisms have been proposed 
to detect and isolate the misbehavior nodes and ensure 
the security of WSN [11-14]. Incentive mechanisms 
can be divided into credit-based systems and 
reputation-based systems [15]. In credit-based 
systems, each time a node acts as a relay and forwards 
a packet, it will receive payments, and such credit can 
later be used by this node to encourage other nodes to 
be cooperative. If a node has no credit to pay, it will be 
isolated and none of the nodes will help it to forward 
packets. In reputation-based strategies [16-18], the 
behavior of a node is measured by other nodes in the 
network, and the misbehavior nodes will be isolated 
by the network. 

At present, the evaluations of a node’s reputation 
in WSN are mainly from the communication angle. A 
generally used reputation-based system is the RFSN 
model which is proposed by Ganeriw and Srivastava, 
and this system uses the watchdog mechanism to 
evaluate a node’s reputation [19]. The reputation is 
composed of direct reputation (Rij)D and indirect 
reputation (Rij)ID, that is Rij=(Rij)D+(Rij)ID. In RFSN 
scheme, the Beta probability function is used to 
compute the trust value of a node, that is  
 

1 1

1
( ) ( { , })

1
j

ij ij j j
j j

T E R E Beta


 
  


  

 
, (1) 

 

where Rij is the reputation of node j which is 
maintained by node i, j and j means the 

communication between node i and node j. TRANS 

(trust routing for location-aware sensor networks) is a 
secure mechanism based on the trust mechanism, and 
can make sure that packets can be transmitted to the 
destination through a secure route which is composed 
of trusted nodes [20]. Each sensor node computes the 
trust value of its neighbor nodes and does not select 
the lower reputation nodes as its relay nodes.  

These reputation-based schemes only consider the 
factors in communication, and ignore other factors. 
One problem is that refusing to forward the incoming 
packets is a normal behavior when the energy of a 
node is decreased to a certain threshold, and saving 
energy to transmit its own data later is more important 
than acting as a relay. But if a node does that, it will be 
isolated and punished in the traditional reputation 
systems. Another problem is that it is not always 
possible to perfectly estimate how a node behaves due 
to interference and collisions, so sometimes the 
cooperative nodes may be mistaken for the selfish 
ones. These situations may cause the cooperative 
nodes be isolated in error, and the connectivity and 
throughput of the network decrease accordingly. 

In this paper, a reputation-based mechanism is 
proposed to stimulate cooperation (RBMSC for short) 
among nodes and punish the non-cooperative 
behavior. The reputation, remaining energy and the 
distance to the destination are both taken into 
consideration in our routing scheme. A relay node can 
decide whether to help the sending node to forward 
packets according to the reputation of the sending 
node, and the reputation depends on the behaviors of 
the sending node in the previous time slot. In our 
scheme, a node can have chance to restore its 
reputation after being perceived as a selfish node 
falsely, and the low competitive nodes can get help 
from the other nodes in the networks. 

The rest of this paper is organized as follows. 
Section 2 introduces the network model and our 
proposed reputation model. Section 3 gives a detailed 
description of our reputation-based routing algorithm 
and discusses its performance. Section 4 presents the 
simulation results of our approach. Finally, we give 
the conclusions in Section 5. 
 
 
2. Model Definition 
 
2.1. Network Model 
 

(1) The network is a connected graph and consists 
of N sensor nodes. 

(2) All the sensor nodes including the Sink node 
are stationary, and each node has unique ID value. 

(3) The sensor nodes in the network include 
cooperative nodes and non-cooperative nodes. The 
non-cooperative nodes are malicious nodes. These 
nodes drop the arriving packets deliberately, but do 
not attack other nodes actively.  

(4) All the nodes are rational, and their main target 
is to maximize their payoff value. 

(5) The time is divided into slots, and the nodes 
can transmit several packets during one time slot. 
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2.2. Reputation Model 
 
In WSN, as the nodes need to collaborate with 

each other to transmit data to the destination, the 
credibility of the nodes is an important measurement 
for the security of the networks. In our model, each 
node uses a watchdog mechanism to monitor the 
behavior of its neighbors, and evaluates their 
reputation based on the monitoring results. We 
assume that the misbehavior nodes drop the incoming 
packets deliberately, but they do not damage other 
nodes. 

In our model, we use the packets forwarding ratio 
to evaluate the reputation of a node. Each node has a 
reputation list that stores the reputation of its 
neighbors. At the end of a time slot, each node 
computes the packets forwarding ratio of its neighbors 
that it has observed during this time slot and sends the 
value to its other neighbors. Here, we suppose node j 
is the sending node, and node i is the receiver. We let 

k
iN  be the set of neighbors that node i has discovered 

in time interval k. k
ijS  is the number of packets sent to j 

in time slot k (k≥0), and k
ijF  means the number of 

packets j actually forwarded in time slot k. At the ends 
of the time slot k, node i computes the packet 
forwarding ratio [21]. 
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and proceeds to send this value to its neighbors. With 
the values gathered from all the neighbors, node i 
computes the average indirect packet forwarding ratio 
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In Eq. (3), ( )k

mj Dp  is the packet forwarding ratio of 

node j that is perceived by node m, and the average 
value is weighted with the perceived packet 
forwarding ratio that node i measured from node m. 
Using this method, even if a node spreads a false value 
to improve a selfish node’s reputation, it will have a 
small impact on the average since the other nodes give 
low value. This method can help to avoid Sybil 
attacks. 

Using the direct observation value ( )k
ij Dp  and the 

indirect observation value ( )k
ij IDp , the forwarding ratio 

of node j at time slot k can be computed as 
 

 ( ) ( )k k k
j ij D ij IDp p p    (4) 

 
where , [0,1], 1      . It must be stressed that 

if there is no incoming packet arriving at node j during 
time interval k, node i will not execute the above 
computation, and just using the previous transmitting 

history to evaluate the reputation of node j, that is 
1k k

j jp p  . 

In WSN, due to collisions and interference, it is not 
always possible to detect whether a node forwards a 
packet or not. Meanwhile, it is hard to measure the 
probability that a packet has been forwarded but is not 
overheard by its neighbors. In order to stimulate 
cooperation, we adopt a strategy that can efficiently 
punish the non-cooperative nodes, and the nodes that 
have made a mistake unintentionally can get back in 
good standing by cooperation in the next stage. Based 
on the packets forwarding ratio of node j which is 
computed by node i at the end of time slot k−1, the 
reputation of node j at time slot k can be expressed as 
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where 1k

jp   is the average packet forwarding ratio of 

node j which is perceived by its neighbors, 1
,

k
j RBMSCp   is 

the packet forwarding ratio under RBMSC. If 
1 1

,
k k
j j RBMSCp p  , it means node j is perceived to 

forwarding more packets than it should under RBSMC, 
the reputation value of node j will be above zero. Here, 
we define the function 
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To reduce the impact of collisions and interference 

on the reputation of a node, the receiving node i 
compares its reputation with that of the sending node j, 
and will punish the sending node if its reputation is 
higher than the sending node. The punishment can be 
expressed as 
 

 
, ( ), 0k k k

i RBMSC i jq f R R k   , (7) 

 
where ,

k
i RBMSCq  is the dropping probability of node i to 

the incoming packets from node j. That is to say, node 
i can punish node j if it has higher reputation than node 
j at the time interval k. Then, under our proposed 
approach RBMSC, aiming at the incoming packets 
that are from node j, node i should adopt the packet 
forwarding ratio 
 

 
, ,1 , 0k k

i RBMSC i RBMSCp q k    (8) 

 
 
3. The Reputation-based Secure Routing 

Algorithm 
 
3.1. Algorithm Description 
 

While searching a route to the destination, each 
hop is a game between a sending node and a relay 
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node. When a routing request message is arriving, a 
node can decide whether to drop or forward packets 
for the sending node according to its residual energy 
and the reputation of the sending node. The sending 
node can select the suitable node as its next hop relay 
according to its payoff value. The pseudo code 
description of the relay node selection process can be 
seen in algorithm 1, and the detailed steps of the 
reputation-based routing algorithm are as follows:  

Step 1: A sensor node j has packets to send at time 
slot k. It will send packets to the destination directly if 
the destination is within its communication range 
(Line 1-7). Otherwise, the sending node sends a route 
request message to its neighbors (Line 8). 
 

Algorithm 1：The reputation-based secure routing  

j-the sending node i-the receiving node 

BEGIN  
1: //node j has data to be transmitted at time slot k 
2: compute dsink  

3: if(dsink<R) then  
4: {  
5: senddata(sink, j)  
6: return  
7: }//endif 
8: broadcast(req)  
9: //node i receive route request message from node j 
10: if(i has a route to sink) then  
11: { ack(route, j)  
12: senddata(route, j)  
13: return  
14: } 
15: else 
16: { 
17: if(Erem,iEth) then  
18: { 
19: if(Erem,j<Eth) then  
20: ack(j)  
21: else{ 
22: compute ui(k)  
23: if(ui(k) 0) then  
24: { compute ,

k
i RBMSCp   

25: send ack(j) with probability ,
k
i RBMSCp   

26: } //endif 
27: } //endif 
28: } //endif  
29: } //endif 
30: //node j receive some ack message 

31: compute uj(k) aiming at each ack  
32: i=max(uj(k))  
33: reply(i)  
34: //node i receive ack message from node j 
35: act as a sender and execute line 6-31  
END 

 

Step 2: Some nodes receive the route request 
message. If a receiving node i is the destination or it 
has a route to the destination, it will send a reply 
message including the full source route in reverse 
order, and go to Step 5 (Line 9-11). Otherwise, node i 

will drop the route request message if its remaining 
energy Erem is below a given threshold Eth, as it is 
important to save energy than to gain reputation. If 
Erem≥Eth, the node predicts the sending node’s 
remaining energy based on the communication history 
of the sending node, and will send an ACK message to 
the sending node when the sending node’s energy is 
lower than Eth. Since it may be the aiming of saving 
energy for data collecting that caused the sending 
node to drop packets in the previous slot, and we 
should not isolate it for the connectivity of the network. 
Except for these situations, node i will evaluate the 
reputation of the sending node from the 
communication angle. Firstly, node i computes its 
payoff value ui(k), and will not refuse to forward 
packets for the sending node if the value is below zero. 
If ui(k)≥0, node i computes the packet forwarding ratio 

,
k
i RBMSCp  that it should adopt, and sends an ACK 

message to the sending node with the probability of 

,
k
i RBMSCp (Line 15-29). 

Step 3: After a while, the sending node receives 
some ACK messages. For each ACK message, the 
sending node computes its payoff value. Then, the 
sending node selects the node that can maximize its 
payoff value as its next hop relay, and sends a reply 
message to the relay node (Line 30-33). 

Step 4: When the reply message arrives at the relay 
node, a new game between the relay and its next hop is 
begun. In the new game, the relay acts as a sending 
node, and it will find a suitable node as its next hop. 
The new sending node puts its node ID into the source 
route and forwards the route request message to its 
neighbors. Then, go to Step 2 (Line 34-35). 

Step 5: When the reply message arrives at the 
original sending node, a routing path is picked out, and 
the sending node can send packets along this path 
(Line 12-13). 
 
 
3.2. The Payoff 
 

In WSN, all the sensor nodes want to maximize 
their own payoff. Therefore, the routing selection 
process can be taken as the game between sending 
nodes and relay nodes. Here, we assume that node j is 
the sending node and node i is the receiver. Each node 
is a rational user and wants to maximize its own 
payoff. The payoff function of each node is the sum of 
the virtual utility value and physical utility value. 
Therefore, when it acts as a relay at time slot k, the 
payoff of the node i can be expressed as  
 

 
, ,( ) ( ) ( )i v i c iu k u k u k   , (9) 

 
where , ( )v iu k  is the virtual utility of node i and 

, ( )c iu k  is the physical utility,  and  are the weight 

parameters, and 1   . 
Here, the reward that a relay node receives is equal 

to the reputation of the sending node, which means if a 
relay node helps a higher reputation node it will get 
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more virtual utility , ( )v iu k . As forwarding a packet 

consumes energy, we define the physical utility of a 
relay node , ( )c iu k  to be in proportion to the energy 

consumption of transmitting a packet. To facilitate the 
calculation, we use the maximum energy consumption 
of transmitting a packet, which is Emaxc. Then, 
according to the radio energy dissipation model, the 
value of Emaxc can be compute by Eq. (10). 
 

 2
0

4
0

( , ) elec fs
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E l d
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Thus, if node i forwards packets for node j at time 

slot k, its payoff function can be express as 
 

 1000
( ) maxck

i j

E
u k R

e

  , (11) 

 
where k

jR  is the reputation of node j that is computed 

by node i, and the value of e is 1J. As the value of Emaxc 
is very small, for example, when the length of the 
packet is 4000 bit and the communication radius is  
50 m, by computing Eq. (10), the value of Emaxc is 
equal to 0.0003J. Therefore, we set 1000 as the 
accommodation coefficient so as to balance the ratio 
of physical utility value and virtual utility value.  

To enhance the energy efficiency and security of 
the networks, the payoff function of the sending node j 
is defined as 
 

 ,

,

1000
( ) dest i totk

j i
rem i

E E
u k R

eE

  , (12) 

 
where k

iR  is the reputation of node i which is 

evaluated by node j, Edest,i is the evaluation of the 
energy cost of node i if it sends a packet to the 
destination directly. Etot is the initial energy of a node, 
and Erem,i represents the remaining energy of node i. 
Using Eq. (12), we can make sure that the node which 
has relatively high reputation, more remaining energy 
and is close to the destination will be selected as the 
next hop of node j. 
 
 
3.3. Performance Analysis 
 

In our proposed reputation-based model, we can 
see from Eqs. (7) and Eqs. (8), the packet forwarding 
ratio ,

k
i RBMSCp  that node i adopts in time slot k is 

consistent with the reputation of node j, that is k
jR . 

We can also conclude from Eqs. (5) and Eqs. (6) that 
the reputation of node j is decided by its packets 
forwarding ratio in time slot k−1, that is 1k

jp   . 

Therefore, when node i receives a packet from node j 
at time slot k, the packet forwarding ratio ,

k
i RBMSCp  is 

decided by the forwarding behavior of node j during 
time slot k−1. In other words, if node j behaves well, 
its packets will be treated well in the next time slot. 

Otherwise, if node j does not follow the packet 
forwarding ratio ,

k
i RBMSCp  that it should adopt in time 

slot k−1, it will be punished and no node will help it to 
forward packets. According to the sending node’s 
payoff function (Eqs. (12)), the lower reputation node 
will also not be selected as the relay node. 

Since no node can have more gain if it does not 
follow our proposed scheme, as a rational node, each 
node will be cooperative and forward packets for its 
neighbors with higher probability. So we can conclude 
that no node can gain by deviating from the expected 
behavior in RBMSC. When both nodes use RBMSC, 
the full cooperation is achieved, that is 1k k

i jp p  , 

for all 0k  . 
Under our strategy, the nodes that drop the packets 

deliberately will be isolated and punished. This can 
resist some attacks such as selective forwarding 
attacks. In the meanwhile, it can avoid Sybil attacks 
since the average value in Eq. (3) is weighted with the 
perceived packet forwarding ratio of node i measured 
from node m. Therefore, our strategy can enforce the 
security of the networks. 
 
 

4. Simulation 
 

In order to evaluate the performance of the 
proposed scheme, we deploy a network of 100 sensor 
nodes in an area of 100×100 meters target field. The 
simulation is implemented on OMNeT++ [22]. All 
nodes are scattered over the area randomly, and each 
node has the same maximum energy at the beginning. 
Two sensors are able to communicate with each other 
if they are within the transmission range. The sensor 
nodes perform a measurement task and periodically 
report to the sink node. The communication radius of a 
sensor node is set to be 50 meters, and within this 
distance the energy cost follows the free space 
propagation mode [23]. 

Fig. 1 indicates the average throughput of the 
networks in two cases, no malicious node and twenty 
percent of malicious nodes in the networks.  
 
 

 
 

Fig. 1. Throughput vs. time. 
 
 

We can see from Fig. 1 that when there are 
malicious nodes in the networks, the average 
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throughput is just a little less than that when all the 
nodes acts normally. The throughput keeps steady 
even when there are malicious nodes in the networks. 
The reasons behind that are no node will select the bad 
reputation nodes as its next hop relay, and the 
malicious nodes will forward other nodes’ packets 
actively in the next time slot to restore its reputation if 
they are punished during one time slot. 

Fig. 2 compares our strategy with two strategies in 
terms of throughput versus times, one is the RFSN 
scheme and the other one is the repeated game scheme 
proposed by Ref. [17].  

 
 

 
 

Fig. 2. Throughput vs. number of malicious nodes. 
 
 

The simulation results in Fig. 2 show that the 
throughputs of all three approaches are decreased 
while more malicious nodes are introduced in the 
network. Our strategy RBMSC has better performance 
than the other two strategies. In repeated game, the 
intrusion detection system (IDS) evaluates the 
reputation of a node based on the history of all games. 
Therefore, if a node is mistaken for a misbehavior one 
in one game, this will affect it all the time, and it may 
be isolated forever. In RFSN model, the Beta 
probability function is used to predict the packet 
forwarding ratio of a node. The reason of lower 
throughput in RFSN is that it only considers the 
communication factor, so it may mistake a 
cooperative node or a low competitive node for a 
misbehavior node and punish the node, this will cause 
the decrease in throughput. In RBMSC, the collisions 
and interference that caused by the communication 
environments are considered, and the low competitive 
nodes can be treated well, so the throughput is higher 
than that of other strategies even in hostile 
environments. 

In the third group of experiment, the percentage of 
malicious nodes is set to 10 %, and the number of the 
sensor nodes that sending data simultaneously is 
varying from 10 to 30. From Fig. 3 we can see that 
when there are more sensor nodes that sending data 
simultaneously in the network, the throughput of the 
network will be decreased due to the collision of the 
packet. However, our proposed scheme has relatively 
high anti-interference ability when compared to other 
schemes. 

 
 

Fig. 3. Throughput vs. number of data sender. 
 
 

Based on the above simulation results, we can 
conclude that our proposed reputation-based secure 
routing scheme has strong fault-tolerant ability in 
resisting packet collisions and environmental 
interference. Our scheme can stimulate “rational” 
selfish nodes to be cooperative so as they can gain 
good reputation. The low competitive nodes can get 
help from other nodes. The “irrational” selfish nodes 
will be excluded from the routing path, and will not 
affect the performance of the network. 
 
 
6. Conclusions 
 

In this paper, we propose a new reputation-based 
mechanism called RBMSC. In this approach, all nodes 
share the perceived packet forwarding ratio with its 
neighbors. The low competitive nodes can get help 
from other nodes. The impact of collisions and 
interference to the reputation of the nodes is reduced. 
The nodes that made a mistake unintentionally can get 
a chance to restore cooperation. The malicious nodes 
that do not follow RBMSC will be isolated and 
punished. Our approach can achieve full cooperation 
as no node can gain if it deviates from the expected 
behavior. Moreover, the simulation results show that 
RBMSC can achieve a higher throughput than the 
other strategies. 
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