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Abstract: In this paper, we divide large-scale resource-constrained WSN nodes into several domains, split 
cryptographic operations into heavy operations and the fast lightweight operations, and present an efficient 
multi-PKG online/offline identity-based encryption scheme for multi-domain WSN. Most heavy computations 
such as pairing or exponentiation are done in the offline phase for pre-computation without the receiver’s 
identity or the knowledge of the plaintext. Most fast lightweight operations are done in the online phase, 
together with the plaintext and the receiver’s identity. The online encryption is extremely efficient and easy to 
be implemented on sensor node. We prove the security of our new scheme in the random oracle model. 
Compared with the existing schemes, our new scheme is more secure and efficient, which is suitable for multi-
domain WSN. Copyright © 2013 IFSA. 
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1. Introduction 
 

Recently, as one of the core technologies of the 
Internet of things, wireless sensor network (WSN) is 
attracting more and more research interests because 
of its wide applications such as military operations, 
scientific explorations and so on. WSN are composed 
of a large number of low-power, low-cost, and multi-
functional sensor nodes that communicate at short 
distances through wireless links. For distributed in 
the open environment which is exposed to the 
adversary, sensor nodes face different types of 
malicious attacks, such as communication monitor, 
sybil attack, wormhole attacks, sinkhole attacks and 
so on. To provide security, communication among 
nodes should be encrypted and authenticated. As 

traditional encryption scheme can not satisfy the 
security requirements of WSN due to the limited 
energy and weak computation capability of sensor 
nodes, it is extremely urgent to design efficient and 
applicable encryption scheme for WSN. 

The current solution to the problem of 
establishing security in WSN premises is around 
symmetric cryptosystems, and a couple of 
symmetric-key based solutions have been proposed 
during the past few years. Eschenauer and Gligor [1] 
proposed a basic random key pre-distribution scheme 
(Random Key Pre-distribution, RKP). Based on the 
Eschenauer-Gligor scheme, Chan etc. [2] proposed a 
q-composite scheme based on the basic random key 
pre-distribution model. Perrig etc. [3] presented a 
suite of security building blocks SPINS optimized for 
resource constrained environments and wireless 
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communication. SPINS have two secure building 
blocks: SNEP and µTESLA. Later on, a series of 
schemes were proposed to provide efficient broadcast 
authentication mechanisms for WSN based on SPINS 
[4-8]. Lee etc. [9] studied three aspects of WSN 
security encryption algorithms modes of operation 
for block ciphers and message authentication 
algorithms. Claude etc. [10] proposed a simple and 
provably secure encryption scheme that allows 
efficient additive aggregation of encrypted data. Only 
one modular addition was necessary for ciphertext 
aggregation. Yang etc. [11] analyzed a chaos block 
cipher for wireless sensor network, and found that 
there is a fatal flaw in its security because the number 
of rounds was too small and the calculation precision 
of round function was too short. Guo etc. [12] 
proposed a novel chaotic map based  
block cryptosystem. 

However, due to the limitation on memory and 
energy, these techniques are not able to achieve a 
perfect connectivity, scalability and resilience for 
large-scale sensor networks. The use of Public Key 
Cryptography (PKC) would eliminate the above 
problem. Employing PKC for WSN provides simple 
solutions, good scalability and strong security 
resilience, when compared to symmetric-key based 
solutions. Because of its asymmetry property, sensors 
do not need to preload the pre-distributed keys. Any 
two sensors can establish a secure channel between 
themselves, thus the capture of some sensors will not 
affect the security of others. 

Identity-based Cryptography, first introduced by 
Shamir [13], eliminates the need for checking the 
validity of certificates in traditional public key 
infrastructure (PKI). In an identity-based 
cryptography, public key of each user is easily 
computable from an arbitrary string corresponding to 
this user’s identity (e.g. an email address, a telephone 
number, and etc.). Using its master key, the private 
key generator (PKG) then computes a private key for 
each user. This property avoids the requirement of 
using digital certificates, which eliminates the costly 
certificate verification process and the storage of the 
lengthy certificate, is particularly suitable for WSN. 
Boneh etc. [14-16] introduced efficient identity-based 
encryption scheme and generic signature scheme, and 
proved their safety in the random oracle model and 
selective-ID model. Waters [17] proposed an efficient 
identity-based encryption without random oracles. 
Gentry’ IBE [18] showed an improvement over 
Waters’ IBE scheme [17] without random oracles in 
terms of the size of public master parameters and 
security reduction. 

The notion of online/offline digital signature was 
introduced by Even, Goldreich and Micali [19, 20]. 
With this notion, a signing process can be divided 
into two phases, the first phase is performed offline 
(before the message to be signed is given) and the 
second phase is performed online (after knowing the 
message). The online phase is typically very fast. 
Online/offline encryptions are particularly useful for 
low-power devices such as WSN. In parallel to 

online/offline signature, Guo etc. [21] first proposed 
an online/offline encryption by expanding the IBE of 
Boneh and Boyen [15] and Gentry [18]. Joseph K. 
Liu etc. [22] proposed an identity based 
online/offline encryption scheme which proved to be 
chosen ciphertext (CCA) secure in the random  
oracle model. 

In this paper, we focus on the large-scale 
resource-constrained WSN, divide WSN nodes into 
several domains and present an efficient multi-PKG 
online/offline identity-based encryption scheme, 
which is suitable for multi-domain WSN. 

The rest of this paper is organized as follows. The 
preliminaries including bilinear pairing and 
intractability assumption are introduced in Section 2. 
In Section 3, we describe the formal model of multi-
PKG online/offline identity-based encryption. And in 
Section 4, we introduce the proposed multi-PKG 
online/offline identity-based encryption scheme. 
Section 5 gives the security analysis and the proof of 
confidentiality of the new scheme. Finally, Section 6 
concludes the paper. 
 
 
2. Preliminaries 
 
2.1. Bilinear Pairing 
 

We briefly describe the basic definition and 
properties of the bilinear pairings. Let 1G  be an 
additive cyclic group generated by P , with prime 
order q , and 2G  be a multiplicative cyclic group of 
the same order q , q  is a big prime number. Let e  

be a bilinear map such that 211: GGGe →×  with 
the following properties: 

1. Bilinearity: For all GVU ∈,  and Zba ∈, , 
abVUebVaUe ),(),( = . 

2. Non-degeneracy: 1),( ≠PPe . 
3. Computability: It is efficient to compute 

),( VUe  for all GVU ∈, . 
 
 
2.2. Intractability Assumption 
 

Definition 1 k-Computation Diffie-Hellman 
Inverse Assumption (k-CDHI). The k-Computation 
Diffie-Hellman Inverse problem (k-CDHIP) is 
defined as follow: Given an additive group 1G  and a 

multiplicative group 2G , all with prime order q  and 

(k + 1) tuples ),...,,,( 2 GsGssGG k , computing 

Ps)1(  is the k-Computation Diffie-Hellman 
Inverse problem. We say that the ),,( kt ε -CDHI 

assumption holds in ),( 21 GG  if no t-time algorithm 
has advantage at least ε  in solving the k-CDHI 
problem in ),( 21 GG . 
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Definition 2 k-Bilinear Diffie-Hellman 
Inversion Assumption (k-BDHI). The k-Bilinear 
Diffie-Hellman Inversion Problem (k-BDHIP) is 
defined as follow: Given an additive group 1G  and a 

multiplicative group 2G , all with prime order q  and 

(k + 1) tuples ),...,,,( 2 GsGssGG k , computing 

2
1),( GGGe s ∈  is the k-Bilinear Diffie-Hellman 

Inversion problem. We say that the ),,( kt ε -BDHI 

assumption holds in ),( 21 GG  if no t-time algorithm 
has advantage at least ε  in solving the k-BDHI 
problem in ),( 21 GG . 

Definition 3 k-Bilinear Modified Diffie-
Hellman Inversion Assumption (k-BMDHI). The 
k-Bilinear Modified Diffie-Hellman Inversion 
Problem (k-BMDHIP) is defined as follow: Given an 
additive group 1G  and a multiplicative group 2G , 

all with prime order q , 1
1( , , ( ) ,...,P yP x y P−+  

( kx 2
1

1 )) +− ∈+ kGPy  for unknown *
qZy∈  and 

known *
1,... qk Zxx ∈ , computing 

1' )(),(
−+xyPPe  

for some },...{ 1
'

kxxx ∉  is the k-Bilinear Modified 
Diffie-Hellman Inversion problem. We say that the 

),,( kt ε -BMDHI assumption holds in ),( 21 GG  if 
no t-time algorithm has advantage at least ε  in 
solving the k-BMDHI problem in ),( 21 GG . 
 
 
3. Formal Model of Multi-PKG 

Online/Offline Identity-Based 
Encryption 

 
3.1. Bilinear Pairing 
 

A generic multi-PKG online/offline identity-
based encryption scheme consists of the following six 
algorithms. 

G-Setup ( k1 ) → ( params ): Given a security 
parameter k , the global trusted party generates 
global public parameters params . 

D-Setup ( params ) → ( xP , xs ): Given the 
global public parameters params , each domain 

),...,2,1( dxPKGx =  outputs a corresponding 

public key xP  and a master private key xs  (we 

suppose that there are d  domains). xP  is made 

public while xs  is kept secret by the PKG . 

Extract ( k1 , params , xs , ID ) → IDD : Given 

an identity ID  in domain xPKG , the xPKG  
executes this algorithm to generate the private key 

IDD  corresponding to ID  and transmits IDD  to the 
user with identity ID  via secure channel. 

Offline-Encrypt ( k1 , params ) → φ : To 
generate the offline share of the encryption, this 
algorithm is executed without the knowledge of 
message to be encrypted and the receiver of the 
encryption. The offline ciphertext is represented  
as φ . 

Online-Encrypt ( k1 , m , AID , φ ) →φ : For 

encrypting a message m  to user with identity AID , 
any sender can run this algorithm to generate the 
encryption φ  of message m . This algorithm uses a 
new offline ciphertext φ  and generates the full 

encryption φ . 

Decrypt ( k1 , params , φ , AID , AD ) → 

m /⊥: For decryption of φ , the receiver AID  uses 

his private key AD  and run this algorithm to get 
back the message m  or ⊥ which indicates the 
failure of decryption. 
 
 
3.2. Bilinear Pairing 
 

Definition 1. An multi-PKG identity-based 
online/offline encryption scheme is said to be 
indistinguishable against adaptive chosen ciphertext 
attacks (IND-MPIDOOE-CCA) if no polynomially 
bounded adversary has a non-negligible advantage in 
the following game.  

Setup: The challenger C  runs the G-Setup and 
D-Setup algorithms with a security parameter k  and 
sends the system parameters and public keys 

),...,2,1( dxPx =  to the adversary A . 

Phase I: The adversary A  performs a 
polynomially bounded number of queries. These 
queries may be adaptive, i.e. current query may 
depend on the answers to the previous queries. 

– Key extraction queries (Oracle )(IDOExtract ): 

A  chooses an identity ID  in domain xPKG . C  

computes IDD =Extract( ID ) and sends IDD  to A . 

– Decryption queries (Oracle ),( ADecrypt IDO φ ): 

A  submits a ciphertext φ  and a receiver identity 
ID  to the oracle for the result of 
Decrypt( AID , AD ). C  generates the private key 

AD  and sends the result of Decrypt( AID , AD ). 
The result is made of a message if the decryption is 
successful. Otherwise, a symbol ⊥ is returned for 
rejection.  
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Challenge: A  produces two plaintexts 0m , 1m  

and the receiver identity RID  which A  wishes to be 
challenged. A  should not have queried for the 
private key corresponding to RID  in Phase I. C  

chooses a random bit }1,0{∈b  and computes φ = 

Online-Encrypt ( m , RID , Offline-Encrypt ()). φ  
is sent to A . 

Phase II: A  is now allowed to get training as in 
Phase−I. A  makes a number of new queries as in 
Phase I with the restriction that it cannot query the 
decryption oracle and the extraction oracle. 

Guess: At the end of the game, A  produces a bit 
'b  and wins the game if bb =' . 

A ’s advantage is defined as  
'( ) | Pr[Adv A b= ]b= |21− , where ]Pr[ ' bb =  

denotes the probability that bb =' . 
 
 
4. The Proposed Multi-PKG 

Online/Offline Identity-Based 
Encryption Scheme 

 
In this section, we aim at the features of WSN 

with constrained resources, and propose a new multi-
PKG online/offline identity-based encryption 
scheme. 
 
 
4.1. Description of the Proposed  

Encryption Scheme 
 

Our scheme consists of the following five 
algorithms. 

G-Setup: Given a security parameter k , let 1G  
be an additive cyclic group generated by P , with 
prime order kq 2> , and 2G  be a multiplicative 

cyclic group of the same order kq 2> . Define e  as 
in previous section, and let ),( PPeg = . Let M  

denotes the message space and || MnM = . Let 
**

1 }1,0{: qZH → , *
2 1 2 2:{0,1}H G G G× × × ×  

2G *
2 qZG →× , MnH }1,0{}1,0{: *

3 →  be three 
cryptographic hash functions. The system parameters 
are ),,,,,,,,( 32121 HHHMgPqGGparams = .  

D-Setup: Each ),...,2,1( dxPKGx =  chooses 

the private key *
qx Zs ∈  and computes the 

corresponding public key PsP xx = . 

Extract ( xID ): Given an identity xID  in 

domain xPKG , the xPKG  computes 

)(1 xx IDHq = , PsqD xx )(1 += . We suppose 

that aPKG  keeps the private key as  and public key 

PsP aa = . Alice registers with aPKG  and gets her 

private key PsqD aa )(1 += , where 

)(1 aa IDHq = . bPKG  keeps the private key bs  

and public key PsP bb = . Bob registers with 

bPKG  and gets his private key 

PsqD bb )(1 += , where )(1 bb IDHq = . 
To send a message m  to Bob, Alice does the 

follows as showed below. 
Offline-Encrypt ( params ): aPKG randomly 

generates *
qZx∈  and computes: )||(1 aa sxHu = , 

PuU aa = , xgR = , )(3 RHa = ,

PsuT aa
1

1 )( −+= , xPuT a=2 . Outputs the 

offline ciphertext xua ,(=φ ),,,,, 21 TTaRUa .  

Online-Encrypt ( m , aID , φ ): To encrypt a 
message m  for Bob, at the Online-Encrypt stage, 
Alice receives the offline ciphertext φ  and 
computes: 

quqsut aBaa mod))((1 ++= , 2 2 ( , ,at H m u=  

1 2 1, , , ) modaR T T t x u q+ , mac ⊕= , and 

outputs the ciphertext ),,,,,( 2121 cttTTU a=φ .  

Offline-Decrypt ( φ ): At the Offline-Decrypt 

stage, bPKG  receives the ciphertext φ  and 

computes ),( 12 aba UPUTteQ +−= , outputs the 

offline decryptext ),( φτ Q= . 

Online-Decrypt ( τ , BD ): Bob receives the 
offline decryptext τ  and computes: 

−+= )(( 11 bPtTxeR ),2 BDT , 2 ( , ,ah H m u=  

1 2 1, , , )R T T t  and hR , accept the message 

)(3 RHcm ⊕=  if and only if the following 

equation holds: QRh = . 
 
 
4.2. Implementation on WSN 
 

We apply the above scheme to WSN, and propose 
a new framework of WSN, composed of a Base 
Station (BS), a small number of PKGs and numerous 
sensor nodes (SNs), as showed in Fig. 1. WSN is 
divided into several domains, WSN nodes determine 
how forming domains based on their location 
information or other criteria. And PKG is responsible 
for the offline phase in its domain, while the online 
phase is to be executed in the WSN node.  
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Fig. 1. The framework of WSN. 
 
 

We assume that the system parameters params  
are generated by the base station and are embedded in 
each sensor node when they are deployed. And the 
base station and PKGs are powerful enough to 
perform computationally intensive cryptographic 
operations, while the sensor nodes have limited 
resources in terms of memory, computation and 
battery power. We also assume that the private key of 
the base station is safely stored.  

G-Setup: System randomly chooses a security 
parameter k , then the base station generates the 
system parameters are 1 2( , , , ,params G G q P g= , 

1 2 3, , , , )M H H H  as described in Section 4.  

D-Setup: Each ),...,2,1( dxPKGx =  generates 

the private key *
qx Zs ∈  and the corresponding 

public key PsP xx = . 
We consider the communication between sensor 

node ASN  from domain A  and sensor node BSN  
from domain B . 

Extract ( xID ): ASN  registers with aPKG  and 

gets its private key PsqD aa )(1 += , where 

)(1 aa IDHq = . BSN  registers with bPKG  and 

gets its private key PsqD bb )(1 += , where 

)(1 bb IDHq = . 

To send a message m  to BSN ,  ASN  does the 
follows as showed below. 

Offline-Encrypt ( params ): aPKG randomly 

generates *
qZx∈  and computes: )||(1 aa sxHu = , 

PuU aa = , xgR = , )(3 RHa = , 

1 ( aT u= + 1)as P− , xPuT a=2 . Outputs the 

offline ciphertext ),,,,,,( 21 TTaRUxu aa=φ .  

Online-Encrypt ( m , aID , φ ): To encrypt a 
message m  for Bob, at the Online-Encrypt stage, 

ASN  receives the offline ciphertext φ  and 

computes: quqsut abaa mod))((1 ++= , =2t  

quxtTTRumH aa mod),,,,,( 1212 + , mac ⊕= , 

and outputs the ciphertext 1 2 1 2( , , , ,aU T T t tϕ = , )c .  

Offline-Decrypt ( φ ): At the Offline-Decrypt 

stage, bPKG  receives the ciphertext φ  and 

computes ),( 12 aba UPUTteQ +−= , outputs the 

offline decryptext ),( φτ Q= . 

Online-Decrypt ( τ , BD ): BSN  receives the 
offline decryptext τ  and computes: 

),)(( 211 Bb DTPtTxeR −+= , 2 ( , ,ah H m u=  

1 2 1, , , )R T T t  and hR , accept the message ⊕= cm  

)(3 RH  if and only if the following equation holds: 

QRh = . 
 
 
5. Analysis 
 
5.1. Security Analysis 
 
5.1.1. Correctness 

 
For the decrypt, we have 

hRLeft =  
h

Bb DTPtTxe ),)(( 211 −+=  

))((1(( abaa
aa

uqsuP
su

xe ++⋅
+

=  

h

bb
ab P

sq
xPuPs )1,)

+
−+  

h

bb
abab P

sq
xPuPsPuqxe )1,))(((

+
−++=

h

bb
bb P

sq
Psqxe )1,)((

+
+⋅=  

hPxPe ),(=  
xhg=  

QRight =  

      ),( 12 aba UPUTte +−=  

PuPsuuxHe aaaa −++= −1
2 ))((( , 

)PuPs ab +  

),)(( 2 PPuPuxHe aa −+=   

      ),( PhxPe=  
hxg=  

Since RightLeft = , correctness is confirmed. 
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5.1.2. Proof of Confidentiality  
of the New Scheme 

 
Theorem 1. Assume that an IND-MPIDOOE-

CCA adversary A  making 
iHq  queries to hash 

oracles )3,2,1( =iHi , Eq  key extraction queries 

and Dq  decryption queries, has an advantage ε  
against the proposed scheme. Then, there is a 
simulator B  running in polynomial time that solves 
the k-Bilinear Modified Diffie-Hellman Inversion 
Problem (k-BMDHIP) with an advantage 

 

)
2

1(
)(

1

321

'
k
D

HHH

q
qqq

−⋅
+

⋅≥ εε . 

 
Proof: We follow the proof technique from [23]. 

Suppose B  is given a random instance of the k-
BMDHIP ))(,...,)(,,( 11

1 PyxPyxyPP k
−− ++ , 

and aims to find 
1' )(),(
−+xyPPe , for a random 

},...,{ 1
'

kxxx ∉ . B  simulates the system with the 

various oracles 
1HO ,

2HO ,
3HO , ExtractO , DecryptO . 

A  is allowed to make polynomially bounded number 
of queries, adaptively to the oracles provided by B .  

The game between B  and A  can be 
demonstrated by:  

Setup: B  runs the G-Setup and D-Setup 
algorithms with a security parameter k  and sends the 
system parameters and public keys 

),...,2,1( dxPx =  to the adversary A . 
Phase I: To maintain the consistency of the 

oracle query responses and to avoid collision, B  
maintains three lists )3,2,1( =iLi  to store the 

responses given by B  to the corresponding oracles 
( )3,2,1( =iO

iH ) queries. A  performs a 
polynomially bounded number of queries. These 
queries may be adaptive, i.e. current query may 
depend on the answers to the previous queries. B  
simulates A ’s queries as below. 

(a) Random Oracle:  
For oracle 

1HO  query, we assume that 1H  

queries are distinct throughout the game, and A  will 
ask for )(1 IDH  before ID  is used in any key 
extraction query. B  selects a random index v . 
When A  makes the thv  query on vID , B  decides 

to fix vID  as target identity for the challenge phase, 

and B responds to A  as follows: If it is the thv  
query, then B  sets 'xqv = , returns vq  as the 

response to the query and stores ),( vv qID  in the list 

1L ; If it is other query, B  sets tt xq =  where tx  is 

the value given in the instance of k-BMDHIP. And 
B  puts the pair ),( tt qID  in the list 1L . 

For oracle 
2HO  query on input 

21,,,,( TTRum a ), 1t , B  returns the defined value 

h  if it exists in the list 2L , otherwise, B  responds 

to A  by choosing a random *
qZh∈  such that no 

entry h  does not exist in 2L  and adds the tuple 

),,,,,,( 121 htTTRum a  into 2L . 

For oracle 
3HO  query on input R , B  returns the 

defined value a  if it exists in the list 3L , otherwise, 

B  responds to A  by choosing a random *
qZa∈  

such that no entry a  does not exist in 3L  and adds 

the pair ),( aR  into 3L . 

(b) Oracle ExtractO  query: On input tID , B  

aborts if tv IDID = . Otherwise, B  recovers the 

corresponding pair ),( tt qID  from the list 1L  and 

responds to A  with P
sI at +

1
. 

(c) Oracle DecryptO  query: On input a ciphertext 

φ  for identity tID , B  can directly decrypt the 

ciphertext if tv IDID ≠ , since B  knows the private 

key tD  corresponding to tID . Otherwise, B  does 

not know the private key corresponding to tID , B  
responses as below:  

For each 3),( LaR ∈ , computes cam ⊕= , 

check ),,,,,( 121

?

2
tTTRumOh aH=  and xgR

?
= , if 

not true, proceed with the next tuple in 3L . Else, 

check bbb xPPxqTPtTx +=−+
?

211 )( , if true, B  
output m . If none of the tuples passes the checks 
described above, then return ⊥ for rejection.  

Challenge: A  produces two plaintexts 0m , 1m  

and the receiver identity RID  which A  wishes to be 
challenged. A  should not have queried for the private 
key corresponding to RID  in Phase I. If 

vR IDID ≠ , B  aborts. Otherwise B  chooses a 

random bit }1,0{∈b and does as follows: picks 
*

1, qR Zt ∈δ , 11 GT R∈ , computes 

2 1 1( bT x Tt P= + ) Py )( δ+− , randomly picks  
a c , return the challenge ciphertext 

),,,( 121
'

ctTT=φ  to A . 
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Phase II: A  is now allowed to get training as in 
Phase I. A  makes a number of new queries as in 
Phase I with the restriction that it cannot query the 
decryption oracle and the extraction oracle. A  runs 
the decryption algorithm 1 1( ( )bR e x T t P= + −  

2T ),)((), RR DPyeD δ+= , thus 
1)( −+δyR  equal 

to ),(),( vR DPeDPe = . A  should have queried 

the oracle 
2HO  or 

3HO  with R  as input to check 
’

φ  is valid or not. Hence, one of the entries in list 

2L  or 3L  will contain the value R , the solution to 
the k-BMDHI problem.  

Guess: At the end of the game, A  produces a bit 
'b . B  fetches a random entry ),,,,,( 121 tTTRum a  

or ),( ⋅R  from the lists 2L  or 3L .  

Lemma 1. If B  does not terminate the 
simulation game, A  can not distinguish between the 
simulation and the real world.  

Hence, with probability )(1
32 HH qq + , ='δ  

1'11 )()()( ),(),(
−−− +++ === sxsq

v
y gPPeDPeR vδ . 

And B  output ),(
1' )(' −+sxgx .  

Probability Analysis: B  only aborts the IND-
MPIDOOE-CCA game because one of the following 
independent events happen:  

1. 1E : A  does not choose the target identity 

RID  as the receiver during the challenge. 

2. 2E : A  queries the private key of the target 

identity RID . 

3. 3E : B  rejects a valid ciphertext at some point 
of the game. 

We have )(11]Pr[
11 ExtractH qqE −−= , 

]Pr[ 2E
1HExtract qq= , k

DecryptqE 2]Pr[ 3 ≤ . 
And the probability that the random entry chosen by 
B  from the list 3L  becoming the solution to the k-

BMDHIP is )(1
32 HH qq + , therefore the 

probability of B  solving the k-BMDHIP is 
1 1

1Pr[ ( , , ( ) ,..., ( ) )kA P yP x y P x y P− −+ + =  
' 1( ) ' * '

1( , ) | , , { ,... }]y x
q ke P P y x Z x x x

−+ ∈ ∉ =

1 2 3Pr[ ]E E Eε ⋅ ¬ ∧¬ ∧¬ ≥

)
2

1(
)(

1

321

k
Decrypt

HHH

q
qqq

−⋅
+

⋅ε .  

Since ε  is non-negligible, the probability of B  
solving k-BMDHIP is non-negligible. This clearly 
shows that no polynomially bounded adversary exists 
who can solve the IND-MPIDOOE-CCA security of 
the proposed scheme. 

5.2. Comparison with Existing Schemes 
 

The performance of our scheme is comparable to 
previous identity based online/offline encryption 
scheme [21, 22]. The comparison of Complexity is 
showed in the Table 1, which indicates that the 
proposed scheme in this paper is more efficient. We 
denote by PM the point multiplication in 1G  or 2G , 

BP the bilinear pairing in 1G  and 2G , M the 

modular computation in *
qZ , E the exponentiation in 

2G , FE the offline encrypt, NE the online encrypt, 
FD the offline decrypt, ND the online decrypt and 
SM the security model. 
 
 

Table 1. Comparison of Complexity. 
 

   GMC-1[21] GMC-2[21] Liu[22] Our  

FE 7SPM+1BP
+1E 

6SPM+1BP 
+1E 

5SPM+1BP 
+1E 4SPM+1E 

NE 1SPM+2M
+1E 

1SPM+2M 
+1E 3M+1E 2M+1E 

FD — — — 2BP 

ND 
4SPM+ 

7BP 
+2E 

4SPM+ 
3BP 
+2E 

4SPM+ 
3BP 
+1E 

1SPM+ 
1BP 
+1E 

SM selective ID standard random 
oracle 

random 
oracle 

 
 
6. Conclusions 
 

Identity based encryption schemes wherein the 
encryption is carried out in two phases namely, 
offline and online phase according to the complexity 
of the operations performed is known to be identity 
based online/offline encryption scheme. We focus on 
the large-scale resource-constrained WSN, divide 
WSN nodes into several domains and present an 
efficient multi-PKG online/offline identity-based 
encryption scheme for WSN. Most heavy 
computations such as exponentiation or pairing, if 
any, are done in the offline phase, and it does not 
require the knowledge of the plaintext or the 
receiver’s identity. And we prove the security of the 
new scheme in the random oracle model. 
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