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Abstract: The precise location of sensor node is the premise of guaranteeing the effectiveness and validity of
WSNS in its application and nodes positioning technology is a key technology of wireless sensor networks. For
its inherent characteristics, such as limitation of the resources, insecurity and openness of the deployment
environment, mechanism of location for wireless sensor networks has security problems. An effective approach
to monitoring and detecting spoofing attacks based on distance verification are proposed. The detecting
mechanism is based on the visualization of the consistency between the time of transmission and the loss of the
power. Experimental studies are conducted to investigate the effect of the algorithm. Copyright © 2013 IFSA.

Keywords: Wireless sensor networks, Secure positioning, Spoofing attack, Distance verification, Algorithm.

1. Introduction

Wireless sensor networks, by its unique merits,
has wide application potential in industry,
agriculture and military domain. The precise
location of sensor node is the premise of
guaranteeing the effectiveness and wvalidity of
WSNS in its application and nodes positioning
technology is a key technology of wireless sensor
networks. For its inherent characteristics, such as
limitation of the resources, insecurity and openness
of the deployment environment, mechanism of
location for wireless sensor networks has security
problems [1-7].

Article number P 1463

This paper based on distance validation against
deception attack localization algorithm FaltBdv (Forge
Attack-resistant Localization Technology Based on
distance  verification). The secure localization
algorithm respectively with the signal power loss and
propagation time calculating the distance between
nodes, using the distance of the consistency of
eliminating positioning reference concentration of
abnormal nodes, then the use of LS (Least Squares
Estimate) — Newton positioning algorithm for
estimating the unknown node coordinate. Because
power measurement and the measurement of the
propagation time can be done at the same time, so the
FaltBdv algorithm can at no additional time cost at the
same time, effectively detect the attack nodes.
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2. Detection Principle

Analysis of node location process and principle of
available node distance consistency principle, which
assumes that the nodes in the wireless sensor network
is stationary, then the node between the objective
distance is constant, is also in the absence of attacks,
through the signal transmission time by calculating
the distance between the nodes should be equal to the
received power calculation the distance (in
considering error exists, the difference between the
two distance should be less than a smaller value).

If want to achieve the purpose of malicious node
attacks, must change with time to transmit signals
and power loss of two parameters. Therefore, you can
design a special positioning mechanism, the
malicious nodes can change two parameters, and then
through the surveillance by the time of calculating
distance and power loss are consistency of the
distance to judge whether the presence of ARP
spoofing attack. Undertake surveillance detection
tasks and nodes is called the detecting node, may be
unknown nodes can also be the beacon node.

a) Distance between two nodes and
propagation time relationship.

Signal propagation time and the distance between
the nodes is proportional, meet

signal

d =T -T)*V Q)

type, based on the signal propagation time between
the nodes is calculated distance, is the signal
propagation speed, the unknown node transmits a
request for location signal moments, this signals
arrive at the beacon nodes when the. Beacon node
will be written reply unknown node location request
packet. If the beacon node capture, an attacker can
change the value to change the node between the
measured distance value can be increased, which can
also be reduced. In order to reduce the possibility of
malicious node attacks, this paper uses signal
feedback time calculating the distance between the
nodes, as shown in formula (2):

N (G A S )
. 2

(@)

Unknown nodes in sending position request
packet, the packet in time to reach beacon node,
beacon node in a reply to the request for reply packet,
in time to reach the unknown node. As the beacon
node processing packet time, processor speed, value
is approximately equal to the constant. As can be
seen, the return time calculating the distance between
nodes can reduce the possibility of malicious attack,
where the attacker can extend the propagation time of
a signal, is only to increase the distance between
the nodes.

b) Distance between two nodes and the power
loss of the relationship.

In the same transmission power, node receiving
power and inversely proportional to the distance
between nodes, content type (3):
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Wherein, said by the power loss calculated
distance, and constant. As the unknown node receives
beacon node power, to write the packet transmit
power, when the beacon node is the attacker capture,
malicious nodes can be changed through the write
data packet to the objective of the attack.

¢) d, and d, relationship.

From the propagation time and the received
power of the calculated distances between nodes in
the ideal condition should be equal, i.e.

d =d )

i p
By the formula (2) and (3) to
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d) Detection basis.

The attacker in order to achieve the purpose of
success, must also change the spread time of the
signal and power loss, to make the change of the
power of the distance change the volume of the cause

Ad » and the change of the time of the distance

change the volume of the cause Ad, meet
Ad,=Ad, (6)

To RTOF ranging method, attacker only change
the distance between nodes measurement by
increasing spread time.

If malicious node intentionally delay Af reply
the positioning of the unknown nodes request,
malicious node can change power consumption by
the two ways.

Malicious node will make the reply to request

packets P

. increase,

the actual launch power

constant. Power change the volume Ad » should meet

Ad, = a/%wp) (Ap=0) ™

don't

reduce the actual transmission power,

Malicious node
packet's P

x>’

then, Ad , should meet

change written reply
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cP
Ad, = a/—”‘ Ap=>0

We can know from (7) and (8), to malicious node,

P and Ap are unknown, can't accurately get's

solution. So, we can use the power loss and signal
transmission time testing whether there are attacks.

3. FaltBdv Algorithm

FaltBdv algorithm's basic idea is based on such a
fact, at WSN node location's process, spread by time
and power loss the calculated the distance between
the nodes in ideal condition should be equal, cheating
on attack happened, malicious node can't change
power and time caused the distance change the
same amount.

Because wireless transmission of scattering
characteristics, there is always some node in a
malicious node of the communication area. As shown
in Fig. 1, when unknown nodes S neighbor node to
send positioning request information, malicious A to
its launch deceive attack node. In a node A
communication within the scope of the beacon nodes

B, and B, and unknown nodes S and S, will be

listening to the wrong position parameter from A, the
nodes can be as the test node to other nodes the
authenticity of the test. So, can use these test nodes,
through the test of the consistency of the distance to
judge whether there are malicious attacks,
recognition malicious node.

Fig. 1. An Illustration of Detection Nodes.

FaltBdv algorithm provisions of the beacon nodes
reply positioning parameters packet format as shown
in Fig. 2. Among them, (X, y) is the beacon node of

the coordinates id, , ¢ and P_ are the beacon

rev
nodes to receive unknown nodes ids request
information moment and receive power, f, and P_
are the beacon nodes reply the time and send request

power. Based on (2) and (3) can be calculated d,

and d, respectively.

‘ idB ‘ ids ‘ X ‘ .V ‘ trcv ‘ tr.\- ‘ Prcv

P |

Fig. 2. Packet format of a Beacon message for FaltBdv.

As shown in Fig. 1 shows, unknown nodes to its
neighbors sent S node location information request,

node A, B,, S and Si are neighbors, the four nodes
can write to each other. If A malicious node to S

launch deceive attack, beacon nodes B, right,

unknown nodes S and Sl. can afford the testing tasks,

called test node.

a) Unknown nodes S as a test node

*Node S received from node of A reply
information and record receiving moment,
measurement and receive power from A combination

of positioning parameters are calculated d, , d , ;

If |d, —dp‘ <é¢g (O < 8), no attack, accept A
by the
d, —dp‘ >& (OS 8) , then A for fraud against

positioning parameter, if

node;

«If in the B, S communication within the range,
the property 3-5, it is known that the node A and
node distance between B, d ,, must be less or equal
to 2 R, R for beacon nodes communication radius.
Node S validation i d S 2R is formed, if not set
up, then A for fraud against node

b) The unknown node S, as the detecting node

* Node S, receives from node A reply information,
recording the received data packet time and
measuring the received power and calculating d ,and

d, ;

p
* Validation of

d,-d|<z (0<e) s

established, if not established, then the A spoofing
attack node.

¢) Beacon node B, as the detecting node.
Beacon node coordinate position B, is known, its
coordinates is (xi > Vi ) , and the distance "d" between

B, and the node A can be calculated by formula (9)
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where (x, y) is the node A location coordinates.

Beacon node B1 receives from node A

information, recording the received data packet time
and measuring the received power and calculating

d, and dp;

The data packets in a location parameter
calculation of distance "d";

of

Validation

dt—dp‘ég (0<¢)

‘d—dp‘ég (0<¢) and |d,—d|<e (0<¢)

is established, if not established, then the A spoofing
attack node.

The detecting node once found cheating attack
node, node id will store the attack, at the same time to
its neighbor nodes releases exist attack warning.

4. Simulation Experiments and Results
Analysis

a) Experimental parameters

The simulation experiment, in 100 unknown
nodes in 10 randomly set of nodes as the detecting
node, set the beacon nodes for sensor node.
Maximum credible reference sets the number of
elements is set to 4, between the nodes location using
RSSI and RTOF combination method. The
experiment mainly node average localization error,
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the success probability of detection as a performance
index to evaluate the performance of algorithm. Each
test scene runs 100 times and the statistical results of
operation.

b) The effect of positioning algorithm.

The first application of FaltBdv security
positioning algorithm to node layout scene simulation,
the simulation results as shown in Fig. 3. Map (a) for
node localization effect diagram, diagram (b) to the
nodes of the original layout diagram, diagram (c) for
positioning the effect chart and the original layout of
the  superimposed  comparison chart.  The
experimental setting attack node number is 5. As can
be seen from the graph, in the introduction of
FaltBdv secure localization algorithm, positioning
effect is improved obviously.

In the simulation scene randomly placed 5
spoofing attack nodes, nodes in the communication
range and unknown nodes and beacon node is the
same as, for 15 m. Fig. 4 shows no attack network
node average localization error (curve 1), presence of
attack in the case of network node location error
(curve 2) and the use of FaltBdv algorithm node
positioning error (curve 3). The results showed that:
in the use of FaltBdv algorithm, node average
position error of approximation in the attack position

error, and the beacon node numbers, better
approximation degree. This is because of the
increasing number of beacon, involved in the

detection of the number of nodes increases, thereby
detecting the success rate increases, the unknown
node by node pollution smaller attack.

B The estimated position ot sensor nodes
W The original position of sensor nodes

50
b (m)

Fig. 3. Estimation Results of the Whole Network.
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¢) Number of nodes to attack algorithm.

Fig. 5 shows the attack number of nodes on node
positioning accuracy, the experimental set-up, beacon
node into 23 nodes, detection for 33. Curve 1, 2 and 3
respectively represent attack exists, network node
average localization error, using FaltBra algorithm of
node location error and using the FaltBdv algorithm
node positioning errors with the number of nodes in
the changing trend of attack.

25 ‘
| - -&- - 1 Ls-New ton without Attack
0L ___ 37 | — @ — 2Ls-Newton with Froge Attack | |
& —&—— 3 FaltBdv Algorithm

Fig. 4. Average Estimation Location Error varying
the Number of Beacon Nodes.

Obviously, the use of FaltBdv algorithm of node
localization error almost tends to be stable, i.e. to
attack the number of nodes does not significantly
affect the node location. And FaltBdv algorithm to
attack a number of nodes is small FaltBra, the reason
is that FaltBdv algorithm will not accord with
standard nodes from the reference collection all
removed, and FaltBra algorithm is the reference
collection of residuals is different from the other
node beacon out, if the reference set against the
number of nodes is greater than or equal to good
beacon node number, FaltBra algorithm will lose the
ability to judge.
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Fig. 5. Average Estimation Location Error varying
the Number of Malicious Nodes.

d) The detection rate.

In the FaltBdv algorithm, in attack node
communication within the scope of any benign nodes
are able to act as the detecting node, and only need a
sensor node can complete the detection task. If the
beacon nodes and the unknown node deployment
density respectively and, node communication radius,
node receives beacon node probability obeys the
Poisson distribution, all beacon nodes and unknown
node can bear the detection task, so the detecting
node density, the sensing region of the malicious
nodes can receive a detection of the probability of the
node type (available 10) says.

k
((pB +pS)7[R2) o \Prtes)R (10)
k!

P(L,=k)=

Type, says the malicious node receives the
detection of node number.

By type (10) can be detected nodes to detect
malicious node probability value

P(k21)=1-P(k=0) an

=1- e—(PB+P5)”R2

Obviously, the malicious node communication
radius and the detecting node deployment density
affect the FaltBdv security positioning algorithm of
detection probability of important factors. As a result
of malicious nodes in the communication radius can
not be changed, so can increase the detection of the
density of nodes to improve the detection probability.

5. Conclusions

WSN secure node positioning algorithm to make
the sensor node accurately, effectively to obtain the
position information. FaltBdv algorithm for the
analysis of malicious nodes to achieve spoofing
attack way, using deceit attack nature, the signal
propagation time and the power loss of consistency
as attack detecting standard. Establish the process
safety location algorithm based on the testing
standards. The simulation results show that, the
detection method can detect malicious nodes, thereby
reducing the malicious attack effect, the unknown
node from spoofing attack threat.
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