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Radio Frequency Identification (RFID) is one of the most representative, rapidly growing, and 

highly extendable technologies, which uses electromagnetic waves in accordance with specific 

communications standards and regulations to identify, track, or even localise desired objects. 

However, due to its high cost, limited read range, and uncertain reliability, its adoption still 

lags, especially in large-scale organisations. Even though an RFID distributed antenna system 

(DAS) can greatly improve the detection range and read rate of a single reader when the system 

uses different combinations of antenna states with frequency and phase hopping, the lossy and 

heavy coaxial cables between reader and antennas still limits the system coverage and design 

flexibility for wide-area passive UHF RFID applications.  

 

In order to develop a cost-efficient and flexibly-installed passive RFID DAS, a novel large-

range passive UHF RFID system over twisted-pair cable is proposed in this dissertation. This 

new system consists of one baseband central controller and one antenna subsystem, connected 

by a commonly used twisted-pair cable. It is shown that transmitting/receiving low frequency 

baseband signals over a twisted-pair cable can significantly reduce cable attenuation and extend 

the communication distance. A simulation is conducted to demonstrate that frequency and 

phase hopping can also be remotely controlled to fit this system structure by slightly varying 

the frequency or phase of the input reference signal of the frequency synthesis system. The 

features of twisted-pair cable in terms of its low cost, light weight, and bend radius greatly 

improve the design and installation flexibility of an RFID system. 

 

The implemented system is designed based on the ISO 18000-6C and EPC Class 1 Generation 

2 standards, and can operate according to FCC (902-928 MHz) and ETSI (865-868MHz) 

regulations. The results of the measurement show the reader can achieve a sensitivity of - 94.5 

dBm over 30 m Cat5e cable, and its sensitivity can still remain at around -94.2 dBm over 150 

m Cat5e cable. The experimental results of tag detection show that the passive tags can be 

successfully detected over a 6 m wireless range following a 300 m length of twisted-pair cable 
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between the central controller and antenna. This detection range cannot be achieved by existing 

commercial RFID systems.  

 

Since the transmission and reception in a RFID system are simultaneous, finite isolation of the 

circulator/directional coupler and environmentally dependent reflection ratio of the antenna 

lead to serious leakage problems. Leakage can directly cause sensitivity degradation due to 

saturation of the RF components. A fast leakage suppression block is developed in efforts to 

solve this problem. Measurements show that this new canceller can deliver an average 

suppression of 36.9 dB, and this excellent performance remains when the system uses 

frequency hopping. With help of an improved scanning algorithm, this canceller can find its 

optimal status within 38 ms, and this settling time is short enough for most commercial RFID 

readers. By reducing the number of voltage samples taken, the convergence time can be further 

improved. 

 

To fully investigate this new passive UHF RFID system value, a comparison study between 

the new system and a commercial system is conducted. This new automatic passive UHF RFID 

system is confirmed to deliver high performance long-range passive tag detection. Particular 

advantages are shown in the fast tag read rate and capability of uplink SNR improvement. This 

novel system is also superior to conventional RFID systems in terms of link distance, link cost, 

and installation flexibility.  
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Chapter 1 

1. Introduction 

1.1.  Overview and Motivation 

Radio Frequency Identification (RFID) is part and parcel of the Internet of Things (IoT). It uses 

electromagnetic waves to identify objects, animals or persons within a certain range [1]. The 

impact of RFID in emerging applications has been gradually changing people’s lifestyles. For 

example, by simply using a contactless card, people are able to access office buildings, prove 

their personal ID, or borrow a book from a library. Figure 1.1 depicts these RFID applications.  

 

 

Figure 1.1 RFID applications in different areas [2, 3, 4] 

In addition to these benefits, the biggest change using RFID has been making payments. Today, 

in many stores and supermarkets, barcodes are still widely used for identifying products. They 

require a scanner with a beam of light to translate those black and white lines into information 

and send it to a database. The barcode can be directly printed onto the product overwrap at a 

tiny cost, and it has high detection accuracy. Over the past 25 years it has become a globally 

universal norm for retail products [5]. However, with the increasing requirements for highly-
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efficient payment approaches, the barcode based system has revealed its limitations. In order 

to successfully identify a barcode, a scanner is needed to read the full barcode with a direct line 

of sight within 15 ft [6]. Products with ripped or damaged barcodes are impossible to be scanned. 

Additionally, the barcode payment process is very labour intensive and time consuming since 

all the products have to be scanned manually and individually. Most printed barcodes only 

contain limited product information such as manufacturer and product, and cannot be modified.  

 

With the advent of RFID technology, the limitations of barcodes can be overcome and people 

can enjoy a better and more convenient shopping and payment experience. Low frequency (30 

kHz to 300 kHz) RFID techniques help to improve payment efficiency. For example, people 

can quickly pay bills or tickets by tapping their authorised bank cards against a reader at stores, 

restaurants, or underground stations [7]. High frequency (3 MHz to 30 MHz) RFID applications 

are able to help the retailer to monitor and track the quality of their products. For instance, 

temperature sensing tags can provide real-time temperature indications for each shelf to ensure 

wine quality [8].  Ultra-high frequency (860 to 960 MHz) RFID applications are most widely 

used since they provide many new functions in the shopping experience, such as locating 

desired products and automatically identifying multiple products [9].  

 

A new kind of store using RFID technology has merged in recent years. Alibaba, which is a 

financial technology arm of a Chinese internet giant, and Tencent, which is one of the biggest 

Chinese Internet services providers, opened their own personnel-free stores in early 2018 [2]. 

In such stores, customers are only required to be personally recognised when they enter the 

store. After their purchases, they can leave the store directly since the payment for their needs 

is automatically completed by the RFID systems. This easy-pay and unmanned store 

encourages more investment in developing new technology-based retail services. In addition to 

the retail industry, RFID applications are also used in other areas including pharma and 

healthcare, surveillance systems, and flora and fauna identification [3].  

 

Based on the marketing report from IDTechEx, the world RFID market in 2018 is estimated to 

reach around $11.5 billion [3]. RFID technology is expected to maintain this rapid growth over 

the next four years due to faster developing sectors (healthcare, energy and security 

management, payments), wider deployment, and higher volumes. As shown in Figure 1.2, it is 

forecast that the global RFID market will rise to over $14 billion by 2022. The report also 

reveals that the passive RFID market constitutes more than 80 percent of the entire RFID 
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market. Passive RFID interrogators, which are worth around $2.8 billion, account for nearly a 

third of the passive RFID market revenue. 

 

 

 

Figure 1.2 Entire RFID market outlook [3] 

The high demands of passive RFID applications require more sophisticated hardware and 

software design since the businesses adopting this technology are becoming more competitive. 

Due to the growing demand from the government, transportation and retail sectors, cost-

efficient, highly-reliable and installation-flexible passive UHF RFID systems are urgently 

needed for large-area detection [10]. This is because the maximum detection range of a 

conventional RFID reader is limited. The approach of using multiple readers for coverage 

extension results in high hardware costs (Figure 1.3(a)). In addition, operating multiple readers 

can lead to reliability issues due to serious tag collision problems. Re-installation and cable 

organisation can also be inflexible. 
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(a) A conventional RFID reader system for large-area detection 

 

 

(b) A DAS reader system for large-area detection [11] 

Figure 1.3 Limitations of current RFID systems for large-area detection  

Communication technique such as distributed antenna systems (DAS) can reduce hardware cost 

and improve the detection range of single RFID readers. A comparison in terms of system cost 

between conventional RFID system and RFID DAS has been made in Table 1.1. Based on this 

conservative estimates, the RFID DAS is able to save almost half of the cost to achieve tag 

detection in the same area.  
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Table 1.1 Cost estimation between conventional RFID system and DAS [1] [3] [10] 

 

However, the coverage of single RFID DAS is still not enough for major commercial wide-

area applications [12]. As shown in Figure 1.3(b), the coverage of a DAS reader is limited by 

the maximum cable length they can support. High cable attenuation and uplink minimum SNR 

are the main factors that limit the cable length. Therefore, for additional space coverage, extra 

hardware sets are still required throughout the measurement scale. The deployment flexibility 

of this system is therefore impaired due to the use of expensive, heavy and limited bend coaxial 

cables. Thus, research is needed to provide a cost-efficient, highly flexible, and reliable RFID 

system for large-area tag detections. This is the focus of research in this thesis.  

1.2. Aims and Objectives 

This aim of this thesis therefore is to design a novel low-cost single-reader-based RFID system, 

which can provide reliable detection in large-scale organisations or wide-area applications. In 

order to achieve this design, there is a need to find solutions to overcome limitations such as 

high cable attenuation and SNR degradation. In addition, this new system should have 

deployment flexibility regardless of whether it is a first-time installation or a later modification. 

This system should also maintain high detection reliability even if the tag is far from the reader. 

The designed system must deliver low-cost options for extending the detection range. Moreover, 

the system should form the basis for developing future cyber-physical RFID systems.  

 

Inspired by the development of the Ethernet, twisted-pair cable is widely used to connect in-

building devices to the Internet. There are four pairs of wires available for the data 

communication. Twisted-pair cable is superior to coaxial cable in several respects, such as its 

low cost, light weight, and small bend radius. Although it suffers from significant cable loss 

when signals are transmitted at RFID carrier frequencies, it experiences little attenuation when 

baseband signals are transmitted. In terms of deployment, many buildings have already 

installed sockets for the Ethernet cable, and wiring designs for twisted-pair cable are much 
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easier than for coaxial cable. Based on these features, it is worthy investigating an RFID system 

that operates over a twisted-pair cable. To fully use the advantages of twisted-pair cable and 

improve the conventional RFID system for large-range passive tag detection, this thesis 

attempts to address the following issues: 

• How to add twisted-pair cable to a conventional RFID system? 

• How to allow the twisted-pair cable to achieve its potential for long-range detection? 

• How to examine the feasibility of this new RFID configuration? 

• How to implement this novel RFID system over a twisted-pair cable? 

• How to measure the performance of this new system? 

• How to understand the advantages and limitations of this new configuration? 

• How to further explore this system to achieve its final potential? 

1.3. Dissertation Outline and Original Contributions 

The next five chapters of this thesis are described as follows and the original contributions are 

expressed in italics. 

 

Chapter 2 presents three review studies relating to RFID technology. The first review describes 

the historical development of RFID, and the second review introduces the most recent RFID 

applications in different industrial sectors. The details in the third review focus on techniques 

used for advanced RFID system design. Challenges and opportunities are also discussed in this 

chapter.  

 

Chapter 3 provides a novel design of a passive UHF RFID system over twisted-pair cable. This 

system is able to deliver cost-efficient, highly-flexible, and simply-installed features, and it is 

capable of being used for wide-area detection. Relevant theoretical simulations such as link 

budgets and RF spreadsheets prove the feasibility of this new design. In addition, a new 

baseband-controlled frequency and phase hopping method is demonstrated. According to the 

simulations and studies, this method not only can provide accurate frequency hopping and 

phase dithering, but also reduce the hardware cost and board in the RF transceiver.  

 

Chapter 4 analyses the performance of the proposed RFID system. This new system is shown 

to provide excellent performance within the relevant industrial standards and regulations. An 

investigation in sensitivity degradation over increasing twisted-pair cable length is introduced 
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afterwards. The results show that the system can operate without sensitivity degradation over 

180 m of Ethernet cable. A 300 metre long-range tag detection is also demonstrated. This is the 

first demonstration of a passive RFID system over twisted-pair cable to achieve real tag 

detection over such a long distance, and this is also the first system to achieve long-range 

detection without performance degradation.  

 

Chapter 5 delivers an automatic passive tag detection RFID system for long-range applications 

with a leakage suppression block. A technical review is presented of the leakage canceller in 

terms of the cancelling methods and optimal scanning algorithms. Though the measurements, 

this leakage canceller is shown to be able to find its optimal status within 38 ms and provide a 

stable suppression effect when the system operates with frequency hopping. With help of this 

leakage canceller, the proposed RFID system can operate in a monostatic antenna 

configuration and achieves as high detection rate as other commercial readers even over long-

distance detection. 

 

Chapter 6 provides the overall conclusion of this thesis, and ideas for future work.  
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Chapter 2 

2. Overview of RFID Systems 

Over the past few decades, radio frequency identification (RFID) technology has been widely 

adopted for localisation, tracking, and monitoring in logistics, retail, manufacturing, and other 

areas. It is regarded as a key technology to enable “Industry 4.0” [13] or the “4th industrial 

revolution” [14], and is referred to as next generation cyber-physical systems (CPS). These 

advanced systems can provide unprecedented levels of flexibility and efficiency for industry. 

RFID also plays a vital role within systems that contribute real-world information about objects 

for artificial intelligence (AI) analysis.  

 

In order to fully understand the importance of RFID technology, this chapter provides a detailed 

introduction to the history of RFID, and also describes its most recent developments and 

research challenges. After that, the basic operational principle and classification of RFID 

systems is explained. Finally, existing RFID standards and regulations are summarised before 

providing a technical review of the techniques and algorithms for RFID reader design. 

2.1.  The Development of RFID 

This subchapter concerns the history of RFID development. The progress in RFID research (in 

different application categories) during the past five years is reviewed, and the challenges and 

opportunities in RFID research are discussed. 

2.1.1.  RFID History  

The studies of electromagnetic waves and of radio frequency technology are the initial physical 

theories underlying RFID technology. In 1846, the initial research into electromagnetism was 

proposed by Michael Faraday [15]. He found that both light and radio waves are a form of 

electromagnetic energy. Based on his finding, James Maxwell published the preliminary 

electromagnetic theory in 1864, and Heinrich Hertz confirmed the theory in 1886 [15]. In 1906, 

Ernst F. W. Alexanderson illustrated how radio waves could be continuously generated and 

transmitted, and his hypothesis formed the technical foundation of RFID technology. Around 

two decades later, Evenor Brard [16] introduced the earliest passive communication system 
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based on an inductively coupled transceiver in his US patent (US 1744036), but, due to the 

limited description, its practical employment remains unclear. 

 

During the Second World War, there were dramatic and rapid developments in radar systems. 

However, early radar was only capable of warning a local base of an approaching airplane from 

miles away. It was therefore difficult to distinguish which airplanes belonged to the enemy and 

which were ‘friendly’. The German air force found an ingenious way to solve this problem. 

German pilots were asked to roll their airplanes in certain patterns when close to the base. This 

action allowed the radar signals from the airplane to be reflected in correlation with the patterns, 

and the modulated blips on the radar screen became an indication to identify friendly targets 

[1]. This is generally known as the first practical implementation of passive RFID. In Britain, 

the Royal Air Force invented the world’s-first active RFID system to distinguish between 

friendly or enemy planes (‘friend or foe’, or IFF) in battle through the installation of active 

beacons on airplanes [1]. Once the signal from the radar was received, those beacons began to 

broadcast a signal that the identified airplane as friendly.  

 

In 1948, Harry Stockman [17] proposed the basic theory of communication by means of 

reflected power. This great work provided the first example of using backscattered radiation to 

transmit information, and it inspired other researchers, including Vernon, who published 

“Application of the Microwave Homdyne” and Harris, who developed “Radio Transmission 

Systems with Modulatable Passive Transponder” [18]. Although RFID development 

bottlenecked in the following years due to its high cost, size and complexity, some important 

concepts and theories for forming modern RFID were nevertheless established. The first public 

description of an RFID integrated circuit (IC) was presented by Geoffrey Dummer [19] in 1952 

and the matched filter theory, which helps to optimise the detection of weak signals, was 

demonstrated by Woodward [20] in 1953. 

 

Many studies of electromagnetic theory relating to RFID emerged in the 1960s. Roger 

Harrington [16], known as the pioneer of computational electromagnetics, illustrated his works 

of “Field Measurement Using Active Scatterers” and “Theory of Loaded Scatterers” in 1963 

and 1964 respectively. There were inventors like Jorgen Vinding [16], who devised an 

interrogator-responder identification system in 1967, and Robert Richardson [18], who 

introduced his remotely activated radio frequency devices in 1969. Meanwhile, RFID began to 

be commercialised. A practical anti-theft surveillance system, also known as Electronic Article 
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Surveillance (EAS), was developed by companies such as Sensormatic, Checkpoint and Knogo 

in 1960 [21]. They used inexpensive 1-bit tags to counter thefts by detecting the presence or 

absence of a tag. This system was the first commercial application of RFID technology.  

 

During the 1970s and 1980s, RFID technology development progressed more quickly and drew 

more attention. The first conference on RFID was held in 1973 [22], and the Schlage Lock 

Company implemented one of the first major commercial applications of RFID in the same 

year [1]. With advances in semiconductor design and the decreasing prices of electronic goods, 

some large companies, such as Raytheon Co., RCA Co., and Fairchild, successfully produced 

their own RFID modules [23]. In 1973, William Arnold [24] published a remarkable article, in 

which he presented an attractive and foreseeable vision of potential RFID applications. In 1975, 

Koelle et al. [25] demonstrated a short-range radio telemetry system for electronic 

identification using modulated backscattering. This system had many features similar to the 

modern passive UHF RFID system. 

 

By the 1980s, some of the uses listed in Arnold’s paper were already a part of people’s daily 

lives. For example, smart ID cards and motorway tolls were being rolled out in the United 

States, and industrial and business RFID applications and short-range tracking were being 

applied in Europe [23]. However, since most RFID systems were proprietorily implemented in 

the period, systems from different companies or inventors were difficult to interoperate [16]. 

Thus, there was low competition in the RFID industry, and the cost of RFID systems remained 

high. This slowed down the pace of RFID industry development. 

 

In the early 1990s, the International Organization for Standardization (ISO) began to initialise 

standards and protocols for RFID communication [23]. These shed light on the diverse range 

of RFID applications, especially commercial requirements, including shipping container 

tracking and localisation [1]. By then, the information storage capacity of a single tag integrated 

circuit had increased, and RFID systems could therefore be used for more complicated tasks 

including traffic management and tracking library books [1]. However, due to the relatively 

high cost of the tags and incompatible standards, RFID systems had not yet been embraced in 

the retail supply chain. In 1999, the Auto-ID Centre was established in MIT, with the aim of 

accessing the product information from tag ICs and exchanging the obtained information on 

the Internet.  In the same year, Kevin Ashton [26] coined the term ‘Internet of Things’ at the 

Auto-ID Center, a term which is still popular today.  
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In 2003, another important corporation, EPCglobal Inc., was founded. It provided standards for 

RFIDs in the supply chain, as well as standards for RFID training, marketing and installation. 

EPCglobal also pushed for the advancement of RFID public policy [1]. The ISO-18000C Class 

1 Generation 2 standard, which was proposed by EPCglobal and ISO in 2006, is now a widely 

accepted protocol for UHF RFID communications. One of the world’s largest retailers, Wal-

Mart, installed RFID technology in its supply and delivery chains in 2005 and has enjoyed 

substantial benefits as a result of this new technology, particularly in inventory management 

[27]. Some other large retailers, including Tesco, Metro, and Target, are planning to install 

RFID technology [23]. During the last few years, RFID technology has continued to spread 

around the world, and is still undergoing rapid development. It is already focusing on some 

specific priorities, such as low-cost design, anti-collision protocols, and RFID data processing 

[28].  

 

In more recent years, people have continued to explore the potential of RFID to reduce the 

system costs and expand its adoption more broadly. In 2012, Mojix [29] delivered its STAR 

(enhanced space time array) RFID system, which was able to achieve a very large detection 

coverage of 200,000 square feet. This innovation provided the possibility for installing a single 

RFID system to cover large-scale organisations. In 2013, due to the rapid growth of RFID 

applications and urgent need of additional operation spectrum, CEPT (the European 

Conference of Postal and Telecommunications Administrations) and ETSI (the European 

Telecommunications Standards Institute) allocated an extra spectrum 915-921MHz band for 

RFID devices [30]. In 2014, RAIN (the RAdio frequency IdentificatioN) was found as a 

wireless technology organisation for promoting the global adoption of UHF RFID technology. 

RAIN has already attached more than 155 members from all segments in the RFID industry 

chain [31]. 

 

The major events of RFID technology development from the 1940s to 2010s are summarised 

in Figure 2.1.  
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Figure 2.1 Brief history of RFID 
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2.1.2. Research Trend and Applications 

RFID has become a widely used technology, to which extensive research is devoted. 

Researchers have explored and enhanced RFID technologies, and have reported many 

interesting applications and research findings. Some brief surveys of RFID publications have 

been reported in [22, 32, 33].  

(a) Journal articles by year based on the review studies [22, 32, 33] 

(b) Total publications relating to RFID based on the IEEE database 

Figure 2.2 Distribution of RFID publications by years  

As shown in Figure 2.2(a), there was a significant increase in RFID journal articles after 2002 

which then reached maximum in 2005 with 112 publications.  However, the number of journal 

papers rapidly decreased to 42 within two years. Although it rose again to 66 in 2007, there 

was a second reduction in publications in 2008. Since 2012, the number of RFID articles has 

remained at around 20. Another survey based on the IEEE database is shown in Figure 2.2(b). 

The publications include all books, magazines, journal articles, and conference papers relating 

to RFID. The number of publications in this survey is much larger and the studies regarding to 

RFID increased from only 3 in 2001 to 1104 in 2010. Even though the number of RFID 
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publications has gradually decreased in the last five years, it still consistently more than 600 

publications per year. 

 

Studies of RFID technology in the last five years can be broadly divided into four categories: 

(I) RFID technology; (II) RFID applications; (III) RFID privacy, policy and protocols; and (IV) 

others. The following content will discuss each category in detail. 

 

(I) RFID technology 

The vast majority of the publications focus on technology, aiming to provide technically 

advanced, better-performing, and lower-cost designs of RFID readers, tags, and antennas.  

Power transmission or energy harvesting approaches are also included in this category. 

 

Software defined radio (SDR) based RFID readers have become increasingly popular in recent 

years. The advantages of such readers include their high flexibility through software upgrades 

and multi-standards capabilities [34]. More importantly, SDR-based readers provide the 

possibility for accessing and controlling the parameters of signals at each operational stage, 

whereas commercial readers only allow one to configure restricted parameters. Protocol 

evaluation and exploration [35], high-efficiency coding [36], and baseband synchronisation 

schemes [37] have therefore been extensively researched. Other recent studies on RFID readers, 

which are composed of discrete components or specific chipsets, have mainly focused on low 

cost design [38, 39], reliability improvement approaches [40, 41], and coverage extension 

scenarios [42, 12]. Current popular research topics relating to RFID tags include surface 

acoustic wave (SAW) tag design [43, 44], inkjet-printed tag design [45, 46] and sensor tag 

design [47, 48]. Additionally, during the past five years there has been encouraging progress in 

the development of flexible metal [49], dielectrics (water-filled containers) [50] and wall 

mountable tags [51].  

 

Most recent studies regarding reader antennas have been primarily concentrated on low cost 

design [52] and multi-frequency band propagation [53]. Recently published research articles 

have addressed wearable tag antennas [54], where the focus has been on tag antenna design. 

New high performance antenna designs for tags and readers, and the design of multi-antenna 

configurations have conferred substantial advantages for RFID systems, including improved 

coverage [55], higher operational reliability [56] and higher localisation capability [57]. 
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RFID-based sensor networks have shown great market potential, especially in healthcare and 

real-time monitoring [58]. Advanced energy-harvesting circuit design has accordingly become 

one of the major research directions supporting RFID-based sensing applications as power 

supply availability is often limited. In recent studies, challenges such as low power transmission 

efficiency [59], violable communication reliability [60], and product safety [61] have been fully 

discussed and addressed.  

 

(II) RFID applications 

Approximately a quarter of RFID articles concern RFID applications [32]. It is not possible to 

list each and every proposed application, therefore only some typical applications studies are 

considered here.  

 

RFID healthcare applications have attracted much concern during the last five years. These not 

only lead to a reduction in medication error rates by 55 per cent, but they can also be used for 

access control and patient localising [22], [62]. Tracking is another popular application in 

various fields. For example, RFID systems are commonly used in the airline industry for 

luggage tracking [22], in the agricultural industry for food quality monitoring [63], in the 

manufacturing industry for enhancing return and maintenance efficiency [22], and in animal 

studies for monitoring the behaviour of animals [64]. Supply chain management (SCM) can be 

greatly improved by the installation of RFID technology. RFID technology is capable of 

solving SCM issues relating to data synchronisation, real-time tracking, planning, scheduling 

and reporting [65]. Furthermore, thanks to the development of anti-collision techniques and 

high reliable multi-antenna configurations, many low-cost and high-accuracy indoor object 

localisation applications are now available [66], [67]. 

 

(III) RFID privacy, policy and protocol 

The importance of privacy, policy and protocol have increased due to the depth, breadth and 

speed of RFID development. The security of RFID communications has therefore been the 

focus of widespread research during the past five years. Chang et al. [68], Wang et al. [69], 

Sun et al. [70] and Mubarak [71] have clearly illustrated the security limitations of the current 

EPCglobal Class 1 Generation 2 protocol, and have proposed improvements in order to address 

issues relating to forward and reverse communication links. Some other protocols have been 

proposed in response to the anti-collision problem [72], distributed sensor networks [73], and 

tag read rate enhancement [74].  
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(IV) Others 

Other RFID papers provide a general introduction to the subject area [15], [75] or are literature 

review studies [22], [32], [33] on RFID technology. In recent years, instead of reviewing the 

overall progress of RFID research, authors of review papers have tended to focus on specific 

RFID techniques or applications, for instance, RFID chipless tag design [76], RFID modelling 

and optimization problems [77], applications in agriculture and food supply chain [63], or 

applications in ornithology [64].  

2.1.3. Challenges and Opportunities 

As a widely adopted but not yet mature technology, RFID still has a long way to go to achieve 

its full potential. This subchapter mainly discusses the challenges and opportunities in relation 

to RFID system design. Other issues, such as return of investment (ROI), barcode-RFID 

migration, and management strategies, are beyond the scope of this study.  

 

As shown in Figure 2.3, many obstacles need to be overcome before the full benefit of RFID 

can be realized. In terms of protocols, these are still under development and at present are not 

thorough enough for protecting the tag information. This deficiency can result in serious 

privacy and security problems, especially with people-tracking RFID systems, such as patient 

tracking and employee localising applications. Researchers have not yet successfully designed 

a universally compatible RFID reader that is capable of detecting all types of tags over different 

frequency bands, a breakthrough which would lead to reduced costs and enhanced flexibility. 

Another, less widely researched, problem is the compatibility of RFID and legacy systems. 

This critical problem should also be taken into account since it undermines the performance 

and reliability of RFID systems. 

 

Figure 2.3 Main challenges of RFID system design 
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The high cost of RFID systems presents a considerable barrier to many potential clients. The 

most expensive component in an RFID system is the central reader, which usually costs around 

US$1000-2000 [22]. Tags also make up a significant proportion of costs since a large number 

of them need to be used in an RFID system. According to the study by Mehrjerdi [22], tags that 

operate in the low-frequency range (120 – 140 kHz) are generally more expensive (ranging 

from US $3 to $10), while tags that operate in the high-frequency (13.56 MHz) and ultra-high 

ranges (868 – 956 MHz) are relatively cheaper (around US $0.5 to $5 and ≥US$0.75, 

respectively). Due to the shortage of experienced staff and qualified technical professionals, 

the cost of system installation and maintenance, technical consultancy, and employee training 

cannot be ignored.  

 

In recent years, RFID technology has been increasingly applied in large-scale workplaces 

including warehouses, libraries and hospitals. The complexity and cost of RFID systems that 

cover the necessary detection range pose intractable problems, for which technical solutions 

are urgently needed. Another critical factor regarding long-range RFID systems is their 

reliability. Therefore appropriate approaches are needed in order to maintain a high detection 

rate. Power supply is another critical aspect of RFID systems. Longer detection distance and 

stricter communication regulations require advanced architecture and transceivers that can 

successfully activate passive tags. None of these improvements can be achieved without a smart 

power supply unit. 

2.2. RFID Systems Architecture 

This chapter provides an introduction to RFID systems, including system architectures, 

operational principles, and classes of system.  

2.2.1. Conventional System and Operation Principles 

A conventional RFID system consists of an interrogator (known as a reader) and transponders 

(known as tags). The reader can be further divided into several specific blocks, each providing 

particular functions to serve the entire system (Figure 2.4). For example, the radio block is 

typically employed as a front-end transceiver, which receives baseband commands and 

generates sufficient radio power to the tags via a reader antenna. It also decodes the 

backscattered signals from the tags and returns them to the reader baseband modules. Well-

designed software and firmware are essential for a RFID reader. Interface infrastructure is 

important as it allows users to directly access or control the reader physical layer blocks by 
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simply clicking the buttons on their PC. The Universal Serial Bus (USB) and RS-232 cables 

are typically used to connect a reader to a user’s PC. In addition, Ethernet cable can also be 

used to allow the reader to connect to other networks when Ethernet protocols are contained.  

 

Figure 2.4 The components of a conventional RFID system 

The power management block is a very common hardware unit, which offers a stable power 

source and provides methods for optimising power consumption. However, in recent years, the 

idea of developing auto- or remote-controlled RFID systems, which allow readers to 

automatically move following a track on the ceiling or flying in the sky carried by a Drone [78], 

has become important: This has led to more research into power management units. Techniques 

such as wireless charging and efficient charging are urgently needed to enable the adoption of 

exciting new RFID systems.  

 

An application-specific integrated circuit (ASIC) and an antenna form a typical RFID tag. 

There are three main functional blocks in the tag IC: the backscatter block for signal modulation, 

the power supply block for energy storage, and the detector block for signal decoding [1]. With 

advanced electronic techniques, tag ICs can be produced in a very small size. However, the size 

of the tag antenna should remain large enough to satisfy specific RF requirements such as 

antenna gain or bandwidth. In the ultra-high frequency band, the half-wavelength dipole 

antenna is mostly used for passive tags due to its ease of fabrication and high power 

transmission efficiency. Since the entire length of the antenna equals the half-wavelength of 

the operation frequency, the size of this kind of tag is around 16 cm. Research into chipless tags 

such as surface acoustic wave (SAW) tags are also popular in the RFID industry. The SAW tag 

uses a series of reflectors on its antenna surface to modulate the approaching reader signals, 

and then re-radiate them back to the reader. Compared with an IC-based tag, a SAW tag is 
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superior in its low cost, low transmission power requirement, and longer detection range [79]. 

However, due to the absence of the IC, the illuminated SAW tags respond to a reader 

simultaneously, resulting in serious collision problems. In addition, a SAW tag is read-only and 

its storage capability is limited. Examples of both practical IC-based and chipless tags are 

shown in the bottom right of Figure 2.4. 

 

The basic operational principles of an RFID system can be clearly explained by considering the 

signal transmission path. In the forward link, some crucial parameters such as output power, 

operational frequency, and modulation schemes have to be first defined. After that, the RFID 

chip starts to generate baseband signals and transmits them to the radio block. In the radio block, 

the signals pass through radio components including amplifiers, mixers, switches and filters, 

and then produce the desired radio source to the reader antenna. Communication between the 

reader and the tags is in the form of electromagnetic waves. The principle of this connection is 

similar to that of a magnetic transformer. The current flowing in the reader antenna provides 

radiative or inductive coupling, which leads to sufficient voltage across the tag. A certain 

proportion of the transmitted signals received by the tag are modulated so that they are added 

to the tag information. Amplitude and phase modulation methods are commonly applied in the 

tag’s integrated circuits by changing the value of its load resistor [1].  

 

In the reverse link, the reflected signals (backscattering signals) received by the reader antenna 

also go through a series of radio components. These components enable the reader to eliminate 

unwanted noise, react to a pre-set frequency band, down-convert the received signals, and send 

the received tag electronic product code (EPC) to the RFID chip. After signal processing in the 

firmware and software, users can view the detection results, including detecting speed and 

received signal strength indicator (RSSI), as well as the information from the tags.  

 

2.2.2. Classification of RFID Systems 

A modern RFID system can be broadly classified into various categories in terms of the types 

of tag which system uses, the types of reader which system deploys, and the frequency band in 

which system operates.  
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Figure 2.5 RFID systems with different tag options 

RFID systems can be distinguished on the basis of the passive, semi-passive and active tags 

which they read (see Figure 2.5). A passive tag has no independent power source to support the 

operation of its circuit. The only means of self-activation is via electromagnetic waves sent 

from the reader. RFID systems with passive tags are quite popular today. The great advantage 

of a passive tag is the simplicity of its circuit, and its low cost. However, some typical problems 

of using such tags include their unreliability in terms of detection and their limited detection 

range, especially in the ultra-high frequency (UHF) band [1].  

 

A semi-passive tag is more reliable, and its detection range can extend up to around 100 metres 

[22]. It contains a battery that powers up its circuit, but the tag still communicates with the 

reader via scattered and modulated electromagnetic waves. However, this better performance 

is accompanied by its larger size and higher cost.  

 

Unlike a semi-passive tag, an active tag not only has a local power source, but also contains its 

own transceiver. The reader and tags in this kind of system can be used to achieve bidirectional 

communication with more sophisticated phase modulation schemes, and the read range can 

extend to hundreds of metres. However, in addition to the size and cost issues, active tags 

require extra maintenance, and also tend to suffer from serious time delays in long-distance 

detection. 
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Figure 2.6 RFID systems with different readers [80] [81] [82] 

RFID systems can be also divided into three groups based on the readers they use, including 

fixed reader, portable/handheld reader, and auto-/remote-controlled reader. The most 

commonly used RFID reader for retail security and inventory applications is the reader with 

fixed antennas. As shown in Figure 2.6, the fixed reader is usually deployed on the ceiling or 

mounted on portals accompanied by several antennas nearby. These installation locations allow 

the fixed antennas to maximize the probability of line of sight to the tags so as to optimise the 

system detection rate.  

 

A portable reader (shown bottom left of Figure 2.6) allows reduced cost and deployment time, 

since it can be placed close enough to the tags. In addition, a portable reader often provides 

interfaces for other devices such as a mobile phone or a barcode scanner to work cooperatively. 

However, since a fixed reader is capable of collecting specific information such as RSSI and 

phase differences between the tags and the antennas at different locations, these systems offer 

the possibility of fulfilling complex tasks such as object tracking and item localization where 

the portable reader cannot so flexibly.  

 

With help of more sophisticated artificial intelligence (AI) and software solutions, robot RFID 

readers and Drone-reliant readers have emerged [80] [82]. These auto-/remote-controlled RFID 

systems (shown bottom right of Figure 2.6) enjoy the advantages of both fixed and portable 

readers in terms of powerful functionality and high mobility. In addition, these intelligent RFID 
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systems can further replace conventional non-RFID techniques and extend adoption of RFID 

technology. 

Table 2.1 RFID systems based on different operation frequency bands [1], [83] 

Frequency 

Band 

Detection 

Range 

Coupling 

Mode 

Application Merits Disadvantages 

LF 

(125/134 KHz) 

0-1 m Inductive Animal ID 

Access control 

Insensitive to environmental effects, 

Low cost of reader 

Low data rate, 

Relatively high cost of tags 

HF 

(13.56 MHz) 

0-1 m Inductive Oyster card 

e-passport 

High data rate, 

Secure communication 

Require larger antenna for 

reader and tags 

UHF 

(860-960 MHz) 

1-10 m Inductive 

Radiative 

Motorway tolls 

Asset tracking 

Low cost of tag 

Longer reader range 

Dense reader interference, 

Discontinuous and unpredictable 

read zone 

UHF 

(2.4 GHz) 

1-100 m Radiative Inventory control 

Vehicle tracking 

Smaller tag size, 

Lower cost of tag 

Interference from other devices 

 

The operational frequency band can also be a criteria for classifying RFID systems. 

Theoretically, the operational frequency of a system determines the antenna coupling mode, 

and the coupling mode directly affects the behaviour of the tags. Commonly, systems use 

frequency bands, from the low-frequency (LF) band (at around a few hundred KHz, where 

inductive coupling is used) to the very high-frequency (VHF) band (at several hundred MHz, 

where radiative coupling is usually employed). The main difference between these two 

coupling modes is the degradation of received signalling power over distance. With inductive 

coupling, the power falls smoothly but rapidly when the tag is moved away from the reader 

antenna. The read range of an inductive coupling system is mainly dependent on the antenna 

size. With radiative coupling, the power drops gradually but in a fluctuating manner. In view 

of these features, an RFID system that operates in a radiative coupling mode has a higher 

detection range, but is more likely to encounter interference. Furthermore, due to the fluctuation 

in power degradation, a radiative coupling system encounters discontinuous and unpredictable 

detection problems. More comparisons between RFID systems in relation to different 

frequency bands are detailed in Table 2.1. 

 

Thus, the best way to select or design an RFID system is to optimise its requirements in terms 

of read range, cost budget, detection performance, local regulations and other environmental or 

special purposes. However, there is a common rule for devising an RFID system: the cost of 

identifying an object should be less than the value of the identified knowledge or object. 

Accordingly, there are several research projects that are concerned with the design of 

inexpensive (low-cost) identifying readers [84] or tags [85]. Generally, researchers aim to 
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simplify the reader and tag circuits, and they have been investigating low-cost components in 

order to reduce the overall cost of RFID systems.  

2.3. Standards and Regulations 

Before the 1990s, there was no specific standard for RFID communication. Systems developed 

in that period normally did not interoperate, and their cost remained very high due to little 

competition [15]. The RFID industry experienced slow development until standard-setting 

bodies such as the International Organization for Standardization (ISO) and EPCglobal Inc. 

provided agreed RFID standards. In getting an understanding of the field, there needs to be a 

good understanding of the RFID standards, since they not only provide basic communication 

agreements, but also they indicate the research trends, capital flows, and policy directions of 

the entire RFID industry. A standard such as Ethernet (IEEE 802.3) can greatly help the 

expansion of its industry and produce profits for further investment and development. RFID 

regulations can be regarded as regional rules, which mainly inform the allowable spectrum 

range, emission power level and maximum permissible interference of an RFID system. Due 

to the different development approaches, regulation of RFID differs between countries. It is 

important to acquire knowledge of local RFID regulations before designing or installing an 

RFID system in particular countries. 

 

 Table 2.2 ISO/IEC 18000 standards [86] [87] 

 

Standard Code Description 

ISO/IEC 18000-1 Generic parameters for air interfaces for globally accepted frequency 

ISO/IEC 18000-2 Air interface for 135 kHz 

ISO/IEC 18000-3 Air interface for 13.56 MHz 

ISO/IEC 18000-4 Air interface for 2.45 GHz 

ISO/IEC 18000-5 Air interface for 5.8 GHz 

ISO/IEC 18000-6 

Air interface 

for 860-960 

MHz 

Type A 
Pulse-Interval-Encoding (PIE) 

Adaptive ALOHA collision-arbitration algorithm 

Type B 
Manchester 

Adaptive binary-tree collision-arbitration algorithm 

Type C 
Pulse-Interval-Encoding (PIE) 

Random slotted collision-arbitration algorithm 

Type D 
Pulse Position Encoding (PPE) / Miller 2 Encoding 

Tag only Talks After Listening (TOTAL) 

ISO/IEC 18000-7 Air interface for 433 MHz 



Zhe Fu                                              

24 

2.3.1. ISO/IEC 18000 Standards 

The International Organisation for Standardisation (IOS) is a global union which consists of 

national standardisation institutions. It has developed a series of standards relating to RFID in 

the last two decades. These standards, known as ISO/IEC 18000, are mainly set by the 

operational frequency of RFID applications. The details of these standards are shown in Table 

2.2. In 2012, due to the rapid growth of the RFID market in the 860 – 960 MHz band, ISO 

explicated the Part 6 standard for supporting the new needs of the RFID industry. The main 

differences between these four types of standards are the symbol encoding schemes in the 

forward link and protocols of reader-tag communication. 

2.3.2. EPCglobal Gen 2 Standards 

The EPCglobal Gen2 standard is one of most globally accepted standards for RFID systems. It 

was first created to be compatible with ISO standards in 2004 [1]. This standard specifically 

introduces basic physical and logical guidelines such as symbol types, coding methods, 

modulation schemes and other specific parameters for RFID tags and readers. The EPC 

standard also includes the data format of the ID so that the tag information can be fully 

understood. Table 2.3 presents the existing EPC classes on the basis of the functionality of the 

tag. 

Table 2.3 EPC tag classes [86] 

EPC Classes Tag types Features 

Class 0 Passive tag Read only 

Class 1 Passive tag 
Read only, write once 

contains tag kill function 

Class 2 Passive tag 
Read only, write once 

Class 1 with additional memory 

Class 3 Semi-passive tag 
Read/Write with on-board energy 

Superior in wider range, collects sensor data 

Class 4 Active tag 
Read/Write with embedded battery 

Includes own RF transmitter 

Class 5 Active tag 
Read/Write with built-in battery 

Can activate Class 1, 2, 3 tags 

 

2.3.3. Ultra-High Frequency Regulations 

In addition to the RFID standards, RFID designs are usually affected by other local restrictions, 

which specify the available spectrum range, maximum transmission power, and permissible 

interference level for UHF RFID communications. Countries, in Europe, Middle East, and 
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North Africa, usually obey the regulations provided by the European Radio Organisation (ERO) 

and the European Telecommunications Standards Institute (ETSI). Countries in America such 

as the United States and Canada often conform to the regulations defined by the Federal 

Communications Commission (FCC). Countries in Asia differ widely in their regulation 

requirements. Since this thesis focuses on the ultra-high frequency band (860-960 MHz) RFID 

system design, the regulations relating to UHF are summarised in Table 2.4. 

Table 2.4 Summary of UHF regulations in different countries [86] [88] 

Country Frequency Band (MHz) Emission Power 

United Kingdom 
865.6-867.6 

915-921 

2W ERP 

4W ERP 

European Countries 
865.6-867.6 

915-921 

2W ERP 

4W ERP 

United State & Canada 902-928 4W EIRP 

China 

920.5-924.5 

865-868 (Hong Kong) 

920-925 (Hong Kong) 

2W ERP 

2W ERP 

4W EIRP 

Japan 
916.7-920.9 

916.7-923.5 

4W ERP 

0.5W EIRP 

Australia 
920-926 

918-926 

4W EIRP 

1W EIRP 

New Zealand 
864-868 

921.5-928 

4W EIRP 

4W EIRP 

(ERP: Effective Radiated Power, EIRP: Equivalent Isotropic Radiated Power, ERP=1.64 EIRP) 

2.4. Review for Large-scale RFID system Design 

Table 2.5 Structure of technique review chapter 

Purposes Techniques / Protocols / Algorithms 

Range Extension 

⚫ Tag antenna 

⚫ Reader parameters 

⚫ Multi-antenna 

⚫ Booster or repeater 

Reliability Enhancement 
⚫ Reader and tag anti-collision protocols 

⚫ Leakage and noise cancellation 

Low Cost 
⚫ Low price 

⚫ Low power consumption 

⚫ Low complexity 

Power Supply 
⚫ Power over Ethernet (PoE) 

⚫ Battery 
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This review chapter addresses the techniques and algorithms that are integral to passive UHF 

RFID system design. The advantages and disadvantages of each technique or algorithm are 

discussed. The structure of this review chapter is specified in Table 2.5. 

2.4.1. Techniques for read range extension 

The potential maximum read range of a UHF passive tag is 10 metres, which is sufficient for 

many indoor RFID systems. However, due to multi-path fading and environmental interference, 

the practical detection range is often substantially lower than the maximum. In order to 

overcome this problem and to provide more stable long-distance passive RFID reader systems, 

researchers have been designing new RFID tags and readers, RFID system configurations, and 

range-extended boosters and repeaters. 

 

Kim and Yeo [89] designed a dual-band RFID tag antenna by using an artificial magnetic 

conductor (AMC) ground plane to increase the read range (Figure 2.7). Since this new tag was 

designed to be placed on metallic objects, such as vehicles, aircraft and containers, it was tested 

inside a metallic cavity. This new tag had a dipole-type antenna, and its chip was attached in 

between the bowtie loops. The researchers investigated the features of this tag by varying the 

tag depth (h), and the gap (loffset) between the post and cavity dimensions (Xc or Yc). After 

performing a series of tests, they were able to set two different resonant frequency bands (869 

MHz and 913 MHz) by offsetting the above factors. More importantly, they discovered that 

this new tag exhibited a read distance that was 3.1 times longer (22.75 m at 864 MHz, and 

23.74 m at 910 MHz) than that of the commercial ALN-9540-WR RFID tag. However, the 

aperture size of their tag was much larger than that of the commercial one. 

 

Figure 2.7 Geometry of the proposed RFID tag and the AMC substrate [89] 
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As well as making improvements to RFID tags, researchers have also investigated some reader-

related parameters that can affect or limit the overall system performance (including the read 

range). Mayordomo et al. [90] thoroughly examined these issues in their study on long-range 

reader design. Transmission leakage is one of the main challenges in long-range reader design, 

as it increases the noise level and reduces reader sensitivity so that a very high dynamic range 

is required to avoid RF saturation. One of their solutions was to apply two antennas in order to 

reduce the leakage, and the other was to remove the low-noise amplifier (LNA) increase the 

threshold of the noise figure. Another serious problem mentioned in the paper was the DC 

offsets, but these can be easily eliminated by adding an AC coupling stage at the start of the 

baseband chain. The maximum read range of this design architecture has been measured up to 

8.1m, which is the similar to the detection range (8.5m) of another recently designed long-range 

RFID reader by Liu and Zhang [91].  

   

Figure 2.8 Typical duplex radio over fibre system and triple antenna DAS system [55] 

An advanced system configuration can also be used to extend the read detection range. Sabesan 

et al. [55] proposed a new optically-fed antenna diversity configuration for an RFID system 

(Figure 2.8). In this work, they applied radio over optical fibres to replace the coaxial cables 

(which connected to the central reader and remote antennas). According to the results of their 

comparison experiments, the radio over fiber links exhibited a similar performance to that of 

conventional coaxial-based connections. Thus, they devised a triple antenna DAS RFID system, 

and demonstrated great improvement in terms of reducing the nulls from 62% to 28%.  They 

also proved that this new system could achieve a 100% read rate in a 10m×8m conference 

room and a 20m×6m atrium. However, due to its large field of detection, this system tended 

to suffer from enhanced collision problems. They reported further improvements to their DAS 

RFID system in later studies [42], [92]. 
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Just as with general wireless communications, techniques such as using repeaters or boosters 

are also capable of enhancing the detection coverage. Sabesan et al. [93] presented a novel 

repeater design for a passive UHF RFID interrogation system, which had a detection accuracy 

of 93% in a three-repeater system. With their design, the distance from a central reader antenna 

to a repeater could reach up to 20 m (Figure 2.9). However, there was a major antenna isolation 

problem due to the uplink and downlink using the same operating frequencies. It typically 

required antenna isolation of at least 10 dB greater than the gain provided by the repeater. 

    

Figure 2.9 20m wireless RFID repeater system and comparison results of three different 

configurations (CCDF: cumulative probability distribution; RSSI: received signal strength 

indication) [93] 

 

Figure 2.10 The system structure of a booster [94] 
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Another similar design of a mobile RFID reader booster, which was illustrated by Ahn et al. 

[94], is shown in Figure 2.10. With this booster, the detection range of the UCT-2300 reader 

could be extended from around 70 cm up to 6.5 m, and it could separate signals from the 

arbitration and booster paths by converting them into different frequencies so that the collision 

problem can be avoided. The advantage of these two devices is that they can be installed in an 

existing RFID system without having to modify the reader hardware. However, power supply 

and power consumption issues were not taken into account in these studies. 

 

Based on this review study, most conventional methods using extra devices for extending the 

coverage of a single RFID reader suffer from high cost and high power consumption. Some 

other approaches in designing new reader or tag antennas to improve the read range usually 

require large antenna size or expensive fabrication schemes. Distributed antenna systems help 

a single reader to cover some indoor areas, but for large organizations or wide commercial areas 

its detection range is limited by the cable length they can support. Thus, cost-efficient methods 

or configurations for wide-area passive tag detection are still quite needed.  

2.4.2. Techniques for reliability enhancement 

The increasing adoption of RFID readers with even larger number of tags has been 

accompanied by rising reader-to-reader and reader-to-tag collision problems. These collision 

problems usually happen when more than one RFID tag exists in the range of a reader, or when 

a tag exists in the detection range of multiple readers. When a collision occurs, the reader may 

not receive the correct information from the tags, and the tags have to resend their data. Thus, 

in order to avoid the communications overhead and transmission delay caused by collisions, 

efficient anti-collision algorithms or protocols are needed.  

 

There are two types of anti-collision protocols: tag anti-collision protocols, and reader anti-

collision protocols. Tag anti-collision protocols include Aloha-based protocols (Slotted Aloha 

[95], Basic Frame Slotted Aloha [96], and Dynamic Frame Slotted Aloha [97]), and tree-based 

protocols (Binary Tree [98], Binary Search [98], and Query Tree [99]). In Aloha-based 

protocols, data from the tags can be transmitted during separate time slots within a frame. This 

way, the collision problems can be simply and robustly solved. However, this protocol design 

may suffer from synchronisation and starvation problems (some tags may not be detected over 

a certain duration), especially when there is a large number of tags [100]. In tree-based 

protocols, the reader splits the newly emerged tags into different subgroups so as to avoid 
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collisions, or uses a prefix in each communication round to identify particular prefix-matched 

tags. Generally, tree-based algorithms benefit from simplicity and low cost, but the long latency 

problems and frequent changes of the tree structure may constrain the serviceable range only 

to some static and small-scale identifying applications, like access control systems [101].  

 

Regarding reader collisions, the most straightforward approach to solving this problem is to 

program colliding readers to operate at different frequencies or at different times. A typical 

example is the EPCglobal Class 1 Generation 2 protocol and the relevant European regulation 

which specify several frequencies for tag identification. There are other approaches, including 

a method for avoiding collision by disconnecting the overlapping readers [102], and an 

approach to minimise the overlapping zone by reducing the output power of collision-related 

readers [103]. Neighbour-Friendly Reader Anti-collision (NFRA) [104] is the preferred 

protocol, since it offers a relatively large mean number of reader transmissions per second. 

Some higher-performance protocols based on NFRA have been detailed by Bueno-Delgado et 

al. [105], and Li et al. [106]. 

 

In a passive UHF RFID system, the key problems include transmission leakage and noise, 

which significantly reduce the reader sensitivity and raise the noise level. As a result, the entire 

RFID system becomes unstable and unreliable. Generally a single antenna is used for a system 

in order to reduce reader cost and size. This single antenna performs both transmission and 

reception by using additional isolators to separate the reader and tag signals. However, its 

isolation features need to be improved before the performance of the reader can be considered 

acceptable [107]. Another option for isolation is to use a directional coupler, which can cancel 

the leakage by using reflection from the coupler isolation port. However, this may suffer from 

an impedance mismatch when the operation frequency is changed [108], and therefore an 

adaptive transmission leakage canceller is needed. 

 

Jung et al. [109] and Xiong et al. [110] designed an adaptive leakage canceller, which consisted 

of a directional coupler, a power combiner, a variable attenuator and a variable phase shifter 

(Figure 2.11(a)). The magnitude and phase of the signal from the isolation port of the coupler 

can be tuned by an attenuator and a phase shifter. The transmission leakage can be successfully 

counteracted, since this signal possesses the same magnitude but exhibits a 180º phase 

difference compared to the leakage signal. However, this advanced design requires bulky and 
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costly components, and the coupling signal was usually not sufficient to protect against a strong 

leakage signal. 

 

Figure 2.11 Circuits diagrams of conventional leakage canceller and  

direct leaky coupling canceller [92] 

In view of this, Kim et al. [108] presented a canceller circuit with a higher signal coupling 

capability and better phase controllability, also known as a leaky coupling circuit (LCC). As 

shown in Figure 2.11(b), this LCC contained one alterable capacitor, one inductor and one 

variable resistor. This was not only a simplified circuit design, but also allowed for the 

elimination of transmission leakage. With this LCC leakage canceller, they found that UCODE 

G2XM passive tags could be successfully detected from a range of 2.7 m to 8.0 m using only 

24.6dBm of transmit output power. 

 

Figure 2.12 Schematic diagram of LO phase noise reduction method [111] 
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The mixing of local oscillator (LO) and residual TX leakage signals can produce LO phase 

noise. This kind of noise becomes problematic when sharp cut-off filters, like surface acoustic 

waves (SAW) and film bulk acoustic resonators (FBAR), are applied, since these filters induce 

significant time delays, and the resulting local signal and transmission leakage signal do not 

correlate with each other, which results in baseband noise. However, if the delay mismatch is 

negligible, this baseband signal can be significantly reduced within the range of a few hundred 

kHz. Jung et al. [111] presented a novel method using the capture transmission output signal 

as the LO signal for down-conversion in the receiver chain (Figure 2.12). With the help of this 

LO phase noise reduction method, the sensitivity of the reader was improved by 19 dB, and its 

reader range can achieve two metres.  

 

Based on this review part, it was found that the collision problem caused by imperfect reader 

deployment directly results in poor reliability. Even though some algorithms can solve the 

collision problems, long latency and reduced read rate may not be acceptable in real-time 

detection. Leakage is another important reliability issue in an RFID system since it can greatly 

degrade the system sensitivity and increase the noise floor. Many designs of leakage 

suppression block are proposed with good suppression effects, but only few mention the settling 

time of the leakage canceller. Therefore, to deliver a reliable RFID system, reader antennas 

should be installed with a proper orientation and distance. In addition, an efficient closed-loop 

leakage canceller is required so as to maintain the best operating status. 

2.4.3. Low-cost design scenarios 

The number of designs of low-cost, low-power UHF RFID readers, transceivers for front-end 

mobile applications, has multiplied in recent years. These integrated single-chip readers are 

commonly implemented in a 0.18μm CMOS process or a SiGe BiCMOS process, and they 

have their own transceivers, PLL-based frequency synthesisers, digital basebands, micro-

programmable control units (MCU), and other noise canceller blocks. This form of reader is 

highly popular in the current RFID reader market due to its low power consumption, small size, 

low price and ease of installation in mobile or handheld readers. A performance comparison of 

related designs in the last five years is presented in Table 2.6: 
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Table 2.6 RFID reader performance comparison 

Reader [112] [113] [114] [115] [116] [84] 

Year 2015 2014 2012 2010 2010 2010 

Process 
0.18 μm 

CMOS 

0.25 μm SiGe 

BiCMOS 

0.18 μm 

CMOS 

0.18 μm 

CMOS 

0.18 μm SiGe 

BiCMOS 

0.18 μm 

CMOS 

Integration 

Level 

RF, BB 

modem, MCU 
RF 

RF, BB 

modem, MCU 
RF, BB 

RF, BB for 

physical layer 

RF, BB 

modem, MCU 

LO Phase 

noise 

(dBc/Hz) 

-92@100 k; 

-125@1 M 
-95@100 k 

-93.7@100 k 

-117@1 M 

-103@100 k 

-126@1 M 
-126@250 k  - 

Rx input 

P1dB 
11.6 dBm 6 dBm 8 dBm 1 dBm 6 dBm 5 dBm 

Sensitivity 

w/block 

-67 dBm   @ 

-1.3 dBm 
-85 dBm 

-55 dBm  @ 

-1 dBm 

-79 dBm   @ 

22 dBm 

-82 dBm @ 

10 dBm 
-60 dBm 

Output power 20 dBm 17 dBm 21 dBm 22 dBm 20 dBm 17.6 dBm 

Die Size 19.2 mm2 20×20 mm 
19.2 mm2 13.5 mm2 

(64-pin)         

9×9 mm 
19.38 mm2 

Total Power 500 mW - 471 mW 660 mW 
880 ~ 1100 

mW 
285.4 mW 

(RF: Radio frequency block, BB: Baseband block, MCU: Micro-programmable control unit) 

 

The most recent reader [112] (presented in Figure 2.13) is an improved version of the ones 

designed by Peng et al. [114] and Wang et al. [84]. It uses an integer-N PLL-based frequency 

synthesiser to convert the baseband signals to the carrier frequency (860 – 960 MHz), and these 

mixed signals are then passed through a single-ended pulse-modulation power amplifier (PA). 

The original idea of this direct-conversion structured PA was first proposed by Wang et al. in 

2010 [84]. This PA is able to transmit the required output power and reduce power consumption 

and chip size, as mixer and digital-to-analog converters (DACs) are not required. 

 

In addition, this reader uses I/Q paths to eliminate the residual phase noise in the receiver chain. 

An MCU controlled filter was inserted between these two components in order to remove the 

DC offset caused by the leakage signal. In the uplink, the first baseband LNA was employed to 

improve the noise performance, and the other two PGAs were integrated so as to amplify the 

received signals to a proper setting for 8-bit ADCs. As shown in Table 2.6, with the newest 

design, sensitivity has been improved from -55dBm to -67dBm. Compared to the devices 

created by Ye et al. [115] and the Impinj Company [116], this reader has a higher level of 

integration, and smaller power consumption (25% lower). 
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Figure 2.13 Block diagram of the RFID reader [112] 

Two SiGe BiCMOS processed RFID modules were developed by Usachev et al. [113] and the 

Impinj Company [116]. In the former design, the authors only presented some features of the 

transceiver module in their article. Although the sensitivity of this new design is better than 

that of the others, its die size is significantly larger. The latter module introduced by the Impinj 

Company is now one of the most widely used commercial RFID modules, namely the Impinj 

R2000 chip. This module uses an I/Q modulation scheme and self-jammer cancellation block 

to reduce the impacts of noise, and it is flexible in terms of transmission mode (DSB, SSB, and 

PR-ASK) and system configuration (monostatic and bistatic) selection. In addition, the circuit 

is also able to support a dense reader mode operation, which makes it superior to other designs. 

However, all these functional blocks results in higher cost and power consumption. 

 

Figure 2.14 Block diagram of Impinj R2000 chip [116] 
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Figure 2.15 Block diagram of a single-chip reader transceiver [115] 

Ye et al. [115] presented a single-chip CMOS transceiver with a relatively higher output 

transmission power and smaller chip size. In this chip, they adopted an on-chip self-jammer 

cancellation circuit with a rapidly time-varying cut-off frequency corner so as to prevent the 

DC leakage in the receiver chain. The post-mixer amplifier (PMA) and programmable gain 

amplifier are coupled with a DC-offset cancellation (DCOC) circuit in both the I and Q reverse 

links so as to remove residual DC leakage. However, this reader transceiver consumes relatively 

high levels of power (660 mW) when delivering around 22 dBm of output power, because its 

internal power amplifier operates on a 3.3 V voltage and consumes a great deal of power. 

2.4.4. Power supply approaches 

Power supply is always a critical part of a UHF RFID system design. A wired standard reader 

commonly relies on a standard commercial DC power brick, a USB, or Power over Ethernet 

(PoE) for access to a power source. A mobile or handheld reader usually relies on a battery or 

on energy harvesting blocks to support its entire circuitry. Compared to other power 

connections, the PoE systems have no need to charge or replace batteries, use fewer wires, and 

have a higher computing and communication capacity. Therefore, despite the initial cost of the 

wired network circuit being high, the long-term benefits for a fixed network are quite 

substantial [84]. Two standards for PoE connection for both power source equipment (PSE) 

and powered devices (PD) are shown in Table 2.7. Based on the listed parameters, the 802.3at 

Standard is greatly improved in every aspect compared to the 802.3af Standard. 
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Table 2.7 Two types of PoE Standards [117] 

Standards 802.3af 802.3at 

Published year 2003 2009 

Maximum power at PSE 15.4W 30W 

Maximum power at PD 12.95W 25.5W 

Voltage range at PSE 44 – 57 V 55 – 57 V 

Voltage range at PD 37 – 57 V 42 – 57V 

Maximum current 350mA 600mA per mode 

Cables Category 3 or better Category 5 or better 

Typical impedance 20Ω 12.5Ω 

 

There are four kinds of connections between PSE and PD. The two approaches in the top line 

of Figure 2.16 are the endspan modes. The method in Figure 2.16(a) can support the 10BASE-

T and 100BASE-TX transmissions, whereas the top right-hand one in Figure 2.16(b) can 

support 10BASE-T, 100BASE-TX, and 1000BASE-T transmission. The bottom two 

connection approaches are the midspan modes. The connecting approach shown in Figure 2.16 

(c) and (d) can support 10BASE-T/100BASE-TX and 10BASE-T/100BASE-TX/1000BASE-

T transmissions respectively [117]. 

  

(a)           (b) 

 

(c)          (d) 

Figure 2.16 Endspan and midspan PSE power insertion methods [117] 
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Silva, et al. [118] proposed an automatic control RFID system to check the attendance of 

students. In their design, a PoE-powered K300 Proximity Card RFID reader from ZKsoftware 

was applied. This system was designed to monitor students’ class attendance by identifying 

their personal IDs. Due to the large number of classrooms and buildings, such a system required 

a well-organized architecture to support all the RFID readers. The author omitted the use of 

RS-232, Wiegand and USBs in order to reduce the cost of the connections. Although they used 

PoE and TCP/IP communication to support their system, the total cost for installing the RFID 

readers in all the classrooms was considerable.  

 

Another interesting application is the PoE-based RF switch box [118]. This switch box can be 

applied to existing 4-port or 2-port RFID readers so that the number of available ports can be 

increased, and more antennas can be connected in order to maximise the coverage of a single 

reader. As shown in Figure 2.17, this switch box uses an Ethernet cable to obtain the power, 

and Impinj Speedway Revolution RFID reader GPIO signals to control the T/R Switch.  Those 

six SPDT T/R switches are employed to logically select the communication channel by setting 

the GPIO pins: VCC with V+, and GND with V-. By implementing this solution, the diversity 

can be increased, and the budget can be reduced by 4,300 euros for a 32-antenna RFID system 

[118]. 

        

Figure 2.17 RF switch box diagram and schematic [118] 

In addition to PoE techniques, there are some battery-based designs for mobile and handheld 

RFID readers. For example, Lei et al. [119] applied a power management chip (TPS65053) 

with a battery-based power management unit (PMU) to provide multiplex voltage DC-DC and 
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Low Dropout Regulator (LDO) output. Their PMU could be used to enable and disable the 

external power amplifier (SPA3118).  

 

In another design, Hua et al. [120] employed a DC-DC power management chip (SMB122) to 

support the reader’s operation within a sufficient power range. Their chip had three-way step-

down channels that were used for an ARM chip (S3C2440); peripheral interface chips such as 

Nand Flash, SDRAM, and an SD Card; three-way step-up channels used for power amplifiers; 

voltage controlled oscillators; and an RFID chip (AS3990).  

 

According to the review, an effective power management unit in an RFID reader can allow the 

system to deliver a stable performance. PoE is the most popular techniques used in RFID 

systems, being favoured over a conventional power supply and batteries. However, in most 

commercial readers, the PoE port is only used for supporting itself, and no RFID reader can 

use this twisted-pair cable to directly communicate with others. Therefore, a research gap still 

exists in simultaneous power management and communication of multiple reader modules for 

large area detection.  

2.5. Conclusion 

This chapter has described the historical development of RFID. With the rapid advances of 

RFID technology and the development of more sophisticated protocols and regulations, RFID 

is gaining greater public trust and driving its industry forward. However, existing RFID 

techniques and algorithms still need to be further enhanced to fully achieve their potential. 

Challenges such as high cost, inflexible installation, uncertain reliability, and limited read range 

still limit the widespread adoption of the RFID systems. In order to realise the next generation 

cyber-physical systems, more cost-efficient, flexible and cheap RFID systems are urgently 

required.  
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Chapter 3 

3. Long-Range Passive RFID System over Ethernet Cable 

Radio frequency identification is becoming an attractive technology to supersede barcode 

labels in retail and manufacturing, since objects can be detected without human intervention or 

light of sight. However, given the large number of tags involved, the high cost of the hardware 

is a challenge that limits widespread adoption, especially for large-area detection or large-scale 

organizations. Other issues such as system reliability, deployment difficulty, system 

maintenance, and data security have also created barriers. As a result, the adoption of RFID 

technology still lags. With the help of new materials for fabricating the tag antenna, the price 

of a passive tag has decreased over last few years, and is now approximately 5 US cents [116]. 

To overcome the remaining challenges and increase its practical adoption, solutions for 

developing cost-efficient, easily-installed, and highly-reliable RFID systems are urgently 

needed. 

 

This chapter surveys wide-area UHF RFID systems, and then describes the design of a novel 

long-range passive RFID system over Ethernet cable, covering its key components, its basic 

communication theories and its preliminary system modelling. Following the design subchapter, 

a new baseband-controlled frequency and phase hopping method is proposed to achieve high 

detection performance and solve synchronization issues. Simulink tests are conducted to 

determine the feasibility of the approach. 

3.1. Existing RFID Systems for Wide-area Detection 

In a conventional RFID system, more than one fixed reader is needed to cover a required area 

due to the limited detection range of a single reader. The adoption of multiple fixed readers for 

wide-area detection increases the hardware cost. A system incorporating a handheld RFID 

reader can reduce the cost, since one remote reader can be easily carried to scan all the desired 

area. However, this kind of system generally supports offline detection and requires human 

assistance to identify those passive tags. Besides these requirements, human error and staff 

charges bring external issues to the handheld RFID reader system.   
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The distributed antenna system (DAS) technique was proposed in [121] for indoor radio 

communication. Research has shown that this multi-antenna configuration can significantly 

improve the multipath delay spread and alleviate signal attenuation problems. The coverage 

and diversity of indoor wireless systems has significantly increased. Studies relating to RFID 

in recent years have applied this technique to enhance the system detection performance and 

simultaneously reduce the hardware cost of the entire RFID system (Figure 3.1). The RFID 

system performance can be enhanced by adding frequency and phase hopping techniques, along 

with antenna diversity [42]. The demonstrated system can achieve near 100% tag detection rate 

over a 20 m × 15 m area. The system however uses individual coaxial cables to distribute raw 

RF signals to and from each antenna. 

 

In part to avoid this, Buendia et al. [122] introduced a smart cable for a single reader RFID 

system, which allows the system to cover an area of 16 m × 2.5 m along a corridor. In this smart 

cable, single pole double throw (SPDT) switches and Wilkinson power combiners are applied 

to feed 5 rectangular patch antennas in a time division multiplexed approach. A similar solution 

is proposed by Rodas et al. [118]. They designed a Power-over-Ethernet (PoE) supported 

reader-plus-switch to extend a 2-port RFID reader to 8 ports or a 4-port RFID reader to 16 ports. 

The extended antenna ports are automatically switched by pre-programmed software so that 

the system can detect over a wide area without tag-to-reader and reader-to-reader interferences. 

In order to further reduce the cost of extra antenna control units, multiport RFID readers have 

been designed [123].  

 

Figure 3.1 Multi-antenna solutions for single RFID reader 

There are also some excellent approaches for wide-area detection from the RFID industry. A 

well-known RFID vendor, Mojix, offers an excellent long-range passive RFID Star system (see 

Figure 3.2(a)). This system consists of one Star receiver, which captures tag signals within an 
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interrogation space up to 250,000 sq. feet, and multiple eNodes, controlled by a central receiver, 

which provide energy to activate those passive tags for communication. eNodes can be easily 

deployed and arranged in a star network topology and the central receiver is directly connected 

to a Master Controller, able to access the Internet. As shown in Figure 3.2(b), PervasID, another 

RFID company, provides an RFID DAS with extremely high detection accuracy for areas up 

to 4,500 sq. feet. The 8-port Space Range 9100TM reader can be controlled directly by an online 

server and achieves real-time zero null detection. The two products above from different RFID 

companies further confirm the value of using multiple antennas in an RFID system. 

 

 

(a) 

 

(b) 

Figure 3.2 Multi-antenna solutions from the RFID industry [124] [125] 
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However, these systems on the market also require coaxial cables to connect the antennas to 

the RFID reader and other elements. Since coaxial cable is expensive and suffers high 

attenuation at around 900 MHz, the RFID systems discussed above are limited in the cable 

lengths they can support. The maximum cable length in the downlink can be increased by 

increasing the transmission power (at the expense of electrical power consumption), however, 

in the uplink the cable loss eventually results in noise that limits the link length and reduces 

sensitivity. Thus, the current system configuration is sufficient for small ranges, primarily for 

indoor applications, but, for commercial wide area applications, new connection approaches 

are reasonably required. 

3.2. System Architecture 

In a conventional RFID system, both the baseband block and radio frequency (RF) block 

(consisting of the RF front end and a frequency synthesizer) are integrated on a single PCB (or 

even IC) to form an RFID reader, and a short coaxial cable is applied to connect the reader to 

its antenna (Figure 3.3(1)). Since the cable loss is directly proportional to the cable length and 

is normally of the order of dB’s per metre at frequencies around 900 MHz, the maximum reader 

output power and antenna gain limit the maximum allowable cable length if the maximum 

effective isotropic radiated power (EIRP) allowed by the local regulations is to be reached. For 

a typical 1 W conducted power and 6 dBi gain antenna, this is often only a few metres. 

Therefore, conventional RFID system architecture has its physical limitations in terms of its 

deployment flexibility and detection range. 

 

Twisted-pair cable such as Category 5e (Cat5e) is an attractive option to form a new 

configuration of RFID system, since it has superior features such as cheap price, light weight, 

and high bend radius. However, this kind of cable suffers very high attenuation in the carrier 

frequency range (860 – 960 MHz). Nonetheless, this problem can be solved by converting the 

signal to a lower intermediate frequency band before transmission over the Cat5e cable. Early 

work in such a system configuration was conducted to determine the feasibility of the approach.  

By adding two frequency conversion blocks at either end of the Cat5e cable, lower intermediate 

frequency signals are transmitted in the twisted-pair cable so as to avoid serious attenuation 

(See Figure 3.3(2)). Through the measurement, a system using twisted-pair cables, like Cat5 

cables, was able to detect the RFID tags. However, the extra components used for signal 

conversion directly increase system complexity and cost, and may also introduce extra 
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problems such as attenuation, nonlinearity, and delay. Hence, this system configuration is still 

imperfect for wide-area RFID systems.  

 

The structure of this new system is shown in Figure 3.3(3). Unlike the second system 

configuration, this new configuration solves the previous problems by moving some RF blocks 

to the antenna side so only baseband signals need to be communicated over the Ethernet cable. 

Figure 3.3(3) shows that a central controller, addresses all the baseband related tasks, and the 

antenna subsystem, handles the radio frequency (RF) work. The operating scheme of this new 

system is very similar to the previous two versions, with the only difference being the 

transmission medium of the baseband signals. 

 

Figure 3.3 Conventional system configurations (1&2) and new system configuration (3) 

In the forward link, the baseband transmit signals are generated in the digital block according 

to regulations and standards. After digital-to-analog conversion, the resulting analog baseband 

signals are transmitted to the remote antenna subsystem over a twisted-pair cable instead of the 

on-board internal bus. The up-conversion process is then performed in the RF front end. 

Coaxial cable is unnecessary in this new system for connecting the antenna. In the reverse link, 
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the backscattered signals experience a similar process but in the reverse order. They are 

received as RF at the antenna and directly mixed back to I and Q baseband channels in the 

antenna subsystem, before transmission over the Ethernet cable to the central controller where 

digitization and protocol operations are executed. The local oscillator for up and down 

conversion is generated in the antenna subsystem, but a reference tone is carried from the 

central controller, so multiple antenna subsystems can be potentially phase locked and new 

frequency and phase hopping can be possibly controlled in the user end. 

3.3. Link Budget Analysis 

The wireless detection range of a passive UHF RFID system is typically defined as the distance 

between the reader antenna and the passive tag. Link budget analysis allows determination of 

this maximum distance, in part by estimating the signal gain and loss between the RFID reader 

and passive tags link. Two separate links must be considered: the reader-to-tag communication 

(often known as the forward link or downlink), and the tag-to-reader communication (often 

described as the reverse link or uplink). The maximum read range is determined by the link 

with the smaller budget. An additional advantage of this analysis is to allow understanding of 

the limitations of each individual link. Specific solutions can be found to address those limits 

and improve the coverage of the entire system. However, some constraints such as maximum 

transmission power are set by the requirements of global standards and local regulations (as 

introduced in Chapter 2.3).  

 

Complex environmental interferences are beyond the consideration of this chapter. Modelling 

of the maximum read distance is primarily based on the transmission power, free-space path 

loss, and the sensitivity of both reader and tag. Trade-offs to achieve the best system operating 

range are also discussed in the subsequent subchapters. 

 

3.3.1. Forward Link Budget 

In the forward link, there are four crucial parameters which should be defined to allow analysis 

of the system link budget (See Figure 3.4). The first parameter is the transmission power from 

the RFID reader. As mentioned previously, this value is set by a combination of global 

standards and local regulations. For instance, in the UK, the reader is allowed to transmit up to 

2W ERP signals in the 865-868 MHz frequency band and 4W ERP signals in the 915 – 921 

MHz frequency band. In many cases, the UHF readers operate at their legal limit to achieve the 
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maximum read range. The cable loss of the coaxial cable has to be considered in conventional 

systems especially for longer cable lengths. However, in the new system, this loss becomes 

negligible as lower frequencies are used.  

 

Figure 3.4 Critical parameters in the forward link 

The second important parameter is the power received from the tag antenna. This 

parameter, 𝑃𝑅𝑥 , can be calculated based on the path loss Equation 3.1 where: 

𝑃𝑅𝑥 = 𝐺𝑇𝑥𝐺𝑅𝑥𝑃𝑇𝑥
𝐴𝑒

4𝜋𝑟2     (3.1) 

where 𝐺𝑇𝑥  and 𝐺𝑅𝑥  are the antenna gain of the reader and tag, respectively, 𝑃𝑇𝑥  is the 

transmission power from the equipment. 𝑟 is the distance between the reader antenna and tag 

antenna, and 𝐴𝑒 is the effective aperture of the tag antenna, which can be further described as: 

𝐴𝑒 =
𝜆2

4𝜋
      (3.2) 

where 𝜆 is the wavelength of the transmission signal. In order to find the path loss as a function 

of distance, assume that the tag antenna gain is 1 dBi, and the maximum 𝐺𝑇𝑥𝑃𝑇𝑥  can be 

represented as  𝑃𝑀𝑎𝑥 𝐸𝐼𝑅𝑃  according to the ETSI regulation. Thus, Equation 3.1 can be 

simplified to: 

𝑃𝑅𝑥 = 𝑃𝑀𝑎𝑥 𝐸𝐼𝑅𝑃
𝜆2

(4𝜋𝑟)2    (3.3) 

and as a consequence the free-space communication distance can be depicted as 

r =  √
𝑃𝑀𝑎𝑥 𝐸𝐼𝑅𝑃 𝜆2

𝑃𝑅𝑥 (4𝜋)2      (3.4) 

The third parameter for the forward link analysis is the minimum power to activate the tag IC. 

This threshold, typically known as the tag sensitivity, is the minimum power strength to 

maintain tag-reader communication. Thus, according to Equation 3.4, if the operation 
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frequency is fixed and the tag sensitivity is given, then the forward link limited range can be 

estimated as 

r =  √
𝑃𝑀𝑎𝑥 𝐸𝐼𝑅𝑃 𝑐2

𝑃𝑀𝑖𝑛 𝑅𝑥 (4𝜋𝑓)2 =
𝑐

4𝜋𝑓
√

𝑃𝑀𝑎𝑥 𝐸𝐼𝑅𝑃

𝑃𝑀𝑖𝑛 𝑅𝑥 
    (3.5) 

where c is the speed of light at 3 × 108 𝑚/𝑠, and f is the operation frequency. 

 

Figure 3.5  Forward link budget estimation for a passive RFID system 

Figure 3.5 shows the theoretical maximum forward link distance based on Equation 3.5. It can 

be seen that both the lower (865 – 868 MHz) and upper (915 – 921 MHz) frequency bands have 

a similar slope of power decrease over distance. A passive tag with -15 dBm sensitivity can be 

successfully detected around 8.8m away from the reader antenna at an operational frequency 

of 866.3MHz. In the newly available ETSI spectrum, the maximum transmission power 

increases to 4W so that passive tags with the same sensitivity can be read at a longer distance 

of 11.6m.  

 

A passive tag cannot generate its own carrier signals but simply modifies the received radio 

waves by changing the antenna loading. However, the tag backscatter modulation efficiency is 

limited as its internal rectifying circuit needs to generate sufficient current to pass through the 

diodes [126]. By knowing the power efficiency, it is possible to estimate the maximum power 

remaining (the fourth parameter) for backscattering. For example, if the modulation efficiency 

is 30% and the received power from the tag antenna is 31.6μW (-15dBm), then the modulated 

backscatter power is 9. 48μW (-20.2dBm).  
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3.3.2. Reverse Link Budget  

 

Figure 3.6 Parameters in the reverse link 

In the reverse link, the passive RFID tag transmits the modulated radio waves back to the reader 

antenna (see Figure 3.6). The transmission process is similar to the forward link. Based on 

Equation 3.3, the received signal power at the reader side can be expressed as: 

𝑃′
𝑅𝑥 = 𝜂𝑃𝑅𝑥

𝜆2

(4𝜋𝑟′)2     (𝑃𝑅𝑥 ≥ 𝑃𝑀𝑖𝑛 𝑅𝑥)   (3.6) 

where 𝜂  is the modulation efficiency, 𝑃𝑅𝑥  is the tag received signal strength from reader 

radiations, and 𝑟′ is the reverse link distance between reader and tag.  

𝑟′ = √
𝜂𝑃𝑅𝑥 𝜆2

𝑃′
𝑅𝑥 (4𝜋)2     (3.7) 

Equation 3.7 shows the relationship between the reverse link distance and the signal power at 

the antenna side.  

 

The reader sensitivity, which is also known as the minimum backscattering signal threshold of 

the RFID reader, limits the communication distance. This is because the power of the 

backscattered signals must be higher than the noise floor of the reader, and it also requires 

enough power margin (dynamic range) for decoding the tag signals. The minimum received 

signal power 𝑃′
𝑅𝑥  can be represented as 𝐺𝑇𝑥  𝑃′

𝑀𝑖𝑛 𝑆𝑒𝑛𝑠 . Thus, the maximum reverse link 

distance can be estimated by, 

𝑟′ = √
𝜂𝑃𝑅𝑥 𝜆2

𝐺𝑇𝑥  𝑃′
𝑀𝑖𝑛 𝑆𝑒𝑛𝑠  (4𝜋)2 =

𝑐

4𝜋𝑓
√

𝜂𝑃𝑅𝑥

𝐺𝑇𝑥  𝑃′
𝑀𝑖𝑛 𝑆𝑒𝑛𝑠  

   (3.8) 

where 𝐺𝑇𝑥 is the reader antenna gain and  𝑃′
𝑀𝑖𝑛 𝑆𝑒𝑛𝑠  is the reader sensitivity.  
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Figure 3.7  Reverse link budget estimation for a passive RFID system 

The theoretical maximum reverse link distance based on Equation 3.8 is plotted in Figure 3.7. 

The two curves of signal power over distance are very similar to the curves in the forward link. 

However, in this graph, the assumed backscatter power from the passive tag at the two operation 

frequencies is the same, standing at -22.63 dBm. This value is calculated by assuming a passive 

tag with 30% modulation efficiency, and it absorbs -17.4 dBm signal power from the reader. 

In general, commercial readers have a sensitivity level from -70 dBm to -90 dBm [116]. If the 

minimum detection level is -86.5 dBm, from the enlarged figure, the system operating at the 

lower frequency has a longer detection range. This result can also be proved by Equation 3.8.  

3.3.3. Limitations of Passive System Detection Range  

The operating range is one of the key parameters used to assess the performance of a passive 

RFID system. In order to fully understand its limitations, a theoretical model of an entire 

passive RFID system link budget with typical parameters is discussed here. Assume that the 

carrier frequency of a system is 866.3 MHz and the transmission power is 35 dBm. Note that 

the gain of the antenna is set to 1 dBi for the ease of calculation and the sensitivity levels of the 

tag and reader are -17.4 dBm and -86.5 dBm, respectively. The modulation efficiency of the 

tag is 30% and only the free-space path loss is considered.  

 

Based on the above assumptions, the entire link budget is plotted in Figure 3.8. It is clearly 

shown that the passive RFID system is a forward-link limited system since its reverse link 

distance has 40.6m whereas its forward link distance is only 11.6m. Thus, techniques to 

improve the forward link budget are required to enhance the read-tag communication distance. 
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Figure 3.8 Link budget of a passive RFID system 

Since the transmission power is fixed at its maximum limit, enhancement of the passive tag 

sensitivity is a good way of increasing the read-to-tag distance. According to the tag review in 

[127], the UHF RFID tag sensitivity has been improved from -8 dBm in 1997 to better than -

20 dBm today. If the tag in the previous model is replaced by NXP’s UCODE [128], which has 

-23 dBm read sensitivity, then the detection range can increase from 11.6 m to around 22 m. 

Another way of improving the read range is to redesign the tag antenna with higher gain. With 

help of this gain, more power can be received from the reader. However, the higher antenna 

gain usually results in larger antenna size or smaller antenna beamwidth. Another approach for 

extending the downlink read distance is to apply multiple antennas that simultaneously transmit 

the maximum allowable power. This approach increases the overall transmission power from 

the reader antennas to the passive tags, so that those tags are able to receive signal power several 

times larger than the power absorbed from a single antenna. However, this multi-antenna 

configuration brings higher cost in terms of cables, antennas, and power consumption. 

  

In the reverse link, the read distance may be significantly decreased if the system suffers from 

leakage. This problem is mainly caused by the large carrier signal reflected back to the receiver 

chain, thus saturating the mixer or the downlink phase noise overlapping the weak tag signals. 

There are several methods, introduced in [129] [108], to avoid this kind of problem and 

maintain reliable tag-to-reader communication. Other methods relating to improving the reader 

sensitivity include the internal circuit design.  
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3.4.  System Implementation 

In a generic radio frequency identification system, baseband blocks (which provide the control 

interface and RFID reader commands for the passive tags) and radio frequency blocks (which 

offer specific functionalities such as modulation and demodulation) are essential. To build an 

RFID system, the functions of each component have to be fully understood. For instance, mixer 

and local oscillators help to convert the baseband commands to the required frequency. An 

amplifier is used to increase the amplitude of the weak backscattering signals for further 

processing.  

 

However, in order to design a high performance RFID reader, additional processing has to be 

carried out. For example, parameters such as gain, noise floor, 1-dB compressed power (P1dB), 

and output third-order intercepts (OIP3) have to be carefully specified for every component. 

High performance can be achieved by keeping those parameters within an acceptable range. 

The following subchapters describe the components selected for both the central controller and 

antenna subsystem. Theoretical modelling, in terms of those parameters, is reported and the 

results for each component are summarised in a spreadsheet for initial evaluation of the 

proposed system. 

 

3.4.1. Central Controller 

The central controller in this new RFID system is required to transmit control symbols and 

process the received signals obeying the local regulations and standards. It also needs to provide 

an interface for users to initialise the system operating modes by simply setting the values in 

software. In many commercial readers, these requirements can be directly met by using two 

related functional chips: One is to support most recent Class 1 Generation 2 RFID protocol and 

local regulations; and the other one is to provide a data and control panel. In addition to the 

system set-up, the central controller also runs the operational program. When this program is 

correctly running and properly downloaded to the corresponding chips, the central controller is 

ready to provide its services. 
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Figure 3.9 Block diagram of the central controller 

The high-level block diagram of the proposed central controller is shown in Figure 3.9. Atmel’s 

AT91SAM7S256-MU [130], which is based on a 32-bit ARM RISC processor, is selected as 

system microcontroller and monitor. It provides a 55 MHz operating frequency, 256 Kbytes 

flash memory, 64 Kbytes SRAM, and a peripheral set including USB, UART, SPI, ADC, and 

IO lines. This microcontroller comes in a 9 mm×9 mm QFN package with 64 pins. The 

microcontroller is used to implement the EPC Class 1 Gen 2 protocol and provide the interface 

for external control. 

 

An Indy R2000 chip [116] from the Impinj Company is chosen to generate baseband reader 

signals based on the EPC global Gen 2/ISO 18000-6C standard (although in this 

implementation some of the functionality is unused). The Indy R2000 chip can deliver phase 

reverse amplitude shift key (PR-ASK) and double sideband amplitude shift key (DSB-ASK) 

modulation schemes. The baseband transmit signals can be accessed from the analog test pins 

of the R2000 as a differential signal. However, since these baseband signals are directly 

connected to the internal analog bus, they have little current driving capability. An external line 

driver is therefore designed to amplify these analog signals without loading down the signal 

bus in the chip. According to the datasheet of the Indy R2000, when operating the ASK 

modulation in the downlink, the data on the I channel is null (0) and signals only exist on the 

Q channel. In this way, only a single twisted pair is required to transmit the downlink signals.  

 

With respect to the uplink, an analog buffer block in the central controller is employed to buffer 

the received baseband signals and provide noise filtering. After this block, the analog tag 
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signals are fed into the R2000 chip for additional filtering and processing via the inputs 

designed for the external dense reader mode (DRM) filters, thus allowing bypassing of the RF 

to IF conversion stages on the IC. The reference signal block allows for later frequency and 

phase hopping of the local oscillator in the antenna subsystem by varying the phase and 

frequency of the reference signal. Thus, a 10 MHz signal is generated as an external reference 

source in this block for the frequency synthesizer in the antenna subsystem. The details and 

block diagram of the selected components can be seen from Appendix A. 

3.4.2. Antenna Subsystem 

The antenna subsystem is primarily composed of radio components, which up-convert the 

baseband commands to the RF and also down-convert the backscattered signal to low frequency 

for symbol decoding. These two processes in the subsystem are generally known as modulation 

and demodulation. Components in this part must be carefully selected in order to produce a 

high-performed transceiver. Typically, in many RFID systems, high performance is defined in 

terms of its uplink sensitivity, dynamic range, and circuit linearity. In order to obtain these three 

indications, parameters such as noise figure (NF), 1 dB gain compression (P1dB), and third-

order intercept point (IIP3) of each component must be calculated, as well as the cascaded 

results such as the signal to noise ratio (SNR) and noise floor. A summary table of these initial 

calculated results is able to provide system performance estimation. More details of these 

parameters will be discussed in the next chapter. 

 

 

Figure 3.10 Block diagram of the antenna subsystem 
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As shown in Figure 3.10, the antenna subsystem is mainly composed of a quadrature modulator 

and demodulator, RF power amplifiers, and a PLL-based frequency synthesizer. The AD8349 

[131] quadrature modulator and the ADL5380 [132] quadrature demodulator are used to fulfil 

up- and down-conversion tasks. These two products are produced by the Analog Device 

Company. They offer excellent dynamic range, amplitude and phase balance, and low noise 

floor for the direct-conversion system. The carrier frequency is generated by a fractional-

N/integer-N PLL-based frequency synthesizer ADF4350 [133], which can work with either its 

internal oscillator or an external reference signal. This synthesizer has a wide output frequency 

range, low phase noise, and low rms jitter (< 0.4ps rms). In this implementation, an external 10 

MHz reference signal from the central controller is applied. More details of this frequency 

synthesis setting is provided in Appendix B. An RF amplifiers (RF5110G [134]) is adopted to 

provide sufficient gain for the signals in the downlink. The amplifier can operate in all UHF 

RFID frequency bands and its output power can be controlled from -10 dBm to +35 dBm by 

changing the voltage level of the power control (Vapc). 

3.4.3. Ethernet Cable 

Ethernet cable usually refers to the twisted-pair cables in categories 5, 5e, 6 and higher levels, 

as defined by the Telecommunications Industries Association (TIA) and Electronic Industries 

Association (EIA) based on their performance. Ethernet cable is commonly found in offices, 

homes, and even some public places such as airports or restaurants where applications are 

required to access the Internet. The ease of installation, light weight, and low cost are other 

superior features of this type of cable.  

 

Inside an Ethernet cable, there are commonly four pairs of wires. Each pair is tightly twisted 

with a specific twisting angle, so that different pairs are able to minimize crosstalk from each 

other. This twisted configuration also minimizes the noise and interference during the cable 

transmission. This is because two twisted wires experience almost the same external effects, 

and these unwanted effects can be easily removed when differential signals are carried. Some 

other characteristics such as the tightness of the twists, the diameter of the copper wire, and the 

insulation material of the twisted pair cable determine the transmission quality. 

 

Originally, twisted-pair cable was developed for superseding the expensive coaxial cable of 10-

Mbps Ethernet connection due to its lower cost and easier installation. Those types of Ethernet 

cables such as Categories 3, 4, 5 are accordingly classified by their performance in terms of the 



Zhe Fu                                              

54 

attenuation at a frequency of 10 MHz in a 100 m cable. However, in recent years, more 

advanced twisted-pair cables have been produced for achieving faster transmission speed. Since 

the operating bandwidth of the new cables dramatically increases and the attenuation varies 

with operational frequency, the maximum bandwidth becomes an important criterion to classify 

those cables. Another way to classify twisted-pair cables is with reference to their shielding 

approaches: unshielded twisted-pair cable (UTP) and shielded twisted-pair cable (STP). The 

main difference between these two types is that the STP cable contains an additional layer of 

protection wrapped around the individual pair in the cable. The extra protection can further 

reduce the electromagnetic interference from the free space and crosstalk effects between pairs. 

Table 3.1 lists the parameters of popular twisted-pair cables, which are used for making the 

potential selections for an RFID system. 

Table 3.1 Different categories of Ethernet cable [135] 

Name 
Maximum 

Bandwidth 

Attenuation 

(10MHz,100m) 

Maximum 

Length 

Maximum 

Transmission Speed 

Shielding 

Type 

Cat3 16 MHz ≤98 dB/km 100 m 10 Mbps UTP 

Cat4 20 MHz ≤72 dB/km 100 m 16 Mbps UTP 

Cat5 100 MHz ≤65 dB/km 100 m 100 Mbps UTP 

Cat5e 100 MHz - 100 m 1 Gbps UTP 

Cat6 250 MHz - 100 m 10 Gbps UTP/STP 

Cat6a 500 MHz - 100 m 10 Gbps UTP/STP 

Cat7 600 MHz - 100 m 10 Gbps STP 

 

It is shown that the most recent developed cables including Cat6, Cat6e, and Cat7 have greater 

than 100 MHz bandwidth, and can support 10Gbps transmission speed. However, these 

superior features come at a high price. Cat3 and Cat4 cables have acceptable characteristics for 

transmitting the RFID baseband signals and reference signal, but these two versions of UTP 

were designed for early telephone networks. They are rarely used today and cannot be 

recognised by recent applications. Cat5 and Cat5e cables are extensively used in offices and 

personal homes, and their prices are relatively cheaper compared to other higher-bandwidth 

twisted-pair cables. Compared to the Cat5 version, the Cat5e cable has more test parameters 

including wire map, propagation delay, delay skew, attenuation, and crosstalk. Cat5e cable is 

more commonly used in offices and homes since it can be directly used for 1Gbps network 

connection whereas the Cat5 cannot. Accordingly, Cat5e has become the natural choice for 

new RFID systems.  

 



Zhe Fu                                              

55 

Category-5e cable can be further divided into solid and stranded types depending on the internal 

copper conductors. In solid Cat5e cable, a single piece of copper is used for the electrical 

conductor. This type of cable is usually applied for permanent or semi-permanent installations, 

for example as horizontal and backbone cables, which are commonly installed in walls or 

outdoors with limited bend radius. Stranded Cat5e cable has multiple strands of copper 

conductors in each wire, and this type of cable is often used in patch cords and workstations, 

where the cable may be moved around quite often. Since this new RFID system requires highly 

flexible subsystem installation, stranded Cat5e should be used.  

 

Figure 3.11 Signals in the Category 5e cable 

It can be seen from Figure 3.11 that all pairs of the Cat5e cable are used: one for transmitting 

the baseband reader signals, one for the synthesizer reference frequency from the reader 

controller and two for receiving in-phase and quadrature down-converted tag signals from the 

antenna subsystem. Although not implemented for this proof of concept demonstration, it 

would be possible to transmit the DC power required for the antenna subsystem over the pairs 

in a manner similar to power over Ethernet (PoE). Since these Ethernet cables have the same 

wiring scheme, other types of twisted-pair cable such as Cat6 can also be used for the controller-

subsystem connection. 

3.5. System Modelling and Spreadsheet 

To design a new system, it is essential to predict the system performance and understand the 

interactions of the components used. The system spreadsheet is an effective modelling method 

to reach this goal, since it can clearly provide segment or final cascaded system performance 



Zhe Fu                                              

56 

based on the specifications of individual component. From this block-level analysis, the 

tolerance or margin between the requirement and current design results can be estimated. It is 

best to devise a system with this tolerance close to zero, but in practice it is usually difficult to 

achieve. Accordingly, in most cases a certain tolerance is acceptable, but its value should be a 

trade-off between component cost and any degradation in system performance. According to 

the initial design of the new RFID system in previous chapters, the critical parameters should 

be carefully considered in order to keep circuit linearity, avoid signal distortion, and reduce the 

noise floor. 

 

Gain is an important parameter to describe the ratio of the output power over the input power. 

Generally, it is depicted in decibels (dB).  

Gain (dB) = 10 log
𝑃𝑜𝑢𝑡

𝑃𝑖𝑛
= 20 log

𝑉𝑜𝑢𝑡

𝑉𝑖𝑛
   (3.9) 

When a signal encounters the passive components such as mixer, filter or power splitter, 

negative gain or loss occurs. An amplifier is then required to provide enough gain to amplify 

the small signals to an acceptable level. For example, assume that a weak tag signal is received 

with a power of -65 dBm (0.177 mV peak voltage) in a 50-ohm RFID system. However, the 

minimum peak voltage of input needed to digitise the signal is 200 mV. Then, despite the loss, 

a voltage gain of 1130 or 61 dB is required before this tag signal reaches the analog-to-digital 

converter.  

 

Nevertheless, devising a high-performance RFID reader cannot simply follow the principle that 

the bigger gain the better. Since the gain not only amplifies the desired tag signal but also 

enlarges the noise power, the reader dynamic range may degrade when the noise figure is high 

before the amplifier. In addition, large gains directly lead to large power consumption and also 

may cause nonlinearity problems. Taking the 1-dB compression point (P1dB) as an example, 

this usually occurs when the output power of an amplifier is saturated. The output power grows 

slowly and nonlinearly even though the input power continuously increases. P1dB usually 

defines the input power level of an amplifier where the gain drops 1 dB from the normal linear 

gain specifications. In the forward link, the amplifier should be chosen with a maximum output 

power within regulatory limit, while in the reverse link, the amplifier should be selected based 

on its P1dB and specifications of the components.  
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The output signal is a linear function of the input signal in an ideal linear circuit, but this is not 

feasible in practice. Distortion of the output signal occurs even for a slight non-linearity. New 

frequencies, usually known as harmonics and intermodulation products, are produced in the 

distorted signal arising from the amplified inputs. The second- and third-order harmonics of the 

components are usually listed in the specifications as the input second-order intercept (IIP2) 

and input third-order intercept (IIP3) points. Sometimes these parameters are depicted as the 

output second-order intercept (OIP2) and the output third-order intercept (OIP3), and the 

difference between them is the gain of the amplifier.  

 

Figure 3.12 Spectrum of distorted signals with two input frequencies [1] 

The second-order harmonics are easily removed by using the filter, since they double the 

operation frequency and usually lie outside the frequency band of interest. However, the third 

order is more difficult to filter out due to some of the distortion products being close to the 

main signals. For example, when two RFID readers operate at two close frequencies (see Figure 

3.12), the intermodulation products at (2𝑓2 − 𝑓1) and (2𝑓1 − 𝑓2) become troublesome as they 

can no longer be filtered and may keep the reader from demodulating the desired backscattering 

signals. Therefore, to avoid these 3rd order harmonics affecting the neighbouring channels and 

eliminate circuit nonlinearity, the OIP3 or IIP3 are important indicators that should be 

considered during system design, especially under a dense-reader operation environment. 

Systems with higher intercept values are regarded as having better linearity.  
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Noise is another important criteria in component selection and system implementation. The 

most common noise is thermal noise, which is caused by the finite thermal excitation of the 

electrons. It is usually presented by the equation: 

𝑁𝑇 = 𝑘𝑇𝐵      (3.10) 

where k is Boltzmann’s constant, T is the temperature in Kelvin and B is the bandwidth in Hz. 

Typically, in an RFID system, the channel bandwidth is 200 kHz. The noise floor at 300 K is 

equal to −174 + 10 log(200000) = −121 dBm. However, this is not the final noise value 

since it changes with gain and other noise sources from other components. Instead of measuring 

the noise itself, a system is usually characterized by its noise factor (𝑓), which is the ratio of 

the signal-to-noise ratio on the input to that on the output: 

𝑓 =
(𝑆

𝑁⁄ )𝑖𝑛

(𝑆
𝑁⁄ )𝑜𝑢𝑡

      (3.11) 

Since the relative noise level on the output is impossible to be less than the level on the input, 

the noise factor is always greater than 1. Many specifications of the components report this 

value in dB, called the noise figure (NF): 

𝑁𝐹 = 10 log(𝑓)     (3.12) 

Similarly, for real devices, the NF is always greater than 0. If an amplifier has a noise figure of 

8 dB, the output noise floor is -121 + 8 = - 113 dBm. Assuming that FM0 is applied and thermal 

noise dominates, an S/N of about 10 dB is required for reliable demodulation. The 

backscattered tag signal has to have a power equal to or greater than -103 dBm so that it can be 

successfully decoded. However, other noise sources such as the leakage from the transmitter 

may have a greater impact than thermal noise. For example, the Indy R2000 Reader has the 

broadband noise of -144 dBc/Hz of its output. If it operates with 35 dBm output power and 200 

kHz signal bandwidth, the noise level from the transmitter is 35 − 144 + 10 log(200000) =

−56 dBm. When there is a 30 dB isolation between transmitter and receiver, the noise floor 

becomes – 86 dBm, which is worse than the thermal-noise-limited receiver environment.  

 

Besides the impact of leakage, each selected component changes the total noise figure of the 

whole system. In order to calculate the noise figure at each stage, the equation for a cascaded 

noise figure is used. 

𝑁𝐹𝑐𝑎𝑠 = 10 log(𝑓𝑐𝑎𝑠) = 10 log(𝑓1 +
𝑓2−1

𝐺1
+

𝑓3−1

𝐺1𝐺2
+ ⋯ +

𝑓𝑛−1

𝐺1𝐺2…𝐺𝑛−1
)  (3.13) 

where n is the number of cascaded components. This equation clearly shows that the effect of 

the noise figure at a later stage of the chain is decreased due to the increases in total gain. This 
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feature means that the cascaded noise figure is highly dependent on the noise figure of 

components at the first few stages. Thus, the total noise figure of the system can be reduced by 

selecting low noise figure components or adding a low noise amplifier (LNA) at the front.  

 

The performance of the proposed system can be evaluated by calculating the parameters 

described above. In the system downlink, baseband signals from the central controller 

experience twisted-pair cable attenuation before they reach the quadrature modulator. This 

attenuation is commonly known as cable insertion loss and its value can be estimated using the 

equation set out in the TIA-568-C2 Standard [136]. According to the equation in Table 3.2, the 

maximum attenuation of a 100 m Cat5e cable is 1.31 dB when 250 kHz commands are 

transmitted. If the TX signal is large enough to overcome the cable loss and match the input 

requirement of the modulator, those commands can be successfully converted to the RF band. 

According to the specifications of the quadrature modulator, the output power is nearly a fixed 

value, staying around 4 dBm. This power level also matches the requirement of the RF amplifier 

input. With careful adjustment of the amplifier gain and selection of the antenna, the downlink 

of the proposed system can provide linear and stable transmission signals.  

Table 3.2 Maximum insertion loss of 100m different types of twisted-pair cable [136] 

Types Frequency (MHz) Insertion Loss (dB) 

Cat3 1 ≤ 𝑓 ≤ 16 1.02(2.32√𝑓 + 0.238𝑓) 

Cat5e 1 ≤ 𝑓 ≤ 100 1.02 (1.967√𝑓 + 0.023𝑓 +
0.05

√𝑓
) 

Cat6 1 ≤ 𝑓 ≤ 250 1.02 (1.808√𝑓 + 0.017𝑓 +
0.2

√𝑓
) 

 

The requirements for the system uplink are more complicated than those in the downlink, since 

it not only needs to enlarge the weak tag signals but also to maintain a required signal-to-noise 

ratio (SNR) for successful tag detection. Accordingly, despite the linearity problems, the noise 

figure has to be considered in the uplink. The spreadsheet of the proposed uplink is shown in 

Figure 3.13. The results show that the total uplink gain is 33 dB. This high gain can greatly 

enlarge the small tag signal to a desired level so that the later stages can correctly decode the 

received signals. However, high gain also brings the risk of saturation when a much higher 

power transmission signal leaks into the receiver chain. Therefore, lowering the RF amplifier 
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gain or adding a leakage cancellation block can help the current system to avoid the leakage 

problem. Based on the current design, the IIP3 of the uplink decreases to 1.76 dBm before it 

goes back to the Indy R2000 chip. In most RF systems, the lower power limit is determined by 

the noise floor and the upper limit is determined by the IIP3. The range between these two 

limits over which the system can work properly is called the spur-free dynamic range (SFDR). 

This value can be calculated by 

SFDR =  
2

3
[𝐼𝐼𝑃3 − (10 log10(𝑘𝑇𝐵) + 𝑁𝐹 − 174)]   (3.14) 

In this design version, the uplink SFDR is 73.5 dB, which is enough for many RFID receivers. 

Equation 3.14 shows that the SFDR of the system is directly proportional to 𝐼𝐼𝑃3 but inversely 

proportional to the NF. In order to design a high-SFDR uplink, the noise figure should be kept 

at a lower level. Based on Equation 3.13 and the spreadsheet results, the noise figure at the first 

few stages or before the high gain amplifier dominates the final noise figure. Thus, swapping 

the position of the BPF and amplifier and replacing the high-gain amplifier with a low-noise 

amplifier is able to further improve the system noise figure.  

 

Figure 3.13 Spreadsheet of the preliminary system uplink 
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3.6. Frequency and Phase Hopping 

Frequency hopping is required in RFID regulations and standards because of its advantages in 

eliminating collision problems between different RFID systems and avoiding interference from 

other wireless communication systems in the same frequency band. Hence the carrier frequency 

in such frequency hopping systems is designed to periodically change during operation. 

Generally, changes of frequency are achieved by tuning the frequency of the local oscillator, 

typically a frequency synthesiser. In the frequency synthesiser system, the frequency divider 

modulus and low-frequency input source can be a control signal to determine the carrier 

frequency. According to the results from [93], the frequency hopping technique can 

dramatically enhance the identification performance of the RFID system, in which the detection 

accuracy increases from less than 50 per cent to nearly 100 per cent. 

 

Besides frequency hopping, the studies in [42] prove that phase hopping is also able to improve 

the system performance in terms of reducing destructive interference. If the phase of the 

transmission signal can be precisely controlled, constructive interference between 

backscattered signals can be achieved in the multi-path environment. As a result, the received 

signal power is maximised without adding any amplifiers. Controlling the phase of the 

transmission signals or local oscillator usually involves adding phase shifters, but this direct 

method brings extra cost and complexity to the circuit. However, if the phase of the synthesiser 

output signal can be tuned by changing the phase of the reference signal or phase offset of the 

phase detector, such phase shifters and extra commands can be avoided. 

 

Thus the following simulation work attempts to investigate the feasibility of baseband 

controlled frequency and phase hopping as well as the limitations of this approach for the 

designed system.  

3.6.1. PLL-based Frequency Synthesis Systems 

Frequency Synthesis is an approach for generating a specific frequency by using a low-

frequency signal (known as reference signal) which is multiplied by a range of modulus [137]. 

Usually, the reference frequency is very precise and obtained from a crystal oscillator. The 

modulus is selectable over a certain range, and can be an integer or fraction. A phase-locked 

loop (PLL) is used as a control technique that allows the phase of the generated frequency and 

reference frequency to be coherent so that the two frequencies are precisely correlated.  
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3.6.1.1. Phase-Locked Loop  

The phase-locked loop is the basic control configuration for frequency synthesis. It is a 

nonlinear closed loop to lock the phase of the input and output signals. Typically, it consists of 

a phase detector, a loop filter, and a voltage-controlled oscillator (see Figure 3.14).  

 

Figure 3.14 Typical Phase-locked loop structure 

The phase detector compares the phase of the input signal and the phase of the VCO output, 

and then the differences between these two phases are generated as an error signal, which is 

transmitted to the loop filter. Ideally, the error signal is constrained to a fixed value after the 

loop filter over a period of time, and this stable value becomes a control signal for the VCO. 

Typically, the loop filter is a low pass filter, which is applied for noise suppression. More 

importantly, it determines the locking range, bandwidth and settling time of the entire loop. 

The VCO generates a sinusoidal signal, and the frequency of this signal is directly controlled 

by its input voltage. The phases of the input and output signals can be coherently locked through 

this control loop. When the loop becomes linear, the phase locked condition has been achieved 

and the phase error remains at a quiescent value.  

3.6.1.2. Integer-N Frequency Synthesis 

In the integer-N frequency synthesis, a divider is added to the phase-locked loop. The modulus 

of this divider has to be an integer. The functionality of this divider is to divide the phase and 

frequency of the VCO output signal. Accordingly, the relationship between the output and input 

can be expressed as the following two equations: 

∅𝑜𝑢𝑡 = N × ∅𝑅𝑒𝑓      (3.15) 

𝑓𝑜𝑢𝑡 = N × 𝑓𝑅𝑒𝑓                  (3.16) 

Equation 3.15 clearly shows that frequency synthesis generates a high-frequency signal from a 

low-frequency signal source. Generally, to achieve frequency hopping, control signals are sent 

to vary the modulus of the divider. Another method to hop the frequency is to tune the frequency 

of the input signal. The phase dithering technique can be achieved in the same way.  
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Figure 3.15 Integer-N frequency synthesis block diagram 

Since the preliminary design of the baseband-controlled frequency and phase hopping attempts 

to simplify the remote subsystem, the frequency and phase reference signals are controlled on 

the baseband side.   

3.6.1.3. Fractional-N Frequency Synthesis 

Due to the regulations, there is only around a 3 MHz spectrum available for frequency and 

phase hopping. In order to avoid interference between the channels, a high resolution for the 

frequency selection is required. For the integer-N frequency synthesis, it is inflexible to tune 

the frequency of the input signal to achieve small frequency changes, especially when the 

divider modulus is very large. Thus, the fractional-N frequency synthesis becomes a reasonable 

choice for systems where high frequency resolution is required.  

 

 

Figure 3.16 Integer-N frequency synthesis block diagram 

A fractional divider is achieved by switching the modulus N and N+1 in a certain clock cycle 

time (see Figure 3.16). This time is set based on the fractional part of the modulus. Taking 866 

MHz as an example, the overall divider modulus should equal 86.6 when the frequency of the 

input reference signal is 10 MHz. Thus, in each of the 10 periods of the reference signal, the 

accumulator provides six cycles for the system to divide 87 and four cycles to divide 86. The 

average divide modulus is: (1 − 0.6) × 86 + 0.6 × (86 + 1) = 86.6 
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3.6.2. Baseband-controlled Method Simulation 

Based on the RFID regulations, there are four high power channels available for reader 

operation within the band from 865 MHz to 868 MHz. Each channel bandwidth is 200 kHz and 

they are usually placed on frequencies of 865.7 MHz, 866.3 MHz, 866.9 MHz, and 867.5 MHz.  

Besides the four high power channels, the rest of the channels are defined as the low power 

channels where the tag response is expected to be observed. In order to successfully obtain the 

tag signal, regulations also provide a spectrum mask envelope to limit the reader transmission 

power in a selected channel and adjacent channels.  Figure 3.17 shows an example when the 

system operates at a frequency of 865.7 MHz. 

 

Figure 3.17 Limits in operational spectrum [88] 

According to limits given by the European Telecommunications Standards Institute (ETSI) [88], 

an RFID system with sensitivity of -86 dBm and minimum SNR of 10 dB requires at least 6 

dB above the sensitivity in the presence of an adjacent channel interference of -36 dBm at 200 

kHz away. Based on these parameters, the phase noise in dimension of dBc/Hz can be estimated 

using the equation in [138]: 

L(∆f) = 𝑆𝑑 − 𝑆𝑏@∆𝑓 − 𝑆𝐼 − 10log (𝐵𝑊)   (3.17) 

where L(∆f) is the phase noise at ∆f away from the carrier frequency, 𝑆𝑑 is the desired signal 

power, 𝑆𝑏@∆𝑓 is the magnitude of blocker in dBm, 𝑆𝐼 is the interference level in dBm, and BW 

is the receiver noise bandwidth. As a result, for the above example, the phase noise can be 
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estimated as L(∆f) = ((−86 + 6) − (−36)) − 10 log(200 × 103) − 10 = −107 𝑑𝐵𝑐/𝐻𝑧 . 

The maximum spurious tone of -54 dBc for this system can be also calculated.  

 

In addition, the lock time of the PLL is another important parameter for RFID system 

performance. In [88], the standard describes the time limits for transmission on the same 

channel. For the on-duration, the maximum time is 4 s, and for the off-duration, the time should 

be not less than 100 ms. Although these two requirements can be simply achieved by most of 

the PLL-based frequency synthesisers, an RFID system still requires faster PLL lock times so 

as to retain the data rate and leave more time for processing in other blocks such as leakage 

cancellation. Hence, in this simulation work, the lock time has lower priority than phase noise 

and spectrum purity. The specifications of phase-locked loop frequency synthesis can be 

summarised in Table 3.3. 

Table 3.3 Specifications for PLL design 

Description Value Units 

Frequency Range 860 - 960 MHz 

Lock Time ≤ 1 ms 

Output Power (minimum) 5 dBm 

Phase Noise -107 dBc/Hz @ 200 kHz 

Spurious Tone -54 dBc 

Channel Spacing 200 kHz 

 

3.6.2.1. Phase-locked Loop Design 

Since the PLL is designed for achieving the minimum noise level, it is critical to find a proper 

loop bandwidth. A wider loop bandwidth usually leads to better lock time but worst spurs 

attenuation. In many cases, one-tenth of the phase detector frequency is the maximum limit for 

the loop bandwidth and one-third of the phase detector frequency can result in an unstable PLL 

system. VCO phase noise is attenuated inside the loop bandwidth but more is likely to dominate 

the noise level at the outside band. In this design case, the loop bandwidth for optimal noise 

level is the intersection point of the VCO phase noise curve and crystal oscillator phase noise 

curve. Based on the specifications of the reference oscillator and VCO in [139] and [133], these 

two curves are plotted in Figure 3.18 and the loop bandwidth is 160 kHz (or 106 rad).  
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Figure 3.18 Oscillator and VCO phase noise curves 

The PLL loop filter acts as an important connection between phase detector and VCO. It not 

only provides the conventional function of a low pass filter, but also it translates the proper 

tuning voltage to the VCO. Thus, in some architectures, the loop filter can further be divided 

into two parts: charge pump and low pass filter. The transfer function of the loop filter is the 

most important part of the entire closed loop PLL transfer function, and it significantly impacts 

on the switching speed, spur performance, phase noise, and stability of the entire synthesis 

system. Generally, the loop filter only consists of resistors and capacitors, but, if high power 

output is required, the filter can be also implemented by using an op-amp. Since the proposed 

the system aims to develop a low-cost block, the design of the loop filter (red dotted box) in 

this simulation only focuses on the passive type (Figure 3.19).  

 

Figure 3.19 General passive loop filter 
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The transfer function of the PLL loop filter can be typically expressed as follows: 

Z(s) =
1+𝑠×𝑇2

𝑠×(𝐴3×𝑠3+𝐴2×𝑠2+𝐴1×𝑠+𝐴0)
, 𝑇2 = 𝑅2 × 𝐶2   (3.18) 

where A0, A1, A2, and A3 are the loop filter coefficients, T2 is the zero of the transfer function. 

The relationship between these coefficients and loop filter components are summarised in Table 

3.4.  

Table 3.4 Loop filter coefficients and components [139] 

Filter Order Coefficient Components Value 

2 

(A2=A3=0) 

A0 C1 + C2 

A1 C1 · C2 · R2 

3 

(A3=0) 

A0 C1 + C2 + C3 

A1 C2 · R2 · (C1 + C3) + C3 · R3 · (C1 + C2) 

A2 C1 · C2 · C3 · R2 · R3 

4 

A0 C1 + C2 + C3 + C4 

A1 
C2 · R2 · (C1 + C3 + C4) + R3 · (C1 + C2) · (C3 + C4) + 

C4 · R4 · (C1 + C2 + C3) 

A2 
C1 · C2 · R2 · R3· (C3 + C4) + C4 · R4 · (C2 · C3 · R3 + 

C1 · C3 · R3 + C1 · C2 · R2 + C2 · C3 · R2) 

A3 C1 · C2 · C3 · C4 · R2 · R3 · R4 

 

However, to calculate these coefficients, the loop filter needs to firstly determine the value of 

the divider N, phase detector gain (𝐾𝑃𝐷), and VCO gain (𝐾𝑉𝐶𝑂) in the PLL. It is common in the 

PLL that the value of N is tuneable for generating different frequencies. Thus, to keep the loop 

filter dynamic or relatively stable loop gain, the 𝐾𝑃𝐷 , and 𝐾𝑉𝐶𝑂  are normally used to 

compensate. In this simulation, these three parameters are fixed for simple calculation. 

Parameters such as phase margin are also important to determine loop filter performance. It has 

impacts on the loop transient response. Higher phase margin gives flatter response, whereas a 

lower phase margin is more likely to generate peaking in the response. 48 degrees is simulated 

as the optimal phase margin for lock time [139]. Since the lock time is not the priority in this 

simulation, the phase margin is set no less than 60 degrees. According to these discussions the 

requirements for this loop filter can be summarized in Table 3.5.  
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Table 3.5 Performance requirements for loop filter 

Parameters Value Units 

Phase Detector Frequency 10 MHz 

Output Frequency 866 MHz 

Divider N 86.6 - 

VCO Gain 33 MHz/V 

Phase Detector Gain 0.16 mA 

Loop Bandwidth 106 Rad 

Phase Margin (∅) ≥ 60 Degrees 

Overshoot ≤ 20% - 

 

Take a type II 3rd order PLL as an example. The loop gain transfer function can be described 

as a polynomial: 

T(s) =
𝐾𝐿𝑜𝑜𝑝 × (1+𝑠 × 𝑇2)

𝑠2 × (1+𝑠 × 𝑇1)
    (3.13) 

By removing VCO factors (𝐾𝑉𝐶𝑂/𝑠), the rest of the loop filter transfer function can be written 

as 

Z(s) =
𝐾𝑃𝐷

𝑁 × 𝐴0
×

 (1+𝑠 × 𝑇2)

𝑠 × (1+𝑠 × 𝑇1)
     (3.14) 

According to Equation 3.14, the system is required to design a 2nd order loop filter and 

coefficients A0, A1 can be expressed as: 

A0 = C1 + C2      (3.15) 

A1 = C1 ·  C2 ·  R2     (3.16) 

Based on the given parameters in Table 3.5, the unknown variant T1 can be calculated by 

solving the equations below: 

∅ =  180 − tan−1(2𝜋𝐵𝑊 ∙ 𝑇2) − tan−1(2𝜋𝐵𝑊 ∙ 𝑇1)  (3.17) 

T2 =
1

(2𝜋𝐵𝑊)2∙𝑇1
     (3.18) 

A0 =
𝐾𝑃𝐷 ∙𝐾𝑉𝐶𝑂

(2𝜋𝐵𝑊)2∙𝑁
∙ √

1+(2𝜋𝐵𝑊)2∙𝑇22

1+(2𝜋𝐵𝑊)2∙𝑇12    (3.19) 
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In order to further simplify the components selection, the C2 can be set to 1 nF. The rest of the 

components of the designed PLL are calculated and listed in Table 3.6. 

Table 3.6 Components for the loop filter  

Components   

C1 17.2 pF 

C2 1 nF 

R2 24.5 kΩ 

 

The performance of the designed loop filter can be verified by using MATLAB software. The 

open and closed loop response of the designed filter have been plotted in Figure 3.20. The phase 

margin of the filter is the difference between the phase and 180 degrees when gain margin is at 

0 dB gain. Thus, based on the open loop bode figure, the phase margin of this PLL is 64 degrees 

and its loop bandwidth is 1.06 × 106 rad. Based on the Equations 3.20 and 3.21, the damping 

factor (ζ) and natural frequency (𝑊𝑛 ) of this PLL are 0.97 and 5.17 × 106 rad. Thus, this 

designed PLL is stable. 

2 × ζ × 𝑊𝑛 = 2𝜋𝐵𝑊     (3.20) 

sec 𝜑 − tan 𝜑 =
1

4×ζ2     (3.21) 

 

D  

 

 

(a) 
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(b) 

Figure 3.20 Open and closed loop response of the designed loop filter 

The lock time and overshoot performance of this PLL are able to be determined by plotting its 

closed loop step response. As shown in Figure 3.21, the settling time of this designed PLL is 

32 μs and its overshoot level is 7.39%.   

 

Figure 3.21 Step response of the designed loop filter 
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In addition, the PLL phase noise level is a critical part for achieving a high sensitivity RFID 

reader. By calculating and normalising the phase noise into dBc/Hz dimensions, the total PLL 

phase noise is plotted in Figure 3.22. Based on the calculation result, the designed PLL phase 

noise at frequency 200 kHz is -116.8 dBc/Hz, which is much smaller than the requirements of 

-107 dBc/Hz. 

 

Figure 3.22 PLL phase noise calculation 

Regarding the spectrum purity of the PLL frequency synthesis, a MATLAB Simulink 

simulation has been conducted to determine its performance. The block diagram of the 

frequency synthesis is shown in Figure 3.23. All the essential parameters are set based on the 

simulated results, and the output spectrum is plotted in Figure 3.34. 

 

  

Figure 3.23 Block diagram of PLL frequency synthesis 
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Figure 3.24 Spectrum of the design PLL frequency synthesis 

According to the simulated output spectrum, the spur tone of the frequency synthesis is -76 

dBm, and it locates on 878 MHz, which is outside the RFID operation band. Inside the operation 

band, there is no system impairment. Thus, the PLL spectrum is pure enough for the RFID 

system.  

 

In conclusion, a type II 3rd order PLL frequency synthesis has been designed and its 

performance has also been measured for a passive RFID reader. This designed synthesis can 

achieve all the requirements including lock time, phase noise level, and spectrum purity 

according to the verification tests.  

 

3.6.2.2. Limits and Discussion 

In the proposed RFID system, the reference signal of 10 MHz is generated in the central system 

and then transmitted to frequency synthesis over a twisted-pair cable. Therefore, it is necessary 

to examine the effects of cable transmission and also determine the cable length limits for 

system implementation.  

 

For transmission of the 10 MHz reference signal over a Cat5e cable, the dominant effect for 

the signal is the insertion loss. Based on the standard TIA-568-C.2 [136] for 100 m Cat5e 

twisted-pair cable, the insertion loss of the signal can be estimated following the equation below: 

1.02 × (1.808√𝑓 + 0.017𝑓 +
0.2

√𝑓
) + 4 × 0.02√𝑓 + 0.0003𝑓1.5  (3.22) 
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where f is the signal frequency. With simple calculation, the attenuation for a 10 MHz single 

over 100 m Cat5e is 7.1 dB.  

 

For most frequency synthesis systems, there is a minimum SNR level for the input reference 

signal to retain proper operation of the phase detector. This is because the phase detector may 

produce an incorrect phase error, which will result in an unstable loop or long settling time. 

Take PLL frequency synthesis ADF4350 as an example, the minimum power of the reference 

input is – 32 dBm. If assumed that the cable quality is good and the cable attenuation is linear, 

for a 5 dBm reference signal, the maximum Cat5e length which can be used for the PLL is 521 

m, and this length can be increased if a higher gain line driver is added.  

 

Effect such as delay is also critical issue for the phase control accuracy. With different lengths 

of the Cat5e, the signal phases that reach the phase detector are different. This problem may 

become serious especially when multiple sub-units are connected to the central controller. Thus, 

instead of setting the phase offset in the controller side, it is much better to design the control 

functions in the phase detector so as to avoid the other impacts from the cable transmission. A 

simulation in terms of the output phase control has been done based on the designed system, 

and the result is shown in Figure 3.25. According to the result, phase control is achievable by 

setting a particular phase offset at the phase detector.  

 

Figure 3.25 Results of the phase control at phase detector 
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Since crosstalk can also lead to spur problems at the RF output in a PLL frequency synthesis, 

it also needs to be fully considered. However, this issue often becomes serious when high 

frequency signals are transmitted. In the current case, only baseband signals are transmitted in 

surrounding pairs and, with help of the balanced transmission method, the crosstalk issue can 

be largely eliminated. In addition, the in-band phase noise performance is sensitive to the 

reference duty cycle. For example, if the duty cycle of the reference signal moves outside the 

range between 45% and 55%, the system suffers from 5 dB phase noise degradation [133]. 

However, this problem usually occurs in high data rate communication, and, with help of the 

differential line driver and receiver, the high slew rate capability greatly reduces the effects in 

terms of the phase noise. 

3.7. Conclusion 

This chapter first introduced the limitations of conventional UHF RFID systems in terms of 

their adoption for wide-area detection. A novel system configuration, which uses Ethernet cable 

to connect the baseband central controller and RF remote subsystem, provides a cost-effective, 

highly-flexible, and simply-installed solution to address this practical problem. Related 

theoretical models of the RFID system design have been demonstrated, such as the link budget 

and RF spreadsheet. In addition, the new system configuration offers a new method to achieve 

frequency and phase hopping by tuning the frequency of the reference tone and the phase offset 

of the phase detector.  This new method not only can reduce the hardware cost of each 

subsystem but also allows the central controller to synchronise LO of those subsystems.  

 

This initial design of the system makes it feasible to use a single RFID system to cover large-

scale organisations or wide-area detection. It shows a prototype of next generation cyber-

physical systems, enabling terms such as “Industry 4.0” or the “4th industrial revolution”. 

Proper development of this new system allows it to achieve multiprotocol compatibility and 

supersede conventional RFID systems in the coming future.  
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Chapter 4 

4. Measurement of Basic Link Performance 

4.1. Introduction 

The proposed new passive UHF RFID system operating over Ethernet cable has been modelled 

in a preliminary manner. Based on the simulation results, this new system should have a similar 

detection capability to conventional systems since the only difference between them is the use 

of near baseband communication. However, to practically determine the system performance, 

features such as its transmission spectrum, receiver sensitivity, and detection range have to be 

experimentally measured. Furthermore, in order to fully understand the merits and limitations 

of this new system, comparisons of some specifications between the new and conventional 

RFID systems are needed. With the help of these understandings, further improvements and 

future development directions of such systems will become clear. Therefore, this chapter 

reports these experimental measurements and makes suggestions concerning the basic link of 

the new system.  

 

In the subsequent subchapters, the available functions of this new system will be introduced, 

and the blocks relating to those functions will be explained and discussed. A series of practical 

experiments will then be conducted to measure the overall system performance and identify 

limitations in the central controller, remote subsystem, and Ethernet cable. 

4.2. System Basic Functionalities 

Generally, RFID readers are controlled via an interface or panel in a PC or embedded system. 

The available functionalities of the reader are usually listed and introduced by the product 

vendor or developer so that users are able to properly set the desired operation features. In this 

new system, several control software applications are used since the baseband initialisation in 

the Indy R2000 chip and other parameters such as carrier frequency and output power in the 

RF blocks are required to be set before running an inventory.  

 

In the central controller, the RF blocks of the Indy R2000 chip are bypassed and only low 

frequency modulated signals are used for the new system. Certain functions can be directly 

used without extra programming using the microcontroller (See Figure 4.1). 
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Figure 4.1 Indy R2000 chip control interface 

For example, the transmission modulation scheme of the system can be set in PR-ASK or DSB-

ASK by changing the operating profile in the chip.  In addition, by setting the related registers 

in the chip, the given test pins can access different baseband points to monitor the system status. 

These observation ports also provide baseband output ports for the proposed new system. In 

this new system, the baseband communication between the Indy R2000 chip and new designed 

blocks are highlighted in Figure 4.2. 

 

Figure 4.2 Available access points in the Indy R2000 chip 
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In the antenna subsystem, the carrier frequency and its hopping time are important parameters 

for system operation. The ADF4350 frequency synthesis chip provides a simple SPI-

compatible serial interface for writing specific commands to control the chip. The interface is 

shown in Figure 4.3, and there are many helpful options in different registers to set the system 

carrier frequency.  

 

Figure 4.3 Control interface for the ADF4350 frequency interface 

The only difference, which must be mentioned here, is the reference frequency of the ADF4350 

chip. In the default setting, the frequency synthesis uses the internal 25 MHz crystal oscillator. 

However, in the new system, a 10 MHz reference signal is transmitted from the central 

controller. This is required to disconnect the internal oscillator output channel and then connect 

the input of the phase detector to the reference tone received from the twisted-pair cable.  

4.3. System Performance Measurement 

There are many challenges involved with the performance measurement of a radio frequency 

system, especially in a passive communication system. On the one hand, the complex and 

unpredictable wireless environment directly increases the evaluation difficulty. On the other 

hand, the reasons, underlying internal circuit problems, are various and usually hidden behind 

some abnormal results. Therefore, in order to obtain the results that are most close to the actual 
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values, experimental measurements are often conducted under a specific environment or 

sometimes are taken with the aid of other auxiliary equipment.   

 

The measurements in this chapter are conducted to determine whether the designed system is 

compliant with the RFID industry standards. Also, based on the measured results, this new 

system is compared with other commercial RFID applications to further understand its 

advantages and limitations. For improving on those limitations, some discussions and 

suggestions are presented.  

4.3.1. Baseband Signals Performance 

In this new system, the Indy R2000 chip is employed to process baseband signals. This 

commercial RFID chip offers limited common mode pins for calibration and verification 

purposes. The baseband signals used in the forward link are coupled with the output of the 

digital-to-analog converter (DAC) via the chip headers. Before reaching the DAC, these 

baseband commands are all digital signals generated by the microcontroller and chip digital 

core obeying the Class 1 Generation 2 protocol and the ETSI standards. The analog baseband 

signals from the chip are only for system debug and have little ability to drive the later 

components. A line driver, therefore, is required after those common mode headers. Since the 

signals are intended to go through the twisted-pair cable, the differential output of the line driver 

is expected. In addition, the baseband signals need to add a DC offset of 400 mV to match the 

input requirement of the quadrature modulator in the subsystem.  

 

In terms of the reverse link, down-converted low-frequency signals are received from the 

quadrature demodulator via a twisted-pair cable. A buffer block is applied to reject the DC 

component from the demodulator and pick-up noise from the cable. The filtered analog signal 

then goes into the chip from the pins used for the external dense reader mode (DRM) filters. 

Inside the chip, the received signal passes through several gain-controllable amplifiers and 

band-pass filters, and finally reaches the ADC. All received signals are digitised and then 

decoded to obtain the tag information. Figure 4.4 shows the block diagram and circuits of the 

Indy R2000 chip and the details of the baseband block of this new system. The system can 

operate the desired reader-to-tag modulation scheme and detection mode by pre-setting the 

related register via the software interface. As only baseband functions are applied to the new 

system, most of the functions for the chip RF blocks are not utilised. 
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Figure 4.4 Block diagram of the baseband blocks 

As the Indy R2000 chip is carefully packaged in a black box, measurements relating to 

determine the best initialising parameters have to be carried out. It is found that the amplitude 

of the analog baseband signal varies according to the initialisation of the chip output power. 

Figure 4.5 shows the peak-to-peak voltage (𝑉𝑏𝑝𝑝) of the baseband signal over the output power 

setting to the chip. Based on the series of measurements, the average 𝑉𝑏𝑝𝑝  gradually increases 

when the chip power setting lies from 0 dBm to 11 dBm, and it is then saturated at higher power 

settings, staying around 240 mV. 

 

Figure 4.5 Peak-to-peak voltage of the baseband signal over the chip output power setting 

Usable radio signals are therefore generated at the output of the modulator if the input signals 

stay in the range from 100 mV to 700 mV. A differential operational amplifier has therefore 
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been designed as a line driver to ensure this. The basic structure of the op-amp is shown in 

Figure 4.6. An AC-coupling method is used at the op-amp input to block unwanted low-

frequency components including the DC part from the RFID chip. However, the cut-off 

frequency of this high-pass filter should be lower than the baseband frequency to successfully 

transmit the desired commands. Considering changes to the input voltage, the gain of this line 

driver is around 3 so that the amplified signals remain in the acceptable range. A mid-supply 

voltage of 0.4V is connected to each noninverting input of two op-amps, and therefore the 

output signals are biased to match the requirement.  The direct advantages of applying the line 

driver in such configuration are the cancellation of even harmonic distortion products and swing 

half to achieve the required gain for each op-amp.  

 

Figure 4.6 Basic structure of the line driver  

Segments of the baseband signals before and after the line driver are shown in Figure 4.7 (I). 

In this measurement, the signal from the chip is shown in blue. The screenshot shows the 

baseband signal contains reader commands and DC segments, and its signal offset is around 

0.83 mV. The signals in yellow are one of the line driver outputs.  Their amplitude is set by the 

gain and the signal offset becomes 400 mV. Based on these results, the filter at the input is 

correctly applied since the amplified signal has almost no delay, no overshoot (III) and no 

baseline wandering effects (IV) occur in these DC segments. To determine the balance of the 

line driver outputs, two channels are measured at the same time (see Figure 4.7 (II)). The two 

outputs have almost the same amplification gain, and they are well biased to the desired value.  
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(I) 

 

 

(II) 
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(III) 

 

(IV) 

Figure 4.7 Baseband signals before and after the line driver 

In commercial systems, the internal bus or some other on-board transmission lines are used to 

achieve the connection between the DAC and modulator. However, in this new system, the 

transmission media is twisted-pair cable. Unlike the internal transmission, the effects in 

twisted-pair cable are more significant especially when a long-distance connection is required. 

Taking cable attenuation as an example, the loss becomes important since the length of the UTP 
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cable is much longer than the transmission line in the chip. This may reduce the signal power 

to an improper operation range. Based on the specification of the Indy R2000 chip, the baseband 

command is transmitted at a frequency of 250 kHz. Since the useful commands of the baseband 

signal are transmitted among DC segments and different symbol combinations lead to unstable 

frequency, it is difficult to directly and accurately measure the cable attenuation. Accordingly, 

a function generator is used to generate a 250 kHz sinusoidal wave with 2 V peak-to-peak 

voltage, and the attenuation loss of this Cat5e cable can be straightforwardly measured by 

calculating the amplitude differences between the input and output of the cable.  

 

Figure 4.8 Cat5e cable attenuation measurement of 250 kHz baseband signals 

Figure 4.8 shows an asymptotic dashed line as generated based on the acquired data. The slope 

of this asymptotic line can be referred to as the cable loss over cable length ratio, and is 

approximately equal to 2 mV/m (or 0.011 dB/m). This measured result is similar to the 

simulated value of 0.013 dB/m based on equation in Table 3.2. In order to maintain the signal 

power in the correct range, the maximum cable length for the baseband transmitter with an 

amplifier gain of 3 is around 300 metres. However, the length limit of the current configuration 

can be simply improved by slightly increasing the gain of the line driver.  

 

Although the amplitude increases with the value set to the chip output power from 0 dBm to 12 

dBm, in the new system the voltage stability is more important. In order to allow the baseband 

signals to stay in the correct range, the value for setting the output power register should be 

selected from 13 dBm to 30 dBm, where the amplitude of the signal is close to 240 mV. Figure 

4.9 clearly shows the changes in the baseband amplitude at different stages. The purple bar 
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shows the range of the baseband signal that the system can obtain from the chip. The green bar 

illustrates the amplitude of the signal at the input of the modulator when the gain of the line 

drive is set to 3. The possible amplitude range is inversely proportional to the twisted-pair cable 

length. The blue bar shows the typical range that allows the quadrature modulator to operate 

properly, and the red bar presents the maximum input range for the modulator. Therefore, 

according to the measurements, the new system can have at least a 300 m wired connection 

between the central controller and antenna subsystem. This distance is much longer than the 

limit of the cable length (100 m) for Ethernet communication. 

 

Figure 4.9 Baseband initiation range for proper operation 

 

4.3.2. Transmission Spectrum 

Highly reliable system performance requires stable and accurate transmission power and its 

spectrum width can perfectly suit different operating environments. Since the detection range 

of the passive RFID system is downlink-limited, transmission power that stays within its limit 

can offer the maximum coverage. However, in some cases such as a high reflection 

environment, too large an output power may lead to serious leakage back to the receiver. It is 

therefore important for the system to have a voltage-controllable RF amplifier.  

 

In this new system, a high-gain amplifier RF5110g is applied because of its good P1dB and 

operating bandwidth. This RF amplifier also offers a control pin Vapc to adjust its output power 
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between -10 dBm and +35 dBm. With careful design, low noise and adjustable DC supply from 

0.2 V to 2.6 V can be achieved by employing several voltage regulators. The input of this RF 

amplifier is generated by the quadrature modulator, and this signal normally has few dBm. The 

gain of this amplifier is normally 32 dB in the operating frequency range, and with the addition 

of the antenna gain, it is quite easy to exceed the standard power limit. To avoid damage due 

to accidentally high power, an adjustable attenuator is applied before the RF amplifier. Figure 

4.10 shows the test results of the linearity of this RF amplifier at different input powers. 

 

Figure 4.10 Gain linearity of the RF amplifier with different input powers 

In this chapter, the measurements also involve the transmission spectrum. The ETSI offers the 

RFID standards and regulations to specify the requirements in terms of the transmission 

spectrum in European countries. The operating frequency range is only 3 MHz (from 865 MHz 

to 868 MHz), and this limited frequency range is divided into 4 channels with 200 kHz channel 

bandwidths. The transmission power from the antenna should be lower than 2 W (33 dBm), 

and this is the critical parameter limits the detection range of the passive tag.  The regulatory 

authority also provides a spectrum mask for limiting the signal power in each offset frequency. 

Figure 4.11 shows the spectral mask based on the ETSI standard. It can be clearly seen that the 

power in the adjacent channel is required to stay almost 70 dB lower than the power at the 

carrier frequency (𝑓𝑐). This restriction attempts to reduce the interference between channels and 

also provides for the possibility to allow multiple readers to simultaneously operate in the same 

detection region.  
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Figure 4.11 Spectral mask based on the ETSI standard 

The transmission spectrum of the new system is measured by a handheld spectrum analyser 

N9344C from Agilent Technologies Company. In order to protect the measuring equipment 

and RF blocks, around 35 dB attenuation is applied and the result is shown in Figure 4.12.  

 

Figure 4.12 New system transmit output spectrum 
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Based on the measurement, the transmit spectrum of this new system nicely meets the 

requirements of the spectral mask. The central frequency is 866 MHz and its actual output 

power is -8.3 + 35 = 26.7 dBm. By adding an antenna with a gain of 6 dBi, the effective radiated 

power of this new system can achieve 32.7 dBm, which is close to its power limits. 

 

4.3.3. Uplink Sensitivity 

The uplink sensitivity of an RFID reader typically indicates its performance in terms of the 

detection range. A simple method to identify the reader sensitivity is to gradually reduce the 

transmission power to detect a passive tag within a fixed range and the minimum power to 

activate the passive tag can be used to estimate the uplink sensitivity of the reader. However, it 

is only possible to use this method to provide accurate and reliable results in an anechoic 

chamber. The anechoic chamber offers a broad space and greatly avoids external interferences. 

During the sensitivity measurement, only the antenna characteristics need to be considered. 

However, due to high expense and space requirements for using an anechoic chamber, it is 

difficult in many cases to use this method.  

 

 

 

Figure 4.13 Sensitivity measurement setup based on a TC-2600A RFID Tester 
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A TC-2600A RFID Tester can evaluate the RFID system performance. This tester can emulate 

a reference tag for measuring the sensitivity of the reader itself. Unlike the previous testing 

method, only RF cables are required to connect the reader to the RFID Tester for this 

measurement, and no antenna is used (Figure 4.13). Since in practice the antenna is externally 

connected and its characteristics are generally given, the real uplink sensitivity of the system 

with an antenna can also be precisely determined.   

 

Before introducing the approaches applied by this RFID Tester to measure the system 

sensitivity, it is good to understand the basic communication processes between reader and tags. 

Figure 4.14 states the typical processes of a successfully detected passive tag based on the link 

protocol. The Select command at the beginning of the process refers to a minimum delay period 

since the last command from the reader. If no reply is received, a new inventory round is 

launched in the Query stage. When the passive tag is activated, it sends a 16-bit random number 

to the reader. After decoding this number, the reader sends the same 16-bit number (ACK) back 

to the tag. The passive tag compares the ACK from the reader with its sent RN16. If the two 

numbers are the same, the tag transmits all the information including a protocol control bit (PC), 

electronic product code (EPC), and cyclic redundancy check (CRC) to the reader. Following 

this stage, the query stage repeats and communication with another tag starts.  

 

Figure 4.14 Reader sensitivity measurement scheme 

In the RFID Tester, the segment of sending an RN16 and receiving an ACK is defined as a 

frame. When a sufficient number of frames is recorded, the bit error rate (BER) and frame error 

rate (FER) of the reader can be calculated using the following two equations: 

BER =
𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑒𝑟𝑟𝑜𝑟 𝑏𝑖𝑡𝑠 𝑜𝑓 𝑅𝑁16 𝑖𝑛 𝐴𝐶𝐾

𝑡𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑏𝑖𝑡𝑠 𝑜𝑓 𝑅𝑁16 𝑖𝑛 𝐴𝐶𝐾
   (4.1) 

FER =
𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑓𝑟𝑎𝑚𝑒 𝑤𝑖𝑡ℎ 𝑒𝑟𝑟𝑜𝑟 𝑏𝑖𝑡𝑠+𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑓𝑟𝑎𝑚𝑒 𝑤𝑖𝑡ℎ𝑜𝑢𝑡 𝑟𝑒𝑠𝑝𝑜𝑛𝑠𝑒

𝑡𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑓𝑟𝑎𝑚𝑒
  (4.2) 
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According to this communication process, the RFID Tester can calculate the reader’s bit error 

rate (BER) and frame error rate (FER) by comparing its RN16 signal while emulating a tag 

with an RN16 included in the ACK signal from the reader. After obtaining the BER or FER 

after a certain number of inventory rounds, the desired sensitivity of the system can then be 

captured by determining the minimum backscattered power for a desired BER or FER. 

 

Figure 4.15 presents an example of measuring the sensitivity of the Indy R2000 Reader. In this 

measurement, the threshold of the FER is set to 45 per cent, and the inventory round of each 

uplink power is 200. According to the result, the FER suddenly increases when the uplink 

power is lower than -86 dBm. The power value relating to the intersection of the FER and the 

threshold (purple line) is the tested reader sensitivity, which is around -87 dBm in this example. 

Compared to the specifications of the R2000 RFID reader, the measured reader sensitivity is 

very close to the value in the datasheet. As a result, it can be concluded that this sensitivity 

measurement method is reliable.  

 

Figure 4.15 Sensitivity measurement of Indy R2000 Reader 

By using the same initialisation set in the RFID tester, the sensitivity of the new system over 

30 metres Cat5e cable has also been measured. As the RFID tester contains an output power 

error of ±1 dB when it operates in a tag mode, the average value of a certain number of 

sensitivity measurements is the most effective way to obtain a reliable result. Figure 4.16 

presents the sensitivity measurement when a 30 metre Cat5e cable is used for the controller-

subsystem connection. In this example, the maximum allowable FER is set to 45% and the 

uplink power changing step is set to 1. Based on the results, the reader sensitivity in this test is 

the uplink power at the intersection point, equal to -94.3 dBm. 

http://dict.youdao.com/w/initialization/#keyfrom=E2Ctranslation
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Figure 4.16 Sensitivity measurement of the new reader over 30 m Cat5e cable 

 

Figure 4.17 Summary of sensitivity measurements in 30 m Cat5e configuration 

The results of repeating the above measurements 20 times are summarised in Figure 4.17. 

Although the intersection points vary in these tests, the fluctuation range is within 1 dB, which 

is tolerable. The average result of these 20 sensitivity values is -94.5 dBm, which is slightly 

better than most existing commercial readers. In addition to this merit, this new system already 

extends the coverage radius by 30 metres from the controller side, which is difficult to achieve 

using conventional RFID systems. This result shows the feasibility of this new RFID system 

configuration and also shows that the communication protocol in this system fully meets the 

RFID standards.  
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4.3.4. Ethernet Cable Length 

It has been determined that this new system can retain high performance in terms of weak tag 

power detection even when a 30m Cat5e cable is used. However, it is difficult to understand 

the system limits with only one cable length. As a result, another series of measurements was 

designed to investigate the system performance when using different cable lengths. Taking into 

account the results regarding the cable loss of baseband signals, the maximum cable length in 

these measurements is set to 300 m. Considering that the impact from the cable loss is 

insignificant in every additional metre, the tests are planned to increase the cable length by 30 

metres at a time for the ease of making different observations. In addition, in order to remain 

the reliability of testing results, the initial parameter and recording method is same as the 

initialisation in the 30m system case.   

 

Figure 4.18 System sensitivity of different Cat5e cable length configurations 

The data plotted in Figure 4.18 shows the reader sensitivity for different cable lengths. In these 

tests, Miller-2 PR-ASK modulation is used and a 10 MHz reference signal with a power of 10 

dBm is transmitted from the central controller over the Cat5e cable. Due to the maximum input 

power limits of the RFID Tester, the output power of the antenna subsystem is set to +16.4 

dBm at a carrier frequency of 867.4 MHz. The threshold of FER for determining the sensitivity 

is set at 45%. The system sensitivity for each cable length is measured 20 times, and the average 

sensitivity value is calculated and plotted in Figure 4.18. It is shown that the best sensitivity is 

- 94.5 dBm when 30 m Cat5e cable is used to connect the controller and antenna subsystem. 
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After increasing the length of Cat5e cable to 180 metres, the sensitivity reduces slightly to - 94 

dBm. As a result, the system sensitivity is initially independent of cable length up to 180 m.  

 

In addition to the reader sensitivity, one should investigate other performance parameters that 

may be affected by the long cable length. Taking the propagation delay as an example, there 

are several time gaps that are emphasised by the RFID protocol to allow the successful tag 

reading. Serious propagation delay may lead to timeout problems and lower the system 

detection rate. Among those time gaps, the waiting periods before and after the tag signals such 

as RN16 and EPC are more critical and fragile. The requirements for these time gaps are based 

on the baseband parameter setting. In Figure 19, the specific time gaps are pointed out and the 

system baseband index is also listed. 

 

Figure 4.19 Link time gaps and system baseband index 

When the reader sends a Query, QueryRep or other commands to the tags, the passive tags have 

to wait a certain time before replying with the 16-bit random number (RN16). This reader-tag 

time gap, 𝑇1, is set by the larger of the value of RTcal or 10 times the symbol time (𝑇𝑝𝑟𝑖). Thus, 

using the given parameters in the above table, the reader-tag time gap in this new system is 

equal to the RTcal time (62.5 μs). The other time gap, 𝑇2, is the period over which the reader 

has to acknowledge the tag information no more than 20 times of  𝑇𝑝𝑟𝑖. Therefore, the tag-

reader time gap should be in the range of 12 μs to 80 μs. The propagation delay of the Cat5e 

cable can be simply estimated based on the balanced twisted-pair telecommunication cabling 

and components standards. The worst case of the propagation delay in a 100 m Cat5e cable is 
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580 ns, and for the 180 m cable connection, the signal delay should be lower than 1  μs. 

Compared with the limits in those time gaps, the propagation delay is much shorter. Only when 

the Cat5e cable length reaches a kilometre, do the delay effects become serious.  

 

However, this propagation delay becomes the main limitation for another interesting RFID 

system configuration, which may have the same long-distance detection capability as the 

proposed system. Instead of applying the twisted-pair cables, this RFID system directly uses a 

long USB cable to connect the users’ PC to a conventional reader (the bottom configuration in 

Figure 4.20) so as to extend the system detection range. However, such a configuration is 

impossible to achieve over a 180 metre connection due to the fact that the delay tolerance of 

the USB cable is only 26 ns, which is much shorter than the time gaps in the RFID protocol.  

Even though the total USB length can be extended by cascading USB hubs or assembling active 

extension cables, the maximum distance still lies within 30 metres due to the specification limits. 

Therefore, it is more efficient to directly operate the RFID system over Ethernet cable rather 

than using the techniques such as USB over Ethernet.  

 

Figure 4.20 Comparison of different long-distance system configurations 

Other effects such as pair-to-pair crosstalk and cable insertion loss are negligible according to 

the results of the sensitivity degradation. However, unlike the propagation delay, the twisted-

pair cable length cannot be increased indefinitely. The critical issue, which may cause serious 

performance degradation, is signal incoherence due to the delay skew problem. Long twisted-

pair cable is more likely to make the signals in different pairs arrive at the receiver at different 

times. If this time difference is significant, it requires extra signal processing techniques such 

as equalisation to recombine the original baseband signal. The interference immunity of 

twisted-pair cable is another an important aspect worthy of investigation. This is because in 
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practice the wireless environment is more complex, and effects such as alien crosstalk may be 

greater than the inside crosstalk level, which badly affects the baseband communications.  

 

Thus, based on current analysis, for a fixed reader sensitivity such as -90 dBm, the ultimate 

cable length for the system can reach around 540 m when thermal noise is dominated and 

baseband cable loss is 0.011 dBm/m. At present, most models and specifications for twisted-

pair cables are designed for Ethernet communication. However, communication over these 

twisted-pair cables relating to the RFID baseband is just past the start-up stage. It is important 

to move beyond this to achieve a full cyber-physical RFID system.  

4.3.5. Practical Tag Detection 

The previous measurements are based on the RFID Tester for the purpose of obtaining the 

actual and reliable system performance. In this subchapter, the practical tests of the proposed 

RFID system are conducted. Not only can this practical measurement verify the previous results, 

but also can it practically examine the real detection performance.   

 

A practical demonstration of the detection range of a 300 m Cat5e connected RFID system has 

been carried out. Two 8.5 dBi circularly polarized antennas are deployed at a height of 1.5 m 

connected to an antenna subsystem in a bistatic configuration as shown in Figure 4.21 using 

two 2 m coaxial cables. A UPM Raflatac DogBone tag [116] can be successfully detected at 

the same height 6 m away from the antennas with a downlink transmission power of 31.9 dBm 

EIRP. Here the transmission distance is limited by the space available and is not an upper limit, 

but shows the potential for long-range tag reading over a Cat5e cable over 3 times the limit for 

standard Ethernet. The setup of this measurement is presented in Figure 21. 
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Figure 4.21 Practical tag detection of the new system 

Although the practical demonstration is valid, the current system configuration suffers from a 

serious leakage problem. Since the RFID Tester provides perfect isolation between the 

transmitter and receiver ports, there was no observable leakage problem in previous 

measurements. The leakage problem appears at the moment of setting up the locations of two 

antennas. When the two antennas are placed within 0.3m on the same facing side, the system 

cannot detect any passive tags even though the passive tag is close to the antenna. After 

examining the signals at each stage, demodulator saturation, which is caused by leakage, is the 

dominant problem.  

 

By gradually moving one antenna away from the other, the isolation between the transmitter 

and receiver increases and then the system starts to read some tags. A Vector Network Analyser 

(VNA) is applied to measure the Tx-Rx isolation at which the two antennas are placed with 

proper system operation. The result shows, for the current system configuration, that the 

receiver requires around 50 dB isolation from the transmitter to achieve the previous excellent 

system performance. Therefore, it is difficult to employ a monostatic antenna mode in the 

current system since most circulators or directional couplers cannot directly achieve this high 

isolation. To solve the leakage problems, a sophisticated leakage suppression block is needed.  
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4.4. Conclusions and Discussion 

In this chapter, the proposed new system is measured in detail. The experimental results show 

that this new system is able to provide a stable and reliable transmission signal, and its power 

is high enough to reach the maximum regulatory limit. These excellent results are due to the 

excellent condition of the baseband communication between the central controller and the 

antenna subsystem. Through the practical tests, it is found that the uplink sensitivity of the new 

system is insensitive to the twisted-pair cable length, and it is shown that the reader sensitivity 

of this new system can achieve - 94.5 dBm over 30 m Cat5e cable, and its sensitivity remains 

at around - 94 dBm with 180 m Cat5e. With further investigation, the cable insertion loss, 

crosstalk and delay effects are also insignificant in this new configuration. This feature reveals 

the advantage of this proposed system configuration when compared to a USB-extended RFID 

system. To verify the obtained results based on the RFID Tester, a practical demonstration has 

been conducted. The passive tags can be successfully detected over a 6 m wireless range 

following 300 m of twisted-pair cable between the central controller and antenna. 

 

This new system configuration provides high performance for long distance passive RFID 

applications and also reveals massive benefits for multi-antenna RFID systems. Despite its 

lower cable cost and high deployment flexibility, the conventional RFID reader circuit can also 

be simplified by sharing the digital and control blocks and communicating with remote 

subsystems by simply splitting and combining the desired baseband signals. However, the 

synchronization of the controller-subsystems communication and cable immunity may be the 

challenges, which require further investigation. Real tag detection also reveals the limitation of 

the isolation between transmitter and receiver. Therefore, a sophisticated leakage suppression 

is needed to achieve the full potential of this system.  
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Chapter 5 

5. Automatic Passive Tag Detection RFID System for Long-

Range Applications with Leakage Suppression 

5.1. Introduction 

The RFID industry has experienced fast growth in recent years and there is an urgent growing 

need for wide-area tracking and monitoring. The use of a distributed antenna system (DAS) 

greatly improves coverage compared to that of a single RFID reader. By adding frequency and 

phase hopping, nulls can be removed within the desired range to improve read accuracy [42]. 

Although the DAS configuration greatly enhances the tag received power in the worst case, it 

cannot avoid the leakage problems. Since RFID transmission and reception operates at the same 

frequency and same time, a strong transmission signal from multiple antennas is not only 

received by the passive tags but also by the reader receiver. The high-power transmission signal, 

which leaks into the receiver chain, can directly degrade the system performance. In a 

conventional reader, leakage problems are usually caused by limited isolation between the 

transmitter and receiver. In a multi-antenna RFID system, this problem becomes serious and 

complex due to the increasing number of leakage sources. A leakage suppression block is 

therefore a useful tool commonly applied in a full-duplex system to eliminate the impact of 

leakage. This is the focus of the research reported in this chapter. 

 

In the following subchapters, the typical leakage types and their impacts are firstly described. 

After that, a brief survey of leakage suppression methods and related optimization algorithms 

is introduced. Following that, a design of a leakage suppression block for a passive UHF RFID 

system is demonstrated. The experimental comparisons between this designed system and an 

existing commercial system are then presented before the conclusion.  

5.2. Leakage Types and Impacts 

There are two antenna configurations for separating transmit and receive paths in a passive 

RFID system: monostatic and bistatic (Figure 5.1). The former configuration only uses one 

antenna for transmission and reception, since a circulator [67] or directional coupler [68] can 

be used to separate the reader and tag signals. In this system, the receiver may suffer from 

leakage problems due to imperfect isolation and a mismatch in antenna impedance. The latter 
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configuration can be used to alleviate the leakage problems, by using two antennas – one to 

transmit reader commands, and the other to receive tag signals. In this configuration, the main 

source of the leakage is crosstalk between the two antennas. Although a bistatic system offers 

better performance in terms of leakage effects, its higher cost, additional size, and lower design 

flexibility are accompanying issues that cannot be avoided. Reflection, which is caused by the 

surrounding objects, structural barriers or moving tags, is another main cause of leakage. 

Interference from other RF applications with close operation frequencies may also lead to 

serious leakage problems. For example, the receiver antenna has a large probability of capturing 

the transmission signals from other operating RFID readers. 

 

Figure 5.1   Monostatic and bistatic antenna configurations 

Leakage can easily cause saturation problems, particularly as the radiation energy of the 

transmission signals tends to be set to the allowable maximum power (2 W ERP in Europe and 

4 W ERP in the US). These strong signals may leak into the receiver and saturate or even 

sometimes destroy the components such as the LNA and mixer in the uplink. Saturated RF 

components generate nonlinear signals, which seriously affect the desired signal quality and 

uplink sensitivity. To avoid this saturation problem, a high dynamic range is required in both 

RF and baseband blocks.  
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The difficulty of symbol recognition or recombination is another leakage-caused problem. If 

the RF block continues to work, the strong leakage signal is down-converted to the baseband. 

As the leakage signal has the same frequency as the backscattering signals, DC-offset and 

unwanted noise is produced in the low-frequency stages. Owing to the complex 

electromagnetic environment, the leakage power may continuously vary and leads to random 

changes in DC-offset. This uncertain fluctuation brings considerable challenges to analog-to-

digital converters.  

 

Besides the leakage effect, the tag signal is also very easily corrupted by the phase noise 

associated with the local oscillator (LO), since the tag information is typically at frequencies 

very close to the operating frequency (less than a few hundred kilohertz from the central 

frequency). Leakage brings the LO phase noise to the reverse signal chain and results in a worse 

baseband signal SNR. In such circumstances, the system suffers high sensitivity degradation 

and it is impossible to fully detect weak signals until the phase noise is effectively removed.  

    

(I)      (II) 

 

(III) 

Figure 5.2 Leakage sources of different antenna configurations 
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All the leakage sources mentioned above in both monostatic and bistatic configurations are 

summarised in Figure 5.2. The unwanted signals are all highlighted in red and have to be 

removed so as to ensure highly-reliable operation of the system.  

5.3. Leakage Suppression Methods 

In the past, leakage suppression methods have been developed to improve full-duplex wireless 

communication systems, such as those in radar, mobile or telephone systems. RFID systems 

also require a leakage suppression block to enhance their sensitivity and reliability. In order to 

provide a low-cost and low-complexity RFID reader, mostly current commercial products 

adopt a direct convert receiver (DCR) configuration. Examples such as the AS399x family [138] 

and the R1000/R2000 family [116] have adopted the use of DCR. However, systems using such 

a configuration are likely to experience the unwanted effects of self-jamming.  Thus, the 

AS399x family and R1000/R2000 family add a leakage cancellation block inside their chipset. 

Another popular commercial off-the-shelf product, known as software defined radio (SDR), is 

also widely employed to build RFID systems due to its low cost, high design flexibility, and 

ease of updating the system. A number of SDR applications have been devoted to RFID 

research since it provides easy accessibility to set system parameters, which are difficult to 

obtain from existing commercial readers but are very valuable for RFID protocol exploration 

and system measurement. However, these SDR-based RFID systems, typically do not provide 

a leakage suppression block. It is therefore highly desirable to build an explicit leakage 

canceller within the reader to improve its sensitivity and performance.  

5.3.1. Basic Methods 

An RFID system with a bistatic antenna configuration usually has better isolation between the 

transmitter and receiver than those with a monostatic configuration. This is because the 

isolation can be quickly improved by deploying the two specific radiation pattern antennas in 

the proper positions. For instance, the isolation can be around 30-40 dB when the two antennas 

are deployed at the same height with around a 1-metre gap [125]. However, this configuration 

is costly and bulky and thus it is still unpopular in RFID system design. In a monostatic RFID 

system, a single antenna can achieve both transmission and reception with the help of 

directional coupler or circulator. This system configuration saves space and reduces the cost of 

the system but can suffer serious leakage due to the limited isolation of the coupler and 

circulator. Thus, trade-offs have to be made depending on the requirements of the RFID system. 

If space is allowed and low-cost hardware is desired, the bistatic configuration is the better 
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choice to meet the required isolation. When the system must provide ease of portability and 

installation, a monostatic configuration with an additional leakage suppression block is an ideal 

option.  

 

 

Figure 5.3 Examples of basic leakage suppression methods 

Three typical examples of leakage in the circuit are presented in Figure 5.3. In the first example, 

a 10-dB directional coupler is applied. When the reader transmits CW signals with a power of 

28 dBm, a 0-dBm (1mW) leakage is produced. In the second example, a 10-dBm self-jammer 

exists in the receiver chain when a circulator is employed. The leakage level in these two 

examples is much stronger than the backscattered tag signals. The limited isolation of the 

directional coupler or circulator is the main problem of the basic leakage suppression methods 

[139]. The bistatic case provides slightly better isolation of 28 dB when two antennas are 

deployed at a distance of 85 cm. This result can be better when the distance is increased, but 

this also results in a reduction of tag power. Thus, the basic leakage suppression methods are 

insufficient to handle the leakage problems. 

5.3.2. Phase and Gain Control Method 

Based on the above illustration and discussion, a passive RFID reader without an adaptive 

leakage canceller has to feature high dynamic range capabilities to address the impact of 

incoming leakage. Moreover, the phase noise of the LO can also leak into the uplink and 
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degrade the system sensitivity. To effectively handle self-jamming problems, many commercial 

reader systems employ a leakage canceller before the LNA and mixer using the phase and gain 

control method. This method is widely used since it intuitively shows how the leakage 

component is cancelled. The core principle of this approach is to generate a signal, which has 

an anti-phase but the same amplitude as the leakage signal, and add it to the received 

backscattered signal so as to remove the transmission leakage. Typically, the phase and gain 

control method is achieved by using components such as coupler, vector modulator, power 

detector, and microcontroller. A block diagram of a conventional canceller is shown in Figure 

5.4.  

 

 

 

Figure 5.4 Block Diagram of phase and gain control leakage canceller [140] 

In this approach, a sample of the transmission signal is tapped after the RF amplifier, and the 

signal is modified in the vector modulator. With help of the microcontroller, the desired 

cancellation signal is added to the receiving signal. The sum result of the two signals is regarded 

as the residual signal. The remaining leakage level can be simply detected by a power detector 

since the leakage level is much higher than the power of the tag signal. The residual leakage 

level can be represented as a voltage value, and is recorded by a microcontroller. The search 

algorithm in the microcontroller helps the canceller to find the optimal control for the vector 

modulator.  
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Inside the vector modulator, the tapped transmission signal is split into in-phase (I) and 

quadrature (Q) channels. The control signals from the microcontroller tune the gain of the 

amplifier in the I and Q channels, respectively. The canceller signal is the vector summation of 

the I and Q signals (See Figure 5.5(I)). By carefully controlling the amplitude of the I and Q 

signals, the magnitude and phase of the canceller signal are set as desired. Figure 5.5(II) 

presents an example of the vector gain representation. 

 

 

Figure 5.5 Principle of the phase and gain control methods [140] 

The phase and gain control method is widely used since it is the most straightforward way to 

cancel the incoming leakage. The developer is able to observe the cancelling effect at each 

stage and set specific optimum settings. This method is superior to others in its versatility since 

it can eliminate the carrier power but also can cancel the intrinsic amplitude and phase noise 

from the reader. However, this method requires some RF components to control the gain and 

phase, and these components are relatively expensive. Moreover, the power consumption of 

the reader transceiver also becomes higher. To further understand this method, some excellent 

studies, and applications relating to this method can be found in [141], [142], [143], and [144]. 

5.3.3. Tunable Load Method 

The tunable load method uses a directional coupler (Figure 5.6), where the TX signal coupled 

port (Port 3) is connected to a variable load. In general, the impedance of the load in each port 

of the directional coupler should be well matched to avoid signal reflection and attenuation. 

However, in this leakage cancelling method, leakage can then be largely eliminated by 

controlling the load impedance to reflect the specific phase and magnitude of the coupled signal 

to the receiver chain (port 4).  
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Figure 5.6 Block Diagram of the leakage canceller using the tunable load method 

In the bidirectional coupler, assuming it is in the perfect condition, the transmission coefficients 

are equal in each port, and 

𝑆21 = 𝑆12 = 𝑆34 = 𝑆43    (5.1) 

In terms of the signal coupling, 

𝑆31 = 𝑆42      (5.2) 

Perfect isolation also leads to 

𝑆41 = 𝑆32 = 0      (5.3) 

Therefore the residual signal in the receiver chain can be expressed as 

𝑆𝑟𝑒𝑠 = G1(𝑆42) + 𝐺2(𝑆21Γ𝑎𝑆42 + 𝑆31Γ𝐿𝑆43)  (5.4) 

where G1 and G2 are the amplitude coefficients, and Γ𝑎  and Γ𝐿  are the reflection coefficients 

of the antenna and tunable load, respectively. In order to obtain the desired tag signal, the return 

loss at the antenna should be symmetrical to the return loss at the variable impedance network, 

and Γ𝑎 = −Γ𝐿 . Based on Equation 5.1 and 5.2, the residual signal can be simplified to 

𝑆𝑟𝑒𝑠 = G1(𝑆42)     (5.5) 

where 𝑆42 represents the desired tag signal. The algorithm in the microcontroller aims to find 

the optimal value to allow the symmetrical return loss assumption to be tenable.  

 

Compared to the phase and gain control method, the circuit needed to achieve this leakage 

cancelling approach is cheaper, composed only of low-cost PIN diodes, resistors, and 

capacitors. However, this variable-load method also has disadvantages. The impedance of the 

load may need to be recalibrated for different antenna impedances and cable lengths. In addition, 

many receivers using this method are only effective in counteracting on-board reflection, and 

other leakage sources such as environmental reflections and LO phase noise may be difficult 
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to remove. Furthermore, it is difficult to determine an efficient tunable method for good 

coverage, and therefore the scan time is hard to predict. Studies that use this method for 

cancelling the leakage signals include [145], [146], [129] and [147]. 

5.3.4. Other Leakage Cancelling Methods 

Besides the above two common methods, there are also some other good methods to remove 

leakage signals. In [114], an RC high pass filter is used to eliminate the leakage component in 

the baseband. The shortcomings of this method are limited leakage suppression and long 

calibration time. Another effective leakage suppression method is demonstrated in [148]. This 

approach uses a passive mixer to reflect the leaking power. However, the settling time and its 

practical performance when used in an RFID system are not described. In addition to these two 

methods, a novel leakage suppression technique is proposed in [149] for an RFID receiver. This 

paper uses a dead-zone amplifier to enhance the envelope of the received signals (tag 

information) while suppressing the leakage. However, a reader receiver based on this method 

still may suffer from the saturation problem. Other interesting leakage cancelling methods for 

RFID systems can be found in [111], [150], [108] and [34]. 

5.4. Adaptive Leakage Cancellation Algorithms 

Passive or static leakage cancellation blocks are ineffective for eliminating self-interference 

since they usually set optimal parameters beforehand or require manual adjustment for different 

system configurations. In practice, their operation is complicated due to the continual change 

of leakage level. For example, the strength of the leakage varies when performance-enhancment 

techniques such as frequency hopping are used. Different operational frequencies result in 

different leakage levels, even though the system configurations and environment are the same. 

If environmental factors are taken into consideration, the case becomes even worse. For 

instance, reflective leakage components may suddenly increase if some obstacles move close 

to the antenna. Due to these problems, adaptive algorithms for leakage cancellation blocks are 

needed.  The algorithms are expected to help the canceller to quickly find the optimal settings 

and also keep monitoring the residual leakage to determine the canceller performance. In order 

to avoid degradation of the reader-tag communications and also achieve the desired isolation 

requirement, the canceller updating period should be as short as possible.  

5.4.1. Full Search Algorithm 

The most straightforward way to find the best settings for the leakage canceller is the full search 

algorithm. In this algorithm, all the possible combinations of the selectable parameters are 
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tested. The best result is the one that allows the system to obtain the minimum residual leakage 

in the reverse signal chain. When the scanning step of the control parameters is one, the total 

number of tests is equal to the number of possible combinations. For example, a leakage 

canceller using the phase and gain control method must have N and M settings for the phase 

and gain respectively. Then the total number of measurements are N × M.  

 

This algorithm is extremely time-consuming. Both the periods for parameter initialization (Ti) 

and residual leakage measurement (Ts) have to be considered. Accordingly, scanning all the 

combinations requires an overall time of (Ti + Ts) × N × M. This low efficiency search 

algorithm may also sometimes lead to serious problems. Taking the frequency hopping 

technique as an example, if the time for overall measurement is longer than the minimum 

frequency hopping time, it is impossible to reach the optimal status. Therefore, some improved 

search algorithms have been developed to reduce the process time. Among those improved 

algorithms, a popular one which is applied in many commercial RFID readers and chips uses 

hierarchical grid partitioning to find the best point. Figure 5.7 shows a typical example using 

this efficient algorithm.  

 

Figure 5.7 Typical example of improved full searching algorithm 

Rather than measuring all the points (N = 112 = 121), this improved algorithm needs to 

measure only 24 points to find the optimal control value for the leakage suppression system. 

The first step of the algorithm is to symmetrically divide all the points into four sectors and 
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then to measure the central point in each sector, as well as the middle points on the axes (red 

points). The second step is to determine the point that offers minimum leakage component, and 

measure its surrounding points with half of the scale (yellow points). This process is repeated 

until the scale reduces to 1, and finally the optimal point can be obtained from those green 

points. It can be found that the scales in some searching steps are floating values. In order to 

obtain a quantized value for ADC and DAC to find the related point and also avoid missing 

points, the floating scale in the algorithm is rounded to the closest larger integer.  

 

Figure 5.8 General processes of the improved full search algorithm 

This improved algorithm is able to save much time in finding the optimal control value. Some 

similar algorithms are developed in [34] and employed in [116]. The main difference between 
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them is the definition of the scale, also known as the convergence rate. Hence, the general 

processes of this improved search algorithm can be expressed in Figure 5.3.   

5.4.2. Gradient-descent Search Algorithm 

The gradient-descent search algorithm also provides an efficient way to track the optimal 

parameters for the leakage cancellation block. Since the possible control parameters are 

selected from arrays, the gradient of the parameters in an array can offer great help to determine 

the search direction. To calculate the gradient, one random phase and gain combination (n, m) 

is selected as a reference point. After that, with a slight change in each parameter, two new 

combinations (n + δn, m) and (n, m + δm) can be obtained. The next step of this algorithm is 

to measure the residual leakage power of these three combinations. Following the results, the 

slope of the received signal strength indicator (RSSI) corresponding to the combinations can 

be calculated by the below equations. 

(∇n, ∇m) = [
𝑅𝑆𝑆𝐼(𝑛 + 𝛿𝑛,𝑚)−𝑅𝑆𝑆𝐼(𝑛,𝑚)

𝛿𝑛
,

𝑅𝑆𝑆𝐼(𝑛,𝑚+ 𝛿𝑚)−𝑅𝑆𝑆𝐼(𝑛,𝑚)

𝛿𝑚
 ]  (5.6) 

n = n − 𝜇𝑎 × ∇n     (5.7) 

m = m − 𝜇𝑏 × ∇m     (5.8) 

where 𝜇𝑎 and 𝜇𝑏  are the real positive numbers and these numbers are the change steps of the 

parameter selection. Typically, at the beginning of the searching processes, a large step value 

is selected, which gradually decreases in later searching processes. This is because a large step 

value can save much convergence time when the number of the potential points is substantial. 

Step values can be held for continuous searching until the RSSI value of the new combination 

of points is higher than the RSSI of the reference one. This step change indicates that the 

optimal value has been passed in this converge direction. To continuously track the optimal 

parameters, the step size should be reduced and a similar search process started in the reverse 

direction. Theoretically, the desired control parameters can be found when the search step is at 

its minimum size, usually known as 1. The flow chart of this gradient descent algorithm is 

depicted in Figure 5.9. 



Zhe Fu                                              

109 

 

Figure 5.9 Processes of gradient-descent search algorithm 

5.5. Adaptive Leakage Suppression Block Design 

During the practical passive tag detection in Chapter 4, it was found that the proposed long-

range RFID system has little immunity to leakage effects. Only when the leakage level is 

reduced to a certain value, can the system reach its potential. With help of further investigation, 

the dominant cause of the performance degradation in the proposed system was found to be the 

saturation of the quadrature demodulator. Since the maximum input power of the demodulator 

is around 11 dBm, it is quite easy to exceed this value when a high gain amplifier is applied in 

the reverse link. To solve this problem, an effective leakage suppression block (LSB) is added 

to the antenna subsystem (see Figure 5.10). 
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Figure 5.10 Block diagram of subsystem adding leakage suppression block 

Figure 5.11 depicts a similar configuration for the leakage suppression block. In this block, 

instead of tapping the transmission signal, this configuration generates the canceller signal 

based on the carrier frequency (LO). The advantage of this configuration is its high performance 

in eliminating the unmodulated reflections. It also helps to remove the baseband DC-offset 

impacts. However, due to the variety of leakage sources, the unmatched spectrum of the 

canceller signal may have little effectiveness in entirely eliminating the leakage. Meanwhile, 

an additional amplifier may be required in this leakage suppression block due to the limited LO 

power. Therefore, this configuration is rarely used in many RFID readers.  

 

 Figure 5.11 Leakage suppression block by using LO input 
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5.5.1. Leakage Suppression Block Structure 

In the proposed antenna subsystem, the leakage suppression block is designed to apply the 

phase and gain control method to remove the leakage. As mentioned in previous chapters, some 

essential components such as vector modulator, microcontroller, and power detector are 

required. Figure 5.12 presents the block structure of this leakage canceller.  

 

Figure 5.12 Leakage suppression block structure 

To achieve the phase shifter and variable attenuator functions, an AD8340 vector modulator 

from the Analog Devices Company is selected. The gain can be set from its maximum of -2 dB 

to lower than -32 dB, and the phase can be shifted over the entire degree (0 – 360°). It provides 

a setpoint from 0.1 to 0.9 to guide the control input level. Here are the equations define the 

property. 

𝐺𝑎𝑖𝑛𝑠𝑒𝑡𝑝𝑜𝑖𝑛𝑡 = √(𝑉𝐼/500𝑚𝑉)2 + (𝑉𝑄/500𝑚𝑉)2   (5.9) 

𝑃ℎ𝑎𝑠𝑒𝑠𝑒𝑡𝑝𝑜𝑖𝑛𝑡 = arctan (𝑉𝑄/𝑉𝐼)    (5.10) 

where 𝑉𝐼  and 𝑉𝑄 are the two control inputs. The voltage range for these two inputs is the same, 

operating from 0 V to 1 V. 

 

An ADL5513 power detector is used to measure the residual leakage level. According to the 

specifications, its detection range in the RFID frequency band is from -62 dBm to 8 dBm and 

its corresponding output voltage range is from 0.6 V to 1.9 V. The voltage-power slope of this 
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power detector is 21 mV/dB. The detection error is less than 0.5 dB when the input RF power 

is in the proper range, and the response time of the power detection is around 20 ns.  

 

Since at least two DACs and one ADC are needed to generate two control signals and receive 

one feedback signal respectively, a PIC16F1779 microcontroller is selected. In this control chip, 

there are four 10-bit DACs and one 10-bit ADC, and its operating clock rate can be up to 32 

MHz. The critical task for this microcontroller is to quickly find the optimal control value using 

the advanced algorithm. According to its specifications, it also delivers 28 Kbytes program 

flash memory and 2 Kbytes data RAM for loading and operating the programme.  

 

In terms of the rest of the RF components, a 3-dB loss power combiner is applied to add the 

canceller signal to the received signal. Two 10-dB directional couplers are used to separate the 

transmission and receiver signals. An extra attenuator is used to protect the vector modulator.  

5.5.2. Applied Searching Algorithm 

The designed leakage canceller block applies the improved full-scan algorithm to find the 

optimal control value, because this scan algorithm is efficient and reliable. The residual leakage 

in the receiver chain continuously decreases during the search, and its fixed processing time is 

good for the overall system design. In the gradient-descent algorithm, the residual leakage is 

fluctuant, and the optimal point may be skipped many times if the convergence rate is too fast. 

If the convergence rate is slowed down, the search period becomes longer, especially when the 

leakage canceller needs to find two optimal control points from two arrays. Accordingly, the 

improved full-scan algorithm becomes the natural choice.  

 

Figure 5.13 Leakage suppression block structure 
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As stated in Chapter 5.22, the DACs inside the microcontroller have 10-bit resolution to 

quantise its internal reference voltage (5 V). This means, that over the voltage range 0 – 5 V, 

there are 1024 voltage points with an interval of 4.88 mV. To cover the whole control voltage 

(0 – 1 V), it requires at least 205 points (see Figure 5.13). To symmetrically partition these 

points in the coordinate chart, the start origin needs to be set at 0.5 V, which is equivalent to 

the point at (103,103). Based on this chart, it is easy to define the scales to determine the 

surrounding 8 points. The table in Figure 5.13 states the scale value and total measurement 

times based on these default parameters. This improved full-scan algorithm scans only 56 

points to obtain its optimal results, whereas the conventional full-scan algorithm needs to scan 

42025 points.  

 

Figure 5.14 Output voltage and log conformance vs. input amplitude at 900 MHz [86] 

In respect of the feedback voltage from the power detector, its linear output range is from 0.6 

V to 1.9 V. Since its conversion slope is 21 mV/dB and the voltage step of the ADC is 4.88 

mV, the minimum power differences that can be successfully achieved are around 0.2 dB. 

Figure 5.14 also shows the output error of the applied power detector. If the input power is 

close to its maximum or minimum limits, the error becomes serious and will result in the 

voltage dithering when the residual leakage reduces. To mitigate these errors, the applied 

algorithm increases the number of voltage samples and uses the mean value of the obtained 

samples to compare the power level. However, this extra sampling directly increases the search 

time. A trade-off between reliability and scanning time has to be made in the algorithm.  
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5.5.3. Suppression Effect Measurement 

Since the proposed new system operates in the bistatic antenna configuration, the leakage level 

is largely dependent on the distance between the transmission and reception antennas. In order 

to reduce the environmental effects, the measurement at this stage has been conducted in a 

static environment with no objects moving during the testing. The Tx and Rx antennas are 

deployed toward the same direction with a gap of 1.5 m. The operation frequency is equal to 

867 MHz, and the transmission signal is set to 26.5 dBm.  

 

Figure 5.15 Leakage suppression effect measurement example 

Figure 5.15 plots an example of a leakage suppression effect measurement. A directional 

coupler is used to tap the received signal, and this signal is plotted in Figure 5.15(I). The system 

receiver suffers from a -8 dBm leakage signal during tag detection. This leakage level is much 

stronger than the received tag power. However, when the leakage suppression block starts to 

work, this leakage level decreases to -43 dBm over a very short time, and the tag signals can 

be seen in the spectrum domain (Figure 5.15(II)). The feasibility and effectiveness of this 

leakage canceller is proven by this result, and, in this example, it can achieve the suppression 

effect of 35 dB during the tag detection process. In order to obtain a reliable suppression effect 

result of this leakage canceller, 20 similar tests were done and the average result is plotted in 

Figure 5.16, which shows that the average leakage suppression effect is 36.9 dB. 
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Figure 5.16 Average leakage suppression effect of the proposed canceller 

However, this measurement is based on only one communication channel. In the RFID protocol, 

frequency hopping is required to avoid interference between different readers. As the hopping 

time is quite different from one reader to another, it is difficult to set a fixed time to limit the 

leakage canceller scanning period. However, the leakage canceller can be tested under two 

assumptions: one is that the hopping time is long enough for the canceller to update its optimal 

status, and the other is that the hopping time is shorter than the canceller scanning time.  

 

In the first case, the performance should be similar to the measured result, since the time is long 

enough for the leakage canceller to retrain itself for a new carrier frequency. In order to verify 

this assumption, the proposed RFID system hops the carrier frequency in four channels during 

the operation. They are 865.7 MHz, 866.3 MHz, 866.9 MHz, and 867.5 MHz. In this test, the 

transmission power was increased to 32 dBm, and the leakage power measured in the receiver 

was -0.87 dBm. After operating the leakage canceller, as expected, the leakage in four channels 

all reduced to around -37.1 dBm, and the leakage suppression effect was 36.2 dBm (see Figure 

5.17).  
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Figure 5.17 Leakage suppression effect in four channels with updating status 

If the hopping time is shorter than the canceller scanning time, the leakage canceller can only 

be trained once, and its optimal status is fixed during the measurements. In this test, the 

transmission power remains at 32 dBm, and the receiver encounters a leakage of 1.63 dBm. At 

first, the proposed leakage canceller searches its optimal status based on the transmission signal 

at 866 MHz. After the settling time, the system starts to hop the operating frequency at 865.7 

MHz, 866.3 MHz, 866.9 MHz, and 867.5 MHz. The result is shown in Figure 5.18. As can be 

seen from the figure, the leakage suppression is different in each channel. The first two channels 

are close to the training frequency (866 MHz), and have slightly better suppression than the 

other channels. Even though the leakage suppression effect at 866 MHz can still reach 37 dB, 

the suppression effect at 867.5 MHz is only 22 dB. Therefore, the leakage canceller is 

challenged when operating in such a situation. 



Zhe Fu                                              

117 

 

Figure 5.18 Leakage suppression effect in four channels without updating status 

To ensure the leakage canceller keeps updating its optimal status, the settling time becomes 

critical. Based on the measurement, the proposed algorithm allows the canceller to find its 

optimal status within 38 ms based on 50 samples taken at each point (see Figure 5.19). 

According to the comparison table, this scanning speed is fast and sufficient for many 

commercial RFID readers to operate with the frequency hopping technique. Reducing the 

number of sampling times for each point can further improve the canceller settling time.  

 

 

 Settling Time (ms) 

[142] 330 

[141] 46.5 

[145] 34 

This work 38 

 

Figure 5.19 Leakage suppression block scanning time 
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5.5.4. Limitation and Discussion 

Even though this designed leakage suppression block provides sufficient suppression for the 

subsystem, there is still an opportunity to improve its performance by overcoming certain 

limitations. The first limitation is due to the error from the power detector. When the residual 

leakage is reduced to its minimum level, the error becomes serious. This is because the weak 

signals are more sensitive to error. This problem directly leads to the failure of searching for 

the optimal point. Lower detection error and a higher dynamic range power detector can help 

to solve this problem. Applying a gain-controlled amplifier before the power detector and 

allowing the power detection to always occur in the low error input range is an effective and 

intelligent way to solve the problem. Certainly, this method requires more complex algorithms 

and control units.  

 

The second limitation in the leakage canceller is the voltage resolution of the ADC and DACs. 

Since the block directly applies the voltage resolution (4.88 mV) based on the default setting, 

changes of the residual leakage can only be recognised when it is larger than 0.2 dB. In this 

case, most of the voltage levels are wasted. To increase the resolution, the reference voltage of 

the two converters can set to a lower value such as 2V, and then the voltage resolution is 2/1024 

= 1.95 mV. The controller has the capability to detect a power change of more than 0.1 dB.  

 

 

Figure 5.20 Gain and phase accuracy of the vector modulator [151] 

The third performance limitation comes from the vector modulator. Based on the specifications 

of the vector modulator in Figure 5.20(I), the gain and phase accuracy is acceptable when the 

gain is higher than -15 dB. This means that the power difference between the input and output 



Zhe Fu                                              

119 

of the vector modulator should be less than 15 dB. If the difference is larger than this value, the 

output error is significant (Figure 5.20(II)). Therefore, an extra power detector and a variable 

attenuator are required to keep the vector modulator working in the proper setting range. This 

solution increases the hardware cost, but it is possible to provide more useful feedback signals 

to reduce the algorithm convergence time.  

5.6. Automatic Passive RFID System with Leakage Suppression 

5.6.1. Leakage Suppression of Monostatic Configuration 

With the help of this leakage suppression block (LSB), the proposed RFID system is able to 

operate in the monostatic antenna configuration. This useful block greatly increases the 

flexibility of the system design since the entire RF module uses a single antenna. By simply 

connecting a twisted-pair cable, the remote unit is able to offer an RFID service in any place 

inside a building. Figure 5.21 depicts the block diagram of the antenna subsystem adding the 

LSB.  

 

Figure 5.21 Block diagram of the new antenna subsystem 

The leakage suppression effect has also been measured in this new configuration. The applied 

circulator provides 18 dB Tx/Rx isolation, and its insertion loss is 0.35 dB. In the test, the 

transmission power was set to 25 dBm, and the system operated at 866 MHz. Figure 5.22 shows 

that the canceller still retained its performance. This monostatic RFID system can achieve a 

leakage suppression of 36 dB within 38 ms. 
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Figure 5.22 Example of leakage suppression in the new subsystem 

5.6.2. Comparison between designed and commercial RFID systems 

Based on the previous practical tests, the proposed antenna subsystem suffers from a significant 

leakage problem when two antennas are closely installed, and its sensitivity may be lower than 

-60 dBm in the worst case. However, with this new subsystem, this problem has been 

successfully solved. With help of this proposed LCB, the new subsystem can deliver -85 dBm 

sensitivity over a 300 m Cat5e cable. Comparing to most RFID readers, this result is quite 

competitive, especially when the tag detection happens 300 m away.  

 

Figure 5.23 Automatic passive tag detection system configurations 

In order to fully understand the real detection performance of this automatic detection system, 

an experimental comparison of this new system and the existing commercial Impinj Speedway 

RFID system was conducted. Figure 5.23 depicts the configurations of the two systems. As can 
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be seen from Figure 5.23(I), a 300 m twisted-pair cable is used to connect the central controller 

and antenna subsystem. A 6 dBic circularly polarized antenna is directly attached to the 

subsystem at a height of 1.5 m, and a passive tag board is placed at the same height around 2.5 

m away from the antenna. There are 34 passive UPM Raflatac DogBone tags [152] attached to 

this board, placed in horizontal and vertical directions over 1.8 m × 2 m cardboard. Figure 

5.23(II) shows that a 1 m coaxial cable is used to connect the Impinj Speedway reader and 

antenna. The antenna is installed at the same height, and with the same orientation as the 

configuration in Figure 5.23. The passive tags and board were not moved during the 

measurement. The transmission power in both systems was set to 20.5 dBm, and the system 

operated using frequency hopping.  

 

Figure 5.24 Measured results of two automatic tag detection systems 

According to the results in Figure 5.24, the two systems provided similar detection performance. 

The measurements for each system were repeated 3 times, and the average value is presented 

in the table. Each time the tag detection operates over a 3 minute period. Those passive tags in 

green colour were successfully detected in the 3 measurements, whereas the tags in red colour 

have failed recognition at least once.  In terms of the read rate, the proposed system can reach 

an average of 57.3 tag/s, but the commercial one reached only 17.2 tags/s. This superiority is 

also reflected in the time to detect all the passive tags. The designed automatic detection system 
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was able to obtain all the tag information within 728 ms. However, the commercial system 

struggled to detect some missing tags and required around 1.1 minutes to read them all. 

It is also worth discussing the read range of these two systems. The given results for the 

proposed new system can be achieved 300 m away from the central controller, while the 

commercial system cannot achieve this. Based on the specification of LMR-200 coaxial cable, 

the cable loss is 0.4 dB/metre. For a 25 m long coaxial link, the transmission power reduces 

from 20.5 dBm to 10.5 dBm. Almost half of the signal power is wasted in the cable transmission. 

Although more advanced coaxial cables with lower attenuation can be used to reduce this loss, 

the cost for purchasing these cables dramatically increases the entire system budget, especially 

in a DAS system. Moreover, these low-loss coaxial cables are typically thicker and heavier. 

More details of the comparison between twisted-pair cable and coaxial cable are shown in Table 

5.1. It is not difficult to find that the most cost-efficient link for large-range detection is using 

Cat5e cable in the system.  

Table 5.1 Comparison of Cat5e cable and coaxial cables [153] [154] [155] 

Cable Type Cat5e LMR-200 LMR-400 LMR-1700 

Signal Frequency 
Baseband 

350 kHz 

RF 

900 MHz 

RF 

900 MHz 

RF 

900 MHz 

Cable Loss (dB) 

10 m 0.11 4 1.28 0.31 

150 m 1.65 60 19.2 4.65 

300 m 3.3 120 38.4 9.3 

Weight (kg) 

10 m 0.31 0.3 1 11 

150 m 4.65 4.5 15 165 

300 m 9.3 9 30 330 

Approximate Price (£) 

10 m 8 12.4 30.3 435.3 

150 m 120 186.6 454.5 6,530 

300 m 240 373.2 909 13,060 
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To compensate for the cable loss, it is also possible to use additional high-gain RF amplifiers. 

However, this method directly leads to higher power consumption of the system. It also a 

requires higher cost to cascade a high gain and high P1dB RF amplifier to maintain the system 

linearity. More importantly, the minimum SNR of the uplink signals is the critical parameter to 

allow successful decoding. It is difficult to improve this degradation in a high loss cable link. 

In the proposed system, a carefully designed operational amplifier can further improve the SNR 

of the down-converted signals before it is transmited back to the controller over a Cat5e cable. 

By simply doubling the magnitude of the demodulator output signals, the 300 m system 

sensitivity without LCB can be improved from – 94.5 dBm to – 99 dBm. This measurement 

proves the capability of the new system in improving the uplink SNR.  

 

 

Figure 5.25 System sensitivity with an uplink amplifier 

Regarding installation, twisted-pair cable can be simply plugged to an RJ45 socket to connect 

the link, and short cables can also be quickly cascaded using extenders. However, the coaxial 

cable in a conventional system needs to be screwed using specific connectors. Connector 

matching, limited bend radius and heavy weight greatly reduce the installation flexibility. Thus, 

based on this comparison study, the new automatic UHF RFID system is much superior to the 

conventional RFID systems for wide-area tag detection.   

5.7. Conclusions 

This chapter introduced leakage canceller architectures and convergence algorithms. In order 

to efficiently suppress the leakage in the proposed antenna subsystem, an effective leakage 

suppression block using a phase and gain control method has been designed. Through 
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measurements, this new canceller is able to deliver an average suppression of 36.9 dB, and this 

excellent performance remains when the system operates using frequency hopping. With help 

of an improved scanning algorithm, this canceller can find its optimal status within 38 ms, and 

this settling time can be shorter if the algorithm reduces the number of voltage samples taken 

at each point.  

 

This leakage suppression block can successfully address the saturation problems of the 

designed subsystem, and it allows the subsystem to operate in a monostatic configuration. The 

sensitivity measurements have shown that the designed system can still achieve a sensitivity of 

-85 dBm over a 300 m Cat5e cable. Suggestions have also been given that, to further improve 

the leakage canceller and system performance, a higher dynamic range of the power detector 

and more targeted parameter settings are required. Through comparison with the Impinj 

Speedway RFID reader, this new automatic passive UHF RFID system has been confirmed to 

deliver high performance long-range passive tag detection.  Particular advantages include the 

tag read rate and capability of uplink SNR improvement. This novel system is also superior to 

the conventional RFID systems in terms of link distance, link cost, and installation flexibility.  
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Chapter 6 

6. Conclusion and Future Work 

6.1. Demands for Wide-area Detection 

The passive RFID market constitutes more than 80 percent of the world RFID market, and the 

increasing demands for wide-area detection is leading to growing research and development. 

The read range of a conventional passive RFID reader however is limited by its downlink power, 

and so for large area coverage, many readers are required. In addition to the high cost of this, 

the complexity of deployment and reader management, due to for example collision and 

leakage issues have impeded widespread adoption. The introduction of a distributed antenna 

configuration greatly extends the coverage of a single reader. However, this configuration has 

its own limitations. The RF signals to the antennas suffer from high cable loss over a long 

coaxial connection link. High-gain amplifiers can help to solve this issue, but in turn lead to 

high power consumption. In addition, the minimum uplink signal-to-noise ratio needed to 

demodulate the backscattering signals also limits the maximum cable length. Therefore, the use 

of multiple antennas configuration connected by coaxial cables is mainly appropriate for indoor 

applications.  

 

The aim of this work therefore has been to develop a cost-efficient, highly-flexible, and reliable 

RFID system for large-area tag detection. In order to achieve this, limitations such as high cable 

attenuation and SNR degradation in a long cable should be overcome. Some other issues such 

as deployment difficulty, detection reliability and system cost should also be improved during 

the system design.  

6.2. A Novel Passive UHF RFID System over Twisted-pair Cable 

Chapter 3 has presented a new system configuration for long-range UHF RFID systems. This 

system consists of a central controller and an antenna subsystem, and these two modules are 

connected by a commonly used twisted-pair cable. Instead of carrying the carrier frequency, 

the twisted-pair cable is only used to transmit the low-frequency reader commands and down-

converted backscattered tag signals. Because they are low frequency, these baseband signals 

encounter very low attenuation even though the cable is more than 100 metres long. Theoretical 

models such as link budgets and RF spreadsheets for this new RFID system have also been 
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described. The simulations confirm the feasibility of this design, and the possible limitations in 

each proposed block have been investigated.  

 

In addition, a new method has been developed to achieve frequency and phase hopping by 

tuning the frequency and phase of the reference tone using a frequency synthesis module. The 

simulation results prove the feasibility and accuracy of this method. By using this new method, 

the cost and size of the subsystem can be further reduced, and multiple subsystems can be easily 

synchronised using this method for future DAS applications.  

6.3. Passive RFID System in Long-Range Detection 

In Chapter 4, the proposed new system has been fully measured. Based on the experimental 

results, this new system is able to provide stable and reliable transmission signals, and its output 

power is high enough to reach the maximum regulatory limit. In addition, the excellent 

condition of the baseband communication between the central controller and the antenna 

subsystem helps the system to meet the requirements of RFID industrial standards.  

 

Through practical measurements, it has been found that the uplink sensitivity of the new system 

is insensitive to the length of twisted-pair cable. It was also shown that the reader sensitivity of 

this new system can achieve -94.5 dBm over 30 m Cat5e cable, and its sensitivity can still 

remain at around -94 dBm with 180 m Cat5e. According to further investigation, the cable 

insertion loss, crosstalk and delay effects have little effect on this new configuration. 

Comparison with a USB-extended RFID system, showed that the proposed system has no delay 

issue in its baseband communication over twisted-pair cable, while the USB-extended system 

cannot achieve such latency. To verify the obtained results, a practical demonstration has been 

conducted. Passive tags were successfully detected over a 6 m wireless range with 300 m of 

twisted-pair cable between the central controller and antenna. 

 

This new system configuration delivers high performance for long distance passive RFID 

applications and also provides massive benefits for multi-antenna RFID systems. This proposed 

configuration allows a central controller and multiple subsystems to achieve the RFID DAS. 

Through this approach, the entire hardware cost is reduced since the baseband processes are all 

completed in one module. In addition, low cable loss and high deployment flexibility allow the 

system to achieve long-range detection where the conventional RFID systems cannot.  
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6.4. Long-Range Detection with Leakage Cancellation  

Chapter 5 has introduced some typical leakage cancellation architectures and convergence 

algorithms. In order to efficiently suppress leakage in the proposed antenna subsystem, an 

effective leakage suppression block using phase and gain control has been designed. Through 

practical measurements, this new canceller was found to deliver an average leakage suppression 

of 36.9 dB, and this excellent performance can remain when the system operates with frequency 

hopping. With help of the improved scanning algorithm, this canceller can find its optimal 

status within 38 ms, and this settling time can be shorter if the algorithm reduces the number 

of voltage samples taken for each point. The overall performance of this leakage suppression 

block can meet the requirements of most commercial RFID readers. To further improve this 

suppression block, a higher dynamic range is required at the power detector along with higher 

resolution of the targeted parameter settings.   

 

The leakage suppression block can successfully address the saturation problems of the designed 

subsystem, and allows the long-range RFID system to operate in a monostatic configuration. 

After adding the leakage canceller, the designed system can achieve a -85 dBm sensitivity over 

a 300 m Cat5e cable. A comparison study has also been conducted to evaluate the system 

performance. According to the results in comparison tests, the proposed long-range RFID 

system provides highly-reliable tag detection with a fast read rate over a 300 m Cat5e Cable, 

and it also shows advantages in terms of its long-range detection and installation flexibility. 

Therefore, an automatic long-range passive UHF RFID system with improved Tx/Rx isolation 

has been successfully and finally developed.  

6.5. Directions of Future Work 

This thesis has delivered a world-first cost-efficient, highly-flexible, and reliable passive RFID 

system using twisted-pair cable to address distant antennas for large-area tag detection. While 

significant achievements have been made to ensure its performance, more research is required 

to enable the system to achieve its ultimate potential in the increasingly competitive RFID 

market.  

6.5.1. RFID DAS over Twisted-pair Cable 

In Chapter 4 and Chapter 5, the proposed long-range RFID system over twisted-pair cable has 

been demonstrated. This system is able to provide highly-reliable detection performance. 

However, the demonstration only showed the reading distance that the proposed system can 
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achieve. Due to downlink limits, multiple subsystems are still required to achieve very large 

area coverage. Figure 6.1 presents the architecture of the RFID distributed antenna system using 

twisted-pair cable.  

 

 

Figure 6.1 Long-range RFID DAS 

Since the proposed system suffers little adverse effect from cable loss and sensitivity 

degradation over a long twisted-pair cable, this increases the flexibility of subsystem 

deployment. Figure 6.1 shows the possible topologies of the subsystems, such as star, tree or 

line topologies. Future studies in this direction are concentrated on baseband signal processing 

techniques such as equalization, synchronization, and combination, which are used to recover 

the tag symbols from different subsystems. In addition, the investigation of SNR tolerance for 

twisted-pair cable is needed to determine the maximum number of subsystems that a single 

cable can support in distributed configurations. However, based on the current measured results, 

for a DAS RFID over Cat5e cable, the maximum number of the subsystem is mainly limited 

by the SNR of the baseband signal in the central controller. This is because the baseband signal 

suffers SNR degradation in splitting the signals. Thus, the designed system can have a large 

number of subsystems for distributed DAS configuration. However, for a line or hybrid DAS 

configuration, the situation become complicated and need to be further investigated. 

Algorithms for efficient localization using this new system are also worthy of further 

development.  

6.5.2. Universal Protocols RFID Subsystem 

Chapter 2 demonstrated a baseband-controlled frequency and phase hopping method. Through 

this method, the frequency and phase of the output signal in antenna subsystem can be precisely 
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set to desired values so that the RFID system can operate in different frequency bands to comply 

with the different worldwide standards and regulations. For example, the antenna subsystem 

can operate in the 865 – 868 MHz band to provide tag detection in European countries, and 

also can operate in the 902 – 928 MHz band to deliver RFID coverage in North America. In 

addition to the operational frequency, other important parameters such as transmission power 

and communication protocols must be obeyed so as to achieve a universal protocol RFID 

system. In such a system, different types of tags can be detected by a single central controller, 

and different RFID protocols can be simultaneously applied by multiple antenna subsystems. 

Figure 6.2 shows an example of a universal RFID application.  

 

Figure 6.2 A universal protocol RFID system 

In order to achieve this highly-flexible universal protocol RFID system, the current central 

controller should incorporate more comprehensive RFID protocols and more sophisticated 

interfaces to allow the different protocols to be operated at the same time. The subsystem 

modules can be designed in different versions for specific applications such as near-field 

detection, mid-range detection, and long-range detection. Studies in this direction mainly focus 

on developing baseband protocol combination schemes and designing low-cost, highly-reliable 

subsystems over twisted-pair cable for different detection range applications.  

6.5.3. Multiplexing in Twisted-pair cable 

In a commonly-used Ethernet cable, there are four pairs of copper wires. These four pairs are 

fully used by the current RFID system design: One pair is used to transmit baseband reader 
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commands, two pairs are used to receive the tag signals, and the last one is used to send the 

reference oscillator signal. However, if more control signals are needed for multiple subsystems, 

multiplexing techniques should be applied to increase the bandwidth use in each channel. 

Through this approach, the possible control functions can be centralised in the RFID central 

controller, and Power over Ethernet (PoE) can also be achieved.  

 

Common approaches for analogue multiplexing are frequency division multiplexing (FDM) 

and time division multiplexing (TDM). Commands or signals can be sent in several distinct 

frequencies over four frequency channels (FDM) or can use a switch to enable the transmission 

and reception between controller and subsystem (TDM) in different time slots. Figure 6.3 

shows the multiplexing methods for the proposed RFID system. 

 

Figure 6.3 Multiplexing in twisted-pair cable 

Studies here should investigate the performance degradation due to noise and other properties 

such as crosstalk and delay when using these multiplexing techniques. This work could be of 

great help to the next stage in development of the next generation digital RFID DAS.  

6.5.4. Cyber-Physical RFID DAS over Twisted-pair cable 

In order to achieve a next-generation cyber-physical RFID system, the central controller should 

be fully virtualized and realized in the web cloud, and subsystems should be able to directly 

communicate with an online control server through wired or wireless links. In such a digital 

RFID system, cable length and coverage are no longer the limitations since the subsystem can 

be deployed in any desired place. With help of other wireless standards and protocols, those 
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subsystems are able to share tag information with other subsystems or devices such as mobile 

phones and PCs. Figure 6.4 shows an example of the cyber-physical RFID DAS.  

 

In this system, users are able to use their mobile phones to control the RFID systems via Internet 

online Cloud, and those subsystems inside a building can be controlled wirelessly by a PC. 

Inside the PC, a wireless RFID control card is needed to provide basic RFID physical-layer 

protocols. Therefore, digital RFID DAS could become one of the most important cyber-

physical systems to serve society.  

 

Figure 6.4 Example of the digital RFID DAS 

Studies to achieve this attractive system are mainly focused on protocol design. To combine 

the RFID protocol with other wireless protocols such as Wifi (IEEE 802.11), it is essential fully 

to understand the requirements of both protocols. For example, limited package delay is 

tolerable in a TCP/IP network, but this delay is unacceptable in a full-duplex RFID system 

since it may lead to timeout and synchronisation problems. To solve such problems therefore 

requires careful design at the control server and physical layer. This powerful RFID system can 

only be achieved when a reliable cyber-physical link is established.  
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Appendix A 

This appendix provides the details of ARM controller and R2000 Chip for system central 

controller. The selected control and RFID chip are both embedded in an R2000 RFID module, 

and this module can provide all the required baseband signals for the central controller. Figure 

A.1 shows the front and back side of R2000 RFID module.  

 

Figure A.1 Integrated R2000 RFID module 

Since the RF block in the R2000 chip is bypassed, the method to obtain the baseband commands 

is to configure the particular registers in the ARM processor. The details of the configuration 

is described and its relating accessible test points from the R2000 chip are shown in Figure A.2.  

In this design, the downlink baseband signals can be obtained at the point just after the baseband 

transmission filters (red box). The baseband tag signal can also be inject back to the R2000 

chip by connecting to the dense reader mode (DRM) filter pins. Thus, the baseband input and 

output ports on this module are determined. For more specification information, please find in 

the datasheet [116]. 
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(1) Register table for downlink baseband 

 

 

(2) Block diagram for test points and IO ports 

Figure A.2 R2000 Chip block diagram and test points 
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Appendix B 

This appendix shows the details of frequency synthesis ADF4350 and its development board. 

Figure B.1 provides the details of the development board that is used in the subsystem. This 

board including a USB connector, ADF4350 synthesiser, and internal TCXO oscillator. 

Accompanying software for controlling the synthesizer functions can be used via USB control 

port.  

 

Figure B.1 ADF4350 Development board 

In the designed system, the external reference signal is used. For this case, R1 and R2 have to 

be removed to disconnect the on-board TCXO, and R9 need to be populated with a resistor of 

50 ohms (Figure B.2). Since only SMA connectors is provided in the board, extra SMA to RJ45 

adaptor is needed for impedance match and connection. More specification information can be 

found in datasheet [133].  

 

Figure B.2 ADF4350 development board circuit modification 
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