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Abstract
In corporate environments, we can �nd various information systems (IS), which need to communicate toeach other to share and maintain data consistency. Academic environments (AE) are even more complex thancorporate environments because they have several IS to help manage di�erent aspects, such as restaurant andlibrary, which need to have consistent data to work properly. Therefore, it is necessary to encounter a formto develop an integration among them and share common, trustworthy data. We present a case study onSOA-based architecture for IS integration within AE to keep data consistent through the systems, to monitorthe communication, and to make the integration safe and manageable. We applied the proposal, and theresults show that we can integrate, monitor, and manage di�erent software systems and network services andpermissions. The main contribution is a useful integration architecture for AE that must share trustworthydata among several, heterogeneous IS and network systems. In addition, a small team can implement andmaintain this proposed architecture.
Key words: Academic Environments; Information Systems Integration; Service-Oriented Architecture; WebServices.
Resumo
Em ambientes corporativos, pode-se encontrar diversos sistemas de informação (SI), que precisam comunicarentre si para compartilhar e manter dados consistentes. Ambientes acadêmicos conseguem ser ainda maiscomplexos que ambientes corporativos, pois, especialmente em universidades federais, há diversos aspectosa serem gerenciados, como restaurante universitário e biblioteca. Tais setores também precisam de dadosconsistentes para funcionar corretamente e não haver perda �nanceira. Então, é necessário encontrar um meiode desenvolver uma integração entre os SI e compartilhar dados comuns de maneira con�ável e consistente.Neste trabalho, é apresentado um estudo de caso sobre uma arquitetura orientada a serviços para integraçãoentre SI em ambientes acadêmicos para manter os dados consistentes através dos sistemas, monitorar acomunicação entre tais sistemas e tornar a integração segura e consistente. A proposta foi aplicada e osresultados mostram que é possível integrar, monitorar e gerenciar permissões de integração entre diferentesSI e serviços de rede. A principal contribuição é uma arquitetura de integração para ambientes acadêmicos queprecisam compartilhar dados con�áveis através de diversos e heterogêneos SI’s e serviços de rede. Além disso,uma equipe pequena de TI consegue implementar e manter a arquitetura proposta, já que não há necessidadede alteração de código de sistemas e serviços já existentes.
Palavras-Chave: Ambientes acadêmicos; Integração de Sistemas de Informação; Arquitetura orientada aserviço; Serviços Web.
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1 Introduction
Information Systems Integration constitutes acommon problem in corporate environments, aswell as in academic environments. Studies havepointed out that, concerning academic environments,several Universities around the globe in fact strugglewith integrating information systems (Anderssonet al.; 2014; Costa et al.; 2010; Cunha et al.; 2008;Garcia et al.; 2015; Fu and Yuan; 2011; Suryawan;2014; Bessa et al.; 2016; Putro and Rosmansyah;2017). Universities, in general, have di�erentnecessities regarding their information system sincethey have departments that deal with administrativeactivities and departments that deal with learning,research, and extension activities. Furthermore,those information systems have to be integrated toshare data among them and among network servicescomposing an heterogeneous environment due tothe diversities concerning, for example, technologies,DBMS, and platforms.Corporate environments, in general, have di�erentinformation systems to handle strategic, tactic,and operational information (Turban et al.; 2004).Besides, data may be shared among systems indi�erent levels (vertical integration), and amongdi�erent systems in the same level (horizontalintegration). There is a number of approachesfor Information Systems Integration (ISI), whichcan be classi�ed, for instance, by technique-centric approach, such as “Centralized Information”(Martins; 2005), or by focusing the organization itselfand its processes, for example “Business to Business(B2B)” (Hohpe and Woolf; 2003).Concerning ISI, there are three importantdimension of issues (Hasselbring; 2000): distribution,heterogeneity and autonomy. Distribution meansthe ability of a proxy service hide distribution andbe presented as an only system, for example, byusing Remote Procedures Calls (RPC). Heterogeneityconcerns the di�erent servers on which varioussystems, developed in a number of di�erentlanguages, can execute. Finally, autonomy is relatedto the ability of a system decide how to communicatewith external systems (Hasselbring; 2000).Database features can assist at ISI by using directconnections to external views or, if distinct databasesare on the same Database Management System(DBMS), the tools of the DBMS may be used, such astriggers, procedures, or even database engines, forexample the Federated Storage Engine, present inMySQL DBMS. Other approaches, such as creating aunique global ID for entities (Suryawan; 2014) can beused, although it represents a big change in alreadysettled / third-party databases. Simultaneously,other tools, such as Cron1, may help by being setto trigger an update script.Approaches such as Service-Oriented Architecture(SOA) can be used for ISI. Several technologies providesupport for implementing SOA, such as J2EE, .NetFrameworks, Microservices (Dragoni et al.; 2017)and Web Services (He and Da Xu; 2014). Whenwe use SOA speci�cally for ISI, we have Service-Oriented Integration (SOI) (Hensle et al.; 2010; OASIS;

1https://help.ubuntu.com/community/CronHowto

2006). A way of implementing SOI is through WebServices, which represents a vision on distributedprogramming and resource o�ering, strongly linkedto Internet (Technologies; 2001). Many patternsand technologies, such as Simple Object AccessProtocol (SOAP), Representational State Transfer(REST) architecture, and Java API for Web Services(JAX-WS), provide support to develop Web Services.
ISI can be extended to academic environments asthey may be even more complex and heterogeneousthan corporate environments (Alkhanak andMokhtar; 2009; Andersson et al.; 2014; Costa et al.;2010; Fu and Yuan; 2011; Suryawan; 2014). Systemsmost commonly used in corporations, e.g. EnterpriseResource Planning, frequently contain modules thatembraces the major activities in the company in anonly system. On the other hand, universities havedi�erent departments and services, for instancerestaurant, academic control department, wireless,e-learning platforms without evident relationamong them. However, these systems and serviceshave at least one thing in common: they do needtrustworthy, consistent and updated data.
The Federal University of Lavras (UFLA) isan example of that academic environments thathas complex and heterogeneous informationsystem integration (Garcia et al.; 2015). UFLAhas, approximately, 20 information systems (IS)maintained by the Information Systems Coordination(ISC), which is subordinated to the Board ofInformation Technology Management. Thoseinformation systems have peculiarities regardingtheir: goal (academic, administrative, and support);DBMS; platforms (desktop, web or mobile); andtechnologies. Furthermore, some of those IShave been developed by ISC and others have beendeveloped by thirds (companies or professors withtheir students). In addition, the University hasnetwork services, such as e-mail and wirelessinternet available to the whole academic communityvia user authentication.
This diversity of IS and network services makesthe integration challenging. Therefore, in thispaper we present a case study on a SOA-basedintegration architecture designed to be scalable,�exible, monitorable, and to have mechanisms ofsecurity. A small team with 3 professionals (databasemanagers and developers) implemented the proposedarchitecture at UFLA, making the integration morereliable and secure. After that, they could identify,for example, problems in the information systemsintegration using the management and monitoringsystem developed by them. The main contributionof this work is an integration architecture that canbe implemented by small teams and can be usedin academic environments that have a diversity ofinformation systems and network services.
The rest of the paper is organized as follows.We brie�y present concepts related to informationsystems integration and SOA in Section 2. In Section3, we de�ne the problem and, in Section 4, we presentthe integration architecture proposal, covering anumber of aspects. We implemented the architecturein an University and we report and discuss the resultsin Section 5. The related work is presented in Section2.3 and the Conclusion is presented in Section 6.
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2 Background
The company that uses Information Technology(IT) in an e�cient way, integrating IT strategiesto business strategies, is able to gain competitiveadvantage (Laurindo et al.; 2001). In these companies– specially in Universities –, it is common to �ndscenarios with many information systems, in whichdata must be shared in order the preserve theconsistency among all IS and network services andeventually to constitute an Information SystemIntegration (ISI). One of the most popular techniquesfor ISI is by using SOA. This section brie�y presentsapproaches of information systems integration andconcepts related to the Service-Oriented Architecture(SOA).
2.1 Information Systems Integration

Approaches

Several reasons may instigate companies to contractor develop information systems integration solutions.These reasons may be (Degan; 2005): to extendfrom the existent technology, to reduce costs andtime on implementation of new services; to allowintegration with stakeholders, expanding the rangeof services; and integrate common information indi�erent databases, outcomes of fusions, acquisitionsor legacy systems. Information Systems Integrationconstitutes a risky task, as each organization has itsown characteristics and integration needs (Martins;2005).An organization can integrate systems taking intoaccount approaches with di�erent focuses, such asimplementation or on the company and its processes.Regarding implementation level, an informationsystems integration can be classi�ed as (Martins;2005): a) Composite Applications: applicationsintegrated via API, that works as a connector betweensystems; b) Centralized Information: informationsystems have access to the same database sharingdata and metadata; and c) Integrated ManagementSystems: closed systems and formed by independent,internal modules. This type of integration isimplemented, commonly, in the source-code level.Focusing on the organization and its processes,we have, for instance (Hohpe and Woolf; 2003): a)Data Replication: integration in the informationlevel, having distributed, synchronized andupdated databases; b) Business-to-BusinessIntegration (B2B): surpass companies’ boundaries.Represents functionalities o�ering between di�erentorganizations. Although the other conceptsmentioned here may be applied to B2B, theutilization of external networks may arise newaspects to be analyzed (Hohpe and Woolf; 2003);and c) Service-Oriented Architecture (SOA): systemso�er functionalities as services, that means, incomputing science context, “function well-de�nedand universally available”.Although di�erent focuses, the taxonomieshave similarities among themselves (Hohpe andWoolf; 2003; Martins; 2005). For instance, theapproaches Business-to-Business Integration (B2B)and Composite Applications may use API to sharinginformation and accomplish an integration amonginformation systems. To realize the integration, we

can use SOA implemented by using Simple ObjectAccess Protocol (SOAP) or Representational StateTransfer (REST), and Extended Markup Language(XML) or Javascript Object Notation (JSON).
2.2 Service-Oriented Architecture

Software architecture represents a structure thatcomprises software components, their externallyvisible properties and the relation between both(Pressman; 2001). Service-Oriented Architecture(SOA) have been considered one of the principalparadigms in distributed systems design leading toa rami�cation in Software Engineering, so-calledService Software Engineering (van den Heuvel et al.;2009). SOA constitutes a paradigm that aims toorganize and utilize resources, that may be undercontrol of di�erent owners, by providing a uniformmeans of o�ering, discovering, and interacting withfunctionalities used to produce the desired andconsistent e�ects.This paradigm can o�er several bene�ts, such ascontrol of systems growth, global-scale services o�erand utilization and cost reducing in business-to-business cooperation (Valipour et al.; 2009). By usingSOA as an integration means, there is the Service-Oriented Integration (SOI), which principal aim isto create an integration among multiple systems,changing little or nothing their implementations(Hensle et al.; 2010). This technique exposes data,functionalities and processes to be consumed bysystems of integration. There are several approachesfor SOI focusing on existent systems (Hensle et al.;2010): a) Service: it uses a service layer betweenexistent systems and service consumers; b) ProcessIntegration: to integrate processes in a corporateenvironment, suggesting the utilization in theintegration of small processes within big processes,having human interaction or not; and c) DataIntegration: it regards an approach to manage datamodels’ complexity in di�erent applications.Web Services (WS) constitute a means ofimplementing SOI providing a service interface thatallows consumers to interact with service providers(Coulouris et al.; 2013). The most common mannerto implement WS is by using Simple Object AccessProtocol (SOAP) as protocol or Representational StateTransfer (REST) as architecture of communication,also mentioned as solution for processes integrationamong organizations (Zur Muehlen et al.; 2005).SOAP is a protocol that uses Web ServicesDescription Language (WSDL), an XML-baseddocument, to describe functionalities o�ered by aWS (Zur Muehlen et al.; 2005). SOAP provides a basicstandard of communication, in which each operationis represented by its terminal, described in the XMLsent in the request, instead of a method HTTP as inREST architecture (Zur Muehlen et al.; 2005).REST is an architecture (Fielding and Taylor;2002) which constitutes an abstraction of principlesthat makes World Wide Web (WWW) scalable(Zur Muehlen et al.; 2005). It allows o�ering servicesidenti�ed by a Uniform Resource Identi�er (URI), forexample http://www.mysite.com/companies. HTTPmethods such as GET, POST, DELETE and PUT, de�nethe operation to be executed on a record or a set ofrecords. For example, GET obtains, POST inserts,



R. Abilio et al./ Revista Brasileira de Computação Aplicada (2019), v.11, n.1, pp.2–13 | 5

DELETE removes and PUT updates data (Fielding andTaylor; 2002).By using REST the responses can be returnedin accordance with the application requirements,for instance, by using di�erent types of responseor formatting, such as Javascript Object Notation(JSON) or XML. Conversely, SOAP de�nes a responsestructure that must be respected (Gorski et al.; 2014).
2.3 Related Work

Information Systems Integration in academicenvironments has been studied along the years and anumber of proposals have been made (Alkhanak andMokhtar; 2009; Andersson et al.; 2014; Costa et al.;2010; Fu and Yuan; 2011; Suryawan; 2014; Putro andRosmansyah; 2017).In the Açores University (Portugal), a set of WebServices was developed aiming to optimize criticaltasks, involving �nancial and strategic information(Costa et al.; 2010). Risky administrative tasks,such as scholarship distribution and discounts for�ight tickets (relevant here as the principal meansof reaching Açores is by aircraft) - that requiredinformation correctness and velocity, - used to takeseveral days to be checked and validated, as theuniversity’s employees resorted to fax, telephone,mail and electronic mail to perform these tasks (Costaet al.; 2010).In the Federal University of Pelotas (UFPel- Brazil), it was developed and deployed a setof Web Services, named Cobalto Webservice, tokeep information consistency among systems andservices, such as university’s restaurant, e-learningenvironment and wireless (Andersson et al.; 2014).This project, by the time of publishing, was stillongoing, as 60% out of all systems in UFPel alreadyused Cobalto Webservice, and the other 40% ofsystems were scheduled to be migrated (Anderssonet al.; 2014).An ISI solution was deployed in an IndonesianUniversity, based on a global unique ID, thatidenti�es a person in the Institution and is usedas a synchronization key (Suryawan; 2014). Thiskey is copied among the tables in the databases ofthe integrated systems. One of the applications isde�ned as a Single Source of Truth (SSOT) and thesynchronization is scheduled by using Cron. Themodel does not present resources to recover fromfailures during synchronization. The integrationscript by accessing Web Services or direct access todatabase, the author a�rms that Web Services areutilized only for simple and occasional tasks. Formore expensive tasks, the update is done by usingdirect access to database, as in case of network failure,the instruction keeps running on the DBMS. Yetaccording to the author, this is a low-cost solutionand it is considered a palliative solution, until thedevelopment of a new de�nitive, robust solution(Suryawan; 2014).In a University in China, an ISI platform hasbeen developed for 6 years in order to improve andsafely ensure infrastructure, account, application,privileges, processes and data integration, and a casestudy is presented (Fu and Yuan; 2011). This platformhas solved a number of ISI issues, such as a bettercontrol access and authentication management (Fu

and Yuan; 2011). Although it seems interesting, thereis a lack of important details, as it presents an entireplatform but little part is shown in the case study.
In a Malaysian University, it was developed a setof Web Services in order to convert some applicationsinto services and make data available (Alkhanakand Mokhtar; 2009). In this mentioned work, itwas shown the importance of integration and dataavailability to the academic community through SOA.At �rst, the students were facing problems in usingdata and services of the institution. With the adoptionof integration of the services, students could relymore on data provided by the colleges, with increasedspeed and low costs implementations (Alkhanak andMokhtar; 2009).
The work developed in Portugal (Costa et al.;2010) presents a very speci�c, limited integration,as it seemed to �t only their needs. Anotherwork, developed in Brazil (Andersson et al.; 2014),presents a generic Web Service, intending to integratethe various systems. However, in the work it isnot mentioned if they count on security methods,or a monitoring system, for example. The workperformed in Indonesia (Suryawan; 2014) presentsa low-cost database integration, which can be veryexpensive while changing data models, specially inthird-party databases. The integration is very simple,and the author emphasizes that his approach it isnot a de�nitive one, and thus, a more robust, whichwould take longer and more knowledge, should bedeveloped. Our work provides a generic, scalablemanner to integrate a number of systems, in a safeand monitorable form.
Putro and Rosmansyah (2017) presented a proposalof a enterprise service bus (ESB) to deal withsmart educational services. Their proposal is basedon SOA, web services e microservices technologiesand its main functionality is to route, transformprotocols, and transform messages or data dueto compatibility among services and informationtechnology resources. Our architecture can be usedwith smart educational services acting as an ESB andalso dealing with data integration of other softwaresystems and network services.
Garcia et al. (2015) reported in their paper how thesoftware system integration was performed at UFLAbefore the adoption of a SOA-based integration. InJune/2015, a mobile application was developed andintegrated to the other software systems using SOAPand XML in the communication. However, it wasnecessary the development of a REST layer to reducedata processing on the mobile application. (Garciaand Abilio; 2017) studied the impact of that layerregarding time response of the requests. This workdi�ers fromGarcia et al. (2015) and (Garcia and Abilio;2017) since it presents a consolidated architectureused at UFLA that has been studied and improvedsince 2014. In this work, we present an abstractionof our architecture proposal that can be used as areference by other IT teams.

3 Problem De�nition
In general, Universities are based on teaching,researching, and extension activities. To supportthem, universities have departments to deal with
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administrative tasks, e.g. human resource, anduniversity planning and management. Moreover,they provide services for their students, professors,and employees, such as restaurant, library, e-learning environment, and academic e-mail. Inaddition, there are several software systems tosupport the activities and services in the university.These software systems are commonly developed bydi�erent companies, storing data in distinct DataBase Management Systems, running on di�erentOperating Systems.
Therefore, we have a number of di�erent processesand information systems (IS) to support them.Those IS have to be integrated to eliminate, forinstance, duplicated work among the departmentsand inconsistency data among the IS. In thisintegration, some IS connect in other systems toauthenticate an user, obtaining few data in response,or periodically synchronize more than thousands ofregisters in each connection (batch update).
We can identify the following characteristics ofthis scenario: a) IS used by di�erent business areas(academic, administrative, and support); b) IS andnetwork services based on di�erent technologiesand hosted in di�erent servers; c) IS of di�erentcompanies; and d) The need of IS for sharing di�erentamount of data.
We also have to consider aspects, such as:a) Security: only authorized applications canhave access to the data because personal dataof thousands of people may be handled; b)Maintainability, Flexibility and Scalability: new ordi�erent information systems and network servicesmay be added, changed, or removed, for example,due to business rules and information technologychanges; and c) Monitorability: it is necessaryto monitor the integration to detect, for instance,problems in the network connection or unnecessarydata synchronization.
This scenario is real for universities in Indonesia(Suryawan; 2014) and it is present in Brazil(Andersson et al.; 2014; Cunha et al.; 2008; Garciaet al.; 2015) and Açores (Costa et al.; 2010). Ourproposal aims to deal with di�erent systems /technologies, running on di�erent servers, due to theheterogeneity present in this sort of environment.

4 Proposed Architecture

We propose an integration architecture addressingthe characteristics and aspects that we identi�ed inthe Problem De�nition. This integration architecturecan be classi�ed regarding the implementation-centric vision as a “Composite Applications”approach (Martins; 2005) due to the integrationby using SOAP. Regarding the strategies, it focuseson the organization and its processes using aService-Oriented Architecture and Data Replication(Hohpe and Woolf; 2003) because the systemsprovide functionalities by means of services, thatcan be consumed by clients. Those functionalitiesmay deal directly with the databases involved in theintegration. In this Section, we discuss the mainaspects of the proposed architecture.

4.1 Maintainability, Flexibility and
Scalability

Regarding maintainability, �exibility, and scalability,we have to analyze the services and providersgranularity. A balance between coarse-grained(when it is involved too much data) and �ne-grained (impacting in round-trip requests tomaintain a single record, for instance) granularityis recommended in order to prevent a numberof problems, such as service duplication, hardmaintainability, and SOA principles breaking(Kulkarni and Dwivedi; 2008).Therefore, we discussed the question “Is it betteronly one provider containing all services, or someproviders containing some services?”. We selectedthe second option due to scalability, isolating, andgrouping the services by speci�c systems. Thismay improve the governance, auditability, andmaintainability of services (Kulkarni and Dwivedi;2008). With di�erent providers grouping relatedservices, the maintainability and �exibility areincreased because when a provider or its servicesneed to be created or changed, the provider can beinitiated or stopped without interfering on the otherproviders.
4.2 Security

The architecture uses SOAP as communicationprotocol and JSON as response protocol. SOAPhad been chosen because the client has to knowthe operations of the provider. SOAP counts onspeci�cations such as WS-Security, which aims toimprove SOAP messages, providing three principalmechanisms (Lawrence et al.; 2006): i) sendingsecurity tokens as part of the message; ii) messageintegrity; and iii) message con�dentiality. We usedJSON because we can transform objects into textin the response, and at the same time not mixingSOAP structure and the structure of the response,as it would happen if both would use XML. In theproposed architecture, the responses must contain aJSON object with four attributes:
i. ID: the ID of the message with the ID of theProvider, in order to improve the debug of eventualfailures;ii. MESSAGE: it contains a textual description oran object of the outcome for the action that wasrequested;iii. TYPE: it indicates the type of message,for instance, if occurred a “SUCCESS” or an“ERROR_DB”;iv. SYSTEM: this attribute brings the name of therequested provider.
Figure 1 shows an example of a JSON object withthe four attributes �lled. In this example, theattributes have the following values: 1) ID: 700_1.1;2) MESSAGE: records requested by the consumer inthe requirements elicitation; 3) TYPE: SUCCESS; and4) SYSTEM: PRG was the provider requested by theconsumer.In order to prevent unauthorized access, anauthentication approach using a Token and IP addresscan be used. That is, each authorized system has a
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Figure 1: JSON-formatted response of the WebService

Figure 2: Example of interaction between a PrivateConsumer and a Provider

Token and each token has a list of IP addresses orcomplete subnets from which the requests can origin.Therefore, when a system initiate its authentication,it provides its Token and the provider checks the IP ofthe client. If both match, the system is authenticatedand can consume the services.Figure 2 presents an example of the process inwhich a consumer needs to change a user login. Theconsumer starts calling “auth” service and providingits token (“ab4165ba�54”). The provider veri�es ifthe request came from an authorized IP and returnsa session key (“c4d64a1c65b”). A request withsession key is utilized to prevent unneeded accessesto database. The services that the token can access areloaded into the session and retrieved using a sessionkey. After that, the consumer calls “changeLogin”service providing the session key, the current loginand the new login. As a result, the provider returns aJSON object with the four attributes aforementioned.To deal with a situation in which we have anintegration among internal information systems(managed by the Information Technology teamof the University) and external systems (softwaresystems developed by thirds), we divide the providersin two categories named: Private and Public.Private providers are the ones that receive requestsexclusively from internal systems or contains servicesthat perform UPDATE or DELETE operations. On theother hand, Public providers contain single servicesthat perform only SELECT operations consumingprivate services. In this way, we have only onepublic interface and we encapsulate private servicesprotecting them from unauthorized access.Figure 3 illustrates the situation in which anexternal client needs to change the user login andthis update needs to be propagated to more thanone system. Consumer calls “changeLogin” service

from the Public Provider providing its token andthe Public Provider checks the token and the IP ofthe Consumer. After that, the Public Provider actslike a Private Consumer (Figure 2) having its owntoken, authenticating itself in the respective PrivateProvider, and consuming the services. Therefore,the Public Provider receives requests and maps therequested services to the respective private services.This approach allow the encapsulation of servicesand provides only one public interface. That is, ifthe structure of the private providers change, or anew private provider is included, or an existing oneis remove, the consumer will not be a�ected. ThePublic Provider can log and/or send an e-mail to thesystem administrator in case of failure.
4.3 Data Integration

It is common that legacy systems do not providemechanisms to integrate with other systems.Therefore, an integration architecture can work asa connector among systems providing, consuming,and translating data. The proposed integrationarchitecture provides, consumes, and translates dataamong systems by using SOA-based providers andconsumers.In the proposed integration architecture, we canhave providers and consumers that act directly in thedatabases of the integrated systems or that provideand consume SOA-based services, when at least onesystem provides them. When the service have tochange data directly in the database, it is neededto gather the requirements and study the metadatainvolved, contacting the software vendors in orderto detect possible and undesirable side e�ects atupdating data directly on the database. When thesystems provide an integration interface, the negativeimpacts are minimized.Providers and consumers can be developed for eachsoftware system and the execution of the consumerscan be scheduled. Figure 4 shows �ve softwaresystems with their providers and the respectiveconsumers executed by Cron.In order to maximize the data consistency amongthe systems, there is a database table where the datathat should be propagated to the other systems mustbe inserted. This database table works as a bu�er.The client of each system queries this table, in aprede�ned frequency, in order to obtain the data andto consume the provider of the same system, sendingthe data. Thus, both systems tend to be consistentamong each other.
4.4 Monitorability

The integration should be monitorable in order todetect failures, such as network or database failures.It is also necessary a manner to compare the amountof requests among systems to detect the time of theday that the requests happen the most, and to detectundesirable requests. It is necessary a graphical datain order to be rapidly turned into information.A Management System (MS) can be developed formonitoring and managing the providers, services,tokens, and requests. In its main window, MS shouldhave a dashboard showing graphics that allow the
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Figure 3: Example of interaction between Public and Private providers

Figure 4: Integration Architecture

comparison of number of requests, success/errorin the processing of requests, number of requestsbetween current and last week, time of the lastrequest, among others. MS should have CRUD (Create,Read, Update, and Delete) functions for tokens, andIP / subnet addresses from which a request can beorigin (consumer’s IP address).MS has to provide a �exible management ofthe authorized systems avoiding con�guration �lesto con�gure tokens and their IPs. In MS, theadministrator can enable or disable a service ina graphical way. Furthermore, we can generatereports on the stored data related to the servicesand the requests. Services that check the status ofcommunication between clients and providers areimportant. Additionally, when facing for instance atimeout, the service may send warning e-mails tousers recorded in MS.The Use Case Diagram (Figure 5) shows the MSactors and functionalities. MS has three actors(levels of access): 1) User Level 2 can only view theDashboard; 2) User Level 1 inherits the permissionsfrom User Level 2, and can also read Services, Tokensand Providers, but cannot update or delete them; and3) Manager can maintain Services, Tokens, Providers,Users, view Dashboard and link Tokens to Services.

5 Applying the Proposed Architecture
The Federal University of Lavras (UFLA) has beenpassing through massive changes, as Brazilian

Figure 5: Use Case Diagram of the ManagementSystem

government has encouraged the creation of newcourses in Federal Universities and, thus, increasingthe number of students and civil servants, includingprofessors. Therefore, new needs started to emergeregarding information systems. UFLA used to haveisolated software systems in each department, anddue to its growth, it was detected the need for sharinginformation automatically among that informationsystems. Therefore, in this section, we presentthe scenarios before and after the development anddeployment of the proposed integration architecture.
5.1 Scenario before the Proposed Architecture

Due to the growth of the University, in 2006, the �rstspark of ISI at UFLA appeared when data started tobe shared among Cin-Cadastro, Zimbra, and LDAP,by using UDF to execute external scripts (Garciaet al.; 2015). UDF stands for User-De�ned Function,functions programmed by a user, used as nativefunction in MySQL, developed in C and compiledinternally in the DBMS (MYSQL; 2005). A number ofproblems were identi�ed when using UDF, such asdatabase overload, as well as a problem related to aMySQL version update from 4 to 5.Cin-Cadastro is a software system that allow themanagement of users of e-mail, wireless, and thegeneration of the Institutional Card. In 2008, ISCstarted the development of SIG-UFLA aiming thecentralization of data of civil servants and studentsand providing functions to manage students andprofessors academic life (e.g., courses, disciplines,online enrollment, and reports). As SIG-UFLA was
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Figure 6: Integrated Software Systems before theProposed Architecture

going to have its own base of users, it was decidedto integrate SIG-UFLA and Cin-Cadastro avoidingduplicated work registering users in both systems.Although Cin-Cadastro centralizes the majority ofdata used by other systems, SIG-UFLA has the dataof civil servants, students, and other people that haverelation with the University.
Before implementing the proposed approach, only4 systems and 2 networking services participated inthe ISI (Figure 6): Cin-Cadastro, RV3Acesso, Zimbra,SIG-UFLA, Pergamum, and LDAP. The integration ofthe information systems and network services wasimplemented by using scripts scheduled in Cron andDBMS tools, such as triggers, UDF, and FederatedEngine of MySQL (Figure 6).
Figure 6 shows that, in the integration of SIG-UFLA and Cin-Cadastro, it was used triggers, i.e.,when data of a user are inserted or updated, anevent is dispatched and Cin-Cadastro is updated.Pergamum and Cin-Cadastro were integrated usingPHP scripts executed by Cron at scheduled time. Cin-Cadastro, Zimbra, and LDAP were integrated usingUDF, but this approach was very di�cult to maintain,as it is developed in C language programming andcompiled in the DBMS. Furthermore, as the updatevolume was growing, the longer the update took tobe concluded overloading the database server (Garciaet al.; 2015).
The integration approach presented in Figure 6was di�cult to manage and scale because: 1) whenother system needed data, database views weremade available for them; 2) it lacked a mechanismto monitor the integration; 3) there were severalmechanisms to integrate the systems; and 4) UDF,trigger, and Federated Engine are dependent on theMYSQL version.
Afterwards, to reduce the negative impacts of UDF,Cron was utilized to execute external scripts, at ascheduled time. Although not simultaneously, theupdates started to be executed without overloadingthe database. However, the scripts scheduled onCron did not have any pattern or similarities amongthem, characteristic that makes the scripts di�cultto maintain (Garcia et al.; 2015). In this scenario, theonly form to make data available to external systemswas through database access, mostly o�ering access

to views.
5.2 Scenario after deploying the Proposed

Architecture

In 2014, we studied the historic of the integration(Garcia et al.; 2015), and it allowed us to propose andtest the architecture. In April 2015, we already had 12software systems and 2 network services integratedusing the proposed architecture. Table 1 presents thesoftware systems with their programming language,DBMS, and platforms. For instance, the systemSIG-UFLA was developed by using PHP, uses DBMSMySQL, and its platform is Web.
Table 1: Software Systems and Technologies
Systems Prog. Lang. / DBMS

Platform
Cin-Cadastro PHP/Web MySQL

HCS -/Desktop MySQL
Merengue Java/Web MySQL
MinhaUFLA Java/Mobile -
Pergamum Delphi/Desktop SQL Server

Java/Web
PROEC PHP/Web MySQL
PRP PHP/Web MySQL

RV3Acesso -/Desktop MySQL
SIG-UFLA PHP/Web MySQL
SIGAA Java/Web PostgreSQL

SIGADMIN Java/Web PostgreSQL
SIGRH Java/Web PostgreSQL
SIP PHP/Web MySQL
SIPAC Java/Web PostgreSQL

Information Systems Coordination (ISC) hasdeveloped SIG-UFLA, MinhaUFLA and Cin-Cadastro,and there has been licenses purchases to usePergamum, HCS and RV3Acesso. SIGAA, SIGRH,SIPAC and SIGADMIN compose a family of systems.They are developed and maintained by other FederalUniversity and that University makes them availablefor deployment in other Universities. Those systemsare under gradual deployment, but they provide andconsume data from other systems. Merengue, SIP,PRP, and PROEC are software systems developed atUFLA, but we considered them as an external softwaresystems because ISC does not maintain them.Another software started to be integrated to theintegration architecture from June/2015: a mobileapplication for institutional purposes (at �rst o�eringfunctionalities for undergraduate students), namedMinhaUFLA. In order to reduce data processing onthe mobile application, a REST layer had to bedeveloped. This layer works by communicatingwith the MinhaUFLA Provider (that uses SOAP),translating data, converting the requests/responsesfrom/to JSON before sending it back to the mobileapplication (Garcia and Abilio; 2017).To implement the architecture in the University,PHP was chosen as programming language. PHPhas native functions for SOAP requests, generaldatabase-handler classes, and has good perspectives
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Figure 7: Communication among Public Clients(external systems), Public Provider, PrivateProviders and Private Clients (internal systems)

for future as its version 7 should be released in2015, bringing signi�cant advantages comparing toearly versions, including performance. Furthermore,80% out of the websites in 2017 (James; 2017) weredeveloped in PHP, which means there are severaloptions regarding servers to host web systems/sitesthat use this technology. Furthermore, PHP is cross-platform, and has, as of its version 5.1, PDO (PHPData Object), a data-access abstraction layer that easedata access and future changes on data sources.Figure 7 presents the implemented architecture.For example, Public Clients can request PublicProviders, and Public Providers can request onlyone or multiple Private Providers, that access thedatabases and return the requested data. PrivateClients can request Private Providers and they canperform the SELECT operation in the database of theCin-Cadastro seeking for updates in records that willbe propagated to other systems.In order to trigger the clients with the need ofrecurring update, we used Cron con�gured to executethem at each 10 minutes. Additionally, to bringsecurity, we utilized TLS, that is a protocol basedon public key cryptography. This protocol, as well asSSL, is widely accepted as a protocol that can providesecure HTTP for internet transactions (Microsoft;2003).To manage and monitor the integration, wedeveloped the Management and Monitoring System(MMS). MMS was developed by using PHP and hasthe uses cases described in the proposal (Figure 5).Figure 8 shows the MMS main window, in which wehave a dashboard with 5 charts:
i. Percentage of Success and Failures: observingthis chart we can notice that are occurring failuresand then we can investigate their causes;ii. Comparison of This and Last Week: with thischart, we can follow the use of the services;iii. Proportion of Requests to Providers: this chartcompares the amount of requests of each service;iv. Top 5 Requested Services: observing theservices more requested, we can try to optimizethem seeking to minimize, for instance, the

response time;v. Requests in the last 24 hours: the chart allowus identify peaks of requests of a service andinvestigate why they occurred.
Figure 9 presents the status of services, togetherwith the time of last request. When a Provider thatwas supposed to be updated in some frequency doesnot do that, after 1 hour from last request to checkingtime, the status of the Provider is signaled to redand the MMS starts sending warning e-mails to theresponsible sta�. Additionally, Figure 9 shows thetime of last request (date and time) and if it is inproduction (globe icon) or development (PC icon)environment. The statuses that can appear in thiswindow are online (green), o�ine (red), and disabled(gray). For example, HCS Provider is in production,and its last request occurred at 17:00:01 on 2015-04-27 and WS Provider is also in production, but its lastrequest happened at 16:16:16 on 2015-04-27. Thelatter is signed as red because the last request toit occurred longer than one hour before checking,meaning that something went wrong with the client.In addition, LOG Provider (a hypothetical system,showed for example purposes), is an example ofdisabled provider, signaled as gray.MMS has a use case to register Tokens and their IPsfollowing the proposal of preventing unauthorizedaccess by using an authentication approach thattakes into account a Token and an IP addresses(Figure 10). For example, in Figure 10, the token“a5b075fea11b1f9afdf0f5011” can use the IP addresses“187.145.16.27” and “179.151.20.102” to access theProviders. There may also be registered completesubnets, such as the Token named “Department 1Client” and subnet “177.150.48.%”, where % meansany number from 0 to 254.After selecting a token in the list (Figure 10), wecan allow its access to any Provider, since a link isrecorded in MMS.

5.3 Comparing the Scenarios

After implementing the architecture in October 2014,we can manage ISI easily through the MMS. Inaddition, the implementation and deployment ofnew providers and services take some hours or afew days, whilst in the former architecture, the ITteam spent weeks or months. As a result related toFlexibility and Scalability, in April 2015, less thanone year after implementation, we had 13 systemsin the integration; in April 2018, 20 systems wereintegrated, and this number is going to grow dueto the adherence of new systems at UFLA’s systemenvironment.The security was one of the main points to regardduring developing the architecture. Before, whenmaking views available to clients, some actionsshould be taken: creating a new user, setting the IPaddress (or range of IP addresses) that could accessthat view (in MySQL, the relation user:address is 1:1,meaning that, for each new IP address or range of IPaddresses to access the view, a new user should becreated). Furthermore, when a client, for any reason,stopped using the view without any noti�cation,the permission was still recorded, meaning it wasdi�cult to manage and to have control on which
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Figure 8: Management and Monitoring System (MMS) Main Window

Figure 9: Provider’s Status and Last Request

Figure 10: Managing Tokens and authorized IPs

permissions are still in use. Notice that there wasno central point of management. It was alwaysdependent on the system and integration tool used.
Nowadays, with the new architecture, we havea central management system, the MMS, in whichtokens and IP addresses that can access them can bemanaged. It o�ers enough data in order to supportdecisions, detect unused tokens and unauthorizedtrials of access. New controls and warnings ofnumerous access trials will be developed.
The approach, in which a unique global IDfor entities shall be created (Suryawan; 2014),is expensive when dealing with several systems,including third-party systems. However, at UFLAwe had an interesting characteristic: most of thedatabases had personal data stored, including CPF(individual registration), which could work as theunique global ID (Suryawan; 2014). For the systemsthat did not store CPF, such as Zimbra and LDAP,there was a �eld that, by politics at UFLA, is unique:user login. Therefore, the data consistency is veri�edusing those �elds without changing the systems.

Before the new architecture, it lacks a way formonitoring the integration. Most of the failures weredetected when a user experienced problems in oneof the systems due to the integration stopping. Withthe new architecture, we can monitor the integrationobserving in the dashboard: log system, checkingservices, and graphs of MMS. At the moment, MMShas graphs only for Private Providers and Services.As a future work, we intend to develop a graphicalmonitor for Public Provider and Services as well.In general, those charts allow the identi�cationof anomalous behaviours of services in terms of theamount of requests. For instance, we veri�ed thata certain service was requested several times in ashort period. Investigating the cause, we foundunnecessary calls to that service, and then, we �xedthe source-code in the Client with wrong behavior.

6 Conclusion
In this work, we have proposed an architecture forintegrating information systems in academicenvironments, and described how it wasimplemented in a Brazilian Federal University(UFLA). A team with only 4 IT professionals wasinvolved in the architecture design. However, only3 professionals from the team are responsible forthe database management and information systemsintegration. Therefore, a small team is responsiblefor managing the integration, developing consumersand providers, registering tokens and authorizedIPs.Before the implementation of the proposedintegration architecture, only 4 software systemsand 2 network services were integrated. In theintegration, several techniques were used, such as,triggers, UDF, and Federated Engine, but thosetechnologies depend on the DBMS version. Withthe new architecture, within less than one year,13 software systems and 2 network services wereintegrated. This new architecture promoted positivechanges because it is monitorable, manageable,secure, and scalable specially comparing to theformer integration architecture. Heterogeneoussystems, in this new architecture, can be integrated
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in an uniform way.The proposed architecture in Section 4 canbe used as a reference by Universities and evenby corporate environments, since the architectureis platform-independent and its implementationrequires knowledge on web services and access todatabases. Therefore, it is a low cost solution that canbe developed and maintained by a small IT team anddo not require licences of ERP third-party modulesor a whole new system to manage the integration.As future work, we suggest the implementation ofa structure to manage and monitor scripts executedby schedulers, since a software system may have toperform batch updates using scripts that connectdirectly to the DBMS and most of those scriptsare not managed and monitored; the developmentof a generic framework for information systemsintegration focused on Academic ISI.
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