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Abstract Conducting prevention research with children

and adolescents raises ethical challenges especially regard-

ing confidentiality. Research with children and adolescents

often applies methodologies which aims at the disclosure of

sensitive information about practices that impact on ado-

lescent mental and physical health such as sexual activity,

smoking, alcohol consumption, illegal drug use, self-dam-

aging and suicidal behaviour (ideation and attempts). The

scope of the article is to review normative documents that

cover topics relevant for confidentiality when conducting

research with children and adolescents. A systematic litera-

ture search in MEDLINE was performed to identify relevant

international and European guidelines and codes of ethics

that cover health, behavioural and social science research.

Additionally, the European Research Ethics website was

consulted for double check. However, none of the documents

aimed at biomedical, behavioural or social research offers

concrete support in resolving practical research ethics

problems regarding confidentiality. The codes show a lack of

clarity in any circumstances in which the researcher might

have an obligation to breach confidentiality by disclosing

sensitive information. Only little information is given on

what kind of disclosed information, if disclosed, might jus-

tify breaching confidentiality. The findings prove a need for

normative documents to address the ethical questions

regarding confidentiality arising in research practice

explicitly and specifically. Moreover, further forms of ethi-

cal guidance should be developed to support ethical research

with children and adolescents.

Keywords Adolescents � Children � Confidentiality �
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Introduction

Prevention research involving children1 and adolescents

raises ethical challenges, especially regarding confidenti-

ality and disclosure; this is of particular interest in the

context of physical and mental health research focusing on

the prevention of self-damaging and suicidal behaviour.

Recent projects such as the European SEYLE Study

‘‘Saving and Empowering Young Lives in Europe: pro-

moting health through prevention of risk-taking and self-

destructive behaviours’’ [1, 2] illustrate the need for ethical

advice in this realm.
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1 Although it is common to define children by reference to age and

the level of children’s biological and psychological development,

definition of children is more complex. According to World Health

Organization (WHO), the term ‘‘children’’ is used to cover all age

groups from birth to age 19, strict terminology refers to ‘‘newborns’’

(1–28 days), ‘‘infants’’ (up to 12 months), ‘‘children’’ (from 1 up to

10 years), ‘‘adolescents’’ (10–19 years). Other organizations (e.g.

UNICEF) may use different age groupings (UNICEF considers

children as being up to 18 years old). According to the US federal

regulations for research, ‘‘children are persons who have not attained

the legal age for consent to treatments or procedures involved in the

research, under the applicable law of the jurisdiction in which the

research will be conducted’’. Under this definition, not all adolescents

who are under the legal age of majority are defined as children.
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Children and adolescents differ from adults in their cog-

nitive, emotional and social capabilities as well as their legal

status. Besides physiological maturation, children undergo a

range of social and emotional changes during adolescence

related to their identity formation. Four stages of growth are

commonly described: infancy (birth to age 2), early child-

hood (3–8 years), later childhood (9–12 years) and adoles-

cence (13–18 years). The Convention on the Rights of the

Child defines child as ‘‘every human being below the age of

eighteen years unless the law applicable to the child, majority

is attained later’’ (Article 1) [3]. The term adolescent is used

to describe young people who are in the stage of development

that occurs between the beginning of puberty until adulthood.

Adolescent maturation is related to the personal development

where children establish their own beliefs, values, and what

they want to accomplish in life. Early adolescence (11–13) is

mainly characterized by the development of the adolescent’s

new self-image due to the physiological changes occurring.

The acquiring of new skills of logical thinking and abilities to

make rational judgements are associated with these changes.

In mid-adolescence (14–15), their cognitive and intellectual

capacities increase, they grow emotionally, and their peer

group contacts become dominant compared to family back-

ground. Characteristic for this period is that the adolescents

strive to loosen their ties to the parents, to stabilize their own

set of values, to explore new ideas, to shape their educational

trajectory and personal outlook. It is during this time that the

adolescents gain more autonomy associated with the aware-

ness of an increased sense of responsibility. The late ado-

lescence is mainly focused on the formation of adolescents’

identity and their place in society [4]. Adolescence is shaped

by specific experiences such as changes in the child–parent

relationship, the increasing peers’ influence, greater desires

for autonomy and independence, involvement in romantic

relationships and engagement in risk-taking behaviours [5].

In the last decades, many studies in the risk-behaviour area

aimed to identify the underlying mechanisms of the decision

that drive young people to engage themselves in ‘‘at-risk

activities’’. According to the theories of developmental

psychology, the emergence of exploratory and risk-taking

behaviours in adolescence is often described as a normal

developmental phenomenon marked by the onset of major

changes in biological, cognitive, psychological, social, and

environmental processes [6, 7]. As supported by the studies,

the decision to undertake this kind of activities is determined

by the cognitive, affective and social development [8]. Some

studies highlighted that adolescents have problems with

emotional control; they may react by manifesting transient

emotional states regarding problems in situations where

normally cognitive mechanisms would be more appropriate.

The results from existing studies suggest that moodiness

(volatility of mood) is characteristic of adolescents indicating

that they have more rapid and more extreme mood swings

(both positive and negative) than adults [9]. Moreover, some

evidence suggests that thrill seeking and disinhibition are

higher during adolescence than in adulthood.

Behavioural problems considered accountable for most

of the morbidity and mortality in the adolescent population

are substance use and unsafe sexual practices [10]. The

research in this area aims to improve the knowledge about

the factors influencing adolescent behaviour, to investigate

the effectiveness of interventions that may prevent risky

behaviours as well as to increase protective behaviours.

Many adolescent health problems are related to sensitive,

even illicit, behaviours such as underage drinking, illegal

drug use, smoking, sexual activity, self-damaging and

suicidal behaviour (attempts and ideation). Conducting

research on these topics requires that adolescents disclose

intimate information about sexual life, habits, secrets as

well as disorders. The main concern of the children and

adolescents regarding disclosure of information on their

personal behaviour to their parents is related to the likeli-

hood that this could produce a crisis in their private envi-

ronment (family) [11, 12]. To enhance the likelihood that

they will honestly disclose information, a promise of con-

fidentiality may be required. However, a promise of full

confidentiality might be difficult to be kept. If children and

adolescents during the data collection reveal information

that suggests they might be at risk to be harmed, researchers

may have an ethical and legal duty to disclose this infor-

mation. In this respect, the most common ethical dilemma

of the researcher concerns the decision of whether or not to

inform the parents about any risky behaviour identified in

the study [13].

The research questions addressed in this paper are the

following:

• To what extent should children and adolescents enjoy

the right to confidentiality in health prevention

research?

• Under which circumstances will breaching confidenti-

ality be justified, or even a duty? Towards whom does

any duty to disclose exist?

• How should any breach of confidentiality be handled?

In this paper, we analyse and discuss what recommen-

dations are made in research ethics codes and guidelines

regarding confidentiality in studies with children and ado-

lescents. Firstly, we will define the key concepts––privacy,

confidentiality and related issues, assent and consent.

In ‘‘Results’’, the findings of the analysis of norma-

tive documents2 identified as relevant for the topic will

2 Given the importance of ethics for the conduct of research, various

professional associations have adopted specific codes, guidelines, and

policies for their research. Normative documents have a status lying

between ethics (theory) and law; thus, they are sometimes called ‘‘soft

law’’.
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be presented. We will then discuss the shortcomings

located in the documents regarding the conduct of research

with children and adolescents and formulate some

conclusions.

Background and definition of key concepts

Although confidentiality is commonly viewed as being

akin to the principle of privacy, the two terms should be

differentiated [14, 15]. Privacy can be defined as ‘‘the right

of the individual to be protected against intrusion into his

personal life or affairs, or those of his family, by direct

physical means or by publication of information’’ [16].

Privacy refers to persons and to their interest in controlling

the access of others to themselves. Confidentiality refers to

the treatment of information, samples or data that an

individual has disclosed in a relationship of trust and with

the expectation that it will not be divulged to others in

ways that are inconsistent with the understanding of the

original disclosure, without permission being given [17,

18]. The information supplied during an informed assent

and consent process must include stating if and how con-

fidentiality of information and data will be secured and

assured. However, it is arguably also necessary that

potential research participants be informed of the circum-

stances under which confidentiality might be breached

[19]. When the research involves collection of personal

information (e.g. history of abuse, drug use) or some

health-related data, the investigator must consider the risks

related to possible breach of confidentiality, and decide

how to cover such risks in the information supplied to

ensure that consent and assent are informed [20–22].

Confidentiality in the area of children and adolescents’

risky behaviour is particularly sensitive regarding their

stage of personality development and when considering

the interwoven risks of harm to which children and ado-

lescents are often exposed, e.g. sexually transmitted dis-

eases or the abuse of various substances that are readily

available and that may be promulgated by peer pressure

[23, 24]. Noting that risk is a complex and contested term,

it refers in this paper to the physical, psychological and

social harms that can arise from research aimed at gen-

erating preventive knowledge on mental and physical

health [25].

Researchers conducting studies with children and ado-

lescents are challenged to carefully balance the need for

their participation in the research and the need to protect

them as well as not infringing their rights [26, 27]. One of

the most basic ethical and legal requirements in conducting

research is the obligation to obtain informed consent of

participants [28]. Legally, the minor can just give assent,

the age of 18 being considered the limit for a valid consent

with few exceptions3 [29]. The term �assent� is usually

applied when referring to children and adolescents who are

not deemed to be competent. Assent carries less weight

than informed consent, but provides the alternative of an

affirmative agreement of a child for participating in the

research [30]. The research context may influence the

investigator’s considerations about confidentiality, the

autonomy of the participants by compromising the validity

of their own consent or assent [31, 32]. This might happen

when they agree to participating in the research under the

pressure of parents or influence of their peer group. When

the research takes place in school settings, children and

adolescents may accept to participate just because they feel

that activities in schools are compulsory or because they do

not want to upset their teachers.

Method

A systematic literature search was performed in MEDLINE

and the European Research Ethics (ERE)4 website of

European Union (EU) to identify normative documents

such as ethics codes and guidelines at the international or

European level covering a range of topics relevant to the

context of prevention research involving children and

adolescents. One author performed the literature search for

ethical codes and guidelines. Two of the authors indepen-

dently reviewed all resulting citations and checked them

for identifying the references relevant to confidentiality in

research with children and adolescents. Disagreements

regarding the eligibility of articles were resolved by con-

sensus building after reading the full text. We used the

search driver only in English. MEDLINE was searched for

all years using the following search algorithm, following

the CONSORT Statement requirements5 (see Fig. 1):

‘‘Guideline’’ (publication type) AND Topic = research

3 In the USA, the state laws have recognized the right of minors with

a certain status, such as ‘‘mature’’ or ‘‘emancipated’’ minors

(including those who are married or in military service) to consent

to their own care. Other minors authorized to consent may include

those who are parents or are living independently of their own

parents. The definition of ‘‘children’’ in the federal regulations (which

includes adolescents who are minors) specifically references state

laws on treatment for health care and the age at which an individual

can independently consent under these laws to specific treatment or

care. Relevant state laws include those addressing age of majority,

emancipation status, age to consent for general medical care, and care

of minors for specific conditions such as sexually transmitted diseases

(STD) and substance use; few states have laws addressing participa-

tion of adolescents in research.
4 The aim of the website is to give researchers access to and

information on the guidelines, ethics codes and laws, at European and

international level that regulate the research process http://www.

ethicsweb.eu.
5 http://www.consort-statement.org/.

Eur Child Adolesc Psychiatry (2014) 23:409–416 411

123

http://www.ethicsweb.eu
http://www.ethicsweb.eu
http://www.consort-statement.org/


AND Topic = ethics, Refined by: MeSH Headings

(Guideline as Topic) OR (code of ethics) OR (ethics

research) OR (biomedical research) OR (behavioural

research) OR (minors) OR (adolescent) OR (child) OR

(confidentiality) OR (disclosure).

Finally included publications:

• The Nuremberg Code (1947),

• Additional protocol to the Convention on Human

Rights and Biomedicine, concerning Biomedical

Research (2005),

• Guidelines for the ethical conduct of medical research

involving children. British Paediatric Association

(2000),

• International Ethical Guidelines for biomedical

research involving human subjects. Council for Inter-

national Organizations of Medical Sciences (CIOMS

2002),

• Guidelines for informed consent in biomedical research

involving paediatric populations as research partici-

pants. Ethics Working Group of Confederation of

European Specialists in Paediatrics (CESP 2002),

• Guidelines for adolescent health research. A position

paper of the Society of Adolescent Medicine (2003).

The EU website ERE was consulted for double check.

Besides the six final included publications, additional

documents were selected based on the following inclusion

and exclusion criteria:

• Document is an ethics code or a guideline which covers

medical, behavioural and social science research,

excluding genetic and clinical trials regulations;

• Document represents a text of principles or guidance

for researchers dealing with ethical issues;

• Document has been developed by government agen-

cies, organizations of governing boards or expert

panels.

According to the criteria mentioned above, the follow-

ing five normative documents were searched for relevance

and full text screened:

• The Declaration of Helsinki (Ethical Principles for

Medical Research Involving Human Subjects 1964),

• The Belmont Report (Ethical Principles and Guidelines

for Research Involving Human Subjects 1979),

• Ethical Guidelines for International Comparative Social

Science Research (ICSSR) in the framework of MOST

(2003),

Systematic search in MEDLINE =294 publications 

Search algorithm: “Guideline” [publication type] AND Topic = research 
AND Topic = ethics 

Refined by: MeSH Headings (Guidelines as Topic) OR (codes of ethics) 
OR (ethics research) OR (biomedical research) OR (behavioral research)  
OR (minors) OR (adolescent) OR (child) OR (confidentiality) OR 
(disclosure) 

Finally included 
6 publications  

Screen full text  
6 publications 

Excluded  
160 publications  

Reason for exclusion 

Guidelines for clinical research = 11 
Guidelines for genetic research = 5 
Guidelines for medical practice = 15 
Guidelines for research other than humans = 5 
Guideline on animal research = 4 
Guidelines not for research = 27 
No text/Full text not available = 38 
No guideline = 40 
Other languages = 9 
Duplicates = 6 

Screen title and abstract 
166 publications 

Fig. 1 Selection of the

publications
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• Code of Ethics for Socio-Economic Research

RESPECT (2004),

• Code of Federal Regulation, Part 46 Protection of

Human Subjects, Subpart D Additional Protection for

Children as Subjects in Research (Revised 2009).

Results

The analysis of the normative documents (a–k) showed the

following results:

(a) The Nuremberg Code [33] does not address any

information about research involving children and

adolescents or confidentiality.

(b) In paragraph 11 of Declaration of Helsinki [34], it is

postulated that the protection of privacy and confi-

dentiality of personal information of the research

subjects rest on the responsibility of the physician

who participates in medical research. Protecting

privacy and confidentiality is an ethical imperative

which requires special precautions (paragraph 24).

The Declaration of Helsinki refers to competent or

not competent individuals (Paragraph 27) and does

not precisely address children.

(c) The Belmont Report [25] draws attention to ‘‘persons

with diminished autonomy who are entitled to

protection’’, including children. No other specifica-

tions regarding confidentiality in general or related to

children or adolescents are given.

(d) In the Additional protocol to the Convention on

Human Rights and Biomedicine, concerning Biomed-

ical Research [35] is asserted that the potential

research participant should be informed about the

procedures required to protect privacy and confiden-

tiality of personal data. This statement is further

detailed in chapter VIII, article 25, regarding the

confidential management of personal information

collected during biomedical research, but it does not

address children and adolescents.

(e) The guidelines for the ethical conduct of medical

research involving children issued by British Paedi-

atric Association [36] stated the researchers’ duty ‘‘to

respect confidentiality, and keep up to date with data

protection and legislation on access to health

records’’. No further information regarding confiden-

tiality is available.

(f) The Guidelines for informed consent in biomedical

research involving paediatric populations as research

participants issued by Ethics Working Group of

Confederation of European Specialists in Paediatrics

(CESP) [28] address some general recommendations

for protecting confidentiality of the child participant.

These refer to all personal and health-related infor-

mation of the child participant collected during the

course or in connection to the research. The confi-

dentiality assurance in the data collection and storage

of information as well as in any discussion or

publication of the research rests on the responsibility

of the researcher or paediatrician. The document also

stipulates that the consent process must promote and

protect the confidentiality of the child and his or her

family as well as confidentiality of the child within the

family.

(g) CIOMS [37] provides a distinct section regarding

research involving children. Guideline 14 refers

explicitly to the category of ‘emancipated’ and

‘mature’ minors who are below the general age of

consent, but they can grant consent for participating

in a study without the agreement of their parents or

guardian. The parental consent might be waived in

research addressing topics such as sexual behaviour,

domestic violence or use of recreational drugs when

obtaining their agreement may result in a great

distress for the minor (see Guideline 14). Yet, related

to this issue, no provisions regarding the management

of confidentiality are offered. Guideline 18 refers

mainly to the limits of the investigator’s responsibil-

ity to ensure keeping the subjects’ data confidential,

but it does not address confidentiality in research with

children and adolescents. The guideline states that

every precaution should be taken to respect the

privacy of the subject, the confidentiality of the

patient’s information and to minimize the impact of

the study on the subject’s physical and mental

integrity. The researcher must establish secure safe-

guards of the confidentiality of subjects’ research

data. Prospective subjects should be informed of

limits to ensure confidentiality and of the foreseeable

adverse social consequences of breaches of

confidentiality.

(h) The SAM Guidelines for adolescent health research

[23] address the recommendations contained in

federal law regarding the protection of confidentiality

for adolescent research participants and the conduct

of research on socially sensitive subjects, such as

illicit drug use, violence, and sexuality. The research-

ers must comply with HIPAA Privacy Rule [38]

which provides confidentiality protection for the

health care information of adolescents. According to

this Rule, adolescents who are minors as individuals

can exercise their rights if they are allowed, by state

or other law, to consent for their own care. With

respect to disclosure of information to parents and

parents’ access to protected records, the HIPAA

Privacy Rule defers to the provisions of state and
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other law. If state or other law is silent, the Rule

defers to the discretion of health care professionals to

determine whether information should be accessible

to parents.

(i) Ethical Guidelines for International Comparative

Social Science Research (ICSSR) in the framework

of MOST [39] recommends in paragraph 10 main-

taining full confidentiality of all information and the

anonymity of participants, emphasizing the need to

put in place procedures for safeguarding confidential-

ity. Participants should be informed of any potential

limitations to confidentiality. The recommendations

are not specified for children and adolescents.

(j) In the Code of Ethics for Socio-Economic Research

RESPECT [40], the assurance of confidentiality and

anonymity in research of sensitive matters such as

drug use and sexual behaviour is emphasized. The

code recommends also the necessity to review and

assess continuously issues of confidentiality and

anonymity throughout the research. Here are stated

explicitly the situations covered by law requirement in

which confidentiality has to be breached, referring to

child abuse or participants harming themselves or

others. Special attention is to consider regarding

management of confidentiality when investigating

violent or deviant behaviour (drug abuse, assault,

burglary) but no recommendations regarding children

and adolescents are offered.

(k) The Code of Federal Regulation (CFR), Part 46

Protection of Human Subjects, Subpart D Additional

Protection for Children as Subjects in Research

applies to all types of research involving children

[41]. In the CFR general provisions is stated that the

confidentiality of the personally identifiable informa-

tion must be maintained throughout the research and

thereafter. When appropriate, there are adequate

provisions to protect the privacy of subjects and to

maintain the confidentiality of data.

Discussion

The codes reveal a lack of specification regarding children

and adolescents and confidentiality in research in general,

with no attention being given to confidentiality of sensitive

data. Only few, general recommendations regarding con-

fidentiality in sensitive research are provided by some

codes [23, 38]. In the documents, the terminology used to

describe minor participants does not differentiate between

children and adolescents, i.e. those under the legal age,

who are deemed to be competent to grant consent. The

content of the codes and guidelines does not deal with

personally sensitive or critical data relevant for the physical

and mental health of the participants. They also show a

lack of clarity in any circumstances in which the researcher

might have an obligation to breach confidentiality by dis-

closing sensitive information. No criteria are provided that

allow for the assessment of the type or degree of risk of

harm that must be involved to justify or require the

breaching of the promise to hold information confidential.

No helpful guidance is offered regarding to whom disclo-

sures should be made: to one parent or to both; to social

services, the school or to others. Equally, no suggestions

are given towards which parties’ confidentiality should be

maintained if some breach is felt necessary. The documents

do not mention or recommend how the consequences for

the child or adolescent or the family of breaching confi-

dentiality should be dealt with. Potential limitations of

confidentiality should be communicated to participants, but

advice is missing on who should be informed.

The researcher’s practical dilemma of whether or not to

inform the parents or other competent authorities if infor-

mation is divulged about risky behaviour has to be dis-

cussed in the light of principle to avoid harm which is

prima facie very strong. The principle of nonmaleficence

should be mediated in its application by the principle of

showing respect for the child’s developing autonomy

which acknowledges his/her decision-making right and

enables him/her to act autonomously [42]. Researchers

should not derive from ‘‘prevent harm’’ a ‘carte blanche’

justification to disclose all information; the risks of harm

must be of a type, quality or quantity that justifies breaking

confidentiality [43].

Although protecting the confidentiality of research data

is a clear ethical imperative, keeping all information pro-

vided confidential might seriously hamper helping those

who are in need. Circumstances under which it may be

permitted or required to disclose confidential information

include situations where a legal obligation exists to do so or

where there is an immediate risk of harm that can only be

averted or prevented by disclosing information [44, 45]. In

this regard, the UK position is clear: ‘‘Where a child or

young person divulges that they or others are at risk of

significant harm, or where the researcher observes or

receives evidence of incidents likely to cause serious harm,

the researcher has a duty to take steps to protect the child or

other children’’ [46]. Disclosure about illegal behaviour,

trauma or abuse raises questions regarding the treatment of

this information and concerns about protection of study

participants. From a legal standpoint, the participants could

be at risk for possible legal action or civil liability by

revealing sensitive data (e.g. use of illegal substances), if

the researcher’s data are later subpoenaed and the subject

can be identified [47]. Thus, it is essential that researchers

pay attention to protection of the adolescents’ anonymity
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and confidentiality and handle the disclosure of obtained

sensitive information with respect to and in a manner that

enhances trust.

Conclusions

The analysis of normative documents generates a number

of new questions about confidentiality in research with

children and adolescents. While suggesting a revision of

current ethical codes and guidelines is beyond the range of

this article, it is concluded that additional recommenda-

tions or amendments complementing the existing codes

and guidelines seem necessary. Also, other forms of ethical

guidance dedicated to solve practical ethical problems of

research with children and adolescents should be consid-

ered. Ethical recommendations should be mindful of the

possible consequences of breaching a promise to hold

information and data confidential, and to measure and take

into account the degree of a child’s and adolescent’s

maturity and the extent to which he or she could be held as

being autonomous.

Summary points

• Prevention research with children and adolescents rai-

ses major challenges how to manage confidentiality

regarding sensitive information.

• If the confidentiality issue is not handled in an

appropriate manner, the participation of children and

adolescents as well as the ethical justification of the

respective study may be questionable.

• The analysis shows that the identified normative

documents fail to offer specific help regarding the

management of confidentiality, especially on sensitive

topics provided by a minor participant and the circum-

stances justifying a breach of it.

• The development of additional recommendations or

amendments to the existing codes and guidelines is

suggested. Also, further forms of ethical guidance

should be considered for a problem solution as a kind of

‘‘ethics support’’.
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