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ABSTRACT

This paper presents a new user authentication paradigm which is based on a flexible user
authentication method, namely FlexPass. FlexPass relies on a single, user-selected secret that can
be reflected in both textual and graphical authentication secrets. Such an approach facilitates
adaptability in nowadays ubiquitous user interaction contexts within the Internet of Things (loT),
in which end-users authenticate multiple times per day through a variety of interaction device
types. We present an initial evaluation of the new authentication method based on an in-lab
experiment with 32 participants. Analysis of results reveal that the FlexPass paradigm is
memorable and that users like the adaptable perspective of the new approach. Findings are
expected to scaffold the design of more user-centric knowledge-based authentication mechanisms
within nowadays ubiquitous computation realms.
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Figure 1: Users authenticate themselves in
numerous loT-enabled devices.
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1 INTRODUCTION

The rise of mobile and wearable computing, and the increasing advancements of connected
Internet of Things (loT) has created new opportunities and challenges for security and privacy.
Recent research in loT security and privacy has focused on software engineering security practices
[1, 2], patching networked devices [3], access control policy specification, and redesigning loT-
based authentication for sharing passwords among multiple users for unlocking devices [4, 5].

In this realm, user authentication is a critical security task in loT performed by millions of
individuals daily to access their computers, smartphones, smart TV and smart home applications
(Figure 1). To date, alphanumeric or pin-based passwords are the most common solution for
authentication in loT [4]. However, empirical studies report that current password policies lead
often to frustration (when users forget their password, or having a hard time remembering it due
to increased complexity of password policies) [6]; security breaches (when users create predictable
passwords or write down their passwords) [7]; and operational expenses (when users request new
password keys that have been forgotten or lost) [8]. In addition, with the advent of touch-based
surfaces and hand-gesture-based modalities in loT, traditional passwords inherit device-specific
interaction difficulties [9, 10] and thus seem not to be adequate for task execution performance.

In this respect, researchers have attempted to provide an alternative to textual passwords by
proposing graphical password systems which ask users to complete an image-based task to login.
Graphical passwords have shown to have good usability and security characteristics [2] and are
now being widely adopted, e.g., Windows 10 picture password. Many graphical password systems
have been proposed (see [7] for a review) which either require users to sketch a secret image or
pattern on the screen [11, 12], or select and recognize pictures on a grid [13], or provide users with
various cues (visual, verbal, and spatial) to assist the recognition of system-assigned keywords [19].

Research Motivation. From an end-user perspective, evidence has shown that user preference
and task performance in textual and graphical passwords vary significantly depending on the user
and the context of use, suggesting that any specific solution might not please everyone [14]. In
particular, research has shown that users with different age [15], cognitive disabilities [16],
cognitive abilities [17] prefer and perform differently in textual and graphical passwords. From the
technology perspective, studies indicate that the device type, such as touch screens, hand gestures,
etc. affect the users’ performance and behavior in textual and graphical passwords [9].

Thus, bearing in mind that: a) users prefer and perform differently on textual and graphical
passwords; and b) nowadays user authentication in loT is performed on multiple heterogeneous
devices, this paper investigates whether end-users would benefit from an adaptable user
authentication solution that allows users to choose between different authentication types
depending on their context of interaction, while preserving security. Our work is primarily driven
by our vision to combine textual and graphical password schemes based on a new flexible user
authentication paradigm, coined FlexPass, which allows us to move from current generic “one-size-
fits-all” authentication systems to flexible, user-adaptable authentication systems.
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Figure 2: The FlexPass concept. Consider a
password creation scenario in which a user
chooses a secret derived from his episodic
memory, e.g., “Places that we visited in Europe”. In
this scenario, the textual password key is based on
the articulation of the secret, e.g., the system will
generate a textual password key
“PlacesThatWeVisitedInEurope”. For the creation
of the graphical password key, the user chooses
pictures illustrating relevant images through
search in Web engines. Other related images from
the image search default to decoy images. Both
user-selected and decoy images are finally
assigned to the user’s profile to be used for login.
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2 FLEXIBLE USER AUTHENTICATION PARADIGM
2.1 Theoretical Background and FlexPass Concept

FlexPass aims to leverage on two known theories from cognitive sciences which relate to human
information processing and storage; the Dual Coding Theory, and Episodic and Semantic Memory.

Dual Coding Theory. The dual coding theory suggests that visual and verbal information is
processed and represented differently along two distinct cognitive sub-systems in the human mind;
the visual and the verbal cognitive sub-systems. Each sub-system creates separate visual and verbal
representations for information being processed which are stored in two independent memory
systems; a verbal and an image memory. Both types of representations can be used when recalling
information [18]. For example, the concept “human” is mentally represented as both the word
“human” and as the image of a human. When recalling that concept, the individual can retrieve
either the word or the image individually, or both simultaneously.

Episodic and Semantic Memory. According to the Atkinson-Shiffrin memory model [27], long-
term memory is the final stage of memory in which information (e.g., a secret password key)
remains for a long period of time or indefinitely. Long-term memory consists of episodic and
semantic memory. Episodic memory [20] involves the recollection of personal experiences in events
and certain situations (e.g., memories of a family trip in Europe), whereas semantic memory [21]
involves storage of factual information about the world that people have collected in life (e.g., facts,
ideas, meaning and concepts). Combinations of episodic and semantic memory can form
autobiographical memory which consists of episodes recollected throughout life and semantic
knowledge about the world [22]. Information in both episodic and semantic memory can be stored
for a long period [23].

FlexPass attempts to provide a new user authentication paradigm that leverages upon the
aforementioned theories, which suggest that humans’ episodic and semantic memories,
represented as verbal and visual information, can be transformed into memorable and personal
authentication secrets. Such secrets can be semantically similarly reflected on both textual and
graphical password keys, and accordingly used complimentary based on user preference (Figure
2). The FlexPass paradigm relies on a single, open-ended, user-selected secret that can be reflected
as a textual key and a graphical key. The paradigm has been realized as two main processes: i)
creation of the single secret and its two reflections; and ii) user-adaptable authentication.
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3 PROTOTYPE IMPLEMENTATION

i i e 3.1 Creation of the Single Secret and its Two Reflections

Places that we visited in Europe pog The user enrolment/registration phase is split in three main steps (Figure 3): i) users choose and
type a single secret they wish, e.g., “Places that we visited in Europe” ii) the system generates a
Step 2. Textual Reflection textual password key based on the single secret, e.g., “PlacesThatWeVisitedInEurope”, in which users

are free to slightly modify the text, e.g, change upper- to lower-case letters, include special

ftesesThaievisecinRurepe = characters, etc.; and iii) users create a recognition-based graphical password key. We intentionally
chose at this stage to use recognition graphical passwords since research has shown that these are
Sieg 8- PictoraliRefiection the most memorable among existing graphical password systems (vs. pure recall- and cued-recall-
e Q based) [24], and because secret concepts can be semantically reflected through a set of images.
monume pe: ), 1O or nel rome
Graphical Key Selection 3.2 Flexible Authentication in loT Interaction Realms

During user authentication, users can choose their preferred way to authenticate; either by

..L.-&I@ = entering the textual key or the graphical key. Figure 4 illustrates a login scenario in which the

user selected a textual password as his preferred way to login. In each login session, the alternative
%Em ;o option (e.g., graphical password) is available to switch based on the user’s preference. Entering the

= textual key follows the same process as traditional passwords. For entering the graphical key, a 7x7

Emh_l i iﬂ grid containing the user-selected and system-generated decoy images are presented. The image
positions in the selection grid are randomly positioned in each login session. Thereafter, users have

.I i @ﬁ am to select their images in the specific sequence, as entered in the enrolment phase to login.

Usage Scenario. Users interacting with a touch-based loT device might prefer to login with a

o graphical password, instead of entering text on a virtual keyboard which is considered a
Vs Iﬂ ' demanding and time-consuming task [9, 10]. The same user however, in a different context, e.g.,
working on the desktop computer, can choose to login through his textual password key. Note that

g ﬁ%ﬁ! in both cases, the user is only required to recall the same single secret, which can be reflected
-_ _at ‘; -4 H ’ . . » . . ey

differently based on the user’s preference. Furthermore, since user authentication in loT is shifting

Figure 3: User enrolment/registration of the from single-user passwords towards shared passwords, users sharing the same secret, e.g., older
FlexPass prototype. In this scenario, the user adults, might prefer to login with a graphical password than younger adults of the family [15].
performs a query in which images are

asynchronously retrieved from Google Images 3.3 Security Considerations and Password Creation Policies

using the Google Custom Search API. . . L .
FlexPass follows state-of-the-art security metrics and authentication policies [7, 25, 26]. The

textual password keys rely on a basic 16-character password policy, allowing the creation of
dictionary words with no composition requirements which is more usable and as secure as
traditional complex 8-character policies [25] (NIST predicts that both policies generate 30 bits of
security entropy [26]). The graphical keys rely on a 5-image policy out of a 7x7 image grid which
generates 21 bits of security entropy (log, (7 >5< 7)) We chose this policy as a guideline by following

well-cited works that consider this entropy as sufficient for everyday computing [24]. Online
guessing attacks are prevented in both authentication systems through Human Interaction Proofs
(e.g., captcha) that are enabled after three unsuccessful user logins.
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Figure 4: User-adaptable authentication in which
the user can choose between the textual and
graphical mechanism.
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Figure 5: Users’ ratings on perceived usability,
memorability and likeability.
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4 INITIAL EVALUATION RESULTS

We conducted an evaluation study to elicit the users’ perceived usability, memorability and
likeability towards the proposed method. A total of 32 individuals participated, ranging in age from
20 to 49 (m=33.84; sd=9.43). Participants were asked to rate their experience with FlexPass as well
as compare it with their existing, prior experience with traditional passwords in home loT contexts.
Example statements of the survey were: “I would adopt FlexPass as my main authentication method”,
“High registration times would prevent me from using FlexPass”, “FlexPass login is fast to use”, etc.
Users rated the statements through a 5-point Likert scale (1: Not at all - 5: Absolutely). Figure 5
and 6 illustrate the users’ ratings and comments respectively. Most participants are positive to
adopt FlexPass as their main authentication method in their home (81.25%). The same number of
participants particularly like the switching option between textual and graphical authentication.
87.5% rated FlexPass as highly memorable. 84.37% find FlexPass easy to use and 68.75% believe that
login is fast. When participants were asked to rate the longer registration times required for
creating the password key, 46.87% stated that this has not negatively affected their opinion about
FlexPass, while 21.87% rated that long registration times might prevent them from using FlexPass.
Finally, 53.12% of the participants find that FlexPass is secure, while 46.87% have a neutral opinion.

5 CONCLUSION AND FUTURE WORK

This paper presents a new knowledge-based user authentication paradigm which aims to
provide a memorable and adaptable user authentication solution within current highly
heterogeneous computational realms in the loT. Despite, initial encouraging feedback from the
performed evaluation study, this approach entails as well new challenges which need to be further
explored. Hence, the dual nature of FlexPass embraces new vulnerabilities related to security that
need closer attention, i.e., a brute-force algorithm could use the additional information provided by
the graphical representation to brake the textual key. Furthermore, the open-ended nature of the
suggested paradigm might affect users towards misuse strategies. To assure that users will not
create semantically insecure (predictable) grids of images, automated image tagging technologies
(e.g., IBM Watson Visual Recognition, Google Vision APl, Amazon Rekognition, etc.) and policies
need to be investigated to prevent users' unsafe coping strategies. Finally, FlexPass introduces a
new kind of observational attack; adversaries know the format of the password (16+ characters)
and they can see the set of pictures. Hence, locking mechanisms should be investigated based on a
threshold of failed attempts.

Bearing in mind that within nowadays loT era, end-users authenticate through heterogeneous
devices and interaction contexts, it is obvious that current “one-size-fits-all” authentication
paradigms might become obsolete. Hence, approaches like FlexPass have the potential to be
adopted within diverse loT-based computational realms. Although initial in-lab experiments are
promising, further studies are required to evaluate FlexPass in the wild with the aim to get further
insights on its validity, security, user acceptance and real-world user behavior.
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