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Security and Privacy in Smart Health: Efficient
Policy-Hiding Attribute-Based Access Control

Yinghui Zhang, Member, IEEE, Dong Zheng, Robert H. Deng, Fellow, IEEE

Abstract—With the rapid development of the Internet of
Things (IoT) and cloud computing technologies, smart health (s-
health) is expected to significantly improve the quality of health
care. However, data security and user privacy concerns in s-
health have not been adequately addressed. As a well-received
solution to realize fine-grained access control, ciphertext-policy
attribute-based encryption (CP-ABE) has the potential to ensure
data security in s-health. Nevertheless, direct adoption of the
traditional CP-ABE in s-health suffers two flaws. For one thing,
access policies are in cleartext form and reveal sensitive health-
related information in the encrypted s-health records (SHRs).
For another, it usually supports small attribute universe, which
places an undesirable limitation on practical deployments of CP-
ABE because the size of its public parameters grows linearly with
the size of the universe. To address these problems, we introduce
PASH, a privacy-aware s-health access control system, in which
the key ingredient is a large universe CP-ABE with access policies
partially hidden. In PASH, attribute values of access policies are
hidden in encrypted SHRs and only attribute names are revealed.
In fact, attribute values carry much more sensitive information
than generic attribute names. Particularly, PASH realizes an
efficient SHR decryption test which needs a small number of
bilinear pairings. The attribute universe can be exponentially
large and the size of public parameters is small and constant.
Our security analysis indicates that PASH is fully secure in
the standard model. Performance comparisons and experimental
results show that PASH is more efficient and expressive than
previous schemes.

Index Terms—Smart health, Attribute-based encryption, Pri-
vacy protection, Decryption test, Large universe, Full security.

1. INTRODUCTION

MART health (s-health) is the context-aware augmenta-

tion of mobile health in smart cities, and it provides an
opportunity for accurate and efficient prevention of various
diseases and accidents [1]. As a kind of fundamental tech-
nologies in smart cities, the Internet of Things (IoT) has been
widely applied to interconnect available medical resources and
provide reliable and effective s-health services to the elderly
and patients [2]. With the rapid development of 10T [3], [4]
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and cloud computing technologies [5], [6], cloud-based s-
health is expected to provide desirable health care in the near
future. However, s-health is still in its early stages and many
concerns remain to be solved for practical applications [7]. In
particular, data security and privacy issues have become the
biggest concerns of people in s-health. For example, a patient
usually expects that his s-health records (SHRs), such as blood
pressure and pulse rate, can only be accessed by authorized
professional health caregivers. Whereas, if traditional access
control techniques are adopted, either data security is violated
or only coarse-grained access policies are allowed.

Attribute-based encryption (ABE) is envisioned as a highly
promising solution for realizing fine-grained access control
[8]. ABE is divided into key-policy ABE (KP-ABE) and
ciphertext-policy ABE (CP-ABE) [9]. In s-health, we focus on
the latter which allows SHR owners to establish specific access
policies. In a CP-ABE scheme, a user’s secret key is associated
with a set of attributes and each ciphertext is embedded with an
access policy over attributes. Although the traditional CP-ABE
schemes can be directly adopted to design fine-grained access
control systems, it is still necessary to simultaneously address
the issues of policy hiding, decryption test, large universe,
full security and policy expressiveness in CP-ABE to ensure
its secure and efficient applications in s-health.

Policy Hiding. In the traditional CP-ABE schemes, an
access policy is an access structure, which is expressed in
terms of user attributes and is sent along with a ciphertext
(e.g., an encrypted SHR) explicitly. Anyone who obtains the
ciphertext knows the associated access policy. Therefore, the
traditional CP-ABE is inappropriate for s-health since access
policies usually contain sensitive information. Let’s consider a
s-health cloud storage scenario, as shown in Fig. 1. A hospital,
which manages SHRs on behalf of its patients, outsources its
encrypted SHRs to a s-health cloud for secure storage and
sharing among health caregivers. Suppose the hospital encrypts
a SHR using CP-ABE under an access policy “(SSN: 123-260-
6 AND Status: Normal) OR (Affiliation: City Hospital AND
Department: Cardiologist)”, and then outsources the ciphertext
together with the access policy to the cloud. The access policy
specifies that the SHR can only be accessed by a Cardiologist
in City Hospital or by a patient with social security number
(SSN) 123-260-6 and Normal registration status. In Fig. 1, the
data user Alice is capable of accessing the SHR while Bob is
not an authorized data user. Although Bob comes from the Ciry
Hospital and the registration status is Normal, his department
and SSN cannot match the access policy. Obviously, if the
traditional CP-ABE scheme is used, everyone including the s-
health cloud service provider can learn the access policy and
infer that a normal user in the s-health system with social



security number /23-260-6 is suffering a heart problem. This
violates user’s privacy and shows the importance of hiding
access policies in CP-ABE.

S-Health Cloud

Encrypted SHR @

SSN: Status: __ Affiliation:
Normal _ City Hospital

E:

Encrypted SHR

Department:
Cardiologist_|

Sensitive Attribute Values

A=

Affiliation: City Hospital
Data User | Department: Cardiologist

Name: Bob
. SSN: 123-45-6789
.x Status: Normal
Affiliation: City Hospital

Data User | Department: Respiratory

Fig. 1. An example of s-health cloud storage.

Policy hiding takes two forms, it can be either full hiding or
partial hiding. In CP-ABE schemes with access policies fully
hidden, none of the attributes in the access policy are revealed.
Although a CP-ABE scheme with fully hidden policies can be
built from attribute-hiding Inner-product Predicate Encryption
(IPE) [10], the policies can only be threshold policies which
are far less expressive than Linear Secret Sharing Scheme
(LSSS) policies. A KP-ABE scheme with fully hidden policies
can also be constructed from IPE, but it results in a superpoly-
nomial blowup in size for arbitrary formulas [11]. For s-health,
CP-ABE is more suitable than KP-ABE because it allows data
owners to choose access policies themselves. With the goal of
having a tradeoff between fully hidden policies and efficiency
of CP-ABE, CP-ABE schemes with partially hidden policies
have attracted many attentions recently. In CP-ABE schemes
with partially hidden access policies, only sensitive attribute
values are hidden and attribute names are sent along with
ciphertexts. Note that partial hiding CP-ABE constructions
have better performance and are adequate to protect users’
privacy. In the above example of s-health cloud storage, if the
hospital uses a partial hiding CP-ABE scheme to encrypt a
SHR, the partially hidden access policy: “(SSN: = AND Status:
x) OR (Affiliation: * AND Department: =)”, is attached with
the encrypted SHR while the sensitive attribute values, “723-
260-6, “Normal’, “City Hospital” and “Cardiologist’, are
hidden from the public including the cloud service provider.

Decryption Test. Recall that in CP-ABE a user’s secret
key is associated with a set of attributes, such as “(Doctor:
Cardiologist; Hospital: City Hospital)". Given a ciphertext
and the associated access policy, the decryption is successful
only if the user’s set of attributes satisfies the access policy.
A decryption test is the testing whether the user’s set of
attributes satisfies the access policy of the ciphertext before
the full decryption. In the existing policy-hiding CP-ABE
schemes, however, a user usually has to decrypt and then
decide whether or not his attributes satisfy the hidden policy in
the ciphertext, and this decryption-testing process is repeated
until a match between attributes and access policy is found
or all the possible tests have been performed. Hence. the

computation cost in decryption is very high. Some schemes
add a decryption test before the full decryption. However, their
efficiency of attribute matching needs to be improved because
the computation overhead grows linearly with the complexity
of the access policy. Accordingly, it is desirable for users
to efficiently decide before the full decryption whether his
attributes match the hidden policy in the ciphertext.

Large Universe. ABE can be classified into small universe
ABE and large universe ABE. In an ABE scheme supporting
small universe, the system public parameter size often depends
on the number of attributes in the system, and hence the
scale of the attribute universe is polynomially bounded in
the security parameter. In the case of large universe, the
attribute universe is allowed to exponentially scale in size,
which is a desirable feature. In fact, it is challenging to achieve
the large universe construction without imposing restrictions
on the expressiveness of the policies. If the designer of an
ABE system intends to remove the random oracle, he has to
specify a bound for the expressiveness at the setup phase, such
as the size of the attribute universe and the bound on the
policies. If the bound is too small, the system might exhaust
its functionality and will have to be thoroughly rebuilt. In a
s-health system using ABE for secure and fine-grained data
sharing, as its functionality expands and the number of user
increases, a large number of new attributes have to be added
to the system. If this number exceeds the initial bound set for
ABE with small universe construction, the authority would
have to re-deploy the system and re-encrypt all its data which
will incur a very high cost. On the other hand, if the initial
bound is too large, the increased size of public parameters will
impose an unnecessary performance burden on the system.

Full Security. Most existing ABE constructions are proven
secure in the selective model, which is a weaker security
model compared with full security. In the selective model, the
attacker must declare what the challenge ciphertext is, before
seeing the system public parameters. Therefore, fully secure
constructions are more desirable in cloud access control.

Besides the issues mentioned above, expressiveness is an-
other important issue in ABE based access control systems.
Many existing CP-ABE schemes with partially hidden policies
only support restricted access policies, which can be expressed
as AND gates on two/multi-valued attributes with wildcards.
Access policies of the form LSSS are more expressive, which
can be obtained from any monotonic boolean formula [12].
Specifically, the boolean formula can be represented as an
access tree of ¢ nodes, which can also be converted to an
LSSS matrix of ¢ rows [13].

To our knowledge, provably secure policy-hiding CP-ABE
schemes supporting decryption test can be founded in [14],
[15]. However, the scheme in [14] is proven selectively secure
and only allows AND policies. Although the scheme [15] sup-
ports LSSS policies and achieves full security, the decryption
test still suffers an efficiency drawback in that the number
of expensive bilinear pairings is linearly proportional to the
complexity of access policies. Besides, both schemes are not
large universe constructions.



A. Our Contribution

In this paper, we efficiently address both data security and
user privacy issues in s-health by introducing PASH, a privacy-
aware s-health access control system. In PASH, we focus on
the important issues mentioned above, i.e., attribute privacy,
decryption test efficiency, large universe, expressiveness and
full security. We simultaneously solve these issues by propos-
ing a large universe CP-ABE scheme with partially hidden
access policies, denoted as PH-CP-ABE, which is the main
building block of PASH. Our rigorous security proofs and
comprehensive performance comparisons based on experimen-
tal results indicate that PASH is fully secure and very efficient.
Specifically, PASH is characterized by the following attractive
features:

« Attribute privacy. In PASH, specific and sensitive attribute
values in access policies are hidden in SHR ciphertexts and
only generic attribute names are sent along with ciphertexts.

« Decryption test efficiency. In order to improve the decryption
efficiency, we add a decryption test before full decryption
by generating redundant ciphertext components which are
half of that in previous work. The decryption test is very
efficient because it only involves a small number of bilinear
pairing operations in attribute matching detection.

o Large universe. PASH imposes no limitations on the at-
tribute universe in the sense that the universe can be expo-
nentially large and the size of public parameters is constant,
while most of the previous schemes have public parameters
linearly scaling with the size of the universe.

o Expressiveness and full security. PASH can handle any
access policies that can be expressed as LSSS. Also, we
use the dual system encryption methodology [11] to prove
the full security of PASH in the standard model under static
assumptions.

B. Related Work

Nowadays, an increasing number of people expect to obtain
more proactive, quality and comprehensive health care. To
achieve this, s-health is indispensable because it plays an
important role in the early-stage diagnosis based on the real-
time and long-term monitoring. As we know, many promising
technologies are involved in s-health, such as wireless body
area networks (WBAN), IoT, wireless communication, and
cloud computing. Yan et al. [16] proposed a wearable wireless
sensor network for anomaly detections of health conditions. In
particular, there has been many research focusing on WBAN
reliability [17], [18] and wireless handover authentication
[19], [20]. Xu et al. [21] proposed an IoT-based system for
emergency medical services, which can collect and interop-
erate [oT data flexibly. To ensure the quality of cloud-based
service, Zheng et al. [22] proposed a mixed approach for cloud
service negotiation. Yin et al. [2] presented an overview of the
advancement of IoT in healthcare systems. At the same time,
they pointed out that IoT-based applications are extremely
vulnerable and intensive research is needed in the areas of
security and privacy protection. In order to understand the
development of IoT, Xu et al. [3] and Li et al. [4] pointed
out the research trends and challenges of IoT in industries

and future networks. Besides, substantial research has been
done on IoT architectures [23], [24], applications of cloud
computing [5], [6], [7] and cloud security [25], [26], [27].

Nevertheless, most of the above 10T and cloud computing
technologies are not focusing on concrete data security and
privacy issues in s-health, which urgently needs to be ad-
dressed for the wide public acceptance of s-health services.
As an attractive primitive, ABE presents a promising solution
to data security in s-health. The first KP-ABE construction
[9] was proposed based on monotonic access policies. In the
generic group model, the first CP-ABE scheme was proposed
by Bethencourt et al. [28]. Cheung et al. [29] proposed another
CP-ABE scheme and proved its security in the standard model.
The scheme allows access policies of the form AND over
different attributes. In addition, many other ABE schemes
have been proposed, focusing on hierarchical structure [30],
efficient construction [31], [32], [33], revocation [34], [35]
and traceability [36], [37]. However, these schemes do not
consider the abuse of users’ attribute privacy and hence cannot
be directly used in s-health.

In order to protect users’ attribute privacy, policy-hiding
CP-ABE schemes have been studied [14], [15], [38], [39],
[40], [41], [42], [43], [44], [45], [46]. The notion of partially
hidden CP-ABE was introduced by Nishide et al. [41], where
AND gate policies are admissible. Similar schemes can also
be found in [42], [43]. All these schemes are proven secure
in the selective model. Based on the CP-ABE scheme [32]
and the Garbled bloom filter [47], Yang et al. [44] realized a
privacy-preserving access control mechanism. However, priva-
cy protection is not formalized in its security proofs. Lewko
et al. [11] proposed the first fully secure CP-ABE scheme,
which is proven secure based on the dual system encryption
methodology [48] in the standard model. Okamoto et al. [49]
presented a fully secure functional encryption scheme, which
covers KP-ABE and CP-ABE schemes with non-monotone
access policies. Lai et al. [45] and Jin et al. [46] proposed fully
secure CP-ABE schemes with partially hidden access policies.
However, these schemes only support AND gate policies. Note
that, although users’ privacy is preserved in the above policy-
hiding CP-ABE constructions, the decryption test is not con-
sidered. Partially hidden CP-ABE schemes in [14], [15], [38],
[39] further realize decryption tests. However, the schemes
in [14], [38], [39] are proven selectively secure and only
allow AND gate policies. Although the scheme [15] supports
LSSS policies and achieves full security, the decryption test is
inefficiency in that the number of bilinear pairing operations
linearly increases with the complexity of access policies. In
addition, these schemes cannot support large universe. Lewko
et al. [13] proposed the first unbounded KP-ABE scheme,
which can support a large attribute universe in composite order
groups. Furthermore, Rouselakis et al. [50] proposed both
KP-ABE and CP-ABE schemes supporting large universe in
groups of prime orders. Most recently, Cui et al. [40] proposed
a partially hidden CP-ABE scheme supporting LSSS policies
and large universe based on [50], however, the scheme is
proven secure in the random oracle model and cannot achieve
full security. Especially, the scheme fails to support decryption
test before full decryption and hence it is inefficiency even if
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Fig. 2. Architecture of the privacy-aware s-health access control system.

it is designed based on groups of prime order.

C. Organization

The rest of the paper is organized as follows. We present
the system architecture and adversary model in Section II.
Some preliminaries are given in Section III. In Section IV,
we describe a formalized definition and a security model of
PH-CP-ABE. The proposed PASH is presented in Section V.
Our security and performance analysis is given in Section VI.
Finally, concluding remarks are made in Section VII. To make
the paper complete and easy to follow, we present detailed
security proofs in the APPENDIX.

II. SyYSTEM ARCHITECTURE AND DESIGN GOALS
A. System Architecture

As depicted in Fig. 2, four generic entities, S-Health Au-
thority (SHA), S-Health Cloud (SHC), Data Owner (DO), and
Data User (DU) are involved in the privacy-aware s-health
access control system, which are described below.

« SHA is in charge of the system initialization and user
authorization. It is trustworthy and grants fine-grained access
privileges to DUs based on their attributes.

« SHC has abundant storage capacity and stores encrypted
SHRs and their partially hidden access policies from DO.

« DO owns and manages SHRs, and outsources them to SHC
in the form of ciphertexts for health care. DO can be a
patient or a hospital which manages SHRs on behalf of its
patients. DO has local servers, smart devices, and a WBAN
which consists of a number of wearable or implantable
sensors and a controller. SHRs from sensors or other smart
devices are encrypted by the WBAN controller or the local
server, and then are sent to SHC with the help of base
stations for sharing with DU. DO is responsible for defining
and enforcing access policies for encrypted SHRs.

« DU is a SHR user, such as a doctor or a medical researcher,
who needs to access the encrypted SHRs on SHC. Every
DU possesses a set of attributes and a secret key associated
with the set of attributes. If a DU’s set of attributes matches
the underlying hidden access policy attached to an encrypted
SHR, then he can successfully pass the attribute matching
and decrypt the encrypted SHR.

We now give an overview of the proposed PASH system.

« Initialization. SHA initializes the system by generating
system public parameters and a master key. Each user can
get the system public parameters.

« Authorization. SHA grants access rights to DU by issuing
a secret key based on the DU’s set of attributes. Similarly,
DO can also get his own secret key if necessary.

« Privacy-Aware SHR Outsourcing. Given a SHR, DO
specifies an access policy and uses it to encrypt the SHR.
The encrypted SHR is outsourced to SHC for health care
while the access policy is partially hidden.

« Privacy-Aware SHR Access. After obtaining an encrypted
SHR from SHC, DU first uses his secret key to check
whether his attributes match the underlying access policy,
and then decrypt the encrypted SHR only if the matching is
successful.

B. Adversary Model and Design Goals

In PASH, SHC is assumed to be honest-but-curious. Ex-
actly, it honestly performs the various procedures of PASH
according to system specifications while trying to learn secret
information from encrypted SHRs as much as possible. Both
full data security and attribute privacy protection are taken
into consideration, where “full” means the adversary does
not need to declare which SHR is his target before getting
system public parameters. Note that the adversary can be
either a malicious DU or a combination of multiple DUs
and SHC. As for data security, the adversary can eavesdrop
encrypted SHRs transmitted on public channels and try to
access SHRs it is not authorized to access. With respect
to attribute privacy protection, the adversary aims to extract
information on sensitive attribute values from encrypted SHRs.
Concretely, we consider security requirements as below.

« SHR Confidentiality. The outsourced SHRs are private and
sensitive for DOs, and hence should be protected from
unauthorized access.

« Collusion-Resistance. Different users and SHC may collude
by combining their secret keys to read SHRs anyone of them
is not authorized to access. These collusion attacks must be
prevented for data security.

« Attribute Privacy Protection. In PASH, specific attribute
values associated with access policies are sensitive, which
should be hidden in encrypted SHRs for privacy protection.

Besides, we aim to address the following performance issues.

o Efficient Decryption Test. For the sake of practicality, it is
desirable for DUs in PASH to efficiently check before full
decryption whether or not his attributes match the access
policy associated with the encrypted SHR.



o Expressive Access Policy. In order to realize fine-grained
access control on SHRs in PASH, the access policy should
be as expressive as possible.

o Large Universe. As mentioned before, it is desirable for
PASH to support an attribute universe of exponential scale
while keeping the expressiveness of access policies.

III. PRELIMINARIES

In Table I, we summarize the notations used in PASH.

TABLE I
NOTATION DESCRIPTION.
[ Notations | Descriptions |

aeg A The element a is randomly chosen from the set A.

|A] The number of elements in the set A.
G,Gr Two cyclic multiplicative groups.

Gy, A subgroup of G with prime order p;.

SKs A secret key associated with an attribute set S.

S=(Is.5) I denotes the attribute name index,

S is the attribute value set.
CTy A CP-ABE ciphertext associated with an access policy A.
A is the access policy matrix,

A=ApT) p maps a row of A to an attribute name index,
7 is an attribute value set.
I A minimum authorized set of (A, p).
Ia, The set of 7.

A. Cryptographic Background

Definition 1 (Composite Order Bilinear Groups): Composite
order bilinear groups are widely used in IBE and ABE
systems, which are first introduced in [51]. We denote by
G a group generator, which takes a security parameter A
as inputs and outputs a description of a bilinear group G.
We define the output of G as (N, p1, p2, p3, pa, G, Gr, &) with
G = G,, xG,, x G, x G,,, where pi, ps, p3, ps are distinct
primes, G and Gy are cyclic groups of order N = p|p,p3p4,
and ¢ : GxX G — Gy is a bilinear map satisfying:

1) Bilinear: &(g%, h*) = é(g, h)® for all a,b € Zy and g, h € G.
2) Non-degenerate: There exists g € G such that é(g, g) has
order N in Gr.

Assume group operations in G and Gy as well as the bilinear
map é are computable in polynomial time with respect to A.
Let G,, be the subgroup of order p; in G for 1 <i < 4. Note
that for any X; € G, and X; € G,,, &(X;,X;) = 1 holds for
i # j. The subgroups are said to be “orthogonal" to each other.

B. Access Structures and Linear Secret Sharing Schemes

Definition 2 (Access Structures [12]): Let U be a set
of parties. A collection A C 2% is monotone if VB € A
and C € 2U: if B C C then C € A. An access structure
(resp. monotone access structure) on U is a collection (resp.
monotone collection) A of non-empty subsets of U, ie.,
A C 2%\ {0). The sets in A are called authorized sets,
otherwise, the sets are called unauthorized sets.

Definition 3 (Linear Secret Sharing Schemes (LSSS) [12]):
Let U be the attribute universe, where each attribute includes
two parts: attribute name and its values. Each attribute has
multiple values. An LSSS involves (A, p) on U, where A is
an ¢ X n matrix over Z, which is called the share-generating

matrix and p maps a row of A into an attribute name index.

An LSSS consists of two algorithms:

« Share((A, p), s): This algorithm is used to share a secret
value s based on A. Considering a vector v = (s, y, ..., y,l)T,
where s € Z,, is the secret to be shared and y», ..., y, €r Zp,
then A, = A, - v is a share of the secret s corresponding to
the attribute name indexed by p(x).

« Reconstruction(1y, ..., 4, (A, p)): This algorithm is used to
reconstruct s from secret shares. Let # be any authorized
set and 7 = {iljo(i) € P} C {1,2,...,£}. Then there exists
coeflicients {w; € Zp}ier such that 3.7 w;A; = (1,0,...,0),
thus we have Y ;cr wid; = s.

We say that 7 C {1,2,...,{} satisfies (A, p) if there exists
constants {w;}icr such that .7 w;A; = (1,0,...,0). A subset
I of {1,2,...,£} is said to be a minimum authorized set of
(A, p) if I satisfies (A,p) and any I’ C I does not satisfy
(A,p). We define I, as the set of subsets of {1,2,...,¢} that
are minimum authorized sets of (A, p).

Like [11], [15], [52], we will employ LSSS matrices over
Zy, where N is a composite number. Our proposed scheme
allows arbitrary monotone access structures. Suppose a user
has a secret key associated with an attribute set S = (7, S),
where 7y C Zy denotes the attribute name index and the
corresponding attribute value set is S = ({si}ier,. We use
A = (A,p,T) to represent the adopted access structure, where
T = (to1), to2)s - - - » Lo(ey) 18 the attribute value set associated
with (A,p). We also say that S matches A if there exists
an I C {1,2,...,¢} satisfying (A, p), {p()|i € I} C I and
Sp(i) = Lp(i) for each i € 1.

C. Review of Lai et al’s Scheme

For easy understanding of our ideas in Section V-A, we
describe the CP-ABE scheme due to Lai et al. [15] as below.
« Setup(1%): It takes a security parameter A as input and

runs the group generator G(1%) to get (N, pi,p2. P3, Pas

G, Gr,e). Then it sets the attribute universe as U = Zy,

uniformly chooses a,a €r Zy, g, h,ui,uo, -+ ,uny € G,

X3 €r Gy,, Z, X4 € G, and computes ¥ = &(g, g)%, H = hZ.

The system public parameters are published as PK =

(N, g, uj,up, -+ ,uy, 8% Y, H,Xs), and the master key is

MK = (a, h, X3).

« KeyGen(PK,MK,S): Let S = (Ig,S) with Iy C Zy and

S = {si}icr,. It chooses t €g Zy, R,R',R; € G, for i € I,

and outputs the secret key SKs = (S, K, K’, {Ki}ier, ), where

K = ga/gatR’ K = gtR’,K[ — (uf’h)’Ri.

o Encrypt(PK,M,A): M € Gr and A = (A,p,7), where A
is an ¢ X n matrix, p is a map from each row A, of A to
an attribute name, and 7~ = (fy(1), L), - - - » Ip(r)) € ZY,. The
encryption algorithm chooses two vectors v,v" € Z, with
v =(5Vv2,...,V,) and v' = (s',v},...,v,). It also uniformly
chooses ry, 1. €g Zy and Zl,x,Zi!x,Zz,x,Zé’x €r Gp,, for 1 <
x < £. Then it calculates the ciphertext as

CTa = (A, p),C1,C1{C1x, D1 c}1<x<ts Coy Ch {Coxy Do i hi<x<r)s
where

Ci=MY',Cl=gCp = gaA“'V(MZJ((j;)H)_”ZLx, Di,=g"Z

!
1,x°



f oy ey A e .
C=Y",Co=¢",Co =gV (uy  H) "2y, Do = 87, ..

p(x)
« Decrypt(PK, CT,, SKs): Given CT, and SKGg, it first calcu-
lates I, from (A, p). Then it checks if there exists a subset
I €1y, that satisfies {p(i)|i € 7} C I and

~ e(C),K)
C = - - o
[Tier (e(Cz,i, K")e(D,,, Kp(i)))
where ) ;.r wA; = (1,0,...,0) for some constants {w;}ier.

If no such 7 exists, it outputs L to indicate that S does not
satisfy the partially hidden A. Otherwise, it computes

e(C!,K)
[Lier (é(Cl,i, K")e(Dy, Kp(i)))wi
and outputs M = C,/Y".

=Y’

IV. ForMAL DEFINITION AND SECURITY MODEL
A. Definition of PH-CP-ABE with Decryption Test

A PH-CP-ABE scheme with decryption test consists of the
following four algorithms: Setup, KeyGen, PH.Encrypt and
PH.Decrypt.

« Setup(1') — (PK, MK): The setup algorithm takes a security
parameter A as input. It outputs the system public parameters
PK and a master key MK.

« KeyGen(PK,MK,S) — SKs: The key generation algorithm
takes as inputs the system public parameters PK, the master
key MK and a set of attributes S. It outputs a secret key
SKg associated with S.

« PH.Encrypt(PK, M, A) — CT,: The encryption algorithm
takes as inputs the system public key PK, a message M
and an access structure A = (A, p, 7). It ouputs a ciphertext
CT, of M with respect to A. In a PH-CP-ABE scheme, it
is required that the attribute value set 7 in A is hidden and
it is not explicitly included in CT,.

« PH.Decrypt(PK,CT,,SKs) — M or L: The decryption
algorithm takes as inputs the system public key PK, the
ciphertext CT, of a message M with respect to an access
structure A, and the secret key SKs associated with an
attribute set S. It outputs M if S satisfies A, and the
error symbol L otherwise. Concretely, two phases, attribute
matching detection (i.e., decryption test) and decryption
phase (i.e., full decryption), are involved.

— Matching Phase: It returns L to terminate the decryption
algorithm with overwhelming probability if S does not
satisfy the partially hidden A. Otherwise, it ends by
initiating the decryption phase.

— Decryption Phase: It returns M.

B. Security Model

In this section, we give the security model for PH-CP-ABE.
It is described as a security game between an adversary (A and
a challenger B. The game proceeds as follows:
« Setup. The challenger B runs (PK, MK) « Setup(14, U). It
gives the system public key PK to A and keeps MK secret.
« Phase 1. The adversary A adaptively issues a polynomially
bounded number of queries to the following key generation
oracle.

— OkeyGen: The adversary A submits an attribute set S. The
challenger B runs SKs « KeyGen (PK, MK, S), and gives
A the secret key SK.

« Challenge. Once the adversary A decides that Phase 1 is
over, it submits to the challenger 8 two messages My, M,
of equal length and two access structures A; = (A, p, 7o),
Ay = (A, p,7T71) with the restriction that A; and A, cannot
be satisfied by any of the queried attribute sets in Phase
1. The challenger 8B flips a random coin 8 € {0, 1}, sets
CTAﬁ < PH.Encrypt(PK, Mg, Ag) and sends CTAﬁ to A as
its challenge ciphertext.

« Phase 2. The adversary continues to adaptively query the
challenger for secret keys corresponding to sets of attributes
with the restriction that none of these satisfies A; and A,.

« Guess: The adversary A outputs a guess bit 8’ € {0, 1} and
wins the game if 8/ = 3.

The advantage of the adversary A in this game is defined
as |Pr[,8’ =B]- %l, where the probability is taken over the
random bits used by the adversary A and the challenger 5.

Definition 4: A CP-ABE scheme with partially hidden ac-
cess structures is fully secure if all polynomial time adversaries
have at most a negligible advantage in the security game.

V. PASH: PrivacY-AWARE s-HEALTH Access CONTROL SYSTEM
A. Challenges and Main Idea

In real life, attribute values always contain more sensitive
information than the generic attribute names. Due to this
observation, CP-ABE schemes with partially hidden access
policies were proposed [14], [15], [40], [41], [42], in which
the schemes [14], [15] support decryption tests. As shown
in [14], adding an efficient decryption test before the full
decryption is an important way to improve the computation
efficiency, especially in the cloud-based s-health scenario
where the cloud server may search and send a lot of CP-ABE
ciphertexts to a user. The CP-ABE scheme [15] supports the
decryption test, but the test is inefficient because the number
of expensive pairing operations in the test grows linearly with
the complexity of the access policy.

1) Challenge I: How to realize a large universe con-
struction? In [15], we found that the public parameters
up, Uy, -+ ,u, could be eliminated. In fact, u; is used in the key
generation algorithm for computing a secret key component
K; = (ufih)tR,-, where s; is the user’s attribute value and other
parameters are given or randomly chosen from corresponding
groups. In the encryption algorithm, u, is used for comput-
ing ciphertext components C;, = g“AX'V(uZJ((?)H)‘“ -7y, and
Cy, = g“A-*""(uif(‘:)H)"i' - Zs , Where 1, is an attribute value
implicitly specified for the xth row of the matrix in the LSSS
policy and other parameters are given or randomly chosen
from corresponding groups. Because the attribute values are
not sent along with ciphertexts and random values ¢, ry, r’, are
used in the generation of K;, C , C2x, we change u;" and uz((;’)
to g% and g, respectively. Hence, the public parameter size
becomes constant and it means a large universe construction.

2) Challenge II: How to significantly improve the
decryption test efficiency? In [15], a ciphertext in-

cludes two parts, one is an encryption of the message



and the other is redundant. The redundant part consist-
s of G = 2(g.9)™.Ch=g",Cox = & (Up™H)™ -
2y, Dy = gr; -Zé’x and it is used for decryption test. In
each decryption test, the number of pairing operations is not
constant but proportional to the complexity of the cipher-
text policy. It can be easily noted that this is caused by
[1.e(D2, Kox))“*. Obviously, Ky, is the only key component
associated with attribute values. Therefore, the only solution
is to update Dy .. In the proposed scheme, we delete C’, from
the ciphertext and change D, = g’ ~Z§,x to D, = g* -7},
where s is a random value from corresponding group. Besides,
C, 1s changed to Cyx = g“AX‘V/ (g"wH)™ - Z, . In this case,
[1.é(D2,, Kpx))“* can be computed by é(D;, [], Kpm(; )) and the
decryption test efficiency is significantly improved. Note that
the size of the ciphertext is also reduced by € group elements,
where ¢ is the number of rows of the policy matrix.

3) Challenge III: How to ensure correctness and securi-
ty? Based on the property of bilinear pairings, the correctness
is not affected by the above updating. However, it is not easy
to get the security results by following the security proof in
[15]. For the simplicity of the description, we use some new
symbols in our scheme, where A indicates the parameter is
used for decryption test. Please refer to Section V-B for more
details of the following parameters used in our PASH. Now,
we explain the challenges in our security proofs. First, in the
ciphertext, Cy = ¥¥,Cp = 877, Cax = g4 (g H) ™ Zy .,
where s’ is shared by all components and it is the first
element of v. Hence, the related exponents in the security
proofs cannot be chosen as random elements and they must
keep a consistency, which is different from the proof in [15].
Second, in a semi-functional key of type 1, the exponent z;
must be the same as the one used in the semi-functional
ciphertext. Loosely speaking, we address these two challenges
by the “orthogonal” subgroups and additionally choosing a
vector va with O as the first element to adjust exponents and
keep them consistent in the challenge phase. Third, in the
ciphertext, Cy = g"/ZA, ¢ = g°, where g and Z, are chosen
from different subgroups. We keep Z, in C, but not in C;.
According to the property of “orthogonal” subgroups, if we
remove Z, from C, and set Cx = g%, the decryption algorithm
proceeds correctly. However, in this case, any adversary may
use C, to guess some attribue values because s’ is also used
in Cp, = g4 (g"H) " Zy , and &(g,Zp ) = 1.

In summary, the differences between our policy-hiding CP-
ABE scheme and the scheme [15] are threefold. First, the
proposed scheme is a large universe construction. Second,
we reduce the number of expensive pairing operation in a
decryption test from |7| + 2 to 2, where |Z]| is specified by
the complexity of the access policy. Third, the ciphertext is
reduced by ¢ group elements.

B. Design Details of PASH

1) Initialization: SHA first takes a security parameter
A as input and runs the group generator G(1') to get
(N, p1, p2, p3, P4, G,Gr,e). Then SHA sets the attribute uni-
verse as U = Zy and performs the setup algorithm as below.
. Setup(lﬂ): SHA uniformly chooses «,a €g Zy, g,h € G,,,
X3 €g Gy,, Z,X4 €p Gp,, and computes Y = é(g,g)*,H =

hZ. The system public parameters are published as PK =

(N, g,g%Y,H,X,), and the master key is MK = (o, &, X3).

2) Authorization: As shown in Figure 3, suppose DU has an
attribute set S = (I5,S) with Is € Zy and S = {si}ier,. SHA
grants access rights to DU based on the following algorithm

KeyGen.
8=(1,.5 i
@ — . B
B SK = (SKK{E}e,)

DU SHA

Fig. 3. The authorization in PASH.

« KeyGen(PK, MK, S): SHA uniformly chooses ¢t €g Zy and
R,R",R; €g G, for i € Ig. It outputs the secret key SKgs =
(S’ K’ K’? {Ki}iEIS )7 Where

K — g”ng, K! — gtR/’Ki — (gX;h)lRi.

3) Privacy-Aware SHR Outsourcing: DO chooses a sym-
metric encryption scheme such as AES and uses it to encrypt
his SHRs. Then, DO specifies an access policy A = (A,p, 7)),
where A is an ¢ X n matrix, p is a map from each row A,
of A to an attribute name, and 7~ = (1), L), - - - » Lp(r)) € Z,.
DO encrypts the symmetric key which is used as a plaintext
M € Gr in the algorithm PH.Encrypt as below. Finally, as
shown in Figure 4, DO outsources ciphertext data to SHC.

(A, p) without 7,

& CTA: éA’éA’{CA,,\}msu
CCoiCD e

DO

Fig. 4. The privacy-aware SHR outsourcing in PASH.

« PH.Encrypt(PK, M, A): DO chooses two vectors v,V" €g Zy
with v = (s,v2,...,v,) and V' = (s',v},...,v,). It also
uniformly chooses Z, €r G, based on Xy, r, €z Zy and
ZaxsZexs Zax €r Gp, based on Xy, for 1 < x < £. Then it
calculates the ciphertext as

CTa = (A, p), Ca, Cas {Ca b1 <x<ts C1, C1AC vy D thi<ase)s

where Cp = Y¥,Cx = gZa,Cax = g4V (g H) ™ Zn
61 =M- Ys,él = gs, and

Cl,x = gan'v(grp(X)H)_rXZc,x, Dl,x = gerd,x-

4) Privacy-Aware SHR Access: DU can get SHRs based
on the symmetric key, which acts as the plaintext M and
is obtained in the algorithm PH.Decrypt as below. Let the
ciphertext of M be

CTa = (A, p), Ca, Ca, {Chth1<x<ts €1y €1 AC 1y D ihi<ast)s

and the attribute secret key of DU be SKs = (S, K, K’, {K}ier,)

with 8§ = (J5,S) and S = {s;}ier,. TWo phases in decryption

of M are shown in Figure 5.

« PH.Decrypt(PK, CT,, SKs): DU first calculates I, from
(A,p), where I, denotes the set of minimum subsets of
{1,2,...,{} that satisfies (A, p). Then DU does the following.
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Fig. 5. The privacy-aware SHR access in PASH.

— Matching Phase: It checks if there exists a subset 1 € I,
that satisfies {p(i)|i € 7} C Is and

¢yl = e[ﬂ coL K

iel

Al A -1 W
e (CA, K I(p(l)] )
iel
where Y7 wiA; = (1,0,...,0) for some constants {w;}ics.
If no such I exists, it outputs L to indicate that S does

not satisfy the partially hidden A. Otherwise, it initiates
the decryption phase based on the eligible 7 and {w;}ies.

— Decryption Phase: It returns M = C,/E, where
. oC1,K) _
[Tier (é(cl,i’ K"e(D . Kp(i)))

C. Soundness of PASH

The proposed PASH achieves soundness, which means DU
can access some SHRs if and only if his attributes match the
underlying access policy. For one thing, the matching phase
is correct. Indeed,

Cy' = e(l—[ CZfi,K']@(éA,K“ Kp“(;)]

il i€l
~ &(Cy, K
— 0= e(Cy, )A .
[Tier (é(CA,h K")é(Ch, Kp(i)))

If and only if #,; = s,, for i € 7, we have

&Ca, K)
[Tier (2(Ca s KN2(Cr. Kyi))
&g" Zp 8"¢"R)
[ier (2G84 (g0 HY ™ Zo 1, g'R))2(8" Zn, (€0 h) Ro))
_ A" g% eg".g")
Ticr (2™, g0)"  (e(ge, g et A

For another, the decryption phase is correct. In fact, if S
satisfies A, there exists an eligible set 7 and constants {w;}ier
such that 3,7 w;A; = (1,0, ...,0), 1) = sy for i € 7, and

2(C1.K)
wj
[ier (6(C1i, KNe(D1 1, Ko)
&g’ 8"g"R)
TTier (&(g4 (€90 HY 11 Z,i, g'RNE(Z" Zai> (€70 h) Ryi»))
_ e(g'g'g") g8 s

[ier (2(g“4, g™~ (2(ga, gt)) Zier id

Therefore, the proposed PASH is sound.

VI. SECURITY AND PERFORMANCE ANALYSIS

A. Security Analysis

Based on hybrid encryption mechanisms, if the proposed
PH-CP-ABE is secure, then PASH is secure in our adversary
model. Our security proofs are based on several complexity
assumptions as below. Note that Assumptions 1, 2 and 3 are
the same assumptions as in [11], and they are used as in [15] in
the group of composite order. Assumption 4 was used in [53],
[15]. The assumptions were proved to be generically secure
in [54], [53].
Assumption 1. Given a group generator G, define the follow-
ing distribution:

R R R R
(N = pP1p2p3p4, G,GT»E) — g,g — GplsX3 — Gp35X4 — Gp4s
R R
D =(N,G,Gr,8,8,X3,X4), T1 « G, XG,,, T, « Gp,.

The advantage of an algorithm A in breaking this assumption

is Advilga(d) = [Pt[[AD, T) = 1] = Pr[A(D, T») = 1]I.
Definition 5: G satisfies Assumption 1 if Advig#(1) is a

negligible function of A for any probabilistic polynomial time

(PPT) algorithm A.

Assumption 2. Given a group generator G, define the follow-

ing distribution:

R
(N = p1p2p3ps,G,Gr,e) «— G,

R R R R
gaXI — GplsX29 Y2 — sz,Xfiv Y3 — Gp3,X4 — Gp4,
D =(N,G,Gr,e, g X1X5,Y,Y3,X3,X4),

R R
T, — Gy xG,, xGp,, Ty « G, XxG,,.

The advantage of an algorithm A in breaking this assumption
is Adv2g a(1) = [Prt[[A(D, T)) = 1] = Pr[A(D, T») = 1]I.

Definition 6: G satisfies Assumption 2 if Adv2g #(1) is a
negligible function of A for any PPT algorithm A.
Assumption 3. Given a group generator G, define the follow-
ing distribution:

R R
(N = p1p2p3p4?G,GT’6) — g’a’ § ZN,
R R R R
8 < Gppgz,XZ’ Y2 — sz,XS — Gp3,X4 — GP47
D = (N,G,Gr,ée,g,8,8"X2,8' Y2, X3, X4),
T) = &(g,9), Tr & Gy

The advantage of an algorithm A in breaking this assumption
is Adv3g a(1) = [Pt[[A(D, T) = 1] = Pr[A(D, T») = 1]|.

Definition 7: G satisfies Assumption 3 if Adv3g #(1) is a
negligible function of A for any PPT algorithm A.
Assumption 4. Given a group generator G, define the follow-
ing distribution:

~ R , R R
(N=p1p2p3p4’GaGT’e) <_g’t’r/ (_ZN’gah (_Gpla

R R R
82, X2,A2,B2,Dy — G, X3 — G,,, X4,Z,A4, Dy — Gy,
D = (N,G,Gr,2,8,8,8" B, h' Y2, X3, X4, hZ, " D2Dy),

Ty = W AyAs, Ty & G, x Gy, X Gy,

The advantage of an algorithm A in breaking this assumption
is Advdg (1) = [Pt[A(D, T) = 1] - Pt[A(D, T») = 1]I.



Definition 8: G satisfies Assumption 4 if Advdg (1) is a
negligible function of A for any PPT algorithm A.

Theorem 1: If Assumptions 1, 2, 3 and 4 hold, then the pro-
posed PH-CP-ABE scheme is fully secure in our formalized
security model based on Definition 4.

Proor. Security proofs are given in the APPENDIX A. m

B. Performance Analysis

In this section, we compare our scheme with previous
related work [41], [42], [43], [45], [46], [40], [14], [15]
in terms of security and performance features. In Table II,
we give comprehensive comparisons according to important
features including privacy protection, decryption test, large
universe, full security, access policy expressiveness, group type
and security model. From Table II, we know that every scheme
realizes users’ privacy protection. However, only PASH and
schemes in [14], [15] are capable of supporting decryption
test. Only PASH and the scheme in [40] are large universe
constructions. Full security is realized in PASH and the
schemes in [45], [46], while only PASH supports LSSS access
policies. In addition, PASH is proven secure in the standard
model under static assumptions. The scheme in [40] cannot
support decryption test and is proven secure under non-static
assumptions. Based on the above comparisons, only PASH and
Lai et al.’s scheme [15] can simultaneously realize decryption
test and full security while the latter cannot support large
universe. We further compare PASH with the scheme in [15]
in Table III, where PK, SK and CT respectively denote the
public parameters, the secret key and the SHR ciphertext.
Note that the length of an element in each subgroup G,
and the target group Gr is set to 512 bits. We use Pair,
Exp and Exp; to represent a bilinear pairing operation, an
exponentiation operation in G and an exponentiation operation
in Gy, respectively. Let N denote the size of the attribute
universe, m the number of a user’s attributes, and ¢ the number
of rows in a policy matrix. Note that the minimum authorized
set 7 is used in the SHR access phase and its size |J] is
determined by the complexity of the access policy. From Table
III, we know that the size of PK in PASH is small and constant,
while it increases linearly with N in [15]. In addition, PASH is
superior to [15] with respect to the size of CT, the encryption
cost (i.e. the SHR outsourcing time), and the decryption test
cost. The comparison of parameter size is also shown in Figure
6 for clarity.

To explicitly demonstrate the performance advantage of
PASH, we implement PASH and the scheme in [15] on a
laptop (with 2.90 GHz Intel Pentium(R) CPU and 4 GB
RAM memory) based on Ubuntu 16.04 LTS and the Java
Pairing Based Cryptography Library (JPBC) 2.0.0 [55]. We
evaluate the computation time of the SHR outsourcing phase,
the attribute matching phase, and the entire SHR access phase.
In our experiments, Type Al pairings are adopted, which are
constructed on the curve y* = x> + x over the field Fy with the
composite N being the universe size. For each access policy,
the experiment is repeated 30 times, and the average values are
adopted. In Figure 7, we compare PASH and [15] in terms of
the SHR encryption time and the decryption test time. Figure

7(a) and Figure 7(b) respectively show the SHR encryption
time and the decryption time versus the complexity |Z| of
access policy, which is measured by the size of the minimum
authorized set 7. The comparison of SHR access time is shown
in Figure 8, in which for a given |7, the access time varies with
the number of SHR ciphertexts. In practice, the SHC server
may search and send a lot of CP-ABE ciphertexts to DU of
which only one can be decrypted. Therefore, in Figure 8(a),
Figure 8(b), Figure 8(c) and Figure 8(d), the number of valid
ciphertexts is 1 and |7] is set to 2, 5, 10 and 20, respectively.
Obviously, our experiment results show that PASH is very
efficient in addition to possessing other attractive features.
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Fig. 7. The SHR encryption and decryption test time.

In summary, PASH is superior to the existing schemes
since it can handle the most expressive access policies and
is fully secure in the standard model. In particular, PASH
supports large universe and the decryption test is most efficient.
Therefore, PASH is highly suitable for data security and
privacy protection in s-health.

VII. ConcLusioN AND FUTURE WoORK

In this paper, we efficiently addressed data security and user
privacy issues in s-health by introducing PASH, a privacy-
aware s-health access control system. The main building block
of PASH is a CP-ABE scheme which supports large uni-
verse and partially hidden access policies. In PASH, sensitive
attribute values involved in access policies are hidden and
generic attribute names are public. We added an efficient
decryption test before full decryption to improve efficiency.
The large universe construction enables public parameters of
a constant number of group elements. In addition, PASH
supports LSSS policies and was proven fully secure in the
standard model. Theoretical analysis and experimental results
indicated that PASH is more secure, efficient, and expressive
than existing schemes.



TABLE 11
ComparisonNs oF CP-ABE scHEMES

[ Schemes [[ Privacy Aware | Decryption Test | Large Universe | Full Security | Expressiveness | Group Order [ Standard Model |
[41], [42] v X X X ANDT Prime X
[43] v X X X AND Prime v
[45], [46] v X X v AND Composite v
[40] M X v X LSSS Prime X
[14] Vv Vv X X AND Prime X
[15] v v X v LSSS Composite v
Ours v v v v LSSS Composite v

T AND-gates on two/multi-valued attributes with wildcards.

TABLE III
PERFORMANCE COMPARISONS BETWEEN FULLY SECURE CP-ABE SUPPORTING DECRYPTION TEST
[ PKSize [ SKSize | CTSize [ Encryption Cost | Decryption Test Cost | Decryption Phase Cost |
Schemes - -
| Gp [Gr | Gpp, | Gpp, [Gr | Exp [ Expy | Par [ Exp [ Expy | Pair [ Exp [ Exp; |
[ 51 [ N+4] I | m+2 [#+2 ] 2 [Td+2 | 2 | @i+2 ]| @1 | 71 | Zi+2 ] @1 | 71|
[ Ous || & | 1T | m+2 [36+2] 2 [6@+2 | 2 | 2 [ 2@ | 0 | H=+2] @ | 1|
8000 14000 25X 10"
——Lai etal.’s Schem ——Lai eta.’s Schem: ——Lai etal.'s Schem: ——Lai etal.’s Schem:
. ours & 7000{ —+-Ours & 12000]L - Ours & ours
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Fig. 8. The SHR Access Time.

It would be interesting to construct a privacy-preserving
and fully-secure s-health system supporting large universe and
efficient decryption test under prime order groups. Another
possible goal for future research would be to find attribute
revocation and traceability mechanisms suitable for s-health.
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APPENDIX

We first give the security proof of Theorem 1. Then, we
prove the security of Lemma 2-Lemma 7 in detail.

A. PrROOF OF THEOREM 1

Proor. Following the dual system encryption methodology
[11], we define two additional structures: semi-functional
ciphertext and semi-functional key. These will not be used in
the real system, but will be needed in our proof. Let g, denote
a generator of the subgroup G,,. Semi-functional ciphertexts
and semi-functional keys are created as follows.
Semi-functional Ciphertext. We first choose two exponents
¢, ¢’ €p Zy and two vectors w,w’ €r Zy. We also choose
Z; €g Zy associated to attributes and y,, Y, €g Zy with respect
to matrix rows A,. Based on the normal ciphertext output by
PH.Encrypt, the semi-functional ciphertext CTy, is set as

CTa = (A, p), Ca, Ca, {Cashi<ases C1, C1{C v, Dy ih1<xse),
where Cy = Y¥,Cy = g ZxgS and

_ aA V' [ Lo -5 A +Y2p(x)
CA,X — g x (g/-’(A)H) ZA,xgzx x<p(x ,
~ s A s c
Ci = M- Y',Ci=¢gg,
_ AAV [ Loix —ry AxwtYZp) _ Ty ~¥x
Cl,x = & (gp( 'H) Zc,xg2 ! ’Dl,x =8 Zd,xg2 i

Semi-functional Key. We choose exponents d,d’ eg Zy and
{d; €r Zy}icr,. Then, based on the normal secret key output by
KeyGen, a semi-functional key will take one of three forms.

« A semi-functional key of type 1 is set as
(S, K = g"g"Rg3. K’ = g'R'gy . (K; = ("' Rig} “)ie1)-
« A semi-functional key of type 2 is set as
(S.K =g"¢"Rg3. K' = g'R' (K = (§" W) Rikier,).
« A semi-functional key of type 3 is set as

(S.K = g"¢"Reg%, K' = g'R'g4 ,{Ki = (g"h)Rigi'}iery).

Gamege, Gamey,_; Gal‘nek_l Game,; Gameripal,
Lemina 3
lemmal .- Gamej,_1, ™2 Gamep, o Game,, Lemmas Lemma 6
Lemma 4
v
Game 3 Gamey_ 3 Gamey. 3 Game, 3 Gamerip),

Fig. 9. The relationship between the lemmas and the games.

We will prove the security of the proposed scheme based
on Assumptions 1, 2, 3 and 4 using a hybrid argument over a
sequence of games as below.

« Gamege,. The first game is the real security game, in which
the ciphertext and all the keys are normal.

« Gamey. In the second game, all the keys are normal, but the
challenge ciphertext is semi-functional. It is also denoted as
Gamey 3.

We let g denote the number of key queries made by the

adversary. For 1 < k < g, we define the following games.

o Game; ;. In this game, the challenge ciphertext is semi-
functional, the first k— 1 keys are semi-functional of type 3,
the k-th key is semi-functional of type 1, and the remaining
keys are normal.

o Game;,. In this game, the challenge ciphertext is semi-
functional, the first k— 1 keys are semi-functional of type 3,
the k-th key is semi-functional of type 2, and the remaining
keys are normal.

« Game; 3. In this game, the challenge ciphertext is semi-
functional, the first k keys are semi-functional of type 3
and the remaining keys are normal. Note that, in Game,3,
the challenge ciphertext is semi-functional, all the keys are
semi-functional of type 3.

o Gamegiy,,. In this game, the challenge ciphertext is a semi-
functional encryption of a random message, independent of
M, and M, provided by the adversary, and all the keys are
semi-functional of type 3.

o Gamery,, - The final game is the same as Gamegiyqy,, €xcept
that Cp, and C;, in the challenge ciphertext are random
elements in G, x G,, X Gp,. The challenge ciphertext is
independent of 7 and 7 provided by the adversary. Hence,
in Gamepri,,,, the adversary’s advantage is 0.

We prove these games are indistinguishable based on Lem-
ma 2-Lemma 7 given in the APPENDIX B. The relationship
between the lemmas and the games is given in Fig. 9,
where 2 < k < g. Therefore, if Assumptions 1, 2, 3 and
4 hold, we have shown that Gameg, is indistinguishable
from Gameri,,,. Hence, the adversary cannot obtain a non-
negligible advantage in breaking the proposed scheme. [

B. Proors oF LEMMA 2-LEMMA 7
B.1. Proof of Lemma 2

Lemma 2: Suppose that G satisfies Assumption 1. Then
Gameg., and Game, are computationally indistinguishable.

Proor. Suppose there exists an adversary A such that
|GamegreaAdvg — GamegAdv4| = €, then we construct a
simulator 8 with Advig (1) = € in breaking Assumption
1. B is given g, X3,X4, T and simulates Gameg., or Game,
with A.



Setup. B uniformly chooses a,a,ap €g Zy and Z € G,,.

It then sets Y = é(g, )%, h = g, H = hZ, and sends A the

system public parameters PK = (N, g, g%, Y, H, X4).

Phase 1. 8B can generate normal keys in response to A’s key

requests by using the key generation algorithm, since it knows

the master key MK = (a, h, X3).

Challenge. Once A submits to B two messages My, M,

of equal length and two access structures A; = (A,p,7),

A, = (A, p,71) with the restriction that A; and A, cannot be

satisfied by any of the queried attribute sets in Phase 1. Let

T = (to1)s to2)> - - - » toey). B chooses € {0,1} and does the

following.

1) B creates ¥ = (1,¥2,...,%,), ¥ = (1,7,...,7,) and vy =
(0, VA25 -+ VA,n) with Vi, f/:, VA €R ZN for2 <i<n.

2) B chooses 7, €r Zy, § = (ay + tp(x))‘l and
ZnsZnxs Zexs Zax €R Gp,, for 1 <x < L.

3) B chooses § € Zy and calculates

(g%, T%), Ca = T Zy, Cay = TNV A D0 o) 7,

Mpe(g®,T),Cy = T,Cy, = T T O w7, Dy =TZ,,,

a
>
1}

C =

where 1 <x < ¢.
4) B sets the challenge ciphertext as CT,, and sends it to A:

CTs, = (A, ). Ca, Car {Chchi<aet €1, C1AC 1o D ihi<ier)

$ ~ ’ A ’ ’
IfT « Gy, xG,,,let T = g'g5,then Cp = Y*,Cp = g7 Zpg5

A +YiZp()

CA,x = gan.V/ (gtﬂm H)_s, ZA,xgz s

where s’ = 5§, ¢ = c§, Vv = (s§V + sva.
We know V/1 =y, Zp(x) = a0+tp(x)~, ZA,x = Z‘V/ZA’X, W' = cSav’,
vy = c((Ay - va)asy — 3). Besides, C; = MgY*,C; = g'¢g5, and
Cl,x =
Dl,x

AV o —re A WH+YaZpn)
g (g H) " Ze 18, ",

Ty — ol —Vx
T"Zix=8 Zd,xgz >

where v = s0 with v; = s, ry = ¥y, Zey = 2570, 2o =
ap + ty(x), W = cav, y, = —c¥,. Hence, the challenge ciphertext

is semi-functional and B simulates Gameg. If T <i Gp,, it is
a normal ciphertext and 8B simulates Gamege,.

Phase 2. B does as in Phase 1 with the restriction that none
of queried attribute sets satisfies A; and A,. Note that, if T i

Gy, x Gp,, then B simulates Gamey. If T & Gp,, then 8B
simulates Gamege,. Finally, B can use the output of A to
distinguish 7 and Adv1g a(1) = €. [ ]

B.2. Proof of Lemma 3

Lemma 3: Suppose that G satisfies Assumption 2. Then
Gamey_; 3 and Gamey; are computationally indistinguishable.

Proor. Suppose there exists an adversary A such that
|Gamey_; 3Adv 4 —Gamey jAdv 4| = €, then we can construct a
simulator B with Adv2g #(1) = € in breaking Assumption 2. 8
is given g, XXy, Y2Y3, X3, X4, T and will simulate Gamey_; 3
or Gamey; with A.
Setup. B uniformly chooses a,a,ap €g Zy and Z € G,,.
It then sets Y = é(g, )%, h = g%, H = hZ, and sends A the
system public parameters PK = (N, g, g%, Y, H, X;). Note that
B knows the master key MK = («, h, X3).

Phase 1. Let us now explain how B answers the j-th secret

key query for S = (Z5,S) with § = {s;}ier,.

« For j <k, B chooses t, d,d er Zy and {d; g Zn}ier,, then
creates a semi-functional key of type 3 as follows:

K = g (Y2Y3)", K’ = g' (Ya¥3)" {K; = (8h) (Y2 V3)"Yer, -

Note that this is a properly distributed semi-functional key
of type 3 because the values of d,d’,d; modulo p, are
uncorrelated to their values modulo ps.

o For j > k, B can generate normal keys by using the key
generation algorithm, since it knows the master key MK =
(a . /’l, X3).

« To answer the k-th secret key query, B chooses R,R’,R; €
G,, for i € Iy and calculates K = g*T*R, K’ = TR ,{K; =
T%*SiR;}icr,. We observe that

$ PN
-IfT <G, xGpy, XGp,, let T = g’g‘zi R, then
K =g"g"Rg3, K' = g'R'g5 (K = (8" Rig§ “Viers.

where R = RR, d = ad’, R = RR’, R; = R®*SR,, z; =
ap + s;. It is a semi-functional key of type 1. Note that
the values of a, ag, s; modulo p; are uncorrelated to their
values modulo p;.

-IfT i G,, X G,, it is a properly distributed normal key.
Challenge. Once A submits to B two messages My, M;
of equal length and two access structures A; = (A,p,7y),
Ay = (A, p,T71) with the restriction that A; and A, cannot be
satisfied by any of the queried attribute sets in Phase 1. Let
T = (to1)s to2) - - - » toe)). B chooses B € {0,1} and does the
following.

1) B creates ¥V = (1,¥p,...,V,), V' = (1,%,...,17;) and vy =
(O, VA2s« -+ VA’,,) with ﬁi,f/;,vA,[ €R ZN for 2 <i<n.

2) B chooses 7y €r Zy, 8x = (a0 + ty) ™" and Zp, Za x, Ze xs
Zgy €r Gp,, for 1 <x < ¢

3) B chooses § € Zy and calculates

Cr = 28" (X1X2)"), Ca = (X1 X2) Za,

Cax = (XiXp)™AV (X, X,) A Datiw) 7,
Ci = Mge(g”, (X1X2),C1 = (X1 X),

Cix = X)X, Xp) @7,

Dy = Xi1X2)"Zyy,

where 1 < x < £
4) B sets the challenge ciphertext as CT,, and sends it to A:

CTs, = (A, p), Ca, Ca {Cashizxet: €1 €1 AC e, Dishi<aco)-
Suppose X1 X» = g°g5, then Ca = Y, Ca = g Zxg5, and

At Y\ Zp0)

CA,x = = gan"/ (gtpm H)_S/ZA,xgz ,

where §" = 5, ¢/ =3, zp0n) = ‘fof oy V= (ST + sva.
We know v| = &/, %A,x =7 ZA-{’ W = c§av’, vy, = c((Ay -
va)as, — §). Besides, C1 = MpY*,C = g*¢5, and

W — Ay W+YZpx
Cl,x = gaAX ‘(gtpmH) rXZc,xgzx & m)»
— T — ofx -
Dy = XiX2)"Ziy=8"Zux8,"",
where v = sV with vi = s, r, = sk, Z., = ZZ.,,

Zp() = Qo + ly), w = cav, and y, = —cF,. We know the



challenge ciphertext is semi-functional. Note that the values
of a,ap, {tywmh<<ts 5 {Vi, V}osicns {Fali<x<e modulo p; are
uncorrelated to their values modulo p;.

Phase 2. B does as in Phase 1 with the restriction that none
of queried attribute sets satisfies A; and A,. Note that, if T i

Gp, XGp, xG,,, then B simulates Gamey ;. If T & Gp, XGp,,
then B simulates Gamey._, 3. Finally, 8 can use the output of
A to distinguish T and Adv2g #(1) = €. [ ]

B.3. Proof of Lemma 4

Lemma 4: Suppose that G satisfies Assumption 2. Then
Gamey; and Gamey, are computationally indistinguishable.

Proor. Suppose there exists an adversary A such that
|Gamey 1 Adv.g — Gamey,Adv 4| = €, then we can construct a
simulator 8 with Adv2g #(1) = € in breaking Assumption 2.
B is given g, X1 Xz, Y2Y3, X3, X4, T and will simulate Gamey
or Gamey, with A.

Setup. B uniformly chooses a,a,ap €g Zy and Z € G,,.
It then sets Y = é(g, )%, h = g, H = hZ, and sends ‘A the
system public parameters PK = (N, g, g%, Y, H, X;). Note that
B knows the master key MK = (a, i, X3).

Phase 1. Let us now explain how B answers the j-th secret
key query for S = (Z5,S) with S = {s;};er,. The first k — 1
semi-functional keys of type 3 and the normal keys with j > k
are constructed exactly as in Lemma 3.

To answer the k-th key quest, B does as it did in Lemma
3, but B additionally chooses 7 €p Zy and sets K =
g°TR(Y,Y3), K =TR ,{K; = T”“”"R,-}[e_rs. The only change
we have made here is adding the (Y,Y3)" term, which random-
izes the G,, part of K. Obviously, if T & G, X Gy, X Gp,,
this is a properly distributed semi-functional key of type 1. If

T < Gp, x Gp,, this is a properly distributed semi-functional
key of type 2.

Challenge. The same as Lemma 3.

Phase 2. B does as in Phase 1 with the restriction that none
of queried attribute sets satisfies A; and A,. Hence, if T «

Gp, XGp, xG,,, then B simulates Gamey ;. If T & Gp, xGy,,
then B simulates Gamey ;. Finally, 8 can use the output of A
to distinguish 7" and Adv2g #(1) = €. [ ]

B.4. Proof of Lemma 5

Lemma 5: Suppose that G satisfies Assumption 2. Then
Gamey, and Gamey 3 are computationally indistinguishable.

Proor. Suppose there exists an adversary A such that
|Gamey,Advg — GameysAdv 4| = €, then we can construct a
simulator 8 with Adv2g #(1) = € in breaking Assumption 2.
B is given g, X1Xp, Y2Y3, X3, X4, T and will simulate Gamey
or Gamey, with A.
Setup. B uniformly chooses a,a,ap €g Zy and Z € G,,.
It then sets ¥ = é(g,g)* h = g, H = hZ, and sends A the
system public parameters PK = (N, g, g%, Y, H, X4).
Phase 1. Let us now explain how B answers the j-th secret
key query for S = (I5,S) with § = {s;}ier,. The first k — 1
semi-functional keys of type 3 and the normal keys with j > k
are constructed exactly as in Lemma 3.

Let us now explain how 8 answers the k-th secret key query.
B chooses exponents 7,7 €g Zy, R,R',R; €g G, for i € I
and calculates

K = g"T"R(Y:Y3)", K’ = T'R  {Ki = TV RiYier .
$ DN
If T — Gy, X Gy, XG,,, let T = g"g4R, then
K = g"¢"Rg3, K’ = g'R'g3 ,{Ki = (¢"h)'Rig) Vier

where t = rt’, gg = g‘z”‘inf, R = ﬁ“’RY;, R =RR,d =rd,
R, = R?r(aghv,v)ki’ d,' = I"(a() + S,’)d~.

This is a semi-functional key of type 3. Note that the value
of 7 modulo p, is uncorrelated to its value modulo ps3. If

T & Gp, x G,,, this is a properly distributed semi-functional
key of type 2.

Challenge. The same as Lemma 3.

Phase 2. B does as in Phase 1 with the restriction that none
of queried attribute sets satisfies A; and A,. Hence, if T i

Gy, X Gy, X G, then B simulates Gameys. If T & G,, X G,
then B simulates Gamey,. Finally, B can use the output of A
to distinguish 7 and Adv2g a(4) = €. [

B.5. Proof of Lemma 6

Lemma 6: Suppose G satisfies Assumption 3. Then Game, 3
and Gamepina, are computationally indistinguishable.

Proor. Suppose there exists an adversary A such that
|Game, 3Adv 4 —Gamegin, Adv.4| = €, then we can construct a
simulator B with Adv3g #(1) = € in breaking Assumption 3. 8
is given g, g2,8%X», 8°Y>, X3, X4, T and will simulate Game, 3
or Gamegina, with A.

Setup. 8 uniformly chooses a,ag €g Zy and Z € G, . It then
sets Y = &(g,g°X»),h = g%, H = hZ, and sends A the system
public parameters PK = (N, g, g%, Y, H, X4).

Phase 1. Each time 8 is asked to provide a key for S = (I, S)
with § = {S,’},'E]S, B chooses t,d,d’ €g Zy, {d; €r ZN}iEISs and
R,R',R; €g G, for i € I, then creates a semi-functional key
of type 3 as follows:

K = (8"X2)g"Rgd = g°¢"Red, K’ = g'R'g% {K; = (g"h)YRigticr

where g4 = X,g9.

Challenge. Once A submits to B two messages My, M,

of equal length and two access structures A; = (A,p, 7o),

A, = (A, p,71) with the restriction that A; and A, cannot be

satisfied by any of the queried attribute sets in Phase 1. Let

Ti = (to1)s to2) - - - » toe))- B chooses B € {0,1} and does the

following.

1) Bereates v = (1,V,,...,V,) with ; g Zy for 2 < i < n, and
chooses v/ = (s',V,..., V), 0" = (0}, w),...,w,) €r Z},.

2) B chooses IN’X,’}/; €r Zy and ZA’ZA,vac,vad,x €R Gp4, for
1<x<t.

3) Let T = (1), tp(2)s - - - » Lo(e))- B chooses ¢’ € Zy, calculates
Ch=Y",Cp = gS'ZAgg, and

AX"“[JFV;(“O*[/?(A))
b

Cax = g4 (g™ H) " Zp 18,
Ci = MpT,Cy = g'Y2,Cy . = (8'V2) MV (g Yo) @HowZ,

Dl,x = (gSYZ)?de,x’



where 1 <x < {.
4) B sets the challenge ciphertext as CT,, and sends it to A:

CTs, = (A, p), Ca, Ca {Chashizx<t: €1 €1 AC e, Dishi<aco)-

Suppose 'Y = g°gS, then Cy = Y*',Cy = g¥ZagS, and

o v Ayt +Y, 2o
CA,x = gan v (gfp(x)H) s ZA,xg2 A )’
= A . — Ay ' Zp(x
Ci = MT,Ci=¢g5.Cix= g4 (g H) "Zex8 R
D, = (&'Y2)"Zix=g"Zixg,"
where v = sV, 1y = s§F, Z.x = Z’*Zc,x, w = cav,
Yy = —CFy, and Z,) = ag + fyx. Note that the values of

a, ao, {tp(o Y1<x<t> {Vita<icn, {Frh<x<e modulo p; are uncorrelated
to their values modulo p;.

Phase 2. B does as in Phase 1 with the restriction that none
of queried attribute sets satisfies A; and A,. Note that, if
T = é(g, g)**, the challenge ciphertext is a properly distributed
semi-functional encryption of Mg and 8B simulates Game, 3.
Otherwise, it is a properly distributed semi-functional encryp-
tion of a random message in Gy and B simulates Gameginay, -
Finally, 8 can use the output of A to distinguish 7" and
Adv3g #(1) = €. [

B.6. Proof of Lemma 7

Lemma 7: Suppose G satisfies Assumption 4. Then
Gamerina, and Gamegiy,, are computationally indistinguish-
able.

Proor. Suppose there exists an adversary A such that
|Gamegina, Adv. 4 —Gamegina, Adv 4| = €, then we can construct
a simulator 8 with Adv4g #(1) = € in breaking Assumption
4. B is given g, g2,8" B2, h"' Y2, X3, X4, hZ, 8" DDy, T and will
simulate Gamegina, or Gamegin,, with A.

Setup. B uniformly chooses a,a €g Zy. It then sets ¥ =
é(g,8)*, H = hZ, and sends A the system public parameters
PK = (N’g’ ga, Y, H, Xy).

Phase 1. Each time 8 is asked to provide a key for S = (I, S)
with §' = {s}ier,, B chooses 7 € Zy, and R,R’,R; € G, for
i € I, then creates a semi-functional key of type 3 as follows:
K = (g"¢" B)"R.K' = (8" YR, (K; = (8" B2 (' Yo) Riier -
We observe that K = g"g“’Rgg,K’ = g’R’gg/, {K;
(g'gfh)’Rig‘zl’}iejs, where 1 = ', g¢ = BY, g7 = B, g;"' = By'Y!.
Note that it is a properly distributed semi-functional key
of type 3 in that the values of a,f,{s;}1<i<, modulo p; are
uncorrelated to their values modulo p;.

Challenge. Once A submits to B two messages My, M,
of equal length and two access structures A; = (A,p,7y),
A, = (A, p,71) with the restriction that A; and A; cannot be
satisfied by any of the queried attribute sets in Phase 1. Let
T = (o) to2)s - - - Lory)- B chooses B € {0,1} and does the

following.

1) 8 chooses v = (s,v2,...,v,), ¥ = (5,9,...,%,),Va =
O, \7A’2, e \N}A,n), and w, &’ €p ZnN.

2) B chooses 7, €gr Zy, S, = t;(lx), Zn,Zpy, ZLex €R Gp,, for

1<x<t.

k)

3) B chooses ¢, ¢’ € Zy and calculates for 1 < x < ¢:

Cr = Y ,Ch=g"Z\g5,

Cax = g7 (g DDAl s heies (o Fy™ 7, g
~ $ A s ¢ aAxvy 1 —Fy —F W7
Ci & GG =ggCro=g""(g DD T gy 7, ,

D, = (¢'D:Dy™.

4) B sets the challenge ciphertext as CT,, and sends it to A:
CTs, = (A, p),Ca, Ca. {Caihi<azt, €1, C1, {Ch v, Dy} 1<x0)-
If T = KW AyA4, suppose h =g" D = g;, Ay = g
with 71,72,7 € Zy. Then Cp = Y*,Cp = g°Zpg5, Cax =
g (g’ﬂWH)‘S’g;""w ”*z”(”ZA,x, where V' =V + va(r +7'11).
We know that v| = ', v, (Ay - va)ymas, (1 —
-1 _ TIh o = D(AX'VA)‘IA(A,\"VA)“Z
TZ(tp(x) + TZ) )s Zp(x) = T2 + tp(x)’ Ax = Uy 4 A x>

= Y72

~ . ~ $ A
W = & + ayva. Beszdes, C, « Gr,C; = g'g, and
. —r. X WHYxZp(x / 7y
Cl,x = ganv(glpwH) ng }()Zc,xa Dl,x = (gr D2D4)U =
ngZd,xgzyx’ where Iy = r,?xa Yx = —77)” Zp(xy = T2 + tp(x)7

Zew =D, A2 7, Zyx = Df.

Phase 2. B does as in Phase 1 with the restriction that none
of queried attribute sets satisfies A; and A,. Note that, if
T = " AyA,, the challenge ciphertext is a properly distributed
semi-functional encryption of a random message in Gy and

B simulates Gamegina,. Otherwise, if T <£ Gp, x Gy, X Gp,,
the challenge ciphertext component C, is a random element
in Gy and Cy,, C;x are random elements in G, X G,, X G,,,
then B simulates Gamegina,. Finally, 8 can use the output of
A to distinguish 7" and Advdg #(1) = €. [ |
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