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ABSTRACT

Digital image forgery has become a serious problem in the present society. 

As the world is advancing in the information and communication technology, it has 

become more crucial for researchers to take part in overcoming the wide-spreading 

digital image forgery to prove an image authenticity especially when the legislative 

field is involved. Copy-move forgery is a type of image forgery where one part of an 

image is copied and pasted in other regions of the same image, and it is one of the 

most common image forgeries to conceal some information in the original image. 

There are numerous techniques available to detect copy-move forgeries which each 

of them have their own advantages and drawbacks. Discrete Cosine Transform 

(DCT) is a powerful algorithm developed as a method to detect copy-move forgery 

which is well known for its detection efficiency. However, the detection rate relies 

intensely on the size of block used. Small block size is known for its ability to detect 

fine cloned objects, but the drawback is it produces too many false positive and 

requires high execution time. In this research, a method to overcome the weaknesses 

of using small block size by applying the coarse-to-fine approach with the two-tier 

process is proposed. The proposed method is evaluated on fifteen forged images on 

the CoMoFoD dataset. The results demonstrated that the proposed method is able to 

achieve high precision and recall rate of over 90% as well as improves the 

computation time by reducing the overall duration of forgery detection up to 73% 

compared to the traditional DCT method using small block size. Therefore, these 

findings validate that the proposed method offers a trade-off between accuracy and 

runtime.
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ABSTRAK

Pemalsuan imej digital sudah menjadi masalah yang semakin parah dalam 

masyarakat masa kini. Seiring dengan kemajuan teknologi informasi dan 

komunikasi, ia telah menjadi sesuatu yang sangat mustahak pagi para penyelidik 

untuk mengambil bahagian dalam mengatasi pemalsuan imej digital yang semakin 

berleluasa bagi memastikan keaslian sesuatu imej terutamanya apabila melibatkan 

bidang perundangan. Pemalsuan salin-pindah adalah sejenis pemalsuan imej yang 

mana satu bahagian dalam imej disalin dan ditampal pada bahagian lain dalam imej 

yang sama, dan ia adalah salah satu daripada pemalsuan imej yang paling biasa bagi 

menyembunyikan sebahagian maklumat dalam imej digital. Terdapat pelbagai teknik 

yang didapati berupaya mengesan pemalsuan salin-pindah yang mana setiap satunya 

mempunyai kelebihan dan kekurangan masing-masing. Pengubahan Kosinus Diskret 

(DCT) adalah algoritma berkuasa yang dibangunkan sebagai satu kaedah bagi 

mengesan pemalsuan salin-pindah yang telah dikenali atas kemampuan keberkesanan 

pengesanannya. Walaubagaimanapun, kadar pengesanan adalah sangat bergantung 

kepada saiz blok yang digunakan. Blok bersaiz kecil telah dikenali atas kemampuan 

untuk mengesan objek klon yang lebih halus, namun kelemahannya ialah ia 

menghasilkan terlalu banyak positif palsu dan memerlukan waktu perlaksanaan yang 

tinggi. Dalam kajian ini, satu kaedah untuk mengatasi kelemahan menggunakan blok 

kecil dengan mengaplikasikan kaedah kasar-ke-halus dengan pemprosesan dwi- 

peringkat telah diusulkan. Kaedah yang diusulkan telah dinilai ke atas lima belas 

imej yang telah dipalsukan dari set data CoMoFod. Keputusan menunjukkan bahawa 

kaedah yang diusulkan mampu untuk mencapai kadar ketepatan dan pemanggilan 

semula yang tinggi melebihi 90% di samping menambah baik waktu perlaksanaan 

dengan mengurangkan jangkamasa keseluruhan bagi mengesan pemalsuan sehingga 

73% berbanding kaedah DCT biasa menggunakan blok bersaiz kecil, yang mana 

mengesahkan bahawa kaedah yang diusulkan menawarkan imbalan antara ketepatan 

dan waktu larian.
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CHAPTER 1

INTRODUCTION

1.1 Overview

In this current era of science and technology, it can be clearly observed that 

the digital images are very widely used and distributed, thanks to the emerging usage 

of smart phones equipped with digital camera and the increasing popularity of the 

social media which make it possible for an image to distribute worldwide within 

seconds. This situation however, promotes the questioning integrity of the digital 

imagery which is undoubtedly vulnerable to the act of forgery. This act of forgery or 

tempering is also a threat to society as it may be part of the cause to the act of 

defamation. Therefore, it is essential for the contribution of research in the area of 

image forgery as well as the promising area of digital forensics.

The fundamental concept of image forgery is the digital manipulation of 

pictures with the aim of distorting some information in them. There are several types 

of image forgeries which include copy-move (or cloning), splicing (or cut-and-paste) 

technique, and image resampling. Generally, the digital image forgery detection 

techniques can be categorized into two types; namely active and passive (or blind) 

techniques. In active method, the digital watermark is embedded into the image in 

order for it to be available for tracing of authentication, if later questioned. However, 

the glaring flaw of this technique is the watermark needs to be inserted at the time of 

recording, which limits the approach to specially equipped digital cameras (H. Farid, 

2009). On the other hand, the passive method does not require any prior information 

about the source image. These approaches manipulates the statistical changes in the
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forged digital image assuming that there are some marks left by the camera during 

creation, and these marks can be used to trace any forgery attack.

1.2 Problem Background

The growth of the refined techniques for digital image forgery as well as the 

diminishing cost to obtain a high quality digital image has made it easy for anyone to 

manipulate a digital image easily without leaving any visible clues. One way to 

ensure that the image is not tempered is by authentication. Various techniques has 

been proposed to overcome the issues of image forgery, by which most methods are 

extending and improving the algorithm of the previous by mainly focusing on 

enhancing the accuracy, efficiency and reliability.

Image forgery detection can be categorized into two main clusters, namely 

active and passive (or blind) methods. Active methods are basically done by placing 

the watermarks or digital signatures in order for it to be feasible of authentication. 

The glaring flaw of this technique is the need of pre-processing of the raw data which 

therefore are often considered as an impractical practice. As an alternative, the 

passive method is more likely regard as a better forgery detection system as it 

requires no pre-processing in order to identify tempering. This type of method which 

is also known as non-intrusive technique, utilizes the intrinsic characteristic traces of 

image to detect the suspicious forged regions (S. D. Lin and Tszan, 2011).

There are a number of types of tempering that can be detected which come in 

interest of image forensics, which are splicing, retouching, resampling, and copy- 

move forgery. Copy-move forgery can be further categorized into two types, block- 

based and keypoint based methods (Thajeel and Sulong, 2013). In block-based 

method, the image is divided into several overlapping or non-overlapping blocks 

which later compared to each other to detect the matching blocks. Several researches 

have been utilizing this type of method which approached can be identified as
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moment-based, dimensionally reduction based, and frequency-based methods. On the 

other hand, the keypoint based method is trying to detect the copy-move forgery 

from the entire image by extracting the point of interest as features for detection.

1.3 Problem Statement

The used of quantized Discrete Cosine Transform (DCT) for the detection of 

copy-move forgery was introduced by Fridrich et al. (2003). In their approach, the 

image was divided into several overlapping blocks of the same size to extract the 

DCT coefficients as features. Then, lexicographical sorting was used to reduce the 

computational complexity to detect the duplicated regions and shift vectors are used 

to find the matching of copied blocks.

This method is widely used in detecting image forgery with various 

enhancement of the algorithm by many researchers. Nevertheless, there are still 

rooms for improvement as the accuracy and performance are taken into 

considerations. The advantage of using DCT as a feature descriptor is the simplicity 

and the relative reduction in the feature vector size (Al-Qershi and Khoo, 2013). It 

has proven to be robust to post processing operations, such as additive noise, 

retouching, and JPEG compression.

As other common techniques of detecting copy-move forgery, the robustness 

and computational complexity involved in the detection usually depends on the 

parameters used in the implementation of the detection algorithm. In DCT copy- 

move image forgery detection (CMFD) algorithm, a few parameters are used to 

determine the sensitivity of the detection program such as the overlapping block size, 

matching pixel occurrence threshold, and the quantization matrix. The overlapping 

block size is one of the most crucial parameter in determining the quality of 

detection. Large block size usage will result in visually adequate detection given that 

the size of copy-move is larger than the block itself, but it is insufficient to be used
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when detail of the object is needed or when the object is significantly tiny. In 

contrast, applying small overlapping block size can result in a more detail detection. 

However, it will also result in too many false positive result and slow matching rate. 

According to Gupta et al. (2013) the computation time raised when the size of block 

used is reduced, while the efficiency of correct forgery detection decreased and they 

recommended keeping the block size small for detection robustness.

Giving the advantage of using the small block size, this research aims to 

overcome the drawbacks, in terms of increasing the accuracy of the copy-move 

forgery detection with reduced false-matching rate, and also intends to enhance the 

performance of the copy-move detection which is to reduce the computational cost of 

matching, compared to the traditional DCT copy-move forgery detection algorithm. 

In this study, we proposed the utilization of coarse-to-fine approach which consists 

of two tier feature extractions and refinement of the detection areas.

1.4 Research Aim

The project aim is to propose a new copy-move forgery detection using a 

coarse-to-fine approach based on Discrete Cosine Transform descriptor to enhance 

the accuracy rate and execution time.

1.5 Research Objectives

The project objectives are as follows:

i. To propose a two-tier detection method using DCT algorithm

ii. To implement the proposed method using the CoMoFoD dataset
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iii. To analyze the effectiveness of the proposed method in terms of 

precision, recall, the combination of precision and recall, and runtime 

factor.

1.6 Research Scope

The scope of the project will include:

i. The work based on the forgery detection based on DCT method by 

Fridrich et al. (2003)

ii. Copy-move forgery detection on images with plain copy-move objects 

and no post-processing attacks or forgery object overlaps

iii. Effectiveness of the proposed method is only compared to the 

implementation of the traditional DCT method using large block size 

of 16x16 and the small block size of 2x2 and not with any other block 

sizes in between

iv. The implementation of the method is using MATLAB on Windows 

platform

1.7 Organization of Dissertation

The rest of this dissertation is organized as follows. Chapter 2 discussed the 

literature review which closely related to the existing work in the field of study 

involved. In chapter 3, the methodology of the conducted research is explained in 

terms of its framework. In Chapter 4, the algorithm of the proposed method is 

described in details. Chapter 5 presents the results of the proposed method when 

applied on the standard dataset of copy-move forged images. Chapter 6 concludes 

this dissertation.
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