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ABSTRACT

Colour image watermarking has attracted a lot of interests since the last
decade in tandem with the rapid growth of internet and its applications. This is due to
increased awareness especially amongst netizens to protect digital assets from
fraudulent activities. Many research efforts focused on improving the
imperceptibility or robustness of both semi-blind and non-blind watermarking in
spatial or transform domain. The results so far have been encouraging. Nonetheless,
the requirements of the watermarking applications are varied in terms of
imperceptibility, robustness and capacity. Ironically, limited studies concern on the
authenticity and blind watermarking. Hence, this study presents two new blind RGB
image watermarking techniques called Modell and Model2 in hybrid domain using
Least Significant Bit (LSB) insertion and Slantlet Transform (SLT). The models
share similar pre-processing and LSB insertion stages but differ in SLT approach. In
addition, two interrelated watermarks known as main watermark (MW) and sub-
watermark (SW) are also utilized. Firstly, the RGB cover image is converted into
YCbCr colour space and then split up into three components namely, Y, Cb and Cr.
Secondly, the Cb component is selected as a cover for the MW embedding using the
LSB substitution to attain a Cb-watermarked image (CbW). Thirdly, the Cr
component is chosen and converted into the transform domain using SLT, and is
subsequently decomposed into two paths: three-level sub-bands for Modell and two-
level sub-bands for Model2. For each model, the sub-bands are then used as a cover
for sub-watermark embedding to generate a Cr-watermarked image (CrW).
Following that, the Y component, CbW and CrW are combined to obtain a YCbCr-
watermarked image. Finally, the image is reverted to RGB colour space to attain the
actual watermarked image (WI). Upon embedding, the MW and SW are extracted
from WI. The extraction process is similar to the above embedding except it is
accomplished in a reverse order. Experimental results which utilized the standard
dataset with fifteen well-known attacks revealed that, among others: Modell has
produced high imperceptibility, moderate robustness and good capacity, with Peak
Signal-to-Noise Ratio (PSNR) rose to 65dB, Normalized Cross Correlation (NCC)
moderated at 0.80, and capacity was 15%. Meanwhile, Model2, as per designed,
performed positively in all aspects, with NCC strengthened to 1.00, capacity jumped
to 25% and PSNR softened at 55dB but still on the high side. Interestingly, in terms
of authenticity, Model2 performed impressively albeit the extracted MW has been
completely altered. Overall, the models have successfully fulfilled all the research
objectives and also markedly outperformed benchmark watermarking techniques.



Vi

ABSTRAK

Penandaan air imej warna telah menarik banyak minat sejak dekad yang lalu
seiring dengan pertumbuhan pesat internet dan aplikasinya ekoran peningkatan
kesedaran terutama di kalangan netizen untuk melindungi aset digital daripada
aktiviti penipuan. Banyak usaha penyelidikan memberi tumpuan kepada peningkatan
ketidaktampakan atau keteguhan bagi kedua-dua jenis penandaan air semi-petunjuk
dan berpetunjuk dalam domain spatial atau transformasi. Walau bagaimanapun,
keperluan terhadap penandaan air adalah pelbagai dari sudut ketidaktampakan,
keteguhan dan kapasiti. lroninya, kajian mengenai kesahihan dan penandaan air
tanpa-petunjuk adalah terhad. Oleh itu, kajian ini membentangkan dua teknik baru
penandaan air tanpa-petunjuk imej RGB yang digelar Modell dan Model2 dalam
domain hibrid menggunakan kemasukan bit signifikan terkecil (LSB) dan
transformasi Slantlet (SLT). Model-model tersebut berkongsi peringkat pra-
pemprosesan dan sisipan LSB yang sama tetapi berbeza dalam pendekatan SLT. Di
samping itu, dua tera air saling berkaitan yang dikenali sebagai tera air utama (MW)
dan sub-tera air (SW) turut digunakan. Pertama, imej pelindung RGB ditukar kepada
ruang warna YCbCr dan kemudiannya dipecahkan kepada tiga komponen iaitu, Y, Cb
dan Cr. Kedua, komponen Cb dipilih sebagai pelindung untuk pembenaman MW
menggunakan pendekatan penggantian LSB untuk memperolehi imej tera air Cb
(CbW). Ketiga, komponen Cr dipilih dan ditukar kepada domain tranformasi
menggunakan SLT, dan kemudiannya dihuraikan kepada dua laluan: tiga peringkat
sub-jalur untuk Modell dan dua peringkat sub-jalur untuk Model2. Bagi setiap
model, sub-jalur tersebut digunakan sebagai pelindung untuk pembenaman sub-tera
air bagi menjana imej tera air Cr (CrW). Seterusnya, komponen Y, CbW dan CrwW
digabungkan untuk mendapatkan imej tera air YCbCr. Akhirnya, imej tersebut
dikembalikan kepada ruang warna RGB untuk mencapai imej tera air sebenar (WI).
Setelah pembenaman, MW dan SW diekstrak daripada WI. Proses pengekstrakan
adalah sama seperti pembenaman di atas melainkan ianya dilaksanakan dalam
susunan songsang. Keputusan eksperimen yang menggunakan set data piawai dengan
lima belas serangan tersohor mendedahkan bahawa, antara lain: Modell telah
menghasilkan ketidaktampakan yang tinggi, keteguhan sederhana dan kapasiti yang
baik, dengan Nisbah Puncak Isyarat-terhadap-Hingar (PSNR) meningkat kepada
65dB, Korelasi Silang Ternormal (NCC) sederhana pada 0.80, dan kapasiti 15%.
Manakala Model2, seperti yang direka, prestasinya adalah positif dalam semua
aspek, dengan NCC mengukuh kepada 1.00, kapasiti melonjak kepada 25% dan
PSNR mengendur kepada 55dB tetapi masih pada tahap tinggi. Menariknya, dari segi
kesahihan, prestasi Model2 begitu terserlah walaupun MW yang diekstrak telah
benar-benar berubah. Keseluruhannya, model-model tersebut berjaya memenuhi
kesemua objektif kajian dan juga dengan ketara mengatasi prestasi teknik tanda aras
penandaan air.
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CHAPTER 1

INTRODUCTION

1.1 Introduction

Since the early 1990 resources in the form of text, images, audio and video
are easily accessible from the internet. As businesses are built on the use of such
resources, it has become increasingly important to have some form of references
which confirms ownership of the digital media. Digital watermarking has been
proposed as a way to accomplish this protection.

It is possible to accomplish digital watermarking by embedding a digital
signal or pattern onto a digital image. A digital watermark is considered a digital
signature when it is present in each unaltered copy of the original image. A given
watermark may be unique to each copy (e.g. to identify the intended recipient), or be
common to multiple copies (e.g. to identify the document source). In either case, the
watermarking of the document involves the transformation of the original into
another form which is a persistent, yet imperceptible digital identifier added to the
original images to communicate copyright ownership and help locate where they are

used online.



Digital watermarking is different from public key encryption. In public key
encryption, the image is changed to a form that is unrecognizable. It will be
necessary to use a description key to view the image in its original form. After
decryption, there is no trace of the public encryption process on the digital image. In
watermarking the original image is basically intact and unrecognizable. Decrypted
documents are free of any residual effects of encryption, whereas digital watermarks
are designed to be persistent in viewing, printing, or subsequent re-transmission or

dissemination (EI-Gayyar and Gathen, 2006).

1.2 Problem Background

The rapid growth of the internet makes it easy to access multimedia resources
easily and quickly. The use of internet sourced multimedia materials for different
purposes has proliferated, resulting in the increase of diversified copyright problems.
In the beginning, the developers were using analog technology to build the
multimedia applications but, multimedia applications were difficult to manipulate
using analog technology due to limited performance (Friedmanet, 1993). Therefore
digital technology appeared with more flexibility and reliability, which lead to easier

manipulation (Friedmanet, 1993).

The watermarking Technique is essentially a process of embedding security
information within other information. The technique of watermarking involves
modifying a host content to include a representation of some specific authentication
information, i.e. password, identification, ownership, etc. Once the host is
watermarked, it can be distributed by the owner as the “original” content. Since the
protection is permanently embedded within the original data, watermarking serves as
a complement to data encryption (Hoan & Roland, 2007). A generic watermarking
system consists of an encoder, which performs the embedding of the watermark into

the host data and a decoder, which performs the extraction and verification of



authenticity of the watermarked content in order to provide or deny access to the data
(Hartung and Kutter, 1999).

Watermarking schemes can be classified as “blind”, “semi-blind” or “non-
blind” based on the method of the detection used. In non-blind watermark detection,
both the original host information and watermark key are needed to estimate the
embedded watermark data. In semi-blind watermark detection only the watermark
key is needed (Cox & Miller, 1997). In blind watermark, detection does not require
any information about the original host. This Digital watermarking techniques were
using to protect the copyrights of multimedia data by embedding secret information

in the host media.

Many techniques fail to satisfy all the requirements for imperceptibility and
robustness because of the multifarious multimedia applications, multimedia
communications and multimedia networking applications. In the search for a
technique which will satisfy all requirements of imperceptibility and robustness,

watermark is embedded in spatial domain or in transform domain.

When watermark is embedded in spatial domain, the quality of its extracted
image tends to be high in imperceptibility and low in robustness. When it is
embedded in transform domain, the quality of its extracted image gives low
imperceptibility but high in robustness. This pro and contra between spatial domain
and transform domain is the limit cycle for the process of embedding watermark.
Robustness, Imperceptibility, Capacity and Authenticity (El-Gayyar and Gathen,
2006) is defined it as follows:



i. Robustness

Robustness of watermark is a characteristic property which will determine
how this watermark survive signal manipulations. It is important to design a
watermark which can survive common signal processing operations and possibly
certain malicious attacks (Wu and Hwang, 2007; Song et al., 2010). Embedding a
watermark into the perceptually significant parts of the image is a good strategy for
robustness. This watermarking strategy is likely to survive lossy Compression
because the embedding process is on to the perceptually significant data while lossy
compression discard the perceptually non-significant data. Unfortunately, the
perceptually significant parts of the image is sensitive to the human vision. If the
watermark is embedded on to this part of the image, it will degrade the quality of the
host. Applications scenarios determine the degree of robustness of watermarking.
Some applications need high degree of robustness but do not worry about the quality
of the image. On the other hand, other applications will require high quality of the
image even the robustness is low. Indeed, a watermark needs only to survive the
attacks and those signal processing operations that are likely to occur during the
period when the watermarked signal is in communication channel (Emami et al.,
2012; Su et al., 2013).

ii. Imperceptibility

This concept is based on the properties of the Human Visual System (HVS).
The embedded information is imperceptible if an average human person is unable to
distinguish the hidden information from the background information. High
imperceptibility is achieved when the human eye cannot determine the difference
between the watermarked image and the original host image. If the watermarking
used embedding algorithm which embed the watermark onto the perceptually non-
significant part of the host image, the distortion is reduced. However, this algorithm
is prone to attacks which alter the watermark information without being noticed.
(Podilchuk and Zeng, 1998; Podilchuk and Delp, 2001).



iii. Capacity

The capacity of watermarking depends on it size. The bigger the watermark
the lower would be the value of imperceptibility and robustness (refer to Fig. 1.1). In
some applications, high capacity is important. For example, when transmitting

medical images where the personal data, and the diagnosis are embedded into the
same picture.

Rolsimess  Iapereaptlilly

Figure 1.1 Diagram of the trade-off between imperceptibility, Robustness, and
Capacity



iv.  Authenticity (Security)

The purpose of watermarking is to protect the original host image. For this
reason, high security is important. Security of watermarking will ensure that the
location of embedded watermark is indeterminate and that the information of the
extracted watermark is not corrupted or completely changed. Malicious attacks can
completely alter the watermark. For this reason the security of watermarking must
ensure the secrecy and Authenticity of the watermark information (Li and Yang,
2003).

The above mentioned requirements (factors) are such that one will increase at
the expense of the others. Clearly, optimization will entail some kind of trading off
between these requirements entities. If a large watermark is to be hidden inside an
image, absolute imperceptibility and large robustness would not be achieved. A
reasonable compromise is always a necessity. On the other hand, if robustness to
large distortion is an issue, the watermark that can be reliably hidden cannot be too
big. There are related basic issues which have to be sorted out if both the desirable
robustness and imperceptibility requirements need to be met. The reliability of some
of the techniques used to embed the watermark may be ascertained by looking at the
extent of degradation after applying various attacks on the watermarked image.
Ultimately, the winning technique is that which can achieve and improve the
imperceptibility, robustness, capacity and authenticity of watermarked images which

have been exposed to various attacks.

Researchers have been focusing on human visual system (HVS) in order to
improve the watermarking systems and fulfill the basic requirements of
watermarking (Barni et al., 2001; Reddy and Chatterji, 2005; Chanet and Chang,
2004). By making reference to HVS, a maximum hiding level can be obtained for the
watermark embedding process while keeping the visible image distortions to a
minimum (Temi et al., 2005; Zhang, 2009).



Each part of an image has different properties which may affect
watermarking imperceptibility and robustness. The human visual system is sensitive
to some parts of the image and may not be sensitive to another part of the host image.
For this reason the best embedding region is in the less sensitive part of the host
image (Liu and Wang, 2008).

HVS will be less sensitive to alteration in the parts of the host image where
there are edges and textures (Ramos et al, 1997; Helsingius et al, 2000; Lixionget
and Yunde, 2007). These areas can accommodate embedded watermark image
without degradation of the watermark information. Embedding in areas where there
are textures and edges increases the robustness of watermarking (Reddy and
Varadarajan, 2009).

Currently, applications of watermarking serve the following purposes
(Podilchuk and Zeng, 1998):

a. Copyright protection: the objective is to embed information about the
source/owner of the digital media in order to prevent other parties from
claiming the ownership of the media.

b. Fingerprinting: the objective of fingerprinting is to convey information about
the recipient of the digital media (rather than the owner) in order to identify
every single distributed copy of the media. This concept is very similar to

serial numbers of software products.

c. Copy protection: watermarking can be used to control data copying devices
and prevent them from copying the digital media when the watermark
embedded in the media indicates that the media is copy-protected.

d. Image authentication: the objective is to check the authenticity of the digital

media. This requires the detection of modifications to the data.



The three processes of steganography, watermarking and cryptography are
interlinked. Drawing a boundary separating these can be both arbitrary and
confusing. Therefore, it is necessary to discuss briefly these processes before a
thorough review can be provided. Figure 1.2 may facilitate understanding which can
allow distinguishing one from the other. The work presented here concerns
steganography of digital images and does not include other types of steganography,
such as linguistic or audio. Table 1.1 summarizes the differences and similarities

between steganography, watermarking and cryptography.

Security Systems

Information Hiding

Cryptography Steganography Watermarking

Linguistic Technical Robust Fragile
Steganography Steganography ‘

Imperceptible Fingerprint

Digital Image

Figure 1.2  The different embodiment disciplines of security system (Abbas
Cheddad, 2009).



Table 1.1:
(Abbas Cheddad, 2009).

Comparison of steganography, watermarking and cryptography

Criterion/Method

Steganography

Robust
Watermarking

Cryptography

Carrier

any digital media

mostly
image/audio files

usually text
based, with some
extensions to

informative, i.e.,
original cover or
watermark is

image files
Secret data payload watermark plain text
SRUERTE no changes to the structure changes the

structure
Key optional necessary
Input files at least two unless in self-embedding | one
Detection blind usually blind

except its digital
version

needed for
recovery
Authentication full retrieval of usually achieved full retrieval of
data by cross data
correlation
Objective secrete copyright data protection
communication | preserving
Result stego-file watermarked-file | cipher-text
Concern detectability/ robustness robustness
capacity
Type of attacks steganalysis Zlng dngergr?](;i‘:’iséng cryptanalysis
Visibility never sometimes always
. . itis .
Fails when it is detected de-ciphered
removed/replaced
Relation to cover not necessarily usually becomes N/A
related to the an attribute of the
cover. The cover image. The
message is more | cover is more
important than important than the
the cover. message.
Flexibility free to choose cover choice is N/A
any suitable restricted
cover
History very ancient modern era modern era
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1.3 Problem Statement

Internet and digital multimedia content have significant effect on
present day business. Open access of digital media content makes them prone to
privacy intrusion and forgery which results in many kinds of intellectual property
abuses. To protect the millions of innocent users of the internet from these abuses,
it will be necessary to come up with some techniques which can protect ownership
of intellectual properties such as watermarking. However, watermarking
techniques have some problems. The four measures associated with watermarking
that is considered very important; viz: Imperceptibility, Robustness, Capacity and
Authenticity, works against one another. For example, increase of imperceptibility

results in the decrease of robustness and vice versa.

Many previous research efforts were focused to improve and increase the
imperceptibility or robustness of watermarking. The results so far have been
significant. Nevertheless, the techniques have good imperceptibility or good
robustness and limited capacity. The requirements of the watermarking applications
are varied- some require high imperceptibility and reasonable robustness and
capacity, on the other hand, some prefer high robustness and capacity and acceptable
imperceptibility. Ironically, very limited studies concerns on the Authenticity - most
of them rely 100% on the values of NCC (El-Gayyar and Gathen, 2006; Emami et
al., 2012; Su et al., 2013).

Most previous studies proposed non-blind and semi-blind watermarking
techniques: these techniques require all or part of the host image information to
extract the watermark image; however, most applications do not provide the
information of the host image to the second party for watermark image extraction
(Lin et al., 2010).
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Normalized Cross Correlation (NCC) has been used to measure the
robustness by evaluating the difference between original watermark and the extracted
watermark which has gone through the different types of attacks such as noise,
geometric and filtering assaults. A value of NCC greater than 0.70 indicates that the
extracted watermark is recognizable (Al-Otum & Samara, 2010; Song et al., 2010)
However, the value of NCC is high but, HVS unable to recognize the extracted
watermark images especially in spatial domain. It is therefore necessary to find a

way to improve the Authenticity of the extracted watermark in spatial domain.

1.4 Research Questions

i.  How to design a new blind watermarking scheme that can fulfil two different
requirements:
a) High imperceptibility.
b) High robustness.

ii. How to design a new blind watermarking technique that can ensure the
Authenticity of the watermark is intact in the event of the extracted

watermark has been partially or completely altered?

15 Research Aim

Most previous works on watermarking use one domain process and test
results for watermarked image were against one or two types of attacks. This thesis
was to propose a new blind colour image watermarking scheme where two domains
are used continuously. The embedding process starts in the spatial domain and ends

in the transform domain. The purpose of using two domains which are spatial and
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transform (hybrid domain) is essential to improve the performance result for

Imperceptibility, Robustness, Capacity and Authenticity.

1.6

1.7

Research Objectives

The objectives of this thesis are:

. To propose a new blind color image watermarking scheme with two models

to serve two different needs.

. To propose a new blind color image watermarking technique by using hybrid

domain in order to obtain high imperceptibility and good robustness,

capacity and Authenticity.

. To propose a new blind color image watermarking technique by using hybrid

domain in order to obtain high robustness, capacity and Authenticity.as well

as good imperceptibility.

. To authenticate the owner identification of the attacked watermarked image

(Authenticity) by using two interrelated watermarks.

Research Scope

The objectives of this study are attained by recognizing the problem

scope which covers the following aspects:

Host/ Cover image: standard RGB image (512 X 512 pixels) take from SIPI
http://sipi.usc.edu.


http://sipi.usc.edu/
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. Watermark image: Gray scale image (128 X 256).

Domain: Hybrid domain.

. Attacks: two groups of common attack Signal processing attacks and

Geometric attacks.

The Importance of the Study

Owners of digital media have lost considerable business due to copy-write

piracy. Watermarking techniques are currently considered an effective way to

combat this problem. Research work done on watermarking so far have been unable

to come up with good robustness, good imperceptibility, high capacity as well as

good Authenticity. The watermarking technique proposed in this thesis satisfies all

the required aspect for high robustness, high imperceptibility, high capacity and

Authenticity.

1.9

Organization of the Thesis.

This thesis is organized as follow: Chapter 1 presents an overview of
the study and the background of research. Recent research contributions in
this area as well as the problem statements are discussed. The aim, objectives,
scope, and significance of the research work are declared. Chapter 2 presents
an overview of significant contributions in the area of watermarking
techniques. Slantlet Transform (SLT) is explained in Chapter3. Different
techniques of using hybrid domain (spatial domain and transform domain) to
embed the two watermark images within two components of YCbCr as cover
image are explained in Chapter 4. Results are given and discussed in Chapter
5. Finally, the conclusion, contributions and suggestions for future work are

illustrated in Chapter 6.
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