UNIVERSITY OF

BATH

Citation for published version:

Jones, S, Collins, E, Levordashka, A, Muir, K & Joinson, A 2019, What is 'Cyber Security'?: Differential
Language of CyberSecurity Across the Lifespan. in CHI 2019 - Extended Abstracts of the 2019 CHI Conference
on Human Factors in Computing Systems. vol. 2019-May, Association for Computing Machinery.
https://doi.org/10.1145/3290607.3312786

DOI:
10.1145/3290607.3312786

Publication date:
2019

Document Version
Publisher's PDF, also known as Version of record

Link to publication

University of Bath

General rights
Copyright and moral rights for the publications made accessible in the public portal are retained by the authors and/or other copyright owners
and it is a condition of accessing publications that users recognise and abide by the legal requirements associated with these rights.

Take down policy
If you believe that this document breaches copyright please contact us providing details, and we will remove access to the work immediately
and investigate your claim.

Download date: 22. May. 2019


https://doi.org/10.1145/3290607.3312786
https://researchportal.bath.ac.uk/en/publications/what-is-cyber-security-differential-language-of-cybersecurity-across-the-lifespan(c0059a40-eb83-49f5-9bde-b8ddbd21a83c).html

What is ‘Cyber Security’?:
Differential Language of Cyber
Security Across the Lifespan

Simon L. Jones Emily I. M. Collins Ana Levordashka
Dept. of Computer Science School of Management School of Management
University of Bath University of Bath University of Bath
Bath, UK Bath, UK Bath, UK
S.L.Jones@bath.ac.uk E..M.Collins@bath.ac.uk A.Levordashka@bath.ac.uk
Kate Muir Adam Joinson

School of Management School of Management

University of Bath University of Bath

Bath, UK Bath, UK

K.Muir@bath.ac.uk A.Joinson@bath.ac.uk

ABSTRACT

People experience and understand cyber security differently. Our ongoing work aims to address the
fundamental challenge of how we can understand a diverse range of cyber security experiences,
attitudes and behaviours in order to design better, more effective cyber security services and educa-
tional materials. In this paper, we take a lifespan approach to study the language of cyber security
across three main life stages - young people, working age, and older people. By applying text feature
extraction and analysis techniques to lists of cyber security features generated by each age group, we
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Table 1: Survey Respondents.

Sample N Mean Age Gender

(S.D.) (% Female)

Children 146 13.16 (1.03) 56.17
Working Age 211 36.34 (4.25) 74.41
Older Adults 146  71.73(6.27) 34.93

The child sample were recruited primarily from
two secondary schools, located in the South
West and North East of England. Working age
adults were recruited through social media,
e-mail lists, community groups and a partici-
pant panel, Prolific. Older adults were recruited
through community groups, existing research
participant databases, and organisations work-
ing with older adults.

Participants were presented with instructions
to list characteristics or features they think of
when they hear the term ‘cyber security’, and
to consider how they would explain it to some-
one who did not know what it meant. They
were assured that there were no right or wrong
answers, and told to include obvious answers,
as well as both positive and negative aspects
if possible. To further clarify the task, partici-
pants were also given an example of the kinds
of features one might suggest if asked to do the
same for the concept of ‘love’ (e.g. caring, trust,
affection, friendship).

Sidebar 1: Recruitment and Survey In-
structions

illustrate the differential language of cyber security across the lifespan and discuss the implications
for design and research in HCI.
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INTRODUCTION

The pervasive and constantly evolving nature of technology means that cyber security incidents stand
to impact more people than ever before. Users are often described as the weakest link in security
systems [15], hence it is important to understand factors that may influence their security-related
behaviours and decisions. This aim is complicated by differential vulnerabilities in cyber security [10];
that is, the notion that cyber security can differ between individuals, and be “socially contingent
and differentially applied” based on factors such as gender, age and experience. Age in particular is
an important factor when considering individual responses to technological and social change, not
least because different life stages bring distinct and diverse social, organisational and environmental
contexts and challenges [11].

Certain features of cyber security may be more salient to individuals at different life stages. For
example, children in some schools receive education in cyber security as part of the curriculum.
Their experience with instances of cyber security could therefore be different from the experiences
of working age and older adults, who may be less likely to be formally educated about the subject.
Similarly, older adults who are retired might encounter different varieties of cyber security incidents
compared to working age adults in the workplace. Therefore, attempts to understand what cyber
security means to technology users need to consider these potential differences. This is not only to
inform the design of more effective security interfaces and educational materials, but also to better
comprehend how different contexts and experiences impact their understanding.

The work presented in this paper investigates differences in the language of cyber security across
three main life stages - young people, working age, and older adults. We present a survey designed
to capture the language that people in each life stage use to describe features of cyber security. We
apply text analysis methods to the survey results in order to identify similarities and differences in
the language of cyber security between age groups, and a discuss the possible implications for design
and research in human-computer interaction and cyber security.

RELATED WORK

Previous work has highlighted substantial age-related differences in cyber security behaviours and
risks. For example, young people are most likely to be subject to cyber-bullying and grooming [6],
more susceptible to phishing than other age groups [14], and more likely to share passwords [16]
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Figure 1: Word clouds for the most fre-
quently listed features of cyber security
for each of the three life stages. Larger
items indicate more frequent features.

and other personal information on social media sites [2]. Older adults are less likely to adopt PIN or
biometric protections for their devices [4], and have been found to be more susceptible to reciprocity-
based weapons of influence, whereby adversaries offer rewards for compromising security [8] (e.g.
installing malware when lured with a free gift). Older adults have also been found to engage in fewer
privacy-related behaviours on social networking sites, but also disclose less information online, and
express more concern about other people’s privacy, than younger age groups [5].

The perceived personal relevance of cyber security information and threats has an impact on
individuals propensity to report security incidents [1]. Hence, the varying ways in which groups
understand, define and discuss cyber security must become a key design concern for interactive
systems, security warnings, training tools and educational materials. Relatively little work has taken
a lifespan approach to studying cyber security, or explored how differences in cyber security related
behaviours are reflected in, or even caused by, differences in the meaning of the term ‘cyber security’
to different age groups.

METHOD: CYBER SECURITY FEATURES SURVEY

We conducted a survey in order to generate a list of features that people associated with the term
‘cyber security’. Respondents from a sample of children, adults of working age and older adults were
asked to list characteristics of cyber security (see Sidebar 1 for recruitment details and instructions
given to survey respondents). A total of 503 respondents completed the survey. This comprised children
aged from 11-18 (n=146), working age adults (n=211), and older adults aged 60 or over (n=146). Further
demographics for each sample can be found in Table 1. Across the three samples, a total of 2897 cyber
security features were provided. Each participant reported an average of 5.79 features (SD=4.30). Older
adults reported more features on average (M=6.89, SD=4.64), followed by working age participants
(M=5.30, SD=4.16). Children reported the fewest features (M=4.07, SD=3.53).

Two independent judges extracted individual features from the responses (i.e. if a participant wrote
a full sentence rather than a word or a short phrase, it was divided into individual features where
appropriate). All stop-words (common words and short function words used in everyday language
e.g. the, is, at, which, and, of) were removed from the dataset. Spelling checks were applied to correct
misspelled words. The features were also processed in order to group minor variations of the same
root word (e.g. hack, hacks, hacked). We then performed three types of analysis on the lists of features
generated by each life stage group: (1) a basic frequency analysis (identifying the most commonly
occurring features), (2) TF-IDF feature extraction and (3) LIWC dictionary analysis.

TF-IDF Feature Extraction

TF-IDF is a technique that assesses the frequencies of terms in a dataset as they compare to frequencies
within subsets of the data [12], which in this case refers to the three life stages. The technique scores
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Figure 2: Word clouds for TF-IDF ex-
tracted features for each life stage. Larger
items in the word cloud indicate more
informative (higher TF-IDF scoring) fea-
tures.

terms according to both their frequency within a life stage (Term Frequency), and their uniqueness to
that life stage (Inverse Document Frequency). A TF-IDF score was calculated for each feature.

LIWC Dictionary Analysis

We also analysed the features listed by each life stage group using the LIWC2015 text analysis
tool [9]. LIWC compares each word in a text against a set of validated dictionaries associated with
psychologically-relevant categories (e.g. cognitive processes, core drives and needs, positive and
negative emotions, personal concerns) and calculates the percentage of total words that match each
of the categories.

A MANOVA analysis with post-hoc Tukey HSD comparisons (see Sidebar 2) was performed in order
to identify LIWC categories for which occurrences differed between life stages.

RESULTS
Feature Frequency and TF-IDF Analysis Results

Figure 1 shows three word clouds illustrating the most frequently listed features of cyber security for
each age group. Features such as passwords, safety, protection, internet, virus, computer and hacking
were highly prevalent across all three age groups. This suggests that there are central features
associated with a universal prototype of cyber security (i.e. aspects of cyber security which are salient
across the lifespan).

However, the TF-IDF analysis reveals a set of salient cyber security features that distinguish the
three life stages (see Figure 2). Children were unique in listing terms relating to cyber-bullying, e-
safety, strangers, friends and social media services such as Snapchat and Instagram. Working age
adults generated features that were often technically-focused (e.g. authentication, encryption, https,
penetration, VPN) or which focused on criminal aspects of cyber security (e.g. criminals, terrorism,
stealing). Older adults were relatively unique in associating cyber-security with features such as
control, intrusion, nuisance, malware. trolling, society and possessions.

LIWC Analysis Results

The LIWC analysis (see Sidebar 2 for statistical analysis and Figure 3 for graphs) revealed significant
differences (p<0.05) in: positive emotion features between children (M=15.2, S.D.=19.4) and older adults
(M=11.8, S.D.=19.9); anxiety related features between children (M=0.2, S.D.=1.5) and both working
age (M=2.3, S.D.=10.7) and older adults (M=2.2, S.D.=6.5); social processes between children (M=9.0,
S.D.=13.6) and working age adults (M=4.7, S.D.=13.5) ; cognitive processes between older adults (M=7.9,
S.D.=9.9) and both children (M=3.6, S.D.=7.2) and working age adults (M=4.2, S.D.=11.3); space related
features between older adults (M=3.1, S.D.=5.2) and both children (M=1.6, S.D.=4.4) and working age
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Figure 3: Graphs comparing the percent-
age of words from LIWC dictionary cate-
gories.

A MANOVA was conducted to assess statis-
tically significant differences in LIWC cate-
gory scores across the three life stages, F (160,
1018)=1.633 p < .05; Wilk’s A=0.633, partial-
n?=.204.

Post-hoc Tukey HSD tests (adjusted for mul-
tiple comparisons) revealed which LIWC cate-
gories are affected by life stage. Graphs above
show categories for which statistically signifi-
cant differences were detected: positive emotion,
anxiety, social, cognitive processes, space, cause.

Sidebar 2: Analysis of LIWC word fre-
quencies.
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adults (M=1.5, S.D.=4.8); and cause related features between children (M=0.3, S.D.=1.6) and older
adults (M=1.5, S.D.=3.6).

DISCUSSION AND CONCLUSION

This study explores the ways in which children, working age adults and older adults describe cyber
security. The TF-IDF analysis identifies differences in the salience of features for the three groups. For
example, children focus more on social interactions and processes, and predatory/bullying behaviour,
and adults focus more on malicious acts and technical protection measures. Our LIWC analysis
highlights differences in the language used by each group, for example suggesting that children
exhibit more positive emotion and less anxiety than adults when describing cyber security. These
differences may reflect the divergent advice given to, and events experienced by, these groups,
shaping their concept of cyber security in different ways. Future work may wish to explore how these
conceptualisations are formed, and more closely examine how they impact behaviours.

Existing work in this area has focused on studying differences in cyber security-related behaviours,
rather than conceptualisation and understanding. For example, [7] revealed a ‘U-shaped curve’
whereby the youngest and oldest members of society are less protective than the middle-aged cohort.
Our findings offer further support for age-related differences, suggesting that behavioural differences
occur alongside varying conceptualisations of what cyber security entails.

Furthermore, uncovering variations in the language of cyber security also has implications for
education and communications. For instance, relating advice to an age group’s salient concerns (e.g.
social media and cyber-bullying for children, banking for working age, etc.), or explicitly widening
explanations of cyber security to include unfamiliar features, might support education. Moreover,
whilst the differences observed appear to align with specific risks each age group are likely to face, an
important consideration might be how well these age groups are prepared for life stage transitions
(e.g. from childhood to adulthood, or working age to retirement), and whether they have an awareness
of other aspects of cyber security that may become more relevant?

Our work also highlights important differences that may be relevant to those designing comput-
erised systems to detect and signal potential cyber security issues (e.g. mining online chatter to support
cyber threat warning systems, as in [13]). Previous work at CHI has presented dictionary-based text
analysis tools for studying key HCI concerns (such as privacy [3]) in a naturalistic way. Our ongoing
work aims to progress the development of similar dictionary-based tools to support unbiased analysis
of cyber security in HCI research.
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