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Presenter
Presentation Notes
Good afternoon, my name is….
I’m going to present the paper “Towards Systemic Risk Management in the frame of Business Service Ecosystem”.
The authors are Christophe Feltus, Eric Grandry and myself.

The approach will be illustrated with a real case study from the Luxembourgish financial market.
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Presenter
Presentation Notes
First, I will introduce the case study and the involved actors.

I will than present the main elements of our approach:
a domain metamodel for modelling the capabilities of an ecosystem,
a risk management metamodel,
an ArchiMate language extension to sustain the systemic risk management.

Third, I will show you how it works on a real case study.

Finally, I will conclude and present some future work items.
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Considering the financial ecosystem, where the actors have well defined roles:
A PFS is a professional of the financial sector. It provides financial services.
Support-PFS do not exercise any financial activity themselves, but they provide support services to other PFS.
---
Considering more ecosystems, for instance the telecommunication ecosystem.
---
Considering other actors as well.
---
Ecosystems are complex systems where compliance, security, performance and quality are absolutely required.
---
National regulators have been introduced to guarantee the stability and risk management is a mean exploited by them to control the system.
---
Today, risk management is done at enterprise level. Tomorrow, it will be done at ecosystem level. This leads us to systemic risk management.
In this paper we investigate how the concept of capability can be leveraged to drive risk analysis at ecosystem level.

---
ILR: Institut Luxembourgeois de Régulation. Each telecom service provider performs a security risk analysis to guarantee the availability of their networks.
CSSF: Commission de Surveillance du Secteur Financier
CNPD: Commission Nationale pour la protection des données


INSTITUTE
OF SCIENCE
AND TECHNOLOGY

THE CASE STUDY l§

In July 2012, the circular CSSF 12/544 “Risk Based Approach” was released.
Within the CSSF mission of protecting the stability of the financial sector and
guaranteeing compliance with the applicable financial regulation, the aim of the
circular is to optimise the supervision framework applicable to the Support-
PFS by introducing the concept of “Risk Based Approach”,

Key points :

» The development and implementation of a specific risk management system within
the Support-PFS

» The self-assessment of the entity’s risks
» The issuance of an annual Risk Analysis Report to the CSSF
» The issuance of an annual Descriptive Report to the CSSF

=
cssf

commission de Surveifiance
LIST.lu dit Seclenr Financier
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3 years ago, the national regulator came up with the need of a better supervision framework by introducing the concept of “risk based approach”.
A first set of reports was submitted, but the quality of the reports was globally very low. There was no standard.
As a result the reports were simply not workable.
Therefore, the CSSF has decided to produce a risk reference model.
LIST has been charged with designing this reference model for the Luxembourgish financial sector.


---
Risk Management System:
Roles and responsibilities of stakeholders, methods and processes, tools and documentation.

Self-assessment
A regular risk analysis including the identification, assessment, validation, limitation, and communication of the risks having impact on the financial sector.

Risk Analysis Report:
Communicate a risk self-assessment report.

Descriptive Report:
Communicate a service report (organisation, administration, activities, IT systems, outsourcing, internal control framework, annual accounts evolution).
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CSSF Commission de Surveifllance
= du Secteur Financier

The Commission de Surveillance du Secteur Financier is a public institution which
supervises the professionals and products of the Luxembourg financial sector. It
supervises, regulates, authorises, informs, and, where appropriate, carries out on-site
inspections and issues sanctions. Moreover, it is in charge of promoting transparency,
simplicity and fairness in the markets of financial products and services and is
responsible for the enforcement of laws on financial consumer protection and on the
fight against money laundering and terrorist financing.

For more information; www.cssf.lu



Presenter
Presentation Notes
The CSSF is a specific type of enterprise with a regulator role for the Luxembourgish financial sector.
It is a public institution which supervises the professionals and products for the financial sector.

The CSSF regulates the enterprises and offers services that generate systemic capabilities.


It is also in charge of promoting transparency, simplicity and fairness in the financial products and services market, and is responsible for the law enforcement on financial consumer protection, the fight against money laundering, and the terrorist financing.

The main objectives of the CSSF are:
Promoting a considered and prudent business policy in compliance with the regulatory requirements
Protecting the financial stability of the sector
Supervising the quality of the organisation and internal control systems
Strengthening the quality of risk management

http://www.cssf.lu/
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LIST

A key player in research and innovation in Luxembourg, the Luxembourg Institute of
Science and Technology (LIST) covers with its 630 employees the domains of materials,
environment and IT. As an RTO (Research and Technology Organisation) and with its
interdisciplinary impact-driven approach, LIST contributes to the development of

Luxembourg’s economy and society. —
.EN‘H‘IRDNMEHTM \ \
-

For more information: www.list.lu
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LIST is working in collaboration with other RTOs, universities, industrial groups, SMEs, public bodies, across the entire innovation chain.
We do:
Fundamental and applied scientific research, knowledge and competences development
Experimental development, incubation and transfer of new technologies, competences, products, and services
Scientific policy support to the Luxembourg government, businesses and society in general
Doctoral and post-doctoral training, in partnership with universities

http://www.list.lu/
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MOTIVATION lg =

Why did we accept this challenge?

“Any organization where the operational activities of which are

financed by external stakeholder may be considered as an enterprise.”

Source: Capability-Based Business Model Transformation, Martin Henkel, Ilia Bider, Erik Perjons,
ASDENCA 2014

» Extending the frontier of the system beyond the frontier of the enterprise
»Moving towards the systemic risk management

LIST.lu
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Now, why did we accept this challenge?
Well, we identified that there was a need to describe the enterprises of a given sector without going to deep in how they proceed, but with enough details to identify the required resources and the associated risks.
This is why we looked more deeply into the notion of capability.

---Statement---
Based on this statement we assume that an ecosystem, with a well dedicated goal, may be perceived as an enterprise too.

Given the similarities between the enterprise structure and the ecosystem structure, we propose to extend the fractal organization approach, raising the capability-resource pattern from the enterprise level up to the ecosystem level.
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The main elements of our approach are:

A fractal approach based on CaaS.
---
A risk management approach based on ISSRM (Information System Security Risk Management Model).
---
An ArchiMate language extension to sustain the systemic risk management.



Capability:

The ability and capacity that enable an
enterprise to achieve a business goal in a
certain context. (A: the ability to regulate
the ecosystem) (B: capacity to provide
financial advice)

Resource:

An asset that an organization has or can
call upon. (A: employees that manage the
ecosystem) (B: financial asset
management software)

Goal:

A desired state of affairs that needs to be
obtained. (A: guarantee the delivery of
secure financial services) (B: make profits)

Service:
Acts performed for others, including the
provision of resources that others will use.

LIST.lu

MODELLING THE ECOSYSTEM

Business Service Ecosystem (BSE) Metamodel
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Ecosystem services aim to achieve ecosystem goals and represent a high value for the beneficiaries (customers, state, private companies).

At enterprise level:
Any organization where the operational activities are financed by external stakeholders.

At ecosystem level:
A specialization of an enterprise, provided there is a well dedicated goal.

Given the similarities between the enterprise structure and the ecosystem structure, we propose to extend the fractal organization approach and to raise the capability-resource pattern from the enterprise level (pattern B) to the ecosystem level (pattern A).

---
The systemic capability metamodel relies on 3 main concepts: goal, capability, resource. We adopt the CaaS definitions.

Resources are organised in services in order to be friendly offered outside the perimeter of the enterprise.


MODELLING THE ECOSYSTEM
EE instantiated to the financial ecosystem

LUXEMBOURG
INSTITUTE

OF SCIENCE

AND TECHNOLOGY

- ECOSYSTEM (Pattern A)
J,a-‘*ﬁ Regulate the Financial Support:: Service — : : T
- Stabilise the Financial System::Goal S
L realises T
Professionalise the f alises REGULATOR (Pattern B) ™.
~ Financial System::Goal realises e ta
- =T T ——
7 achieves R — — T ~
7 equlation::Capability - S
,ff Support to Core Financial Activity::Capability -
; realises . . . . :
/ A /" | Risk-based Supervision Reduce Risks of
; P e — / . P Support PF5::Goal
/ Support-PFS - realises e ; :: Service PP
(Pattern B) -~ IR ,’I realises\ achiey
fﬂ"" .. ) '\._‘-‘ |
- Archiving:: Service Risk Self Assessment R requires Sustain and Control Risk
. Sarvice WY Management::Capability
P Make Benefit::Goal : ‘\"x\ ;
{ .
N achieves\ realises k realises [N realises
\\‘ \ Risk Self e »[Regulation Framework Provision .
\:x‘ Store and Secure Archive::Capability Assessment::Capability| S ::Resource:: Service 7
B - ; e _,.,-""'-‘
QQ‘Q\ \ requires / achieves L - —— -
e - . ’_..r'f -
el Archiving Management Comply w1th Risk e e
N software::Resource Regulation::Goal | - -~
LIST.lu

12



Presenter
Presentation Notes
Here is an example of a BSE model instantiated to the financial ecosystem.

You can notice that the high-level ecosystem service (pattern A) is realised by a combination of enterprise capabilities (pattern B).
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Information System Security Risk Management Model
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This is the ISSRM metamodel.

The risk is composed of threats, vulnerabilities and impacts.

Threats exploit vulnerabilities.

Vulnerabilities are characteristics of resources.

Threats lead to impacts.

Impacts harm assets.
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Mapping ISSRM — BSE metamodel
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Using the capability-resource pattern approach contributes in structuring the risk analysis at ecosystem level.

We map the primary assets of ISSRM to the BSE services.
And we map the secondary assets of ISSRM to the BSE resources.
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Domain Maodel
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About the ArchiMate language.

Practically, since the concept of business capability is not supported by ArchiMate we opted for the concept of business function to represent the capability.
A business function is defined by ArchiMate as a behavior element that groups behavior based on a chosen set of criteria (typically required business resources and/or competences).

The resources can be of different types: roles, infrastructure, equipment, application, information.

---
Risk analysis approaches lacks from formal notation and representation.
To overcome this, we propose to use the motivation extension of ArchiMate to express the ISSRM based risk analysis.
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Use case: Paper files archiving services

—
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Here is an example of a model at enterprise level.
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Now if we take a look at the risk model.


SYSTEMIC RISK LANGUAGE

Use case: Regulated Support-PFS services
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If we take a look at the ecosystem level.
---
Put together, ecosystem capabilities realise high-level regulated Support-PFS services.
The risk assessment reference model (BO) is produced by the LIST and used by all the Support-PFS in their risk self-assessment service.


Ecosystern Services

Ecosystern Goals

SYSTEMIC RISK LANGUAGE

Use case: Regulated Support-PFS services
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Looking at an example of risks, we have…
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CONCLUSION lg

Our contributions

Risk management at system level:

» The BSE metamodel built from the capability-resource pattern

»The ISSRM — BSE mapping

» The ArchiMate language extension to represent the risk management

We have demonstrated:
» The use of a few concepts to model a complex ecosystem

»Risk management at enterprise level can be raised at ecosystem level
(fractal pattern)

» The Archimate mapping brings a language and the link between risk
management and enterprise architecture

LIST.lu

22



CONCLUSION lg

AND TECHNOLOGY

New perspectives and future work

Future work:

»Deepening the relationship between enterprise risk and systemic risk
»Deepening the role of the service as a hyphen between both levels

» Improving the variability aspect by raising the context to the ecosystem level

New perspectives:

» Extension to other purposes than risk management (business alignment,
process assessment, compliance)

» Extension to systems with many regulators

» Extension outside the boundaries of the ecosystem (link regulators from
multiple ecosystems)

LIST.lu
23
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Future work bases on case study

Management system…


THANK YOU FOR LISTENING

Questions?
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