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Abstract

Provable security is one of the greatest achievements of modern cryptography. When
proving the security of a cryptographic scheme, its security properties are reduced to
problems known or assumed to be hard to solve. Therefore, breaking the security of
such a scheme in its security model involves solving the corresponding problem which is
deemed infeasible for sufficiently large instances.

Provable security has many benefits. For example, it allows to design schemes that
provide security against attacks that have not yet been conceived. Furthermore, formal
security guarantees allow to compare the security of schemes without comparing the
schemes itself which can be a tedious task.

A central focus of cryptographic research is to conceive more and more stronger
security notions and to find schemes that fulfil such notions. For example, the gold
standard for encryption schemes is the notion of semantic security, where an adversary is
not allowed to learn even one bit about the plaintext. For many complex applications
such as database outsourcing classical, strong security requirements imply methods with
large overheads. On the other hand, there are more practical data outsourcing schemes
that intuitively provide some security but do not have any proven security properties at
all.

Relaxing the classical security requirements potentially allows for more efficient
schemes while maintaining provable security properties. This implies a trade-off: The
resulting security notion should be meaningful in the context of the application while at
the same time it should allow for efficient schemes. A field where such weak security
notions play an essential role is database privacy. While the intention of security notions
for encryption schemes is to hide all information of the plain text from the adversary,
so-called privacy notions describe a trade-off between the confidentiality of the original
database and the usefulness of the disclosed database.

Database privacy is closely related to data outsourcing. Efficient data outsourcing
schemes imply leakage of information about the data to the server. Therefore, a security
notion for efficient data outsourcing schemes also describes a trade-off, here, between
the confidentiality of data and queries and the efficiency of schemes fulfilling this notion.

The goal of this thesis is to bridge the gap between practical methods for data out-
sourcing and the field of cryptographic research that is concerned with formal security
notions.

Starting in the field of data privacy, we provide a framework for defining and reasoning
about privacy notions. In contrast to existing notions and frameworks, our framework
allows for an intuitive definition of privacy notions by allowing to define sensitive
predicates and explicitly limiting what an adversary is allowed to learn about them
from a release. Furthermore, we provide meta notions for different privacy goals of data
outsourcing and establish their relations.

As a main contribution of this thesis, we provide a meaningful security notion for
database outsourcing and a practical scheme fulfilling this notion as well as implemen-
tations that demonstrate the viability. Therefore, we capture database outsourcing in a
formal model and define our scheme with the means of this model. We prove the security
of our scheme by a reduction to the security of an internally used encryption scheme.
Additionally, we examine the design space for this scheme by discussing extensions and
optimisations of this scheme for performance as well as for security.
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Zusammenfassung

Die Beweisbarkeit der Sicherheit ist einer der grof3ten Erfolge der modernen Kryptogra-
phie. Um die Sicherheit eines Verfahrens zu beweisen, werden seine Sicherheitseigen-
schaften auf ein Problem reduziert, von dem man weif oder annimmt, dass es schwer
zu 16sen ist. Daraus folgt, dass die Sicherheit eines solchen Verfahrens innerhalb des
Modells zu brechen das Losen des zugehorigen Problems involviert. Fiir hinreichend
grofle Instanzen des Problems wird dies als nicht machbar angesehen.

Beweisbaren Sicherheit hat viele Vorteile. Beispielsweise erlaubt sie die Konstruktion
von Verfahren, die auch gegen unbekannte Angriffe sicher sind. Dariiber hinaus erlauben
formale Sicherheitsbegriffe den Vergleich der Sicherheit von Verfahren ohne die Verfahren
selbst zu betrachten, was sehr aufwéandig werden kann.

Ein Schwerpunkt der Forschung in der Kryptographie ist es immer starkere Sicherheits-
begriffe und Verfahren zu finden, die diese erfiillen. Beispielsweise darf ein Angreifer bei
der semantischen Sicherheit, dem Goldstandard der Sicherheitsbegriffe fiir Verschliisselung,
nicht ein Bit an Information tiber den Klartext lernen. Fiir viele komplexe Anwendungen,
wie beispielsweise das Auslagern von Datenbanken, implizieren solche starken Sicher-
heitsanforderungen Verfahren mit hohen Kosten. Andererseits gibt es praktikablere
Verfahren fiir das Auslagern von Datenbanken, welche intuitiv ein gewisses Sicherheit-
sniveau bieten, jedoch keine bewiesene Sicherheitseigenschaften haben.

Eine Lockerung der klassichen, staken Sicherheitsanforderungen koénnte effizientere
Verfahren zulassen, ohne jedoch beweisbare Sicherheitseigenschaften zu verlieren. Dies
impliziert ein Kompromiss: Die resultierende formale Sicherheitseigenschaft muss fiir die
Anwendung sinnvoll sein und gleichzeitig effiziente Verfahren zulassen. Bei der Privatheit
von Datenbanken spielen solche schwachen Sicherheitsbegriffe eine essentielle Rolle.
Wihrend Sicherheitsbegriffe fiir Verschliisselung darauf abzielen, jegliche Information
vor dem Angreifer zu verstecken, beschreiben sogenannte Privatheitseigenschaften einen
Kompromiss zwischen der Vertraulichkeit der Originaldatenbank und der Niitzlichkeit
der veroffentlichten Informationen.

Die Privatheit von Datenbanken ist eng verwandt mit dem Auslagern von Daten-
banken. Effiziente Verfahren fiir das Auslagern von Datenbanken implizieren einen
Abfluss von Informationen tiber die Originaldatenbank zum Server. Folglich beschreibt
ein Sicherheitsbegriff fiir das Auslagern von Datenbanken einen Kompromiss zwischen
der Vertraulichkeit der Originaldatenbank und der Effizienz der Verfahren, die diesen
Begriff erfiillen.

Das Ziel dieser Dissertation ist zwischen praktikablen Verfahren fiir das Auslagern
von Datenbanken und formalen Sicherheitsbegriffen aus der Kryptographie eine Briicke
zu schlagen.

Ausgangspunkt ist hierbei die Privatheit von Datenbanken. Wir definieren ein Rah-
menwerk, welches es erlaubt formale Privatheitsbegriffe zu definieren und zu analysieren.
Im Gegensatz zu existierenden Begriffen und Rahmenwerken erlauben wir eine intuitive
Definition von Privatheitsbegriffen aufgrund der Definition sensibler Aussagen und einer
expliziten Begrenzung, was ein Angreifer aufgrund einer Veroffentlichung tiber diese
Aussagen lernen darf. Dariiber hinaus definieren wir abstrakte Begriffe fiir die unter-
schiedlichen Privatheitsziele beim Auslagern von Daten und zeigen, wie sie zusammen
héangen.

Hauptbestandteile dieser Dissertation sind ein Sicherheitsbegriff, der fiir das Auslagern
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von Datenbanken sinvoll ist, ein praktikables Verfahren, das diesen Begriff erfullt, sowie
Implementierungen anhand derer wir die Realisierbarkeit des Verfahrens zeigen. Dazu
formulieren wir das Auslagern von Datenbanken in einem Modell und definieren das
Verfahren darin. Wir beweisen die Sicherheit des Verfahrens durch eine Reduktion auf
die Sicherheit eines intern genutzen Verschliisselungsverfahrens. Zusétzlich zeigen wir
durch eine Diskussion von Erweiterungen und Optimierungen fiir die Sicherheit als auch
fur die Effizienz des Verfahrens weitere Varianten fiir unser Verfahren auf.
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1. Preamble

1. Introduction

One of the greatest achievements of modern cryptography is the provable security
methodology. In order to prove the security of cryptographic schemes their security
properties are precisely formulated in a mathematical model. These formalisations are
called security notions. Depending on the scheme, one can prove information theoretic
security or reduce the security properties to a computational hardness assumption. Since
information theoretic security harder to achieve, the latter case, which is also known
as computational security, is more common. A computational hardness assumption
is an assumption about the computational complexity of a problem. Noted hardness
assumptions are for example integer factorisation, the discrete logarithm problem, and
the shortest vector problem. Reducing the security of a cryptographic scheme to such
an assumption implies that successful attacks involve the solution of the corresponding
problem.

The benefits of the provable security methodology are widespread. The reduction to a
hardness assumption provides that the security properties hold against any adversary
for which this assumption holds: in general adversaries with a computational power
that is polynomially restricted in the size of the problem. This also affects unknown
adversaries and, therefore, even attacks that have not yet been conceived, as long as they
are conducted in the formal model. Therefore, a formal security proof excludes huge
classes of attacks. Furthermore, security notions allow to compare different cryptographic
schemes on an abstract level. They allow the discussion and examination of the security
properties of a scheme without the need to consider the scheme itself. This abstraction
eases the definition of more complex provably secure, cryptographic schemes that use
simpler ones as building blocks [Can01]. Classical examples for cryptographic schemes
with provable security and formal security notions are encryption schemes, signature
schemes, and secure multiparty computations. Because of the benefits of provable security,
it is desirable to apply this approach to more and more complex applications.

A central focus of cryptographic research is to conceive more and more stronger
security notions and to find schemes that fulfil such notions. For example, the gold
standard for encryption is the notion of semantic security [GM82]], where an adversary is
not allowed to learn even one bit of information about the plaintext. For many complex
applications, such strong security requirements imply methods with large overheads.
Fully homomorphic encryption schemes or secure multi party computation
schemes [GMW87], for example, allow to realise certain data and computation outsourcing
schemes with strong security properties. Such schemes, however, imply a huge overhead
that, in most cases, cancels the benefits of outsourcing. On the other hand, there are more
practical data outsourcing schemes with the goal to provide some security but without
any proven security properties at all.

This implies the question, if there is something in between. Can schemes for complex
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applications be found that are more practical that classical cryptographic schemes, but at
the same time maintain meaningful provable security properties? There are, for example,
no efficient single server private information retrieval schemes [SCO07]. Deliberately
allowing for some information to leak to the adversary, results in a relaxed security
notion. This information may be useful in order to design more efficient schemes. This
implies a trade-off: The resulting security notion should be meaningful in the context of
the application while at the same time it should allow for efficient schemes.

A field where weak security notions play an essential role is database privacy. Database
privacy deals with the problem of disclosing a database for subsequent analysis in a
privacy preserving way. Therefore, the database is transformed prior to publication.
While the intention of security notions for encryption schemes is to hide all information
of the plaintext from the adversary, privacy notions describe a trade-off between the
confidentiality of the original database and the usefulness of the disclosed database.
Because of trends such as Cloud Computing, Machine Learning and Big Data, recently,
database privacy has received much attention. The current gold standard for data privacy
is the privacy notion Differential Privacy [Dwo08a]. If a mechanism fulfils differential
privacy, its output is only marginally affected by whether an individual is represented
in the original database or not. Privacy notions can seen as weak security notions that
either implicitly or explicitly model the information that leaks to the adversary.

Therefore, privacy notions are a subject worthwhile to be researched, not only in the
context of database privacy. The approach to explicitly model information that leaks to
the adversary, and, in a second step, exploit this information in order to build efficient
schemes is promising. Secure database outsourcing deals with the problem encrypting
a database and storing it on a server in a way that it still can be queried efficiently.
This field of research is closely related to database privacy, private information retrieval,
and searchable encryption and, therefore, benefits from researching privacy notions in
its context. Encrypting the database as a whole with a, for example, IND-CCA secure
encryption scheme results in strong security guarantees. Most queries, however, can now
only be executed by downloading end decrypting the whole database. Consequently, more
efficient solution must involve partial execution of the query on the server. This, however,
implies leakage of information to the server. Privacy notions seem like an appropriate tool
to express this leakage and to formalise the security properties of database outsourcing
schemes.

As mentioned above, there are practical database outsourcing schemes that intuitively
provide some privacy but do not have any formal security notion. For database outsourc-
ing, this arises the research question if there are secure database outsourcing schemes
that support efficient execution of queries yet have meaningful and provable security
properties.

2. Contribution and Structure of this Thesis

The goal of this thesis is to bridge the gap between practical methods for data outsourcing
and the field of cryptographic research that is concerned with formal security notions. In
this work, we show that there are methods for database outsourcing that are practical
yet have provable and meaningful security properties. These properties define a trade-off
between security and practicability with, in contrast to classical cryptographic methods,
weaker, application specific security. Starting point are notions from the field of data
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privacy. Then, we define privacy goals of data outsourcing and a security notion for
database outsourcing as well as a scheme fulfilling this notion. The contributions of this
work are:

A framework for the definition and analysis of statistical and computational privacy
notions. Furthermore, results concerning the composability of privacy notions.

Meta notions that address different privacy goals of data outsourcing as well as
results about their relations. These notions allow for formalising the security of
encryption schemes as well as the security of data outsourcing schemes during
usage.

A security notion for database outsourcing and an efficient scheme for database
outsourcing that fulfils this notion.

Theoretical performance evaluations of this scheme as well as benchmarks of
two implementations that serve as a validation of the applicability of our work.
Furthermore, we provide optimisations for security in the presence of queries as
well as performance optimisations of the data structures.

In the following, we provide a brief summary of the chapters of this thesis.

In Chapter 2| we provide the technical background for the following chapters. We
present notations and definitions used throughout this thesis.

In Chapter 3, we introduce into data privacy and privacy notions. We present the
concept of database anonymisation and different privacy notions that can be found
in literature. Furthermore, we motivate semantic privacy notions by presenting
and discussing weaknesses of syntactic notions.

In Chapter 4, we present the Bayes Privacy framework that, similar to the Pufferfish
framework presented in [KM12]], allows for modelling privacy notions. The Bayes
Privacy framework, while encompassing the Pufferfish framework, is a different
approach to privacy notions by explicitly limiting privacy breaches. Furthermore,
we provide results regarding the composability of privacy notions.

In Chapter |5, we formalise data outsourcing an provide meta notions for different
privacy goals of data outsourcing. We show how these goals are related and
categorise existing notions from literature regarding these goals. Furthermore, we
present generalisations of the meta notions that allow the definition of application
specific notions that deliberately leak information to the adversary.

In Chapter|6| we present two static security notions and a notion that provides
data privacy if the adversary observes the execution of queries. We show that
these notions are instances of the meta notions from Chapter 5 Furthermore, we
discuss how the basic notion defined in this chapter is meaningful for database
outsourcing,.

In Chapter|7, we provide schemes that fulfil the notions from Chapter|6| We present
two implementations of our scheme and provide benchmarks. Furthermore, we
discuss optimisations and provide benchmarks for selected optimisations.






2. Foundations

In addition to the foundations in this chapter, there are chapter specific preliminaries in
each chapter.

1. Notations

We denote the assignment of a value a to a variable v with the notation v < b. In order
to assign a uniformly distributed random element of a set B to a variable v, we use the
notation v « S. For conditional statements we use the clause If in a standard way. We
denote the concatenation of two strings a and b by a|b, the i-th element of a list or a set
¢ with ¢;, and the number of elements on that two given sets a and b differ with aAb. If
not stated otherwise, the characters /, j, k, I, m, n are natural numbers.

Throughout this work, we will use the letter k as a security parameter and the letter
K as a cryptographic key. Furthermore, we will us the term id in order to denote the
identity function.

If G(-, ) is an algorithm or an oracle with two parameters, G (-, K) is the same algorithm
or oracle where the second parameter is hard-wired to K.

1.1. O Notation and Negligibility

Definition 1 (O). Let f and g be functions N — R and k € N. We write f (k) € O(g(k))
or f(k) = O(g(k)) if there exists a constant ¢ > 0 and a threshold ny € N such that
f(n) < c-g(n) foralln> n,.

Definition 2 (poly). Let f be a function N — R and k € N. We write f (k) € poly(k) or
f(k) = poly(k) if there exists a constant ¢ > 0 such that f (k) € O(k€).

Definition 3 (Negligibility). Let f be a functionsN — R. We say f is negligible if for every
constant ¢ > 0 if there exists a threshold ny € N such that f(n) < n™€ for all n > ny.

2. Probability Theory and Statistics

Definition 4 (Conditional Probability). Let A and B be events. The conditional probability
Pr[A|B] of A given B is defined as:

Pr[AN B]

Pr[A|B] := biTE
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Lemma 1 (Bayes’ Theorem and the Law of Total Probability). Let A and B be events.
Then the following holds:

Pr[B|A] Pr[A]

Pr[A|B] = Pr[B] (Bayes’ Theorem) (2.1)

Pr[A] = Z Pr[A, B;] Pr[5)] (law of total probability) (2.2)
J

Pr[A] = Pr[A, B]Pr[B] + Pr[A, =B] Pr[=B] (law of total probability for binary events)

(2.3)

This lemma can be proven directly with Definition

3. Data Sets and Databases
Definition 5 (Data Set). A data set d € D is an element of a domain D.
We define a database, a special case of a data set, as a multiset of tuples:

Definition 6 (Database). A database d = {d}, ds, ..., d,} is a finite multiset of tuples from
the same set Ay X Az2X, ..., Am. We call the number of tuples of d the size of d and denote it
with |d| We call the set {Aq, Ay, ..., Am} the attributes of d.

Leti € {1,...,n} andj € {1, ... m}. For an arbitrary but fixed order of d, we call the tuple
di € d row i of d and denote it with d(i, -). We call the j-th element of row i of d the value
of attribute A; in row i of d and denote it with d(i, j). We call the multiset of all values of
attribute A; of d column j of d and denote it with d(, j).

We call the set of all databases DB.

Throughout this work, we use the terms tuple and row interchangeably. Please note
that, since we defined a database as a multiset, there is no specific order of its elements.
Since a finite set of tables always can be normalised to a single table, we do not distinguish
between a table and a database.

Definition 7 (Selection). A selection cag,(d) or oags(d) is a unary operation where
e d is a database
e A and B are attributes of d
e v is a value of the domain of A
e 0 is a binary operation from the set {<, <, =, >, >, #}

and the result of the selection o g, (d) are the tuples of d where AOv holds and the result
of oags(d) are the tuples of d where AOB holds. We call AOv or AOB the condition of the
selection and the attribute A the attribute of the selection.

Definition 8 (Generalised Selection). A generalised selection is a unary operation o.(d)
where c is a propositional formula of conditions and the logical operators V, A, and —. The
result of o.(d) are the tuples of d for which c holds. We call c the conditions of the selection.
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A selection is a special case of a general selection. In this work, we use the term
selection for both.

Definition 9 (Projection). Let d be a database of size n with attributes {A, Az, ..., Am}
and | < m. A projection is a unary operation HAnl,---An, (d) with:

HAnl,...An,(d) = (d(i,j)|Vj e {Ily,..II;) | Vi € {1, ... n}

The result of a selection is a subset of the columns of the original database.

4. Cryptographic Mechanisms and Notions

Definition 10 (probabilistic polynomial time (PPT)). An algorithm or Touring machine is
a probabilistic polynomial time algorithm or Touring machine if it is in poly(k) for
a security parameter k.

Definition 11 (Symmetric Encryption Scheme). A symmetric encryption scheme is a tuple
(Gen, Enc, Dec) of three|PPTs such that:

e Gen: 1K > {0,1}"

* Enc:{0,1}* x {0, 1}" — {0, 1}*

e Dec: {0, 1}* x {0,1}" — {0, 1}*

e Vx € {0,1}*, K € {0,1}" : Dec(Enc(x, K), K) = x

We call Gen the key-generation mechanism, Enc the encryption mechanism, Dec the de-
cryption mechanism, K the encryption key, k the security parameter, the output of Enc as
well as the first input of Dec the ciphertext, and the output of Dec as well as the first input
of Enc the plaintext.

Definition 12 (Block Cipher). A block cipher is a symmetric encryption scheme
(Gen, Enc, Dec) with:

e Enc:{0,1}? x{0,1}" — {0, 1}?
e Dec:{0,1}2 x {0, 1}" - {0, 1}P
We call {0, 1}? a ciphertext or plaintext block, respectively, and b the block length.

Definition 13 (Cipher Block Chaining (CBC)). Let P be a vector of plaintext blocks with
block length b. The Cipher Block Chaining (CBC) mode is a mode of operation of a block
cipher (Gen, Enc, Dec) with:

° Co =1V
e C;i:=Enc(P;&® Ci_1, k)
where IV € {0, 1}? an initialisation vector.

This definition implies, that Py = IV and P; = Dec(C;, K) & Cj_;.
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4.1. Game-Based Security Notions

Game-based security notions are a standard way of defining security for cryptographic
schemes. They are modelled as an interactive protocol between an experiment and an
adversary A, where the adversary is presented with a challenge Pas11]. We call
this protocol the security game. In this protocol, the experiment as well as the adversary
receive the length 1% of the security parameter k. In the following rounds of interaction,
the adversary may receive additional information, access to oracles and a challenge. In the
end, the experiment computes an output bit. We say, the adversary wins the experiment
if the bit is 1 and looses the experiment if the output bis is 0. We consider a scheme as
secure, if the success probability of any [PPT adversary is at most negligibly better than
the success probability of guessing the result. A well-known game-based security notion
for encryption schemes is IND-CPA, which is defined in the following.

4.2. IND-CPA Security

Definition 14.

Security Game 1 (IND'CPA(y({}en,Enc)(k))'

1. The experiment chooses a key K « Gen(1¥).
2. The adversary A is given input 1% and oracle access to Enc(-, K).
3. A outputs two plaintexts my and my with the same length.
4. The experiment chooses a random bit b « {0, 1}.
5. A is given Enc(mp, K).
6. A outputs a guess b’ for b.
The result of the experiment is 1 if b" = b and 0 else.

Definition 15 (Indistinguishability under Chosen Plaintext Attacks). An encryption
scheme (Gen, Enc) has Indistinguishability under Chosen Plaintext Attacks IND-CPA if
for all adversaries A, there exists a negligible function negl such that:

Pr[IND-CPAT?

1
(Gen,Enc)(k) =1] < P + negl(k)

Informally, this means that a scheme provides IND-CPA it the adversary has only neg-
ligible advantage over guessing in the security game IND_CPA(%en,Enc)(k)' An extension
of the IND-CPA-experiment is the IND-MULT-CPA-experiment, where the adversary may
choose two vectors of plaintext.

Definition 16.

Security Game 2 (IND—MULT—CPA‘(?éen’EnC)(k)).

1. The experiment chooses a key K « Gen(1¥).

2. The adversary A is given input 1% and oracle access to Enc(-, K).
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3. A outputs two vectors of plaintexts My = (mg, o m%) and M; = (m(l), ..., m}) where
m? and m; have the same length for i = 0..n.

4. The experiment chooses a random bit b < {0, 1}.
5. A is given Enc(Mp, K) = (Enc(mé’, K), ..., Enc(mg, K)).
6. A outputs a guess b’ for b.

The result of the experiment is 1 if b’ = b and 0 else.

Definition 17 (Indistinguishability under Multiple Chosen Plaintext Attacks). An encryp-
tion scheme (Gen, Enc) has Indistinguishability under Multiple Chosen Plaintext Attacks
IND-CPA if for all adversaries ‘A, there exists a negligible function negl such that:

1
Pr[IND-MULT—CPA(yG[enVEnC)(k) =1] < 2 + negl(k)

The security notions IND-CPA and IND-MULT-CPA imply each other:

Theorem 1 (IND-CPA & IND-MULT-CPA). Any private-key encryption scheme that has
IND-CPA security also has IND-MULT-CPA security and vice versa.

Proof. The direction IND-MULT-CPA = IND-CPA is trivial: The adversary Amp-cpa can
directly be used in the experiment IND-MULT-CPA (Gen enc) and we inherit its success

probability. A proof for the direction IND-CPA = IND-MULT-CPA can be found in [KLO7].
O






3. An Introduction to Privacy

This chapter is partially based on work already published in [Hub+11;[HM11; Hub10]

and in [HMN14].

1. What is Privacy?

In their article The Right to Privacy [WB90]], Samuel Warren and Louis Brandeis define
privacy as the right to be left alone. They argued that there is value in the prevention
of publication of thoughts, sentiments, and emotions. They analysed the laws at that
time and came to the conclusion that these laws did not protect this value. The notion
of privacy was born. This notion lead to modern privacy laws such as the German
Bundesdatenschutzgetz [Bun78|], one of the most progressive laws that not only protects
thoughts, sentiments, and emotions, but all data related to a single individual. It forbids
processing data related to single individuals without a legal basis. Furthermore, it even
defines a class of particularly sensitive data (besondere Arten personenbezogener Daten) and
the principle of data minimisation (Datensparsamkeit) that states that you may process
just as little data related to single individuals as necessary.

In classical cryptography, on the other hand, privacy is often used as a synonym for
confidentiality. In the context of encryption, for example, privacy means the confidential-
ity of messages. A voting scheme that provides privacy for the voters [Dem+13;[Lan+09]
guarantees the confidentiality of single votes. A mix network that provides privacy
guarantees the confidentiality of the origin of a message [BDG13]. It hides the identity of
the sender of a message from the recipient.

Recently, the social and judicial idea of privacy has also been considered from a
cryptographic point of view in the field of database privacy. Here, the goal is to disclose
a database, for example, to third parties that want to analyse it [Swe02]. Applications
that combine and analyse large amounts of data from different sources promise benefits
for science and economy. Since a database can contain sensitive information that must
not be disclosed, it has to be sanitised or anonymised prior to disclosure. The goal of
the sanitation or anonymisation is to prevent the disclosure of sensitive data. Consider
an institution (e.g. the census bureau or a hospital organisation) wanting to disclose
a database in order to allow for data mining by third parties. Since the privacy of the
individuals of the database has to be protected, the database has to be anonymised prior
to disclosure (cf. Figure 3.1). On the other hand, the disclosed database still has to hold
information. Otherwise disclosing and analysing it would be pointless. Consequently, a
trade-off between the protection of sensitive data and the usefulness of the anonymised
database — a trade-off between privacy and utility — has to be found.

Another application related to database privacy is secure database outsourcing. Here,
a client wants to outsource a database to a not necessarily trustworthy party. For reasons
of efficiency, this party should be able to execute queries on the database on behalf of
the client while learning as little as possible about the data [HIM02} [Pop+11; Hub+13;

11
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Figure 3.1.: Database privacy: In order to protect the sensitive data in the original database
d, amechanism transforms d to a result d’ that is disclosed. In order to enable
further processing, the utility of the original data has to be preserved while
sensitive data has to be changed or removed.

'AGH11]. Again, there is a trade-off between privacy and utility. Here, the utility is needed
in order to support efficient execution of queries. Therefore some structure of the original
database has to be preserved. We will examine secure database outsourcing in this work
in Chapters

As mentioned above, in contrast to confidentiality for message encryption, in database
privacy, leakage of some data is desired — even necessary — while the privacy
of individuals has to be protected. An adversary should not be able to learn sensitive
information from the disclosed database. On the other hand it should still have utility in
the sense that the disclosed data is useful, e. g. for data mining. This trade-off between
utility and privacy is described by formal privacy notions. Privacy notions allow for a
fine grained definition of privacy. Privacy notions allow to distinguish between sensitive
data that should be protected (e. g. sensitive data about individuals) and data that is not
sensitive and therefore can be disclosed. Furthermore, there are privacy notions that even
introduce a measure for the magnitude of the disclosure of sensitive data.

Privacy notions can be classified into syntactic and semantic notions. In order to
provide a motivation for semantic notions, that are designed with adversaries in mind,
we present a discussion of weaknesses of syntactic notions found in literature.

Structure of this Chapter  Section|2 introduces the concepts of database anonymisation
and of privacy notions. Furthermore, we present and discuss syntactic and semantic
privacy notions and frameworks for privacy notions found in literature. In Section 3, we
present attacks on and subliminal channels of syntactic privacy notions.

2. Anonymisation and Privacy Notions

This section presents the concepts of database anonymisation and privacy notions. In
this work, database anonymisation is used in two scenarios, privacy preserving database
disclosure and secure database outsourcing, which will be introduced in this section.
There is a rich body of literature on privacy notions, which also will be discussed in this
section.

2.1. Database Anonymisation

Database anonymisation is the transformation of a database by an mechanism, if either the
mechanism itself or the result of the transformation fulfils a privacy notion (cf. Section2.2).
The goal of database anonymisation is to protect sensitive data from the public or an
untrusted party while preserving as much information of the original database as possible.
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Note that this sensitive data must not necessarily be data about individuals. We will use
examples with data about individuals but also databases that contain intellectual property,
for example sensitive measurement values of a production line, can be transformed in
order to protect the sensitive data. In both cases, we will call this process anonymisation.
There are two important scenarios for database anonymisation. The first scenario is
privacy preserving database disclosure, the second scenario is secure database outsourcing.
In the following, these scenarios will be presented.

2.1.1. Privacy Preserving Database Disclosure

In privacy preserving database disclosure, a database containing sensitive data is trans-
formed in order to be disclosed. Therefore, the database is anonymised prior to disclosure.

d Hanonymisation}— d" = f(q(d))

q

Figure 3.2.: Privacy preserving database disclosure: An anonymisation mechanism trans-
forms a database d to an anonymised result d’. Then, the result d’ is disclosed.
The goal is to protect sensitive data in d, for example sensitive data about
individuals, while preserving the utility of the data, in order to enable further
processing. In some cases, clients may specify a function g that is applied to
d prior to anonymisation.

An anonymisation mechanism is applied to the database. This scenario is depicted in
Figure An anonymisation mechanism transforms a database d into the result d’. In
some scenarios, clients are allowed to specify a function g that is applied to d prior to
anonymisation. This scenario is called online privacy preserving database disclosure. It is
mainly used in the context of Differential Privacy [Dwo08a], where clients are allowed
to issue queries to a curator that can query the original database and anonymises the
result of the query. The anonymisation mechanism f can be a probabilistic algorithm
and not necessarily is a function. For example, since the optimal k-anonymity problem is
hard [MWO04], in practice polynomial-time heuristics are used. Differential Privacy and
k-anonymity will be discussed in detail in Section

2.1.2. Secure Database Outsourcing

Another scenario for database anonymisation is secure database outsourcing. Here, a
client wants to outsource a database to a not necessarily trustworthy server. In contrast
to privacy preserving database disclosure, the client wants to be able to access the data in
the outsourced database efficiently. Therefore, the server has to be able to execute queries
efficiently on behalf of the client. On the other hand, the server should learn as little as
possible about the original database. Therefore the original database d is transformed.
This scenario is depicted in Figure In order to query the outsourced database, a query
q intended for the original database d has to be transformed in order to execute it on
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d =f(d
client d outsourcing (d) server

3.3.1: secure database outsourcing: outsourcing step

|

q
) /_\ ) W interaction
client transformation J server
q(d)

3.3.2: secure database outsourcing: query handling

Figure 3.3.: Secure database outsourcing: An outsourcing mechanism transforms a
database d to an result d’. Then, the result d’ is stored on a not necessarily
trustworthy server (Figure 3.3.1). In order to query the database stored on
the server, queries intended for the database d have to be transformed into
an interactive protocol (Figure[3.3.2). The Server has to be prevented from
learning the original database d, however, the client has to be able to query
the outsourced database efficiently. Therefore, the server has to be able to
support execution of queries on d’ on behalf of the client.

the outsourced database. In general, a query is transformed to an interactive protocol
between the client and the server. Again, there is a trade off between privacy and utility.
Here, the utility affects the efficient support for execution of queries. Additionally, there is
a requirement to the anonymisation mechanism, that is not necessarily needed in privacy
preserving database disclosure: The anonymisation mechanism has to be reversible. Since
the client wants to use the result of the anonymisation as it would use the database d,
the client needs a trapdoor to reconstruct the original database d from the anonymised
database d’.

This chapter as well as Chapter 4/ focus on privacy preserving database disclosure,
while Chapters |5 and 7/focus on privacy for database outsourcing.

2.2. Privacy Notions

In order to reason about the security properties of an anonymisation mechanism or its
result, we need a formal description. A privacy notion is such a formal description. The
intention of privacy notions is to precisely describe the level of privacy provided either
by an anonymisation mechanism or by an anonymised release.

Privacy notions can be classified into structural or syntactic notions and semantic or
cryptographic notions [De +12]. Structural privacy notions formalise syntactic require-
ments for the result of the anonymisation process. Cryptographic privacy notions are
designed with an adversary in mind and therefore describe semantic guarantees. They can
be compared with security notions for encryption. But, in contrast, cryptographic privacy
notions do not try to prevent leakage of information completely. In order to maintain the
utility of the anonymisation result, they allow for leakage of some information.

Examples for structural notions are k-anonymity and notions based thereon.
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They introduce constraints for the anonymisation result. Such notions do not consider
adversaries that try to break the anonymisation directly. This will be further discussed in
Section

An example for a cryptographic notion is Differential Privacy [Dwo08a]. Such notions
introduce constraints for the anonymisation process with with respect to adversaries.
These adversaries can be computationally bounded or unbounded [Dwo08al.
Computationally bounded adversaries are interesting for notions that describe mecha-
nisms based on computational problems. In Chapter|7|we will present methods for secure
data outsourcing that involve encryption.

Privacy notions do have standard methods that are used to achieve them (e. g. adding
noise for Differential Privacy, or coarsening attribute values for k-anonymity — cf. Sec-
tions [2.2.1/ and [2.2.2). Nevertheless, we stress that we have to distinguish between
methods and guarantees. While Differential Privacy is often achieved by the addition of
Laplace noise, another approach to achieve Differential Privacy, for example, is presented
in [Bha+11]. This approach does not add noise to the release, but uses the uncertainty of
the adversary about the original database or the intrinsic entropy of the original database
to construct privacy preserving mechanisms. On the other hand, the addition of Laplace
noise does not yield differentially private methods in general, but only under certain
assumptions about the distribution of attribute values.

A privacy notion is a guarantee that can be achieved by an anonymisation mecha-
nism. We use the word mechanism instead of function since a mechanism can also be a
probabilistic algorithm. If a privacy notion is achieved by a mechanism, we say that this
mechanism fulfils this privacy notion.

Privacy notions can be used to reason about anonymisation mechanisms. For example,
if a mechanism fulfils the privacy notions A and B, the mechanism can be considered to
be more secure than another mechanism that only fulfils privacy notion A. The Bayes
Privacy framework that we will present in Chapter |4 allows for modelling and for the
comparison of privacy notions without explicitly considering mechanisms.

2.2.1. Structural Privacy Notions

The first attempt to formally capture database privacy resulted in the concept of k-
anonymity by Samarati and Sweeney Swe02]]. The idea of this notion is to achieve
anonymity by letting each individual blend into a crowd of at least k individuals. The
notion k-anonymity implicitly assumes that sensitive traits are rare and that an individual
can not be identified by the sensitive trait itself. Then, we can classify attributes about
individuals into quasi-identifier and sensitive information. The quasi-identifier Q7 is the
set of attributes that allow, linked with external data, to uniquely identify at least one
individual of a table. Formally, k-anonymity is defined as follows (taken from [Mac+07]):

Definition 18. A table T satisfies k-anonymity if for every tuple t € T there exist k — 1
other tuples t; , tj,, ... tj_, € T such that t[C] = t;[C] = t;,[C] = ... = t;_,[C] forall C
inQI.

In this definition, t[C] denotes the projection of the tuple t to the attributes C. This
definition implies, that the result has blocks of rows, where the attribute values of
the quasi-identifier are identical. In literature, the k-anonymity property is achieved
by supression and generalisation. Attribute values of the quasi-identifier attributes are
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either suppressed or generalised until the table fulfils k-anonymity. An example for an
4-anonymous table is depicted in Figure 3.4.2]

Non-Sensitive Sensitive Non-Sensitive Sensitive
Zip Code Age Nationality Condition Zip Code Age Nationality Condition
1 13053 28 Russian Heart Disease 1 130™* <30 * Heart Disease
2 13068 29  American  Heart Disease 2 130** <30 * Heart Disease
3 13068 21 Japanese Viral Infection 3 130** <30 * Viral Infection
4 13053 23 American Viral Infection 4 130** <30 * Viral Infection
5 14853 50 Indian Cancer 5 1485* > 40 * Cancer
6 14853 55 Russian Heart Disease 6 1485* > 40 * Heart Disease
7 14850 47 American  Viral Infection 7 1485* > 40 * Viral Infection
8 14850 49  American Viral Infection 8 1485* > 40 * Viral Infection
9 13053 31  American Cancer 9 130** 3* * Cancer
10 13053 37 Indian Cancer 10 130** 3* * Cancer
11 13068 36 Japanese Cancer 11 130™* 3* * Cancer
12 13068 35 American Cancer 12 130™* 3* * Cancer
3.4.1: A medical table with the sensitive attribute condition and the ~ 3.4.2: A 4-anonymous version of the Table in[3.4.1] The attributes
non-sensitive attributes Zip Code, Age, and Nationality Zip Code and Age were generalised while the attribute Nationality

was suppressed.

Figure 3.4.: An example for a medical table and a 4-anonymous version of it (Taken
from ) The rows {1,2,3,4}, {5,6,7,8}, and {9,10,11,12}, each, form a
bucket. In each bucket, the values of the attributes of the quasi identifier are
identical.

Since this notion has several shortcomings, it was iteratively improved upon in order
to remove the inherent problems, e.g. by Machanavajjhala et al. in the form of
I-diversity and by Li et al. in the form of t-closeness. The /-diversity principle
requires diversity of the values of the sensitive information attribute within each block.

Formally, /-diversity is defined as follows (taken from [Mac+07]):

Definition 19. A gx-block is |-diverse if contains at least | well-represented values for the
sensitive attribute S. A table is |-diverse if every q=-block is |-diverse.

For different instantiations of well-represented, please refer to [Mac+07]. The intention
of this definition is to prevent homogeneity attacks [LLVO07]. If the values of a sensitive
attribute in a g*-block are similar, identical, or have the same meaning, a homogeneity
attack allows to determine the value of the sensitive attribute for an individual.

Since /-diversity still had some well-known problems, a lot of variations and improve-
ments followed [MWO04; LDR05; BA05} TZ11]. Other approaches involve disassocia-
tion [Ter+12] or fragmentation [De +10; De +13] in order to achieve privacy. Here,
coarsening is used to hide sensitive relations. The approach in [Tao+10] introduces an
independence masking operator with the intention to completely eliminate correlations
between two sets of attributes.

One problem, however, was not solved: The combination of anonymised data sets can
lead to a deanonymisation of at least a part of the database, as was shown by Ganta et al.
[GKS08]. Even today, most privacy notions suffer from this problem. It even has been
proven that for any mechanism that has some utility, there is an adversary that can break
any privacy notion [KM11]. Therefore, frameworks that also specify assumptions and
restrictions about adversaries are needed. In contrast to semantic notions discussed in the
next section, the notions above do not give a guarantee about the process, but describe
the result of an process.
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2.2.2. Cryptographic Privacy Notions and Frameworks

While the intuition behind k-anonymity and, therefore, its variations is reasonable, the
formal instantiation as a syntactic notion allows for a variety of attacks. As it turns out,
in general, the actual goal should not be to achieve anonymity in a crowd, but rather to
directly hide the association of an individual with certain sensitive values from potential
adversaries. An extreme method is to hide the sensitive value itself. In her seminal work
Dwork introduced the notion of Differential Privacy, which is the first privacy
notion defined with a cryptographic flavor. In contrast to previous work, Differential
Privacy gives a guarantee that for any two databases that differ in a single entry the
result of the anonymisation process cannot be distinguished except by a small factor. The
intuition of Differential Privacy is that the adversary can not learn much about individuals
if the fact that a single individual is present in the original database does not change the
anonymisation result. Implicitly, Differential Privacy assumes that the probability of each
tuple is independent. Formally Differential Privacy can be described as follows (taken

from [Dwo08al):

Definition 20 (e-Differential Privacy). A randomized function K gives Differential Pri-
vacy if for all data sets Dy and D, differing on at most one element, and all S € Range(K)

Pr[K (D)) € S] < e X Pr[K (D) € S]

This can be achieved by adding noise from a Laplacian distribution to the actual result.
In contrast to the approaches approaches based on k-anonymity that release the complete
anonymised database, the definition of Differential Privacy does not restrict the range
of the anonymisation mechanism to databases. Many mechanisms fulfilling Differential
Privacy assume a trusted curator algorithm that answers queries about the data without
releasing a completely anonymised database. Based on the concept of Differential Privacy,
follow-up work has been presented, see [Dwo+06c; Dwo+06a; GLP11; Geh+12].

Differential Privacy is the current gold standard notion in privacy research, although
there are some drawbacks. In Gherke et. al. show that mechanisms that achieve
Differential Privacy when the probability of each tuple is independent can fail to achieve
Differential Privacy for databases, where this is not the case. In social networks, for
example, the probability of the presence of an individual can depend on the probability
of the presence of the social cluster the individual is part of. Therefore, they define the
notion Zero Knowledge Privacy which is even stronger as Differential Privacy.

Kifer and Machanavajjhala, on the other hand, show in that even the definition
of Differential Privacy is too strict in some cases and thereby diminishes the utility of the
obtained data severely. The term utility in this context means the degree of distortion of
the actual result. The main reason for this is that only worst case scenarios are considered
and thus the amount of noise needed to achieve the desired privacy is very large. Two
different solutions were proposed to circumvent this problem. One proposition is to use
the noise that is implicit in the data such that the utility is not reduced by the addition of
noise. The other approach is to weaken the definition such that a privacy breach is not
impossible, but unlikely [Dua09; Bha+11].

Concerning the first approach, the assumption is made that an adversary does not have
the complete knowledge of a database except for a single entry. It is assumed that the
adversary’s knowledge has a given uncertainty which can be described as a probability
distribution on the attribute values. From an adversary’s point of view this means that
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the data has implicit noise. It was shown by Duan that this uncertainty can be
enough to achieve Differential Privacy for sum queries. Additional privacy notion similar
to Differential Privacy based on the implicit noise of the data were proposed [Bha+11].
Albeit, to maintain privacy for several queries it is necessary that some fraction of the
database is updated between the queries, otherwise the adversary can learn the complete
database over time. The aforementioned work also incorporates the second idea, namely
a weakening of the privacy guarantee by allowing a privacy breach with small probability.

One of the first relaxations of Differential Privacy was put forward by Dwork et al.
[Dwo+06¢] and is called (e, §)-Differential Privacy, where § signifies the probability that
the factor between the two distributions is greater than e. Other notions
EFW10; BLR08; (GLP11] also seize this idea, although in somewhat different contexts.
Before the upcoming of Differential Privacy, Chaudhuri and Mishra [CM06] used an
(€,0)-privacy notion of, where they showed that a random subset of a database can be
released privately if no values with low occurrence are in this subset. The work by Blum
et al. is based on a concept that has proven to be of increasing interest. The
knowledge of the adversary is modelled as a probability distribution of possible databases
which is a generalisation of uncertainty of database entries. They release information for
a class of queries where the utility of the information has only been reduced by a (fixed)
small amount.

This concept was taken a step further by the recent results of Kifer and Machanavajjhala
[KM12], who introduced the Pufferfish framework. Instead of a strict and static guarantee,
they allow to specify certain predicates for which the privacy is enforced. This was
already previously used by Blum et al. [Blu+05], where a priori and a posteriori beliefs
over binary predicates were considered, and by Evfimievski et al. for the case
where a change in the probability of a predicate indicates a privacy breach. The idea of
Pufferfish is to specify two mutually exclusive predicates. One of the predicates is the
sensitive predicate to be hidden. After anonymisation, an adversary should not be able to
determine whether the first or the second predicate is true. Formally, a privacy notion in

Pufferfish is defined as follows (taken from [KM12]):

Definition 21. Given a set of potential secrets S, a set of discriminative pairs Spairs, a set
of data evolution scenarios D, and a privacy parameter € > 0, a (potentially randomised)
algorithm I satisfies e-PufferFish (S, Spairs, D) privacy, if

e for all possible outputs v € range(I)

* for all pairs (s, sj) € Spairs

» for all distributions 6 € D for which P(si|w) # 0 and P(sj|w) # 0 :
P(Mt(Data) = wls;, 0) < e P(M(Data) = wls;, 0)
P(Mi(Data) = wls;, §) < e°P(M(Data) = wls;, §)

This definition of privacy notions on the basis of not necessarily exhaustive Spairs might
not seem intuitive at first. It, however, allows for mechanisms that release the original
database where all sensitive predicates are false. If the S.;;s were exhaustive (i.e. for each
(S, Sj) € Spairs, either s; is or s; is true), this were not the case.

As Differential Privacy, Pufferfish requires the probability of an output given a certain
predicate in the input to be close to the probability the same output given another predicate.
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Pufferfish, however, allows domain experts to define their own pairs of predicates. It is
e. g. possible to choose the predicates value x is in the database and value x is not in the
database. With appropriate predicates, Differential Privacy can be modelled as a special
case of this framework. Based on the Pufferfish framework, Kifer et al. extract a set of
axioms for privacy notions which, as they argue, should be fulfilled by any
privacy notion. They define a privacy definition as a set of randomised algorithms. The
first axiom states that any privacy definition must be invariant to transformations, i. e.
the application of an arbitrary algorithm to the result does not affect the privacy of the
result. The second axiom states that any two algorithms that satisfy a privacy definition
can be applied interchangeably while still satisfying the privacy definition. Based on
these axioms a mathematical analysis is possible, such that semantic guarantees of a
privacy definition can be made explicit [LK12]]. In Chapter 4}, Section 3, we will discuss
these axioms in the context of our Bayes Privacy framework.

3. Attacks on Structural Privacy Notions

The motivation to define privacy originated from the field of data mining. The basic
idea to hide the association of individuals with sensitive values seems to be reasonable.
As described in Section the first attempts to formally capture privacy followed this
idea by hiding individuals in a crowd. Formal notions like k-anonymity, /-diversity,
t-closeness, and variations thereof, however, describe structural properties of the output.
They do not restrict the anonymisation mechanism beyond these structural properties of
the output. Furthermore, they do not consider explicitly what an adversary learns from a
release.

This allows, for example, a malicious anonymiser to encode information into the
result by simply adding additional rows to the database in such a way that the structural
properties needed by the privacy notion are not violated. There are, however, also
subliminal channels, that do not need a malicious anonymiser.

In the remainder of this section, we will show weaknesses in structural notions that
are not already covered in the related work (cf. Sections[2.2]and[3.1). The first example
requires a malicious anonymiser that wants to circumvent the privacy notion. The second
example is a side channel that occurs because of the structural requirements to the release
and does not require a malicious anonymiser.

3.1. Attacks on Structural Notions in Literature

In literature, there are two classes of attacks on structural privacy notions, namely the
homogeneity attack and the background knowledge or composition attack
HMN14]. Summarising, both attacks use additional knowledge to break the anonymity
notion.

The homogeneity attack exploits that all sensitive values in a bucket of a k-anonymous
database can be identical or similar. Consider for example the table in Figure The
rows {9,10,11,12} form a 4-bucket. Since the only value of the sensitive attribute in this
bucket is cancer, however, an adversary that knows an individual in the database that
falls into this bucket learns that this individual has cancer.

The composition attack exploits the general fact that k-anonymity and many notions
based thereon do not compose with background knowledge. Consider for example the
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bucket {1,2,3,4} from the table in Figure If an adversary knows an individual falling
into this bucket and if she can rule out, for example from another 4-anonymous database,
that this individual has a heart disease, the adversary learns that this individual has a
viral infection. For another example consider the two 2-anonymous tables in Figure
These tables are derived from the same original table (cf. Figure [3.5). If these two tables,
however, are joined, the adversary learns for each row the exact values of the attributes of
the quasi-identifiers of the original database. This breaks the intention of the anonymity
notion.

The homogeneity attack and the composition attack are symptoms of the no free lunch
theorem which states that as long as there is utility in the anonymisation result,
there is an adversary that can exploit this utility in order to break the anonymity notion.
In Chapter |4, Section |2, we will provide an intuitive argumentation for this theorem.
Therefore, anonymity notions have not only to be designed with adversaries in mind, but
they also have to restrict adversaries. Notions need to formalise for which adversaries
they hold.

In the following, we will present new attacks on structural notions, that are not already
broadly discussed in literature.

3.2. Subliminal Channelin k-anonymity

The notion k-anonymity allows a malicious adversary to encode information in the result.
Consider for example a table with more than one possible k-anonymous anonymisations.
For k = 2 such a table is depicted in Figure For this table, an adversary can choose

name age area code disease
Alice 31 3524 flu
Bob 31 3456 flu
Carol 35 3524 gastritis
X 35 3456 stomach pain

Figure 3.5.: An example for a table that has more than one 2-anonymous tables. The at-
tribute name is an identifier and suppressed when generating a k-anonymous
database. The attributes age and area code are the quasi-identifier. These
attributes are generalised until the k-anonymity property is fulfilled. The
attribute disease is the sensitive information and is neither suppressed nor
generalised. Figuredepicts two 2-anonymous transformations of this table.

either to generalise the attribute age or the attribute area code in order to generate a
2-anonymous result. These results are depicted in Figure 3.6/ A malicious anonymiser can,
for example choose to disclose the table in Figure [3.6.1} if the X in the original table is Eve
or to disclose the table in Figure else. Now, although the result of the anonymisation
process is 2-anonymous, an attacker learns if Eve is in the database just by knowing the
anonymisation process and looking at which attribute was generalised.

This is because the notion k-anonymity was not defined with respect to adversaries.
Cryptographic notions are less prone to this kind of attack because they do restrict what
adversaries learn from the information given to them.
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age area code disease age area code disease
3* 3524 flu 31 3* flu
3* 3456 flu 31 3* flu
3" 3524 gastritis 35 3* gastritis
3* 3456 stomach pain 35 3* stomach pain

3.6.1: A 2-anonymous version of the table 3.6.2: A 2-anonymous version of the table
depicted in Figure[3.5|generated by gener-  depicted in Figure[3.5|generated by gener-
alising the attribute age. alising the attribute area code.

Figure 3.6.: Tables adhering 2-anonymity derived from the table in Figure

3.3. Subliminal Channelin /-diversity

The example in Section 3.2 needed the cooperation of the anonymiser and the adversary.
The following example, however, will show that structural notions even have subliminal
channels if the anonymiser is trustworthy. Consider a database about a city with three
city parts A, B, and C that have 7, 9 and 20 inhabitants, respectively (cf. Figure [3.7).
The original database consists of a quasi-identifier the city part, and a binary sensitive

city part # inhabitants

A 7
B 9
C 20

Figure 3.7.: City parts and number of inhabitants of the example for a subliminal channel
in /-diversity.

information attribute p. Consider for example the table depicted in Figure Let the
anonymisation process merge city parts (generalise the attribute city part) as long as the
database does not adhere 2-diversity and try to minimise the number of merges. Now,
an adversary can infer information about individuals in the city parts that should be
protected by /-diversity.

If, for example, all city parts in the disclosed database are merged, an attacker can infer
information based on the number of people with p according to Figure Consider for
example 8 people with p living in the city. If anybody in city part A had p and without
loss of generality nobody in C had p the anonymisation process would have stopped after
merging A and C. In the other case (people in A, B and C have p) the anonymisation
process would have stopped immediately.

This example shows, that knowing an anonymisation process, an attacker can infer
information that should be protected by /-diversity. As with the example in Section|3.2| this
subliminal channel exists because the enforced privacy notion does not explicitly consider
adversaries. In contrast, semantic privacy notions like Differential Privacy (Definition|20)
or the security notion for database outsourcing IND-ICP (Chapter 6, Definition 53), are
designed with adversaries in mind, and therefore, cover many attacks structural notions
are susceptible to. The Bayes Privacy framework we present in Chapter [4/allows for an
intuitive definition of such notions.
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city part p?

A 1
A 0
B
B 1
C
C

Figure 3.8.: An example for an original table that shows the distribution of people with
the property p among the city parts.

# people with p  information adversary can infer
1 (nothing to infer)
2 -7 all inhabitants with p live in the same city part
8,9 nobody living in part A has p
10 - 15 all inhabitants with p live in part C
16 - 20 all inhabitants with p live in part C
or all inhabitants of A and B have p
21 (impossible)

Figure 3.9.: Information an adversary can infer depending on the number of people with
attribute p in the disclosed database adhering 2-diversity.



4. The Bayes Privacy Framework

This chapter is partially based on work already published in [Hub+11; [HM11; Hub10}

HMN13] and [HMN14].

1. Introduction

In this chapter, we present the Bayes Privacy framework. It allows for an intuitive defini-
tion of semantic privacy notions. These notions are based on what sensitive information
an adversary can learn from a release. It is based on the framework presented in our
previous work [HMN13]. The ideas behind the Bayes Privacy framework are related to the
ideas of other frameworks such as the frameworks presented in and [KM12]. Pri-
vacy is defined with respect to an adversary. For statistical privacy notions, this adversary
is an optimal Bayes estimator: The a priori knowledge of the adversary, the knowledge
before disclosing the anonymised data, is compared to the a posteriori knowledge of the
adversary, the knowledge after disclosing the anonymised data.

A formalisation of a privacy notion requires the definition of the information we
want to protect from being disclosed. This can be done by defining sensitive predicates.
Predicates are Boolean functions over data sets. For example a sensitive predicate can
be the information if an individual in the data set has a specific rare disease or even if a
specific individual is present in the database at all.

In and [KM12], a release must not change the adversaries belief about sensitive
information more than a certain threshold. The a posteriori knowledge is bound to the
a priori knowledge by a security parameter. The Bayes Privacy framework takes this
principle a step further. It introduces privacy breaches based on single sensitive predicates
and, additionally, it considers breaches of different magnitudes separately. This allows
for the definition of more precise notions, for example notions that allow for small
breaches in most cases and breaches of a high magnitude in rare cases. Disclosing the
average of an attribute value can be seen as such a mechanism [Dua09]. This mechanism
intuitively preserves privacy. It is, however, not considered as privacy preserving by
notions and frameworks that only consider the worst case, such as classical Differential
Privacy or the Pufferfish framework [KM12].

A downside of privacy notions is that, in general, they do not compose. The combination
of two releases of mechanisms with the same privacy guarantee can break this guarantee.
Therefore results regarding the composability of privacy notions have impact on data
privacy. A distinguished example for a privacy notion that provides some form of
composability is Differential Privacy. It provides a graceful degradation under composition.
The combination of two mechanisms that individually provide e-Differential Privacy
provides 2e-Differential Privacy [Dwo08a]. In this chapter, we will provide general
composability results for notions defined in the Bayes Privacy framework.

In cryptography, computational notions are of particular interest, since they allow for
methods that base their security on complexity assumptions. Therefore, we provide a

23
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computational variant of the Bayes Privacy framework and show that our game-based
computational privacy notion IND-ICP also can be modelled as a computational Bayes
Privacy notion.

Structure of this Chapter In Section 2, we introduce the Bayes Privacy framework.
The relation of the Bayes Privacy framework to the Pufferfish framework is discussed in
Section 3| This Section also discusses the two privacy axioms introduced by Kiefer et.
al. in [KL10], and shows that they do not hold for notions that allow methods to fail to
provide privacy in rare cases. In Section |4/ we explore compositional properties of Bayes
Privacy notions. In Section |5, we will provide examples for notions defined in the Bayes
Privacy framework. We will show, how Differential Privacy, the current gold standard in
privacy notions, can be defined in the Bayes Privacy framework. Additionally, we show
on the example of the average mechanism that the Bayes Privacy framework allows for
the definition of privacy notions for mechanisms that fail to provide privacy in rare cases.
Finally, Section 6| provides a definition of the Bayes privacy framework with respect to
computationally bounded adversaries and prove that IND-ICP can also be defined in the
Bayes Privacy framework.

2. Formalisations

The Bayes Privacy framework defines privacy by limiting the knowledge an adversary
gains about sensitive information. Given the anonymised release, the adversary tries to
guess sensitive predicates. If she can determine the value of a sensitive predicate with the
release better than without it, there is a privacy breach. In contrast to existing frameworks,
the Bayes Privacy framework allows to limit breaches individually.

Figure|4.1/provides an overview over the notation used by the framework and Figure
provides an overview of the knowledge of the adversary.

notation description

universe of world data sets

Set of probability distributions X of U

set of all actual data sets or databases

mechanism E : U — D, generates a database d € D from a data set u € U
set of sensitive predicates, / € L,/ : U — {true, false}

anonymisation mechanism, F : D — D

the release, s := F o E(u) forau e U

the adversary

R MIT~MO>XC

Figure 4.1.: Notation used in the Bayes Privacy framework

The universe U is the set of all data sets. We call the data sets in U world data sets.
Additionally, every data set in U has a probability. The set X of distributions of U allows
to model possible background knowledge of the adversary. For example, the adversary
may know that a data set containing the patients and their diseases of a general hospital
in which all patients have the same disease is less likely than a data set with different
diseases. This can be modelled as a probability distribution of world data sets.
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notation known to adversary?

V) known

X known, adversary chooses X € X

u unknown

E known, potential random coins unknown
E(u)  unknown

L known

F known, potential random coins unknown
F(d) known

Figure 4.2.: Knowledge of the adversary A about the elements of the framework. The
adversary does not know the world data set drawn from the universe. The
distribution of the universe, however, is known to the adversary.

Actual data sets or databases are abstractions from the real world. They do not contain
all information of the real world. They may even contain inaccuracies owing to the
process that generated the database. For example humans may make mistakes while
entering data. Some survey techniques like randomized response themselves
even introduce noise to the data set. In the Bayes Privacy framework, this is modelled
with a database generation mechanism E. It generates the actual data set d from the
world data set v € U and is known to the adversary. If E involves probabilistic processes,
however, the randomness is unknown to the adversary. This allows for modelling entropy
in the actual database. If the mechanism E itself prevents the adversary from learning a
sensitive predicate at all, there is no need to consider this predicate in the anonymisation
mechanism F.

The set L contains the sensitive predicates that the adversary should be prevented
from learning. A sensitive predicate / € L is defined on all world data sets. For a given
world data set a sensitive predicate either evaluates to true or to false. In order for a
privacy notion to be meaningful, a sensitive predicate must not be a constant. Otherwise,
the adversary already knows its value and there is no point trying to prevent her from
learning it.

The mechanism F is the anonymisation mechanism. The idea of Bayes Privacy is that
given a release anonymised with F, the adversary A should not be able to learn the value
of any sensitive predicate in L. This can also be interpreted as an experiment with the
adversary: The adversary A chooses a distribution X € X. According to this distribution,
a world data set u is drawn from U and the actual database d = E(U) is generated. Then,
the adversary gets the anonymisation F(d) and has to output a sensitive predicate /.
Figure 4.3/ provides an overview of this process and the interactions of the adversary with
it.

Privacy Breach: The Difference of the Adversaries a priori and a posteriori Beliefs If
given the universe of data sets U and a distribution X of U, the probability of a sensitive
predicate / being true differs from the probability of / being true given U, X, and the
release s, the adversary A potentially learns something about the value of / from the
release s. We say, there is a privacy breach. In the following, instead of Pr[/ = true] we
write Pr[/] and instead of Pr[F(d) = s] we write Pr[s]. Formally, a breach for a sensitive
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Figure 4.3.: The anonymisation process and the interactions of the adversary. A world
data set v is drawn from the universe U of all possible data sets according to
a distribution X. The mechanism E generates the actual database from the
world data set. The mechanism F anonymises the resulting database. If, for a
sensitive predicate /, the probabilities Pr[/ = true] and Pr[/ = true|F(d) = s]
differ, there is a privacy breach.

predicate / and a release s is defined as follows:

Definition 22 (Privacy Breach for a Predicate and a Release). Let U be a universe of data
sets with distribution X, E : U — D and F : D — S mechanisms, and L a set of sensitive
predicates. A breach for the predicate | € L and the release s € S is defined as:

1 Pr(l] € {0, 1}
b(l,s) := Pr(l|s] otherwise
Prif

The probability is taken over the distribution X and the random coins used in E and F.

Please note that for meaningful notions, there have to be both, data sets for that the
sensitive predicate is true as well as data sets for that the sensitive predicate is false (i.e.
0 < Pr[/] £ 1). Otherwise, there is no point in hiding this predicate. The probability Pr[/]
depends on the distribution of the universe X. If Pr[/] ¢ {0, 1} then there are u, u" € U
with Pr[u] ¢ {0,1} and Pr[u’] ¢ {0, 1} and /(u) # I(V/).

Also note that a breach is only defined on the probability of a sensitive predicate being
true. This allows for modelling predicates, that are sensitive only if they are true. For
example the information that an individual has AIDS could be considered as sensitive
while the opposite could be considered as not sensitive. If a predicate / is sensitive
irregardless if it is true or false one can also add —/ to the set of sensitive predicates L.

In particular, a breach for a sensitive predicate / depends on the release s, the distri-
bution of the universe X, and the mechanisms F and E. For two different distributions
of the universe, the same release can cause different breaches for the same sensitive
predicate. If the mechanisms E and F are probabilistic, a given world data set can result
in different releases. Therefore, different breaches, even for a single sensitive predicate
and a single data set, are possible. Consequently, the probability of a breach depends
on the distribution X as well as on the random coins used in the data generation and
anonymisation mechanisms. Additionally, different breaches can vary in their probability.
Consequently, a privacy notion that considers a number of sensitive predicates and al-
lows for probabilistic release mechanisms may limit breaches with different probabilities
differently.
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It is reasonable to consider a limited set of possible distributions of the universe, since
it has been proven to be impossible to provide privacy for arbitrary distributions of the
universe without losing all utility of the anonymised data [KM11]. Consider the following
argument:

Let an anonymisation mechanism leak 1 bit of information about the original data
set. Then, the adversary can classify all possible data sets according to this bit. For
every data set in the first class, this bit is 0 while it is 1 for every data set in the second
class. Since the adversary may choose the distribution of the universe, she can choose
a distribution where all data sets except a data set v in the first class and a data set u;
in the second class have probability 0 and where uy and vy, each, have probability 0.5.
Since the anonymised database now leaks the bit of the class of the original data set, the
adversary can determine the original database exactly. Intuitively, this breaks privacy
and leads to a high breach if the value of a sensitive predicate for vy differs from the value
for uy. Therefore, we have to restrict the adversaries possible background knowledge.

probability

breach

sensitive predicate

Figure 4.4.: An example for breach distributions of three sensitive predicates {/, &, 5}.
The sensitive predicate axis shows for which predicate the breach occurs, the
breach axis the magnitude of the breach and the probability axis shows the
probability of the breach. Not depicted: breaches of magnitude 1 and lower.

Privacy Notion: An Upper Bound for Breaches Different probabilities of different
breaches induce a probability distribution of breaches. Figure 4.4/ depicts an example for
breach distributions of three sensitive predicates. Since breaches of 1 and lower do not
compromise privacy (cf. Definition[22), only breaches of magnitude greater than 1 are
depicted. Please note, that the probabilities of the breaches depicted for a single predicate
do not necessarily need to add up to 1. The overall probability for breaches greater than
1 can be lower than 1.

In order to reduce the complexity of the resulting privacy notion, for a given release,
only the largest breach can be considered. This is reasonable if all sensitive predicates are
considered as equally critical. Additionally, if there are sensitive predicates of different
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criticality, they can be considered independently by defining separate privacy notions.
Therefore, in the following, we only consider the largest breach caused by a given release.
Formally, such a breach can be defined as follows:

Definition 23 (Privacy Breach for a Set of Predicates and a Release). Let U be a universe
of data sets with distribution X andlet E : U — D and F : D — S mechanisms. A breach
b for a set of sensitive predicates L and a release s € S is defined as:

b(s) := max b(/,s)
leL

A release can cause multiple breaches. As mentioned above, this definition only
considers the largest breach a release causes. With this definition, we can define the
probability of a certain breach. Later, we will use this definition to limit the probability
of breaches.

Definition 24 (Breach Probability). Let U be a universe of data sets with distribution X,
E:U— DandF : D — S mechanisms, and L a set of sensitive predicates. The probability
of a breach b’ is called breach probability of b’ and is defined as:

Pr(b] = Pr[b = b(s)]

The probability is taken over the distribution X and the random coins used in E and F.

Please note that the breach probability is not the absolute probability of a breach but
the probability that this breach is the largest one.

This definition of breach probabilities induces a probability distribution for breaches.
Consider the example in Figure Here, there are three breaches with a probability
greater than 0. Two breaches have a probability of 0.25 and one breach has a probability
of 0.5. Note that different sensitive predicates may be responsible for different breaches.

Probability

Breach

Figure 4.5.: Example for a probability distribution of breaches B (dots) and a dominating
function p (dashed line).

Furthermore, an anonymisation mechanism may be well suited for a specific predicate,
but not very well for different predicates. Consider for example an anonymisation process
that replaces names in a medical disease database with pseudonyms. This process does
not hide the number of patients with a specific disease, but it may hide the disease of
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a specific patient very well. Thus, a privacy notion should describe how well specific
sensitive predicates are hidden from the adversary. Consequently, a privacy notion can
be described by the sensitive predicates, the background knowledge of the adversary, and
an upper bound of breaches. Formally, this can be defined as follows:

Definition 25 (Bayes Privacy Notion). For a given universe of possible data sets U, a
privacy notion is a tuple (L, p, X), where L is a set of sensitive predicates, p : (1, c0) — [0, 1]
a function, and X is a set of distributions X. An anonymisation mechanism F fulfils a
privacy notion (L, p, X) with respect to a mechanism E if for all distributions X € X of the
universe U the following holds:

The function p dominates the breach probability distribution in the interval (1, o) for the
universe U, the distribution X, and the mechanisms E and F.

If the mechanism E is the identity function, we say that F fulfils a privacy notion (L, p, X)
instead of F fulfils a privacy notion (L, p, X) with respect to the mechanism E.

A privacy notion limits the breaches a mechanism may cause. For example, if the
dominating function is set constant to 0, any mechanism that fulfils this notion may not
output releases that cause breaches greater than 1. Or, more intuitively, such a privacy
notion does not allow the adversary to learn anything about a sensitive predicate from a
release.

Privacy notions form a half partial order and therefore allow for the comparison of
notions. For two privacy notions A = (L, p, X) and B = (L', p’, X’) we say that notion B
is stronger than A(AC B)iff LC L', p’ < p,and X C X'.

Simplifying Privacy Notions with Cumulative Breach Distributions Considering the
cumulative distribution of a breach probability allows for the definition of privacy notions
that guarantee that with a specific probability all breaches are equal to or below a
certain threshold. This enables the definition of classical privacy notions such as for

example (e, §)-Differential Privacy [Dwo+06c] in the Bayes Privacy framework. Figure|4.6|
shows the cumulative distribution of the breach distribution of Figure Here, for

> Probability

Breach

€

Figure 4.6.: Cumulative distribution of the distribution in Figure The probability of a
breach equal or less than € is 1 — 9.

example, as indicated by the dashed lines the probability of a breach equal or less than
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€ is 1 — 4. Depending on the sensitive predicates considered by the breach distribution,
this translates to notions such as (¢, §)-Differential Privacy, while €’ is a function of €.
Section|5 provides an example of the definition of Differential Privacy in our framework.

Notions that guarantee that with a specific probability all breaches are equal to or
below a certain threshold can also be based on privacy notions defined in Definition 25|
Then, the guarantee is not based on the cumulative distribution of breaches, but on the
integral of the function p that dominates all breaches. This allows for the definition of
(e, §)-privacy notions in the Bayes Privacy framework:

Definition 26 ((e, §)-Bayes Privacy Notion). For a universe of possible data sets U, a
privacy notion A = (L, p, X) according to Definition|25, a probability &, and a threshold
€ > 1 a (e, §)-privacy notion is a tuple (¢, 6, L, X).

An anonymisation mechanism F fulfils an (e, §)-privacy notion (€, 5, L, X) with respect
to a mechanism E if for all distributions X € X of the universe U the following holds:

In the interval [1, €], the threshold 1 — 6 dominates the cumulative breach probability
distribution for E, F, and L.

This means that the probability of breaches greater than e is equal to or smaller than 6.
The advantages of an (e, §)-privacy notion are twofold. First, the dominating function,
which is not necessarily a constant, is replaced with a threshold e. This is more in line
with other privacy frameworks. Second, we introduce the threshold § that specifies the
probability for which mechanisms that fulfil the notion are allowed to produce breaches
greater than e. Now, in order to check if a mechanism fulfils a (e, §)-privacy notion, we
only need to consider the largest breach that has a probability greater than §. If the largest
breach with a probability > § is smaller than e, the mechanism fulfils the (e, §)-privacy
notion.

This definition also allows for the comparison of (€, §)-privacy notions. The pri-
vacy notion (ep, da, L, X) is stronger than the notion (eg, g, L, X) iff e4 < eg and
oa < 6B. Figure shows an example (€4, d4) and (eg, 5g). A mechanism that fulfils
the notion (€4, d4, L, X) also fulfils the notion (eg, d5, L, X). A mechanism that fulfils
notion (eg, g, L, X) does not necessarily fulfil the notion (€4, 54, L, X), since it can have
breaches of eg with any probability and breaches bigger than eg with probability dg.

3. The Bayes Privacy Framework and other Privacy
Frameworks

In the last section, we introduced privacy notions that are defined by limiting the prob-
abilities of breaches. Furthermore, we introduced notions that allow for methods that
fail providing privacy with a small probability, so-called (€, §)-notions, into the Bayes
Privacy framework. In Kifer and Lin postulated privacy axioms that all
privacy notions should fulfil. At first sight, these axioms seem reasonable as they allow
for a mathematical examination of privacy notions. Unfortunately, these axioms do not
hold for Bayes Privacy notions, as we will show in this section.

Since the Pufferfish framework follows these axioms [KM14], (€, §)-notions can
not be modelled in the Pufferfish framework. In this section, we will provide meaningfully
examples of Bayes Privacy notions that do not fulfil the privacy axioms. Furthermore,
we show that for every Pufferfish notion there is Bayes Privacy notion that is fulfilled
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3. Probability
1
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Figure 4.7.: Cumulative distribution of the distribution in Figure 4.5 and thresholds of
two (€, §)-privacy notions. The probability of a breach less than or equal eg
is 1 — 6. However, the probability of a breach less than or equal to ey is
greater than 1 — 4.

by exactly the same mechanisms, suggesting that the Bayes Privacy framework is more
general than the Pufferfish framework and similar frameworks.

3.1. Bayes Privacy and the Privacy Axoims of Kifer and Lin

In order to achieve a consistent basis that allows for a more precise mathematical exam-
ination of privacy notions, Kifer and Lin presented two privacy axioms.
These axioms are deemed to be essential for every privacy notion and are known to hold
for Differential Privacy and notions of similar structure, for example notions
defined in the Pufferfish framework.

The first axiom states that any computation (without additional input other than the
release and randomness) on the anonymised data should not compromise the privacy. The
privacy definition must still hold after the computation, i. e. the combined mechanisms
satisfy the same definition.

Axiom 1. (Transformation Invariance)

Let M be a privacy mechanism for a particular privacy definition and let A be a randomised
algorithm whose input space contains the output space of M and whose randomness is
independent of both the data and the randomness in M. Then M’ = A o M must also be a
privacy mechanism satisfying the privacy definition.

The idea of this axiom is that given anonymised data, an adversary simply can execute
computations on it and change the result, which should not compromise the privacy.
This idea seems reasonable and supports the design of privacy preserving mechanisms
on top of an existing one and enables simple reduction proofs for mechanisms. The first
example in this section, however, shows, that Bayes Privacy notions do not necessarily
fulfil this axiom. Consequently, one can argue, that this axiom is too strict.

The second axiom is the convexity axiom. It states that given two mechanisms fulfilling
the same privacy notion, every mechanism that just randomly selects one of these two
mechanisms also fulfils this privacy notion.
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Axiom 2. (Convexity) [KL10

Let My and M, be privacy mechanisms that satisfy a particular privacy definition (and such
that the randomness in M is independent of the randomness in My). For any p € {0, 1}, let
M, be arandomised algorithm that on input i outputs M (i) with probability p (independent
of the data and the randomness in My and M) and outputs M, (i) with probability 1 — p.
Then M, is a privacy mechanism that satisfies the privacy definition.

The intuition behind the convexity axiom is that if two mechanisms fulfil the same
privacy notion it should not matter which one is used to anonymise data. Therefore they
can be used unchangeably. More precisely, a mechanism that selects randomly one of the
two mechanisms that individually already fulfil a privacy notion should also fulfil this
privacy notion. The second example will show that this also does not hold for (€, §)-Bayes
Privacy notions.

Example1 In the first example, the post processing mechanism changes the probabilities
and magnitude of breaches in such a way, that the resulting mechanism does not fulfil the
original notion. The original notion can either be modelled as a (e, §)-notion that allows
mechanisms to fail to provide privacy with probability § = 0.5, or it can be modelled
as a Bayes Privacy notion with a dominating function p = 0.5. In both cases, after post
processing, the original privacy notion will be violated.

Suppose an intelligence service has a release mechanism that answers a binary question,
for example about a secret operation, to a politician truthfully with probability p while
answering “no comment” the rest of the time. The intelligence service might find this
mechanism acceptable, because there is only a breach with probability p. With probability
1 — p, the politician does not learn anything about their secret operations.

Further assume the politician has to relay the information to the press, but does not
want to give fishy answers. So instead of the “no comment” the politician answers the
question randomly. In our framework, this example can be modelled with a universe
that contains two data sets. In the first one, the answer to the binary question is 0; in the
second one it is 1:

U=A{u={t=0} v ={t =1}

For the sake of simplicity, we set the probability of each data set to 0.5:
X ={X = {Pr[y] = 0.5, Pr[uy] = 0.5}}

The sensitive predicates are the answers to the binary question t. The first predicate
defines the answer 0 as sensitive, the second predicate defines the answer 1 as sensitive:

L={t=0,t=1}

The mechanism E simply extracts the answer to b from the data sets. Therefore, we define
E(u) = t, or more precisely E(uy) = 0, E(u;) = 1. The mechanism F is the mechanism
of the intelligence service. It tells the truth with probability 0.5 and answers L with the
remaining probability of 0.5. Since the politician does not want to relay fishy answers
the the press, he randomly chooses a possible answer if the answer he gets from the
intelligence service is L. Therefore, the post processing mechanism G returns randomly
0 or 1 if the input is L. Formally, the mechanisms F and G are defined as follows:
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F(d) = d probability p G(d) = d d €{0,1}
L probability 1 — p B v,withv « {0,1} d' =1

If the politician gets an answer other than L it is the truth. Therefore, the probability
that the sensitive predicate has the same value than the release is 1:

Pr[t=0]|F(d)=0]=Pr[t=1|F(d)=1] =1
In the following, for our calculations and figures, we set p = 0.5. If the mechanism F
produces a breach (cf. Definition [22) of a sensitive predicate (either t = 0 or t = 1), the
magnitude of the breach is 2:

Pr(t=0|F(d) =0 Pr[t=1|F(d) =1 1
b(l, F(d)) = r[ | F(d) =0] _ Pr| [Fd)=1_ 1 _
Pr[t = 0] Prt = 1] 0.5
Since the probability for F(d) = d is p = 0.5, the probability of a breach of 2 is 0.5.
Figure shows the breach distribution for the mechanism F, as well as an example for

a dominating function.

Probability

Breach
2

Figure 4.8.: Breach distribution for the mechanism F. Note, that since breaches equal
or less than 1 are not considered to compromise privacy, the domain of the
dominating function is (1, o) (cf. Definitions|22|and 25). The probability for
no privacy breach at allis 1 — p = 0.5.

The second mechanism G changes these probabilities. Since the politician guesses
the answer if he gets no answer (L) from the intelligence service, it holds true that the
probability that the release after post processing is equal to the value of t is 0.75:

Pr[t=0]G(d")=0] =Pr[t=1]|G(d") =1] =0.75
Now, however, the probability for this breach is 1 and the magnitude of the breach is
smaller with b(/, G(F(d))) = 1.5:
Pr[t =01, G(d") = 0] _075 s
Pr(t = 0] 0.5 '
Obviously, after application of G, the security definition of the first algorithm is not
met anymore (cf. Figure [4.9). While our intelligence service might have accepted the

mechanism F, they might reject the mechanism G o F, since with G o F the public always
learns something about their secret operations.

b(l, G(F(d))) =
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Probability

Breach
2

Figure 4.9.: Breach distribution for the Mechanism G o F and the dominating function
for the mechanism F from Figure This function does not dominate the
mechanism G o F. Furthermore, there is always a privacy breach.

Example2 For the second example consider an examination about corruption in politics.
The goal is to find the truth about whether a certain politician was bribed or not. A
proof that the politician was bribed would mean the end of his career. Consider the same
universe U, distribution X, mechanism E as in the first example. Now, t = 1 means
that the politician was bribed. Therefore, the sensitive predicate (from the view of the
politician) is L = {t = 1}.

Consider the following two mechanisms: Mechanism F; hides the predicate /; with a
high probability v, for example say v = 0.99:

d probability 0.01

Fi(d) =
1) {J_ probability 0.99

Here, L means, that the examination could not find any evidence. The second mechanism
F hides the predicate (perfectly) is a mechanism F;. It simply returns a random bit:

Fo(d) = b, with b « {0, 1)

Separately, both mechanisms hide the sensitive predicate perfectly (¢ = 0) with at
least probability 0.99. Formally, this means, that the mechanisms F; and F; fulfil the
notion A = (L, 0.01, X). This notion can also be defined as an (€, §)-notion that allows
mechanisms to fail to provide privacy with probability 0.01 for L, X, U, and E as defined
above.

Both mechanisms individually might be acceptable by the politician, since the proba-
bility that he can continue his career unharmed is very high.

Now, consider a meta mechanism M that combines F; and F,. The mechanism M
randomly chooses which of the mechanisms F; and F, to use:

Fi(d) probability p

M(d) =
(d) {Fg(d) probability 1-p

Since the random coins used in anonymisation mechanisms are secret, if the output of M
is either 0 or 1, one of both mechanisms of F; and F; could have been selected. Therefore,
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in this combination, suddenly, the random output of F, gets correlated to the real value
of d.

This decreases the probability ¢’ that the predicate is perfectly hiddento p- (1 —v) +
(1 = p) - 0.5, which is smaller than 0.99 for any non trivial probability p. This means that
the combination of the two mechanisms according to Axiom|2 does not fulfil the notion
fulfilled by the individual mechanisms irregardless of the probability (except for p = 0
and p = 1) used in the combination. The breach generated by M(d) = 1 is significantly
lower than the breach generated by F;(d) = 1: However, the probability that M(d) = 1
is higher than the probability that F;(d) = 1 (for 0 < p < 1):

Pr[M(d) = 1] = p- (0.01) + (1 — p) - 0.5 > 0.01 = Pr[F,(d) = 1]

For our politician, this means, that the probability that he can redeem himself without a
doubt is lower for the mechanism M. This might not be acceptable for him, even if he
deems the individual mechanisms to be acceptable.

To summarise the results, there are meaningful privacy guarantees that can be modelled
in the Bayes Privacy framework but do not fulfil the privacy axioms mentioned above.

3.2. Bayes Privacy and Pufferfish

The last sections showed that the Bayes Privacy framework allows for modelling notions
that can not be modelled in the Pufferfish framework or any framework for which
Axioms|1/and 2 hold. In this section, we show that for every notion in the Pufferfish
framework, there is a corresponding notion in the Bayes Privacy framework that is
fulfilled by exactly the mechanisms that also fulfil the Pufferfish notion.

For all pairs of sensitive predicates, the Pufferfish framework requires that the proba-
bility of the output is within a certain range (determined by the security parameter )
given one of the sensitive predicates is true. This translates to the requirement that all
breaches are below a certain threshold. Consequently, the dominating function p (the
security parameter in our privacy framework, cf. Definition [25) is a constant. The Bayes
Privacy framework does not restrict p to be constant. Here, p can be a arbitrary function.
This allows for potentially more precise privacy guarantees.

Lemma 2. Let P = (S, Spirs, D) be a Pufferfish notion. Let the set M be the set of all
mechanisms that fulfil P. Then there is a Bayes Privacy notion P’ that is fulfilled by exactly
the mechanisms in M.

The following proof shows how to define P’ given P. The basic idea of the proof is
that given a set of mechanisms, there is a dominating function for their breaches. The
proof shows the relation of a notion in Pufferfish and the privacy breaches that depend
on the possible output of each mechanism and the on the set of sensitive predicates S.
This allows for defining a Bayes Privacy notion that is fulfilled by all mechanisms in M.

Proof. Let P = (S, Spairs, D) be a privacy notion in the Pufferfish framework. Then, there
is an upper bound b(/, s) for each release s and each sensitive predicate / € S that depends
on P:

For a given distribution 0 € S of databases, Pufferfish requires for all pairs of sensitive
predicates (/;, ) € Spairs and for all possible outputs s of the anonymisation function
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(cf. Definition [21) that the probability of s given /; is bound to the probability of s given

/2:
Pr[s|h] < e Pr[s|k]

and
Pr[s|k] < e Pr[s|h]

The predicates of a pair (/1, b) € Spairs are mutually exclusive, but not necessarily ex-
haustive. This means that both predicates can not be true. They can, however, both be

false:
Pr[/l, /2] =0

PI’[—|/1, —|/2] >0
Therefore, and with the law of total probability (Lemma , we get for (/1, k) € Spairs:
Pr[s] = Pr[s|h]Pr[h] + Pr[s|/] Pr[/]
+ PI'[Sl"/l, ﬁ/2] PI’[_lll, _'/2]
1
= Pr[s|h] = ———=(Pr[s] — Pr[s|h] Pr[/]
Pr[h]

— Pr[s|=l, =h] Pr[=1, =k])

With this formula, we get:

Pr[s|h] < €°Pr[s|h]

o Pr[s|h] < e Pr; 1 (Prls] = Prlslh] el
— Pr[s|=h, k] Pr[=h, =k])
& Pr[s|](1 + e Pr[h]) < €° ! (Pr[s] — Pr[s|=h, =k] Pr[=l;, =h])
Pr[k]

According to Bayes’ Theorem (Lemma 1), the equation above is equal to:

Pr[/|s] Pr[s]

(1+ e°Pr[h]) < €° (Pr[s] — Pr[=ly, =h|s] Pr[s])

prih] Pilk]
PI'[/1|5] c . 1
Pr4] (1+ePr[h]) <e = (1 = Pr[=h, =h|s])
Pr[/]s] e 1
N Prlh] = Tv e brli] by kIsD
= b(h,s) < e¢ 1 (1 = Pr[=h, ~h|s])

14 €€ PI‘[/]] Pr[lg]

Since it is possible that /; is a sensitive predicate in more than one pairs in Spajs, the
upper bound for a breach is determined by the pair for which b(/;, s) has the largest
value. With the existence of an upper bound for each breach b(s, /) that depends on the
Pufferfish notion P, there also exists a dominating function p that is implied by P:

e€

1
) 1= Pr[=h, =/ 4.1
P s T e P Py TRl @)
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With this domination function, all mechanisms that fulfil the Pufferfish notion P =
(S, Spairs, D) also fulfil the Bayes Privacy notion P" = (S, p, D).

Moreover, let M’ ¢ M be a mechanism that does not fulfil the Pufferfish notion P.
Then, there is an (/, k) € Spairs for which:

Pr[s|h] > e Pr[s|k]
Consequently, analogous to the equations above follows, that:

e* 1
b(/ 1—Pr[-h,
(h,s) > l+e€Pr[/1]Pr[lz]( r[=h, =kls])

Then, the mechanism M’ can cause a breach that is not dominated by the function in
equation|4.1, Thus, M’ does not fulfil the Bayes Privacy notion P’. O

This result seems to be in contradiction to the examples in this section that showed
that Bayes Privacy notions do not necessarily fulfil the privacy axioms that are fulfilled by
Pufferfish notions. However, the Bayes Privacy framework allows to express notions that
can not be expressed in the Pufferfish framework. For example, the Pufferfish framework
demands for every release s and all all pairs of sensitive predicates (/1, k) € Spairs that
Pr[s|/] < e Pr[s|k]. This means that if a certain release is possible given /, it has also
be possible given /. The Bayes Privacy framework is not that restrictive and therefore
allows to express notions that can not be expressed in the Pufferfish framework.

4. Composition and Decomposition of Bayes Privacy
Notions

An important property of security notions in general is composition. Security mechanisms
are always used in a context that can influence the security properties of the mechanism.
If a security notion composes universally, mechanisms retain this property independently
of the context they are used in. Therefore, universal composability is desirable for security
notions.

There are cryptographic frameworks with a focus on composability. The most estab-
lished framework is the Universal Composability (UC) Framework [Can01]. This framework
follows the ideal-world-real-world paradigm in oder to prove the security properties of
a mechanism and its compositional properties. The UC-framework, however, can not
be used directly to study the composition properties of privacy notions since there can
always be constructed a context in which a mechanism that may fulfil a privacy notion
in different contexts, does fails to provide privacy (cf. Section|2).

In the Bayes Privacy framework, the possible background knowledge of the adversary
can also be interpreted as allowed contexts a mechanism can be used in. Therefore, the
Bayes Privacy framework itself allows to study the compositional properties of privacy
notions. Intuitively, one would assume that Bayes Privacy notions self-compose linearly.
A breach changes the adversaries belief about a sensitive predicate. A second breach
for the same sensitive predicate should change the adversaries belief a second time.
Consequently, the overall breach for that predicate should not be larger than the sum of
the individual breaches. In general, however, this is not the case. Consider the following
example:
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Let our universe U be comprised of four databases d, ... d;. Let each database be
equally probable (i. e. the set of background knowledge X of adversaries only contains
the uniform distribution.). Let the set of sensitive predicates L contain only one sensitive
predicate / with:

I(dy) = I(d,) = false
I(dy) = I(d5) = true

Let Fy and F; be anonymisation mechanisms according to Figure 4.10 Individually, the
release of the result of an anonymisation mechanism F; or F; does not change the a
posteriori probability of /. Therefore, fy and F;, individually fulfil the Bayes Privacy
notion (L, 0, X).

Original Database
Mechanism do d1 dz d3
Fo 1 0 1 0
Fi a b b

Figure 4.10.: Output of the Mechanisms F; and F; as a function of the input.

If an adversary, however, learns both, a release of f and a release of F, she learns the
original database and, therefore, the exact value of /. For example, if the release generated
by Fy is 1 and the release generated by F; is b, the original database was d, an the value

of / is true (cf. Figure [4.11).

Fl (dx)

Fa(de) 0 1
a d3 d()

b di dy

Figure 4.11.: With the releases generated by F; and F,, the adversary learns the original
database and therefore the exact value of the sensitive predicate /.

This simple example shows that, in general, Bayes Privacy notions do not compose.
Two releases of mechanisms, that individually fulfil the same Bayes Privacy notion can
completely break privacy. In the following, we will study when and how Bayes Privacy
notions compose. Therefore, we introduce the notion of a posteriori beliefs an adversary
can have after a release from a mechanism that fulfils a privacy notion P. Consider
Figure Prior to the release, the adversary has the knowledge X. The release s
changes the assumptions of the adversary about the original data set. There may be data
sets that can now be excluded, because they can not lead to the release s and there may
be data sets that are now more probable, because they lead to the release s with a high
probability. Therefore, after the release, the adversary has the belief X”.

If the mechanism that produced the release fulfils a privacy notion and the adversary
with background knowledge X is considered by this notion, we call the belief X’ an a
posteriori belief of P:
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e

Figure 4.12.: The a priori knowledge X of an adversary is transformed to the a poste-
riori knowledge X’ after the release of s. The distributions X and X’ are
assumptions about the probabilities of the data sets in the universe.

Definition 27 (A Posteriori Belief of a Bayes Privacy Notion). Let P = (L, p, X) be a
Bayes Privacy notion. An a posteriori belief of P is a belief of an adversary A with an a

priori background knowledge X € X after learning a release from a mechanism that fulfils
P.

Consequently, a Bayes Privacy notion has a set of a priori beliefs and a set of a posteriori
beliefs. Consider Figure The set of a posteriori beliefs for a notion is the result of
conditioning each a priori belief with each release that can be produced by a mechanism
that fulfils this notion. Note, since a mechanism that does not change any belief, for

e

Figure 4.13.: All possible a priori knowledge X, and all possible a posteriori knowledge X’
allowed by a notion after a release by a mechanisms that fulfils this notion.
Note, that X € X’

example a mechanism that releases just random numbers, does fulfil any notion, the a
priori beliefs of a Bayes Privacy notion are a subset of the a posteriori beliefs. Also note,
that for a given a priori belief, not all a posteriori beliefs are equally possible. If and
with which probability an a posteriori belief can be reached from a given a priori belief
is determined by the dominating function of the Bayes Privacy notion that restricts the
breach probabilities.

With this view of Bayes Privacy notions, we can (de-)compose notions. Consider for
example the notion from Figure [4.13| with the a priori beliefs X and the a posteriori beliefs
X’. Let us assume that there are sets of distributions, that lie in between X and X’. This
allows us to define notions that compose to the original notion. Consider Figure [4.14|
The Bayes Privacy notion has been decomposed into 2 notions. In the following, we

Figure 4.14.: Decomposition of the notion from Figure into two notions.

will examine under which circumstances the composition of two releases fulfils a Bayes
Privacy notion, or more precisely, how two notions can be combined into a composite
notion. Therefore, we need to define, when we can combine notions:

Definition 28 (Compatibility of Bayes Privacy Notions). For a Universe U, let P, =
(L, p1, X1) and P, = (L, py, X;) be Bayes Privacy-notions. Let X| be the set of all a posteriori
beliefs of P1. We say that P, is compatible to P; iff X| = X;.
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If two Bayes Privacy notions P; and P, are compatible, the dominating function of the
notion composed of P; and P, depends on the dominating functions of the individual
notions. A dominating function limits the probability of a breach and a breach changes
the adversaries belief. Consequently, the probability of a given a posteriori belief is
determined by the dominating function.

We can, for two compatible Bayes Privacy notions with special dominating functions,
specify the compositional notion easily. In the following, we will do this for notions with
constant dominating functions and for notions with dominating functions, that allow
breaches up to a certain threshold and disallow breaches bigger than this threshold.

Proposition 1. For a universe U, let Py = (L, p1,X1) and P, = (L, ps, X3) be Bayes
Privacy notions with p;(b) = pry and py(b) = pr, for all b € (1, c0) with pry, pr, € [0, 1]
Furthermore, let P, be compatible to Py and let M = (My, M,) with M(d) = (M1(d), M,(d))
be a mechanism with M, fulfilling P, and M, fulfilling P,. Then, the following holds:

The mechanism M fulfils the Bayes Privacy notion P = (L, p, X) with p(b) = max{pr, pr»}.

In the following proof, we calculate the breach for a sensitive predicate and a release
of the composite mechanism M.

Proof. Let P, Py, P;,and M be defined as in Proposition Then, for all breaches by, by > 1,
data sets d € U, sensitive predicates / € L and releases M(d) = (sy, s;) holds:

Pr[b(/, s1) = b1] < pry
with respect to an adversary with background knowledge X € X, and
Pr[b(], s;) = bz] < pr

with respect to an adversary with background knowledge X’ € X’. For an adversary with
background knowledge X € X, a breach b for a sensitive predicate / € L and a release

s = M(d) is defined as:

Pr[/|s]
Pr[/]

b(l,s) =
In the following, we explicitly state the background knowledge of the adversary in the
formulas:

b/ <) = Pr[/|s] _ Pr[lls,X] _ Pr[l|s1, 55, X]
hs) = Pr[/] ~ Pr[/IX]  Pr[/|X]

Let X’ be the a posteriori belief of the adversary after the release of s;. Then we get:

_ Prlllsi, s, X] _ Prll]s;, X']
~ Pr[/IX]  Pr[/|X]
b(l,5,) = Pr(/|si, X] _ Pr[/|X]

! Pr[/IX]  Pr[/|X]

(,s)
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Combining these two formulas, we get:

_ Prllls, X']
b(/,S) = W . b(/,Sl)
b(l,s) < b(l,s) - b(l, sy) (4.2)

Since in P; all breaches have probability pr; and in P,, all breaches have probability pr,,
the probability for a breach b > 1in P is:

Pr[b(/,s) > 1] < Pr[b(/,sy) - b(/, s1) > 1] < max{pry, prz}
Which is the behaviour as defined by the dominating function p in Proposition 1| ]

Intuitively, this is the expected result. Since we did not restrict the magnitude of
breaches but only their probabilities, the probability that a breach occurs depends on the
probabilities of breaches occurring in the individual notions. If for example M, causes a
breach, it does not matter if M, causes a breach and vice versa. Therefore, the probability
for a breach only depends on the maximal probability for a breach in the individual
notions.

In the following, we study how notions compose, if we restrict the magnitude of

breaches. Therefore, we define two compatible notions, that allow breaches up to certain
thresholds:

Proposition 2. For a universe U, let P; = (L, py, Xy) and P, = (L, p2, X3) be Bayes Privacy
notions with

_ 1, be (1,b1]
pi(b) = {o, b e (by, )

and
1, be (l,bz]

0, b € (bz, OO)
Furthermore, let P, be compatible to Py and let M = (My, My) with M(d) = (M1(d), M,(d))

be a mechanism with My fulfilling P, and M, fulfilling P,. The mechanism M fulfils the
Bayes Privacy-notion P = (L, p, X) with

p2(b) = {

(1, be(1 b by
p(b)_{o, be (by - by, )

for all breaches b > 1.
Proof. In the proof for Proposition|1| we got the following equation (Equation [4.2):

b(l,s) < b(l,sz) - b(l, s1)

From this equation follows that the biggest breach of P is equal to or smaller than the
product of the individually biggest breaches in P; and P,. The biggest breach allowed in
Py is by; the biggest breach allowed in P; is b,. Therefore, the biggest breach that can be
caused by a release of M is b; - b,. Breaches greater than b; - b, can not be caused by M,
which proves Proposition O
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The proofs for Propositions |1/ and|2/suggest, that two compatible notions that individu-
ally restrict the breach probability of possible breaches and only allow breaches up to a
certain threshold compose according to Proposition|1 and Proposition 2| This holds true:

Proposition 3. For a universe U, let P, = (L, py, Xy) and P, = (L, p2, X3) be Bayes Privacy
notions with

p1(b) =

pri, be(1,b]
0, be (bl,OO)

and

_Jpr, be(1,b]
pZ(b)_{o, b e (by, o)

with zy,z; € (1, 00) and pry, pr, € [0, 1]. Furthermore, let P, be compatible to P, and let
M = (My, My) with M(d) = (M;(d), M,(d)) be a mechanism with M, fulfilling P, and
M, fulfilling P,. The mechanism M fulfils the Bayes Privacy-notion P = (L, p, X) with
max{pry, prz}, b€ (1, by - by]
p(b) =
0, be (bl . bz, 00)

for all breaches b > 1.

Proof. From Proposition 2/follows that the largest breach possible is by - b,. From Proposi-
tion|1/follows that the probability for a breach is equal to or lower than max{pr,, pr;}. O

Propositions and |3/ show that the Bayes Privacy framework allows to study
the composition properties of privacy notions. Privacy notions with more complex
dominating functions require an individual, more profound analysis of their compositional
properties. In practice, one can substitute such complex notions with notions with simple
dominating functions such as in the Propositions and [3|in order to get an upper
bound for the dominating function of the composed notion. In Section 5.1 we will study
the composition properties of Differential Privacy and we will show that Differential
Privacy composes according to Proposition

5. Examples

In this section we show how the Bayes Privacy framework can be applied. Since Differen-
tial Privacy is the gold standard in privacy notions, in Section 5.1, we show how to express
Differential Privacy as notion in the Bayes Privacy framework. Furthermore, we show
the compositional properties of Differential Privacy in the Bayes Privacy framework. In
Section 5.2 we provide an example that shows how Bayes Privacy allows for modelling a
notion for an averaging mechanism. This is particularly interesting because intuitively
disclosing the average value of an attribute provides privacy. Furthermore, the averaging
mechanism is extensively used in practice, for example during election periods.

5.1. Differential Privacy

As the Pufferfish framework, the Bayes Privacy framework allows to model Differential
Privacy, even (e, §)-Differential Privacy. In order to model Differential Privacy in the
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Bayes Privacy framework, we need to explicitly model the background knowledge of the
adversary. Since the intention of Differential Privacy is to hide for any individual if it is
represented in the database, we assume the worst adversary that, for a given individual,
knows if all other individuals are in the database. This can be done with the following
universe and distributions:

Definition 29 (Differential Privacy Background Knowledge). For a universe U containing
all possible data sets of a given domain, we define the set Xy 4p as the set of all distributions
of U with the following property: There are data sets uy and uy with probability py, p1 > 0,
with dyAd; = 1. All other data sets have probability 0.

Differential Privacy hides for any individual whether it is in the database. This can be
formalised in the form of predicates as follows:

Definition 30 (Differential Privacy Predicates). For a given universe U with data about

individuals Iy, ... I,, we define the set of predicates Ly 4p as the set that contains all predicates
of the form:

individual /; is in the database d

for all individuals ;.
With these definitions, we can state and prove the following lemma:

Proposition 4. Let U be a universe of databases. Then, a mechanism F that fulfils
(Weeél), S, Lu,dp> Xu,dp)-privacy also fulfils (e, § )-Differential Privacy.

Proof. For the sake of readability, in this proof, we write L instead of Ly 45 and X instead of
XU, dp- In order to prove Proposition |4, we use Bayes’ Theorem the law of total probability
for binary events (cf. Lemma . According to Definition 26 fulfilling ( W o, L,
X)- prlvacy means, that the probability of all breaches with a maximum magnltude of

m is equal or less than 1 — §. Therefore, for all / € L and all d € U holds:

€

Pr(b(/,s) < <1-6
bl ) < e =) <
For Pr[/] = 0, we get:
e€
1=b(,s) < =ef
19 < e - = ©
This is true for all € > 0. For Pr[/] = 1, we get:
€ eE

e
=) < ey T =
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This also is true for all €. Therefore, we only have to examine the case where Pr[/] > 0
and Pr[—/] > 0. This is the case when / distinguishes the two databases dj and d;. Let
w.l.o.g. I(dy) = true and /(d;) = false. Then, the following holds:

€

e
b(19) < T e - )
R Pr[/|s] < e€
Pr[l] = 1+Pr[/](ec = 1)
Pr[/]s] e
< ] L S T e o L)
Pr[/|s] e
e g S ey — e UL
With Bayes’ Theorem, we get:
ee
< Prisl] < T ep = ey L)
< Pr[s|/](1 + e Pr[/] — Pr[/]) < €°Pr[s]
o Pr[s|/](1 = Pr[/]) < e“(Pr[s] — Pr[s|/] Px[/])
. o] < e rLsL =PI P[]

1—Pr[/]
Since Pr[/] = 1 — Pr[—/], this is equal to:

 Pr[s] — Pr[s|/] Pr[/]

Pr[s|/] <
¢ tlsif) < Pr[-/]
With the law of total probability, we get:
= Pr[s|/] < e Pr[s|=/]

Since / distinguishes the two databases dj and d, this es equal to:
& Pr[F(dy) = s] < e Pr[F(d;) = s]

This only holds, when the mechanism F fulfils e-Differential Privacy.

O

Proposition |4 implies that the largest possible breach for a sensitive predicate gets
smaller when the probability of this predicate gets larger. Since, in order to satisfy
Differential Privacy, for any sensitive predicate / € L there is also its negation -/ € L, the
largest possible breach for all / € L is smallest for Pr[/] = % for all sensitive predicates /.
For Pr[/] = % we get:

€ eE ee

e
b(l, < = =2 2
19 < e - Teer 1 e+l
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This means, that if for an individual, the probability to be represented in the database
is equal to the probability to not be represented in the original database, Differential
Privacy implies an upper bound for the worst privacy breach for this individual. This
upper bound is independent of the security parameter € of Differential Privacy since with
a breach of 2 for an individual, the adversary learns if this individual is in the database,
which is prevented by Differential Privacy.

In Section |4 we showed that the Bayes Privacy framework allows to study the compo-
sition properties of privacy notions. We know that Differential Privacy composes linearly.
This means that the composition of two mechanisms that are ¢; and ¢, differentially
private, respectively, is €; + €, differentially private [McS09]. This can also be shown in
the Bayes Privacy framework.

Proposition 5. Let U be a universe ofc{atabases and E be the identity function. Leet M,

and M, be mechanisms that fulfil (Wl(ef—l)’ S, Lu,dp, Xu,dp)-privacy and (Wz(eg—l)’

3, Ly,dp> Xu,dp)-privacy with respect to E, respectively.

€1 +62

Then, the mechanism M = (M;, M) fulfils (m, S, Lu,dp> Xu,dp)-privacy.

Proof. In the following, we show with Proposition |2, that the biggest breach b of a
mechanism, that is a composition of two mechanisms fulfilling €,-Differential Privacy
and e,-Differential Privacy, respectively, is bound by Wfﬂﬁ_l).

In order to apply Proposition 2, we need to show, that the two privacy notions in
Proposition 5/are compatible. The possible background knowledge of the adversary Xy, 4p
contains all distributions according to Definition [29. After a release with a differentially
private mechanism, the a posteriori knowledge of the adversary is also in Xy, qp. Other-
wise she would have learned for an individual if it is in the database. Therefore the two
privacy notions in Proposition 5/ are compatible. Now we can apply Proposition|2| From
equation 4.2 follows for distributions X € X and X" € X’, where X’ is the a posteriori

distribution of X after the release of s;:

el e

1+Pr[/|X](e® — 1) 1+ Pr[/|X"](e2 - 1)

b(l,s) <

We need to show the following equation:

eel+€2

bU1:9) < B iIXT(ee = 1) (4:3)

Therefore, we show that:
et e e

1+Pr[/[X](e — 1) 1+ Pr[/[X"](e% — 1) =13 Pr[/](ec1*e: — 1)

Since each denominator and numerator in this equation is greater than 0, we get:

e“+e (1 4 Pr[/|X] (674 — 1)) < S ((1 + Pr[/|X](e% — 1)) - (1 + Pr[/|1X"](e - 1)))
(=4
1+ Pr[/|X] (€97 — 1) < (1 + Pr[/IX](e® — 1)) - (1 + Pr[/|X"] (€% — 1))
(=4
1+ Pr[/|X]eS*e — Pr[I|X] < 1 + Pr[/|X]ef — Pr[/|X]
+ Pr[/|X"]e% + Pr[/|X] Pr[/|X'] €5 — Pr[/|X] Pr[/|X"]e®
—Pr[/|X] = Pr[/| X] Pr[/| X ]e® + Pr[/| X] Pr[/| X']

€1+€2
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We subtract 1 on both sides, divide through Pr[/|X] and, for the sake of readability, we

set ¢ := };rr[[l)|))<<’]] (Please note, that ¢ > 0.):

€12 — 1 < e — 1+ ce®” +Pr[/| X)€% — Pr[/|X"]e® — ¢ — Pr[/|X"]e® + Pr[/|X']

0 < c(=1+ e%) +Pr[/|X"](eF% — e — e + 1) + (4.4)
Since €, €, > 0, the following holds:
e —14+e2>0
o €972 41 > e + %

As a result, Equation[4.4]is true. Therefore, Equation 4.3]also is true.

5.2. Averages

Averages are commonly used without even questioning the privacy properties of the
averaging mechanism. A common example are election periods, where projections of the
result and fine grained results of every district are published frequently. Without strong
assumptions about the distribution of the universe, there are cases when the averaging
mechanism fails to provide privacy. A meaningful notion for this mechanism can not be
modelled in frameworks that only consider the worst case. For example, if all individuals
voted for the same party, the average over all votes allows to determine the vote of each
individual.

In this section, we will show how the privacy properties of the averaging mechanism
can be captured in the Bayes Privacy framework. A similar approach can be found
in [Bha+11], where the entropy in the original database is used to privacy preservingly
answer linear queries over reals in a database without the addition of noise to the result.
Their notion e-Noiseless Privacy is similar to Differential Privacy and only considers the
worst case. It is achieved through strong assumptions about the adversaries background
knowledge and the distribution of attribute values and possible databases.

Since the Bayes Privacy framework allows to model privacy notions that fail to provide
privacy in some rare cases, it allows for modelling a notion for a mechanism that calculates
the average value of an attribute for a given data set without such strong assumptions. For
example publishing the average of all salaries of the employees of a company intuitively
preserves the privacy of individuals if the uncertainty of the adversary is high enough.
However, there are possible but very improbable average salaries that cause high breaches.
If a privacy notion does not allow for high breaches with a small probability, averaging
can not be considered to be a privacy preserving mechanism. Consider the following
example, where each salary is either 1, 2, or 3 and each salary has an identical independent
probability of p = % If the company employs 3 individuals, every database has a
probability of (%)3‘ W.l.o.g., the salary of employee A is considered sensitive and the goal
is to publish the average salary of all employees. Figure shows an example for an
original database where the average salary is %

There are 3 different salaries and 3 employees, therefore there there are 27 different
databases and 7 different possible average salaries. For a given salary x € {1, 2, 3} the
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employee salary

A 1
B 3
C 3

Figure 4.15.: An example database that shows the salaries of three employees. Here, the
average salary is % In our example, there are 6 possible databases with this
average salary.

average salary probability of release conditional probability of / breach

s Pr[s] Pr[salary(A) =1, 2, 3|s] b(s)
1

1 1 1,0,0 3

4 3 2 1

3 27 530 2

5 6 321 3

3 27 6’ 62 6 2

9 7 23 2 9
27 777 7

7 6 123 3

3 27 6’ 6° 6 2

8 3 1 2

3 27 0,33 2
1

3 L 0,0,1 3

Figure 4.16.: Average salaries and their probabilities in the averaging mechanism exam-
ple. Figure depicts the breach distribution and the cumulative breach
distribution.

a priori probability that employee A has salary x is % Note that we chose this simple
distribution as an example. Different distributions of databases, that do not assume
independence of attribute values can also be used in the Bayes Privacy framework. The a
priori probability that an employee has a certain salary changes after publication of the
average salary. The table in Figure shows the probabilities of each average salary,
and the breach caused by its publication.

Publishing an average salary of 2, for example, results in a breach of %. Publishing
an average salary of 1 results in fully disclosing the salary of A and a breach of 3. This
event, however, has a probability of 2—17 and, therefore, is rather unlikely. In this example,
publishing the average is a mechanism that fulfils privacy with e = % and § = %.
Figure depicts the breach distribution and the cumulative breach distribution as well
as € and ¢ for this example. This is a very simple example and larger databases with a
bias to an average salary different to the expected value are even less probable. This will
result in a smaller € and §. Consequently, high breaches are even less probable in larger
examples.
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Probability
1
[ ]
3
27 )
Breach
1 1 2 3
7

4.17.1: Breach distribution. The maximal breaches of 2 and 3 have a low probability.

> Probability

Breach

~N=

4.17.2: Cumulative breach distribution.

Figure 4.17.: Breach distribution [4.17.1}and cumulative breach distribution|4.17.2 for the
averaging mechanism example. Even in this small example, the thresholds §
and e are relatively small.

6. Privacy with Respect to Bounded Adversaries

Notions defined in the Bayes Privacy framework do not allow for methods based on
computational complexity assumptions. For example simply encrypting a database with
RSA prior to release will always lead to a high breach since an optimal bayes estimator is
able to guess the plaintext to an RSA ciphertext. There are, however, many mechanisms
that rely on complexity assumptions which are deemed to be secure, since a real world
adversary is always bounded in its computational power. Therefore, privacy notions that
consider complexity assumptions allow for much more methods than statistical privacy
notions without losing security in the real world.

Computational privacy notions enables the use of, for example, encryption and crypto-
graphic hash functions in mechanisms for database anonymisation. Another example
is the average mechanism. The example in Section showed, that there is an intuitive
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(€, &)-privacy notion that the averaging mechanism fulfils. Since the problem of inverting
a mechanism that computes the average value of an attribute can be seen as a knap-
sack problem, it is computationally hard to invert the averaging mechanism. Therefore,
mechanisms such as the averaging mechanism may provide an even stronger privacy
guarantee in a model that considers computational complexity than in a purely statistical
model.

In this section, we will present a variant of the Bayes Privacy framework that allows
to model privacy notions with respect to bounded adversaries. Furthermore, in order to
show that game-based security notions also can be modelled as Bayes Privacy notions,
we model Ind-ICP, a computational security notion for secure database outsourcing
(cf. Definition|53|in Chapter|6), as a Computational Bayes Privacy notion.

6.1. Computational Bayes Privacy

In the following, we will adapt the Bayes Privacy framework presented in Section
with respect to bounded adversaries. In order to do so, the definition of a breach needs
to be adapted. In Section 2| a breach is defined without considering a computationally
bounded adversary. For a bounded adversary, a breach can be defined by the relation of
the probability that the adversary determines the value of a sensitive predicate given a
release and the probability that the sensitive predicate has this value.

Now, a breach is not caused by the release but rather by the adversary interpreting the
release. Therefore, we define the following experiment:

Security Game 3 (Priv (X, I, s, k)).
1. The adversary A is given the inputs 1*, X, 1, and s.

2. A outputs a guess b.
The result of the experiment is b.

In this experiment, the adversary gets the background knowledge X and the sensitive
predicate /. Additionally, she can learn the release s. If the adversary can determine the
value of the sensitive predicate better than without it, the adversary causes a privacy
breach. If the adversary gains no information about the value of the sensitive predicate /
from the release, there is no privacy breach for / because of the release.

Note that if X can not be sampled efficiently by the adversary and the adversary
might not learn something about the value of / from the release s, the probability, that
she guesses the value of / right (Pr[Priv™(X, 1, s, k) = I(u)]) may be lower than the
probability that an optimal Bayes estimator guesses the value of / right without the
release (Pr[l = I(u)]).

As mentioned above, we define a breach by the relation of the probabilities that the
adversary wins this experiment to the probability that an maximum likelihood estimator
without access to the release determines the value of the sensitive predicate.

Definition 31 (Privacy Breach for a Predicate and a Release Caused by an Adversary). Let
U be a universe of data sets with distribution X, E : U —» D and F : D — S mechanisms,
I € L a sensitive predicate, A an adversary, and k a security parameter.

A breach b for the predicate | caused by an adversary ‘A given a release s € S is defined
as:
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1 Pr([l] € {0, 1}
b(/, S, ﬂ) = Pr[PrivA(X,1,s,k)=1(u)] h i
Pri=1(0)] otnerwise

while I(u) is the value of the sensitive predicate | given the world data set u.

The adversary A causes a maximal breach if she maximises the probability of guessing
I(u) right. The probability Pr[Privg(X,/,s, k) = [(u)] is maximal, if the adversary
determines the value of the sensitive predicate in Security Game 3/ and returns it.

Since we do not only want to be able to consider breaches a single sensitive predicate,
but for sets of sensitive predicates, we define the breach b(s, A) with respect to a set of
sensitive predicates analogously to Definition

Definition 32 (Privacy Breach for a Set of Predicates an a Release Caused by an Adver-
sary). Let U be a universe of data sets with distribution X, E : U - DandF : D — S
mechanisms, L a set of sensitive predicates, A an adversary, and k a security parameter. A
breach b caused by the adversary A for a set of sensitive predicates L given a releases € S
is defined as:

b(s, A) := max b(s, I, A)

As in Definition [24] we define the probability of an specific breach, but now with
respect to an adversary:

Definition 33 (Breach Probability with Respect to an Adversary). Let U be a universe
of data sets with distribution X, E : U — D and F : D — S mechanisms, and L a set of
sensitive predicates. The probability of a specific breach b’ with respect to an adversary A is
called breach probability of b’ with respect to adversary A and is defined as:

Pr(b’, A) := I;g[b’ = b(s, A)]

The probability is taken over the distribution X, the random coins of the adversary, and the
random coins used in F and E.

With this definition of breach probabilities, we can define a computational privacy
notion by restricting adversaries that can generate breaches to probabilistic polynomial
time algorithms. As in the statistical setting, a dominating function limits the distribution
of allowed breaches.

Definition 34 (Computational Bayes Privacy Notion). For a given universe of possible
data sets U, a computational privacy notion is a tuple (L, p, X), where L is a set of sensitive
predicates, p : (1, 00) — [0, 1] a function, and X is a set of distributions X. An anonymisation
mechanism F with a security parameter k fulfils a privacy notion (L, p, X) with respect to
a mechanism E if for all distributions X € X of the universe U and all PPT (probabilistic
polynomial time) adversaries ‘A the following holds:

There is a function q that is negligible in k such that the function p + q(k) dominates the
breach probability distribution with respect to the adversary A in the interval (1, o) for the
universe U, the distribution X, and the mechanisms E and F.

If the mechanism E is the identity function, we say that F fulfils the computational
privacy notion (L, p, X) instead of F fulfils the computational privacy notion (L, p, X) with
respect to the mechanism E.
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Each distribution X € X models possible background knowledge given to the adversary.
A mechanism fulfils a privacy notion, if it only produces releases, that enable an adversary
only to cause breaches limited by the notion. These breaches are limited by the dominating
function p and a function that is negligible in the security parameter of the anonymisation
mechanism.

In Section|6.2] we will show that IND-ICP, a practical security notion for secure database
outsourcing, can be modelled as a Computational Bayes Privacy notion.

6.2. IND-ICP as a Computational Bayes Privacy Notion

Computational privacy notions can be useful for searchable encryption and secure
database outsourcing, since they allow to use methods like encryption, signatures, or
cryptographic hash functions in the anonymisation mechanism.

In Chapter 6| Section 2| we introduce the game-based security notion IND-ICP. The
notion IND-ICP allows for practical mechanisms for secure database outsourcing and
searchable encryption. Although this notion is weaker than classical notions for encryp-
tion (e. g. IND-CPA), it has a game-based definition that is similar to the experiment used
in the definition of IND-CPA (cf. Definition [1/in Chapter 2/ and Definition[14/in Chapter 6).

In this section, we use the Computational Bayes Privacy framework to model Com-
putational Bayes IND-ICP. We introduce the notion Computational Bayes IND-ICP and
show that this notion is the same notion as IND-ICP. This proof serves as an example
that game-based security notions can also be modelled in the Bayes Privacy framework.

For the proof in this section, we reference definitions from Chapter |6, In the follow-
ing, we define computational Bayes IND-ICP. For this definition, we use independent
column permutations (independent column permutation (icp)), a special form of database
transformations (cf. Definition |52, Chapter|6).

Definition 35 (Computational Bayes IND-ICP). For

* a universe U that contains for each database d € U all databases d’ with [icp m with
n(d)=d".

* a set of distributions X, with: ¥ d X € X withV[icp m: Pr[d] = Pr[n(d)] > 0 and
Pr[d’] = 0 iff Alicp = with d = n(d’).

e for all attributesi # i’ a set of all predicates L of the form: The value v;[j] of attribute
i stands in relation to the value v;/[j'] of attribute i, where v; is a list of all values of
attribute |

e a function p : (1,00) — 0.
We call the computational privacy notion (L, p, X) Computational Bayes IND-ICP.

In order to define a Computational Bayes Privacy notion, we defined the universe and
the background knowledge of the adversary explicitly. Informally, the idea of IND-ICP is
to hide relations between attribute values. Therefore, we assume that an adversary knows
everything about the database except the relations of the attribute values. This is modelled
with distributions where all databases with identical attribute values but different relations
between attribute values are equally probable. This is an implicit assumption of IND-ICP.
In the Bayes Privacy-framework, we have to model this assumption explicitly.
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An adversary with background knowledge X € X knows the size of the original
database and how often each attribute value occurs in the original database. Furthermore,
we need to define the set of predicates that the notion considers as sensitive. We do this
directly by defining each relation of two attribute values as a sensitive predicate.

The notion IND-ICP does not allow the adversary to learn anything about the relations
of the attribute values. Therefore, we set the dominating function p to 0.

With this definition of computational Bayes IND-ICP, the following proposition holds:

Proposition 6. A mechanism that fulfils IND-ICP for all databases in U, also fulfils Com-
putational Bayes IND-ICP. A mechanism that fulfils Computational Bayes IND-ICP for all
databases in U, also fulfils IND-ICP.

In order to prove Proposition|6, we assume in the first step, that there is an adversary
that can break IND-ICP and use her to break Computational Bayes IND-ICP. In the second
step, we assume there is an adversary that can break computational Bayes IND-ICP and
use her to break IND-ICP. In the following, we will prove this proposition by reducing

the two experiments Privg(X, /, s, k) and IND-ICP‘(%en Enc)(k) to each other.

Proof. Let U, X, L, and p be as defined in Deﬁnition

EPriv lk A
1 | Ap-ice
d,
I, s
s
b
b

Figure 4.18.: The adversary Ajyp-1cp that wins the experiment IND-ICP is used to win the
Privacy experiment for computational Bayes IND-ICP. The Adversary A
wins the epxeriment if f(s) € d, n(d) and /(x(d)) # /(d).

i)
Let Ap-1cp be a PPT that can break IND-ICP. This means, that the advantage of A
according to Definition 53/in Chapter|6]is not negligible.

We will show, how a non negligible advantage in the IND-ICP experiment can be used
to produce a breach of (L, p, X)-privacy. If the adversary Ayp-1cp can break IND-ICP,
she wins the game IND'ICPféen,Enc) (k) (cf. Definition |14, Chapter @) with a probability

of % + g, while q is non negligible in k. We use this adversary to generate a breach
of (L, p, X) privacy with non negligible probability. Figure shows the reduction
of the privacy experiment of (L, p, X)-privacy to the adversary Ayp-1cp of the IND-ICP
experiment IND-ICPZ, ¢ (k).

The adversary ﬂIND_I,CP returns a database d and an independent column permuta-
tion 7 for which she has a non negligible advantage. This means, that the adversary
can distinguish f(d), the anonymisation of d, from f(7(d)), the anonymisation of the

independent column permutation of d, non negligibly better than randomly guessing.



6. Privacy with Respect to Bounded Adversaries 53

Since the independent column permutation chosen by the adversary cannot be id, there
is at least one pair of attribute values (v;[j], vi-[J’]) with i/ # i’ that are in relation in d
but are not in relation to each other in 7(d). The adversary learns the relation of these
attribute values from f(d) or f((d)), respectively, with probability % +q.

Since we modelled these relations as sensitive predicates, our adversary A that uses
the adversary App-1cp learns this sensitive predicate with probability % + g. This results
in a breach probability > 0 for a breach for this sensitive predicate. Since this predicate is
w.l.o.g. true for the database d and false for database 7 (d), this breach is greater than 1.

This means, that our adversary A wins the experiment Priva (X, /, f(d"), k) iff:

« the database d’ given to A by the experiment matches the database d or the
database 7 (d) returned by App-1cp-

« the sensitive predicate / can be used to distinguish d from 7 (d).

What is left, is to show that this happens with a non negligible probability:

The size of the databases in U is limited (and independent of the security parameter).
For a database d, there is a limited (and independent of the security parameter) number
of independent column permutations. Therefore, the probability of d is non negligible.
Consequently, the database d’ given to A by the experiment matches the database d or
the database 7 (d) returned by Ap-1cp with a non negligible probability.

Furthermore, also there is a limited number of independent column permutations, the
adversary Ap-1cp can return, the probability, that / can be used to distinguish d and
n(d) is also non negligible. Since our adversary A knows / (input from the experiment)
and 7 and d (input from Ajyp-1cp), she can determine, when / can be used to distinguish
d from 7z (d).

However restarting the adversary Ayp-1cp after our adversary A got the sensitive
predicate / from the experiment may not yield such a database d and an independent
column permutation /. This is because d and p/ may not be in the set of databases or
independent column permutations, respectively, the adversary Ap-1cp can return. Then
however there is sensitive predicate /" that can be used to distinguish f(d) and f (7 (d)),
and the adversary Ayp-1cp can be used in the experiment Privg (X, I’, f(d’), k) in order
to cause a breach.

ii
)
Now, let the adversary Apyj, be a PPT that can break Computational Bayes IND-ICP. This
means, that the adversary can cause a breach non negligibly greater than 1 with a non
negligible probability. Consequently, there is at least one sensitive predicate /" € L and
one database d’ for which Ap,;, can determine the value /(d) non negligibly better than
random guessing.

We simply use this adversary in the experiment IND-ICP

ure|4.19):

In the first step, we get an security parameter which we forward to the adversary Ap,;, .
Now, Apyi, is expecting a distribution X and / and the experiment IND—ICP(&Zéen EnC)(k)
is expecting an independent column permutation 7 and a database d. We choose the
sensitive predicate /, the database d, and the independent column permutation 7 randomly
but with /(d) # /(n(d)). This means, that the predicate / can be used to distinguish
the databases /(d) and /((d)). For X we chose the distribution from X where ¥

7 : Pr[d] = Pr[x(d)] > 0.

A

(Gen,Enc)(k ) as follows (cf. Fig-
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EIND-ICP lk A
1k ﬂPriv
|, d, mr random
with
RO REIO)
f(d) = dp
f(n(d)) =: di
{0,1} —> b F(dp)
X, I, f(dp)
bl
bl

Figure 4.19.: The adversary Ap,;, that wins the computational Bayes privacy experiment
is used to win the experiment IND-ICP experiment. The adversary A chooses
| and d randomly. Therefore, A eventually chooses / and d so that the
adversary Apyi, has a non negligible advantage in determining the value of /
from f(d). Then, and if f(dp) = f(d) the adversary A has an non negligible
advantage in the computational Bayes privacy experiment.

We get an anonymisation f(dp) from the experiment and forward it to the adversary
Apriy. Then, we get a bit b’ from Ap,;, and forward it to the experiment.

Since we choose / and d random, we eventually choose / and d so that the adversary
can determine the value of / from f(d) non negligibly better than guessing. This is the
case, when/ =/ and d = d’

In these cases, we get with a probability of % f(d") = f(dp) from the experiment. Then,
InD-ICP will not hold, since the bit b’ we get from the adversary will be equal to the bit
b chosen at random in the experiment with a probability non negligibly greater than %
Therefore, Proposition @ holds. m]

The advantage of modelling notions such as IND-ICP in the Bayes Privacy framework is
that it forces already in the definition of the notion to explicitly formalise the background
knowledge of the adversary. In the game-based definition provided in Chapter|6, Section|2,
this is only made implicitly and made explicitly not until used in a proof for a method
that realises IND-ICP. Implicit assumptions for example about the background knowledge
of the adversary may lead to a false sense of security and to uses of a mechanism that
enable attacks that break the security notion. We will show in Chapter |7, Section 8| that
additional background knowledge of an adversary about the distribution of the original
databases enables her to break a method that provably fulfils IND-ICP.
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This chapter is partially based on work already published in [Hub+11; Hei+10] and

in [Ach+16].

1. Introduction

In the last two decades, the IT industry has seen numerous trends such as service ori-
entation, mobile IT, and cloud computing. A majority of these trends is connected with
a common paradigm shift concerning data processing and storage: Data is processed
and stored less and less on local devices or in a self maintained computing centre, but is
outsourced to external data processing centres and accessed over the Internet as a service.
There are examples for applications such as office suites Goo], image manipulation
software ‘Aut], application development systems Cod], and even desktop
environments [Amaj}|Cit;[VMw] that can be accessed as a service.

Outsourcing data and computation has many advantages, for example more efficient
use of computing and storage resources. Furthermore, pay-per-use models can reduce
costs for IT infrastructures. Also, the risk of fatal data loss or incidents caused by external
hackers is minimised due to specialisation of the individual service providers.

There are, however, still security concerns that pose a huge impediment for data
outsourcing. A client using a service loses control over his data. For example, the client
can not control whether his data is copied or misused. An adversary, like a malicious
system administrator, may copy sensitive data and sell it to e. g. competitors. Providers
may even be required by law to disclose the data of their clients to government agencies.
Current security measures of cloud computing providers focus on external adversaries. For
example, authentication and authorisation mechanisms prohibit access from unauthorised
clients and encryption and signature schemes protect the client’s data during sending
over the Internet. Measures against internal adversaries mostly try to restrict physical
access to servers to authorised staff. Examples such as Wikileaks, however, show that
legal insiders also have to be taken into account.

In this chapter, we provide a framework for security notions for data outsourcing, that
takes internal adversaries into account. We distinguish three fundamental security goals,
namely Data Privacy, Query Privacy, and Result Privacy, and show their relations. In
contrast to plain encryption, outsourced data is accessed, for example in order to find
the occurrences of a keyword or in order to retrieve a tuple with certain conditions. An
adversary observing such accesses potentially gains additional information that can be
used to break the confidentiality of the data, the queries, or the result.

The goal of Query Privacy is related to private information retrieval (PIR), where the
goal is to achieve query indistinguishability for queries to an outsourced database. For the
sake of efficiency, the time to access a single field in a database should be sublinear in the
size of the database. For single server solutions, this is in conflict with the requirement of
query indistinguishability. Query indistinguishability for single server solutions requires

55
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that each field is part of the result. Otherwise, the adversary can use the fields that are
not part of the result sets to distinguish queries. In real world scenarios, this security
requirement might be to strong. Sometimes it may be sufficient, that the adversary can not
distinguish two queries, if they are in a certain subset of all possible queries. For example,
for certain applications it may be enough that an adversary observing queries is not able
to break the security notion of the encryption scheme used to encrypt the outsourced data.
Therefore, we generalise the framework in order to support the definition of application
specific security notions. We introduce leakage relations for data and queries that allow
the adversary to learn certain properties about the database or the query.

Structure of this Chapter Section 2 provides an overview over security notions for
data outsourcing in literature and motivates the three distinct privacy goals of data
outsourcing. We define basic privacy notions for each privacy goal of data outsourcing in
Section 3| In Section[4| we show and prove fundamental relations of these basic privacy
notions. In Section 5, we show that private information retrieval is an instance of one
of these fundamental notions. Section |6/ provides generalisations of the basic notions
defined in Section [3|that can be used to define application specific privacy notions with a
controlled leakage of information (cf. Chapter|6).

2. Security Notions for Data Outsourcing in Literature

Outsourcing data involves one or multiple clients that provide the data and one or multiple
servers that store the data. To retrieve parts of the outsourced data, a client submits
queries to the servers which then execute them and return the result. Applications that fit
into this paradigm are not restricted to relational databases, but to any information that
can be structured meaningfully, for example searchable documents, Structured Query
Language databases, and image or email archives.

As already mentioned in the introduction, entrusting private data to a service provider
introduces a security risk. While an IT service provider can be trusted to provide the
contractually agreed-on services faithfully, one can easily imagine that a curious employee
might try to learn confidential information from the outsourced data. Cryptographic
methods promise to secure confidentiality in such a scenario.

Theoretically, well-known cryptographic schemes, namely fully homomorphic encryp-
tion and secure multi party computations can be used to build schemes for secure database
outsourcing and searchable encryption with strong, provable security properties.

The field of secure multi-party computation (MPC) [GMW87; Ya082] deals with the
following problem: How can a set of parties, each with an individual secret input, securely
perform a joint function evaluation without any of the parties learning the input of the
others? A prominent MPC example is Yaos millionaire problem [Yao82]: How can two
millionaires—without openly discussing their wealth—determine who is the richer of the
two? Theoretically, secure multi-party computation protocols can be used in outsourcing
scenarios. However, most results in MPC don’t yield practical techniques applicable to
outsourcing scenarios.

The field of fully homomorphic encryption (FHE) deals with encryption
schemes with a privacy homomorphism. This homomorphism allows to perform calcula-
tions on two ciphretexts, with the result being an encryption of the sum or the product
of the two plaintexts, respectively. Consequently, an FHE scheme allows to perform
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arbitraty calculations on encrypted data. In theory, FHE can be applied to many scenarios
that involve data outsourcing. Clients can encrypt their data prior to outsourcing, service
providers perform their calculations on encrypted data and send the encrypted results
back to the clients.

The huge overhead, however, would cancel out the benefits of outsourcing. For example,
in order to transform an existing service into one, that operates fully homomorphic on
encrypted data, the service itself has to be expressed and executed as a circuit. Moreover,
there are outsourcing scenarios, where MPC or FHE can not even theoretically be applied
to [VJ10]. Therefore, in the following, we will consider schemes with a trade-off between
security and efficiency. For example, an efficient and practical database outsourcing
scheme should provide support for sublinear query execution time in the size of the
database [KCO5]]. Practical approaches that can be found in literature attempt to find a
trade-off between security and efficient support a large number of queries.

Since we distinguish between data privacy, query privacy, and result privacy and since
the latter implies the former two, which we will formally prove in Section |4, we structure
the related work into three categories:

« privacy of outsourced data
« privacy of queries
« privacy of outsourced data and queries

This work focuses on game-based definitions for security notions, therefore, we also
focus on presenting game-based security notions from literature.

2.1. Security Notions for Data Privacy

Security notions for the privacy of outsourced data extensively have been studied in the
context of searchable encryption. The idea of searchable encryption is to encrypt data in
such a way that it can efficiently be searched for the positions or presence of keywords.
Consequently, searchable encryption is strongly related to database outsourcing,.

There are game-based notions [Goh03;[EFG10;/ABO07]] as well as simulation-based
notions [Cas+13; [Cas+14; [KP13]]. There are also notions modelled in the Frame-
work [Can01}[SPS13}KO15], a well-known framework for the definition of simulation-
based security notions.

Consequently, there is a huge variance between notions, even between notions that
only consider data privacy: There are notions which consider different kinds of adaptive
adversaries and notions which only consider static security.

An example for an adaptive game-based security notion is semantic security against
adaptive chosen keyword attacks (IND-CKA) established by Goh et al. and im-
proved by Curtomola et al. [Cur+06]. The intuition of IND-CKA is that an adversary
should not be able to distinguish two sets of data even if she can issue and observe queries
on encrypted sets of data of her choosing. The queries the adversary is allowed to choose
are restricted to keyword queries with keywords that occur in both data sets.

Another example for a game-based security notion for Data Privacy is pp-security
[ABOO7]. Here the adversary is not allowed to repeat queries to oracles. Moreover, the
adversary has to query its oracles with different classes of queries based on the state of
the experiment. These constraints regarding the oracles are well-suited for the approach
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presented in [ABOO07] but they might be to restrictive for a wide range of real world
scenarios, for example scenarios where adversaries are allowed to issue the same query
twice.

2.2. Security Notions for Query Privacy

The privacy of queries on data outsourced to a single server has been studied in the
context of single server [Cho+98]. The idea of PIRlis to retrieve information from a
database without the database learning which information has been retrieved. This lead
to the notion of query indistinguishability.

There are various schemes with sublinear communication complexity ([KO97;
(GRO5]). All single server PIR schemes inherently have a computational complexity
which is linear in the size of the data [SC07]. In order to achieve query indistinguishability,
for every query, each part of the database has to be processed in order to calculate the
result. Otherwise, the server learns which parts of the database are not part of the query
result. Consequently, the server can distinguish two queries. Please note that does
not guarantee that the adversary does not learn the data itself [Cho+98]. The adversary
may learn the complete data, as long as the queries are hidden from her.

Because of their communication complexity, schemes can not be considered prac-
tical in our sense. Even schemes that are communication efficient seem less practical than
the trivial solution of transferring the complete data: According to an argument by Sion et
al. single server solutions for [PIR|will always remain less efficient than the trivial
solution as long as Moore’s Law on computation power and Nielsen’s Law on bandwidth
increase hold. Therefore, practical [PIR| schemes involve multiple servers. In , for
example, Di Crescenzo and Gosh show how approaches for a two party model can be
adapted in a three party model resulting in schemes with a logarithmic run time for each
party. As mentioned above, the notion of PIR requires that an adversary observing access
patterns cannot distinguish any two queries. This notion is adaptive. This means, that
the adversary can query the oracle multiple times (even for the challenge).

In the context of Oblivious RAM (ORAM), the privacy of queries has also been studied.
The concept of has first been first introduced by Goldreich and Ostrovsky
and then further explored and improved upon [PR10;Shi+11;[ DMN11]. An oblivious RAM
can not distinguish access patterns. Also, similar to the data itself is not required
to be private. Similar to constructions can not be considered efficient in our
sense: Either they have poly-logarithmic computation cost while requiring the client to
store a constant amount of data or they have logarithmic computation cost but
require the client to store at least a sublinear amount of data dependent on the size of the

RAM [Goo+11].

2.3. Security Notions for Data Privacy as well as Query Privacy

Security notions that consider both, data privacy as well as query privacy, can also be
found in literature. For example Chase et al. model the privacy of queries and
that of the data in their simulation-based notion chosen query attacks. In this notion,
the privacy of queries and the privacy of data cannot be considered isolated. Here, both
concepts are intertwined which makes it difficult to compare this notion to notions that
only consider one concept and, consequently, to model schemes that only posses one of
the two properties.
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Haynberg et al. try to separate both properties with the introduction of the
notions data privacy, which has a somewhat-adaptive adversary, and the complement
notion pattern privacy, which is similar to Their notion for data privacy, however,
only allows the adversary to observe the execution of one query. While the notion works
for their scheme, this limitation is too strict for other schemes.

2.4. Modelling Information Leakage

A reoccurring pattern in security notions for practical schemes is the usage of one ore
multiple leakage functions HK14]. A leakage function describes the information
the scheme leaks to the adversary during execution. In order to allow for efficient schemes,
a certain amount of of leakage seems necessary. In fact, there are no efficient single server
schemes without leakage of information about the queries [KC05].

In their work in [Cas+13;|Cas+14], Cash et al. investigate the construction of efficient
and practical schemes that also have a formal security analysis. Their analyses follow a
simulation-based approach. Simulation-based notions are outside of our scope, however.
Their constructions leak information about the plaintext and the query to the adversary
which they explicitly model by a leakage function L. The simulator is given access to this
leakage function.

This is similar to the work of Chase et al. [CS14]. Their notion allows to describe
the information that leaks through the encryption itself and the information about the
ciphertext and the queries combined that is leaked by evaluating queries. The same
technique is employed by Stefanov et al. in the UC/Framework.

In game-based notions, leakage can be modelled by restricting the challenges the ad-
versary can choose. In our framework, we define leakage relations that model information
leakage and optionally restrict adversaries to choose data sets or queries fulfilling such a
leakage relation.

3. Formalisations

Classical encryption schemes such as, for example, the Elgamal encryption scheme [Elg85],
are defined by three algorithms: Key Generation, Encryption, and Decryption and are
classically used to send confidential messages from a sender to a receiver. Messages are
de- and encrypted as a whole. In contrast, data outsourcing schemes have to provide
means to search or even change the encrypted data. In this section, we provide a formal
definition of a data outsourcing scheme.

We model the interactions in a data outsourcing scheme in two phases. In the first
phase, the initialisation phase, the data set to be outsourced is encrypted and outsourced.
In the second phase, the query phase, the outsourced data set is queried. These two phases
are depicted in Figure In the initialisation phase, the data set d is encrypted by a
preprocessor using an encryption key K. Then, the encryption Enc(d, K) is sent to the
server. In the query phase, the client queries the encrypted data. In order to do so, the
client runs an interactive protocol 74 with the server. The preprocessor and the client
are not necessarily the same entities. The inputs of the client are the query g and the
encryption key K. The input of the server is the encrypted data set Enc(d, K). At the end
of the protocol, the client outputs the result of the query g(d) and the server outputs the
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d. K Enc(d, K)
preprocessor server
5.1.1: initialisation phase
q, K Tq Enc(d, K)
client : server
q(d) ' Enc(dy, K)

5.1.2: query phase

Figure 5.1.: The two phases in an outsourcing scheme. In the initialisation phase a
preprocessor receives and encrypts the data set d and uploads the encrypted
data set Enc(d, K) to the server. In the query phase the client executes
queries g by running an interactive protocol g with the server. After the
interaction, the client outputs the query result g(d) and the server outputs
the updated encrypted data set Enc(dg, K). In the protocol for the next query,
the input of the server is the updated encrypted data set Enc(dg, K).

updated encrypted data set Enc(dg, K). For subsequent queries, the updated encrypted
data set is the input of the server.

Consequently and in order to be useful, a data outsourcing scheme allows the client
to use the outsourced data set like a local data set. The interactive protocol 74 for a
query q retrieves the result set g(d). Additionally, the interactive protocol 7, updates
the outsourced data set to Enc(dq, K), while d; is the database d after execution of query
q. Note that, depending on the outsourcing scheme, some queries may only retrieve
information from the outsourced data set but not update it (d, = d). For example, queries
of classical searchable encryption schemes only retrieve information from the encrypted
data. In the following, we provide formal definitions of data outsourcing schemes.

Definition 36 (Data Outsourcing Scheme). An outsourcing scheme for data sets is a tuple
(Gen, Enc) such that

Gen: 1¥ > {0,1}"
Enc: Dx{0,1}" > T

For an outsourcing scheme (Gen, Enc) and a data set d, we call Enc(d, K) the outsourced
data set. We call an outsourcing scheme for a data set retrievable if there is a function
Dec: T x{0,1}" — A such thatVK € {0,1}",d € D : Dec(Enc(d, K), K) = d.

This definition does not require encrypted data sets to be decryptable. The idea
of outsourcing schemes is not to upload and download data sets as a whole, but to
execute queries on outsourced data sets. Note that outsourcing schemes may use internal
encryption schemes to realise their algorithms Gen, Enc, and Dec. In fact, in our database
outsourcing scheme in Chapter|7| Section|4| we use an internal Ind-CPA secure encryption
scheme. Also note that this definition uses the same key K for de- and encryption. The
extension into an asymmetric scheme is straightforward.
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Queries are used in order to insert information into or extract information from
outsourced data sets. We define queries as follows:

Definition 37 (Query). A query q : D — P X D is alPPT algorithm that, on input of a
data set d € D returns a result set q(d) € P and an updated data set dy € D. We denote
the set of all queries with Q.

Based on this definition, we can distinguish between two types of queries. Queries
that do not chance the data and queries that potentially do. In this work, we focus on
relational databases and relational algebra or[SQL|as query language. Here, the domain of
the result sets P is the domain of databases (DB). Furthermore, a query that potentially
changes the database can add, remove or change tuples of d. In[SQL| these queries are
called INSERT, UPDATE, and DELETE queries. We will discuss queries in more detail in
Chapter|7| Section|2.3, Without loss of generality we assume that queries are functions of
the data, i.e. Vqdd;, d, € D : q(d;) # q(d-). Furthermore, the query result is the same if
evaluated twice.

Given the definition of queries, we can define protocols that execute queries. Our idea
of the correctness of a protocol is relative to a given query q. If running the two-party
protocol on outsourced data has the same effect as if query g had been executed before
outsourcing the data, we say the protocol executes query g:

Definition 38 (Protocol that Executes a Query on an Outsourced Data Set). A two-party
protocol 7ty € II between a server S and client € executes a query q for an outsourced data

set Enc(d, K) if
e The client, on input of a key K, outputs the result set q(d) = ng(K, Enc(d, K)).

e The server, on input the outsourced data set Enc(d, K), outputs an updated outsourced
data set Enc(dy, K) = ﬁf(Enc(d, K)).

The first property demands that the client gets the correct result: the result set to
the query g for the database d. The second property demands that the server gets the
correct result: the updated and encrypted data set. Please note that, since we focus on
single server outsourcing, Definition 38| involves only two parties, namely a server and
a client. The extension of this definition to multiple servers or even multiple clients is
straightforward. Now, we can define data outsourcing schemes, that can execute queries.

Definition 39 (Queryable Outsourcing Scheme). A queryable outsourcing scheme for
data sets is a tuple (Gen, Enc, Q) such that

¢ (Gen, Enc) is an outsourcing scheme for data sets, and

e Q C II is a non-empty set of efficient two-party protocols that execute a query for
outsourced data sets.

Note that the client has no direct access to the data when interacting with the server
in order to execute a query (cf. Definition[38|and Figure 5.1).

Since the focus of this work is on database outsourcing, we need a definition of a
database outsourcing scheme. A database outsourcing scheme is simply a specialisation
of a queryable outsourcing scheme: a queryable outsourcing scheme that operates on
databases.
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Definition 40 (Database Outsourcing Scheme). A database outsourcing scheme is a
queryable outsourcing scheme (Gen, Enc, Q) such that

e The input domain of Enc is DB, and
e each protocol in Q executes a query for databases.

In oder to security privacy notions for data outsourcing schemes, we need a definition
for what a party sees during an execution of a protocol. We call this the view of a party.

Definition 41 (View of a Protocol Party). A view of a protocol party is the totality of its
inputs, received messages, sent messages and outputs. To denote the view of protocol party
B e {€, S} in protocol m with inputs c, we write

viewffs(c).
In particular, the encrypted data is part of the server’s view.

In our game-based notions, we will give the adversary oracle access to certain views.

3.1. Basic Privacy Notions for Outsourced Data Sets

In this section, we define basic privacy notions for outsourced data sets. We differentiate
between Static Security, where the adversary does not observe queries, and security where
the adversary observes queries. In the latter case, we define notions for the three privacy
goals Data Privacy, Query Privacy, and Result Privacy. Later in Section |4, we establish
fundamental relations between these notions. In Section 6| based on the notions defined
in this section, we introduce a framework for generalised notions for data outsourcing.
This framework allows for defining application specific, relaxed security notions.

Please note that we only consider honest but curious adversaries. We do not consider
active adversaries, that manipulate the outsourced data or the protocol. For a brief
discussion of actively malicious adversaries, please refer to Chapter|7, Section

As stated earlier, we define the notions for Static Security and security where the ad-
versary observes queries as game-based notions. Therefore, we define a privacy game for
each notion. The corresponding privacy notions holds, if the advantage of the adversary
winning this game compared to mere guessing is negligible.

3.1.1. Static Security

In the game for Static Security, the adversary may chooses two data sets and gets the
encryption of one of these data sets. Then, the adversary guesses which data set has been
encrypted. the game is won, if the adversary guesses right. In this case, the result of the
experiment is 1.

The static notion of privacy for outsourced data captures the intuition that no adversary
may deduce any information about the data from its ciphertext alone (indistinguishability
under chosen-data attacks).

Security Game 4 (IND-C DA{éen’Enc)(k)).
1. The experiment chooses a key K « Gen(1¥).

2. The adversary A is given input 1% and oracle access to Enc(-, K).
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3. A outputs two data sets dy and d; of equal length to the experiment.
4. The experiment chooses a random bit b < {0, 1}.

5. A is given Enc(dp, K).

6. A outputs a guess b’ for b.

The result of the experiment is 1 if b" = b and 0 else.

We say an outsourcing scheme has Static Security if the adversary can not win the
game defined above with a probability that is non negligibly greater than gussing (i. e. %)

Definition 42 (Static Security). An outsouring scheme (Gen, Enc) has indistinguishable
encryptions under chosen-data attacks IND-CDA or Static Security, if for all adver-
saries A, there exists a negligible function negl such that:

1
Pr[IND-CDAG,, gne) (k) = 11 < 5 + negl(k)

Definition [47|is similar to the security notion IND-CPA for encryption schemes, but is
defined on data sets rather than plaintexts (cf. Defintion|[15).

3.1.2. Privacy in the Presence of Queries

In contrast to encrypted messages, which, in most cases, are en- and decrypted as a whole,
outsourced data is intended to be queried. Therefore, we also have to consider security,
when the adversary can observe the execution of queries. Then, there can be distinguished
three conceptually different privacy goals for data outsourcing (cf. Section|2):

« keeping the data private
« keeping the queries private
« keeping the results private

We model these privacy goals with the means of three security games. The adversary is
supplied with an oracle for views (cf. Definition |41) on the interaction between client
and server and tries to learn a challenge bit.

In all three security games, the adversary is supplied with an open view oracle in
addition to the challenge oracle. This open oracle provides views of the server for
arbitrary queries executed on an encryption of arbitrary data sets using the challenge
key without giving the adversary direct access to the challenge key. This oracle has two
purposes for the adversary. On the one hand it serves as an encryption oracle since the
server view contains the encrypted data. Consequently, the dynamic notions directly
imply Static Security. Further, the open view oracle facilitates replay attacks for the
adversary. She easily can check the challenge candidates against the open view oracle.
This implies that the probabilistic property of Static Security expands to schemes with
security in the presence of queries in the sense that an access pattern of a protocol
executing a query does not reveal information about the data (Data Privacy), the query
(Query Privacy), or the query result (Result Privacy).

For example, this probabilistic property can be achieved by accessing all of the out-
sourced data for each query. Nontrivial solutions can involve randomising the structure
of the encrypted ciphertext (as in the work of Haynberg et al. [Hay+13])), randomising

the protocol which realises the query, or even secure hardware.
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Data Privacy In the Data Privacy experiment, the adversary tries to discern information
about the data from the queries.

Security Game 5 (D_INDéen,Enc,Q)(k))'

1. The experiment chooses a key K « Gen(1¥).

2. The adversary A is given input 1%, receives access to an oracle for view? (Enc(-, K)),
and continues to have access to it. The oracle takes a query q and a data set d as input
. ﬂq
and returns view_' (Enc(d, K)).

3. A outputs two data sets dy and d, of equal length to the experiment.
4. The experiment draws a random bit b < {0, 1}.

5. Challenge oracle: A is given access to an oracle for viewg (Enc(dp, K)). That is, the
oracle takes any query q such that ny, € Q as input, internally runs the protocol 74
on Enc(dp, K), and outputs viewgq(Enc(db, K)) to the adversary.

6. A outputs a guess b’ for b.
The result of the experiment is 1 if b" = b and 0 else.
Definition 43 (Data Privacy). An outsourcing scheme (Gen, Enc, Q) has Data Privacy, if
for all adversaries A, there exists a negligible function negl such that:

A
Pr[D_IND(Gen,Enc,Q

1
)(k) =1] < 2t negl (k)
Query Privacy The notion of Query Privacy captures the goal of hiding the queries
themselves from the adversary. This notion is equivalent to Private Information Retrieval
(see Section|5/for a discussion and proof).

Security Game 6 (Q_IND%en,Enc,Q)(k))'

1. The experiment chooses a key K « Gen(1¥).

2. The adversary A is given input 1%, receives access to an oracle for view? (Enc(-, K)),
and continues to have access to it. The oracle takes a query q and a data set d as input
. ﬂq
and returns view_' (Enc(d, K)).

3. A outputs two queries qy and q; to the experiment. q, and q; must yield protocols
g, and rtg, with the same number of protocol messages.

4. The experiment draws a random bit b « {0, 1}.

5. Challenge oracle: A is given access to an oracle for viewgqb (Enc(+, K)). That is, the
oracle takes any data setd € D as input, internally runs the protocol nr4, on Enc(d, K),

and outputs viewg’b (Enc(d, K)) to the adversary.
6. A outputs a guess b’ for b.
The result of the experiment is 1 if b" = b and 0 else.
Definition 44 (Query Privacy). An outsouring scheme (Gen, Enc, Q) has Query Privacy,
if for all adversaries A, there exists a negligible function negl such that:

Pr[Q-IND? (ky=1] < !

(Gen,Enc,Q) 5 + negl(k)
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Result Privacy The third privacy goal, Result Privacy, captures the idea that the adver-
sary must not learn the result of any query executed on any data. In order to formalise
this idea, we allow the adversary to output two data-set-query-pairs (dy, qo) and (d;, q1).
A query result is always determined by a query and a data set on which it is evaluated.
Then, the adversary is challenged on the view of query g, executed on data set dp. If she
cannot deduce b from the view, we say the scheme has result privacy.

Security Game 7 (R—IND(Jféen'EnC'Q)(k)).

1. The experiment chooses a key K « Gen(1%).

2. The adversary A is given input 1K, receives access to an oracle for Viewg' (Enc(+, K)),
and continues to have access to it. The oracle takes a query q and a data set d as input
. Mg
and returns view' (Enc(d, K)).

3. A outputs two data-set-query pairs (dy, qo) and (dy, q1) to the experiment. (|dy| = |d;|
and qy and q; must yield protocols g, and rg, with the same number of protocol
messages.)

4. The experiment draws a random bit b « {0, 1}.

5. Challenge: A is given access to the oraclesforviewgqb (Enc(dp, K)), view;q" (Enc(+, K)),
and viewé‘ (Enc(dp, K)) and continues having access to them.

6. A outputs a guess b’ for b.
The result of the experiment is 1 if b" = b and 0 else.
Definition 45 (Result Privacy). An outsourcing scheme (Gen, Enc, Q) has Result Privacy,
if for all PPT adversaries A, there exists a negligible function negl such that:

Pr[R-INDZ

1
(Gen,Enc,Q)(k) =1] < 2 + negl(k)

Result Privacy implies Data Privacy and Query Privacy and vice versa. See Section
for a proof.

4. Fundamental Relations Among the Basic Privacy
Notions

In this Section, we examine and establish fundamental relations among the three concepts
of Data Privacy, Query Privacy, and Result Privacy. Concretely, our findings are:

« Data Privacy and Query Privacy are independent concepts.

« Result Privacy is equivalent to having Data Privacy and Query Privacy at the same
time.

In order to show that Data Privacy and Query Privacy are independent concepts, we take
a scheme that has Data Privacy and modify it in such a way that the resulting scheme
still has Data Privacy but does not have Query Privacy and, in reverse, we modify a
scheme that has Query Privacy which results in a scheme with Query Privacy but no
Data Privacy.
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Theorem 2 (D-IND =~ Q-IND). If a data outsourcing scheme that has Data Privacy
exists, there is a data outsourcing scheme that has Data Privacy but no Query Privacy.

Proof. Let (Gen, Enc, Q) be a data outsourcing scheme that has Data Privacy. We modify
it in a way to violate Query Privacy, but keep Data Privacy intact. To this end, we amend
the protocols that execute queries to have the client transmit the executed query in the
clear after the actual protocol is complete. We have to show that the modification violates
Query Privacy but does not violate Data Privacy.

With the modification, the adversary in experiment Q-IND can easily extract the
executed query from any view and thus determine the challenge bit with certainty. Thus
the modification violates Query Privacy. To see that this modification does not violate
Data Privacy, first note that the modified scheme retains its Data Privacy up until the
point of the modification. We argue that the transmission of the query in the clear does
not break Data Privacy. Consider experiment D-IND. Because the experiment draws
the key K after the scheme is fixed, the scheme is independent of the actual key used
to encrypt the data set d. Further, because the query is supplied by the adversary in the
experiment and the adversary has learned neither dj, nor K up to this point, the query is
also independent of dj, and K. This concludes the argument. ]

Theorem 3 (Q-IND =5 D-IND). If there is a retrievable data outsourcing scheme that
has Static Security, there is a data outsourcing scheme that has Query Privacy and Static
Security, but no Data Privacy.

For this proof, we change each protocol of the given outsourcing scheme. Each changed
protocol transfers the encryption key K to the server, retrieves the outsourced data set,
and executes the query locally. Please note that Theorem 3 also separates Static Security
from Data Privacy.

Proof. Let (Gen, Enc, Q) be a retrievable data outsourcing scheme that has Static Security.
We construct a modified scheme (Gen, Enc, Q") that suits our purposes. By adopting
Gen and Enc, we retain static security. We design Q' such that it has query privacy, but
trivially loses Data Privacy. Q' is constructed iteratively, starting with an empty set. For
each protocol 74 € Q that realises a query g, we define a protocol 77 € Q" as follows:

(Recall that the client’s input is the encryption key K and a query g; the server’s input
is an encrypted data set Enc(d, K).)

1. Client: Transfer K to the Server.
2. Server: Decrypt Enc(d, K) and send d = Dec(Enc(d, K), K) back to the Client.

3. Client: Execute query q locally on d and output g(d).

Protocol 7’ transmits the data set d in the open, violating Data Privacy. Because the client
executes g locally and never transmits any information that depends on g, the scheme
(Gen, Enc, Q) does have Query Privacy. O

The following theorems show that Result Privacy is equivalent to both Data Privacy
and Query Privacy (at the same time).

Theorem 4 (R-IND = D-IND). There is no data outsourcing scheme that has Result
Privacy but no Data Privacy.
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Proof. Assume a data outsourcing scheme (Gen, Enc, Q) for which there is an efficient
adversary Ap against experiment D-IND. We give an efficient reduction for Ap that
breaks the Result Privacy (experiment R-IND) of the scheme, contradicting the assumption.
The reduction is straightforward. It has to provide a challenge oracle viewg (Enc(dp, K)).

R-IND A
k
K « Gen(1%) K s
lk
view’é‘(Enc(., K)
view? (Enc(-, K)
do, di
(do, o), (d1, q1) qo, q1 < Q
Vlewgqb(Enc(., K))
s ﬂqb
vipws” (Enclds. H) view? (Enc(dp, K))
b/
bl

Figure 5.2.: Sketch for the proof of Theorem An efficient reduction of an adversary Ap
that breaks Data Privacy to an adversary A, that breaks Result Privacy.

Such an oracle is provided by experiment R-IND and only has to be passed through (see

Figure 5.2). i

Theorem 5 (R-IND = Q-IND). There is no data outsourcing scheme that has Result
Privacy but not Query Privacy.

Proof. The proof of Theorem |5 is analogous to the proof of Theorem |4, Instead of
passing through the oracle for viewZ (Enc(dp, K)), now, the reduction A passes the

oracle viewg”’ (Enc(+, K)) to the adversary Ag (see Figure . O

Theorem 6 (D-IND A Q-IND = R-IND). Data Privacy and Query Privacy together
imply Result Privacy: There is no data outsourcing scheme that has Data Privacy and Query
Privacy but no Result Privacy.

We prove the statement using a game-hopping technique. Assume any adversary
against R-IND. We replace both view oracles for dp and g, with an oracle for fixed
challenges d, and qo, respectively. We argue the indistinguishability of these steps
with Data Privacy and Query Privacy. Finally, in the now-transformed experiment, the
adversary has no advantage since her input is independent of b. Concluding, given a
scheme with Data Privacy and Query Privacy, no adversary against result privacy has a
non-negligible advantage in the game R-IND.
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R-IND A
K « Gen(1¥) 1k

-

riew? (Enc(-, K)

viewZ (Enc(-, K)

do, g1
dy,di «— D

(do, o), (d1, q1)

b= {01} view? (Enc(dp, K))

<

lewgqb(Enc(-, K

~

vi ewgq” (Enc(dp, K))

Viewgqb(Enc(~, K))

bl

Figure 5.3.: Sketch of the proof for Theorem |5: An efficient reduction of an adversary
A that breaks Query Privacy to an adversary A, that breaks Result Privacy.

Proof. Starting from the result privacy experiment R-IND, we define two game trans-
formations: R-IND” and R-IND”. In the unmodified experiment R-IND, the adversary is
supplied with the following view oracles:

« view (Enc(dp, K))
- view 2" (Enc(-, K))

- view " (Enc(dp, K))

In the following two steps, we set the bit b in the two view oracles to 0.
In the modification R-IND’ (cf. Figure , we replace the oracle viewg‘ (Enc(dp, K))

with an oracle for viewg (Enc(dp, K)) and the oracle View;qb (Enc(dp, K)) with

viewg’b (Enc(dp, K)). This modification is indistinguishable for the adversary. If she could
distinguish R-IND from R-IND’, she could also break Data Privacy which is impossible by
our assumptions. We prove the indistinguishability of R-IND from R-IND’ in Lemma 3|

In the game R-IND” (cf. Figure, we replace viewgqb (Enc(+, K)) by viewg’0 (Enc(-, K))
and further viewg’b(Enc(dO, K)) by viewg’o(Enc(do, K)). In R-IND” the adversary re-
ceives no input that is dependent on the challenge bit b. Consequently, the adversary
in R-IND” can not have an advantage over guessing b. This modification is also indis-
tinguishable for the adversary. If she could distinguish R-IND” from R-IND”, she could
also break Query Privacy, which is impossible by assumption. She thus has no advantage
over guessing b. We have to argue that R-IND” is indistinguishable from R-IND’ for the
adversary. We prove the indistinguishability of R-IND” from R-IND” in Lemma ]

Lemma 3. An adversary who can distinguish between running in experiment R-IND and
experiment R-IND’ yields a successful adversary against Data Privacy.
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R-IND’

view? (Enc(-, K))

(do, qo), (d1, q1)

b « {0, 1} Viewg‘(EnC(do, K))

Viewgqb(Enc(~, K))

view " (Enc(dp, K))

bl

Figure 5.4.: The experiment R-IND’. In contrast to the experiment R-IND, the adversary
gets the oracles for viewg(Enc(do, K)) and viewgqb(Enc(do, K)).

We model the distinction between the two R-IND and R-IND” with an experiment
D-Oracle-IND in which the adversary must decide whether she is running in R-IND or
in R-IND’ (see Figure 5.6). The difference between the experiments R-IND and R-IND’ is
whether the first challenge oracle is viewg (Enc(dp, K)) or viewg (Enc(dp, K)).

Thus, in D-Oracle-IND the adversary is challenged on deciding whether she has access
to an oracle viewg(Enc(db, K)) or whether she is accessing oracle viewg(Enc(do, K)),
where the bit b is set to 0. This is decided by a random challenge bit ¢, which is drawn by
the experiment D-Oracle-IND and has to be guessed by the adversary. (The query view
oracle viewg‘“’ (Enc(+, K)) is provided to the adversary with no change.) To clearly separate
the different challenge bits, we name the challenge bit in the distinction experiment
D-Oracle-IND c.

Security Game 8 (D-Oracle-lNDi’éen’Enc’Q)(k)).

1. The experiment chooses a key K « Gen(1¥).
2. A receives oracle access to viewg (Enc(-, K)).

3. A outputs two data-set-query pairs (dy, qo) and (dy, q1) to the experiment (under the
restrictions that |dy| = |d,| and that nq, and g, have the same number of messages).

4. The experiment draws two random bits b < {0, 1} and c < {0, 1}.

5. Challenge:
If ¢ = 0: A oracle receives access to viewg(Enc(dO, K)).
If ¢ = 1: A oracle receives access to viewg‘(Enc(db, K)).

6. A receives access to viewgqb (Enc(+, K)).

7. If ¢ = 0: A oracle receives access to viewgqb(Enc(dO, K)).

- 0- : . Tgp
If ¢ = 0: A oracle receives access to view " (Enc(dp, K)).
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R-IND”

view? (Enc(-, K))

(do, qo), (d1, q1)

b « {0, 1} Viewg‘(EnC(do, K))

Viewg’"(Enc(-, K))

view " (Enc(dy, K))

bl

Figure 5.5.: The experiment R-IND”. In contrast to the experiment R-IND’, the adversary
gets the oracles for viewg’o (Enc(-, K)) and view;q‘) (Enc(dy, K)).

8. A outputs a guess ¢’ for c.

In order to prove Lemma 3, we give an efficient reduction A which transforms an
adversary Ap.-oracle-INp that has an advantage over guessing c in this experiment into an
adversary on Data Privacy.

Proof. Assume an adversary Ap.-oracle-iINp With a non-negligible advantage in experi-
ment D-Oracle-IND. We construct a reduction that has a non-negligible advantage in
experiment D-IND (also see Figure 5.6). We need to simulate the following oracles:

« Step 2: viewZ (Enc(-, K)).
This oracle is provided by the experiment D-IND and can be relayed.

« Step 5: viewZ (Enc(dp, K)).
This oracle is provided by the experiment D-IND and can be relayed.

« Step 6: viewg’b(Enc(-, K)).
From the experiment D-IND, we get the oracle viewg(Enc(-, K)). We fix g; and
output viewg’1 (Enc(-, K)).

. Step 7: view;qb(Enc(db, K)).
From the experiment D-IND, we get the oracle viewg (Enc(dp, K)). We fix g; and
output viewg’l (Enc(dp, K)).

Now, we can distinguish two cases for the challenge b in the experiment D-IND:

1. b=0:
We forwarded the oracles
. view (Enc(-, K)),
« viewZ (Enc(dp, K)),
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b« {0, 1}
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bl
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Figure 5.6.: Sketch of the proof for Lemma (3| An efficient adversary that can decide
whether she is running in experiment R-IND or R-IND’ yields an efficient
adversary against D-IND.

. viewg’1 (Enc(+, K)), and

- view " (Enc(do, K)).

The views are inconsistent. We simulated D-Oracle-IND with b =1 and ¢ = 0.

2. b=1:

We forwarded the oracles

. viewZ (Enc(-, K)),

« viewZ (Enc(dy, K)),

. view " (Enc(-, K)),

+ and viewg’1 (Enc(dy, K)).
We simulated D-Oracle-IND with b=1and c = 1.

Please note that if in the experiment D-Oracle-IND the random bit b is 0, the challenge
is independent of c. Therefore, the advantage from the adversary over guessing ¢ has
to be from the cases above, where b = 1. Thus, we return Ap.-oracle-IND 'S guess ¢’ as our
guess b’ to inherit Ap_oracle-IND S SUCCess probability.

O

Lemma 4. An adversary who can distinguish between R-IND" and R-IND” yields a suc-
cessful adversary on Query Privacy.

The proof of Lemma 4] is analogous to that of Lemma 3: We define a distinction
experiment Aq-oracle-INDp in Which the adversary has to decide whether she is running in
the experiment R-IND’ or in the experiment R-IND”.
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Security Game 9 (Q-Oracle-lNDf‘G‘en,Enc’ o K))-

1. The experiment chooses a key K « Gen(1¥).
2. A receives oracle access to for viewg‘ (Enc(-, K)).

3. A outputs two data-set-query pairs (dy, qo) and (di, q1) to the experiment (under the
restrictions that |dy| = |d,| and that nq, and mq, have the same number of messages).

4. The experiment draws two random bits b < {0, 1} and ¢ « {0, 1}.
5. A receives oracle access to viewg (Enc(dy, K)).

6. Challenge:
. . TT
If ¢ = 0: A receives oracle access to view;" (Enc(-, K)).

- 1. ; . Tgp .
If ¢ = 1: A receives oracle access to view_ " (Enc(-, K))

7. If ¢ = 0: A receives oracle access to viewg'0 (Enc(dy, K)).

. . T,
If ¢ = 0: A receives oracle access to VleWqu (Enc(dp, K)).
8. A outputs a guess ¢’ for c.

Proof. Assume an adversary Aq-oracle-INp With a non-negligible advantage in experi-
ment Q-Oracle-IND. We construct a reduction that has a non-negligible advantage in
experiment D-IND (also see Figure 5.7). We need to simulate the following oracles:

« Step 2: viewZ (Enc(-, K)).
This oracle is provided by the experiment Q-IND and can be relayed.

« Step 5: viewZ (Enc(dp, K)).
To simulate this oracle we use the viewg‘ (Enc(+, K)) oracle provided by the experi-
ment Q-IND and fix d.

« Step 6: viewg’b(Enc(~, K)).
This oracle is provided by the experiment Q-IND and can be relayed.

- Step 7: view " (Enc(dy, K)).
From the experiment Q-IND, we get the oracle viewgqb (Enc(-, K)). We fix dy and
output viewgqb (Enc(dp, K)).

Now, we can distinguish two cases for the challenge b in the experiment D-IND:

1. b=0:
We forwarded the oracles

« viewZ (Enc(, K)),
. view? (Enc(dp, K)),
- view " (Enc(-, K)), and
. view;qo(Enc(do, K)).
The challenge is consistent. We simulated Q-Oracle-IND with ¢ = 0.
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Figure 5.7.: Sketch of the proof for Lemma |4, An efficient adversary that can decide
whether she is running in experiment R-IND’ or R-IND” yields an efficient

adversary against Q-IND.

2. b=1:
We forwarded the oracles

. viewg‘(Enc(-, K)),
. viewg‘(EnC(do. K)),
. \/iewg71 (Enc(-, K)), and

. view " (Enc(do, K)).

The challenge is inconsistent. We simulated Q-Oracle-IND with ¢ =1 and b = 1.

Please note that for b = 1 and for ¢ = 0, the adversary would receive the same

oracles as for b = 0. Therefore, we only have to consider the case ¢ = 1, here.

Thus, we return Aq-oracle-IND’S guess as the reduction’s own guess b’ = ¢’ to inherit

AQ-Oracle-IND S success probability.

The Theorems|4}[5/and 6|lead to the following corollary:

O

Corollary 1 (R-IND <= D-IND A Q-IND). Result Privacy is equivalent to both, Data

Privacy and Query Privacy (at the same time).

5. Query Privacy and Private Information Retrieval

In the original definition of (single server) Computational Private Information Retrieval
(cPIR) [KO97]], the notion is defined for a pair of polynomial time Turing machines, a
database, and a user. The user queries the database once. The database machine has a
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n-bit input string on its input tape, reads the query from its read only communication
tape, and writes a reply to its write only communication tape. The user finally outputs a
bit. We give a definition of the cPIR notion using our notation and conventions.

Definition 46 (Private Information Retrieval). A queryable outsourcing scheme

(Gen, Enc, Q) exhibits Computational Single Server Private Information Retrieval when
for any n € N, any security parameter k € N, and any data set d over ¥ = {0, 1}" the
following two conditions hold:

1. Correctness:¥i € {0,...,n—1}3Ar; € Q : Jrl.@(d) =d[i].

2. Privacy:Vc e N,i,j€{0,...,.n—=1},3YAIK € N such thatVk > K :

IPr[ﬂ(viewg(Enc(d, K))) = 1] —Pr[ﬂ(viewg(Enc(d, K))) =1]| <

max(k, n)¢

Theorem 7. Private Information Retrieval is equivalent to Query Privacy.

In our proof, we implicitly exclude schemes that store unretrievable information in
the data set. We assume that each queryable outsourcing scheme has, for each bit in its
data set, a query that retrieves it. This is not a restriction, as one can easily construct a
non-redundant scheme from one that stores unretrievable information.

Proof. For this proof, let the domain of all data sets be A = {0, 1}*. We fix a security
parameter k € N. W.l.o.g., we assume any queryable outsourcing scheme (Gen, Enc, Q)
with a protocol r; that outputs the / + 1th bit of the data set for all / € {0, ..., n—1}, where
n is the length of the data set d € A. We prove the theorem in two steps.

PIR = Q-IND:
Assume any efficient adversary A who is successful in the experiment Q-IND with a
non-negligible advantage over guessing. We show that there are /,j € {0, ..., n — 1}, and
an efficient algorithm A" such that they violate the privacy condition of Definition

Construct A’ as follows: Simulate experiment Q-IND to obtain 7;, 7j from A. i and
J are the required indices. Now relay the input viewg”(Enc(d, K)) (for b € {i,j}) to A.
Output A’s guess b'.

Q-IND = PIR:
Assume any /,j € {0, ..., n — 1} and any efficient algorithm A’ such that A" violates the
privacy condition of Definition [46|at indices / and j. We construct an efficient adversary
A that has a non-negligible advantage over guessing in the experiment Q-IND: Output
m; and 7; as the challenge queries. Output b’ = ﬂ(viewg"(Enc(d, K))) (for b € {i,j}).
(For any adversary with a success probability < % there is an adversary with a success
probability > %, easily obtained by flipping its guess.) O

6. Generalised Security Notions for Data Outsourcing
Schemes

In this section, we generalise the security notions of Data Privacy, Query Privacy, and Re-
sult Privacy. This allows for restricting the adversary’s power. We use two generalisations
on our notions from Section
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« bounds that limit the number of oracle calls the adversary is allowed to
« leakage relations that limit the adversaries choices for data sets and queries

A special case for a bound is 1 which renders the notions non-adaptive. Further, we
explicitly model the issuing of queries independently of handing out the results. This
allows us to capture security notions where the adversary can alter the state of the
database, but can not see the immediate result (e. g. she can only observe the result of the
last issued query).

In Section 5, we showed that Query Privacy is equivalent to private information
retrieval. As it is notoriously hard to realise practical (single server) PIR| protocols [SC07]
a natural consequence is to investigate weaker security notions with an eye on practical
feasibility. Similarly, protocols that, in order to execute queries efficiently, base decisions
on the content of the queried data leak information about the data.

In order to model potential information leakage about the data and the queries (also
see Section|2.4), we introduce the leakage relations Ry and Ry. Challenges the adversary
can choose are subject to equivalence under these relations. This way, one can explicitly
rule out specific distinction advantages. To model the leakage of the length of a data set
for example, one would define Ry C D? as the set of all data set pairs with equal length.

Goh et al. introduce restricting parameters into their security notion as well.
They allow for a bound on the running time, the advantage, and the number of oracle
calls. Our approach is similar to these concepts but introduces further generalisations.

In the following, we define the generalised security notions for Static Security, Data
Privacy, Query Privacy, and Result Privacy. In Section|6| we use the generalised notion of
Static Security in order to instantiate IND-ICP, our notion for secure database outsourcing
and we use the generalised notion of Data Privacy to instantiate a generalisation of
IND-ICP that holds in the presence of queries.

Since, in the static case, the adversary has no access to a query oracle and does not
issue queries, only the introduction of the leakage relation Ry is meaningful.

Security Game 10 (IND-C DA(jé’ei"’Enc)(k)).
1. The experiment chooses a key K < Gen(1¥) and a random bit b < {0, 1}.

2. The adversary A is given input 1% and oracle access to Enc(-, K).

3. A outputs two data sets dy and d, to the experiment. The choice of dy and d; is
restricted to data set pairs that are equivalent with regard to equivalence relation

Ry € D?,i.e. (dy, dy) € Ry.
4. A is given Enc(dp, K).
5. A outputs a guess b’ for b.
The result of the experiment is 1 if b" = b and 0 else.

Definition 47 (Static Security). An outsourcing scheme (Gen, Enc) has indistinguishable
encryptions under chosen-data-attacks (IND-CDA) or Static Security with respect to Ry, if
for all PPT adversaries A, there exists a negligible function negl such that:

Pr[IND-CDA™ R (k) =1] <

(Gen,Enc) + neg/(k)

N | =



76 5. Privacy for Data Outsourcing

The generalisations for the notions Data Privacy, Query Privacy, and Result Privacy
are straightforward. We introduce the bounds n;, nz, and ns that limit the number of
times, the adversary can access the oracles given to her in each security game. The bound
ny limits the times, the adversary can access the oracle viewg (Enc(-, K)). This allows to
model security notions, where the adversary is limited in what she is allowed to learn
about outputs of the scheme. For example setting the bound n; to zero allows to model
security notions for deterministic schemes. The bound n, limits the times, the adversary
can access the challenge oracle. The bound ns limits the times, the adversary can access
a run oracle, that has no output but can be used to simulate query executions. This run
oracle serves the purpose to capture hypothetical schemes that, for example upload the
encryption key after n, + t (with t < n3) queries. For Query Privacy and Result Privacy,
analogous to Static Security, we introduce Ry a leakage relation of queries, that restricts
the adversary.

Security Game 11 (D-IND Re.mm2m5 )y
(Gen,Enc,Q)
1. The experiment chooses a key K « Gen(1¥).

2. A receives access to an oracle for Viewg(Enc(-, K)), and continues to have access to
it. A is only allowed to query viewZ (Enc(:, K)) for a total number of ny times.

3. A outputs two data sets dy and d, to the experiment. The choice of dy and d is
restricted to data set pairs that are equivalent with regard to equivalence relation

Ry C D? i.e. (dy, di) € Ry.
4. The experiment draws a random bit b < {0, 1}.

5. Challenge: A is given access to an oracle for viewg(Enc(db, K)), and continues to
have access to it. A may call the challenge oracle for a total number of n, times.

6. Run oracle: A is given access to an oracle rung‘ (Enc(dp, K)). The run oracles execute
queries just as the view oracle does, but has no output. A is allowed to call the run
oracle for a total number of ns times.

7. A outputs a guess b’ for b.
The result of the experiment is 1 if b" = b and 0 else.

Please note that if an adversary is given access to an oracle, she continues having
access to it until to the end of the security game. For example, the adversary can call
the oracle for view (Enc(dp, K)) after calling the oracle run? (Enc(dj, K)) as long as she
does not exceed the number of calls allowed by the respective bounds.

Definition 48 (ny, nz, n3-Data Privacy). An outsourcing scheme (Gen, Enc, Q) has
ny, ny, n3-Data Privacy with respect to Ry, if for all adversaries A, there exists a
negligible function negl such that:

Pr[D-IND 7 Rammens ey = 1) <

(Gen,Enc,Q) + neg/(k)

NS

. A,Rq,ny,n3,
Security Game 12 (Q-IND (Gen‘TE':Cg)ns(k)).

1. The experiment chooses a key K « Gen(1¥).
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2. A receives access to an oracle for viewg(Enc(-, K)), and continues to have access to
it. A is only allowed to query viewg(Enc(-, K)) for a total number of n; times.

3. A outputs two queries gy and q; to the experiment. The choice of qy and q; is restricted
to query pairs that are equivalent with regard to equivalence relation Ry C I1%, i.e.

(9. G1) € Rq.

4. The experiment draws a random bit b < {0, 1}.

5. Challenge: A is given access to an oracle for viewg’"(Enc(-, K)). A may call the
challenge oracle for a total number of n, times.

6. Run oracle: A is given access to an oracle run’éb(Enc(-, K)), and continues to have
access to it. The run oracle executes queries just as the view oracle does, but has no
output. ‘A is allowed to call the run oracle for a total number of ns times.

7. A outputs a guess b’ for b.
The result of the experiment is 1 if b* = b and 0 else.
Definition 49 (ny, nz, n3-Query Privacy). An outsouring scheme (Gen, Enc, Q) has
ny, ny, n3-Query Privacy with respect to Ry, if for all adversaries A, there exists a
negligible function negl such that:
A,Rq.n1,ny, 1
Pr[Q-IND(Gen‘fE':Cz)m(k) =1] < o negl (k)

. A,Rq4,Rq,n1,n2,
Security Game 13 (R-IND(Gen‘jEn‘C’,S) "1 (k).

1. The experiment chooses a key K « Gen(1¥).

2. A receives access to an oracle for viewg(Enc(-, K)), and continues to have access to
it. A is only allowed to query viewg(Enc(-, K)) for a total number of n; times.

3. A outputs two data-set-query pairs (dy, qo) and (dy, q1) to the experiment. The choice
of dy, di, qo, and q; is restricted to (dy, di) € Rq and (qo, g1) € Rq.

4. The experiment draws a random bit b « {0, 1}.

5. Challenge: A is given access to the oraclesforviewg’b (Enc(dp, K)), viewg (Enc(dp, K)),
and viewg’b (Enc(+, K)) and continues to having acces to them. A may call these ora-
cles for a total number of ny times.

6. Run oracle: A is given access to the oracles rung (Enc(dp, K)), and rung"(Enc(-, K)),
and continues having access to them. The run oracle executes queries just as the view
oracle does, but has no output. A is allowed to call the run oracles for a total number
of ns times.

7. A outputs a guess b’ for b.
The result of the experiment is 1 if b" = b and 0 else.

Definition 50 (ny, nz, n3-Result Privacy). An outsourcing scheme (Gen, Enc, Q) has
n1, N2, n3-Result Privacy with respect to Ry and Ry, if for alllPPT adversaries ‘A, there exists
a negligible function negl such that:

A,Rq,Rq,n1,n2,n3

Pr[R-lND(Gen,EnC,Q)

(k) = 1] < = + negl(k)

N | =






6. Security Notions for Database
Outsourcing

This chapter is partially based on work already published in [AGH11;[Hub+13;[Hei+10}
Hub+11; HMN13; HMN14; HH14; Har11]] and [Ach+16].

1. Introduction

In order to be efficient, a database outsourcing scheme needs to support queries with a
sublinear search time with regards to the size of the database. As of today, there are no
known efficient (single server) database outsourcing schemes that fulfil a strong, classical
security notion such as IND-CPA. If the data is stored on the server, efficient schemes
have to execute at least parts of the queries on the server. Application specific, weaker
security notions leak information about the data to the server. This information, then,
can be exploited to build efficient schemes.

This is one of the main difference between classical security notions for encryption
and notions tailored for secure database outsourcing and database privacy. The goal of
strong encryption schemes is to hide every aspect of the plaintext (except for the length).
The intention schemes for database outsourcing, searchable encryption, and database
privacy is to hide certain aspects of the plain text or the queries, while preserving other
aspects in order to provide some form of utility.

For database privacy, this utility is the accuracy results of analyses on the disclosed
database in comparison to results of analyses on the original database. For database
outsourcing and searchable encryption this utility is the support for efficient execution
of queries. Therefore, a privacy notion can be seen as a trade off between confidentiality
and utility.

Based on the generalised security notions for data outsourcing presented in Chapter|5|
in this Chapter, we define indistinguishability over independent column permutations
(INnD-ICP), a static notion for secure database outsourcing that allows for efficient execu-
tion of queries. Based on this notion, we define the notion /-IND-ICP, that provides
security when the adversary is allowed to observe the execution of queries. In Chapter
we provide a database outsourcing scheme that fulfils IND-ICP as well as an extension of
this scheme that fulfils /-IND-ICP.

Structure of this Chapter In this Chapter, we will define our security notions for
database outsourcing. We will define IND-ICP, a static security notion, in Section
Furthermore, we show, that IND-ICP is an instance of generalised IND-CDA, the gener-
alised Static Security notion for data outsourcing defined in Chapter |5 In Section 3| we
will define /-IND-ICP, a generalisation of IND-ICP, and a dynamic variant of IND-ICP that
provides security if the adversary observes query executions. This dynamic variant, is a
direct instance of the generalised notion for Data Privacy from Chapter

79
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2. Indistinguishability under Independent Column
Permutation

In this section, we present the notion Indistinguishability under Independent Column
Permutation (IND-ICP), a security notion for secure database outsourcing. It allows for
database outsourcing schemes that enable efficient execution of queries on the outsourced
database. In Chapter|7, we will present such a scheme, discuss its efficiency, present and
discuss implementations of this scheme, and provide benchmarks.

Informally, IND-ICP guarantees that an adversary does not learn the relations of the
attribute values in the original database. The idea of IND-ICP is inspired from k-anonymity.
The intention of the notion k-anonymity is to hide the relations of values of the sensitive
predicate and individuals. While this intention seems reasonable, the notion k-anonymity
is implemented as a syntactical notion without considering adversaries explicitly. We
improve on this by carrying over the intention of k-anonymity to a semantic, game-
based notion that considers adversaries. Since IND-ICP is a cryptographic privacy
notion, it overcomes some of the shortcomings of k-anonymity (cf. Chapter 4, Section 2.2).
Furthermore, we do not differentiate between identifiers, quasi-identifiers, and sensitive
information, resulting in a notion of a more general applicability. For example, a scheme
that provides IND-ICP can also be used in scenarios that do not involve data related to
individuals.

2.1. Formalisations
Since we operate on databases, we define mechanisms that transform databases as follows:

Definition 51 (Database Transformation). A database transformation is a[PPT algorithm
f : DB — DB” with DB’, DB” C DB. Iff is a function, we call f a database function.

An example of database transformations are database anonymisation mechanisms. Note
that not all database transformations are functions. Consider for example transformations
that involve probabilistic processes. A special case of database functions are independent
column permutations:

Definition 52 (Independent Column Permutation). A column permutation is a database
function that applies a permutation to a single column of a database. An is a set of
column permutations. We call ® the set of all|icp!

A B C A B C

a, b o a3 b3 ¢

dy b2 Co a bl (&)

a by o a b o
6.1.1: Database d 6.1.2: Database p(d)

Figure 6.1.: An example for a database before and after an independent column
permutation p = {py, p2, p3} with p; = (13), p, = (123), and p3 = id.

An permutes the attribute values of a database within columns. Consider for
example the databases depicted in Figure|6.1) The right database (Figure 6.1.2) is the result
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of applying the permutation p; = (13) to the first column, the permutation p, = (123) to
the second column, and the permutation p; = id to the last column of the left database
(Figure|6.1.1).

We use these independent column permutations to define a relation between databases.
This relation will be the leakage relation (cf. Chapter|5| Section|6) for our security notion.
Our security notion allows the adversary to learn the equivalence class of a given database.
This is modelled with the following security game:

Security Game 14 (IND_ICPéen,EnC)(k))'

1. The experiment chooses a key K « Gen(1¥).

2. The adversary A is given input 1¥ and oracle access to Enc(-, K) and continues having
access to it.

3. A outputs a database d and anlicp/p.

4. The experiment chooses a random bit b « {0, 1} and sets dy = d and d; = p(d).
5. A is given Enc(dp, K).

6. A outputs a guess b’ for b.

The result of the experiment is 1 if b" = b and 0 else.

In this security game, the adversary chooses a database and anlicp| Then, the adversary
has to guess whether this|icp/has been applied to the database prior to encryption. The
oracle Enc(-, K) serves as an encryption oracle that lets the adversary encrypt arbitrary
databases without revealing the encryption key K to the adversary. The experiment
returns 1 if the adversary guessed right and 0 otherwise. Based on this security game, we
can define the IND-ICP notion:

Definition 53 (Indistinguishability under Independent Column Permutation). A database
outsourcing scheme (Gen, Enc, Q) has Indistinguishability under Independent Column
Permutation (IND-ICP), if for all adversaries A, there exists a negligible function negl
such that:

Pr[IND-ICP{“

1
Gen’Enc)(k) =1] < 2 + negl(k)

Since the relations are destroyed by independent column permutations, the notion
IND-ICP prevents the adversary from learning them from the encrypted database. This
security notion is weaker than classical cryptographic security notions for encryption.
In classical experiments used to define security notions for encryption, the adversary
is allowed to freely choose two elements either from a set of plaintexts (IND-CPA) or
from a set of ciphertexts (IND-CCA). In the security game IND-ICP(%en Enc)’ the adversary
can only select two databases that can be transformed into each other with anlicp| This
effectively weakens the security of the notion based on this game. For example, the
adversary is allowed to learn the attribute values that occur in the database. We will
later use this information to build an efficient and IND-ICP secure database outsourcing
scheme.

Please note that the notion IND-ICP does not compose with arbitrary background
knowledge. According to the No-Free-Lunch Theorem [KM11], this is not possible while
maintaining some utility. We will discuss this and other shortcomings of the notion
IND-ICP as well as shortcomings of schemes that fulfil this notion in Chapter|7, Section 8|
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2.2. IND-ICP as an Instance of IND-CDA

InD-ICP is a direct instance of the generalised Static Security notion IND-CDA (Defini-
tion[47|in Chapter |5). We define the leakage relation as the relation induced by ®, the set
of all independent column permutations.

Theorem 8. IND-ICP is equivalent to Static Security for databases with respect to Ry =

DB /o (DB)-
IND-ICP A InD-CDA A
K « Gen(1¥) 1k K « Gen(1¥) 1k
Enc(-, K) Enc(-, K)
d, p d(), d1 with d()Rdd1
b « {0, 1} b < {0, 1}
d() =d
d; := p(d) Enc(dp, K) Enc(dp, K)
b’ b’
6.2.1: IND-ICP 6.2.2: IND-CDA

Figure 6.2.: The security games IND_ICP(&gen,Enc) and IND-C DAfg;'ei‘fEnc).

Proof. We set D = DB. Each adversary that has a non-negligible advantage in

IND-ICP%En Enc) CaN efficiently be reduced to an adversary that has non negligible ad-
vantage in IND-C DAfGl’e?Enc) and vice versa. The reductions are straightforward (cf. Fig-
ure : The reduction from IND-lCP(QZéen’EnC) to lND-CDA(jé’e?EnC) sets dy := d and
d, := p(d), while the reduction lND—CDA(y({;’e'ff’EnC) to IND—ICP(%en Enc) sets d = dy and
determines an [icp|p with p(dp) = di. |

2.3. IND-ICP as a Meaningful Security Notion

Security notions are not an end in itself. They have to be meaningful. Designing a scheme
first and a security notion that is fulfilled by this scheme second can lead to a notion
that very well describes the security properties of the scheme but is not meaningful
for the context the scheme is used in. Since IND-ICP is a security notion for database
outsourcing it has to be meaningful in the context database outsourcing. Databases are
sets of tuples of the same domain. These tuples, for example, describe individuals or
measurement results. In our model, the adversary knows the scheme of the database.
Therefore, potential attribute values are not a secret.

In reality, often not the data points itself but their context — their relation to other points
are of increased interest. For example for in a medical database not a single symptom
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itself but its relations to other symptoms and to properties of the individual showing
them may be relevant for diagnosis or finding side effects of drugs. Applications that
combine large amounts of data and analyse relations, so-called Big Data applications,
promise huge benefits for example for automation, artificial intelligence, and optimisation
of infrastructures. Therefore, the assumption that not the data points itself but their
relations are valuable is reasonable for many scenarios. Often, these valuable relations are
also sensitive and have to be protected. Therefore, a security notion that hides relations
is a meaningful notion.

Note that, of course, there are cases where the occurrence of a certain attribute value
itself, independent of its relations to values of other attributes, deserves protection. A
simple example are licence codes of software. The notion IND-ICP is a application specific
and not an one fits all solution. As with all security measures, an evaluation in respect
to the security requirements is necessary prior to a potential deployment of an IND-ICP
secure mechanism.

3. /-Indistinguishability under Independent Column
Permutation

In order to hide sensitive information, methods that fulfil the privacy notion k-anonymity
partition the database into blocks of at least size k (cf. Chapter 3 Section [2.2.1). Based on
this idea, the notion IND-ICP can be generalised.
In the security game IND_ICP{C{]en,Enc) (Definition |14), the adversary may choose a
arbitrary independent column permutation. Now, we partition the database into smaller
blocks and restrict the to only permute values within these blocks. We use / for
the size of the blocks in order to avoid confusion with the security parameter k of the
encryption scheme. We define a subset of all independent column permutations, that
only permute attribute values within a block of the database. The result of restricting the
adversary in IND-ICP security game to only chose independent column permutations of
this subset is a notion that generalises IND-ICP. We call this notion /-IND-ICP. We will
use /-IND-ICP to define a database outsourcing scheme that provides /-IND-ICP in the
presence of queries in Chapter|7| Section

In order to define this generalised notion, we need to define independent column
permutations that only operate within a specific partition of a database. Therefore, we
define a partitioning scheme of a database:

Definition 54. (Partitioning Scheme) Let f : DB — 2P® be a function that partitions a
database d into subsets of d with:

* d = Upef(d) Pi-
« [f(d)| = |f(dy)| and ¥p; € f(d\), gi € f(dy) : |pil = |qil
We call f a partitioning scheme for databases and i the partition id of partition p;.

The first condition ensures that the result of f(d) actually is a partitioning of d. The
second condition guarantees that f only depends on the size of d, but not on the data in

d.
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Definition 55 (Partitioning Scheme with Partitions of Size /). Let f be a partitioning
scheme for databases with Vp; € f(d) : |pi| > |. we call f a partitioning scheme with
partitions of size /. For a database d € DB, we call an element of f (d) a partition of d or
an [-bucket of d.

Please note, that if the database has less then 2 - / tuples, than f(d) = d for any
partitioning scheme f with partitions of size /. With a partitioning scheme, we now
can define independent column permutations that respect partitions of a database. This
means that the individual permutations only operate within a partition.

Definition 56 (Partitioning Respecting Independent Column Permutation). Let f be a
partitioning scheme for databases. A column permutation p that respects f is a column
permutation where f(d) and f (p(d)) only differ in one element. An independent column
permutation that respects f is a set multiple column permutations that respect f.

Note, that anlicp|that respects a partitioning scheme can permute attribute values in all
partitions and columns, since an [icp|is comprised of multiple column permutations. With
this definition of special independent column permutations, we can define /-IND-ICP as
follows:

Definition 57 (/-Indistinguishability under Independent Column Permutation). A database
outsourcing scheme (Gen, Enc, Q) has /-Indistinguishability under Independent Column
Permutation for f (I-IND-ICP), if for alllPPT adversaries Ar that only choose independent
column permutations that respect f, there exists a negligible function negl such that:

Pr[IND-Icq’ﬁ‘;; ninoy(K) = 11 < = + negl (k)

N | =

Note that if np,,x is the size of the biggest database in DB, and if / > L%J than
[-IND-ICP is equivalent to IND-ICP, since the only partitioning of a database with par-
titions of at least size / is the database itself. If, however, [ is smaller than L%J a
method that fulfils /-IND-ICP does not necessary fulfil IND-ICP. Consider the example
depicted in Figure|6.3| Figure shows the original database while Figure shows

Name Surname

. Bob Jones Name Surname

2 Alice  Smith {Alice, Bob} {Jones, Smith}

3 Carol  Jones {Carol, Eve} {Brown, Jones}

4 Eve Brown 6.3.2: transformed database
6.3.1: input

Figure 6.3.: An example for the input and the output of a mechanism that fulfils
[-IND-ICP for / = 2 but not IND-ICP.

the database transformed by a mechanism that fulfils 2-IND-ICP for this database. The
original database can be partitioned into two 2-buckets comprised of the rows 1 and 2, and
rows 3 and 4. An adversary does not learn more about the relations of the attribute values
than the fact that the attribute values within the 2-buckets are related. The adversary can,
however, given the database in Figure infer that no one named Alice Brown is in
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the original database. If the mechanism used to transform the database fulfilled IND-ICP,
the adversary would not be able to infer this.

Based on the static notion /-IND-ICP, we can instantiate a dynamic notion, that con-
siders the adversary observing the execution of queries. We call this notion no query
advantage over /-IND-ICP:

Definition 58. (No Query Advantage over |-IND-ICP) A database outsourcing scheme
(Gen, Enc, Q) for databases of size n has no query advantage over /-IND-ICP if it has
ni, nz, n3-Data Privacy with respect to Ry, with:

* Ry, is the relation implied by independent column permutations that respect a parti-
tioning scheme f

e ny = poly(k)
e ny = poly(k)
* n3 = poly(k)

In Chapter |7, Section 5, we provide a scheme that fulfils no query advantage over
[-IND-ICP.






7. Mechanisms for Database
Outsourcing

This chapter is partially based on work already published in [AGH11;Hub+13;[Hub+11}
Hei+10;[HMN13; HMN14; HH14; Boe13; Bar14;Har11; Mar13]] and [Ach+16].

1. Introduction

Formal notions, their relations, and composability properties are important for crypto-
graphic research. For example, they enable the comparison of the security of mechanisms
and the reasoning about security properties without the need to consider mechanisms
explicitly. In order to realise secure applications, however, there also have to be mecha-
nisms that fulfil these notions. Considering the trend of outsourcing data and calculations
and the fact that many applications rely on databases, mechanisms for secure database
outsourcing are especially desirable. Clients outsourcing their data with mechanisms
that do not provide any security guarantees are dependent on the goodwill of the service
provider and all potential internal adversaries. They lose control over their data and risk
misuse or disclosure to third parties.

In order to be used in applications, mechanism with security guarantees have to be
practical. The overhead they introduce has to be reasonable. One may argue that the
overhead of a security mechanism for outsourcing has to be lower than the benefit of out-
sourcing. The overhead can be considered at design time in the O notation and measured
after implementation of the mechanism. Since the O notation does not consider constant
factors that can play a huge role for implementations, both, theoretical scaling properties
as well as actual benchmarks have to be considered when choosing a implementation of
a security mechanism.

Furthermore, implementing a scheme with provable security properties introduces
a context switch. The security properties are proven in an abstract model whereas the
implementation of the scheme is used in the real world. This can introduce side channels
that allow to break the security of the scheme.

In this section, we will define the MimoSecco database outsourcing scheme, discuss its
scaling properties in the O notation, prove that it fulfils IND-ICP, present implementations
of this scheme, and provide benchmarks. One implementation, the MimoSecco research
prototype, has been integrated in a prototype of a commercial database abstraction and
synchronisation layer. The other implementation, the Cumulus4j plug-in, is free software
under the GNU Afero General Public License and already used in a commercial
invoice processing software as a service. Furthermore, we present optimisations of the
MimoSecco scheme with different performance properties, depending on the data stored
and the queries. In the last section of this chapter, we discuss potential side channels of
implementations of database outsourcing schemes.

87
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Structure of this Chapter In Section|2| we provide the preliminaries for this chapter: We
provide an overview of database outsourcing schemes found in literature, discuss efficient
query execution in the context of database outsourcing schemes, and define the classes
of queries used by our schemes. Section 3| discusses Differential Privacy in the context of
database outsourcing. In Section|4, we define the MimoSecco scheme, discuss its efficiency
and prove that it fulfils IND-ICP. In Section 5, we provide a variant of this database
outsourcing scheme that provides provable security even if the adversary is allowed
to observe query executions. Section [6] presents and discusses the implementations
MimoSecco and Cumulus4j and provides benchmark results. In Section |7, we present
performance optimisations of the index structures of our scheme and provide benchmarks.
Section 8| discusses side channels of database outsourcing schemes and implementations.

2. Preliminaries

In this section, we provide an overview over database outsourcing schemes, that can
be found in literature. These schemes use cryptographic primitives such as encryption
and hash functions as well as fragmentation of databases and generation of indices in
order to support efficient execution of queries. In contrast to our scheme, many of these
schemes, however, do not provide a formal definition of their security properties. We
do not focus on searchable encryption schemes, since database outsourcing schemes, in
general, provide support for a larger range of queries (e. g.[SQL). Since many searchable
encryption schemes provide a formal definition of their security, they already heave been
discussed in the context of privacy notions for data outsourcing in Section|2in Chapter|5|

In the remainder of this section, we discuss what can be considered an efficient execu-
tion of a query for a database outsourcing scheme and define the classes of queries that
we differentiate and consider in this chapter.

2.1. Database Outsourcing Schemes in Literature

To our knowledge, the first practical approach to secure database outsourcing was pre-
sented by Hacigiimis et. al. in [HIM02]]. Based on this approach, additional solutions have
been suggested [Hac+02; Dam+03;[HMT04; [Ces+05]]. The basic idea of these approaches
is to encrypt the database row-wise and, in order to support efficient query processing,
to enhance this encrypted database with coarse grained indices. A coarse grained index
for an attribute partitions its value space and assigns a unique id to each partition. An
attribute value can be accessed by the id of its partition. Figure|7.1 shows an example
from [Hac+02]. The goal of this approach is to increase the uncertainty of the adversary
about concrete attribute values. An approach to model and assess inference exposure
for coarse grained indices can be found in [Ces+05]. Since coarse grained indices lead to
false positives in the (intermediate) query result sets, such an approach, depending on
the data, introduces a large overhead.

Another idea is to achieve practical Data Privacy by data partitioning. The approaches
in [Agg+05} De +10; SHJ12] introduce privacy constraints with the goal to fulfil them
by fragmenting or encrypting the data [Agg+05;De +10;De +13]] or fragmentation and

addition of dummy data [SHJ12].
In [NC11], Nergiz et. al. use the Anatomy approach [XT06] with the goal to achieve

Data Privacy in a database outsourcing scenario. Since this approach focuses on hiding re-
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eid ename salary addr did
23 Tom 70k Maple 40
860 Mary 60k Main 80
320 John 50k River 50
875 Jerry 55k Hopewell 110
7.1.1: emp
etuple eid® ename® salary® addr® did®
1100110011110010... 2 19 81 18 2
1000000000011101... 4 31 59 41 4
1111101000010001... 7 7 7 22 2
1010101010111110... 4 71 49 22 4
7.1.2: emps

Figure 7.1.: The tables emp and emp® (taken from || )- The attribute etuple of table
empS holds encrypted rows of the table emp. The attributes eid®, ename”,
sa/arys . addr®, and did® are coarse grained indices for the attributes eid,
ename, salary, addr, did. An attribute value of a coarse graind index stands

for a partition of the corresponding attribute’s value space.

lations, it is related to the database outsourcing scheme we present in Section 4] Instead of
explicitly defining privacy constraints, similar to k-anonymity (cf. Chapter 3| Section 2.2),
the Anatomy approach introduces blocks of tuples (quasi-identifier-group (QI-group) or
equivalence class, cf. Section [2.2in Chapter 3). Instead of generalising or suppressing
the attribute values of the quasi-identifier attributes, the Anatomy approach partitions
the original table into two tables: One containing the quasi-identifier attributes and
one containing the sensitive information. Additionally, an attribute GID is introduced.
This attribute maps a row to its equivalence class. In order to reconstruct the original
database, Nergiz et. al. introduce a unique sequence number for each tuple of the original
database. The table with the quasi-identifier attributes contains these sequence num-
bers in plain text, in the table with the sensitive information, the sequence numbers are
hashed. Figure 7.2/ shows an example. One advantage of this scheme is that the attribute
GID allows to compute a table containing a join of multiple tables on the server. While
the Anatomy approach for database outsourcing also intends to hide relations between
attribute values, it does not provide a formal security notion. Furthermore it requires,
similar to k-anonymity, a classification of attributes into quasi identifier and a single
sensitive information attribute, which can be unclear for certain databases, for example
databases with attributes that are sensitive but also can be used to identify individuals.
The SECURUS approach [KJ14], also, uses privacy constraints. A privacy constraint,
for example, prohibits unencrypted storage of certain attributes on the same server. The
focus of SECURUS is to automatically find an outsourcing scheme based on a catalogue of
privacy preserving techniques such as data partitioning and encryption that fulfils a given
set of privacy constraints and supports the efficient execution of queries from a given
set. An approach similar to SECURUS is described in [Cir+10]. The advantage of privacy
constraints is that they can easily be defined by a domain expert. The domain expert,
however, also has to keep in mind the underlying mechanisms used to fulfil the privacy
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Patient Age  Adress GID SEQ HSEQ GID Disease

Ike 41 Dayton 1 1 He(1) 1 Cold
Eric 22 Richmond 1 2 Hi(2) 1 Fever
Olga 30 Lafayette 2 3 Hk(3) 2 Flu
Kelly 35 Lafayette 2 4 Hk(4) 2 Cough
Faye 24 Richmond 3 5 Hi(5) 3 Flu
Mike 47 Richmond 3 6 He(6) 3 Fever
Jason 45  Lafayette 4 7 H(7) 4 Cough
Max 31 Dayton 4 8 H(8) 4 Flu
7.2.1: Patientgr 7.2.2: PatientsyT

Figure 7.2.: An example for an anatomised database (taken from ). The quasi-
identifier attributes are separated from the sensitive information (the attribute
disease). Equivalence classes are defined by the attribute GID. The original
data can be restored with the attributes SEQ and HSEQ. Only the client has
the key k and can calculate the hashes H(:).

constraints. Otherwise he may define privacy constraints that cannot be fulfilled or can
only be fulfilled by a scheme that does not support efficient query execution. Another
drawback of these privacy constraints is that they do not consider adversaries. There are
no guarantees for which adversaries the constraints hold. Furthermore, fragmentation-
approaches involve multiple servers, while this work focuses on single server solutions.
Note that there are other multi server solutions, for example Blind Seer [Pap+14], a multi
server DBMS based on Bloom filters that supports arbitrary Boolean queries. The security
properties of Blind Seer are modelled in a simulation-based framework. Leakage profiles
describe what each party learns.

CryptDB is an approach different to the approaches above. Instead of relying
on explicit indices or fragmentation, it uses the concept of onions of encryptions. Onions
nest encryptions of attribute values encrypted with schemes with different properties. If
a query cannot be executed because of the current encryption level of an attribute, the
outermost layer of all entries of this attribute is removed. The security of CryptDB is not
defined as formal security notion and depends on the queries issued to the database. In a
model where the adversary may choose queries CryptDB provides no security at all.

Another interesting, more recent approach is the Shuffle Index [Vim+15]]. This approach
combines dummy accesses, caching of accesses, and shuffling of nodes of the index tree in
order to provide data privacy as well as query privacy. This approach reminds of oblivious
RAMs [GO96] (cf. Chapter 5, Section|2.2). The authors do provide an elaborate security
analysis and show that the server can not distinguish searches from inserts, which is also
similar to oblivious RAMs. They do not use formal security notions, for example from
previous work on oblivious RAMs, but show that the entropy of the adversary increases
over time and provide experimental results.

2.2. Efficient Query Execution

When speaking about query execution, we consider the computational overhead on
the client and the server as well as the message overhead between them. In [KC05],
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Kantarcioglu and Clifton propose that a practical database outsourcing scheme should
support efficient execution of queries. The argue that a database outsourcing scheme
where the cost of every query is linear in the size of the database cannot be considered
as efficient. The requirement of an execution time that is sublinear in the size of the
database, however, can not be met for any query. For example, there are queries where
the whole database is the result set. Another example are queries where every tuple in
the database influences the result set. Therefore, when speaking about efficient query
support, we compare the cost of the query execution on the plain database with the
complexity of the query execution on the outsourced database and call the difference the
overhead. We call a data outsourcing scheme efficient, if it has a low overhead in the O
notation. Optimally, the overhead is in O(1).

2.3. Queries in this Work

In Definition [37|in Section 3|, we defined a query as a that operates on data sets.
A query returns a result set and an updated data set. For our database outsourcing
schemes, we focus on relational databases and relational algebra or[SQL|as query language.
Therefore, we differentiate between SELECT, DELETE, INSERT and UPDATE queries. We

define these queries with the use of projections and selections from relational algebra
(cf. Chapter 2| Section [3).

Definition 59 (SELECT queries). We define the set Qseject C Q such that q € Qseject iff
for all d € DB the following conditions hold:

e q:DB —- DB x DB

e g contains a selection o and a projection I1.
°qq=d

* q(d) = (o (d))

A SELECT query only retrieves information and does not change the state of the
database.

Definition 60 (DELETE queries). We define the set Qgejete C Q such that q € Qgelete iff
for all d € DB the following conditions hold:

eq:DB —- DB x DB
e q contains a selection o
¢ dg=d\o(d)
¢ q(d) = {}
A DELETE query deletes tuples from a database.

Definition 61 (INSERT queries). We define the set Qinsert C Q such that q € Qjnsert iff
for all d € DB with attributes A the following conditions hold:

e qg: DB — DBx DB
e g contains a tuple t with attributes A;
° lfAt = A:
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- dg=dU{t}
- q(d) = {id:}
e If A # A:
- d;=d
- q(d) = {}
An INSERT query inserts a single tuple t into a database and returns the (unique) row

id of the newly inserted tuple. In this work, we only consider correct INSERT queries.
This means, we only consider the case where A; = A.

Definition 62 (UPDATE queries). We define the set Q pdate C Q such that q € Qupdate
iff for all d € DB with attributes A the following conditions hold:

q: DB — DB x DB

* q contains a selection o of an attribute A, and an attribute value v of Aq

IfAq € A:dg = (d\ o(d)) Uao(d),, wherea(d), is o(d) with all attribute values of
attribute A, changed to v
IfAq¢ A:dg=d
q(d) = {}

According to this definition, an UPDATE query allows to change the values of a single
attribute. In order to change the values of more than one attribute or in order to apply
more than one change to the values of a single attribute, one can combine multiple update

queries. In this work, we only consider correct UPDATE queries. This means, we only
consider the case where A; = A. For examples of queries, we will use a representation

similar to[SQL}

3. Differential Privacy and Database Outsourcing

Since its introduction, the notion Differential Privacy [Dwo08a], has received much
attention in the fields of data privacy and privacy preserving data analysis [Dwo08bj;
McS09]]. In this chapter, we examine Differential Privacy as a notion for secure
database outsourcing. We recall Definition 20}

Definition 20 (e-Differential Privacy). A randomized function K gives Differential Pri-
vacy if for all data sets Dy and D, differing on at most one element, and all S C Range(K)

Pr[K (D,) € S] < e X Pr[K(D,) € S]

Since our goal is a database outsourcing mechanism, we can not remove or alter tuples
in the original database. Therefore, the idea for an database outsourcing mechanism (or
the mechanism Enc of an outsourcing scheme, to be more precise), that fulfils Differential
Privacy is to add so-called dummy tuples to the database prior to outsourcing. For the
sake of simplicity, we assume, that the client has an oracle to tell original tuples and
dummy tuples apart. In implementations, this can be done by an encrypted dummy bit.
With this oracle of the client, we can use the statistic Differential Privacy definition that
is much simpler than the computational counterparts [MT07].

With such a dummy mechanism, however, we can not achieve Differential Privacy
under practicability constraints:
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Theorem 9 (Impracticality of Dummy Mechanisms that fulfil e-Differential Privacy).
Let U be the universe of all possible tuples of databases with attributes A. A mechanism
K : U* — U*, that adds dummy tuples to a database but does not always output all tuples
of U does not fulfil e-Differential Privacy.

The following proof is a proof by contradiction. It assumes the existence of a dummy
mechanism that fulfils Differential Privacy and does not always output all tuples in the
universe.

Proof. Let U be the universe of all possible tuples for a database with attributes A. Fur-
thermore, let K : U* — U* be a mechanism that adds tuples from U to a given database
but does not always output all tuples of U.

Then, there is a database dy = {r}, r, .....rJ,} € U* and a tuple r; € U with Pr[r ¢
K (dy)] > 0. Then, there is a database d’ € Range(K) with r; ¢ d’ and Pr[K (dy) = d’'] >
0. We set the database d; = {ry, rg, ...r% } and get Pr[K (d;) = d’] = 0. The databases dj
and d; differ in exactly one tuple. Consequently, K does not fulfil differential privacy,

since there is no € such that the following holds:
0 < Pr[K(dy) = d'] < e xPr[K(d)) =d']=0
This concludes our proof. O

According to Theorem 9, there are no practical mechanisms, that only add dummy data
and fulfil e-Differential Privacy. There are however more relaxed definitions of Differential
Privacy. One of them is (¢, §)-Differential Privacy, that allows for mechanisms that do
not fulfil e-Differential Privacy for unlikely events [Dwo+06b} MT07]:

Definition 63 ((¢, §)-Differential Privacy). A randomised function K gives
(e, 6)-Differential Privacy if for all data sets Dy and D, differing on at most one element,
and all S C Range(K)

Pr[K (D) € S] < e X Pr[K(D;) € S]+ 6

In the following, we define a dummy mechanism and discuss its bounds for § in order
for the mechanism to fulfil (¢, §)-Differential Privacy.

Definition 64 (Dummy Mechanism). Let U be the universe of all possible tuples for a
database with attributes A. Furthermore, let DB be the set of all databases with attributes A,
re U,d e DB andp € [0,1]. We define the dummy mechanism K : DB — DB as follows:

e K(d) = d, with probability p
e K(d) =K (d) U r, with probability (1 — p) - Pr[r]

The idea of this mechanism is to output the original database with a probability p and
to recursively add a random tuple to the output with probability 1 — p. We assume a
uniform and independent probability distribution for the tuples in universe U and get:

« Pr[K(d) =d]=p
« Pr[K(d) = d|d'] = p- (1= p)!¥' [T eq:(Pr[r]), for &’ € DB
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For this mechanism, it is possible that Pr[K (dy) € S] > 0 and Pr[K (d;) € S] = 0. For
example, this is the case for S = K (dy) = dy. According to Definition 64 this event has
probability p.

In order to find a lower bound for §, we have to consider all cases where Pr[K (d)) €
S] > 0 and Pr[K (d;) € S] = 0 for all dy, d; with dyAd; = 1.

When two databases dj, d; differ in one row, w.l.o.g. the database d; contains a tuple
r; that is not contained in dy. The biggest S C Range(K) with Pr[K (d) € S] > 0 and
Pr[K (d;) € S] = 0 is the set of all databases, that contain all tuples of dj and, depending
on their size, additional tuples of U but not the tuple r;. We call this set S’. The dummy
mechanism chooses and adds an r € U with r # r; to a given database with probability
”T_l. Therefore, the probability of K (dp) € S’ is:

_in-1 o p _pln-1) n-1
Zp(l P n )_1_M_ np—1 p-1
! n—1 P

Since n is the size of the universe U (i.e. the number of all possible tuples), this lower
bound for § gets close to 1 for real world examples. Consequently, one can argue that it
does not make much sense to describe the privacy of the dummy mechanism in terms of
(e, 6)-Differential Privacy. Since the dummy mechanism has similarities to randomised
response [War65], intuitively, the dummy mechanism provides a certain level of privacy.
A suitable formal notion for the privacy of the dummy mechanism could certainly provide
more insights into this mechanism.

4. An Ind-ICP Secure Database Outsourcing Scheme

In Definition[53|in Chapter |6, Section 2, we defined the notion IND-ICP. We argued that
this notion allows for efficient and secure database outsourcing. In this section, we will
define such an outsourcing scheme and discuss its efficiency.

4.1. Formalisation of the MimoSecco Database Outsourcing Scheme

A database outsourcing scheme (Gen, Enc, Q) consists of PPTs for key generation (Gen)
and encryption (Enc) and of a set Q of efficient two party protocols that execute a query
for outsourced databases (cf. Definition |40 in Chapter . Thus, in order to define an
outsourcing scheme, we need to define Gen, Enc, and Q. Our scheme will use an internal
encryption scheme and inherit the key generation from it. In order to distinguish the PPTs
from each other and from the PPTs of the framework of Section 3] we will call the internal
encryption scheme (Geny, Ency, Decy) and our outsourcing scheme (Genpg, Encpg, Qpp)-
We will start with the definition of the PPT Encpg for our scheme.

Encryption Mechanism We define the mechanism Encpp as a set of tables that is
parametrised by the original database. Therefore, we need some preliminary defini-
tions. The set of all attribute values of a column of a database is defined as follows:

Definition 65 (Set of all Values of a Column). Let d be database of size n and with m
attributes and j € {1, ..., m}. The set of all values of column j is defined as V(d(-,))) :=
{d(i,))li € {1, ..., n}}. Let this set be ordered.
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Note, that V(d(-,J)) is a set in contrast to a database which is a multiset. The set
V(d(-,j)) contains each attribute value of a column only once, even if the attribute value
occurs multiple times in this column.

Next, we define the set of all row indices an attribute value occurs in a certain column:

Definition 66 (Set of all Row Ids of an Attribute Value). Let d be a database of size n
and with m attributes and j € {1, ..., m}. For a value v € d(-, ), we define R(d,j, v) :=
{i'| d(i,j) = v}, the set of all indices of all rows containing value v in column j.

row A; =name A, = surname

1 Alice Smith
2 Bob Smith
3 Alice Jones

Figure 7.3.: The table names. The sets V and R as defined in Definitions 65 and 66 are
depicted in Figure

The tables in Figures|7.3/and |7.4/show an example for V(d(-, )) and R(d, j, v). Table
names in Figure contains two attributes name and surname and three rows. The
row ids are indicated with the additional column row id. The order of the attributes are
indicated with A; and A,, respectively. For this table, the set of all attribute values of the

V(names(-,-))

V(names(-, 1)) = {Alice, Bob}
V(names(-, 2)) = {Smith, Jones}
7.4.1: V(names(-,-))

R(names, 1, -) R(names, 2, -)

R(names, 1, Alice) = {1,3} R(names, 2, Smith) = {1, 2}

R(names, 1, Bob) = {2} R(names, 2, Jones) = {3}
7.4.2: R(names, -, -)

Figure 7.4.: The sets V(names(-,-)) and R(names, -, -) for the example table names in

Figure

first attribute (name) and the second attribute (surname) as well as the list of row ids for
each attribute value are depicted in Figure

As mentioned above, our encryption mechanism Encpp transforms a database into a
set of tables. With the help of Definitions |65/and|66| we now define these tables:

Definition 67 (Data Table). Let (Geny, Ency, Decy) be an encryption scheme and let d be a
database of size n with attributes {A1, Az, ..., Am}. We define the table dy,;, as:

ddata = {(i, Enci(d(i, ), K) | i € {1, ..., n}}

with attributes {row, data (A1, Az, ..., Am)}. This table is ordered according to the first
column and the order of N.
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The data table contains a row-wise encryption of the original database d. Additionally
to the data table, we define an index table for each attribute of the original database.
These index tables will be used by the protocols in order to efficiently execute queries.

Definition 68 (Index Table). Let (Geny, Ency, Decy) be an encryption scheme, d a database
with attributes {Aq, Ay, ..., Am}, and j € {1, ..., m}. We define dindex,Aj as the table

dindex,Aj = {(Vv EnC](R(d,j, V))! K) | v e (V(d(vf))}

with the attributes {values, rows}. This table is ordered according to first column and the
order of V(d(-,J)).

With the definition of the data table and the index tables, we can define the encryption
mechanism of our outsourcing scheme:

Definition 69 (Encpg). Let d be a database with attributes {A1, Az, ..., Am} and let
(Geny, Ency, Decy) be an encryption scheme. We define thelPPT Encpg as follows:

EnCDB(d) = {ddatav dindex,Aly sy dindex,Am}

The Encpp takes a database as input and outputs the data table a well as an index
table for each attribute of the input database.

For an example consider the database depicted in Figure This database has the the
attributes name and surname. Figure |7.6 depicts Encpg(d). Our encryption mechanism

name surname

Alice Smith
Bob Smith
Alice Jones

Figure 7.5.: A simple example database d. Figure 7.6 depicts Encpg(d).

generates the data table dg,:, that contains each row of the original table encrypted
with the mechanism Encj. Furthermore, for each attribute of the original table, Encpg
generates an index table. Each index table contains the attribute values that occur in the
corresponding column and for each attribute value an encrypted list of the rows, the
value occurs as a value of this attribute. For example the first row of the table dipdex, name

row data (name,surname)

values rows values rows
L Ezzlgggzze;ﬂ”%;’)’)'}('g) Alice Enci((1,3).K)  Smith Enci((1,2), K)
! . ' Bob  Ency(2, K) Jones  Enc(3, K)
3 Enci((Alice, Jones), K)
7.6.2: dindex,name 7.6.3: dindex,surname

7.6.1: ddata

Figure 7.6.: The tables Encpg(d, K) : The data table dyat, and the index tables
dindex. name and dindex, surname The index tables contain encrypted

row indices of the data table.
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in Figure contains the attribute value Alice and an encrypted list of the indices {1, 3}
since the surname Alice occurs in the first and the second row in the original database in
Figure

In Section we defined the sets of queries Qselect, Qdelete> Qinsert> and Qupdate (cf.
Definitions . In the following, we will define the protocols of Qpp that execute
these queries for outsourced databases Encpg(d, K).

We define the sets of protocols mq,.....s Tqueietes Tainsere> @04 T g0 that execute SELECT,
DELETE, INSERT, and UPDATE queries, respectively. Furthermore, we argue their
correctness. Consistent with Definition 38/ in Chapter |5, the parties of each (meta)
protocol are a server © and a client €. The input of the client € is a query and a secret
encryption key K. The input of the server is the encrypted database Encpg(d, K). The
output of the client is the result set and the output of the server is the (updated) outsourced
database.

Protocol for SELECT Queries The following protocol executes SELECT queries for
EI"ICDB(d, K)

Protocol 1 (g, ,: Protocol for SELECT Queries).

Input of client €: gselect € Qselect, K

Input of server S: Encpp(d, K)

Let o be the selection of Qselect, L1 be the projection of Qelect, and ¢ be the conditions of o.

1. The client € sends the conditions ¢ = ¢, ... ¢| of o to the server G.

2. For each condition c; with attribute A;, the server S returns the tuples of dindex,A;
where c; holds for the attribute values to the client C.

3. The client € decrypts the value of the attribute rows of every tuple received by the
server S and receives for each c; € c a set of ids of tuples for which the condition c;

holds.

4. The client € computes ids., the set of ids of tuples for which the condition c holds. If
idsc is empty, client € sends L to the server S, outputs an empty database and the
protocol ends, otherwise the client € sends ids. to the server S.

5. The server S returns the tuples of dy,ta whose ids are in idsc to the client €.

6. The client € decrypts the received tuples and applies the projection I1 to them (and
returns them).

Output of client €: projection Il of received tuples
Output of server S: Encpp(d, K)

In Steps 1 and 2, the client queries the index tables for tuple ids relevant to the query.
Since the conditions ¢ may contain more than one atomic condition, the client may get
false positives in this step. This means that the client gets ids of rows that do fulfil a
single condition of ¢ but do not fulfil c. Therefore, the client has to compute the set of
ids according to the operators in c.

Correctness. In order to show the correctness of Protocol 74, ,, this means that the
Protocol n,_, ., correctly executes SELECT queries Gseject € Qselect for Encpg(d, K), we
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have to show that the output of the client is gsefect(d). This is straightforward due to the
construction of the protocol and Encpg(d, K): The tuples selected in Steps 4 and 5, are
the tuples that match the conditions of the query gseject. After applying the projection IT,
the tuples are identical to gsefect(d).

Efficiency. In order to discuss the efficiency of our protocols, we make the following
assumptions:

« The server can access a single tuple in dyat, in O(log(n)), where n > 1 is the size

of the database d.

« The number |A| of attributes of d as well as the number of possible different attribute
values is fixed and independent from n.

« There is an upper bound for the number of conditions in a query that is independent
of n.

A consequence from the second assumption is, that the server is able retrieve a tuple in
the index tables in O(1). The third assumption is reasonable due the fixed number of
attributes and possible attribute values. Figure|7.7|provides an overview of the scaling
properties of all protocols presented in this section.

query single atomic condition multiple atomic conditions

SELECT  O(1q(d)| - log(n)) max(O(m), O(1q(d)] - log(n))}
UPDATE O(|t| - (log(n) + 1)) max{OQ(m), O(|t| - (log(n) + 1))}
INSERT  O(m + /)

DELETE O(|t| - (log(n) + 1)) max{O(m), O(|t| - (log(n) + 1))}

7.7.1: overview

symbol meaning

m maximum number an attribute value that is part
of the conditions occurs in d
t the tuples to be deleted/the tuple to be updated
/ time needed to update the server’s internal indices
7.7.2: legend

Figure 7.7.: Overview of the scaling properties of the protocols. Note that INSERT queries
do not have a condition.

The number of messages in the protocol for SELECT queries is constant. The size of
the message in Step 1 depends on the number of conditions in the query. For a SELECT
query with one condition, the communication of Step 2 is in O(|q(d)|) and the encrypted
list of row ids sent to the client contains the same number of ids than there are tuples in
the result set. For a SELECT query with multiple conditions, the communication of Step 2
is in O(n): Consider for example an attribute, that has the same value for all tuples in the
database. If this attribute value fulfils an atomic condition, the server sends an encrypted
list of all row ids to the client. If, furthermore, no tuple fulfils the condition c of the
query, the size of the result set is 0 which is independent of n. Then, the complexity of
the SELECT Protocol depends on the size of the database, while size of the result set does



4. An Ind-ICP Secure Database Outsourcing Scheme 99

not. Optimisations for the index structures of our scheme that alleviate this effect, are
discussed in Chapter Section There, we will present methods, that allow to efficiently
(e O(log(n))) select a single row id in an index.

The computation complexity in Step 4 depends linearly on the size of messages in step
3. The computation in Step 5 is in O(|q(d)]| - log(n)): The server has to retrieve each
tuple that is part of the result set. The communication of Steps 5 and 6 as well as the
computation of Step 6 is in O(|q(d)]).

Consequently, for SELECT queries with one condition, the the protocol for SELECT
queries is in O(|q(d)| - log(n)), which can be considered as optimal, since this is a
lower bound for retrieving |q(d)| random tuples from a database. For SELECT queries
with multiple conditions, the the protocol for SELECT queries is in max{O(m), O(|q(d)| -
log(n))}, where m is the maximum number an attribute value that is part of the conditions
occurs in d.

The following example provides more insight into the SELECT Protocol. Consider the
following query Qselect for the database d depicted in Figure

SELECT % FROM d WHERE name = Alice AND surname = Smith

The condition of this query (name = Alice AND surname = Smith) is comprised of two
atomic conditions. In the first two steps of Protocol |1, the Client gets all ids of rows
that fulfil an atomic condition of the query. This can be realised with the following two

queries to the index tables (cf. Figure|7.6):
SELECT rows FROM dindex name WHERE values = Alice

SELECT row FROM dindex surname WHERE values = Smith

After decrypting the values of the rows attribute of the results, the client has two sets of
tuple ids: {1, 3} and {1, 2}. Since the two atomic conditions are joined with an AND (A),
the client has to compute {1, 3} N {1, 2} = {1}. Thus, in the next step, the client gets the
tuple with id 1 from the data table:

SELECT data(name, surname) FROM dg,:, WHERE row IN {1}

After decrypting the result, the protocol ends, since the query g does not contain a non
trivial projection (IT = id) and the client returns the result set {(Alice, Smith)}.

Protocol for DELETE Queries A DELETE query deletes tuples from a database that
match a condition given in the query. The following protocol executes DELETE queries:

Protocol 2 (g, : Protocol for DELETE Queries).
InPUt OfClient C: Qdelete € Qdeletev K
Input of server S: Encpp(d, K)

1. The client € sends the conditions ¢ = ¢y, ... ¢| of o to the server G.

2. For each condition c; with attribute A;, the server © returns the tuples of dindex,A;
where c; holds for the attribute values to the client C.
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3. The client € decrypts the value of the attribute rows of every tuple received by the
server S and receives for each c; € c a set of ids of tuples for which the condition c;

holds.

4. The client € computes ids., the set of ids of tuples for which the condition c holds. If
idsc is empty, client € sends L to the server S, the server outputs Encpg(d, K) and
the protocol ends, otherwise the client € sends ids. to the server S.

5. The server S returns the tuples of dy,ta whose ids are in idsc to the client €.
6. The server S deletes the tuples of dqata Whose ids are in ids..
7. The client € decrypts the received tuples.

8. For each attribute A; € A and each (unique) value v of the tuples:
8.1. The client € sends the condition A; = v to the server .

8.2. The server G returns the tuple of dindex, A where the condition values = v holds
to the client €.

8.3. The client € decrypts the rows value of the received tuple and removes all indices
from the list that are also in ids..

8.4a. If the resulting list is empty:
8.4a.1 The Client € sends DELETE to the Server S.

8.4a.2 The Server deletes the tuple from dingex A, Where the condition values = v
holds

8.4b. If the resulting list is not empty:
8.4b.1 The Client € encrypts the resulting list and sends it the Server S.

8.4b.2 The Server € updates the value of attribute rows of the tuple from dipdex,A;
where the condition values = v holds with the encrypted list received from
the client.

Output of client €: {}
Output of server S: updated outsourced database

Steps 1-5 are identical to the SELECT protocol. In these steps, the client determines
the tuples to be deleted. In the next steps, the tuples are deleted and the index entries are
updated. If an index entry is no longer needed, it is also deleted. This protocol can be
optimised in terms of rounds of communications. The index tables that are queried in
Steps 1 and 2 of the protocol are queried again in the Steps 8.1. and 8.2. In an optimised
protocol, the client can check in Step 8.1 if it already received the tuple in Step 2.

Correctness. In order to show the correctness of Protocol 7., this means that the
Protocol 74, correctly executes DELETE queries qgejete € Qdelete for Encpp(d, K), we
have to show that the output of the server is Encpgp(dg,,,,., K). The encrypted database
Encpp(dgyee.. K) is an encryption of the database d without the tuples deleted by the
qUery Ggelete- This means that the index tables of Encpg(dq,,,.... K) do not contain entries
for the deleted tuples and the data table of Encpg(dg,,,,.. K) does not contain the deleted
tuples. In Step 8.4 of the Protocol 74,,,,., the index entries of the tuples to be deleted are
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removed from the index tables. In Step 6, the tuples to be deleted are removed from the
data table.

Efficiency. Let t be the tuples to be deleted, let m be the maximum number of times
that an attribute value that is part of the conditions occurs in d. Furthermore, let updating
the server’s internal indices be in O(/).

Steps 1-5 are identical to the SELECT Protocol (€ max{O(m), O(|t]| - log(n))}). Step 6
isin O(|t] - (log(n) + 1)), since the server has to search |t| times for a tuple in order to
delete all tuples to be deleted and update its internal indices accordingly. The number of
loops in Step 8 depends the number of attributes of d and the number of unique attribute
values of each attribute, which are independent from n. The complexity of Steps 8.1 -
8.4 is in max{OQ(m), O(/)}, since the encrypted tuple returned by the server in the worst
case contains m row ids.

Therefore, the DELETE Protocol is in max{O(m), O(|t]| - (log(n) + I))}. For DELETE
queries with a single condition, since then O(m) = O(|t|), the DELETE Protocol is in
O(|t| - (log(n) + I)), which can be considered as optimal, since this is a lower bound for
deleting |t| random tuples from a database and updating the indices accordingly.

As an example for the execution of a DELETE query consider the following query:

DELETE FROM d WHERE surname = Jones

In order to execute the protocol for this query on our example data set Encpp(d, K), the
client queries the server for tuples, that fulfil the condition surname = Jones. Therefore,
the client first has to query the corresponding index table:

SELECT rows FROM dindex surname WHERE values = Jones

After encrypting the result, the client can query the tuples to be deleted, and instruct the
server to delete the tuples.

SELECT data(name, surname) FROM d,:, WHERE row IN {3}

DELETE FROM dy,:; WHERE row IN {3}

Now, the client has to update the indices. The client retrieves the relevant indices with
the following queries:

SELECT rows FROM dindex surname WHERE values = Jones

SELECT rows FROM dindex name WHERE values = Alice

Since the client already queried djndex, surname for the value jones, the first of these two
queries can be omitted. Now, the client has to decrypt the index lists, remove the id 3
from them, encrypt the results and send them to the server:

DELETE FROM dindex. surname WHERE values = Jones

UPDATE dindex,name SET rows = Ency (1,K) WHERE values = Alice
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Protocol for INSERT Queries An INSERT query contains a tuple t (cf. Definition|61).
Since we only consider INSERT queries with the same attributes as the database (correct
INSERT queries), we omit checking for correctness in Step 1. The following protocol
executes insert queries:

Protocol 3 (g, ,: Protocol for INSERT Queries).
Input of client €: Qinsert € Qinsert, K

Input of server S: Encpp(d, K)

Let t be the tuple in Qinsert, A be the attributes of t and d.

1. The Client € sends Ency(t, K) to the server C.

2. The Server S appends dgata with Enci(t, K) and sends the row id r of Enc(t, K) to
the client €.

3. For each attribute A; € A
3.1. The client € sends the condition A; = t; to the server S.

3.2. The server S returns the tuple of dindex,A; Where the condition values = t; holds
to the client €.

3.3a. Ifthe client received a non empty tuple:

3.3a.1. The client € decrypts the rows value of the tuple, adds the row id r to the
list, encrypts the list, and sends it to the server S.

3.3a.2. The Server G replaces the value of attribute rows of the tuple in dipgex A,
where the condition values = t; holds with the encrypted list received by
the client.

3.3b. If the client received an empty tuple:
3.3b.1. The client € sends Enci(r, K) to the server S.
3.3b.2. The server S appends dindex,a; With the tuple (t;, Enci(r, K))

Output of client €: r
Output of server S: Encpp(d,

Qinsert 1

K)

In this protocol, the client encrypts the tuple to be inserted and sends it to the server.
The server inserts the encrypted tuple into the data table. Then, for each attribute value,
the client updates the corresponding index table. If the attribute value did not occur
previously in the database d, a new index entry has to be created.

Correctness. In order to show the correctness of Protocol n,, ., this means that the
Protocol g, .. correctly executes INSERT queries qgefete € Qinsert for Encpp(d, K), we
have to show that the output of the client is the row id of the inserted tuple and the output
of the server is Encpg(dy;,..,., K). The row ids in d are the same ids as the row ids of the
corresponding tuples in dy,¢, inserting a new tuple into dy,:, (Step 2) returns the same
row id as inserting a new tuple into d. Therefore the client returns the same row id as the
query Ginsert(d). The encryption Encpp(dy,,..,., K) is the encryption of d after inserting
tuple t. After executing Protocol 7g, _,, the data table is appended with (r, Enci(t, K)),
therefore the new data table is (modulo the randomness used in Enc;) identical to the
data table of Encpg(d, K). Since in Step 3, the index tables are updated accordingly,

Qinsert '

the same is correct for the index tables.
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Efficiency. Let m be the maximum number an attribute value that occurs in t also
occurs in d (in the corresponding column). Furthermore, let updating the server’s internal
indices be in O(/).

The complexity of Step 1 linearly depends on the number of attributes. Step 2 is in O(/),
since the server has to update its internal indices after inserting a tuple. The number of
loops in Step 3 is constant. Steps 3.1 - 3.3a are in O(m), since the encrypted list returned
by the server in the worst case contains m row ids. Step 3.3b is in O(/), since the server
adds a new tuple. Therefore, the INSERT Protocol is in O(m + /).

As an example for the execution of an INSERT query, consider the following query
Ginsert for our database in Figure

INSERT INTO d VALUES (Carol, Jones). (7.1)

The new database dg,_, is depicted in Figure 7.8| Executing Protocol[3/for query ginsert

name surname

Alice  Smith

Bob Smith
Alice Jones
Carol  Jones

Figure 7.8.: A simple example database dg . from Figure 7.5 after application of the
INSERT query Query|7.1| Figure 7.9 depicts the result of the transformation
ENcpg of this database.

and Encpg(d, K) can be done as follows: In the first step, the client encrypts the tuple
given by the query and sends it to the server to be appended to the data table:

INSERT INTO dg,ta(data (name, surname)) VALUES (Enc; ((Carol, Jones), K))

After this step, the server returns the row id 4. With this new row id, the client can update
the index tables. The client retrieves the row ids for attribute value Carol of attribute
name with:

SELECT rows FROM dindex, name WHERE values = Carol
Since there is no index entry for this value, the client has to create one:
INSERT INTO djndex,name VALUES (Carol, Ency (4, K))
There is an index entry for the surname jones. Thus, the client can update it:
SELECT rows FROM dindex, surname WHERE values = Jones

UPDATE dindex,surname SET rows = Ency ((3, 4), K) WHERE values = Jones

Figure 7.9 depicts the outsourced database after the execution of the insert protocol for
our query Ginsert- Compared to the tables in Figure the data table, as well as the index
table of the attribute name has a new entry. The index table of the attribute surname has
an updated entry.



104 7. Mechanisms for Database Outsourcing

row data (name,surname)

values rows

. . values rows
; EEEI Egg(l)llfeérsnriﬁ?)i(l)() Alice  Ency ((1, 3), K) Smith  Ency ((1, 2), K)
I L ! Bob  Enc (2, K) TR @),
3 Ency ((Alice, Jones), K) Carol  Enc; (4 K) Jones  Ency ((3, 4), K)
4 Ency ((CarOL ]Ones), K) 7992 d’ ’ 7.9.3: di/ndex,surname
*7*" Yindex,name

7.9.1: d(;ata

Figure 7.9.: The database Encpg(dq K). For the sake of readability, we set d’ = d,

insert ! Qinsert *

Protocol for UPDATE Queries The UPDATE Protocol is the most complex one. UPDATE
queries can be simulated by a SELECT query, a DELETE query, and several INSERT queries.
The following protocol, however, executes UPDATE queries more efficiently:

Protocol 4 (ng,,,,..: Protocol for UPDATE Queries).

Input of client €: qupdate € Qupdate, K

Input of server S: Encpp(d, K)

Let o be the selection, A the attribute, and v be the attribute value in q,pdate-

1. The client € sends the conditions ¢ = cy, ... ¢; of o to the server S.

2. For each condition c; with attribute A;, the server © returns the tuples of dipdex,A;
where c; holds for the attribute values to the client C.

3. The client € decrypts the value of the attribute rows of every tuple received by the

server S and receives for each c; € c a set of ids of tuples for which the condition c;
holds.

4. The client € computes ids., the set of ids of tuples for which the condition c holds. If
idsc is empty, client € sends L to the server S, the server outputs Encpg(d, K) and
the protocol ends, otherwise the client € sends ids. to the server G.

5. The server S returns the tuples of dy.ta whose ids are in ids. to the client €.
6. The client € decrypts the encrypted tuples in the result received by the server.

7. For each unique attribute value v; # v of attribute A, in the decrypted tuples:
7.1. The client € sends the condition Aq = v; to the server G.
7.2. The server S returns the tuple of dindex, Aq where values = v; holds.
7.3. The client € decrypts the list of row ids received by the server.
7.4. The client € removes all ids from the list that are also in ids..
7.5a. If the resulting list is empty:
7.5a.1. The Client € sends DELETE to the Server S.

7.5a.2. The Server deletes the tuple from dipdex, A, Where the condition values = v;
holds

7.5b. If the resulting list is not empty:
7.5b.1. The Client € encrypts the resulting list and sends it the Server €.
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7.5b.2. The Server € updates the value of attribute rows of the tuple from dindex, A
where the condition values = v; holds with the encrypted list received from
the client.

8. The client € sends the condition Ay = v to the server .

9. The server S returns the tuple of dingex,A; Where the condition values = v holds to the
client €.

10a. If the client received a non empty tuple:

10a.1. The client € decrypts the rows value of the tuple, adds the row ids ids., that are
not already in the list, to the list, encrypts the list, and sends it to the server S.

10a.2. The Server S replaces the value of attribute rows of the tuple in dindex,A; Where
the condition values = v holds with the encrypted list received by the client.

10b. If the client received an empty tuple:
10b.1. The client € sends (v, Encj(idsc, K)) to the server G.
10b.2. The server S appends dindex,A, With the tuple (v, Encj(ids, K))

11. The client € changes each value of attribute Aq of the decrypted tuples to v.
12. The client € encrypts the tuples and sends them to the server C.

13. The server S replaces the encrypted values of the tuples of dya.ta sent to the client in
Step 5 with the encrypted tuples received by the client.

Output of client C: {}
Output of server S: updated outsourced database

Correctness. In order to show the correctness of Protocol T Gupdate> this means that the
Protocol T qupdate correctly executes UPDATE queries Gypdate € Qupdate for Encpgp(d, K),
we have to show that the output of the server is Encpg(dy,,g,... K)- The database dg,, ...
is the database d after changing each value of attribute A, of each tuple fulfilling the
conditions of the query to v. In the Steps 1-6, the client determines the tuples to be
changed by the query q,pdate- In Step 7, the client updates the index entries for the old
values. If an index entry is no longer needed (if the list of row ids is empty), it is deleted.
In Steps 8-10, the client updates the index entry for the new attribute value v. If there is
no index entry for attribute A, and value v, one is created. In Steps 11-13, the data table
is updated with the updated tuples.

This protocol can be optimised similarly to the DELETE Protocol: by checking in Step
7.1, if the client already received dipgex, A, 18 Step 2. Additionally, in Step 12, the client

can only send encrypted tuples to the server that were changed in Step 11.

Efficiency. Let updating the server’s internal indices be in O(/), let t be the tuples
affected by the UPDATE query, and let m be the maximum number of times that an
attribute value that is part of the conditions occurs in d.

Steps 1 - 5 are identical to Steps 1 - 5 of the SELECT Protocol (€ max{O(m), O(|t| -
log(n))}) The number of loops in Step 7 depends on the number of unique attribute values
of attribute Ag, the attribute in the selection of the query qypdate. Steps 7.1 - 7.4 are in
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O(m), since the encrypted list returned by the server in the worst case contains m row
ids. Step 7.5a is in O(/), since the server has to insert a tuple. Step 7.5b, again, is in O(m).
Steps 8 - 10 are in the same complexity class as Step 7. Steps 11 and 12 is in O(]t]), since
the client changes a value of every tuple in t, and sends the result to the server after
encrypting it. In Step 13, the server updates |t| tuples in dy,¢,. therefore, Step 13 is in
o(|t] - 1)

Consequently, the UPDATE Protocol is in max{O(m), O(|t|- (log(n)+1))}. As with the
SELECT, and the DELETE Protocol, for queries with a single condition, where O(m) =
O(|t|), the UPDATE Protocol is in O(|t| - (log(n) + I)). This also can be considered as
optimal since this is a lower bound for updating |t| random tuples in a database and
updating the indices accordingly.

Definition of the MimoSecco Database Outsourcing Scheme With the definition of
Encpp and the definitions of the protocols 7, ... Tqyeretes Tqinsere> A4 g, g0ce» WE €an define
our outsourcing scheme.

Definition 70 (MimoSecco Database Outsourcing Scheme). Let (Geny, Ency, Decy) be an
encryption scheme with IND-CPA security. We define the MimoSecco database outsourcing
scheme as (Genpg, Encpg, Qpp) with:

* Genpg = Geng
e Encpg as defined in Definition|69

¢ QDB = Tqselect U T qdelete U T Ginsert U Jrqupdate as deﬁned n PrOtOCOlS _

4.2. The MimoSecco Database Outsourcing Scheme has IND-ICP
Security

In the last section, we define the MimoSecco database outsourcing scheme. In Deﬁnition
in Chapter 6| Section 2, we defined IND-ICP, a security notion for database outsourcing.
In this section, we prove that MimoSecco database outsourcing scheme provides IND-ICP
security.

Theorem 10. The MimoSecco database outsourcing scheme has IND-ICP security.

In the following proof, we reduce a successful adversary on the MimoSecco database
outsourcing scheme to a successful adversary to the underlying IND-CPA secure encryp-
tion scheme.

Proof. We prove Theorem |[10/by contradiction. We assume there is an adversary Apyp-icp,

that has non negligible advantage over guessing in experiment IND_ICP(yGlen,Enc) (Security

Game [14). Furthermore, we assume that there is no adversary A that has non negligible
advantage over guessing in experiment IND'MULT_CPAféen,Enc) (Security Game . Recall
that the security notions IND-CPA and IND-MULT-CPA imply each other (cf. Theorem |1).

In the following, we provide an efficient reduction from Apyp-1cp. Consider Figure
In the first step, we forward the length of the security parameter 1 to the adversary
Arp-1cp- Our reduction A has oracle access to Ency(-, K). We use this oracle, to simulate

an oracle for Encpg(:, K) (cf. Definition with the internal encryption mechanism
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IND-MULT-CPA A
K « Gen(1¥
« Gen(1%) 1k Anp-1CP
1k
Enci(-, K)
EI’ICDB(-,K)
d,p
Mo, My
be10.1} Enci(Mp, K)
EncDB(db,K)
b/
bl

Figure 7.10.: Sketch of the proof for Theorem |10; An efficient reduction of an adversary
Amp-1cp that breaks IND-ICP to an adversary (A that breaks IND-MULT-CPA.

Encr and give the adversary App-1cp access to it. Now, the adversary Ajyp-1cp returns a
database d and an independent column permutation p. We set dy = d and d; = p(d) and
return two vectors My and M, of plaintexts defined as follows:

dp(-, 1)

dp(-, n)
R(dp, 1, v1,1)
M, = :
R(db, 11 Vl,ll)

R(dp, m, Vim,1)

R(C/, m, Vm,/m)
Where:

e n=|dy| = |di] is the size of d.
o m = |A| is the number of attributes of d.
« [; is the number of (different) attribute values of attribute A; in d.

e Vjg = V() (V(d(-,))) is the set of all values of column j, cf. Definition 65])

The vector M}, contains the plaintexts of all encrypted entries of Encpg(dp, K) (cf. Def-
inition [69). The experiment returns the challenge Enci(Mp, K), an element-wise en-
cryption of Mp. Since Enci(Mp, K) contains all encrypted entries of Encpp(dp, K), we
use Enci(Mp, K) to construct Encpg(dp, K), the challenge for the adversary App-1cp-
The adversary returns her guess b’, which we return to the experiment. We win the
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security game if b’ = b. Therefore, we inherit the success probability of the adversary
Ap-1cp, and get a successful adversary for IND-muLT-CPA, which is a contradiction to
our assumption. O

5. A Database Outsourcing Scheme with /-IND-ICP
Security in the Presence of Queries

The MimoSecco database outsourcing scheme defined in the previous section only pro-
vides static security. If the adversary is given access to the messages sent to the server,
she can break static security: Consider the example database d from Section|4|depicted in
Figure|7.5/(restated in this section in Figure and Encpp(d, K) depicted in Figure
(restated in this section in Figure 7.12). Furthermore, consider a SELECT query with the

name surname

Alice  Smith
Bob Smith
Alice  Jones

Figure 7.11.: A simple example database d from Figure

conditions name = Alice A surname = Smith. During execution of this query (cf. Proto-
col, the client sends these conditions to the server (Step 1). In Step 4, the client sends
all row ids of tuples that fulfil these conditions to the server. In our example, this is row
id 1. Now, the server learns that (only) the encrypted tuple in row 1 of the data table
contains the attribute values Alice and Smith. Therefore, an adversary given access to the
view of the server can break IND-ICP. In this simple example, the view of the server for
one query is sufficient to reconstruct the original database.

An obvious solution for this problem is to alter all messages sent from the client to
the server that depend on the actual data in the outsourced database. For the SELECT
protocol, this is the message sent in Step 4.

By adding dummy row ids to the row ids sent in this step, we can prevent the adversary
from breaking IND-ICP. If the number of row ids sent to the server is identical for all
independent column permutations p(d) of d, the adversary can not use this step to
distinguish the database Enc(d, K) from Enc(p(d), K). For our example database the
client needs to send 2 row ids, since there is an independent column permutation of d
that has two tuples with the attribute values Alice and Smith. The client can compute
this number with the row ids received in in Step 3 of the SELECT Protocol and add and
additional row id to the message to the server.

This alteration of the select protocol provides IND-ICP security in the presence of one
query. If the adversary is allowed to observe additional queries, however, she can break
IND-ICP: In our example, the client has two possibilities for the needed dummy id in Step
3. Either the client sends the ids {1, 2} or the client sends the ids {1, 3}. If the client sent
{1, 2}, the adversary knows that if there are two tuples with attribute values Alice and
Smith in the database, they are in rows 1 and 2 of dy,¢,. Now, if the adversary observes the
execution of a SELECT query with the condition name = Alice, she knows that the tuples
with attribute value Alice are in rows 1 and 3 of dy,:,. Together with the static view of the
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row data (name,surname)

values rows values rows
L E”CIEE;‘ZZGS;”?;;’)’)'K}? Alice Enq((1,3),K)  Smith Enc((1,2), K)
ne 9 SMIER)s Bob  Ency(2, K) Jones Enci(3, K)
3 Enci((Alice, Jones), K) T TR

7.12.1: dyata

Figure 7.12.: The example tables Encpg(d, K) from Figure

index tables, now, the adversary can reconstruct the original database. If the client sent
{1, 3}, the adversary knows that if there are two tuples with attribute values Alice and
Smith in the database, they are in rows 1 and 3 of dya:.. Now, if the adversary observes
the execution of a SELECT query with the condition surname = Smith, she knows that
the tuples with attribute value Smith are in rows 1 and 2 of dy,¢,. Together with the static
view of the index tables, the adversary, again, can reconstruct the original database.

This example shows that there is a difference between security notions for outsourced
data sets that allow the adversary to observe the execution of one query and notions that
allow the adversary to observe the execution of two or more queries. Such notions can
be captured by the generalised notions of our framework defined in Chapter 5| Section 6|
Since an outsourced database that can only be queried a single time is of limited use, we
omit a formal definition of the scheme and security proofs.

A trivial scheme that provides security for arbitrary many queries is one that for each
query downloads the outsourced database, decrypts it, and executes the query locally.
This, however, induces a huge communication overhead, especially for large databases.

In the following, we define a scheme that provides no query advantage over /-IND-ICP
(cf. Definitions 57]and 58/ in Chapter 6). This scheme is based on the MimoSecco database
outsourcing scheme. Since the notion IND-ICP implies the notion /-IND-ICP, we do
not need to alter the mechanism Encpg. Therefore, we only alter the protocols of the
MimoSecco database outsourcing scheme Since the notion no query advantage over
I-IND-ICP is defined for databases of fixed size, we only consider the protocols for SELECT
and UPDATE queries.

Note that database outsourcing schemes that allow to change the size of the database
by allowing INSERT or DELETE queries introduce a significant overhead. The adversary
must not be able to distinguish two outsourced databases that have been queried multiple
times by their size. For example, a row removed by a DELETE query has to be replaced
by dummy data if, in the security game, the adversary can choose a database, where this
DELETE query does not remove a row.

In order to provide no query advantage over /-IND-ICP we alter the protocols to operate
on buckets instead of single tuples. For the SELECT Protocol, we need to alter Step 4.
Here, instead of sending the row ids of tuples that fulfil the conditions of the query, the
client has to send the ids of the buckets that potentially contain tuples that fulfil the
conditions. Formally, we define potentially containing tuples that fulfil a condition as
follows:

Definition 71 (Fulfilling a Condition underlicp). A database d fulfils a condition under
iff there is an[icp|p such that there is at least one tuple t € p(d) that fulfils the condition.
A partition of a database d fulfils a condition c underlicp, iff there is an|icp|p that respects
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the partitioning scheme of d such that there is at least one tuple t € p(d) that fulfils the
condition c.

Additionally, we need to introduce a partitioning scheme with partitions of size / to our
database. This can, for example, be implemented by introducing an additional attribute to
the index tables an the data table. Consider for example Figure Here, we introduced

values rows (surname) buckets (surname)

Alice  Enc ((1,2), K) 1,2
Bob Ency (3, K) 2
Carol Enc (4, K) 1

7.13.1: dindex,sumame

values rows (name) buckets (name)
Jones  Encp((2,3,4),K) 1,2
Smith Ency (1, K) 1

7.13.2: dindex,name

row bucket data (name,surname)

Ency ((Alice, Smith), K)

Ency ((Alice, Jones), K)

Enc; ((Bob, Jones), K)

Ency ((Carol, Jones), K)
7.13.3: dyata

=W N =
=N N =

Figure 7.13.: An outsourced database d with buckets introduced to the data table and to
the index tables. Here, the size of the buckets is 2.

bucket ids to the data table and the index tables. This, however, implies an adapted
mechanism Encpg. For the sake of simplicity, in the following protocols, we assume that
there is a partitioning scheme with partitions of size / that is known to the client and to
the server.

Protocol 5 (né’sifc’t'lcp : Protocol for SELECT Queries).
Input of client €: gselect € Qselect, K
Input of server S: Encpp(d, K)

Let o be the selection of Qselect, I1 be the projection of qelect, and ¢ be the conditions of o.
1. The client € sends the conditions ¢ = ¢y, ... ¢j of o to the server G.

2. For each condition c; with attribute A;, the server © returns the tuples of dindex,A;
where c; holds for the attribute values to the client €.

3. The client € decrypts the value of the attribute rows of every tuple received by the
server S and receives for each c; € c a set of ids of rows and a set of ids of buckets
that contain tuples for which the condition c; holds.
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4. The client € computes ids., the set of ids of tuples for which the condition c holds
and pids., the set of ids of buckets that fulfil c under|icp, If pids. is empty, client €
sends L to the server S, the client outputs an empty database and the protocol ends,
otherwise the client € sends pids; to the server S.

5. The server S returns the partitions of dyata whose ids are in pids. to the client €.

6. The client € decrypts the received tuples and applies the selection o and the projection
IT to them (and returns them).

Output of client €: projection I1 of selection o of received tuples
Output of server S: Encpg(d, K)

This protocol is similar to the SELECT Protocol of the MimoSecco database outsourcing
scheme in Section 4] It operates on buckets instead of tuples. Therefore, the client has
to sort out the false positive tuples in Step 6 by applying the selection ¢. Note that it
is possible that the list ids. is empty, while the list pids. is not empty. This means, that
there are buckets, that fulfil the conditions under but no tuples that fulfil them. In
this case, in Step 6, the client returns an empty database.

The modified UPDATE Protocol also operates on buckets:

Protocol 6 (/™2 ICP: protocol for UPDATE Queries).

Qupdate

Input of client €: qypdate € Qupdate: K
Input of server S: Encpp(d, K)
Let o be the selection, A, the attribute, and v be the attribute value in q,pdate-

1. The client € sends the conditions ¢ = ¢y, ... ¢j of o to the server G.

2. For each condition c; with attribute A;, the server © returns the tuples of dindex,A;
where c; holds for the attribute values to the client €.

3. The client € decrypts the value of the attribute rows of every tuple received by the
server S and receives for each c; € c a set of ids of rows and a set of ids of buckets
that contain tuples for which the condition c; holds.

4. The client € computes ids., the set of ids of tuples for which the condition c holds and
pidsc, the set of ids of buckets that fulfil c underlicp, If pids. is empty, client € sends
L to the server S, the server outputs Encpp(d, K) and the protocol ends, otherwise the
client € sends pids. to the server S.

5. The server S returns the buckets of dgata Whose ids are in pids. to the client €.
6. The client € decrypts the encrypted tuples in the result received by the server.

7. For each unique attribute value v; # v of attribute A, in the decrypted tuples:
7.1. The client € sends the condition Aq = v; to the server G.
7.2. The server S returns the tuple of dindex, Aq where values = v; holds.
7.3. The client € decrypts the list of row ids received by the server.
7.4. The client € removes all ids from the list that are also in ids..

7.5. The Client € encrypts the resulting list and sends it the Server ©.
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7.6. The Server € updates the value of attribute rows of the tuple from dindex, A, Wwhere
the condition values = v; holds with the encrypted list received from the client.

8. The client € sends the condition Aq = v to the server .

9. The server S returns the tuple of dingex,A; Where the condition values = v holds to the
client €.

10a. If the client received a non empty tuple:

10a.1. The client € decrypts the rows value of the tuple, adds the row ids ids., that are
not already in the list, to the list, encrypts the list, and sends it to the server S.

10a.2. The Server S replaces the value of attribute rows of the tuple in dindex, A, Where
the condition values = v holds with the encrypted list received by the client.

10b. If the client received an empty tuple:
10b.1. The client € sends (v, Enci(idsc, K)) to the server G.
10b.2. The server G appends dindex,A, With the tuple (v, Enci(idsc, K))

11. The client € changes each value of attribute Aq of the decrypted tuples that fulfil the
conditions c to v.

12. The client € encrypts the tuples and sends them to the server S.

13. The server S replaces the encrypted values of the tuples of dyata sent to the client in
Step 5 with the encrypted tuples received by the client.

Output of client €: {}
Output of server S: updated outsourced database

The omission of the case distinction in Step 7.5 potentially generates unnecessary
index entries with empty encrypted lists. This leaves potential for optimisation. While
maintaining the security property, an empty index entry can be deleted, if after the
execution of the UPDATE query there are no buckets that fulfil its conditions under
For the sake of understandability of the security proof, we omitted this case distinction.
Please note that in Step 7, all indices for tuples in the buckets sent to the client are
re-encrypted.

With these two protocols, we can define our modified database outsourcing scheme.

Definition 72 (/-IND-ICP MimoSecco Database Outsourcing Scheme). Let DB, c DB
be all databases of size n, let s be the maximal length of an encrypted index entry for any
d € DBy, let f be a partitioning scheme with partitions of size I, and let (Geny, Ency, Decy)
be an encryption scheme with IND-CPA security that pads index entries to length s. We
define the |-IND-ICP MimoSecco database outsourcing scheme as (Genpp, Encpg, Qpg)
with:

¢ Genpg = Gen;g
e Encpp as defined in Deﬁnition@ constrained to DB,

e Qpp = m/INDACP | g I-IND-ICP ¢ defined in Protocols@ and@

Qselect Qupdate



6. Implementations and Benchmarks 113

Theorem 11. The /-IND-ICP MimoSecco database outsourcing scheme has IND-ICP security
and no query advantage over |-IND-ICP.

Proof. Since we did not change the encryption mechanism Encpg the proof for Theorem|10]
(The MimoSecco database outsourcing scheme has IND-ICP security.) still holds. For the
property no query advantage over /-IND-ICP, we show that the transcript of the execution
of a query g on Encpg(d, K) is indistinguishable from the transcript of the execution of
query g on Encpg(p(d), K) for any [icp|p that respects the partitioning scheme f. This
means, p only permutes attribute values within the partitions f(d) of d. If the two
transcripts are indistinguishable, we can use any successful adversary on /-IND-ICP to
build a successful adversary for the underlying encryption scheme (Geny, Ency, Decy).
Since the scheme already provides IND-ICP, we only need to consider steps with
messages from the client to the server. In the SELECT Protocol, steps that contain
messages from the client to the server are Steps 1 and 4. The message in Step 1 only
depends on the query. In Step 4, the client sends pids., the ids of buckets that fulfil
the conditions of the query under to the server. For a query with conditions c,
these bucket ids pids, are identical for Encpp(d, K) and Encpg(p(d), K) for any[icp|p that
respects f (cf. Definition 71): The [icp|p only permutes attribute values within buckets.
Therefore, if a bucket of d contains certain attribute values (for example those that match
the condition), the corresponding bucket of p(d) contains these attribute values as well.
Now for the modified UPDATE Protocol: Steps with messages from the client to the
server are Steps 1, 4, 7.1, 7.5, 8, 10a.1, 10b.1, and 12. We already covered Steps 1 and 4
above. The messages in Step 7.1 and in Step 8 only depend on the query. The messages
in Steps 10a.1 , and 10b.1 only depend on the index tables, which can not be used to
distinguish Encpp(d, K) from Encpg(p(d), K) for any p, since our internal encryption
scheme pads index lists to a fixed length. This leaves Step 7.5. which also can not be used
to distinguish Encpp(d, K) from Encpg(p(d), K) for any p, for the same reason. This
concludes our proof. O

Note, that we did only need the padding of index entries to length s for the proof of
the modified UPDATE protocol. If we only want to retrieve information from a database,
we do not need an encryption scheme with this property.

6. Implementations and Benchmarks

Estimations of theoretical scaling properties play an important role in the design of an
algorithm or a scheme and in the selection of alternatives. For implementations, the
theoretical overhead in the O notation is only one performance influencing factor that
has to be considered. For practical applications, also factors that are irrelevant in the O
notation can play an important role. Such factors for, are example, constant overhead
factors or performance overheads introduced by concrete implementation choices of
data structures or programming languages. Optimisations of implementations, while
irrelevant from a theoretical point of view, now, affect the performance of the application.

In this chapter, we present two implementations of the MimoSecco database outsourc-
ing scheme: the MimoSecco implementation and the Cumulus4j implementation.

The MimoSecco implementation is a research prototype written in Java that provides an
SQL interface and uses an backend. It has been presented at CeBIT, the biggest fair
for information technology, as well as on the yearly reception of the KIT. In the context
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of the MimoSecco research project, it has been integrated into a prototype of a database
abstraction and synchronisation layer for CRM applications.

The Cumulus4j implementation is a Java plug-in for the database abstraction layer
DataNucleus and provides Java Persistence API (JPA), Java Data Objects (JDO), and
SQL|interfaces. DataNucleus can use numerous backends including most databases
(e. g. PostgreSQL, MySQL, SQLite, Oracle), map based databases (e. g. Cassandra) and web
based backends (e. g. Amazon S3, Google Storage, JSON). The Cumulus4j implementation
is free software under the In the context of the Cumulus4j research project, it has
been integrated in a commercial invoice processing software.

The overhead of our database outsourcing scheme depends on the queries as well as
on the data stored. We provide benchmark results for both implementations for different
scenarios, queries, and data. In Section|7, we present and discuss different optimisations of
the index structures of our scheme and provide benchmark results for these optimisations.

Please note, that for our implementations, we used AES for the internal encryption
scheme. Therefore, strictly speaking, the implementations do not provide IND-CPA
security, since AES in|[CBCImode does not provably provide IND-CPA security. This is a
potential source for side channels. It is, however believed, that the AES is a pseudorandom
function. If this holds true, AES in/CBC|/mode provides IND-CPA security. Additionally,
the internal encryption scheme can be exchanged for one that provides IND-CPA security.

6.1. The MimoSecco Implementation

The MimoSecco implementation is a research prototype of a database adaptor that pro-
vides IND-ICP security [HH14]]. It has been used in the MimoSecco Project [AGH11]]. In
this context, it has been integrated into a prototype of a database abstraction and syn-
chronisation layer for CRM applications of the CAS Software AG [CAS]. The MimoSecco
implementation has been presented in 2011, in 2012, and in 2014 at CeBIT, the biggest
fair for information technology, as well as on the yearly reception of the KIT in 2012

(cf. Figure|[7.14).

6.1.1. Scheme and Implementation Details

The MimoSecco implementation is written in Java. It is realised as an adaptor that can be
deployed between the application and the database. It provides an interface and uses
a Java Database Connectivity driver for the back end database connection. For our
benchmarks, we used a PostgreSQL database for the back end database. Additionally, the
MimoSecco adaptor uses a local PostgreSQL database internally. The internal database
is used for query processing and only stores data during the execution of a query. The
usage of an internal database as a part of the query engine minimised implementation
time and effort. Moreover, since the result set returned by the adaptor is generated in the
internal database, compliant result sets are generated automatically.

The scheme implemented in the MimoSecco implementation deviates from the scheme
described in Section |4: Instead of generating a separate index table for each attribute of
the original database, the MimoSecco adaptor manages index tables for different data
types of attributes. For example all indices for Integer attributes are stored in a single
index table while the indices for String attributes are stored in a different index table.
Additionally, the MimoSecco adaptor stores meta information that allows to map index
entries to attributes and to tables. Figure shows the back end database scheme with
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7.14.2: The MimoSecco prototype at the yearly reception of the KIT

Figure 7.14.: The MimoSecco prototype at CeBIT and at the yearly reception of the KIT:
Tables are stored on the PCs in the saves/castles and can be accessed by
a separate client. In order to demonstrate the security properties of the
MimoSecco scheme, a laptop shows parts of the encrypted contents of the
outsourced database.

the index tables for String and Integer attributes. The table TableMeta holds names of
tables stored in the back end. The name as well as the type of each column or attribute is
stored in the table FieldMeta. Since a table has at least one column, there is at least one
entry in FieldMeta for each entry in TableMeta. As mentioned above, the index entries of
an attribute are stored in the index table for the data type of the attribute. For example, if
the data type of the attribute is Integer, its index entries are stored in the table IntIndex.
For the sake of clarity, Figure only shows two different types of index tables (String
and Integer). Index entries and data are stored according to the MimoSecco scheme: The
index tables hold attribute values and an encrypted list of ids (keys of the table Data), the
value occurs in. The table Data holds encrypted rows of the original databases. While
preserving its security property, this extension to the original scheme has the following
benefits:

+ The scheme allows for the storage of multiple databases.

« The back end database scheme is independent from the original databases stored.
There is no need to change the scheme in order to store a new or an additional
database.

« Different data types have different orders. Storing them in separate index tables,
each with the correct data type, ensures correct results for example for range
queries and for comparisons executed in the back end DBMS.
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Figure 7.15.: The back end data structure of the MimoSecco and the Cumulus4j imple-
mentations. The attribute value of the Index tables holds encrypted ids of the
Data table. This is indicated by the dashed line. The attribute value of the
table Data holds encrypted rows of the original databases. Due to the meta
tables, this scheme allows for IND-ICP secure storage of multiple databases.

6.1.2. Benchmarks

We measured the time from issuing a query until retrieving the result in three different
scenarios. For each scenario, we used the same hardware, queries, and, as far as possible,
software. In the following, we will describe the benchmarks of the MimoSecco imple-
mentation, the scenarios, the hard- and software, the queries, and the data in detail. In
the last paragraph of this section, we present and discuss the benchmark results.

Benchmark Scenarios In order to provide meaningful benchmarks, we deployed the
database back end on a different machine than the MimoSecco implementation. Fig-
ure depicts the deployment used for the benchmarks. We compared the MimoSecco
implementation to two different scenarios. All three scenarios involve a client and a
server. The time needed to process a query is measured on the client, while the database
sever is used for storage.

The first scenario (JDBC, Figure is without the usage of any encryption. The
original database is stored on the server in plaintext. Our benchmark component connects
via a Java JDBC driver directly to the database component on the server. Since in this
scenario, queries are processed directly by the database component with no additional
software as well as no encryption involved, it should provide the best benchmark results.

For the second scenario (SSHFS, Figure7.16.2), we deployed the database component
on the client. The idea of this scenario is to use the server as a file server for the database
component. Therefore, we mounted parts of the file system of the server on the client.
Additionally, we encrypted the file system on the side of the client. As a result, the
database component writes its data into an encrypted file system stored on the server.
We realised the encryption of the outsourced file system by a chain of Filesystem in
Userspace drivers. For mounting the file system on the server, we used the Secure
SHell FileSystem (SSHFS). For file system encryption, we used encfs, an encrypted file
system extension for Assuming encfs provides an IND-CPA-secure encryption,
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Figure 7.16.: Benchmark scenarios for the benchmarks of the MimoSecco implementation

compared to the other two scenarios, this scenario has the strongest security properties.
However, this scenario has the drawback that the database component has to use the
potentially slow network connection for each file system access. The extend in which
parts of queries can be outsourced to the server depends on the file system on the server,
the chain and the usage of the file system by the database component. Therefore,
this solution might scale differently than the JDBC scenario or the MimoSecco scenario.
Additionally, the client has to support a fully fledged database server component.

The third scenario is the MimoSecco scenario (Figure . Therefore, the MimoSecco
adapter, which connects via JDBC|to the database component on the server, is deployed
on the client. The MimoSecco adapter is deployed between the benchmark component
and the back end database.

Hard- and Software The database component used in each scenario is a PostgreSQL
(version 9.1) database. The hardware specifications of the server are as follows:

« Processor: 2 AMD Opteron, 6 Cores @ 2.4GHz

« RAM: 32 GB
The hardware specifications of the client are a follows:

« Processor: Intel Pentium Dualcore @ 2GHz

« RAM: 2 GB

The client and the server are connected with 100Mbit/s Ethernet.
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Queries and Data The queries and data used in the benchmark are from the AS/sup
3/AP benchmark [TOB89]. Since the current MimoSecco implementation does not fully
support/SQL, we chose a subset of the queries of the AS/sup 3/AP benchmark. We used
SELECT, INSERT, UPDATE, DELETE, ALTER TABLE, and DROP TABLE queries. The
times measured in the next paragraph are averages over different queries and multiple
runs.

For the benchmarks, we used two different data sets of the AS/sup 3/AP benchmark,
each with 10,000 tuples. In the data set uniques, all attributes have unique values. In the
data set hundreds, most of the attributes have exactly 100 different values. Furthermore,
the attribute values are correlated. The hundreds data set has a selectiveness of 100.
A more detailed explanation of the data sets and the queries used can be found in the

appendix in Chapter

Results Figure provides an overview over the benchmark results. Here, the results
from the benchmarks for the two data sets hundreds and uniques are averaged. Detailed
benchmark results can be found in the appendix in Section|A.1/in Figures and/A.6|
This benchmark does not show the scaling properties of the three scenarios but rather
allows for a comparison of the overhead of different query types. Scaling benchmarks
of the MimoSecco implementation are presented in Section |7, The benchmark results

451
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Figure 7.17.: An overview over the benchmarks of the MimoSecco implementation

show that the JDBC and the SSHFS scenarios do have about the same overhead. Only for
UPDATE and DROP queries, the SSHFS solution is slower than direct database access.
Furthermore, the results show a significant overhead of the MimoSecco implementation
compared to direct database access. This overhead can be explained by the additional
queries introduced by the MimoSecco adaptor, the overhead for de- and encryption, and
the overhead introduced by the query parser. In the MimoSecco adaptor, query parsing,
query generation, and de- and encryption are realised using String operations in Java,
which can be very expensive from a performance point of view.

Additionally, the focus of the MimoSecco research prototype is to demonstrate real-
isability. However, some performance optimisations were introduced in a later stage.
Figure compares benchmark results of an early variant of the MimoSecco implemen-
tation with results of a recent variant that, for example, uses batch statements. This shows
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the optimisation potential of the MimoSecco research prototype. A more efficient String
processing in the query parser and in the internal database engine or parallelisation of
queries potentially lead to additional performance enhancements.

8,000
6,000

4,000

time in ms

2,000

SELECT INSERT UPDATE DELETE ALTER DROP

B EMimoSecco adaptor (non optimised D@ older version) ‘

Figure 7.18.: During this work, the MimoSecco research prototype has been improved
and extended. This chart shows a comparison of the benchmark results
of one of the first and one of the most recent version of the MimoSecco
prototype showing the optimisation potential. The recent version uses batch
statements and has improved query handling.

The MimoSecco benchmark results in Figure show that the overheads for SELECT,
UPDATE and DELETE queries are about the same. The overhead for INSERT queries is
significantly lower. This can be explained by the fact that all inserted values are unique.
Therefore, the adaptor created new index entries. Inserting values into existing index
entries, which involves a SELECT query, a decryption, String operations, an encryption,
and an UPADATE query is not necessary. This also explains the lower overhead of the
DROP queries: They also no not involve retrieval end decryption of index entries, which,
in turn, involves potentially expensive String operations.

6.2. The Cumulus4j Implementation

The Cumulus4j implementation is a plug-in for the database abstraction layer DataNucleus.
It has been developed and used in the Cumulus4j project [Hub+13], where it has also
been integrated in Ax Easy [AX ], a commercial invoice processing software as a service.
The full source code of Cumulus4;j as well as the benchmarks are available online [Nig]]

under the AGPL

6.2.1. Scheme and Implementation Details

Cumulus4j integrates into DataNucleus as an OSGi plug-in. Figure depicts the
coarse architecture of a database application that uses DataNucleus with Cumulus4;.
The application component uses DataNucleus and DataNucleus accesses the underlying
database. Cumulus4j enhances DataNucleus. The integration of our plug-in, and therefore
the encryption of the underlying database, is, except for a minimum of Cumulus4j API
calls controlling the key management, fully transparent to the application. Thus, existing
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Figure 7.19.: Coarse architecture of an database application with DataNucleus and Cu-
mulus4j. The integration of Cumulus4j as a plug-in for DataNucleus is
transparent for the application.

applications using DataNucleus can be easily enhanced with Cumulus4;j. In contrast to
MimoSecco, the encryption keys have to be unlocked for the Cumulus4j plug-in, for
example by the application itself. During database operations, the encryption keys are in
the memory of the server Cumulus4;j is deployed to. Note, that the back end databases can
and should be deployed to different servers. The Cumulus4j implementation uses a back
end data structure similar to the back end data structure of the MimoSecco implementation

(cf. Figure|[7.15).

6.2.2. Benchmarks

We measured the performance of Cumulus4j with PolePosition [Polb], a generic open
source Java benchmark suite for object relational mappings. We measured two scenarios:
DataNucleus without Cumulus4j and DataNucleus with Cumulus4j. In both cases, in
order to minimise the impact of the effects of the OS and the Java garbage collection,
the benchmark ran multiple times and the results were averaged. For our benchmarks,
we used two machines: a client application and benchmark server and a database server.
The application and benchmark server hosted DataNucleus and Cumulus4j and ran
PolePosition. The back end database (MySQL 5.5) was deployed on the database server.

Queries and Data The PolePosition benchmark suite is organised in so-called circuits.
These circuits are different benchmark scenarios. They differ in the object data structures
and the queries. The idea of these circuits is to replicate different complex application
scenarios. A detailed description of the different circuits can be found in the appendix in

Chapter|A.2|and on the PolePosition website [Polal.

Hardware As mentioned above, we used two servers: an application and benchmark
server and a database server. The application and benchmark server has the following
hardware:

« Processor: Intel Core i7-2700K
« RAM: 16 GB
The hardware of the database server is as follows:

o Processor: AMD Phenom II X6
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« RAM: 8 GB RAM

The servers are connected via Gigabit Ethernet.

Results An overview over the benchmark results is shown in Figure Detailed
benchmark results can be found in the Appendix in Chapter In order to cope with

IBDatanucleus  BBDatanucleus with Cumulus4;
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Figure 7.20.: Benchmark results in ms of the PolePosition benchmark circuits Complex,
Flatobject, Inheritancehierarchy, and Nestedlists for Datanucleus with and
without Cumulus4j. In order to cope with outliers, the time axis is in log-
arithmic scale. QIS are queries of indexed Strings and QII are queries of
indexed Integers.

outliers, the mean time for all results is shown on a logarithmic scale.

The initial creation of the data sets and insertion of new data sets (WRITE and CREATE)
is more complex due to the additional overhead introduced by the Cumulus4j plug-in.
Data encryption and the creation of indices result in an overhead of roughly factor 5.

Since the implicit use of indices in Cumulus4j and the fact that MySQL does not use
indices per default, reading data (QUERY and READ) with the Cumulus4j plug-in is
faster than without it, except for the Inheritancehierarchy circuit. Enabling indexing
techniques of MySQL also speeds up queries of Cumulus4j, but may reduce the benefit of
the Cumulus4j indices and, therefore, the speed-up relative to queries without Cumulus4;j.
The higher overhead of the Inheritancehierarchy queries can be explained with the data
structures used in this circuit. Objects in this circuit have a class hierarchy with a depth
of five levels. This results in subsequent queries to the index structures and additional
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decryption operations between these queries. Updates take almost the same time while
deletes are marginally slower with Cumulus4j. The benchmark results show, that the
overhead introduced by Cumulus4j highly depends on the data structures and the queries
used. According to the benchmark results, Cumulus4;j is best suited for applications
with many read and few write queries. Please note that when using Cumulus4j in web
application, end users would probably not notice any slowdown at all, because the overall
response time is only marginally affected by Cumulus4;.

7. Optimisations of Index Structures

The index tables of the MimoSecco database outsourcing scheme presented in Section 4|
enable sublinear search of individual index values with respect to the size of the database
and, therefore, allow for efficient execution of queries. There are, however, scenarios
where the overall database outsourcing scheme does not scale sublinearly. In an index
table, the rows ids of index values are stored in lists. In general, the size of these lists
linearly scales with the size of the database. Therefore, checking if an id is in a list can
involve a linear (in the size of the database) overhead.

Consider for example the database depicted in Figure The index tables after

row name gender salary row name gender salary
1 Johnson male 10 10 Jones male 7
2 Johnson female 10 11 Jones male 7
3 Johnson male 10 12 Jones male 7
4  Johnson - 10 13 Williams female 8
5 Johnson male 9 14  Williams male 8
6 Johnson male 9 15 Jones male 7
7 Jones male 8 16 Johnson female 8
8 Smith male 9 17 Johnson female 10
9 Jones male 7 18  Williams male 8

Figure 7.21.: An example employee database empl. We use this database to illustrate
examples of the index optimisations. The attribute row is added for easier
traceability. We use this example throughout this section in order to illustrate
the optimisations.

outsourcing are depicted in Figure Now consider for an example that we want to
check if there are any male employees with the name Smith. The query for this example
is as follows:

SELECT % FROM empl/ WHERE gender = male AND name = Smith

Executing this query on the outsourced database results in the following queries to the
index tables:

SELECT rows FROM emplindex,gender WHERE gender = male
SELECT rows FROM emplindex.name WHERE name = Smith
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values rows values rows
Johnson Enc((4,3,17,5,1,2,6,16), K) 10 Enci((3,1,17,4,2), K)
Jones Enc((10, 12,11,15,7,9), K) 9 Enc((8,6,5), K)
Smith Enc(8, K) 8 Ency((14, 16,7,18,13), K)
Williams Ency((18, 13, 14), K) 7 Enci((12, 15,9, 10, 11), K)
7.22.1: emplindex.name 7.22.2: emplindex,salary

values rows

male Ency((15,18,6,7,8,9,10,11,1,3,5,12, 14), K)
female Enci((2,17,13,16), K)
- Enc(4, K)

7.22.3: emplindex,gender

Figure 7.22.: The index tables for our example database in Figur = for the attributes
name, salary and gender. The lists of row ids are encrypted with an internal
encryption mechanism Ency and an encryption key K.

The result of the first query is Ency((1,3,5,6,7,8,9,10, 11, 12, 14, 15, 18), K) and the
result of the second query is Ency(8, K). Now, the client has to decrypt both results
and execute a set intersection on the decrypted sets of row ids. Since the first set is
comparatively large and the second set only contains one element (the id 8), the client
had to fetch a large number of false positives from the database, which induces a large
overhead.

Therefore, in the following section, we propose different optimisations for the index
tables in order to reduce this overhead. We will see that the individual optimisations are
suited for different scenarios that depend on the data in the database and the queries.
Note that these optimisations can be used independently of each other. For each attribute
a different optimisation can be applied. Furthermore, some of these optimisations can be
combined.

The first class of optimisations are methods for compressing the lists of row ids in
order to directly reduce the transportation and decryption overhead. After presenting
these compression optimisations, we will examine different data structures for the index
tables and their impact of the efficiency of query execution.

7.1. Compression of Index Lists

In this section, we present different ways of compressing the row lists in the index entries.
The basic idea is to decrease the size of the lists in order to decrease the transportation
and the decryption overhead. The three compression methods discussed in this section
are Intervals, Exclusive Labels, and Normalisation. Since in an index list every entry is
unique, there are no recurring patterns and, therefore, classic compression algorithms
such as LZW are not considered here.



124 7. Mechanisms for Database Outsourcing

7.1.1. Intervals

The lists of index entries can be compressed by replacing sequences rows ids with
a representation of the interval. The table in Figure shows the index table for

values rows

Johnson Enci((1 -6, 16,17), K)
Jones Enci((7,9 - 12, 15), K)
Smith Enc(8, K)

Williams Ency((13, 14, 18), K)

Figure 7.23.: Interval compression: More than two subsequent ids of rows are replaced
with a representation of their interval.

the attribute name for our example database emp/ with an interval compression. This
compression is well suited for attributes with few different attribute values and long
sequences. The drawback of this optimisation is the overhead for sorting the lists of row
ids.

7.1.2. Exclusive Labels

Instead of storing the ids of rows where an attribute value occurs, you can store the id of
rows where an attribute value does not occur. This is suited for attributes with values
that occur in more than half of the rows of the database. Consider for example the index

values rows

male Ency((—2,4,13,16,17), K)
female Enc((2,13,16,17), K)
- Enci(4, K)

Figure 7.24.: Exclusive Labels compression: The attribute value male occurs in more than
half of the rows in the database (n = 15). Therefore, the row id list of this
attribute value is replaced by the symbol — followed by the list of ids of the
rows, the attribute value does not occur.

table in Figure Here, the attribute value male occurs in 13 of 18 rows. With the use
of the exclusive label, we have only to store 5 row ids in its index list if we store the ids
of the rows it does not occur. Here, the symbol = marks the use of exclusive labels.

The drawback of this compression is the overhead introduced to INSERT and DELETE
queries. If a query, for example, inserts a row with gender = female, we have also to
change the index entry for all attribute values to of the attribute gender that are different
to female and use exclusive labels.

7.1.3. Normalisation

If two attributes are correlated, certain values of these attributes often occur together.
Then, there are multiple row ids that occur in both index entries of these attribute values.
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We can store such correlations normalised in an separate table. We call this table the
normalisation table. This normalisation table can save space and communication overhead.
For an example, consider Figure The tables emplindex,name and emplindex, salary Show

values rows values rows
Johnson Ency((x1, %2, 16), K) 10  Ency(*1, K)
Jones Ency((7, %3, 15), K) 9 Ency((x2, 8), K)
Smith Enc(8, K) 8 Enci((7, %4, 16), K)
Williams Ency(#4, K) 7  Ency((%3, 15), K)
7.25.1: emplindex, name 7.25.2: emplindex, salary

reference rows
Enci((1, 2,3, 4, 17), K)

1
2 Enci((5,6), K)

3 Enci((9, 10, 11, 12), K)
4

2

Ency((13, 14, 18), K)

7.25.3: emplp(name salary)

Figure 7.25.: Normalisation optimisation: The row ids of values of different attributes
that occur together twice ore more are stored together in a separate table.

the normalised index tables for the attributes name and salary. The symbol * marks
the use of a normalisation while the number afterwards represents the number of the
normalisation. The table empl,(name,salary) holds the normalised correlations.

The downside of this optimisation is the additional overhead for normalisation man-
agement. Consider for example the following query:

UPDATE empl! SET salary = 10 WHERE row = 5 (7.2)

This query changes the row with (5, Johnson, male, 9) in the original database to (5,
Johnson, male, 10). The execution of this query induces the following changes to the
index tables:

« table empl,(name,salary), TOW 1:
update value of attribute rows to Ency((1, 2, 3,4, 17, 5), K)
. table emp/;(

name,salary) :
deletion of row 2

« table emplindex,,, salary TOW 2:
update value of attribute rows to Ency((6, 8), K)

+ table emplindex, name, TOW 1:
update value of attribute rows to Ency((x1, 6, 16), K)

Figure shows the resulting tables after execution of our example query.

There are, however, queries that can be executed very efficiently with the normalisation
optimisation. Replacing one normalised relation with another one can be done without
changing any row ids, but only with changing pointers to the normalisation table.
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values rows values rows

Johnson Ency((x1, 6, 16), K) 10  Ency(x1, K)
Jones Ency((7, %3, 15), K) Ency((6,8), K)
Smith Enc(8, K) Enci((7, =4, 16), K)
Williams Enc(x4, K) Ency((x3, 15), K)
7.26.1: empl’! 7.26.2: empl!

index,,name indexp,salary

~N o0 O

refernece rows

1 Enc((1,2,3,4,17,5), K)
3  Enci((9, 10, 11, 12), K)

4 Ency((13, 14, 18), K)
7.26.3: empl’

n(name,salary)

Figure 7.26.: The normalised index tables after execution of Query The execution of
this query changes four entries in the index tables.

7.2. Sorted Index Lists - Binary Search

The implementationsMimoSecco and Cumulus4j use a block cipher (e.g. AES with a
block length of 256 Bit) in mode for en- and decryption of the row id lists. This
mode allows to decrypt individual cipher blocks without the need to decrypt all previous
cipher blocks.

If a list of row ids has to be split into several blocks in order to encrypt it, sorting the
list prior to encryption can decrease the decryption overhead. For example, in order to
check if a certain row id is in a list, instead of decrypting the complete list (ie. decrypting

all cipher blocks), binary search on cipher blocks can be used. Figure depicts the

values rows

male Ency((1,3,5,6,7,8,9,10,11, 12, 14, 15, 18), K)
female Enc((2,13,16,17), K)
- Enci(4, K)

Figure 7.27.: The index tables of the attribute gender of our example with sorted lists of
row ids.

index table for the attribute gender of our example database with sorted lists of row ids.

Furthermore, assume we want to check if the entry in row 11 is male and that a cipher
block can hold two row ids. Figure depicts a representation of the sorted row id list
of the attribute valuemale.

Applying a binary search pattern, we first have to decrypt cipher block 3. The decryp-
tion of cipher block 3 yields the ids 6 and 7. Since 11 > 7, we have to search in the higher
part of the list. We decrypt cipher block 5 and get the ids 10 and 11 which concludes our
binary search. Due to the mode, in order to decrypt cipher blocks 3 and 5, we also
need to decrypt cipher blocks 2 and 4.

In this example, we decrypted 4 cipher blocks. If the list was not sorted, we had to



7. Optimisations of Index Structures 127

117
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Figure 7.28.: A representation of the cipher blocks (cb;) of the sorted row id list of the
attribute valuemale assuming a cipher block can hold two ids.

decrypt 7 cipher blocks in the worst case. In the O calculus, the number of cipher blocks
that need to be decrypted in order to check if a row id is in a list is in O(1d n). Note, that
in order optimise queries such as the query in the example above, we need to determine
the number of row ids in a list. This can be done, for example, by storing this number in
an additional column of the index tables. Additionally, these numbers can be encrypted.

7.3. Keyed Hash Index

In our scheme, the index lists are encrypted. This has the disadvantage that there are
queries that introduce a large communication and decryption overhead. For example, the
server can not calculate the result of a JOIN or the result of a WHERE clause containing
more than one condition. A possible solution for this problem is the Keyed Hash Index.
This is a similar approach as Anatomization [NC11].

Instead of encrypted lists of indices, the Keyed Hash Index introduces a key that points
to an additional table, the Keyed Hash Index table. This additional table holds hashed
pointers with the lists of row ids in plaintext. Consider Table which depicts the

values sequence  hsequence rows

Johnson 1 H.(1) 4,3,17,5,1,2,6,16
Jones 2 H((2) 10,12,11,15,7,9
Smith 3 H,.(3) 8

Williams 4 H,(4) 18,13,14

7.29.1: emplindexy,, name 7.29.2: emplindex,

Figure 7.29.: The Keyed Hash Index. The index table holds pointers to the Keyed Hash
Index table. The Keyed Hash Index table holds hashed pointers and the
corresponding lists of row ids in plaintext.

Keyed Hash Index for the attribute name of our example database. The column rows
of the index table is replaced with a column sequence holding sequence numbers. The
additional Keyed Hash Index table (Table holds hashes of sequence numbers and
the corresponding row ids in plaintext. In order to retrieve the row ids for an attribute
value, we first have to retrieve the sequence number for this attribute value, calculate the
hash of this sequence number and then retrieve the corresponding list of the Keyed Hash
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Index table. Consider for example the following query:
SELECT % FROM employees WHERE name = Smith

Executing this query on the outsourced example database results in the following two
queries:

SELECT sequence FROM emplindex,, . name WHERE name = Smith
SELECT rows FROM emplindex,, WHERE hsequence = H,(3)

The client has to calculate the value of H,(3) locally. Since there is no need to decrypt any
indices and computing a hash, in general, can be done very efficiently, the Keyed Hash
Index has great potential for reducing the overhead of database outsourcing schemes,
even for simple queries. For example, joins and computing the result of two conditions in
the WHERE clause combined by AND can be computed on the server. Therefore, there is
no need to retrieve potentially long lists of row ids in order to execute such queries.
Using the Keyed Hash Index in our database outsourcing scheme, however, breaks the
security notion IND-ICP. Consider for example the tables depicted in Figure that
show index tables for the two databases in Figure From the first Keyed Hash Index,

row name gender  row name gender
1 Jones male 1 Jones female
2 Johnson female 2 Johnson male
3 Johnson female 3 Johnson female
7.30.1: empl2 7.30.2: p(empl2)

Figure 7.30.: An example employees database. Table|7.30.1 depicts the original database
and Table 7.30.2the database after application of an independent column
permutation p that permutes two attribute values of the attribute gender.

the adversary learns that there are two identical rows in the original database. Namely
the rows 2 and 3. From the second Keyed Hash Index, the adversary learns that there
are no identical rows in the database. Therefore, the adversary can distinguish the two
original databases and break our security notion IND-ICP.

It is an open question to formalise the level of privacy a database outsourcing scheme
with a Keyed Hash Index provides. Given the support for more efficient execution of
queries, an analysis of the privacy guarantees of the Keyed Hash Index seems worthwhile.

7.4. Storing Index Lists as B-Trees

In order to support efficient execution of range queries, database management systems
use B-Trees. B-Trees store a sorted list of attribute values that also can be accessed
through a tree structure. B-Trees combine the advantages of Trees and Linked Lists. A
starting value of a range query can be found in sublinear time, while the next value can
be found in O(1) since the leaves of the B-Tree are linked.

In order to support efficient query execution, Damiani et al. propose in [Dam+03]] to
use B-Trees for database outsourcing schemes as well. For security reasons, they propose
to encrypt the leaves of the B-Tree.
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hsequence rows
values  sequence  values sequence H
«(1)

1
Jones 1 male 3 H,(2) 2,3
Johnson 2 female 4 H,(3) 1
7.31.1: empl2indexyy name  7-31.2: €MPI2indexy, gender H,.(4) 2.3

7.31.3: empl2ingdex,,

hsequence rows

values sequence values sequence H, (1) ]
Jones 1 male 3 H,(2) 2,3
Johnson 2 female 4 H,.(3) 2
7.31.4: p(empl2)indexy, name 1-31.5: H,(4) 1,3
p(emplz)indexkh,gender 7.31.6: p(emplz)indexkh

Figure 7.31.: The Keyed Hash indices of the tables in Figure The adversary can
distinguish these two indices since she learns from the Keyed Hash Index of
empl2, there are two identical lines in the original database emp/2, while she
learns from the Keyed Hash Index of p(empl/2) that every line in p(emp/2)
is different.

In the following, we adapt B-Trees for our indices. Here, the advantages of B-Trees are
similar to the advantages of sorted lists. They support efficiently checking if a row in the
original database has a certain attribute value. Additionally, B-Trees efficiently support
INSERT queries if each child and leaf is stored in a different table cell. Therefore, the
B-Tree optimisation can be seen as a extension of the sorted list optimisation proposed in
Section Figure shows an example representation of the B-Tree for the attribute
name and the attribute value jJohnson of our example database employees. The interval
and leaf sizes are small in order to show the tree structure. Implementations of this
optimisation should have leaf sizes that are multiples of the length of a cipher block.
Furthermore, in an implementation of this tree, the intervals can be replaced with keys
and pointers. For example the node [1,6] can be stored as:

< pointer to node [1, 3] > 4 < pointer to node [4, 5] >

Storing pointers in separate cells allows for traversing a path in the tree on the server
with a single query.

The leaves of the tree hold the row ids and are encrypted. In contrast to regular B-
Trees, we need empty leaves and nodes that point to empty leaves. Otherwise, our secure
database outsourcing scheme that uses the B-Tree optimisation does not fulfil IND-ICP.
Consider for example two B-Trees for two attribute values of different attributes. If there
is no leaf in both trees that potentially holds the same row id, these two attribute values
can not be related in the original database.

For our example, this would be the case with the B-Trees for the attribute name and
the value Smith and the attribute gender and the values female and -, the third value
of the attribute gender. Assuming an interval size of 3, there would be no leaves in the
B-Trees for female and - that potentially hold the row id 8 (cf. Figure|7.21). Therefore, the
adversary learns that Smith in the original database is male.
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name = Johnson
#entries = Enc(8, K)

| Enci(1,2,3), K) || Enci((4,5,6), K) F—{ Enci((-), K) ——{ Enci((-), K) ——] Enci(-), K) F—{ Enai((16,17), K) |

Figure 7.32.: An example B-Tree with t = 3 for the root node and an interval size of 3.
This B-Tree stores the row ids for the attribute name and the value Johnson
of our example database employees. Row ids are stored encrypted in the leaf
nodes. The last inner nodes before the actual leaves are not needed and are
only depicted to illustrate the interval sizes of the leaf nodes.

Storing empty leaves and nodes that point to empty leaves introduces a storage over-
head, especially for attributes with a large range and sparse attribute values. Adaptively
choosing different node intervals for each attribute value results in a lower storage over-
head. Since the optimal parameters depend on the data stored in the tree, during runtime,
the optimal intervals may change which also results in a reorganisation overhead for the
whole tree.

Also, encrypting the nodes, in addition to the leaves, allows for B-Trees with no empty
leaves or nodes that point to empty leaves, since the adversary does not learn anything
about ranges of rows the attribute value occurs. This, however, introduces additional
decryption overhead for each node. Additionally, as mentioned above, without encryption
and depending on how links to other nodes are stored, traversing a path in the B-Tree
can be implemented with a single query. If each node is encrypted, each node has to be
retrieved an encrypted in order to determine the next node the be retrieved.

7.5. Storing Index Lists in Buckets

Instead of building a B-Tree manually, we also can roll out the tree into buckets and
rely on the indexing by the database management system. The leaves of the B-Tree
(cf. Section partition the room of possible row ids. This also is the idea of the bucket
optimisation. But instead of accessing a single partition with a tree structure, we store
the interval for each partition. Consider for example Figure The table in this figure
depicts the Bucket Index for the attribute name and attribute value Johnson. Each row
holds the start of the interval and the encrypted row ids of the interval. Similar to the
B-Tree, in order to fulfil the security notion IND-ICP, we also have to store empty buckets.
For accessing a bucket, we need the following formula:

b(r) = (rdiv (i + 1)) - i + 1
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start rows

Enci((1, 2, 3), K)

—_

4 Ency((4,5,6), K)
7 Enci(—, K)
10 Enci(—, K)
12 Enci(—, K)

16 Enci((16,17), K)

Figure 7.33.: Bucket Index for the attribute name and the attribute value johnson. A row
in the Bucket Index holds the start of the interval of row ids as well as the
encrypted list of row ids the attribute value occurs in this bucket. This
optimisation is similar to the B-Tree Index but relies directly on the indexing
mechanisms of the database management system.

Here, i is the length of the interval and r is the row id. Then, b(r) is the start of the bucket
for the row id r. Consider for example, we want to check if the value of attribute name in
the rows 3 and 8 is Johnson. In our example the bucket size i is 3. Therefore, we calculate:

b(3) = (3divd) 3+1=0-3+1=1

and
b(8) = (8divd)-3+1=2-3+1=7

and fetch the rows of the Bucket Index with start = 1 and start = 7. In the first case, the
attribute value of the row in question is Johnson, in the latter case it is not, since the
Bucket that starts with row id 7 is empty. For a given row id, calculating the bucket can
be done in O(1), while fetching the bucket relies on the index structure of the database
management system. The overhead for fetching a bucket usually is between O(1) and
O(/d(%)) while n is the number of rows in the database and t is the interval size of the
buckets.

Similar to the B-Tree optimisation, the Bucket optimisation has the drawback of the
need to store empty buckets. A solution for this is encrypting the start column of the
Bucket Index. Then, as it is the case with the B-Tree optimisation, we trade storage space
overhead for additional encryption overhead. For our benchmarks in Section we
chose to accept the additional storage overhead and store the start of a bucket in plaintext.

7.6. Comparison and Benchmarks

The goal of the optimisations proposed in Sections is the reduction of the de-
cryption overhead as well as of the message overhead for queries. In order to provide a
comparison of the overhead, we compare the overhead of each optimisation on the O
calculus in Section|7.6.1 Since, the overall performance of an optimisation depends on
the data in the database as well as on the queries, we provide benchmarks of selected
optimisations in Section|7.6.2]

7.6.1. Encryption Overhead and Space Requirements

For each optimisation, we examine the number of row ids we need to decrypt in order to
check if a row id is in an index. Figure provides an overview of the overheads for
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each optimisation.

optimisation  decrypted row ids for retrieval
of a single row id

List o(l)
Compression  O(/)
Binary Search O(ld /)
Keyed Hash 0o(1)
B-Tree O(t)
Bucket O(t)

Figure 7.34.: Complexity class of the number id row ids needed to decrypt in order to
look up a single row id, while / is the number of row ids of an attribute value
and t is the interval, leaf, or bucket size.

Without any optimisation, the number of row ids, the adaptor needs to decrypt in order
to look up a single row id scales linearly with the number of row ids of the corresponding
attribute, which depend on the size of the database.

The Compression optimisations are similar to the standard indices. They only decrease
the overhead by a value that depends on the compression method an on the data in the
database.

The Binary Search decreases the decryption overhead to O(1d /) while only needing to
store an additional value, the length of the list (cf. Section .

With the Keyed Hash optimisation, the row ids are stored in plaintext. Furthermore, this
optimisation has the potential for efficient execution of two classes of queries. However,
with this optimisation, the IND-ICP security notion is not fulfilled (cf. Section|7.29). The
storage overhead of the Keyed Hash optimisation is the space needed for the sequence
numbers, their hash values (h), as well as the row ids in plaintext.

Since the B-Tree optimisation and the Bucket optimisation, both, partition the space of
row ids into buckets, the number of row ids needed to be decrypted for a single row id
depends on the number of ids in a bucket (O(t)).

For the Bucket optimisation, we need to store each each bucket (t + r + m) as well as a
starting value for each bucket (m - /). The B-Tree optimisation needs additional storage
space for the tree structure and, for each leaf, a pointer to the next leaf.

The Compression, the Binary Search and the Keyed Hash optimisations are more space
efficient than the B-Tree and the Bucket optimisations. On the other hand, the Keyed
Hash, the B-Tree, and the Bucket optimisations require less decryptions of row ids. The
Keyed Hash seems to be the best optimisation for decreasing decryption overhead as well
as in storage space overhead.

For real applications, we have to consider how a DBMS handles the additional space
requirements. A DBMS may introduce additional overhead or compression. Therefore,
we measured the space needed on the hard disk for the plain data set, the adaptor without
optimisations (List), the adaptor with the Keyed Hash optimisation, and the adaptor with
the Bucket optimisation for the uniques and the hundreds data set of the benchmarks from
Section 6.1| Figure shows the results. Figure shows the absolute space required
for just the empty tables, the hundreds data set, and the uniques data set. Figure
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Figure 7.35.: Comparison of absolute and relative disk space requirements of the plain data
sets and the data sets transformed with the database outsourcing schemes
and its optimisations. The figure for relative space requirements shows the
space needed by the data without the space needed by the empty tables.

shows the disk space requirements of the data without the initial overhead for the table
structures.

Irregardless of the optimisation, data transformed by the adaptor needs roughly 7-8
times the space of the plain data sets. The comparison of Figures|7.35.1/and [7.35.2/ shows
that the most space is needed for the data structures. For the data sets used (10,000 entries,
each), the actual data does only make up a fraction of the space requirements. Depending
on the optimisation, the data transformed by the adaptor needs about 1-4 times the space
of the plain data.

7.6.2. Benchmarks

Hardware We use the same set-up and hardware as in the benchmarks of the MimoSecco
adaptor in Section[6.1)in the MimoSecco scenario (cf. Figure [7.16.3). The benchmark
component as well as the adaptor is deployed on the client with an Intel Pentium Dualcore
@ 2Ghz and with 2 GB RAM. The back end database (PostreSQL 9.1) is deployed on a
server with 2 AMD Opteron with 6 Cores @ 2.4Ghz, each, and with 32 GB of RAM.

Queries and Data Since we want to benchmark the scaling effects we did not use the
queries and the data set of the AS/sup 3/AP benchmark [TOB89], but created data sets
with with 1,000, 2,000, 4,000, 8,000, 16,000, and 32,000 entries, each. The scheme of the
data set, as well as an excerpt is depicted in Figure Each data set has the attributes
gender, prename, name, and age. The attribute gender has a distribution of 7% female and
93% male. The names are from a service called Fake Name Generator [Cor]. The values of
the attribute age are chosen uniformly at random from [1, 99].

The queries used in this benchmark are the INSERT queries needed to initially create
each data set and SELECT queries with different properties and result sets. Figure
depicts the SELECT queries used in this benchmark. In the benchmarks, we used a simple
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gender prename name age
male Frank Kluge 23
male Marko Schmid 4
male Mike Herrmann 95
male Jens Fenstermacher 54
female Sabrina  Moeller 33

Figure 7.36.: An excerpt of the data sets used in the optimisations benchmarks.

Query Nr.  Query

S1 SELECT * FROM users WHERE prename = Maximilian
S2 SELECT * FROM users WHERE prename = Maximilian AND gender = male
S3 SELECT * FROM users WHERE name = Moeller AND gender = female

Figure 7.37.: The SELECT queries used in the scaling benchmark. The query S1 is a simple
query with one condition. In the data set used, 93% of all tuples fulfil the
condition gender = male.

SELECT query with one condition and two SELECT queries with two conditions, each.
The second condition of the second query is fulfilled by 93% of all tuples, while the second
condition of the third query is fulfilled by only 7% of all tuples.

Results According to Figure the Compression optimisations behave similar to the
standard implementation. Furthermore, the Bucket optimisation behaves similar to the
B-Tree optimisation which, in turn, is an extension to the Binary Search optimisation
(cf. Section|7.4). Therefore, we compare the standard implementation (List), the Keyed
Hash optimisation, and the Bucket optimisation. For the Bucket optimisation, we chose a
bucket size of 10.

Figures|7.38to depict the benchmark results. More detailed benchmark results
can be found in the appendix in Chapter|A.3| The results show that for INSERT queries,
the Hash and the Bucket optimisation scale better than the standard implementation. As
expected, the Bucket optimisation has the lowest overhead. The Bucket optimisation has a
fixed size of buckets and, therefore, each row in the index tables only holds a fixed number
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Figure 7.38.: The average execution time in ms of an insert operation depending on the
optimisation and the size of the data set.
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Figure 7.39.: Average execution times in ms of the select queries S1, S2, and S3 depending
on the optimisation and the size of the data set.

of row ids. Consequently, the Bucket optimisation leverages the search optimisations of
the back end database better than the standard adaptor or the Hash optimisation.

Figure depicts the benchmark results for the SELECT queries S1, S2, and S3. The
results for S1 suggest, that the Keyed Hash and the Bucket optimisations scale better for
attributes with many different and equally distributed values. The results for S2 show,
that the bucket optimisation does not scale very well for queries that affect a high number
of buckets. Since 93% of all rows are affected by the query S2, the adaptor has to query
nearly all buckets. The results for select query S3 show that there is not much difference
in the overheads of the optimisations if a very small number of rows is affected.

Overall, the Bucket optimisation seems to be most suited for attributes with many
different values. For attributes with a distribution similar to the attribute gender in our
test data sets, the Bucket optimisation should not be used. Please note, that for each
attribute an individual index optimisation can be used.

8. Side Channels in Secure Database Outsourcing

When implementing or using implementations of cryptographic primitives, protocols,
or schemes, so-called side channels have to be considered. Side channels are security
issues of implementations. Cryptographic models that are used to prove security are
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abstractions and, therefore, do not capture every aspect of the real world. For example
power consumption is not covered in classic cryptographic security models. There are so
called power attacks, that allow an adversary to learn partially or fully the secret input of
a cryptographic scheme by observing the power consumption. In this case, observing the
power consumption and deducing parts of the secret input is a side channel attack. Other
common examples for side channels are electromagnetic emission or timing.

When a provably secure method, protocol, or scheme is implemented and used, from a
security point of view, there is a context switch from a formal model to the real world.
This context switch can introduce side channels. Note that side channels are not security
relevant bugs of an implementation but can occur even if the implementation itself is
bug free.

For the security proof of our secure database outsourcing scheme, we also used an
abstract model. Consequently, it is important to study possible side channels of implemen-
tations of this scheme that exploit aspects of reality that are not covered in the security
model. In this section, we will discuss potential security issues of implementations of
database outsourcing schemes on the example of the MimoSecco database outsourcing
scheme. The side channels discussed in this section, however, are not specific our scheme
but have to be considered when implementing database outsourcing schemes in general.
We will analyse the side channels presented in this section and discuss how to avoid
them.

8.1. Exclusion of Possible Database Contents

In contrast to Bayes Privacy, the model that we used to prove the security of our se-
cure database outsourcing scheme does not consider background specific knowledge of
adversaries. In the experiment IND-ICP(QG(en Enc) (cf. Definition , the adversary has to
choose two databases. The adversary chooses the first database directly and the second
one by choosing an independent column permutation of the first one. Therefore, the
model implicitly assumes that all possible database have equal probability. We pointed
this out in Chapter (4, Section|[6.2| where we modelled the security notion IND-ICP as a
Computational Bayes Privacy notion.

In reality, an adversary would not choose a database, but is presented with the out-
sourced database and wants to determine one or several relations of the original database.
If the adversary has specific background knowledge about the domain of the content of
the database, she can potentially exclude possible original databases. As an example, con-
sider the tables in Figure These tables depict a database that has been transformed
according to Encpg of the MimoSecco database outsourcing scheme (cf. Definition [69).
Due to the low number of rows of the data table (2), there are only two possible original
databases. These two candidates for the original database are depicted in Figure
An adversary with the background knowledge that men can not be pregnant, however,
can rule out the second database in Figure as the original database, which gives
the adversary a non negligible advantage in the security game IND_ICPéen,Enc) and,
consequently, breaks IND-ICP.

This problem is not specific to our scheme. According to the No-Free-Lunch Theo-
rem this problem is always present in schemes that allow adversaries to learn
something about the database, even if the model captures specific background knowledge.
As a result, for the security of a database outsourcing scheme it is vital to check if the
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name pregnant name pregnant
Alice yes Alice no
Bob no Bob yes

7.40.1: d() and d1

values rows values rows row data (name, condition)
Alice Enc(1, K) yes  Enci(1, K) 1 Ency((Alice, yes), K))
Bob  Ency(2, K) no Enc(2, K) 2 Enci((Bob, no), K)

7.40.2: M(dy) = M(d)

Figure 7.40.: Potential original databases|7.40.1 and the tables of an outsourced database
7.40.2, With domain specific background knowledge, it is possible to deter-
mine the original database.

assumptions about the background knowledge still hold given the data to be outsourced.

8.2. Usage of the Database

Static security notions such as IND-ICP do not consider the usage of the outsourced
database. In the Experiment IND-ICP(géen Enc) (Definition |14), the adversary can not
observe the execution of queries or has acces to access statistics of the database. In reality,
adversaries that observe how the database is used are possible and have to be considered.
They can, for example, observe sequences of queries and the their result.

We examine notions for data outsourcing schemes for adversaries that observe the
usage of outsourced databases in Chapter 5, Section and Chapter |6} Section|3| We
present a scheme with provable security against adversaries that observe queries in
Section|5| Nevertheless, we discuss these side channels as they may aid designers and

programmers in implementations of data outsourcing schemes.

Access Statistics Rows in the index and data tables that are queried in short intervals
are more likely to be correlated than other rows. By observing access patterns over time,
an adversary can learn the parts of the database that are queried often. Attacks involving
access statistics, however, are not specific to our database outsourcing scheme. Even if a
database is completely encrypted, an adversary with access to access statistics can gain
information about the database [KC05]]. There are so-called private information retrieval
schemes that consider this issue. For databases the notion of PIR implies
the notion of Query Privacy (cf. Chapter|5, Section 5).

As mentioned above, countermeasures to this attack involve or mechanisms that
prevent an adversary from learning the information a client queries from the server. Such
mechanisms, however, do have a very high overhead and are not applicable under the
performance constraints of most realistic scenarios.

Another method to counter this attack is to rely on architectural assumptions (as in

e.g. [Agg+05]). For example we can distribute each table to a different server. Assuming
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they do not collaborate maliciously a single server does not have access to the access
statics of the other servers and therefore can not conduct the attack described above.

Database Updates Adversaries can not only observe the execution of queries on an
outsourced database. They also can observe how queries change the database. In contrast
to message encryption or searchable encryption, a database can change over time. Queries
can add, remove, and change tuples. Consider for example Figure This Figure depicts

values rows row data (name, condition)
values rows

Ali Enci(1, K 1 E Alice, flu), K
B tnaC0 M K e o
Eve  Enci(3, K) cance A 3 Enc((Eve, flu), K)

7.41.1: The tables patientsindex.name> Pati€NtSindex, condition, and patientsyae, prior to the update

values rows row data(name, condition)
values rows

Alice  Enc(1, K 1 Enci((Alice, flu), K

Bob Encigz K; flu Enci((1,3), K) 2 EnciEEBob can)cer)) K)

Eve Enq(3 K)  cancer Ena(2 K) 3 Enc((Eve, flu), K)
13, I , flu),

Carol Enci(4, K) lupus  Enci(4, K) 4  Enci((Carol, lupus), K)

7.41.2: example tables after the update

Figure 7.41.: Example for an outsourced database before|7.41.1 and after|7.41.2 execution
of Query 7.3, An adversary observing both states can determine the new
tuple.

the states of a database before (Figure|7.41.1) and after (Figure|7.41.2) the execution of
the following update query:

INSERT INTO patients VALUES (Carol, lupus) (7.3)

Given the tables in Figure|7.41.1] this query will be transformed into the following INSERT
queries:

INSERT INTO patientsgata VALUES Enc; ((Carol, lupus), K)
INSERT INTO patientsingex.name ~ VALUES (Carol, Enc; (4, K))
INSERT INTO patientsindex.condition VALUES (lupus, Enc; (4, K))

If an adversary observes the state before and after execution of Query she can
determine the new tuple (Carol, lupus) inserted into the database and therefore get
information she should not get according to the static security notion. This is possible
since the security model does not consider database updates.

This attack can be prevented, for example, by methods like distributing the tables to
different severs, caching updates, or encryption of the index tables.

Our framework for notions for data outsourcing in Chapter |5, Section 3| as well as the
extension of our outsourcing scheme in Chapter |7, Section [5 already consider this side
channel, since the database is in the view (cf. Deﬁnition of the server. The MimoSecco
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and Cumulus4j implementations, however, do not since they only provide IND-ICP which
is a Static Security notion.

For future implementations of database outsourcing schemes, this side channel should
be considered. In contrast to usage scenarios for message encryption, updates are an
important aspect of databases.

8.3. Order of Values on Physical Storage

Using sets or multisets is a common approach in order to model databases (e. g.
INC11;|Agg+05] and in this work in Chapter 2| Definition 6). Sets and mutisets do not
have a specific order of their elements. In some cases, however, for example if we want
to address single tuples of the database, we assume it to be ordered.

The elements of real databases, always do have an order. Databases are stored on phys-
ical devices that are organised in storage cells with addresses. Additionally some storage
devices use file systems that also introduce an order of stored entities. Consequently,
elements of databases stored on physical devices do have an order implied by the storage
device or the file system. This order can potentially be different to the order used in the
abstract model.

An adversary can exploit this order and potentially break the security of the data
outsourcing scheme. This problem, is not specific to our outsourcing scheme. Any
scheme, that stores data in plain text on the back end (e. g. De +10])) is potentially
vulnerable to this kind of attack.

In realistic scenarios, application data is stored in the database over time by using the
application. Consequently, the order of data on the physical device can reflect the order
it has been stored in the database.

For our database outsourcing schemes, this means that in such a scenario, the adversary
may learn correlations of attribute values by simply reconstructing them from the physical
order of the entries of the index table on the storage device. This attack is similar to
the update attack described in Section Now, however, the adversary does not need
to observe different states of the database. She can reconstruct different states simply
by the order of the tuples stored on the physical storage device. Consider for example
Figure If an adversary knows by the order of the data on the physical storage, as
indicated by the additional column storage order that the tuples (Eve, Enci(1, K)) and
(yes, Ency(1, K)) were added after the other tuples in their respective tables, she learns
that the original database has to be the second table in Figure

Please note, that the row ids (the attribute values of the row columns) do not necessarily
reflect the temporal order of their creation. In this work, for the sake of readability, the
row ids are subsequent numbers. In implementations, there can be missing row ids due
to DELETE queries or due to mechanisms that generate new row ids completely different
to using subsequent numbers.

This side channel can be prevented by either enforcing the order of the database and
the model to be the same or by enforcing a random order on the physical storage device
or file system. This, however, induces a substantial performance overhead. Another
solution could be caching changes until there are / cached and independent queries and
then executing them in random order. The overall system would then provide IND-ICP
only for blocks of size / in the database (cf. Definition [57).

Another method that prevents this side channel is the encryption of the index tables.
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name pregnant name pregnant
Alice yes Alice no
Eve no Eve yes
7.42.1: Potential original patients tables for the Tables
in Figures 1.42.2{7.42.4
storage order values rows storage order values rows
1 Alice Ency(2, K) 1 no Enc(2, K)
2 Eve  Enci(1, K) 2 yes  Enci(1, K)
7.42.2: patientSindex name 7.42.3: patientsindex, condition

storage order row data (name, condition)

1 2 Enci((Alice, no), K)
2 1 Enci((Eve, yes), K)
7.42.4: patientsqat,

Figure 7.42.: An example for patients database (Figures |7.42.247.42.4) oursourced with

Encpp of the MimoSecco database outsourcing scheme with an additional
column storage order that indicates the order of the tuples on the physical
storage device. Potential original databases are shown in Figure If the
adversary knows that the tuples in the database were added subsequently
and learns the order of the tuples on the storage device, she learns that the

original database is the second table of Figure|7.42.1

This either restricts the number of queries that can be executed efficiently or introduces
an additional overhead. For example in order to efficiently support substring queries,
searchable encryption has to be used for the attribute values. This introduces additional
index structures and the need for additional queries as well additional decryption steps.

8.4. Active Adversaries

In our security models, we only consider honest but curious or passive adversaries.
Therefore, the goal of our scheme is not to improve the security of a database system
against active adversaries. For example, an actively malicious database server could
manipulate results before sending them to the client or even suppress answers. Active
adversaries are out of the scope of this work. However, for the sake of completeness,
and in order to show potential future research directions, we discuss these attacks in the
remainder of this section.

8.4.1. Manipulation of Results

Instead of returning the correct answer for a query issued to the database, an active
adversary can exchange encrypted parts of a result. Consider the example an index
table with two rows, and a query with the result of the rows cell of the first row of this



8. Side Channels in Secure Database Outsourcing 141

index table. The adversary can intercept this result and replace it with rows cell of the
second row of this index table. This leads to an inconsistent view of the database and can
compromise the functionality of the client application. It can, however, be detected. One
method to detect this specific behaviour is to add the value of the values attribute of each
row to its encrypted list of row ids. Please note, that this measure, however, does not
prevent all possible manipulations of results. Other methods can involve cryptographic
signature schemes, timestamps, distribution and cryptographic proofs.

8.4.2. Attacks on Availability

Instead of manipulating results prior to sending them to the client, an actively malicious
adversary also can delay or completely suppress results. Similar to manipulation, such
behaviour can compromise the functionality of the client application. Such behaviour,
also, can be easily detected by the client. A straightforward solution to a database service
that does not fulfil a certain quality of service is to switch the service provider.






8. Conclusion and Outlook

We will conclude this thesis by a short summary of Chapters 3/to|7 and with a discussion
of problems left open and potential directions of future research.

Data Privacy and the Bayes Privacy Framework In Chapters 3/and|4] we provided an
introduction to database privacy and presented the Bayes Privacy framework. The Bayes
Privacy framework, however, does not fulfil the privacy axioms postulated by Kifer and
Lin in that allow for a thorough mathematical examination of notions fulfilling
these axioms. An examination of the subset of the Bayes Privacy framework that fulfils
the privacy axioms and its properties could provide more insights into the theoretical
aspects of data privacy. On the other hand, support for the design of mechanisms that
fulfil notions defined in a privacy framework would be of great benefit for practical
applications and contribute to closing the gap that exists between theoretical research of
data privacy and application of data privacy methods in practice. Another potentially
interesting direction of research is the extension of the Bayes Privacy framework, for
example, by the inclusion of the expected number of individuals affected by a breach into
the framework. This can lead to notions that represent more detailed trade-off decisions.
Furthermore a more detailed examination of composability properties of formal privacy
notions would enable profound reasoning about the security of composed mechanisms.

Privacy Notions for Data and Database Outsourcing In Chapters5/and|6| we presented
a model for data outsourcing, meta notions for the privacy goals of data outsourcing, and
instantiations of these meta notions for database outsourcing. We established relations
between the basic notions Static Security, Data Privacy, Query Privacy, and Result Privacy.
An interesting question is if and how these relations hold for the generalised notions
for data outsourcing. We showed on the example of database outsourcing, that provable
security with a meaningful guarantee can be achieved under practicability constraints.
There are, however, database outsourcing schemes without a formal security guarantee
(cf. Section|2/in Chater|7|and Section [3|in Chapter|6) that intuitively offer some form of
security. Capturing their security properties with formal notions would help evaluate
and compare the security of such schemes. Furthermore, on a broader scope, this will be
an additional contribution bridging the gap between the fields of provable security and
practical security mechanisms.

Mechanisms for Database Outsourcing In Chapter|7, we presented schemes and im-
plementations for secure database outsourcing. We argued that the overhead of a security
mechanism for data outsourcing should, in order to be used, not cancel out the benefits of
outsourcing. This may not be true for all scenarios. Furthermore, since the formalisation
of the benefits of outsourcing is out of the scope of this work, we could not prove that
implementations of our candidate, the MimoSecco scheme, can fulfil such economical
constraints. We, however, presented benchmarks that point into a promising direction.
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Furthermore, the implementations provided leave room for additional optimisations
such as an automated selection of the index optimisation based on the data and the queries,
an extension to provide security even if the adversary observes query executions for
example through the scheme provided in Chapter|7| Section|5or through the introduction
of shuffles and caching such as in [Vim+15]. Additionally, efficient support for more
complex operations that allow for secure outsourcing of data analysis steps would be of
benefit for privacy preserving data mining applications.
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Acronyms

PPT probabilistic polynomial time (also see: Definition[10]in Chapter|2)
CBC Cipher Block Chaining (also see: Definition|13]in Chapter
JDBC Java Database Connectivity

JPA Java Persistence API

JDO Java Data Objects

AGPL GNU Afero General Public License

SSHFS Secure SHell FileSystem

fuse Filesystem in Userspace

UC Universal Composability

PIR private information retrieval (also see: Definition |46/in Chapter
ORAM Oblivious RAM

SQL Structured Query Language

icp independent column permutation (also see: Definition 52/in Chapter [6)
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Appendix

A. Benchmarks

In this section of the appendix, we present details of the benchmark data, queries, and
results for the three benchmarks, we used in this work:

« AS/sup 3/AP [TOB89], a benchmark, for databases, which we used to bench-
mark the MimoSecco implementation against a plain PostgreSQL database and
against locally mounted and encrypted remote file system with a local database

« PolePosition [Polb], an open source database benchmark, which we used to bench-
mark DataNucleus with Cumulus4j against Datanucleus without Cumulus4;j

« the scaling benchmark, we used to benchmark different optimisations of the Mi-
moSecco implementation

A.1. MimoSecco: AS/sup 3/AP Benchmark
A.1.1. Data Sets and Queries

Since the current MimoSecco implementation does not fully supportSQL, we chose a
subset of the queries of the AS/sup 3/AP Benchmark. We used the SELECT, INSERT,
UPDATE, DELETE, ALTER TABLE, and DROP TABLE queries.

For the benchmarks, we used two different data sets of the AS/sup 3/AP benchmark,
each with 10,000 tuples: the data set uniques and the data set hundreds. In the data set
uniques, all attributes have unique values. In the data set hundreds, most of the attributes
have exactly 100 different values. Furthermore, the attribute values are correlated. The
data set hundreds data set has a selectiveness of 100. Each data set has 10 attributes
comprised of attributes of the types Int, Long, Float, Date, and String of size 10, 20, and
variable size. The queries used for the data set hundreds are depicted in Figure and
the queries used for the data set uniques are depicted in Figure
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Query

H1

H2
H3
H4
H5
Ho
H7
H8
H9
H10
Hi11
Hi12

H13

Hi4
H15

Hie6
H17
H18
H19
H20
H21
H22
H23
H24

INSERT INTO hundreds (testint, testlong, testint2, testfloat, testint3, testint4,
testdate, teststringl0, teststring20, testvariable) VALUES (’2674’°, ’949894990’,
’191°, ’-227272727.00°, ’-858585859’, ’-858585859’, ’12/16/1947°, 'mE20QkdN38’,
:FwWAJf7xCKHGzSTs3zR’, 't JNabKQPcNE’)

SELECT min(testint) FROM hundreds GROUP BY testint

SELECT min(testlong) FROM hundreds GROUP BY testlong

SELECT min(testint2) FROM hundreds GROUP BY testint2

SELECT min(testfloat) FROM hundreds GROUP BY testfloat

SELECT min(testint3) FROM hundreds GROUP BY testint3

SELECT min(testint4) FROM hundreds GROUP BY testint4

SELECT min(testdate) FROM hundreds GROUP BY testdate

SELECT min(teststring10) FROM hundreds GROUP BY teststring10

SELECT min(teststring20) FROM hundreds GROUP BY teststring20

SELECT min(testvariable) FROM hundreds GROUP BY testvariable

SELECT count(testint) FROM hundreds WHERE testlong <= 1000000 AND testint3 <
99999999 AND testint3 > 1 AND (testfloat < 0 or testfloat > 450000000)

SELECT avg(testint3), min(testint4), max(testint4), max(testdate), min(testdate),
count(distinct teststring10), count(teststring10), teststring10, testint FROM hundreds
WHERE testfloat < 9800000 GROUP BY teststring10, testint

UPDATE hundreds SET testint = 5000 WHERE testint > 5000

UPDATE hundreds SET testint2 = 5000, teststring10 = ’abcdefghi’, testint4 = 49999
WHERE testint = 5000

UPDATE hundreds SET testint = 4000 WHERE testint2 > 5000

UPDATE hundreds SET testint = 3000 WHERE testint3 > 5000

UPDATE hundreds SET testint = 2000 WHERE testint4 > 5000

UPDATE hundreds SET testint = 1000 WHERE testfloat > 5000.0

DELETE FROM hundreds WHERE testint3 < 0

ALTER TABLE hundreds ADD COLUMN land varchar(10)

ALTER TABLE hundreds RENAME COLUMN land TO newland

ALTER TABLE hundreds DROP COLUMN newland

DROP TABLE IF EXISTS hundreds

Figure A.1.: Queries from the AS/sup 3/AP benchmark used for the MimoSecco benchmark

with the hundreds data set.

Figure depicts mapping of the queries for the data sets hundreds and uniques to
the query types SELECT, INSERT, UPDATE, DELETE, ALTER AND DROP.
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Query

Ul

U2
U3
U4
U5
U6
U7
U8
U9
U10
U11
U1z

U13

U14
U15

Ul6
U17
U18
U19
U20
U21
U22
U23
U24

INSERT INTO uniques (testint, testlong, testint2, testfloat, testint3, testint4,
testdate,teststring10,teststring20,testvariable) VALUES (’949894990°, 949894990’
’130163016’, *-277777778.00°, *-446615527’, *-264126413’, °12/16/1947’, ’mE20QkdN38’,
‘JylrEP1tCIBhNn4p:dr’, ’5CZD’)

SELECT min(testint) FROM uniques GROUP BY testint

SELECT min(testlong) FROM uniques GROUP BY testlong

SELECT min(testint2) FROM uniques GROUP BY testint2

SELECT min(testfloat) FROM uniques GROUP BY testfloat

SELECT min(testint3) FROM uniques GROUP BY testint3

SELECT min(testint4) FROM uniques GROUP BY testint4

SELECT min(testdate) FROM uniques GROUP BY testdate

SELECT min(teststring10) FROM uniques GROUP BY teststring10

SELECT min(teststring20) FROM uniques GROUP BY teststring20

SELECT min(testvariable) FROM uniques GROUP BY testvariable

SELECT count(testint) FROM uniques WHERE testlong <= 1000000 AND testint3 <
99999999 AND testint3 > 1 AND (testfloat < 0 or testfloat > 450000000)

SELECT avg(testint3), min(testint4), max(testint4), max(testdate), min(testdate),
count(distinct teststring10), count(teststring10), teststring10, testint FROM uniques
WHERE testfloat < 9800000 GROUP BY teststring10, testint

UPDATE uniques SET testint = 5000 WHERE testint > 5000

UPDATE uniques SET testint2 = 5000, teststring10 = ’abcdefghi’, testint4 = 49999 WHERE
testint = 5000

UPDATE uniques SET testint = 4000 WHERE testint2 > 5000

UPDATE uniques SET testint = 3000 WHERE testint3 > 5000

UPDATE uniques SET testint = 2000 WHERE testint4 > 5000

UPDATE uniques SET testint = 1000 WHERE testfloat > 5000.0

DELETE FROM uniques WHERE testint3 < 0

ALTER TABLE uniques ADD COLUMN land varchar(10)

ALTER TABLE hundreds RENAME COLUMN land TO newland

ALTER TABLE uniques DROP COLUMN newland

DROP TABLE IF EXISTS uniques

Figure A.2.: Queries from the AS/sup 3/AP benchmark used for the MimoSecco benchmark

with the uniques data set.

A.1.2. Results
Figures and|A.5 show benchmark results for individual queries, Figure shows

averaged benchmark results for query types.
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Query Type Query Numbers
SELECT H2, H3, H4, H5, He6, H7, HS, H9, H10, H11, H12, H13,
U2, U3, U4, U5, Ue, U7, U8, U9, U10, Ul1, U12, U13
INSERT Hi,
U1
UPDATE H14, H15, H16, H17, H18, H19,
U14, U15, U16, U17, U18, U19
DELETE H2o0,
U20
ALTER H21, H22, H23,
U21, U22,U23
DROP H24,
U24

Figure A.3.: Mapping of the queries from Figure and Figure to Query types

Query No. Adaptor JDBC SSHFS Adaptor Optimised
H1 330.0 8.4 5.3 32.0
H2 1428.2 22.6 28.0 265.0
H3 910.0 8.2 9.7 250.0
H4 771.2 3.8 1.0 250.0
H5 807.2 4.0 2.0 265.0
Heo 780.2 34 1.0 344.0
H7 760.8 3.6 1.3 312.0
HS8 768.2 10.4 11.3 281.0
H9 764.4 7.8 8.7 328.0
H10 786.4 12.6 7.0 219.0
H11 793.0 9.2 7.3 203.0
Hi12 60.8 1.4 1.0 46.0
H13 270.6 15.2 9.0 172.0
H14 4191.0 11.2 64.0 250.0
H15 17300.0 15.6 50.7 550.0
Hi1e6 10.4 8.0 4.7 15.0
H17 4774.8 9.0 31.7 234.0
H18 7198.2 18.0 42.0 297.0
H19 5052.6 15.6 29.7 188.0
H20 4306.2 8.6 11.3 312.0
H21 5222.2 8.4 3.0 780.0
H22 17.0 8.0 3.0 48.0
H23 5619.6 8.6 3.0 624.0
H24 218.0 12.4 26.8 94.0

Figure A.4.: Averaged benchmark results in ms for the hundreds data set
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Query No. Adaptor JDBC SSHFS Adaptor Optimised
U1 187.8 8.0 4.0 32.0
U2 856.0 5.4 43 172.0
U3 828.2 5.0 2.0 265.0
U4 827.4 4.8 1.3 172.0
U5 827.6 2.4 1.0 174.0
U6 822.8 5.6 1.3 187.0
U7 845.6 5.4 1.3 172.0
Us 848.6 5.4 1.0 172.0
U9 838.0 5.6 1.3 250.0
U10 822.8 6.8 1.3 171.0
U11 829.2 7.0 1.7 312.0
U1z 83.6 2.0 0.3 48.0
U13 580.2 21.8 8.0 172.0
U14 9955.2 12.8 63.7 280.0
U15 30665.0 18.0 51.7 858.0
Ul6 4.2 8.4 4.7 16.0
uU17 5372.6 13.8 26.7 141.0
U18 10581.4 18.2 35.0 250.0
U19 771.8 8.0 6.0 47.0
U20 540.0 9.0 6.7 234.0
U21 5630.8 8.0 3.0 655.0
U22 8.0 8.6 2.7 63.0
U23 4957.0 8.4 3.0 718.0
U24 180.8 8.8 26.0 62.0

Figure A.5.: Averaged benchmark results in ms for the uniques data set

Query Type

Adaptor

JDBC SSHFS Adaptor Optimised

SELECT

INSERT

UPDATE
DELETE

ALTER
DROP

746.3
258.9
7989.8
2423.1
3575.8
195.8

7.5
8.2
13.1
8.8
8.3
10.6

4.7
4.5
34.1
9.3
2.9
26.3

216.8
32.0
260.5
273.0
481.3
78.0

Figure A.6.: Averaged benchmark results in ms by query type. (cf. Table

A.2. Cumulus4j: PolePosition

A.2.1. Data Sets and Queries

The PolePosition benchmark suite is organised in so-called circuits. These circuits are dif-
ferent benchmark scenarios. They differ in the object data structures and the queries. The
idea of these circuits is to replicate different complex application scenarios. PolePosition

features the four circles Complex, Flatobject, Inheritancehierarchy, and Nestetdlists:

« Complex uses a deep object graph of different classes with an inheritance hierarchy

of five levels.



168

8. Appendix

Query Type Hundreds Uniques
SELECT 244.6 188.9
INSERT 32.0 32.0

UPDATE 255.7 265.3
DELETE 312.0 234.0
ALTER 484.0 478.7
DROP 94.0 62.0

Figure A.7.: Average benchmark results in ms for the MimoSecco adaptor by data set

« Flatobject uses simple flat objects with indexed fields.

« Inheritancehierarchy operates on objects of a class hierarchy with a depth of five

levels.

« Nestetdlists uses a deep graph of lists for traversing.

The goal of PolePosistion is to mimic behaviour of different applications in different
scenarios. Therefore, PolePosistion integrates the following operations on its circuits:

+ Write stores all objects into an initially empty database.

+ Read loads all attached objects into memory and traverses them by calculating a

checksum over all objects.

« Query queries for instances over an indexed field.

« Update traverses all objects, updates a field in each object.

+ Delete traverses all objects and deletes each object individually.

+ QuerylndexedString simulates querying for a number of flat objects by an indexed

string member.

 QuerylndexedInt simulates querying for a number of flat objects by an indexed int

member.

A.2.2. Results

The results for each circuit are depicted in Figure
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Query Type Datanucleus Datanucleus with Cumulus4j Factor

write 9353 33249 3.55

read 20817 3633 0.17

query 8058 1745 0.22

update 21531 19784 0.92

delete 3097 3800 1.23

A.8.1: Complex
Query Type Datanucleus Datanucleus with Cumulus4j Factor
write 52297 1644934 31.5
querylndexedString 30831 20056 0.7
querylndexedInt 31156 10328 0.3
update 31513 28920 0.9
delete 30602 25451 0.8
A.8.2: Flatobject

Query Type Datanucleus Datanucleus with Cumulus4j Factor

write 159012 681954 4.3

read 407 41903 103.0

query 6467 252 0.0

delete 88204 462788 5.2

A.8.3: Inheritancehierarchy

Query Type Datanucleus Datanucleus with Cumulus4j Factor

create 192845 1057807 5.5

read 1806679 169003 0.1

update 1476851 827583 0.6

delete 6324391 1153253 0.2

Figure A.8.: Results of the PolePosition Benchmarks for each circuit in ms

A.8.4: Nestedlists

A.3. MimoSecco: Scaling Benchmark

A.3.1. Data Sets and Queries

The data set of the benchmark we used to test the scaling properties of the different
index optimisations for the MimoSecco implementation has the four attributes name,
surname, gender and age. The values of the attribute gender are distributed unevenly with
93% male and 7% female. The values of the attributes names and surnames are Strings
generated with the Fake Name Generator [Cor]]. The values of the attribute age is and
Integer chosen randomly from [1, 99].

The queries used for this benchmark are depicted in Figure in Chapter |7, Sec-
tion which we restate in the following in Figure In order to benchmark the
scaling properties of the optimisations, we generated six data sets with 1,000, 2,000, 4,000,
8,000, 16,000, and 32,000 tuples, each.
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Query Nr.  Query

S1 SELECT * FROM users WHERE prename = Maximilian
S2 SELECT * FROM users WHERE prename = Maximilian AND gender = male
S3 SELECT * FROM users WHERE name = Moeller AND gender = female

Figure A.9.: The SELECT queries used in the scaling benchmark. The query S1 is a simple
query with one condition. In the data set used, 93% of all tuples fulfil the

condition gender = male.

A.3.2. Results

For each data set and each optimisation and for the scenarios JDBC and SSHBF, the results
of the benchmarks are depicted in Figures Please refer to Chapter|7, Section|6.1]
for a description of the scenarios.

The times depicted in Figure are the average times needed to insert a single tuple
while filling an initially empty database with the corresponding data set.

INSERT 1k 2k 4k 8k 16k 32k

JDBC 02 02 02 02 0.2 0.2
SSHFS 02 02 0.1 0.1 0.2 0.2
Adapter 51.6 545 59.2 672 914 1356
Hash 56.1 57.7 59.1 624 768 975
Bucket 469 425 42.0 419 500 535

Figure A.10.: Average execution times in ms of an insert query while filling initially empty
databases with each data set depending on the scenario/optimisation

S1 1k 2k 4k 8k 18k 32k

JDBC 20 2.0 31 53 80 101
SSHEFS 06 05 0.8 1.4 25 47
Adapter 252 26.1 353 437 559 737
Hash 26.0 315 365 400 484 73.1
Bucket 24.0 26.1 395 36.7 488 61.7

Figure A.11.: Average execution times in ms of the query S1 depending on the sce-
nario/optimisation and the size of the data set
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S2 1k 2k 4k 8k 16k 32k

JDBC 20 20 39 59 8.3 10.2
SSHFS 20 20 29 5.0 7.9 9.3
Adapter 353 37.7 388 734 1073 2129
Hash 36.6 40.7 400 673 91.1 199.3
Bucket 34.7 43.1 514 815 243.2 13547

Figure A.12.: Average execution times in ms of the query S2 depending on the sce-
nario/optimisation and the size of the data set

S3 1k 2k 4k 8k 16k 32k

JDBC 20 20 29 50 79 93
SSHEFS 04 05 038 1.4 25 49
Adapter 23.8 252 23.0 308 38.0 395
Hash 30.1 328 243 319 363 432
Bucket 30.5 30.0 254 285 385 375

Figure A.13.: Average execution times in ms of the query S3 depending on the sce-
nario/optimisation and the size of the data set

AVG SELECT 1k 2k 4k 8k 16k 32k

JDBC 20 20 33 54 8.1 9.9
SSHES 05 05 038 1.4 2.5 4.8
Adapter 28.1 29.7 324 493 67.1 108.7
Hash 309 350 336 464 586 105.2
Bucket 29.7 33.1 388 489 110.2 484.6

Figure A.14.: Averaged execution times in ms for the queries S1, S2, and S3 depending on
the scenario/optimisation and the size of the data set

AVG ALL 1k 2k 4k 8k 16k 32k

JDBC 1.5 1.5 25 41 6.1 7.4
SSHFS 04 04 0.6 1.1 1.9 3.6
Adapter 340 359 39.1 53.8 73.1 1154
Hash 37.2 40.7 40.0 504 63.2 1033
Bucket 34.0 354 39.6 47.2 951 376.8

Figure A.15.: Averaged execution times in ms for the insert queries and for the queries
S1, S2, and S3 depending on the scenario/optimisation and the size of the
data set
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