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Ancmpakm: Haxo ce 0 3auumumu uH@GOPMAYUOHUX CUCTNEMA U KOPUCHUKA
UHMEPHema 4Yecmo 2080pu U nuwe, maiu Opoj MeHauepa u KOPUCHUKA
UHOPMAYUOHUX MEXHON02UJA CY C8eCHU 3Hauaja 0802 npobnema. To moowce
0osecmu 00 Nojase PUUYHUX UHYUOCHIMHUX CUMYAYUja Y KOJUMA Cy YepOICeHU
nocnoéHu uHgopmayuonu cucmemu. Hbuxosa neadexeamma 3auimuma modxice
umamu kamacmpoganue nocieduye Ha cam nociosHu npoyec. Luw paoa je oa
ce Ha jacan u MmpaHCnapeHman Ha4un YCnocmase u 006edy y 8e3y Memooe u
MexHuKe 3auimume UHGOPMAYUOHUX CUCEMA CA OUSUMATHOM (HOPEHIUUKOM
ucmpazom, Kao u 0a ce CKpene naxcroa na 6e306e0HoCHy ceecm u KVImypy Ko
ecenyujante eremenme Yukiyca ynpasasarbd pUsUKOM U 3aumumon.

Kuwyune peuu: sawmuma ungopmayuonux cucmema, 6e36e0HOCHU
PUBUK, OUSUMATHA (POPEHIUKA, OUSUMATHU OOKA3.

Y600

Hacranak u pa3Boj mnHpopmammonux texuonoruja (UT), a moceGHO
MHTEpHETa, CMaTpa ce HajBaKHUJUM TEXHOJIOMKUM nocturayhem 20. Beka, a
Beh MmoyeTak OBOr BeKa j¢ 03HAYCH Kao yJa3ak y , JJUTUTaHO jo0a‘“. [aBHe
OJIJTMKE BpEMEHa y KOMe )KUBUMO Cy pumeHa Hanpenuux UT y cBum chepama
JKUBOTAa W pajaa, npu demy Buiie of 90 oicro uHpopmaiuja HacTaje y
murutainaoMm oomuky (http://newyorkcomputerforensics.com/learn/ index.php,
nocrynan 22. 5. 2013), Bumie oxn 70 ofacTo opraHu3anyja cBOja JOKYMEHTa
qyBa y EJIEKTPOHCKOM 001HKy, a 30 oxcTo MHQpOpMaIuja y eIeKTPOHCKOM
obmuky ce Hukana He ommramna (Cumuh, 2008:124). dyHKIHOHKCAKBE H
OCTBapHBame MMOCIOBHHUX IMJbEBA OpraHu3anuje moynBa Ha cioxeHnM UT,
KOje TEePMAaHEHTHO CHa0IeBajy HH(OpMalMjamMa CBE HHUBOE YIIPaBJbamba,

* Ogaj paj je pe3y:nTar peanu3oBarma IBa HHTEPHA MpojekTa KpHMUHATHCTHYKO-TOMUIHjCKE
akagemuje y beorpany, u to: 1) Hayuonanna 6e36eonocm Penybauxe Cpouje u 6e3dednocre
unmezpayuje u 2) Cmpykmypa u (hyHKyuoHucar-e noIuyujcke opeanusayuje — mpaouyuja,
cmarse u nepcnekmuse.

BE3BEJTHOCT 1/2013 61


https://core.ac.uk/display/196618122?utm_source=pdf&utm_medium=banner&utm_campaign=pdf-decoration-v1

HI/IFI/ITaJ'IHa (IJOpeH?,I/IKa Y KOHTCKCTY 3allITUTC PIH(bOpMaIII/IOHI/IX cucTeMa

O/UTyuMBamka M Ipoleca paga, YUME CE CBAaKOAHEBHO nosehaBa KomuunMHA
noxaraka U uHpopmanuja (bukanosuh, Cupuesnh, 2011:149). IIpema Tome,
Moxe ce pehu jaa je ,,iururaiHo qooa‘ mpoMoBUcano HHGOPMAIIH]Y U 3HAKE
Kao CTpareliKe pecypce OpraHu3anuja, ma v JApylTBa y ueiauHu (bopba
npomue cajoep-kpumunana, 2011:288). Camum THM, BHX0Ba 0€30€IHOCT
MoCTaje MPUOPUTETHA 32 OYYBaHE MOCIOBHUX M CBUX JIPYTHUX JIPYIITBEHUX
mporieca, a No3HaBame 0e30eqHOCHUX Tpobiema ce Hamehe Kao jemaH on
eJieMeHaTa ONIITE KyJIType, THM IIpe aKo ce UMa y BUJLy JIpyra (MpadHa) cTpaHa
JUruTanu3anyje, koja ce omena y ynorpebu MT xao KpuMUHAIHOr anarta
U TIpeMellTame KPUMHHAIHE CIICHE U3 MPOCTOPHE y JUTUTAIHY TUMEH3H]Y
(Bumu Ypowesuh, 2010). Ilojeanocrasibeno peueno, UT mocraje Axumiiosa
neta nHpopmarmonor apymTsa (Ilerposuh, 2010a:1).

Omno mrto je curypHo, U'T kxpuMuHan je pe3ynrar Jbyacke akTuBHOCTH. OHH
Cy 3aucTa Hajciiaduja Kapuka U y CUTyalldjama Kaja je CUCTeM OeCIpeKOpHO
WUMILICMEHTHPAH, a jeIHHH MPaBH Y3pOK MpodIieMa JIeXKH Y FbUXOBOM HE3HAY
WIA HAMEPH.

IIpema momarva Internet World Stats (http://www.internetworldstats.com/
stats.htm, 30. 6. 2012), on ykymHOr Opoja craHoBHEKa 7.017.846.922 ckopo jeaHa
tpehuna (2.405.518.376) xopucTH WMHTEPHET, a HA OCHOBY 3aKOHA BEIIMKHUX
OpojeBa MOXe ce MPETIIOCTABUTH Jia je 3HaYajaH MPOICHAT OBUX KOPHUCHHKA
CIIpeMaH Ja 3JI0yIoTpeOn MOh M MOTYRHOCTH KOje Cy UM TIOCTalle TOCTYITHE.
[Toceban moacTHIlaj TOME je, € jeiHe CTpaHe, cBe Beha 0CeT/bUBOCT, OTHOCHO
PamUBOCT JIPYIITBEHE 3ajEHUIIE, a ca JIPyre CTPaHe U3y3eTHO BHCOK CTEIEH
AHOHMMHOCTH MPUCYTAH y JUTUTAIHOM MPOCTOpy. [10TBpIa U3HETO] TBPAKHU
jeé ¥ TO Ja je cBako O KOPHCHHUKA MHTEpHETa Oap jeaHOM OHO KPTBAa HEKOT OIT
n3BOpa npodiemMa y pay ca padyHapoMm, Ja Jiu 300T spam nopyka y mailbox-y unu
BHpYyCa KOjH 3HAYajHO MOT'Y Jia OIIITETE MTOJATKE Ha padyHapY, TOTITYHO j€ CBEjSTHO
(Bumu Yporesuh, 2009.).

»~MehyTuMm, HUKOME HHje IWJb Jla ce 300T OMacHOCTH OIpHYE MOBOJb-
HUX Moryhnoctu, Beh ma Te MOryhHOCTH MaKCHMAITHO, ajld OCMHIBEHO U
KOHTPOJIUCAHO, EKCIUIOATHIIE paau COICTBEHe a00poduTH. Ympaso 300r
TOra TEXHOJIOLIKE HMHOBAaIMje Hamehy wMIepatuBHY NOTpeOy amanTuparba
HOBHM YCJIOBMMA, NIpaBWiIMMa, MOoryhHOCTHMA U mpenpekama. [Ipu Tome ce
MOpa OMTH CBECTaH Jia MPOMEHE HyJe NPWINKY, ajli 1a HOCE U BPJIO BEIUKU
pusuk. Taj pusnk npernocrasiba a Ou KHOep-HanaIu JOBOAWIH Y OMACHOCT
WHTENeKTya Ha, MarepujaiiHa u (hMHAHCHjCKa J00pa, TOCIOBHE Oleparuje,
WHPPACTPYKTYpPHE CEpBHCE, MOBEPEHE IMOTpollaya U MHOTO TOra Jpyror
(ITerpouh, 20106:213).

Wmajyhu y Buay u To Aa 1ieHa nHdoOpMalyja Ha TPXKUIITY CTAIHO pacTe,
Kao M J1a HaraJy MOoCTajy U3y3eTHO COPHUCTHIMPAHU, MOKEMO KOHCTAaTOBaTH
Ja je moTpeOHO M3Y3€THO aHTaXKOBalbe HE caMO MH(POPMATHYKOT CEKTOpa,
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HETO M CBHX JIPYTHX 3aMOCICHUX KOjU KOPUCTE OBE TEXHOJIOTHjE, Kako Ou ce
CIIpeunsia \BUXOBa 3JI0yIoTpeoda.

PemaBameM HaBeneHHX Npoliema, a y IUJbYy CMamema CTENeHa pH-
3uKka U o0e30ehema aMOMjeHTa MOTPEOHOr 3a TMOCTHU3aEke BUCOKOT HUBOA
nH(popManroHe 06e30eTHOCTH, HEOIXOMHO je ne(UHUCATH Mpolece 3alTHTe
WHPOPMAIIMOHUX CHUCTEMa M JWTHTAIHE (OPEH3UKEe, Ka0 U HHUXOBE Be3e H
WHTEpakKIyje.

3awmuma uHgopmayuonux cucmema

3abmnyne u yBepema kopucHuka M T 51a ce HenpujaTHOCTH YHjH Cy y3pOIn
NPBEHCTBEHO Ha MHTEPHETY JICIIABajy IPyrHuMa, Kao M MUIIJBEHHE 1a O 3aIITHTH
HEeMa I1ITa HOBO JIa C€ Hay4H, HajBehu Cy CaBE3HMK 3JI0HAMEPHHKA KOjH CBOjE
JKPTBE TpaXke M IpOHaJa3e Ha MHTEPHETY. 3allTHTA BEIMKUX pavyHapPCKUX
Mpexa u 0a3a mojaraka, Koje ¢y He3aMeHJBHBO CPEJICTBO 3a 00paly rojaraka
1 nH(popMaIyja, y Hallloj 3eMJbH jOII YBEK je TOTOBO cTpaHa Tema. [locnenmux
TOJMHA TOME HAajBHIIE JONPHUHOCH BEIMKa MUTpaldja CTPyYaka H3 OBE
obnacTy BaH TpaHUIA Halle 3eMJbE, KA0 U BEOMa Majia o0pajga OBe TeMe Y
HaleM O0pa3oBHOM cucTeMy. Moe ce cMmarpard Jia je OBO IOCleauia
HEIMOCTOjahba OCMHIIUBEHE HAIMOHAHE IOJHMTHKE M CTpaTeruje Ha OBOM
MOJBY, IITO C€ MOCEOHO UCTHYE Kao MPOOIeM Ha HAyYHOCTPYYHUM CKYITOBHMA.

C o03mpoM Ha AWpeKTaH yTHUIA] WH(POPMAIMOHE TEXHOJOTHje Ha IIO-
cnoBame (Bunu De Lone, 1992), HeonxogHo je 00e30eAUTH KOHTHHYAIHY
3alITUTY FHETOBOI HWHTETPUTETA, MOBEPJBHMBOCTH UM PACIOJIOKHBOCTH.
MelyTrm, Koz Hac je BpJIo pacpocTpameHa MOCIOBHA MTOJIMTHKA KOja Ce CBOIH
Ha UHTEH3WBHO (popcUparme KBAaHTUTETAa HA payyH KBAIHUTETA: PEaM30BATH
LITO Tpe U ILITO BHLIE NOjeANHAYHUX NpojekaTa. OCHOBHE OIPEIHHLIE OBAKBOT
MPUCTYTA Cy TPEBEIUKU 3aXBaTH, KPAaTKH POKOBH, HEIOBOJbAH KaJ[POBCKH
MOTEHIIMjaJl ¥ MHOLITBO Pa3IMUUTHX pellierha (OMirja), a CBE TO APACTUUHO
yTHue Ha 6e30eTHOCT HH(POPMAIIHOHOT CHCTEMA.

[Ipojekar 3amTuTe MHGOPMALIMOHUX CHUCTEMA MOCTaBJba BPJIO CIOKEHE
3axTeBe Mpe] IEJTOKYIMHY OpraHu3alujy, a HapOYuTO CTPYKTYpY, ¢ 003UpOM
Ha MHOTOOpOjHE MHTepakuuje u3Melhy pasIuuuTHX eHTUTETa, AOK ca Jpyre
cTpaHe yOp3aHU pa3BOj TEXHOJIOTHje TeHEPHIIe HOBE MPOOIeMe, IITO 3aXTeBa
1 HOBE IIPHUCTYIIE Y lbUXOBOM TPETHPAIbY.

Pemrerse OBHUX mMpoOIeMa ce HYId KPO3 CHCTEMCKH TPUCTYI KOjH
nozpasymeBa neuHrcarmbe Be3a U yTHIaja YHYTap CUCTEMA, YTHIIA] OKPYKEeHa
Ha CHCTEM, Kao M MOTEHIMjaJiHe OMACHOCTH YHYTap M W3BaH CHUCTEMa, a
MOTOM, Ha OCHOBY aHaJIM3€ CUTyallHje, JehUHNUCAmbE U IPUMEHY aJeKBaTHHX
OpraHM3alnMoHuX U Oe30emHOCHHX Mepa. Te Mepe ycMmepeHe cy Ha u300p
HAjITOBOJbHUJUX OPTaHU3AIMOHUX (GOpMH M OfHOCA H3Mel)y MPOU3BOIHHX
YUMHMUJIAIA, BUXOBO CKIAJHO pacnopehuBame u MelycoOHO mMoBe3uBame
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y jemuHCTBeHY (GYHKIHOHAIHY [ENUHY, H300p aJeKBaTHE METOIOJIOTH]e
[UIAHUpaka, METOJOJOrH]je pajla U TeXHUKa paja, CTaHaapaa U JI0KYMEH-
Taluje, TEXHUKAa U METO/Ia MePCHa M BPEAHOBAKA pajia, Je(UHUCAE TpaBa U
OJI'TOBOPHOCTH, KA0 U HEONIXOAHUX caHKIuja. CBe 0BO MOpa OMTH yOOINYICHO 1
HOPMATHBHO PETYIHUCAHO KaKo OU CE MOCTUTA0 KPAjibH IUJb — JSHHCTBCHOCT
pajga u pe3yiTara, JKeJbCHM KBAaJUTCT, HUCKH TPOIIKOBH W BHCOK CTCICH
0e30enHOCTH 1 NToy31aHocTH nenor cuctema (Ilerposuh, 2004:59).

VY ouemnBamy CTEleHa OCTBapeHe 3aITHTE MOpa Ce UMaTh y BUAY 1A je
arconyTHa 3amTtuTa HeocTBapsbuBa (Ilerposuh, 2004:24), Te na He mocTOje
notnyHo 0e30eaHu wHpopManmoHu cuctemu. [locToje camo cucTeMu Koju
cy Mame win Buine 0e30enHu. [lomToBame 0e30€THOCHUX CTaHAapia HHUje
rapasiiyja moTIyHe 3alliTUTe WHPOPMAMOHOT cUcTeMa, Beh MHUHUMYM KOjH
Mopa 1a Oyie HCIyHeH Ja Ou padyHape Yy MpPEKHOM OKpYXKEHY YOIIITe
UMaso CMHCJIAa KOPUCTHTH. Y TOM CMHCIY, CBaKH peajlaH CHCTEM 3allTHUTe
3axTeBa KOHTHHYHpPaHy HaJIO0Tpaiby U ycaBpllaBame, 0e3 003upa Ha 10 Tajaa
OCTBapCHU KBAJIUTECT.

,»Kaa ce pa3MHILba O 3alITHTH, TI0Ja31 C€ Of YHEHCHHUIIEC Ja OMIIO KOjU
CUCTEM 3aIITUTE UMa CMHUCJIA aKo U caMo ako ce mume HEIITO, og HEUETA u
36OT" HEYETA mTHTH, a 1a OM UCTH IMMOCTUTA0 IIHJb, OH CBOjY (DyHKIIH]jy MOpa
ca HEYMM u nHa HEKM HAYMH u3BpiuiaBary. M3 oBakBe OmniuTe KOHCTaTaluje
HHj€ TEITKO YOUUTH JIOTUIKE IIETMHE U FbUXOB JIOTHIKH pepocien. OBe JToTHIke
LIEJIMHE CE MOTY MCKa3aTH Kpo3 ,,3JIaTHA MTUTamka" 0 3alITUTH HH(POPMAIMOHOT
crcreMa, Ha kKoja Tpeba matu mro I[IOTIIYHUJE oxarosope: 1. IITA mrututu?
2. OJ1 KOT'A wnu YETA mrtututu? 3. 3601 YETA mtututu? 4. YAME ITATATH?
5. KAKO mrrutatu?

Onrosop Ha mpBo nurame (IUTA mwruTuTH?) TOApa3ymMeBa yTBphUBame
OBJEKATA 3amrure, Ha Apyro (O KOTA unu YETA mrtutut?) noapasymena
NAEHTUOUKATAIY ITPETHU (OITACHOCTHN) Koje, y Marm0j uiu Behoj MepH,
MOTY yrpo3HuTH 00jeKTe 3amrtute, Ha Tpehe (350 YETA mTuTHTH?) ToApa3yMeBa
yrBphuBame IMOCJIEJIVIIA Koje HeKa MpeTHha MOXKE HM3a3BaTH Yy OJHOCY Ha
HekH objekar, Ha yeTBpTo (UUME mrututu?) noxpazymena N350P MEPA koje
he ce kopuctuTH, M Ha nocienme nurame (KAKO mTuTHTH?) MoapasyMeBa
JEOUHUCATBLE TTIOJIMTUKE 3ALUTUTE" (Munanosuh, 2006:18).

VY u3rpajimu U peanu3alyjy [eJOBUTOT U MOY3/IaHOT Pelicha 3allTUTE,
ca CTaHOBHIITA €(PUKACHOCTH M TPOIIKOBA, HEOIIXOIHO je cripoBecTH cieaehe
HOpMaTUBHE, (U3MUKO-TEXHUYKE, JOTHIKE M KPHUITTOJIOIIKE Mepe (cimka 1).

Mertononoruja 3a crpoBoheme 3amture 1 HHpopManrone 6e30e1HOCTH
Temesbu ce Ha Mel)yHapoaHoj HopMu (amunuje ctanaapaa ISO/IEC 27000, koja
ce ogaocu Ha UT, TexHMKe 3alITUTE U CHCTEM 3a YIPaBJbahe HHPOPMALHOHOM
0e30enHorhy (ISMS — Information security management system), ajid i Ha Ipyre
Bakehe HOpMe, cTaHmapzie 1 MpodecroHallHE TPENopyKe CIELHjaTn30BaHuX
opraHusaiuja 3a nHhOpMaIMoHy 030 THOCT.
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Tpenytno y CpOuju camo TpuaeceT ABe opranuzaumje (/lpuspeona
xomopa Cpoéuje, 2013) umajy ysenen crangapna ISO/IEC 27001, mro une
y IOpUJIOT YME-CHHULM Jia Ce BeoMa Malla Makma JaHac rnocsehyje 3amTutu
W ynpaBipamkby HHpOpManuoHoM Oe30emnomly. Toj YMECHUIM ce MOXKe
npugonatd ¥ koMeHTap CrenujaqHor TYXKHOLA 332 BHCOKO TEXHOJOLIKH
kpumuHal, JInnuje Hukommh, koja kaxke 1a ,,CBECT 0 TEXHOJIOIIKOM KPUMUHATY
y CpOuju jou yBek HHje Ha AOBOJHHO BHCOKOM HMBOY . OHa HCTHYE 1A je
,,HETIOCTOjabe CBECTH KOJI TpaljaHa Mame OIacHO OJ1 HETIOCTOjara CBECTH KO
IpXKaBHUX OpraHa, koju Tpeba na ce 0aBe MPEeBEHTHBOM M O0OpOOM MPOTHB
BHCOKO TEXHOJIOITKOT KpUMHUHAIA ", Kao U 1A ,, AP KaBa HHje CBeCHAa 030MJBHOCTH
KOjy HOCH TexHosIomKky kpumuHai (Hukomuh, 2008:3).

HOPMATUBHE DOU3NYKO
MEPE TEXHUYKE MEPE

DOU3NYKO
KAJIPOBCKE OBE3BEBEWE

SAIITHUTA O] EJIEKTPO

EJIEKTPOHCKO MATHETHOT 3PAYEA
OPTAHM3ALIMOH OBESEEBEIE \
\ OCHOBHE MEPE 3AWLTUTE /CVICTEM3AI.IJTVITE

UEHTUOUKALINT BEPUOUKALIUIA  KONIUPALE

AYTOPU3ALIMIA AEKOZUPALD LIUDPUPABE

JIEHIN®PUPALE
JIOTUYKE KPUMNTONOLLKE

MEPE MEPE

Cmuxka 1 —,, Pubsma xocm *“ ocHO8HUX 6€30€0HOCHUX Mepa 3aumume
(Munanosuh, 2006)

[Hoguzame cectn 0 UT Ge30enHoCTH MMa 3a IMJb TOAUNHY CBECHOCT CBUX
KOpHCHHUKa O 0e30eIHOCTH Ha CBUM XHjepapXHjCKHMM HUBOMMA, a €(UKACHO
j€ caMo aKo je INTaHMPaHO, CIIPOBEIEHO, €BAlyHPaHO M yHampeheHo mpema
ofpeheHNM OpraHu3alMOHMM CMEpHHIIaMa. Y CKIJIOIy OBaKBOT Tporpama
KOPHCHHUKE je NMOTPeOHO KOHTHHYHPAHO YIIO3HABAaTH ca AKTYEeJIHUM TeMama
Ha TozIpy4jy MHQOpMarone 0e30€HOCTH, Te UX HABOAWUTH Ha MPHUMEPEHO
kopuiheme HHGOpPMALMOHOT cucTeMa Koje he cMamUTH PU3HMK O NOTCHLH-
janHux 6e30enHocHuX uHNUAeHara (Buau [letposuh, 2007).

Takohe je HeomxomHO Ja KOPHUCHHUIIM HWMajy o0aBe3y Zla Ha CBOjUM
padyHapuMa KOPUCTE PE3UICHTHY 3allITUTY O] BUpyCa U APYTUX MaTUIIMO3HUX
TIporpama 1 pe0BHO MX &Ky PHUPAa]y, 3aTUM J1a Oyay Ty KHH 1a n3adepy 1 KOpHUCTe
JIO3UHKE U MTOBPEMEHO HX Memajy. OBO Cy caMo HEKe O]l PEropydeHUX Mepa
Kao o0aBe3HHUX, KOje TMoapa3yMeBa WMITIEMEHTAIM]ja TIPEBEHTUBHE 3aIlITUTE
nH(POPMAIIMOHUX CUCTEMA.

Opranusaiyje Koje HeMajy OBako Jc(UHHCAHA pPEIIcHha U IPEropy-
Ke Haja3e ce y KPHUTUYHO] BUCOKOPU3WYHO] 30HH, TMOJUIOKHO] Oe30emHO-
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CHUM HWHIUJICHTUMA, Y K0joj he ckopo curypHO aohu 10 KOMIIpOMHUTaIHje,
HEJIOCTYIHOCTH M YHUIIITEHha BUTAITHUX MojjaTtaka u naHdopmanuja. Joroaunm
ce To, mocieaune he y HajooJbeM cllydajy OUTH NEPUOJ M3Y3€THO TEIIKOT
MOCJIOBama M BUCOKHM TPOIIKOBM OIOPABKa OJ HACTAIMX LITETA. Y HAjTOpeM
cilydajy, mocjeguie Mory OuTH KaracTpodanHe 3a OpraHu3anujy. Y3poK
TOME JICXKH Y YAHCHUI J1a KopHihemkhe HHOOPMAIMOHUX TEXHOJIOTHja YHHU
KOPUCHUKA HEOIIO3UBO 3aBUCHHUM O] FbHX.

VY Behunu cnywajeBa y passujenuMm WUT opranmsanujama y 4ujum ce
MH()OPMAIIMOHNM CHCTEMHMa AEeCHO MHIMICHT MPBO CE ITOKYIIaBa PeIIaBame
npobieMa CONCTBEHUM CHarama W TpUKpHUBame jaorahaja ox jaBHOCTH, Te
PYKOBOJICTBO OpPTaHM3AIIMj€ aHTaKyje CBOT aIMUHNCTPATOPA MPEXKE M 3aIITUTE,
a ako TO HHUje MOBOJHHO, JOHOCH C€ OJUTyKa O MO3WBakYy CIELHjaIn30BaHUX
KOHCylITaHata W3 Te obmactu. OHm mpBOo yTBplYyjy mpmpoxy morahaja,
MpoLEeHkY]y mocieauiie qorahaja u J0HOCE OIUTYKY, Ja JH je Y MUTamby Tpelika
y TIPOrpaMy OIIEPaTHBHOI CHCTEMa, TPEIIKa oleparepa, WM HaMEpHH Hara.
VY cnyuajy na je 0e30€THOCHM MHIIMJICHT HACTA0 Ka0 HaMEpaH HaraJl KOju je
HAaHEO IITETY MH(POPMAIMOHOM CHCTEMY, TVIABHU MEHALlep MM PYKOBOACTBO
opraHusalmje JOHOCEe OJUTYKYy O HAaCTaBKy HcTpare, 00yCTaBH HITH ITOTHOLICHY
npujase 3BaHNYHUM oprannma M Y1I-a. bpojau cy pa3no3u 3amro opranuzanyje
y CTapTy He MO03WBajy 3BaHWYHE OpraHe mcrpare 0e30€HOCHOT WHIIHMJICHTA,
MOYEB Off CcTpaxa Of TyOUTKa KJIHjeHaTa i KOMIIPOMUTAIIHje OpTaHu3aInje, 10
3a3Mpama O NPEBEIMKOT YIIUTAKka 3BAaHUYHUX OpraHa.

Oamunmja cramapaa ISO/IEC 27000 je mpuxBatmna Beh moctojehe
cTaBoBe J1a ce 0e30eAHOCT U 0e30eHOCHU WHIMJCHTH HE MPHKPUBAjy IO
CBaKy IleHYy, Beh 1ma je HUXOBO pellaBambe y HEKMM CIydajeBHMa HYKHO
Kpo3 omnamhene wHcTHTynuje. KoMyHuUKamuja ¢ JIpyruM CTpydrhaluMa
Kpo3 0Oe30egHOCHE W TpodeCHOHATHE TpyIle yMHOTOME MO)Ke IomMohu
opraHusaiyjama mpH CrpeyaBamy UHTEPHUX MHIUICHATA WIH MPU HUXOBOM
pelaBamy.

Hpouecnu MOaeJI 3allTUTE I/IH(])OpMaI[I/IOHOF cucreMma

[IpoGnemu 3amTuTe ca KojuMa Ce CBaKOJHEBHO cycpehemo y mpakcu
nIajexo ¢y Behwm onm mojemMHAaYHMX TEXHWUYKHX pelleha Win 0e30eTHOCHUX
MPOM3BOJIa. 3aIITUTY MH(OPMAIIMOHOT CHCTEMa Tpeba mocMaTpar Kao Mmporec
KOju 00yxXBara pa3IW4YuTe aclekTe pama W Kopuimhema HHPOPMAITMOHHX
TEXHOJIOTH]ja, a Ipe CBera ce TO OJHOCH Ha IMOCTyHaK JeduHUCama
OIITOBOPHOCTH M OBJamherma 3a CBe yIeCHUKE Y Kopuimhemy HH(HOPMAITHOHOT
CUCTEMa, Kao U Ha MPOLEAYpPE MPe U MOoCIIe TojaBe 0e30€AHOCHOT UHIIH/ICHTA.
Excrmo3uBan pa3Boj HOBHX WT W HBHUXOB CHaKaH YTHIA] HA TOCIIOBAIHE
Hamehy kao Hy»Hy oTpeOy Ja ce YTBPJIU U YCIIOCTaBH JJaHYaHa Be3a u3mely
MIPEBEHTHBHE 3aIlTUTE, METeKIHje 0e30eMHOCHOT WHINIEHTa U IUTHUTAIHE
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¢dopensuke, u3 kojux he nporcrehn HU3 HOBUX KOPEKTUBHUX Mepa, IpaBuiia 1
TeXHUKa 3a yHanpelheme 3amrute nHPopMaoHe UMOBHHE.

Ha ocHOBy m3HeTHX Teopwjckux pa3marpama moryhe je dbopmuparu
nporecHu Mozen (ciuka 2) koju ynas (MC ca cBuM cBojuM 0azamMa rmojaraka,
nHpopManmjaMa ¥ 3HamKUMa) TpaHcdopmuiie (mporec) y n3nas (06e30emnn
nojany, nHGopMaIKje U 3Hama). VHTepecaHTHO je IPUMETUTH Ja Ha yia3y
mtuTuMO 1enokynad MC kako OM Ha W3/Ma3y MMald UCIYHHCH MOCTABILEHU
UJb — 0€30€HOCT IUTUTATHUX pecypca.

EnemenTHn mpomecHOT Mofielia cacToje ¢ U3 YeTUPH aKTUBHOCTH (KapHKe)
Koje cy Mel)ycoOHO MoBe3aHe 1 Koje yTHUy jefHa Ha JPYTY, U TO:

* TpeBeHTUBHA (Prevention) akTUBHOCT Koja JeNyje Y CMHUCIY CIIpe-
YyaBama HeoBNaNNEeHUX aKTUBHOCTH (HIIP. aHTUBUPYCHHU MPOTPAMH,
firewall, KOHTpOJIA IPUCTYTIA U CIL.);

* gereknujcka (Detection) akTHBHOCT Koja omoryhaBa OTKpHBame
HeoBnalmheHUX akTUBHOCTU (HOp. [ntrusion detection system —
CucreM 3a IeTeKIH]y yIaja, alaTy 3a IPOBEePYy HHTETPUTETA U CI1.);

*  peakumjcka (Reaction) akTHBHOCT KOja IIPEICTaBIba CKyIl MEXaHH3aMa
KOjU TIOMaXy TP peakuuju Ha JEeTeKTOBaHE HeoBiamheHe
AKTHUBHOCTH (HITp. OPEH3UUKA aHAIIN3A);

» kopektuBHa (Correction) aKTUBHOCT KoOja TPEICTaB/ba OMOpPABAK
cucrema (Restore point) u Bpahame oOpucaHux ngaroreka (Recove-
ry files) n/WiM HEAOCTYIHUX CEPBUCA, WX MAK MHCTAIUPAE HOBOT
cucrema (/nstall system) n Bpahame OexanoBanux noxaraka (BackUp
data). 3aTuM ce MMIUIEMEHTHpPA]y HOBE 3aIUTHTHE Mepe, TEeCTHpa
CHCTEM M IyIITa y pa.

[Ipennoxkenu mpouecHu Monen mokasyje mely3aBHCHOCT u3Mel)y HUBoa
OCTBAapEHE 3aIlTUTEC W BEIIMYMHE PHU3HKA, KOJH C€ Y IMOTIYHOCTH HHUKaJ HE
Moxke u30ehu. To 3Ha4YM 1@ je HEOMXOJHO TEXKUTH U YCIIOCTABUTH OayiaHC
(paBHOTEXHO CcTame) M3Mely oBe aBE BapHujadiie U UMATH Y BUy ONITHUMAJTHA
HUBO 3allTUTE, Tj. yJarame y 3allTUTy MOpa OUTH y CKJIaJy ca BpeIHOIIhy
CHUCTEMa KOjU ce ITHTH. HepaBHOTEKHO CTame Moapa3yMeBa i HEJOBOJbHY
3aIITUTY WY MPEBEIIMKE (HETOTPEOHE) HHBECTHULIH]E.

Konauno, cBakum peajsiaH CHUCTEM 3alITUTE 3aXT€Ba KOHTHHYHPAHY
Hazorpajmby M ycaBpliaBame, 0e3 o03upa Ha Beh OCTBapeHU KBAJHTET.
KopekruBHe aknuje Tpebda ycMEepUTH Ha MOIU(HKAIN]y peliekha ca YOUSHUM
cnmabocTiMa y IpUXBAT/bHBA U 33/10BOJbaBajyha peliemna ui, y HeMoryhHocTu
MoaudurKkanyje, Ha BUXOBY SIMMHUHALIN]Y U3 CHCTEMa, Ka0 U Ha N3HAJIAXKEIHE,
pas3BHUjame U IPUMEHY CONICTBEHUX OPUTMHAIHUX Pellieha Ha TUIaHY 3allTHTE.
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Jbyau/Opranusauuja
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Cauxka 2 — [lpoyecnu moden y 3auimumu nooamaxa, uHgopmayuja u 3uarea

YupaBbame HHIUAEHTHUM CUTyalljamMa
U 0e30eTHOCHUM PU3MKOM

Vrpapibambe MHIMICHTHHM CHTYyallfjama IojpasyMeBa CKyn codrsep-
CKUX ajaTa U METOAOJIOTHja YMjU je Wb euKacaH W ageKBaTaH OJrOBOD
Ha cBakd 0e30eHOCHHM WHIMJICHT. YTpaBJbakhe WHIIWJICHTHUM CHUTYyallHjaMa
3axXTeBa Aa CBAKW KOPHMCHUK Yy JIaHIY OATOBapa Ha MHUWUJICHT, TAYHO 3HA LITa
ce JieraBa Ha TepeHy M KaKBe Ce peakilfja O era OueKyjy.

be3benHoCHNM MHLIMACHT MpENCTaBiba IMOjeMHAYHM WM HU3 Jorabaja
KOj MOTY HapyIIWUTH TIOCIOBakE M YIPO3UTH WH(MOpPMANHMOHY Oe30eaHOCT,
JIOK C€ TI0J1 pauyHapcKUM O0e30eJHOCHIM MHIIMICHTOM MopazyMeBa yrnorpeda
padyHapCKUX WM YMPEKEHHUX CHCTEMa 3a pa3He HellerajiHe, HeIIPHXBATJbHBE
WM HeayTopHu3oBaHe paame (Buau Dan, 2003).

WHIMaeHT He Mopa OUTH caMo TOCeuIa HaMmepe, Beh u Hexara, TperiKe
WM JITIOBama BUIIE CHJIC, eleMeHTapHe Hermoroje. CBaku MHIMJICHT Mopa
Ooutu canupan. [IpBu KOpak y caHaluju je Tako3BaHa (popeH3Muka oOpaja
MHIIHICHTA, [JI€ Ce UCTPaXyje, MPe CBera, OArOBOPHOCT 3a WHIIUICHT, a 3aTHM
JIMjarHOCTHKYje U OTKJIakha y3pOK y CHCTEMY KOjU je €BEHTYAIIHO J03BOJIMO
na johe no mHnuaeHTa. HakoH Tora ce caHupajy MOCIEAUIle WHIMACHTA U
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nHPOPMALIMOHH CHCTeM ce Bpaha y cTame Koje rapanryje BeroBo 0e30eaHo
(yHKIMOHHCAME.

Oxo 80 ozcTo cTBapHUX 6€30€THOCHIX MHITU/ICHATA OCTaHe HeTIPHjaBJbEHO
(http://www.history.navy.mil/library/online/computerattack.htm,  moctynan
22.5.2013), jep y BehuHu cirydajeBa OpraHu3aiiije HAICY MOTIIE J1a OTKPH]Y
Jia je ’UX0B MH()OPMALIMOHU CHCTEM MOAPUBEH/HANIAIHYT, UIIM OpraHu3aluje
HepaJ0 TOBOPE O TOME.

UumeHuna je J1a mocjie CBake WHIIMJCHTHE CHTYyalldje JI0Ja3u JI0 CKO-
KoBUTOT noBehama ONMPEe3HOCTH KOJ CBUX PaJHUKA, YAME CE 3HAYajHO Cy-
JKaBa MPOCTOP 3a HACTajake HapeqHOI WHIMIeHTa. MelyTum, MO3HATO je
Jla ce WHIMICHTHE CHUTYaIHje HE jaBJhajy UECTO, a OMPE3HOCT KOA CBHUX, a
KOJ| TIOje/IMHAIIA U JIPACTUYHO, BPEMEHOM oliaja. Ha HeyTpanucame oBakBe
HEXeJheHE I10jaBe HajBehW YTHIIA] YNpaBO WMajy HAm30p W KOHTPOJA, jep
aKO 3aIlOCIICHU OYEKYjy MEePUOAMYHE KOHTPOJIC, OHJa Cy CBECHH M MOTyhux
rmocienuia, ma he 3aro 3HaTHO Behy Nakmy MOKJIAmATH CIPOBOhEmY CBHX
MPOIMUCAHKX TIOCTYIIaKa 3allTHUTE.

Kao najuenthu 6e30eJHOCHM MHIMICHTH HABOJE CE: HEIOCTYIMHOCT Cep-
BUCa W MH(DOpMaIMja, HEAyTOPU30BAHH INPUCTYN PAYyHAPCKHM CHCTEMHMA,
nupareprja coTBepa, OTKpUBame, Kpaha M M3MeHa pauyyHapCKHX MOfaTaka,
Kpaha padyHapCcKHX yciyra, 37I0ynoTpeda yKpaJeHHX JIO3WHKH, HeoBIaIheHn
npuctyn Oaszama mojaraka, ryoutak WEB-a u MpexxHOr mpucTyma, CTBapame
U aucTpuOylyja BHUpyca, Clambe HEeXeJbeHE EJIEeKTPOHCKe romire, mperehmx
W JIUCKpUMHUHHIIYhUX MejiioBa, Jeurja mopHorpaduja, jaBHE HEYTOIHOCTH,
JOII MyOMUIUTET ¥ To0ea CylapHUKa y TPXKUIIHO] Tpiw. CBe TO Cy NpeTHhe
WHTEJICKTYyaJTHOM BJIACHHIITBY, 3HaWy W HMHpopMmanujama, a mehy OpojHUM
o0MIMa JIeNIoBama MoceOHO Cy M3pakeHe Kao eKOHOMCKA IINHjyHaxa, Kpaha
nH}opMaIja U KpIICHhEe ayTOPCKHX TNpaBa. IbHXOB je M3BOP 3aHUMIBUBOCT
MHPOPMAIIMOHKX CaJjpKaja Ha TEMeJbY KOjUX TOjeIUHIM WU TPyIe MOTY
octBapuTh KopucT. CBH JI0 cana HaBeneHu oOmunu 3moynorpede UT ce, y
3aBHCHOCTH OJ] ITMJba KOjH MMajy, MOTY TPYIIHCATH y TPU Kareropuje: ,,Kuoep
Tepopu3am, 00aBeIITajHO JeI0Bakke (IINHjyHaXa) ¥ HH()OPMAIIMOHO paTOBakE™
(ITerposuh, 2009:76).

Bbe3bennocHu pusuk ce neduHmIIe Ka0 MOTYRHOCT /12 HEKE MPETHE UCKO-
pucte ciabocT(w) eaemMeHTa MHGOPMAIMOHOT cUcTeMa. JlaHac cy moceOHo
Ba)KHE [TPETH-E PU3NKOM HEMaTEpHjaTHUM JeJI0BUMA MH(OPMALIMOHOT cUcTeMa,
IJie ce TOBOPH O TMOTEHIIHNjaly KOjuM ofjpeljeHa mpeTma MOoXKe MpOy3pOKOBaTH
ryouTax Wiv mreTy Ha nHpopMauju, kKopuctehn luxose pamuBocTu. Peanu-
3amuja MPEeTHH MOXKE HETaTHBHO YTHIATH Ha TOBEPJBHBOCT (confidentiali-
ty), uaterpuret (integrity) n pacmnonoxuBocT (availability) nadopmannone
nMoBuHe (cimka 3). [lom wHMDOpPMAIIMOHOM WMOBHHOM, IpeMa CTaHAApAY
ISO/IEC 27001, mompasymeBajy ce CBa OHa CpEJICTBA KOja OpraHu3aluja
KOPUCTH y CBpPXy OCTBapHBarha CBOJUX IOCIOBHHX IHJbeBa (MH(MOpMAITH]je,

BE3BEJTHOCT 1/2013 69



HI/IFI/ITaJ'IHa qupeH31/H<a Y KOHTCKCTY 3allITUTC PIH(bOpMaIII/IOHI/IX cucTeMa

~—
NOBEPJbMBOCT

HeoBaamheno
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UHTErPUTET PACNOJIOXKNBOCT
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HapylLIaBame npucryna

Cnuka 3 — Ocnoenu enemenmu unghopmayuone 6e36eo0Hocmu

(Mwranosuh, 2006)

xapzBep, codTBep, JbYIHM, CEpBHCH M HeMarepHjaiHa MMoBHHA). [Ipenmsna
WeHTU(HKAIMja, OJJHOCHO KIacU(HKaIrja HHPOpPMALMOHE UMOBHHE IPBU je
M BPJIO BaKaH KOpak Ipolieca ynpapibama 0e30eIHOCHUM pH3HMKOM, Oymyhm
Jla Ce Ha OCHOBY era ojipeljyje Koju pecypcH 3axreBajy rmocebaH TpeTMaH ca
cra”oBHIITa Oe30emHOCTH. HenpukiagHo o0aBibeHa HaeHTH(HUKAIIN]A pecypca
MO>Ke eI TIPOLIEC OJIBECTH Y TMOTPEITHOM MPABILY, YAME C€ Y IOTITYHOCTH TyOH
FETOB 3HaYaj M CMHUCAO.

MCKOPULUIRABAIY
MPETHE PAHBLUBOCTU
S

2 3
wWTHTE @) &y
oa ) < M3NAKY
L3
& &
()
\Z S,

KOHTPONE % @ | peoran

NOCTUXEMO
UMAYY

BE3BEAHOCHU
3AXTEBU

PEAHOCTU
PECYPCA

UMAJY

Y ’ AK YTULIAJ HA
OPFAHM3ALMIY.

Cnuka 4 — Ynpasware pusuxom (Munanosuh, 2006:77)
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VYnarawe y nHpopManuony 0e30eqHOCT MOTpeOHO je mocMarpard Kao
unBectuiyjy. Oj cBake MHBECTHUIIH]E, 1A TAKO M O] yJlarama y HH(GOPMAIIHOHY
0e30eIHOCT, OueKyje ce MO3WTUBAH CajlJ0 W MOBparak cpeicraBa. Y TOM
KOHTEKCTY yTIpaBJbamkhe 0€30eTHOITNY Ce MOKE TOCMAaTPATH Y CMUCITY CMambheHha
OTIEpaTHBHUX TPOIIKOBA, KA0 MPEBEHIIMja O MOTEHIUjATHUX TPOIIKOBA WU
JPYTUX HETaTUBHUX YTHIIAja HA TIOCIOBHH MPOIIEC.

VYrpaBbame 0€30€THOCHUM PU3UKOM PENATHBHO jeé HOBAa TUCITHILTHHA
y noapy4jy 0e30enHoCcTH WHPOPMAIMOHHUX CHCTEMa, Koja je Mpou3alnia U3
nmotpede 3a craHAapAM3anrjoM W (HOPMAIM3aNMjOM ITOCTYIIaKa BE3aHHX 3a
ynpaBJbame 0e30eaHoIhy. Yipasibame 0e30eTHOCHIUM PU3UKOM (ciuka 4) ce
nehHUIIIe Kao poIiec HASHTH(DUKAIIN]e OHUX YHbEHUIIA KOje MOTY HEraTHUBHO
YTHLATH Ha TMOBEPJHHBOCT, MHTETPUTET M PACIOIOKHUBOCT HH(OpMALMOHE
MMOBHHE, Ka0 M FbUXOBA aHAIM3a Y CMUCIY BPEIHOCTH IOjeIUHUX pecypca
W TPOUIKOBAa HHXOBE 3allITUTE. 3aBPUIHM KOpak oOOyXBara Mpery3uMarbe
3aIITUTHAX Mepa Koje he mueHTH(UKoBaHN 0e30€THOCHNW PU3HWK CBECTH Ha
MPUXBATIBUBY MEPY, Y CKJIaAy ca IOCIOBHUM [HJbEBUMA OpraHu3alyje.

VY k0joj MepH W Ha KOjJUM MECTHMa he ce TMPHUCTYIUTH YMambHBABHY
0e30eTHOCHOT pU3HKa, OATYKa je IPBEHCTBEHO MEHAIMEHTA, Ka0 OHE QYHKIIH]jE
KOja MMa MOTYhHOCT JOHOIICHa OTyKa W TIpaBO paclojiarama OyleToM
opranusanuje. bezdeqHocHu pu3Kuk Moryhe je TpeTupaTi Ha HEKOJIMKO HaunHa:
Moryhe ra je NMpUXBaTUTH OHAKBUM KakaB jecTe, Moryhe je mpHCTymuTH
ETOBOM yMarbHBalby UMINIEMEHTAIIM]jOM oAroBapajyhux 6e30e1HOCHUX KOH-
Tpoina, a Moryhe je W HBeroBo MOCPEIHO PellaBame, OMHOCHO MpebalnBame
JIpyTUM OpraHu3alujama Koje cy 3a TO CIeLHjaln30BaHe.

JloHoIIeHe 0/UTyKa BE3aHUX 32 YIIPaBJbabe PU3UKOM BPIIO j€ OrOBOPaH
M 3aXTEBaH M0CA0 KOjU, OCUM OfpeljeHOr HHBOA CTPYYHOCTH, 3aXTeBa U
M3y3eTHO J00pO MO3HaBamke MHYOPMALIMOHUX CHCTEMA U BbUXOBE (QYHKITH]C.

Huzumanna ¢openzuxa

Jururanna ¢popeH3uka je MHTepANCUUIIIMHAPHO MOIpYyYje Koje o0yXxBara
pazINYKTE CIICIINjATHOCTH U TUCIUTUIMHE, & TIPEJICTaBIba YIOTPEOY IPUPOTHIX
HayKa Ha MpaBHE cajpxkaje. Y MpakcH, AUTHTaNIHA (hopeH3uKa TeMeJbH ce Ha
HayeIMMa ¥ MeToJlaMa TIPUPOJHUX HayKa, Kao IITO Cy MareMaruka, (Gu3uka,
XxeMmuja u Ouosoruja.

»JUTUTaIHA POpPEeH3MKa je 00JIACT KPUMUHAIUCTHYKE HayKe Koja Ipe/l-
CTaBJba CIOj TEXHOJIOTHje M 3Hama ca LIbeM YTBphHBama M JOKa3MBamba
kopumhema UT y ogpehernm kpumuHanHuM pagmama. Hayka o AUTHTANHO]
¢dopenzuuu o0yxBaTa MO3HABamkbE METOA U IMpOLEaypa Koje ce MpUMemYjy
y aHaJu3u U TPUKyIUbamky monataka (mokaza)* (Mwumanosuh, 2010:4).
TexHonoruje, ¢ Ipyre crpaHe, MpeacTaBibajy pa3He ajare Koju omoryhasajy
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INPUMEHY METO/Ia M IPOLIETypa y PadyHapCKO]j, MPEKHOj, MOOMITHO] U HHTEPHET
JIUTATAIHO] (POPEH3HUIIH.

Jurntanaa ¢gopensuka je (paclmHAHTHO TOJbE, jep Kako OpraHu3aIuje
MOCTajy CIOKEHUje M MMajy BEeJIMKY pa3MeHy IojaTaka u umHpopMmanuja Ha
MPEKH, TAaKO C€ M BUCOKOTEXHOJIOIIKY KPIMHUHAI pa3BHja — BEJIMKOM Op3HMHOM
U y CTaJHOM je mopacty. JlururamHo no0a je MPOU3BEII0 MHOIO HOBHX
3aHMMama, a jeJHO OJ HAjHEOOMUYHHWjUX je muruTanHa (GopeH3uka, jep ce
0aBU IPUMEHOM 3aKOHA y HayIIH. ,,Jako je cauyHa ApYyruM OOIUIIMMA TIPaBHE
(dopeHs3uKe, TUTUTATHN (OPEH3MUYKH IPOIEC 3aXTeBa OIPOMHO ITO3HABAME
Pa3IMUUTOr XapjBepa u cOPTBepa Kako OU ce M30ero ClIyuajHO YHHIITABAKE
JI0Ka3a, Kao M 04yBame J0Ka3a 3a KacHuje anamm3e (Solomon, 2005:2).

JururanHa QopeH3uyka Hayka JeQHUHUIIE ce Kao ,,kopuiheme HaydHO
JIEPUBUPAHKUX U JIOKA3aHUX METOJIA 32 CaKyIUbarbe, YyBambe, HICHTH(UKAIIN]Y,
aHaIN3y, UHTEPIPETaLHjy, TOKyMEHTOBAbE/ IPE3CHTAN]Y AUTUTATHUX JIOKa-
3a JICPUBHPAHUX M3 W3BOpa JMTHTAIHHX I0JIaTaka, a HAMCH-CHHUX 32 JIaK-
Iy PEeKOHCTPYKLMjy Jorahaja Koju ce cMmarpajy KpUBHUHHM JIEJIOM, MM He-
oBiamheHuM OMETamheM IDIAHHPAHUX OIepalyja pauyHapCKuX CUCTEMa |
mpexa”“ (MwunocasieeBuh, 2009:90). OBa neduHMIMja MOKpUBA IIMPOKE
aCTeKTe AUTUTATHE (POPEH3HKE, O aKBU3WIIH]jE TTOIaTaKa J0 JISTATHUX aKIldja
y MIPaBOCYIHOM MOCTYTIKY. [Ipy ToMe je Ba)KHO HAIIOMEHYTH A3 caMd MEAUjU U
MOJIAIM HE TPEJICTaBIbajy JIOKa3, HEro Cy camMo TOTEHIMjaTHH U3BOP JIOKa3a.
[lojam pururanHa QopeH3WKa OAHOCH CE HA KBAJIUTET W OPUIMHATHOCT
CayyBaHUX M TEHEPHCAHUX JMTHTAHHX JI0Ka3a, Kao HIp. JUTHTAIHH ayJIuo
W BHJCO 3alMCH, AUTUTaiHe GoTorpaduje, JUTHTAIHN TEKCTOBH U CBU JIPYTH
JIATHTATHU MOJIAIH KOJH CY CMEIITEHH Ha CTAOWITHUM M IPEHOCHUM padyHapuMa,
cepBeprMa, MPEHOCHUM MEMOPH]CKUM ypehajuma u IpyruM MeAujuMa, Kao
JI0Ka3a ca MHTEPHETa.

[Ipouec mururanne GopeHsuke 00yxBara YeTHPH TIIaBHE (a3ze:

*  caKyIUbame (aKBU3MWIMja): WACHTH(UKAIW]ja, BalHU/anyja, O3Ha4YaBa-
e, CHUMahe M M3BJIaYCHhe Mojaraka u3 Moryhux ussopa mojaraka,
cnenehu mporenype Koje MTUTE HHTETPUTET MOaTakKa;

*  HCIUTHBamEe: (OPEH3NYKO MPOIECYHUPAhEe CaKyIUbEHUX IOIaTaKa Ko-
puirthemeM KOMOWHAIIMje ayTOMaTH30BaHUX W MaHYEIHUX MeTola U
NpOLICHA eKCTPAXOBAHUX MOJIaTaKa oOJ] TOCEOHOT HHTEPECa, Y3 OUyBabe
WHTETPUTETA TTO/IaTaKa;

*  aHANM3a: aHAIM3UPAKkE Pe3ylTara UCIUTHUBAA JIETATHO ONPaBIaHUM
MeTojIaMa U TEXHUKaMa, NICHTU(HUKOBAE MOTCHIMjATHUX JIUTUTATHAX
JIoKa3a MPUMEHOM HAyYHO ICPHUBHUPAHMUX WM JOKA3aHUX METOIa KOje
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MOT'Y KOPHCTHTH KOJ PEKOHCTpYyKIHMje norahaja y HUCTpa3H KOMILjy-
TEPCKOT KPUMHUHAJIA;

*  M3BeHITaBame: POPMUPAjy Ce UBPCTH JIOKA3W M MPHUIPEMa HUXOBA
Ipe3eHTaIyja Mmpea CyIoM KpOo3 €KCHEPTCKO CBEIOYCH-¢ MM BEll-
Tauewme. M3BemrTaBame O pe3ydATaTHMa aHalIN3e MOXKE YKIbYYHTH
OIMC MPUMEHEHUX aKIIHja, KOju 00jallhaBa Kako ¢y n3abpaHu anaTu
u mpouenype, u oxnpehyje xoje apyre axiuje Tpeba aa ce M3BPIIE,
HOp. (OpEeH3UUKO HCIUTHBAKE AONATHUX M3BOpA TOJAATaKa, WICH-
TU(PHUKOBAHE PABUBOCTH, TOOOJBbIIABAKE MMOCTOjehHX KOHTpOJA
3aIITHTE, TIPETIOPYKE 3a 000JbIIaBabe MOINTHKA, TPOIEypa, ajara
W IpyTUX acrekata npoueca aururaine popensuke (Kent, 2006:16).

Cakynmare

'

\Z

NOMATAK

\Z

MHOOPMALIMIA
\

N ¢

M3sewraBare Ucnutusamwe

Cnuka 5 — @aze npoyeca oueumante opensuxe

CBaku KOpak aHajM3e MOTPeOHO je JOKyMEHTOBATH Ha oxaromapajyhn
HauuH. M3paga JOKyMEHTalldje oJ] U3y3eTHE je BaXKHOCTH, jep omoryhara y
CBAaKOM TPEHYTKY YBHUJ Y PaJilbe KOje Cy OCTBapeHe JI0 TOT TPEHYTKa, Te J1a ce
HCTE MOTY PEKOHCTPYHUCATH aKO je TO MOTPeOHO.

EdwukacHoct u edexTuBHOCT nurutaiHe (OpEeH3WKe y MUCTPaKMBAIKO-
JTIOKa3HOM TTOCTYTIKY 3aBHCH OJ: 00yXBara [0JIa3HHUX eleMeHaTa (aKBU3UIMje);
kopumhema TeXxHHKAa W (OPEH3MUYKUX ajara 3a MPUKYILUbake JI0Ka3a,
I[e(bI/IHI/IcaH)a BAJIMHUX JUTHUTAJIHUX AOKa3a, aHaJIU3Upamka U INpHUKa3uBamba
noOujeHuX pesyiTara W npensul)ama TMpaBla daJber pa3Boja MPEBEHTHBHE
3alTUTe MHPOPMALTMOHUX CHCTEMA.

Kon monasznux enemeHara moTpe6HO je IpUMEHHTH ,,10 37aTHUX TpaBuiIa
¢dopeHszuuke ucrpare*:
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1. OCUTYpAaTH U U30JI0OBATU MECTO I'IC CC€ ICCUO I/IHI_II/I,Z[CHT/I/I;

2. WCKJbYYHTH MPEKHE NPUKIbYUYKE U HE AUPATH Apyre HHPOPMAIHOHE
pecypce, Tj. OCTaBHTH CBE Yy CTalby Y KOME Ce TPEHYTHO Hala3uiio
(YKIJbYUEHO/MCKIBYYEHO);

3. nmenoBard MpUOpPaHO, IPOIEAYPATHO, Y TIPABOM TPEHYTKY U 0e3 ma-
HUKE;

4. nedUHUCATH IITa CE TPAXKU M UACHTH()HUKOBATH IOTCHIIU]aJTHU JJOKA3HU
Marepujall, Kao U y K0joj CHTYaIlHjH je TpoOieM HacTao;

JeuHUCaTH 1IUJbEBE aHAJIN3E,

KO je, KaJla ¥ KaKo OTKPHO Mpo0IIeM;

KOJH CY, KaKo Cy MOBE3aHH ¥ aJIMUHUCTPUPAHU PAdyHAPCKU PECYPCH;
KO Cy H/bUXOBH KOPUCHHIIH, KOja Cy BbUXOBA 3a/1yKeHha U JICIaTHOCTH,

MaXXJbUBO 3aIlIMCaTU CBC BAXKHC IMOJATKC M 3allakakba Ha Ialup,

= © *® 3w

0. obaBecTHTH Hajyke PyKOBOJCTBO U ITO3BaTH OBIanIheHe ekcriepre 3a
OBY 00J1acCT.

[Moctynum QopeH3nuke aHaM3e MOTY CE TIOJICTUTH 3aBUCHO O CTamba Yy
KOjeM Ce Hajla3W CHUCTEM KOju ce aHanusupa. CBaKM CHCTEM MMa JiBa OCHOBHA
cTama, a TO ¢y ykJbydeH (online) nmm uckibyueH (offline). YKibydeHO cTame
Mpe/ICTaB/ba PajHO CTabe HEKOT CHUCTeMa y KojeM OH 00aBJba HEKH 3a/aTak.
3a pasnuKy o YKIJbYUEHOT CTama, NCKJBYYCHO CTAEe je OHO y KOjeM CHCTEM
MHpYje, OAHOCHO He 00aBJba HUKAKaB 3a/aTak (MCKJbYUCHO je C Harajarmba).
[Ipema Tome, opeH3nuKa aHamu3a ce 1enu Ha online u offline, OMTHOCHO Ha T3B.
live (xuBy) u post-mortem (TpamuuuoHandy) ananu3y (Bumu Craiger, 20006).
Online Qopensnyka aHanm3za ce omiena y npahemy W HaAmIeqamy MPEKHOT
caobpahaja y peaJlHOM BpeMeHY, a MOCEOHO MHTEPHET KOMYHHKAIHje, JJOK Ce
offline dpopensvka 06aBiba MO HACTaHKy Oe30emHOCHOT WHITUMAEHTa. Kom on-
line (opeH3MKEe HEOIXOJHO je TUIAHMpAaTH W CTBapaTH CTPYKTypy Koja he
00e30emMTH HacTaBak Tocia y ciaydajy Oe30emHocHor mHIMAeHTa. Ty Tpeba
W3BPLINTH TPUIIPEMY M TECTHPAE PAAbM HEOMXOAHUX 3a 3AIUTUTY KIbYYHHX
MOCJIOBHUX TIpolieca y OpraHv3aliji, Ka0 W UMIUIEMEHTAIWjy Ipoleca Ha
IpyroM (pesepHoM) MecTy (Bunu Albert, 2008).

Jururanna (opeH3nka JaHac MMa IIUPOKY NPUMEHY M HHje OTpaHu-
YeHa caMo Ha 3BaHUYHE MCTPaXKHE OopraHe (MONUIHUjy — 60pOa MpOTHB BUCOKO
TEXHOJIOIIKOT KPWMHHAJA, TYXKWIAIITBO, CYICTBO W BOjHO-O0aBelITajHE
aKTHBHOCTH), Beh je KOpUCTe M HEKU APYrH APYIITBEHH CEKTOPH, Kao HIIP.
Behe opraHu3alje Koje KeJie Jia yrnpaBibajy 0e30€THOCHUM HWHIIMICHTHMA
COICTBEHHM CHarama, 3aThM, NpodeCHOHAIHe OpraHM3alije 3a OMopaBaKk
rojiaTaKa u3 cllydyajHo/HaMepHO omTeheHnX pauyHapCKUX CHCTEMA.

Takohe, cBe je BHIIE BEIWKHX, IMPUBATHUX KOMITaHHja KOj€ KOPHCTE
JMUTUTATHY (OPEH3UKY Kao BHJI YHYTpAIlkhe KOHTPOJIE CBOJHX 3aroce-
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HUX, npaBrajyhun To npeBeHuujoM. [IpuKyrubame W 4YyBambe JUTHTATHHX
¢dopensnukux nokasa je ypeheno Mehynapoauum cranmapaom y ISO/IEC
27037 (http://www.is027001security.com/html/27037.html, moctynan 22.
5. 2013) u kpo3: SWGDE — Scientific Working Group on Digital Evidence
u IOCE — International Organization on Computer Evidence (http://www.
albany.edu/crcep/resources.html, mocryman 22. 5. 2013). YV okBupy BHX CY
u3/1aTe Mpenopyke 3a OCHOBHE NPUHLUIE (OPEH3MYKE aHAIN3E JUTHTATHUX
JI0Ka3a, KPUTEPUjyMH, CTaHAApHE paJlHe Mpolelype 3a 3aljieHy padyHapa,
(OpeH3NUKy aKBH3WIHMjy W aHAIHU3Y, UyBambe, KONUPAhEe OPUIMHATHHUX IH-
THTaJIHUX JI0Ka3a | Jp.

III/IFI/ITaJ'IH]/I JAOKa3u

Jla Ou ce m0OKa3ajmo HEKO KPUBUYHO JEJIO, HEOMXOJHO j€ MPHUKYIIUTH
nokaze. MehyTum, kajia je ped o paayHapcKUM KPUMHHAIHUM JIeITMa Mopa ce
MMaTu y BUIy 1 ,,JIJATUTAIIHU JJOKA3K YeCTO HUCY jeTHAKU OCTAIUM OOTUIIMMA
¢bm3uukux gokaza“ (Sieber, 1986:139) y omHOCYy Ha KOje CY OCETJBUBHjH U
MOJUIOKHU MEHakhy CTPYKTYPE U CaipKaja, Te ce IpeMa lruMa Tpeda moceOHo
OJTHOCHUTH.

Jloka3s je oHO IITO pa3[Baja XUIIOTE3y O]l HEOCHOBaHE TBpAmE. Joka3u
MOTY MOTBPJUTH WJIK OOOPHTH XHIIOTE3Y, Ta jé BUXOB MHTEIPUTET KIbydyHa
CTBap y BUXOBOM IPUXBaTamy, OMHOCHO oadaunuBamy npen cynoM. [locroju
HEKOJIMKO CIICIMjalTHUX KapaKTePUCTHKA JIUTHTAIHUX J0Ka3a Koje UX YWHE
nocebHo n3a3zoBHUM. [Ipe cBera, MOTpeOHO je jacHO U Mperu3Ho JedhuHuCaTH
JUTUTAIHKU JIoKa3. JluruTaiHu Joka3 je uHpopMalMja YCKIaJUIITCHA WM
MPEHOLICHA Y JUTUTANHO] (GOPMH KOja YUECTBYj€ Yy CYACKOM IPOLECY HIIH
HEKOM JIpyroM criopy. JlururanHa ¢popmMa 1o cBOjoj MPUPOAH MoApazyMeBa 1a
ce paau O HEKOM EJICKTPOHCKOM HJIM MarHeTHoM ypehajy, ma To Mory OuTu
MOJIAIM Y ONEPaTHBHO] MEMOPHjH, Ha XapJ JHCKy, (uien KkapTuiama, aid u
MOAALM KOJU CE HaJjla3e y TPAHCMHCHUjH, HIIP. Paguo Tanacu. JururaiHu 1okas3
HUje HEWTO IITO JbYAM MOTY Ha MPBHU NOIVIE NMPOTYMaduTH. Y OyKBaTHOM
CMHCIY, IUTUTAJHU JI0Ka3 IpeAcTaB/ba HU3 HylAa M jeAMHULA KOje HEKH
CNIEKTPOHCKH ypehaj mpeBonu y Jbynuma pasyMibuBy (HopMy KOjy OHH MOTY
KOPHCTUTH Ka0 MOTKPEIJBEHE CBOjOj XHUIIOTE3H y OKBUPY HEKOI' CYACKOT
ciaydaja (Bumu CreBanoBuh, 2006). JlururajiHu goKa3 MOXe OWTH OUIIO
KOjH TIOJIaTaK, OTHOCHO MH(OpMaIlMja Koja je peJeBaHTHA 3a CIIy4aj KOjH ce
aHaJM3Mpa — MOMaxke y peliaBamy clydaja.

VY pajy ca AMTHTATHUAM TOJAAIMMA, Y MPOIECY aKBU3UIIMjE W aHAIU3e,
(dopeH3uuap ce Mopa MPUAPXKABATH IVIABHUX MPHUHIUIA 32 paj ca KOM-
MjyTePCKUM JWTUTAIHUM JI0Ka3MMa, KOje Cy, Ca HE3HAaTHHM BapHjallijama,
npormmcaiie 6pojue mehyHapomue oprammszanuje: IOCE, NIST, FBI (Bume
Kenneally, 2009; Mocas, 2009):
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e [lpunyun 1: Hu jemHa akTUBHOCT areHiyje uim opeHsnyapa He cMme
M3MEHUTH TI0JIaTKE KOjU Ce HaJjla3e Y pauyHapy WM MEIUjyMuMa 3a
CKITQUINTEHE W KOJU MOTY OWTH TIOTEHITHjaJTHU JTOKa3H 3a CYII.

e [lpunyun 2: Y mNOCEOHMM OKOJIHOCTMMAa Kaja OpraH HCTpare,
(dopeHsuyap WIM Jpyro JHLE MOpa NPUCTYNUTH OPUTHHAIHUM
MojIalliMa, TO JIUIIe MOpa OMTH KOMIIETEHTHO ¥ MOPa JIaTh JIOKa3 KOjH
o0janrmaBa 3Ha4a] U AMILTHKAIH]€ T€ aKTHBHOCTH.

*  [lpunyun 3: Tpeba Kpeupat U 4yBaTH y HETOKYITHOM JIAHILy HCTpare
KOHTPOJIHE TParoBe M Jpyre 3alrce CBUX MPOIeca U3BPIICHUX HaJl
KOMIIjJYTepCKAM EJICKTPOHCKHM JOKa3uMma, Ja Om ce o0e30emmia
He3aBUCHA (OPCH3MYKA aHAITN3a THX [TPOIIeca Ca UCTHM Pe3yJITaThMa.

o Tlpunyun 4: Jlulle HAIUIEKHO 32 HUCTpAry cliydaja KOMIIjyTEPCKOT
KpUMHHAJIa OJIrOBOPHO je 3a o0e30ehuBame crpoBohema CBUX
aKTUBHOCTH (DOpPEH3UUKE HMCTpare, akBU3UIIMje, aHAIHM3E U TPE3CH-
TaIyje y CKIaay ca 3aKOHCKOM PEryJIaTHBOM U OBUM MPUHITUITAMA.

['enepanHo, qUTHTANHU JOKa3d KOjU Cy MOTPEOHH 3a UCTpary Hajase ce
aHAJIM30M W €BATyalldjOM CBUX TOJ[aTaka CAKyIUbeHUX y (ha3W aKBU3HIIM]E
JUTHTANTHUX NoaTtaka. Kao My ucTpasu KinacHyHOr KpUMHUHANA, 1a OM OTKPUIIN
WCTHHY, JWTHTANTHU (OPEH3UYapH MOpajy HWACHTH(PHUKOBATH TMOAATKE KOjU

opmupajy:

* onryxyjyhe mokasze, Bepudukyjy moctojehe momarke W Teopuje
(xumotese);

* ocnobahajyhe mokase, cynporcTaBibajy ce nmocrojehinM nopanuma u
XHIOTE3H, U

° WHAWUKATOPC HOKYH_Iaja CKpHBama 1nmoJgaraxa.

IoTeHUMjaTHU TUTUTATHH 10KA3H

KomrekcHocT mpobiiemMa Ha koje QopeH3uuapu Hauwiase (cimka 0)
YCIIOBHJIA j€ CTICIHjaIN30Bahe CTPYUhaKa 32 pa3auuuTe o0nacTu. Y Hampe-
HUjUM cpeauHama GpopeH3udapu ce 6ae oapeh)eHuM onepaTHBHUM CHCTEMOM,
criengjanusyjy ce 3a Windows, Linux, Mac u np. @opeH3ndapu, Kao yoCTaaoM
Y CBHM HH(OPMATUIAPH, MOPA]jy PEIOBHO MPATHTH Pa3B0oj TeXHOJIOTH]je. Pasnuke

u3Mel)y pasauuuTHX Bep3Wja HMCTOr TPOrpamMa, a MOTOTOBO OMEPaTHBHOT
CUCTEMa, YeCTO CY CYIITHHCKE MPUPOJIC.
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Il 1T UTANHA GOPEHIUKA SN

IRl TEXHONOTMIA

PAYYHAPU MOBWMNHW YPERAIN

Browser

Netscape

Operating System

Flle Systems B
UFS Firefox

Flle Systems Browser

Windows NTFS IE

Windows XP FAT 32 Chrome

Windows 98 FAT 16 Opera

," NPOTECUIA o

MPEME WHTEPHET

Tools
DEFT
Tools

MacLinkPlus

e-mail
Evolution
e-mall
Sylpheed
e-mall Tools
Outlook EnCase
The Bat dd

Thunderbird ForensicToolkit

Cauka 6 — Croocena cmpykmypa oueumante gopenzuxe

WNudopmarmonn cucremMn camu 3a cebe caapke 3HaA4YajHE KOJMYWHE
nojiaTaka Koju C€ MOTY HMCKOPHCTHTH Kao JoKazHU marepujan. [lorpara
U TPHUKYIUbAlkhe IUIHTAIHUX JOKa3a MOry ce o00aBuUTH Ha ciexehum
XAPIABEPCKHM  ypehajuma/komnonenrama (http://carfield.com.hk/docu-
ment/Forensics/ComputerForensics.pdf, nocrynan 22. 5. 2013):

* CTaHJapAHUM padyHapCKUM
cUCTeMHUMa (JIECKTOI, JIaIToll,
cepBepH, TabIeTn);

¢ NPCHOCHUM YBPCTUM JJUCKOBUMA,

* MpeXHO]j onipemu (firewall, router,
wireless access point),

» compact flash, micro drives, smart
media, memory stick;

* pauyHapcKUM nepudepujama
(JIOKaJTHUM ¥ MPEXHHUM
ITaMIaYnMa);

* PCMCIA xapruiama;

* JJUYHUAM JUTUTAITHUM
nomohuutuma (PDA, iPod, iPho-
ne, GPS);

* backup Tpakama, u
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tnoru, CD, DVD, BD nuckoBuMa;

MOOMITHUM (TenedoHrMa,
KOH30J1aMa ¥ BHJICO Hrpama,
JWTHTAIHAM ayJIio IUIejepruma,
JIATHTAITHAM BHJICO-PEKOPACPUMA,
nuKTaOoHIMA)

[orenuujanan COOTBEPCKU nokasu xoju cy:

- HampaBJbeHH 01 cTpaHe KOPHUCHHKA:

CJICKTPOHCKH aJipecap,

OMUJBCHC MHTCPHET CTPAHUILIC,

email naToTexe;

0a3e rmojaraka;

ayJ1M0/BUICO AaTOTEKE;

eJICKTPOHCKE Tabere, u

cnuke/TpadyuuKe JaToTeKe;

JOKYMECHTH HUJIU TEKCTYyaJIHE
JAaTOTCKE.

CJICKTPOHCKH KaJeHaap;

- 3amruhenu o crpaHe KOPUCHHUKA:

KOMIIPECOBAHE JATOTCKE,

JaTOTCKE 3amTuhene JIO3BUHKOM;

MOrpeuiHo Ha3BaHC/HpCHM€HOBaHC
JAaTOTECKE,

CaKpUBCHEC NATOTCKE, U

CHKPUIITOBAHC NATOTCKE;

creranorpadcke nHpopmanmje u
JIaTOTEKe.

- HanpaBJbeHH 071 cTpaHe payyHapa:

OeKkal JaTOTEKE;

CKPHUBCHE NAaTOTCKE;

JIOT TATOTCKE,

CUCTEMCKE JAaTOTCKE,

KOH(pHUTYyparroHe 1aTOTeKe;

history naToTeke;

printer spool natoTeke;

TEMITOpapH JIaTOTEKE;

cookies;

JIMHK J1aTOTCKEC, U

Swap DaToTeKe;

JIOTOBH HSBCHJTaja.

- Hexu apyru nogaumu:

JIOIIN KJIaCTEPH,

BpeMe, AATyM U JIO3UHKE Ha
padyHapy,

Jpyre napTHLHje;

CHUCTEMCKH IPOCTOP;

CKpHBEHE MapTHUIIH]E;

n3r Y6.]'I>CHI/I KJIaCTCpH;

obpucaHe JaToTeKe;

HEJI0/IeJbEH MPOCTOP;

pe3epBHCaH IPOCTOP;

METaIloOalH, 1

slack mpocTop;

3allMCH O MMOKPECTaly CUCTEMA.

c1000/1aH TIPOCTOP;

78
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Jururajann (pOpeH3 KU a1aTH

W300p anaraje o1 CyIITHHCKOT 3Ha4Yaja y IPOIIeCy TUTHTaTHE (DOpEeH3NIKE
ucrpare. CaMo OHU ajaTH KOjU Jlajy TauHe, MOTIIyHE U MOy3/laHe pe3yirare
MOTy 00e30eINTH TUTUTAITHE JI0Ka3e KOjU Cy IPUXBATIFUBU Ha CYyy.

Wnave, 1oOpo je mMo3HATO Ja ASCTPYKTHBHU KOPHCHUIIM MOKYLIaBajy Aa
MPUKPH]Y U YKIIOHE TPAroBe, TAKO Ja Cy HajKBATUTETHU]U JJUTUTAITHH JJOKA3H 110
NpaBUIly YBEK HEBUAJbUBH 3a CTaHapAHE ajnaTe U3 oneparuBHor cucrema. He-
KU ayTOPH KOPHUCTE MO ,,JieAeHor Opera‘ (cimka 7) Kako Ou Ipe3eHTOBAIN
npobieM cajpiKaja JUTHTATHOT JOKasa, IpPH YeMy Ce Y JIMTepaTypu MOTy
CPeCTH pazInYuTe MHTEpHpETalrje, ajli CBU Mald BHUJJBMBH BPX JIEICHOT
Opera nouctoBehyjy ca enreMEeHTHMa KOjU CE€ JaKO MPENo3Hajy U OTKPHUBAjy
Ha jeJIHOM PauyyHapCKOM CHUCTEMY y3 CTaHJApJIHE ajare OIepaTUBHOI CHCTe-
Ma, JIOK C€ MCIOJA MOBPIIMHE WM Y ,,JyOOKO] BOAM™ Haja3e TEIKO JOCTYITHH
€JIEMEHTH U AUTUTAITHU JJOKa3H KOjU Cy CKpUBEHH y IPUBpPEMEHNM (hajioBuma/
¢domuepuma, 0OprCaHUM HapTHUIIMjaMa JUCKa, OOPUCAHUM MEjJIOBIMA UT/I.

POPMAJIHM (OYUTH) JEO:
10 Kora ce Moxe gohu

\ KopuihemeM CTaHIapaHUX ajiaTa
Koje kopuctu Windows:

TotalCommander WindoweFynloveor

SOSFghsw

V4

|
: HE®OPMAJIHA (CKPUBEHMN) IEO: “
1 10 Kora ce Moxe nohu camo kopunrthemsem y;
] crienujanHux (GOPEH3NIKNX ajaTa, Kao HIOp. g
I EN-CASE, SANS Forensics, HELIX v np. \
J (xoju omoryhaBajy HalpeaHe OIluje: \
l’ deleted, renamed, hidden, difficultto locate...) \\
4 s

H
E
B
n
A
b
n
B
n

.l 00010101010110101010110010000110011111110 00101010
0101010010100101010010011111001010101010101 1010100101

Crnuxka 7 — Jledenu 6pee, 6udmusu u He8UOLUBU HUBO OUSUMATIHUX
ookaza (Grunwald, 2004)

JlaHac TOCTOjH MHOTO pPa3BHjeHMX TEXHHWKa M anara KOju ce KOpH-
cTe y (POPEH3UUKOM MOCTYIIKY, a lbUXOB MPEBEJIMK 3HA4a] moBe3aH je ca Beh
U3HETOM YHILCHUIIOM ,,J1a je TaHac mpeko 90 o1cTo CBUX HOBUX MH(MOpMAIHja
npou3BeeHo y aurutanHoMm oomuky* (http://www.paho.org/ English/DPI/
Numberl4 article4 5.htm u http://www.isaca.org/Con-tent/ContentGroups/
Member_ Content/Journal1/20023/Computer Forensics_ Emerges_as an_In-
tegral Component of an Enterprise Information Assurance Program.htm),
U J1a Ce TaKBO OOTaTCTBO MOpa Ha a/IcKBaTaH HAYMH KOHTPOJIMCATH, HA/IIJICIaTH
Y 4yBaTH.
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Pa3Boj opensnukux anara ycaBpiuaBao ce Kpo3 Tpu reHepanuje. [IpBy
reHepaIyjy cy CauylibaBalii Pa3HHU aJlaTH 3a CIHKe, JOKYMEHTa, IPETPaKUBAHC
M OIIOpaBaK CHCTEMA; APYTy FeHEepalrjy Cy YUHWIN NOCEOHO TU3ajHUpPaHU U
pasBujenu npodecuonanuu anaru (Encase, SANS, FTK, Helix utn.), kao u
BEJIMKH Opoj OecIIaTHUX ajlaTa OTBOPEHOT KOJia KOju ce MOT'y Hahu U pey3eTu
ca MHTEpHeTa; Tpehy reHepalnyjy YnHe HHTEIMTCHTHU aJlaTH KOJH Y PeaTHOM
BpeMeHy 0e30e1HO 1 e(huKacHO HAAIIIENa]y EeJIOKyIIaH MpeXXHHU caoOpahaj.

EnCase je jeman o Hajno3HaTHjuX NpodecHOHATHUX (HOPEeH3UUKUX
ayara KOjy je Hallao CBOj MyT M Y MHOTUM ApPXKaBHUM HHCTUTYIHjamMa KoOje
ce OaBe mHpopManuoHOM Oe30emHOmhy M (POpEeH3UUKHM AKTHBHOCTHMA.
Craructuka kaxe ma oko 90 oxcro Ha Teputopuju USA kopuctu ynpaBo En-
Case anar 3a obaBibame (popeH3nukux ucrpara. HapaBHo, oBa craructuka
HUje CIy4ajHOCT, jep cTpyumanu u3 pupme ,,Guidance software* (http://www.
guidancesoftware.com, nocrymnan 22. 5. 2013) cBoja qyroroauuima HCKYCTBa
3 oBe obmactu yrpaljyjy y oBaj mporpaMcKku maket, mpuiarolaBajyhu ra
cnenn(UYHUM MoTpedamMa W pa3IMYuTHM KaTeropujamMa KOPHCHUKA, U TO
KaKo I10 MUTamkby METOIO0JIOTHje UCTpare, Tako M IO MUTamky NOTPeOHUX BpcTa
npeTpara Koje ajnar Mmopa noapsxasatu. EnCase Forensic je TOCTa0 IPaKTUYHO
MHIYCTPHjCKU CTAHAp/l KaJa Cy y MUTamby AUTUTATHE POpEeH3HUKEe HCTpare.

Ono wTo je morpebHO na Ou ce HeKH (POPEeH3UUKH ayaT KOPUCTHO Y
HCTpasy, je ma Oyae cepTu(UKOBaH U MPU3HAT O IP’KaBHUX CYACKHX OpraHa,
Kako OM IMTUTAJIHU J10Ka3Hu OMJIM BAIUHU Y CYJCKOM IPOLECY.

[penopyke npodecnonanana cy na ce GopeH3NUKN anaTv U TEXHUKE He
NpUMeYjy Ha ,)KHBUM' mozaluMma, Beh ma ce HampaBe BHXOBE KONHMje; J1a
Tpeba MOITOBATH MPAaBUJIA: OPUTHHAT JOAMPHU jeTHOM, KOIHUjy JIBa IyTa, a
pagHy KOIHjy OHOJIMKO ITyTa KOJHKO je MOTpeOHO; M HHUKai, Oaml HUKad, He
eKCIIePUMEHTHUITY KOPHCHUIIM KOjH HHUCY 32 TO 00y4eHH, jep he ckopo curypHo
OLITETUTH WU N3TYOUTH MOTpEeOHE TUTUTATHE JOKa3e.

3aspuwina pazmamparea

Wndopmanmona nmucMeHOCT je y cBe Behoj Mepw IiaBHa ofpenHUIa
BpEMEHa Y KOjeM KHBHUMO, TIO3HABAE eJIeMeHAaTa 3allITUTE [T0CTaje HACyITHA
norpeda CBaKOJHEBUIIE, a 32 HH(popMaTndape u Heke cienuduyne npodecuje
(Bojcka, IONUITHja, CYACTBO, TYKHJIAIITBO) U €0 BUXOBUX MPOQPECHOHATHIX
obaBesa.

W3 nmocagammsux TEOPHJCKUX W EMIHPHJCKAX pa3MaTparma MOXe Ce
KkoHcTartoBard na je y CpOuju Mano uHPOPMALMOHHX CHUCTEMa KOjU Cy
3amTuhieHd Tpema TpernopykaMa CTpyKe WM TIPOIUCAHUX CTaHaap/a,
HapOYHUTO aKO MPUXBATUMO AeUHHULHM]Y HHPOpPMALHOHEe 0e30€AHOCTH Kao
npoleca, a He CKyIna TeXHH4kux Mepa. [lomroBame 6e30e1HOCHNX cTaHIapaa
HUje rapaHLija arcolyTHE 3alTUTe HHPOPMAIIMOHOT crucTeMa, Beh MUHIMYM
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KOjU Mopa J1a Oy/Jie HCITyHheH J1a OU pauyHape Yy MPEKHOM OKPYIKEHhE YOIIIITEe
UMallo CMHCJIa KOPHCTHTH, NPH 4eMy Tpebda UMaTH y BHJY Ja je 3allTuTa
MHPOPMAIIMOHUX CHUCTEMa jelnHa CTBap Koja He Ou cMena OuTtu ctpanu, Beh
nomahu ipou3BoI.

HajpasBujenuje 3emMmibe cBeTa, Kao JHIEPH IITOOATHOT JIPYIITBA, IIPBE Cy CE
CyOumJie ca HOBHM TOjaBHUM OOJIMKOM KpPUMHHAJIA, 1A Cy NpBe U AeduHuCcale
HOBE 3aKOHCKE OKBHpPE KOjuMa OM ce MHCTHTYIHOHAIN30Baja OopOa MpOTHB
BHCOKO TEXHOJIOIIKOT KpuMuHasa. Meljytum, mpakca je mokasana jga To HHje
OWJI0 OBOJBHO 3a eduKacHy OopOy MPOTHB OBe BpCTe KpUMHHAJA, a TIIaBHU
npo0neMu Cy ce OIiefany, Ipe CBera, y HeI0BOJbHOM 3Hamby U 00yUeHOCTH U3
obmactr UT monumujckux ciry>kOeHUKa KOju 300T Tora HUCY OWIH y CTamky Aa
MPEero3Hajy paime Koje MPEACTaBibajy BHCOKO TEXHOJOIIKH KPHUMHWHAM, I
Cy CBOJUM HOCTYIameM KOMIPOMHUTOBAIH ,,MECTO 3JI0YMHA", TOK TYXXHOIH U
cyauje, 06e3 crenujaan30BaHiX 3Haba HUCY MOIVIM Ha IIPaBH HAYWH U Y JOBOJHHO]
MEpH J1a CXBaTe MHTEPIPeTayjy AMTuTanHuX gokasza UT Bemraka.

C 003upom Ha KoHcTarauujy aa CpOHja KacHHU 3a 3eMJbaMa y KojuMma je
pa3BHjeHa MpUMEHa CepTU(HUKOBAHUX (DOPEH3NUKUX ajlara, ayToOpH ce Hamajy
na he moncrahu onroopue na yop3ajy paja Ha 3aKOHCKOj peryJaTHBH, a 10 Taaa
areNyjy Ha HaydHy W CTPYYHY jaBHOCT Ja CBU 3ajeIHO Majy CBOj JOIPHHOC
yHanpehemwy mnocrojeher crama, kKako Kpo3 eaykauujy mrto Beher Opoja
kopucHuKa T, Tako 1 kpo3 mpodeCHoHaIH3aIH]y CTPYIHHX 0co0a Koje ce OaBe
OBOM Hay4YHOM JMCLMILIMHOM, jep je jeAMHa [IaHCa y YHILCHUIIM A2 je 3HAE Y
CBEMy OBOME Hajjadue opyxje. HapaBHo, He MOKe c€ OUCKHBATH Ja ce J00po U
KBAJIUTETHO 00aBH JIaHALIBHU 110CA0 Ca jydepallibuM 3HambUMa, U J1a Ce TaKo
Jo4eKa CyTpa.
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Digital Forensics in the Context of Information System
Protection

Abstract: Although a lot has been said and written about the protection
of information systems and users of the Internet, only a small number of mana-
gers and users of information technologies are aware of the significance of this
problem. This can lead to occurrence of risky situations in which business in-
formation systems may be threatened. Their inadequate protection may have
disastrous effects on the business process itself. The purpose of the paper is to
clearly and transparently establish relations between methods and techniques
of information system protection and digital forensic investigation, as well as
to raise the security awareness and promote security culture as essential ele-
ments of the cycle of risk management and protection.

Keywords: protection of information systems, security risk, digital foren-
sics, digital evidence.
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