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AHaJiu3a NpaBHe peryJjaTuse
HA/JA30Pa HAJl KOMYHHKANMjaMa 1 MPaKca
EBponckor cyna 3a jbyacka npasa’

Ancmpaxkm: Mepa nHad3opa Had KOMYHUKAYUjaMa je peramusHo Ho8a y
Hauiem 3aKOHOOABCMBY, AluU NOjABOM HOBUX MEXHON02Ujd NPUMEH/bUBUX HA
Hajpaziuyumuje obauxke KOMyHUKAYUja jaemajy ce MHO200OpojHu npodiemu.
Hapasno, oso nuje ciyuaj camo y Cpouju, seh mnozo wupe. Cnuuna npobie-
mamuka jaema ce u 'y E8ponckoj yuuju, a mu ce Kao NOMNUCHUYA eBPONCKe
Kousenyuje o wyockum npasuma (EKJBII) mopamo pykogooumu u npaxcom
Eeponckoe cyoa 3a myocka npasa y Cmpazoypy (ECJBII). Cmanoapou xoju
ce Yy e8PONCKUM 3eMbaMa NOCMAsHAjy y 080j 0biacmu y c60joj OCHOSU
caopoice npagula yCmaHo8/beHd YRpaeo y npakcu 0oz cyod. bes obzupa na
cee mpendose u dozahaje y 060j obracmu Haw 3aKoHO0A8ay, y nocieore
epeMme, Huje Yy NOMNYHOCMU HA HUBOY e8PONCKUX. Aymopu anamusupajy qu-
FoeHUYe U OKOJTHOCMU 8€3aHe 3d 3AKOHCKO pecyucarbe mepe Hao30pa U CHU-
Marba mene)oOHCKUX u Opyaux oOIUKA KOMYHUKAYUja, ¥3 YROPEOHO NPABHY
ananuzy npaxce ECJ/BII, amu u cyoa EY y Jlykcembypey. V o6y ananuzy
VHOCU ce U pasmamparse npedioza Haypma HO802 3aKOHUKA O KPUBUUHOM
nocmynky (3KII). Aymopu ananuzom u npuxazom ynopeoHo npasHe npaxce
noxywasajy u oa oajy npeonoee de lege ferenda y Cpouju.

Kuwyune peuu: majuu naosop xomynuxayuja, Cyo 3a myocka npaga y
Cmpa3zbypy, mbyocka npasa, RpUCIyuKusarse, Noauyuja.

Yeo0

C 0031poM Ha CBaKOJHEBHO CYCpETame Ca HOBUM TEXHOJIOTHjaMa Yy CaB-
PEMEHOM JKHBOTY, MOXE C€ CIEKYJIHCAaTH O pPONCmeosarby JbYACKE pace

*  Pajn je pe3ynTar peann3oBamba HayYHOHCTPAXMBAYKOT MPOjeKTa MO HA3MBOM Pa3Boj MHCTHTYIMO-
HaJHUX KalanuTeTa, CTaHAapia M Ipolexypa 3a CYHpPOTCTaBJbamke OPraHH30BAaHOM KPHMHHAIY H
TEPOPU3MY Y YCJIOBHMA Mel)yHapOIHUX MHTErpanuja, Koju (pMHaHCHpAa MUHHCTApCTBO HAIJIEKHO 32
Hayky y PenyOauu Cpouju (0p. 179045), a peanusyje KpuMuHaIuCTHYKO-NIONUIMjCKA aKaAeMuja y
Beorpany (2011-2014). PykoBoauiar npojekra je npod. ap Cama MujankoBuh.
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BUCOKUM TexHoJorujama. HoBe 00/rKe TEXHOJOUIKMX pellemha Koja YOBEKY
MOMaXXy y CBAKOJHEBHOM JKHUBOTY M aKTHBHOCTHMA T'OTOBO Jia BHIIE M HE
npuMehyjeMo, OHM UCTOT TPEeHYTKa Kaja ce I0jaBe IOCTajy CacTaBHHU €0
Haiie cBakojHepuile. Ty Beh Buie Huje OUTHO J1a Jin je y muTamy TesnedoH-
cku ypehaj unu mabnem padyHap ca HANPEJIHUM KOMYHHUKAIM]CKUM Kapak-
TEepHCTUKaMa — Ba)XKHO j€ 1a uMa MYJITH(QYHKIMOHATHOCT U J1a oMoryhasa
pa3He O0JIMKe KOMYHHKaIlMje, KOjU C€ HE cacToje caMo y pa3roBopy, Beh u
pa3sMeHHU BEJIMKUX KOJIMYMHA Nojaraka m3Mmel)y nea wnu Beher Opoja nuuma.
KpyMuHamHe W KpUMUHATHCTHYKE aCHEKTe 370ynoTpede, 0JHOCHO YIoTpe-
0e KOMYHUKaI[OHUX TEXHOJOTH]ja, BEOMa j& TEIIKO MTOjMHUTH YKOJHMKO Ce He
BJIaJa CTPYYHOM MaTepHjoM KOMyHHKallWja, YuMe ce U3/Bajajy U ABa OCHO-
BHA TIpaBIia carjie/iaBama OBEe MaTepHje y KpUMHHATUCTHIM. [IpBHU ce oiHO-
cu Ha MoryhHOCTH 37moymoTpeOe TEXHOJOMIKMX AOCTHrHyha y KOMyHH-
Kal[MOHNM TEXHOJIOTHjaMa y CBPXY H3BpLICHa KPUBHYHHX JieJia, KOje CBa-
KMM JaHOM CBE BHILIE PacTy W pa3Bujajy ce. Ca nmpyre crpaHe, oBa o0nact
mpeacTaBha HajohaH3MBHUJU EIIEMEHT CaBPEMEHE CTpaTreruje cy30Hjama
KPUMHHAJIUTETa, MOCEOHO HEroBUX HajciiokeHujux ¢gopmu. C 003upoM Ha
TEKOBHMHE JAEMOKPATCKUX JIpyLITaBa Koja Cy [OCTaBHUiIa ITPaHUIIC Y 3aAUPaAbe
jaBHE BJACTH y MPOKJIAMOBaHa Tpasa U ci00oe rpaljaHa, moceOGHO y mMpaBo
Ha YXXKUBamke MPUBATHOCTH, 3HAYAJHO je pa3MOTPUTH mocTojehe cranmapme y
0BOj 00nacTu.

Koneenyuja Casema Eepone
0 BUCOKOMEXHOI0UWKOM KPUMUHATLY
U HA030p HAO KOMYHUKauyujama

Kao jenan ox HaumHa ¥ METOZA CYNIPOTCTaBJbaba TPAHCHALMOHAIIHOM Opra-
HU30BAaHOM KPWMHHAJTY jaBJba C€ TajHW HaI30p HaJ KOMyHHWKanujama. Koneen-
yuja Casema Espone o eucoxomexnonowrom kpumunany' (BTK) — LIETC 185
npenBuha paszmmante MexannzMme 3a 0opOy nmporuB BTK (Ypomesuh, KBano-
Buh, 2010a:65). Jeman o1 Mexann3aMa je Mepa TpecpeTama caapiKaja mojgaTaka
y komyHukanuju. OHa npenpuba oBnamhema HAUISKHUX OpraHa Jia MpUKyI-
Jbajy WIM CHUMAjy, Y PEaJHOM BpEMEHY, MOAaTKe M3 calpikaja oapeheHmx
KOMYHUKaIlHja MPEHETHX MPEKO PauyyHapCKOT CHUCTeMa, WM Jia MPUKYILbajy
WIM CHMMAjy TOJaTKe W3 cajapkaja o ojapeheHHMM KOMyHHKaIjama Koje ce
NpeHoce Ha TEPUTOPHjU AprKaBe (Yuja je jypUCAMKIMja) IPUMEHOM TEXHUUKUX
cpencTaBa, kKoja ce Hanase Ha Toj Teputopuju (wian 21 LIETC). ¥V oapehennm
3eMJbaMa Mepa MMa Ha3WB TPOCIIEKTUBHU HAJ30p”, OHA IMOJ[pa3yMeBa NpeTpa-

Council of Europe Convention on Cybercrime, CETS No. 185, 3axon o nomephusarsy Konsenyuje o
sucokomexronowrom kpumunary, Cnyxoenu rnmacauk PC — Meljynapoaau yrosopw, 6p. 19/2009.

VY eMIHpHUjCKOM HCTPaKHMBAmby jE[HOT OJ ayTopa y OKBHpPY JOKTOPCKE JIHCEpTalyje of0pameHe Ha
IpaBaoM daxyarery y Kparyjesuy, ucnuranuuy (MpHIagHALH TONULH]E, CYACTBA, TyXKUIAIITBA U
excriept y obnctu BTK) cy ce y moryieny oBako Ha3BaHe Mepe OAPEAWIH y ciefehHM OKBUpHMa:
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KHBAE HHTEPHETA y PEATHOM BPEMEHY U ,,0CTyIIKMBame™ caobpahaja, yko-
JIMKO je y IMTamky KOMYHHUKAIMja HHTEPHETOM, a YKOJIMKO Cy Y NHUTamlky Ipyru
HAYMHY MPEHOCA MOJaTaKa MOCTOje pa3indiTa OT paHIIeHa.

Mepe canpxkane y HETC 185, mo munubewny melyHapoaHe 3ajenHuile,
NpeACTaBJbajy HEOIX0aH MUHUMYM cTaHapa 3a o0e3deheme mpenycinosa
3a ycremHo cy3omjame BTK, koje Ou Tpebamo yrpaanTé y HaIMOHAIHA
3aKOHO/IaBHA pelema. Mnak, ApkaBama Koje Cy MoThucaie U paTuuKoBase
HETC 185* ocraembena je MoryhHOCT cTaBJhama pe3epBe Ha MPUMEHY Mepa
KOje ce OHOCE Ha IPUKYIUbake MojaTaka o caoodpahajy y peaqHoM BpeMeHy
U TpecpeTame nojaraka u3 caapxkaja. CBpxa craBjbarmba pe3epBe jecTe Ja ce
CTpaHaMa yroBopHHUIIaMa oMOryhu jia ycrocTraBibame, CipoBoleme u npu-
MeHy osnamhema u3 Kougenyuje ycariace ca ycjioBUMa M OrpaHHYeHUMa
npeapuheHuM momMahuM 3aKOHOIABCTBOM, IITO Tpeba ma omoryhm oarosapa-
jyhy 3amTuTy JpyACKMX TpaBa W cI000Aa, y CKIany ca npey3eTuM MelyHa-
poaHuM obaBe3ama.

[IponexypanHa mpaBuia Mopana OW ce TOMITOBATH y TOTJeNy KpUBUY-
HUX jena nponucanux oxpendama LETC 185, anu u apyrux KpUBHYHUX
Jena M3BPLICHUX PayyHapOM, padyHapCKUM CHCTEMUMa M Mpexama, Kao U
KOJ TpOHAIAXEHa, H3a3uBama, o0e30ehema M NpUKyIUbama TparoBa y
EIIEKTPOHCKO] (POPMHU BE3aHMX 33 OBAKBA KPHBHYHA JCIIA".

IIpema LIETC 185, HamiexHu OpraHd Tomema MMajy obiamhema: 1a
Hapeje WM Ha CIMYaH HAuuH NpudaBe WIM OCTBape XUTHY 3alITUTY OIpe-
henux padyHapckux mojaTaka, ykJpydyjyhu u momatke o caoopahajy koju cy
OWMIIM OXPakEHH MOCPEICTBOM pauyHApPCKOT' CUCTEMA, Y OHUM cllydajeBuMa
KaJia TIOCTOjU OCHOBaHA CyMba Ja Cy TU IMOJAALM MOUIOKHH W3MEHaMa HJIIH
ry6utky’; na Hapene npemajy oapehjeHux pauyHapckmx monataka oapelje-

56,25% wucruTaHUKa cMarpa ra HOJHIMjCKOM MepoM IpeasuljeHOM 3a onpeleHa KpHBUYHA Jena y
3aKOHOJABCTBY; y Aendu Bep3uju 33,33% ucnuraHuka OJpeauio ce 3a oBaj oaroeop; 12,5% ucnu-
TaHWMKa CMaTpa Jia OH MPEACTaBsba (HOPMy IOTHIHICKE MEPE MPOTUB CBUX KPUBUYHHX JCIa U YIHHHU-
nana. IToce6Ha Mepa Koja ce CIPOBOAU caMO Ha OCHOBY OJUIyKe cyza (Hapenda, HAJIOT) IpeACTaBba
oarosop 31,25% ucnuraHnka OCHOBHE aHKETE au U 66,67% HcnuTaHuKa aendu Bep3uje aHKeTe.

VY ynotpebu je u TepMHUH ,,bylIKame (eHr. sniffing).

3axspyuno ca 31. 7. 2011. ronune Kongenyujy je patuduxoano 30 npxasa wianuna Casera EBpome
n CAJ] xao npxkaBa HewnaHuia, a 13 npkaBa wianuia U 3 koje Hucy wianuie Casera EBpore je
MOTITHCANIO, JIU j€ jOII YBEK HHje paTU(HHUKOBATIO — BUAM:
http://conventions.coe.int/Treaty/Commun/ChercheSig.asp?NT=185&CL=ENG — nocTynHo Ha [IaH
31.7.2011.

http://www.itu.int/ITU-D/cyb/cybersecurity/docs/itu-toolkit-cybercrime-legislation.pdf

p. 19. nocrynan 14. 3. 2010.

Unau 16 Kongenyuje — Ilogann o KojuMa je ped Cy OHH KOjH HHCY OOpHCAaHH 10 TPEHyTKa JOHOLIe-
wma oBakBe HapenOe. OBakBO mpubaBibame, M0 KougeHyuju, MOXKe TpajaTH Hajayxe no 90 naHa.
MebhyTtum, HEje npomnucaHa o0aBe3a HHTepHET cepBuc npoBajaepa (MCII) na oBakBe moxaTke KoCTa-
BE OpraHMMa romema, Beh nx oHM npudaBibajy caMocTanHo. 3HauajHo je pehu 1a je oo oBnamtheme
pasnuauTo ox opiamherma 3aapKaBama rmojaraka. IIpuposa KOMyHHKALMja 1 CaBPEMCHHX O0JIMKa
caobpahaja mpuMopaBa KpeaTope Mepa Ja pa3[Boje oOJIMKe aKTUBHOCTH Ca MOJAluMa, Kako 300r
IIPOBajJiepa OBHX YCIIyra, Tako M 300T KOPHCHHKA M CaMUX opraHa romema. Ho, Konsenyuja camo
OKBHPHO peryiuiie oBe oapeade, a Ha ApkaBaMa WIAHHIAMa je 1a MPOIHMIIY COICTBEHE MPOLEIype
1 Mepe 3aIlTHTE CBUX yYeCHUKA Y KOMYHHKaIIOHOM caobpahajy.
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HUM JIMIMMa y 4YHMjeM Moceay (OpXKaBHHHM) c€ MCTH Haiasze y ojapeheHom
padyHApCKOM CHUCTEMY WM ojpe)eHOM MeaHjy 3a MOXpamUBamke MOAaTaKa;
Jla HapejJe WHTEPHET NpOoBajepuMa Npenajy Mojaraka O KOPHCHUIIMMA
ycllyra Be3aHUM 3a OBAaKBE YCIIyre KOjU Cy Yy MOceay MHTEpHET NpoBajaepa
WM Yy BeroBoj (GaKTHUKO] BIACTH ; Ja 3aXTEBajy NApLMjaTHO OTKPHBAHE
nozataka o caoGpahajy®; na npernenajy (Iperpecy) u 3aruieHe CBaKM pady-
Hap WIM HETOB JIe0, U padyHapCKe MOJATKE MOXpambeHE Ha HhHMa, Kao W
MeNyuj 3a cMellTame (apXUBUpPAHE) PadyHapCKUX MOAaTaka YKOJIHKO MOC-
TOjU OCHOBaHA CyMiba Jla C€ Ha HEeMy Hala3e MHKpUMHHUIIYhH Marepu-
jamu’; Kao M 1a Of MpOBajepa eIeKTPOHCKMX KOMYHHKALMjA IPHKYILIbajy
noJaTke KOju ce OAHOCe, pe CBera, Ha ynoTpeOy WHTEpHETa U KPEIUTHUX
KapTHIa, a Ha OCHOBY Kojux ce Moxe jnohm no mmena wim UII anpece
IOTEHIMjaIHOT yunHHona Kpusmaror nena'’. Kama je ped o mepama mpex-
Buljennm Kowusenyujom MoxxeMo HaBecTH ciefehe:

— XHTHA 3aIITHTA CAYyBaHHX PAvYyHAPCKHX mojgartaka'' mnpensuba
MOTryhHOCT HaJJIS)KHUX JIP)KaBHUX OpraHa Jia Hapelle WM Ha CIMYaH HauuH
ocTBape 3allITUTY oJpeljeHnx pauyHapcKux noaaraka (ykipydyjyhu Ty moxaa-

Un. 18 Kongenyuje — Ilogamm o kojuMa je ped cy CBU OHH NOJAy (padyHapCKH, i U MOJAlHU y
npyroj GopMmH) y IpXKaBUHM TPOBajaepa a KOjU ce OJHOCE Ha KOPHUCHMKA yciayra M Kopuuheme
yciyra OCHM MOJaTaka O CaApyKHHU KoMyHuKaruje. To Cy mojamy Ha OCHOBY KOJHX CE MOXE yCTa-
HOBHTH: TUII KOMyHHKAIlHOHE YCIyTre KOjH je KopummheH, TeXHHYKE Mepe Ipefy3eTe y TOM by, Kao
U meproz Kopuihiewa ycilyre; WICHTHTET NMPEIUIaTHHUKA, HeroBa MOMITAHCKA WK reorpadcka aape-
ca, Tene(OHCKU WM JPYTH MPUCTYNHH Opoj; nHpopMalje o pauyHy U mahamuMa yciyre, Koju cy
JIOCTYIIHH Y 3aBHCHOCTH OJI yTOBOpa O IpYXKamy yCIIyra; cBaka Apyra HH(pOpMaluja MpUCyTHA Ha
MECTY MHCTaJIalHje KOMyHHKAI[MOHE ONpeMe JOCTYITHA Ha OCHOBY yrOBOpa O MpPYXamy yCIyra.

Un. 17 Koneenyuje — OBo oBiamheme Bedyje ce 3a Cily4aj Kaja je y yINUTamby BHIIC Pa3sIHYUTHX
npoBajaepa. Takohe ce oHOCH M Ha IpyXambe BHIIE PA3IMIUTHX yCIyra Koje OM ce Morie HmpHu
KOMYHHKALMjH HCKOPUCTHTH — IPHUCTYIHHU MPOBAjACPH, TaKo3BaHe OecruiaTHE OSKHYHE JOKAIHE
Mpexe 1 OexndHe OecIuIaTHe Tadyke 3a HHTEPHET, ajli i HH}OopManuje o pyrepuma.

Un. 19 Kougenyuje — 3Ha4ajHO je MOMEHYTH M CTaBa 2 OBOT 4JIaHA KOjH ykKaszyje Ha MoryhHocT
mpeTpare Mojataka y BUPTYEIHOM OKpYXery, KOju ce (U3HUYKH He Haja3e Ha TEPUTOPHUjH ApiKaBe
II0J1 YMjOM jYPHUCAMKIIM]OM ce BpIIM Mperpecame. HapaBHO, OBle ce yKa3yje U Ha IOINTOBAmkE HallU-
oHaJHOT cyBepeHuTeTa. CTaB 3 HaBoIM 1a oBa oByiamherma MOpajy fa oMmoryhe: a) IpHUBpeMEHO O.y-
3UMame WM CIUYaH o0nuK obe3beherma pauyHapcKor cHCTeMa, HEroBOT Jiena MM MEAujyma 3a
ApXMBHpPAKE PEICBAHTHUX PAadyyHApPCKHX IOJaTaka; 0) fa CauMHE M 3a[p)Ke KOIMHje OBAKBHX pady-
HapCKUX II0JIaTakKa; B) Jla OUyBajy HHTETPHUTET (ILIETIOBUTOCT) PEIEBAaHTHUX ITOXPABbEHHUX MOJaTaKa, H
I) Ja N3a30By YUT/BUBOCT HEIOCTYITHHUX ITOJATAaKa MM H3y3My TaKBE IOJATKE ca padyyHapCKOTr CHC-
TeMa KOjeM je MPUCTYIIJEHO.

Y. 20. Konsenyuje, Tad. 6, npexsuba 1a je IpoBajuep yciyra IyKaH Ja y OKBHPHMA CBOJUX TEXHH-
4ykux MoryhHocTu: 1) IPUKYNM MM HOXPaHH IOJAaTKe IyTeM TEXHHYKHUX CPEACTaBa Ha TEPUTOPHUjH
nprkase; 2) na capalyyje U mpys>Ku aCHCTCHIIM]y PEICBaHTHHM OpPTaHMMa y HPUKYIJbaby WM MOXpa-
BHBakY MOflaTaka o caodpahajy y peallHoM BpeMeHy Be3aHUX 3a oJpeleHy KOMyHHKaIHjy Ha COIIC-
TBEHOj TEPUTOPUjH NPEHETY MyTeM padyHapcKor cucTema. HeonmxoqHO je u 1a OJp)KH MHTEIPUTET
THX I0/[aTaKa, a MPEHopydyje ce Aa ¥ Ty CBPXY KOPUCTH H CPEACTBA MAaTEMATHYKUX ajropurama. Y
nopehemy ca capXKUHCKHM IpecpeTameM MoaTaka, 0Baj OOJIHK NPUKYIUbabha PadyHAPCKUX MOJa-
TaKa je Mame HHTPY3HBaH, He oMoryhaBa AUPEKTaH MPUCTYI CaAP)KMHCKUM OKBHPHMAa KOMYHHUKAIH-
je, Beh camo mH(pOpMaIMjamMa Koje Cy HEONXOIHE 3a CIpOBOheHme KPUMHHAIUCTUYKUX MEpa U paji-
BH.

VY CpOuju je oBa Mepa Ouiia MpONMHMCHBAHA IOA3AKOHCKHM aKTUMa M TeK je, kpajem jyma 2010,
3axoHoM 0 eneKmpoHCKUM KOMyHUKayujama, 9. 128, MoKymaHo aa ce 0AroBopu Ha oBe obaBese 3
Konegenyuje.
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TKe 0 caoOpahajy cauyBaHe MpPEKO pauyHapCKOI cUCTeMa), HoceOHO y ciy-
YyajeBUMa KaZa ce Bepyje Ja Cy TaKBH HOAALM IOMJIOXKHHU TYOUTKY WM
W3MCHH; JIa Ce JINIEe WM yCTaHOBa Ha KOje Ce TakBa Hapeaba omgHOCH 00a-
BeXKe Jla IITHTH U cavyyBa LEIOBUTOCT TUX PauyHApPCKHUX MOJAaTaKa 3a HEOIl-
XOJIaH BPEMEHCKHU IepHuoa, a Hajpuuie 10 90 maHa, kao U Ja ce obaBexe na
MITUTH TajHOCT TakBUX noctymaka (wr. 16 LIETC 185). [Ipaktuuno, y nuta-
By Cy CIy4ajeBH Kaja TIOCTOjU OlepaTuBHA, (POPEH3MYKA WM MpPaKTHYHA
norpeba 3a OodyBambeM IOJaTaka Kako OM ce OHM MOTJM Aajbe aJeKBaTHO
kopucTuTH. Jluna 3amyxeHa 3a 3aAp)KaBambe OBAKBHUX IOJAaTaka M ypehaja
MOpajy UyBaTH II0JIaTKE O B-UMa Kao OBEpJbHBE .

— XWTHA 3alITUTa U JACIMMUYHO OTKPHUBambE Mmojaraka o caoOpahajy y pea-
HOM BpeMeHy npenBuha MOTYNHOCT XUTHE 3aIliTUTE Toj1aTaka o caobpahajy y
OJTHOCY Ha TIOaTKE U3 MPETXOIHE Mepe, 0e3 003upa J1a JiH je y IPEHOCY MOpyKe
YUYECTBOBAO j€/IaH WJIM BUIIE JaBajiala yCclyra, Kao U MOryhHOCT OTKpHBamba
KOJIMYMHE Tojaraka y caoOpahajy noBoJbHE 3a WAeHTH(UMKaLMjy daBaiana
yCIIyTa, U IyTame KOjoM je caoOpahaj u3BpieH (wi. 17).

— IlperpaxkuBame U 3amiieHa (MPUBpPeMeHO O1y3UMame) CauyBaHHUX
pPavyHapcKuX mogataka npeasuha MOryhHOCT HaaNeKHHX OpraHa aa Ha
CBOjoj Teputopuju mperpaxe onpeheHn pauyHap'’, pauyHapcKH CHCTEM,
pauyHapcku Tporpam'’ MM HEroB €0, H y HBeMy cadyBaHe padyHapcKe
nojaTke, Meuje 3a YyBame pauyHapCKHX I0JIaTaka, MM Ja, YKOJIUKO Cy
TpaXXCHU MOJAlU CadyyBaHU Ha HEKOM JIPYTOM padyHapCKOM CHCTEMY, a TUM
nojjanyMa ce MOXKe MPHUCTYIUTH ca MOYETHOT PavyyHApPCKOT CHCTEMa, Mpo-
HIMpe MpeTpary WM Ha JAPYTH CIMYaH HA4YWH MPUCTYIE TOM padyyHapCKOM
cucremy (wi. 19). [lpensubhena je u MoryhHOCT Aa HaAJIEKHU OpraHy 3aruie-
HE WM Ha CIMYaH HauuH 00e30e/1e padyHapCKu CUCTEM MM HEroB A€o0, Kao
U MeJMje 32 YyBame I0JIaTaKa, 1a HalpaBe W 3aAp)Ke KOIMHUje TUX padyHap-
CKHUX IOJaTaKa, OJpiKe LEJIOBUTOCT OUTHUX pauyHapCKHUX IOAaTaKa M yuuHe
padyHapcKe MoJaTKe HelOCTYITHUM, WM MX YKJIOHE M3 PayyHapCKOT CHUCTe-
Ma KoM je mpucTymbeHo. [locToju MoryhHOCT 2 ce cBakoM JIMIly KOje TMo3-
Haje Ha4MH paja padyHapCcKOT CHCTEMa WIIM Mepe NPUMEH-EHE 3a 3allTHTY
1oJaTaka Ha TOM CUCTEMY, HapeaM [, Y Pa3yMHO] MEPH, IIPY>KU HEOIIXOTHE
MmojJaTKe, Kako Om ce oMoryhmio mpeny3uMmame omucaHnmx Mmepa. lIpema

UTY y cBom npupyunnky 3a BTK nerucnarusy, http:/www.itu.int/ITU-D/cyb/cybersecurity/docs/
itu-toolkit-cybercrime-legislation.pdf ctp. 27, une u nasme npeanaxyhu aa ce y Besu ca melhyHapon-
HOM capa/iiboM y IOTJIey OBE PaJibe HE CME OCTaBJbATH YCIIOB IBOCTPYKE KaXKHHBOCTH. Y HCTOM
IPUPYYHUKY HABOJM C€ Ja je ondujame mpyXama MelyHapojHe mpaBHe moMohu y oBoj obiactu
Moryhe caM0 YKOJIMKO Ce 3aXTeB OZHOCH Ha MOJIUTHYKO KPUBHYHO A0 WM je Be3aH 3a TaKBO JEI0,
WM YKOJIMKO 3aMOJhCHA JIpKaBa cMaTpa Jia ce THME 3aJIUpe y CyBepeHHTET, 0e30eJHOCT, jaBHy Oe3-
GeHOCT WK Jpyre ApxaBHe HHTepece. Takohe, Hehie ce 06e30eaUTH JOCTYTHOCT [0aTaKa YKOJIHKO
ce BUMa YrpokaBa [OBEPJBUBOCT CIIPOBOhEHE HEKE MCTpare Ap)KaBe Ha YMjOj TCPUTOPHUJU Cy TaKBU
OJIAIH, OCUM YKOJIUKO Ta Jp)KaBa, HAKOH 00aBEIITEeHa APKaBe MOJINIBE, HE OJULYYH CYIIPOTHO.
http://www.itu.int/ITU-D/cyb/cybersecurity/docs/itu-toolkit-cybercrime-legislation.pdf p. 23, moc-
JIEIBbY YT OPUCTYIUBbEHO 8. 6. 2011.

" Ibid.
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NUTY-oBom mpupyunuky 3a u3pany BTK nerucnatuse, HeonxoaHo je pazmo-
TPUTH ¥ TIpETpare y MOBE3aHUM CHCTEMUMA' .

Hanme, ykonwko pazmarpaMo TpeTpare Koje ce y BUPTYEITHOM CBETY
NPOCTUPY U Ha TEPUTOpHje APYTHX JpKaBa, HEOMXOJHO je MPEABHICTH W
MoryhHoCT crpoBolera OBaKBUX IpeTpara Of CTpaHe APYrux IpXaBa U
IBUXOBHX OpraHa rombeiba. Y CIOBH 32 OBO CY JIa Ce MPeMET IpeTpare jaBiba
JOCTYITHHMM ca: padyHapa, CUCTeMa, PorpaMa WM HEeroBOr Jiesia YHjH Biia-
CHHMK MMa IIPUCTYH MJIM MOTYRHOCT KOHTpOJIE, a 32 KOjU MOCTOjU Hapenda 3a
nperpecame (WM CIMYaH akT KOjuM ce oMoryhaBa mperpara), ma je 3arto
HEONXOJIHO JaTH JIETUCIATHBHY MOTYhHOCT mpommpema mperpara u Kpo3
oBakBe MOryhHOCTH. Y 0BOM cMHCIY MOceOHO Tpeba BOIMTH padyyHa O T3B.
open source (OTBOPEHUM) H3BOPUMA, KOjU Cy CBHUMa JIOCTYIHH 0e3 003upa
rie ce Hajase (ma Om OWJIO TMapaJoKCaTHO TIOCTABJHATH THUTAKE FHXOBOT
NPUCTyNa OJi CTpaHe BJACTH jeAHE IpKaBe), ajld M O jaBHO JOCTYIHUM
MOXpambeHUM MOAalMa, IporpaMuMa, nogauuma o caoOpahajy KOMyHHKa-
1Ija U cafip>kajy UCTUX, 0e3 003upa Ha 4njoj TepuTOpHuju ce Hanasze. Llto ce
THUYE TPUBPEMEHOT OAy3UMama MpeJMeTa, OHO CE OJHOCH Ha MPETXOIHO
NOMHIbAHE JUTHTANHE MOJAaTKe M mojpasymesa cienche'®: sammeny mmm
CIIM4Ha cpelcTBa 3a o0e30eheme padyHapa, pauyHapCKOI CHCTEMAa MWIIH
HBETOBOT' JIela, WIIM MEJHMjyMa 3a TIOXpamUBamhe MMO0JaTaka; MpPaBbelme U
3a7pKaBame ,,MMHUIA“ (BpCTEe HIealiHE EJEKTPOHCKE KOIHje) MOMUIaHUX
[0JaTaKa; OuyBamke MHTEIPUTETa OBUX I0JlaTaka U 00e30eheme JOKyMeHTO-
Bamba OBAKBOI' OUyBarha MHTETPUTETA ITyTEM MPUMEHE CpeJICTaBa MaTeMaTH-
YKHX alrOpuTama; H3a3uBame MPUKPUBEHUX MM HEMPHUCTYNaYHUX I10a-
Taka M BbHMXOBO M3y3UMame ca padyHapa (cucrema).

JenHa o BepoOBaTHO HajlaNEKOCEXKHUjUX OApenOH THYE ce T3B. ,IIpecpe-
Tama nojartaka“'’ — (haKTHUKH NPUCITYIIKABAA EIEKTPOHCKHX KOMYHMKa-
1IMja, MPBEHCTBEHO OHMX Be3aHux 3a uHTepHeT (wi. 21 LETC 185). Murepe-
CaHTHO je Pa3MOTPHUTH pa3Jjiore Koje Cy IpH yBolewmy OBEe Mepe HaBelH
aytopu Kousenyuje: mpeMa muma, y ofpeheHnM cirydajeBuma HHje Moryhe,
WIM YaK HHjE TOBOJPHO caMO NPUKYNUTH MOJAaTKe O OCTBapeHOM caolpa-
hajy'®, Beh je HeonxoaHO MPUKYIHTH 10Ka3e Koju he 10BecTH 10 MpoIeCyH-
pama u ocurypatu ocylhyjyhy mpecynmy 3a mzBpmmona. OBO je HApOIUTO
aKTYeJHO Yy Cily4ajeBUMa KaJa je W3BpIIMJIAIl ITO3HAT M Kajia je MOo3HaTa
ocoba ca KOjoM KOMYHHUIIMpPA, T€ CPEACTBAa T€ KOMYHHKalUje, a IPeAMET U
caJp)XKMHa OBe KOMYHHKaIuje cy mHkpuMmuHuiyhu. /lo oBe mepe he mohwu

" Ibid.

' Tbid.

TepmuH je ycBojer m3: Huxomuh u gp., 2010:48, y muipy oxpkaBama yHH(GOPMHOCTH, Maja je
MO>1a 60Jb€ KOPUCTUTH TEPMHH IpecpeTame KOMyHHUKAIHja WIH IIpoLeca MIPEHOca I0JaTaKa.

OBo je HHTepecaHTHA TEPMUHOJIONIKA OJIPEIHULIA U IPAaBJbEbE JUCTHHKIMjE C 003UPOM Jia ce mpemMa
CTaBy IpaKce OBH CIEMEHTH KOMYHHKAIMja Pa3iuKyjy, [1a ¥ YCIOBH 3a MOJHIMJCKO M TYXKUIA4KO
MOCTYIambe y HOTJIeNy cafpKUHe U GopMe KOMyHUKaIHja.
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OHJIa Ka/1a je 3a JOKa3UBamhe KPUBUYHOT JIeJIa HEOMXOAHO UMaTH MaTepHjal
caKyIUbeH Yy, kako ce HaBoau y LIETC 185, ,,peaiHoM BpeMeHy*, OTHOCHO Y
TPeHyTKy Kaja ce KOMyHMKaluja omurpasa'’. Beoma je 3HauajHo o1 oBe
Mepe pa3iukoBatd Mmepy npeasuheny wi. 20, koja moapasymeBa MPUKYII-
JbAE€ Y PEATHOM BPEMEHY PpauyyHApCKUX IOJaTaka O KOMYHHKAIMOHOM
caoOpahajy. Ilpukymspame mofaraka O KOMYHHKAIlMOHOM caobOpahajy y
peasiHoM BpeMeHy mnpenBuba oBnamhema HAUICKHUX OpraHa Ja MpPUKYII-
Jbajy WM CHHMAjy Yy peajJHOM BpEMEHy IojaTke o caoOpahajy onpehenux
KOMYHHKalja MPEHETHX MPEKO PauyHAPCKOI' CUCTEMa WM Ja NPUKYIIbajy
WM CHUMajy nojatke o caoOpahajy moBe3aHe ca ojpeljeHUM KOMyHUKAIHU-
jama Koje ce IpeHoce Ha TEPUTOPUjU jeAHE Ap)KaBe NPUMEHOM TEXHUYKHX
cpejicTaBa Koja ce Hamase Ha Toj Tepuropuju (wi. 20 Kongenyuje).”® Unrepe-
CaHTHO je TIOMEHYTH U JIa ce Jlaje MOryhHOCT 1a ce y OBOM CMUCITY KOPHCTE
W TPOBajAepH yclyra — Jia ce MyTeM Hajora OHH MpHHYJIe (WK OJ HBUX
3axTeBa) J1a IPe/Iy3My OBAaKBE pajbe.”’

OBa 007acT MHTEPBEHIINjE IP>KaBHUX OpraHa je W HajoCETJbUBHja jep ce
NpaKkTUIHO 3aaupe (noBpelyje ce) y nmpaBo Ha MPUBATHOCT M MPaBO Ha Mpe-
MHUCKY, OAHOCHO c000ay u3paxkaBama (mpBeHCTBeHO Wi. 8 U 10 Esponcke
KOHBeHYUje 0 wyOcKum npasuma u ocHosnum crobooama — EKIBII), nok ca-
Ma Kongenyuja LIETC 185 He campxku oaroBapajyha orpanndema W rapaf-
nyje Ja TakBa npasa Hehe OMTH 370ynoTpeOsbeHa (OCMM I'e€HEpaIHOr orpa-
HHUYEHa Ja Ce NP U3BPIICHY CBUX Mepa MOpajy MOIITOBaTH Mel)yHapoIHu
CTaHJap/IM JbYJICKUX TIpaBa MOCTHTHYTH KpO3 MOMEHyTe MeljyHapojHe Jo-
KyMmeHTe). HapaBHo, y nuTamy cy QyHAaMeHTalHa paBa, a y3 TO HEONXOoI-
HO je mowmToBaTH U oapende Kousenyuje Cagema Eepone 6p. 108 o 3amruTu
TpaBa I0je/IMHIA Y BE3H ca ayTOMATCKOM 00paIoM JINYHHX T0/1aTaKa. >

Unan 21 LETC 185, koju perynuiie npecperame moaaTaKa, HaBOIU J1a
he ce oBa Mepa mpenyseru 3a ,,030MJbHA Jieia” (BHILIE O OBOM TEPMHUHY H
TyMauewy nojma y: Mujankosuh, C., Manojnosuh, /I., 2008:154,156), na je

Hacympot Tome cToju Mepa 3aruieHe nocrojehux Jokasa Koju Cy paHHje CHUMIBCHH Ha padyHapy Win
JIPYroM MeAMjyMy 3a dyBame M IPEeHOC Nojaraka, kojy Koweenyuja Taxohe npensuba y wr. 19. V
OJJHOCY Ha OBY Mepy MMaMO HajpasiMuuTHja TyMadyemha U MIPaKTHYHE IpUMepe y 3eMibaMa MOTIIHC-
HunmMa Koneenyuje, y Be3u ca HAYWHOM CKJIAIMIITCHa THX MOJaTaka U TpaHcepa Tako CKIIaIuIl-
TeHUX HH(pOpMaImja.

Y EY dupexmusa o npusamnocmu u enexmponckum komynukayujama (Directive 2002-22-EC on
Universal Service and Users' Rights Relating to Electronic Communications Networks and Services,
Official Journal of the European Communities, L108/51-77, ox 24. 4. 2002) nedunuiie 1a ce noaau
0 TeJIEeKOMYHHKAIIMOHOM caobpahiajy KopucHuKa, Koju ce oOpal)yjy U moxpamyjy O CTpaHe Tpyxka-
JIala jaBHUX MPEXkKa WIH YCIyra, MOpajy OOpHUCaTH WM yYHHUTH aHOHHMHHIM HAaKOH IITO BHILE HUCY
HEOITXOJIHH 32 CBPXE NPEHOCa KOMYHHKAIHja, a TO Ce OJJHOCH U Ha IIOJAaTKe O JIOKAIHj! KOPUCHHKA.
HapaBHo, jenuHN U3y3eTak ynorpebe OBakBHX MOJATaka je y Ciydajy MOJULHUjCKe HcTpare, Kaja je
JICTUTHMaH.

TToce6HO Kana roBopuMo 0 MeljyHapoJHOj npaBHOj moMohw, Tpeba MOMEHYTH Jia [0 OCHOBY PEIMII-
pouuTeTa Moke OMTH MOoCTaBJbeHa 00aBe3a OpraHa Ha pYysKarwbe OBAKBE aCHCTEHIIH]C.

Koneenyuja je noctymHa Ha anpecu: http://conventions.coe.int/Treaty/EN/Treaties/Html/108.htm
nocNeABy MyT npuctymbeHo 31. 1. 2010.

20
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OCTaBJBCHO AprKaBaMma Jia MPOMUILY KPYT JieJia Ha Koja Ou ce OHa MpUMEHH-
na. OBakBa (popmyranyja je mpakTU4HA, aTH HOCH U MOTYRHOCT 3J10yTmoTpe-
Oe. IlITa Bumie, ctaB 3 moMeHyTOT WiaHa ojnipehyje ma mpkaBe Mopajy Impo-
MUCaTH ycJIoBe MoJ Kojuma hie mpoBajaepH, KOju HY>KHO MOpajy y4ecTBOBa-
TH y CaKyIUbamby OBUX MH(pOpMaIHja, HOCTyIaTH y BE3H ca OKOJHOIINY Ja
ce oJipelyeHr KOPUCHUK HAJI3UPE MIIHM HEeroBa KOMYHHKAIIMja PaTH U CHUMa
(y cMmuciy mocrojama mIpaBa Ja O OH TOME, €BEHTYalHO, y ojapeheHom
MOMeEHTY Oyze oOaBelTeH), Kao 1 To Aa he caapKuHy Ha Taj HAYMH MIPUKY-
IUBEHHUX MOJaTaKa MOPATH Jia 4yBajy Kao TajHy. Y OIHOCY Ha IpUKa3aHe
mepe u3 wi. 20 u 21 IETC 185 nocroju u Mepa u3gaBame Hapeade Koja
npeasuha MOryhHOCT HaaIeXHMX ApPKaBHUX OpraHa Jia Hapejae JHUIy Ha
CB0jOj TepHUTOpPHjU Na Tpena onapeheHe padyHapcke IMogaTke Koje mocenyje
WM KOHTPOJIUIIIE, & CAYyBaHU CY y Pa4yHAPCKOM CHUCTEMY WIJIM Ha MEIH]y 32
YyBambe pauyHapCKHUX IMMOJaTaKa, Kao M JaBaolly yciyra KOju mpysKa yciyre
Ha TEPUTOPHjH CTPaHE YTOBOPHHIIE Ja Mpela MOAaTKEe O MPETIUIaTHUKY KOjH
ce OJHOCE Ha yCIIyre KOje Taj JaBaJiall yCiayra IMoceAyje WIIH KOHTPOJIHIIES
(unan 18).

[lpema Ilpupyunuxy 3a o6yky cyouja Casema Eepone23, IpecpeTame
npoleca IpeHoca nojaTaka He Jaje MoryhHocT aHanuse caapikaja pasmMermbe-
HUX Y OBaKkBOj KOMYHHKANlHjH YKOJHKO je KOMyHHKarnuja Onia 3amruhena
HexuM ypehajem umn mponecom mudpopama.”’ OBakBa TEXHOIOTH]a MOXKeE
ce KOPHCTHTH HE CaMO y OKBHpHMa pa3MeHe I0/1aTaka WM JaToTeka — file
exchange, Beh n y cmyuajesuma BoWIl xomynmkarmja (Voice over IP),
NMoceOHO y CBETIY aKTyeJHHX Joraljama Ha TPKHUIITY COLUjaTHIX Mpexa (y
Buay capaiame OejcOyka u Ckajna, ['yrn+ u ['yria Toka u ci.).

VY cBaKoM Ciy4ajy HEOIIXOJHO j€ PAa3IMKOBATH OIMCAHO MPECPEeTame KO-
MYHUKalHja (OCTBapUBame YBUIA Y CaapiKaj), oJ 3alpiKaBama MoJaTaka o
KOMYHHKauuju (popMalHH acleKTH KOMYHUKAIMOHOT caoOpahaja) u mpu-
KyIJbamka padyHapCKHX IT0JlaTaka y peasHoM BpeMeHy. OBa mojena uma u
CBOjy TIPaKTHYHY cTpaHy. Kougenyuja He npeBula ayToMaTCKO MPUKYILIba-
BE U CHUMamke Mojaraka (padyyHapCKUX M KOMYHHKAI[MOHHMX) O] CTpaHe
npoBajaepa. Hajmpe 3aTo mro O 0BakBO 00aBe3WBambE M3MCKUBAIIO 3HAYA]-
Ha HOBYaHA CPEJICTBA U aHTaXKOBAaE BEJIMKOT Opoja JbyIH Of CTpaHe Mpo-
Bajaepa, a KOPUCT He OM NMPOIOPIMOHATHA OBaKBUM aHTa)KoBamuUMa. KoH-
6enyuja npeaula caMo HUIbAHO CAaKyIUbamke MoaTaKa, HAaKOH MpUOaBbamba
aJICKBaTHOT, 3aKOHOM IIPOIMCAHOT aKTa HA/JIEKHOT OpraHa (CyACKOT WIH

B Ipupyunux 3a 06yKy cyouja y cynpocmaemarsy kubep Kpumunany 10CTyTIaH HA HHTEPHET CTPAHHIIH

http://www.coe.int/t/dghl/cooperation/lisbonnetwork/meetings/Bureau/TrainingManualJudges
en.pdf noctyman ngana 26. 1. 2010.

O npyraunjeM cxBaTamy BHAeTH y: Ypouresuh, B., Banosuh, 3., 2010a:64-71).

Buie o npobGiemy 3amrulieHHX KOMYHHKalMja M EBHXOBOM I[PECPETamby Ha WHTEPHET CTPAHHIM:
www.scm.uws.edu.au/compsci/computerforensics/Publications/Computer Forensics Past Present F
uture.pdf moctyman 29. 1. 2010, a o 3noynorpedama nornenaru (Ypouesuh, B., 2009).

24
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Jpyror opraHa koju oMoryhaBa He3aBUCHY OLIEHY) KOjU CIIPOBOJU MOCTYIAK
(wr. 15 LIETC 185)*. Pa3no3u 3a 0BaKBO pelIer-e BE3yjy ce 3a MpoLec Hac-
TaHka Koneenyuje®’, any 1 3a OKOJHOCTH KOje TpaTe Cy/CKy npakcy EBpor-
cKor cya 3a sby/acka npasa (ECJBIT)*, moce6Ho y Besw ca otykama o . 8
EKJBIT®. Y 0BOM cMHCITy MHOTA 3aKOHO/ABCTBA, 4 MOCEOHO je& TO aKTYeIHO
y okBupuMa EY, kpo3 nmpobremMaTtnky OTUpEKTHBE O 3a[ap)KaBamy MojaTaka
(Data retention Directive 2006/24/EC)*° yBone o6aBe3y 3a1piaBara I10/1a-
Taka 0 KOMyHHKallMOHOM caoOpahajy 3a mpuBpeIHa APYIITBa KOja Mpyxkajy
KoMyHHKanuone yciyre. Y Cpouju ce oBa Mepa ozapelyje kao Hai30p U CHU-
Mame TelneOHCKUX U APYTHMX KOMYHHUKalMja u npensuhena je ui. 504e 3a-
konuxa o xpuguunom nocmynxy (3KIT)' (ynmopemutu ca Tamesuh, H.,
2009:156).

Ilpoonemu mpaouyuonannoz 3aKOHCKoz OKeUpa
Ha030pa HaA0 KOMyHUKauujama

[MuTame Koje je mocneambUX roguHa BpJIO aKTyelHO jecTe — Kako ,,Ciy-
maru’ KOMyHHUKaldje a He yrPO3WUTH MPaBO Ha MPUBATHOCT IOjeJHMHIIA
(Komnen Huxomuh, JI., u ap. 2010:135-140; ynopenutu u ca: Ipupyunux
3a MpeHuHe Myxncuiaya u cyouja y oonacmu 8UCOKOMEXHOLOUWKOS KPUMU-
nana, 2009:77-82.)**. 3a pasanky o MCTpare MOBOJIOM JIPYTHX KPHBUUHHX
nena, Ko KOjUX HIIp. MPUCTYIIKWBamke TeledoHa maoiasm Kao mMepa Kojoj
MPeTXoJie HEeKe JApYyre HCTPaKHE pajmbe Koje OM MaAeHTU(HUKOBalle 1a je
HEKO JIMIE YMEIIAHO y MPOTUBIIPABHO AEJIOBAE, KOJI BUCOKOTEXHOJIOIIKOT
KpMMHUHaja MMOHEKaJ| ce He MO)Ke yTBPJIWTH jacHa TpaHMIA Kaja MOCTOjH
CyMHba, OJIHOCHO Kaja je Tpakeme MNOjeUHMX MPHBATHUX I0JaTaka o
JMYHOCTH JT03BOJBEHO, M YOIILTE peleBaHTHO 3a ucrpary. OBaj mpobiem
ce He jaBJba yclie[l MOCTOojarma TeHEHIMje TIOMUIUjCKUX U IPYTUX OpraHa
Ja cBoja opianthema TymMaue mupoko. Hampotus, cama mpupojia BUCOKO-
TEXHOJIOIIKOT KpUMHUHAIA je TakBa Jia jé OH ,,CKPUBEH™ U Jia je MOTPeOHO
3Ha4YajHO 3Hame M UCKYCTBO Aa Ou ce yommTe nepuunupao. Takohe, oBak-
Ba KpUMHUHaHA cpeAauHa Beh, cama mo cebu, W3UCKyje IpUMEHy Mepa B Y
WHUIIM}THOM MOMEHTY PacBeTJbaBabha OBAKBUX KPUBUYHUX JIEJNA.

VY nuramy je mupoka GpopMyranuja Kojy, kKako heMo BHAETH KacHHUje, MOKYIIaBa Ja UCKOPUCTH U
HaIll 3aKOHO/IaBaIl.

Huje nocrojao mupu KOHCEH3yC aa 61 ce 0BO MHTAmkE YPEeauiIo Ha HaulH Koju oMoryhasa npyradnje
pemewe. Bume y: Convention on Cybercrime — Explanatory Report, http://conventions.coe.int/
treaty/en/reports/html/185.htm p. 25, nocinexmu myT npuctymbeno 31. 3. 2011.

Ha oBo ce Konsenyuja nosusa y ui. 15, ct. 1.

YnaH KOJHM C€ TpeTHpa IPaBO Ha MOLITOBAE IPUBATHOT U IOPOIUYHOT KHBOTA.

3% http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:1:2006:105:0054:0063:EN:PDF nocre-
JIBU MyT NpucTymbero 11. 7. 2011,

Anu je npensubheHa u 3akoHom 0 eneKmpoHcKUM KOMYHUKayujama, 4. 127.

VY nuTamy je npaBo Koje Ipou3Iasu u3 Wi 8§ Eeponcke koHgenyuje 0 by0CKUM npaguma.
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Hanzop u cuuMame TeaeOHCKUX U IPYTHMX KOMyHHKaluja (TeIeKoMy-
HUKAIMOHUX JIMHUja) U npaheme U CHUMAamke aKTUBHOCTH (IIPHUCITYLIKHBA-
€) pauyHapCKUX CHCTEMa U HUXOBUX KOPHCHHKA MOXe MOMOhM y ucrpa-
3M, HAPOUUTO y CIy4yajeBUMa KaJla OBAKBH CHCTEMH CaMO €MHUTY]y HOJaTKe,
0e3 BUXOBOT 3alMCUBamka, TAMO I'Zie MIOJAIM jeABa Aa Mpelia3e IpaHudHe
OKBHpE, M Y OHHM ClIy4ajeBUMa KaJla jé HEONXOJaH KOHCTAHTaH HaA30p
HaJ TelleKoMyHuKanujama nuna. OBakBa crelyjajiHa UCTpaKHa Mepa |
pamma’ ca jelHe cTpaHe je M3y3eTHO e(MKACHA y CMHCIY IOKA3HBAHa
KPUBUYHOT Jeia (jep ce Jule H0jaBibyje Kao ITUPEKTaH aKTep KPUBUYHOT
JieJia Wi ce CaMOMHKPUMUHMILE), Ka0 W 3a yTBphUBame opraHu3alloHe
CTPYKTYpE W B€3a Y OpPraHM30BaHOj KPUMHHAIHO] TPYIH, AOK ca JIpyre
CTpaHe OBa palma MpelcTaB/ba BeoMa 0(aH3MBHO, 3HAYaJHO U TUPEKTHO
3aqupame y chepy NpUBATHHUX MpaBa U ciI000ja JUIa Yije ce KOMyHUKa-
1Hje HAZBHPY .

ATpuOyTH KOjU Cy IPETXOAHO HaBEeACHU Hajupe MPou3ia3e U3 TajHOCTH
Y IPUKPUBEHOCTH CIPOBOheha OBUX CIEIMjaTHIX Mepa U paamu. Y Behu-
HU 3eMajba KOJI OBUX OOJIMKA CIEIHUjaTHUX Mepa U Pajiibu MOCTaBIbajy CE
MHOTO PHUTOPO3HHUjH YCIOBH HErO LITO j€ TO CIIy4aj ca APYTUM O0JuIuMa

3V cymrtuHy, y nUTamby je BHIIE pajgibi H BEOMa je 3HaYajHO m3audepeHupaTH akTHBHOCTH 0 KOjHMa

je peu. Hamme, Ha/30p 1 CHUMambe TEIC(OHCKUX U APYTHX KOMYHHKAIMja MOPa Ce Pa3INKOBaTH Haj-
npe y obonactu BTK. Kaga roBopuMo o TajHOM IPHUCITYIIKHBaKkY ¥ CHUMAmby, OHO HE 00yXBaTa Mepy
AyTOMATCKOT padyHapCKOI MpeTpakMBama JMYHUX H JAPYTHX ca HhHUMa IOBE3aHHX Mojaraka (Ipu
yemy Koneenyuja o BTK He npensuba oBy mMepy) u3 wiana 5045s, Beh mepy u3 wi. 504e 3KII. Caka
ayToMaTcKa padyHapcka oOpaja rmojaTaka o KOMyHHKaIjama Je(UHUTHBHO je o0paia Koja o0yxBa-
Ta ozpeleHe TMYHE WM ca BUMa MoBe3aHe mnojgatke. OBakBe OKOJIHOCTH oMoryhaBajy Hajpazandu-
THju cO()TBEPCKU MAKETH a CaBPEMEHH TPEHJIOBU MY Ka o0jeaumbaBamy cBUX MoryhHoct najyhu
MynTHGYHKIIHOHATHOCT IpOorpaMuMa M YiHehw MX mpuMaMIBHBHM 3a KOopHCHHKe. Hajmakme je To
CXBaTUTH KO3 puMep npumene codreepekor makera M2 Analyst notebook mim Encase dopensnuxe
ayaTKe Ha OCTBApPEHHMM KOMyHHKal[jaMa Ha IojanumMa o caoOpahajy kOMyHHKaIja, a He Ha caip-
xuHU uetux (Bume o Tome y: Panhenosuh, /1., 2009:270). Hexu ayropu roBope 0 ,,MeTepuHry
(eng. metering, meter check printer — eBuneHTHpame TeaeOHCKUX OpojeBa ca KOjHX ce MO3MBA U
OpojeBa Koju ce MO3MBajy, BpeMe MMO3MBaba M Tpajama MO3HBa, alyd HE U CBUJCHTHUPAmE CapiKaja
pasroBopa) y OBHM cilydajeBuMa. TeopeTckd je Moryha M curyamndja y Kojoj ce MOXe NMPUMEHUTH
ayTOMaTCKa padyHapcka oOpajia rmojaraka U IpUIMKOM MpecpeTama KOMyHHKAIMja Y PEaTHOM Bpe-
MEHY, aJli je y OBOM TPEHYTKY OHa HEM3BOJIJbMBA 3a TexHH4YKe MoryhHocTu y Cpouju. (Bume o data
mining-y y: Mapuukosuh u 1p., 2009:70). 13 Tor pasiora HEONXOJHO je Pa3IMKOBATH OBE Mepe aju
U pa3yMeTH BHXOB OJHOC M Moryhe pasnuke ca ApyruM Mepama. 3aapiKaBame MojaTaka O KOMyHH-
KaIoHOM caobpahajy MMa KapaKTepHCTHKE ayTOMATCKOT padyHapCKOr MpeTpaKHBamba, ajlu je OBa
Mepa HaMeTHYTa OoIlepaTeprMa ¢ 003HPOM Jla OHH y CBAaKOM CIIy4ajy OCTBapyjy aHAIH3y OBUX elIeMe-
HaTa KOMyHHKAIMOHOT caobpahaja. [Togany o BpeMeHy U Ty>KHHH 00aBJbEHOT Pa3roBOpa, MO3HIUjH
M3pavdyHaTO] Ha OCHOBY 0a3HHUX CTaHuWIa, uaeHTHUKauuju apxaitana ['CM kapruna, anu u UII
anpeca, MAILI anpeca u apyrux naeHtuukyjyhnx ememenara Beh mpezncraBbajy pesyirare ayTo-
MaTcKe padyHapcke o0pajie mojaTaka y o0JIacTH JIeJI0Bamka TeJICKOMYHHKAIIMOHOT oIepaTepa.
Takole, nMaMo 3eMJbe y KOojuMa Cy Heke (pase paimM Koje Cy OBJe pa3MarpaHe IOAEJbCHE Ha
pa3iHyuTe CIeNHjaTHe ucTpaxkae Mepe u paame (CHM). To Moxkaa mpecTaBiba jeTHO 0[] JOTHIHUX
pelema ¢ 003UpoOM Ha KOJIMUYKMHY MOJaTaka U MaTepHjajia Koju ce MOTy NPHOaBUTH IIPUMEHOM CaMo
jeIHe Mepe, a Ha Taj HaYMH Ce MOTY KOHKPETHHje 3alTUTUTH clio0oze U npasa rpahana. OcHOB pasz-
JIMKOBarka MOMEHATa IPHMEHe Pa3InIUTHX paJibi je IpUpoaa KOMyHHKAIH]ja, I1a ce MO HaJ30poM
HaJ KOMYyHHKallMjamMa I0oJpa3yMeBa aKTHBHOCT KOja MOKpHBa CBe HH(pOpMaIMje Koje H3Iase M3
padyHapa U yCMEpeHe Cy Ha JPYro JIHIE, ali He U OHE Koje ce cTBapajy u caobpahajy camo yHyTap
padyHapa, He ¥ H3BaH Iera WIH YHyTap oJpeheHor padyHapCKOT cucTeMa.
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3aaupama y JbyJICKa Mmpasa u c1000/e, Ha IpUMeEp KO paame MpeTpecama
CTaHOBa M APYTUX HNPOCTOpHja. YIpaBo 300r TOra HEONXOIHO je J1a JIpiKa-
BHU OpraH# y TOTIYHOCTH IOMITYjY MPUHIMI 3aKOHUTOCTH, OJJHOCHO Od
npeoy3uMajy camo oHe mepe Koje cy Uupuuumo npeosuljene 3aKOHCKUM
00pedbama, yKOIMKO Cy ApyTe Ollake Mepe Kojuma OM ce MOrao OCTBapH-
TH Wb TIpeMa Hadeldy CYICHUINjapHOCTH UCIPIJLCHE U 32 KOje je MPeTXo-
IHO TpubOaB/beHAa Hapenda HajiexkHor oprana (Mwujankosuh u np.,
2009:156). IMurame na nu ce TpaauIUOHANHA OBiamhema TenedOHCKOT
IPUCITYLIKUBaba MOT'Y IPOLIMPUTH U HA Ipyre OOJIMKE TEeJIeKOMYHHKAIHja
BEOMa j€ OCETJbHMBO NHTakE M Yy KOMIIApAaTHBHOM MpaBy. Pemiewma uay y
pacmoHy oJ OHHX KOja He MpaBe NoceOHO MHUTamke KO pauyHapa Kao 00Ju-
Ka MM CpeACTBa KOMYHMKalMje 4Yhja Ce aKTUBHOCT MOXE HaI3UpaTH H
CHUMAaTH, HaBoJiehH ,,Ha30p TEIEKOMYHHKAIIMOHOT caoOpahaja yKipydyjy-
hu u cHuMame cajapikaja UCTOT™, 0O OHUX KOjU CMaTpajy zia ce Mopa pas-
JIMKOBATH U JO03BOJMTU CaMO HAA30p Hall KOHBEP3alMjoOM HJIM KOMYHHUKa-
IIAjOM WA ,,HAaI30p W CHUMAmkE TEIEKOMYHHKAIMOHOT caoOpahaja Ha
HocuonuMa 3Byka“ (Mujankosuh u np., 2009:156).

Teopernyapu npobnemarusyjy U NHUTamke HayMHAa OCTBapuBama Telle-
KOMYHUKallMOHOT caoOpahaja, ma yBoAE€ M OKOJHOCTH TEXHHYKO-
TEXHOJIOIIKMX OCHOBA KOMYHHKAIH]je, TJIe C€ Pa3lIuKyjy HIP. KOMYHHKAIIU-
je ocrBapene npexo BoUII texHonoruje u enekrponckom nomrom (y CAJ]
Ce pasNuKyjy yCIOBH 3a J00Hjame Hapeade 3a HaA30p W CHHUMame KOMY-
HUKaIl#ja Koje ce OCTBapyjy y JaToM MOMEHTY u3Mel)y ydecHHKa y Komy-
HUKAIIMj¥, OJ] OHMX KOJ KOjUX JI0JIa3u JI0 CKIaIUIITCHha cajipKaja KOMyHH-
kauuje). OBakBa orpaHuuema BeoMa cy mpodiieMaTHYHa KaJa mocMaTpaMo
NUTakbE aHAJOTHE IPUMEHE MPUHYAHUX MEpPa Y jYPUCIUKLUOHUM MOAPYY-
jUMa Ipyrux gpxkana’ .

[Tocroje ayTopu KOju yKa3yjy Ha pa3iMuUTE CETMEHTE y OKBHPY OBE
Mepe U palme npeno3Hajyhu Hagsop (HapounTo onpeheHHx KapakTepuc-
THKa KOMYHHUKalHuje, Tele(OHCKUX JIMCTUHTA U Y MOOWIHUM U (PUKCHUM
tenedonunjama, UMEN nu UMCH OpojeBa u mperpara kopumhema OBHX
OpojeBa y pa3nMUMTUM Mpexama M CiI.) Kao Moryhum mocebaH OONHK OBe
KoMIiekcHe paame (Mwummaparosuh, 2010:217-227). OBakBy mnomemny
npukasyje u Konsenyuja o BTK, xpo3 GopMy U caapKUHy KOMYHUKAIIH]a.

Hucy camo TpaJuIMOHAJIHH OKBHPH OHH KOjH OBJE IpeAcTaBibajy mpoOiieM. Kapakrepuctrnuan
npumep je Hemauka, y k0joj ce y IOMNIeAy HOHOIICHA 3aKOHA O NPUCTYUWKUBAILY €NeKMPOHCKUX
KoMyHuKayuja noauria seauka npamuaa 2009. u 2010. roauHe, a y cyko0Oy cy Owiy Biasa v npe-
ceHuK, U rpymna ox 34.000 rpahana. HarMe 3aKkoH je TOHET, MPEJCEIHNK je 0JJ0HO0 Jia ra MOTHHIIE, &
rpahanu cy noaHenu Tyx0y HemaukoMm yctaBHOM CyAy (MHHMIMjaTHBY 3a OLICHY YCTaBHOCTH M 3aKO-
HUTOCTH). 3aKOH je Ha Kpajy moBydeH. Bumie o Tome Ha: http://www.netzpolitik. org/2009/ticker-
muendliche-anhoerung-zur-vorratsdatenspeicherung/ nocrynan 29. 3. 2010. ITocebHo Tpeba oOpartu-
TH NaXmby Ha Oyrapcku 3akoH u3 janyapa 2010. koju naje mmpoka opnamhierma MONUIH)H, a ITO je
Takohje H3a3Bajio poTecTe HE3aJ0BOJBHHX rpahaHa. Bue 0 TOME Ha:
http://www.sofiaecho.com/2009/12/18/831890_the-eyes-have-it noctymasn 29. 3. 2010.
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Kao kpajma KOHCEKBEHLa OBE IOJEJE jaBjba CE TpeTUpame oapeheHux
paamu (y OKBHpPY Haa30pa), KojuMa Ou ce Moriia 00yXBaTHUTH KOMYHHKa-
yja JpyruM CPEelICTBUMA, KA0 ONEPATUBHO-TAKTUYKHX a HE Kao HCTPaXkK-
HUX paliibu, yuMe Ou U IoKa3Ha BPEJHOCT OBUX PaJibU U30CTaja.

[Tutame ogoOpaBama OBaKBUX palibu 3HAYAJHO je ca aclleKTa 3aJupama
y IpHUBATHOCT JIMIIA YMja ceé KOMyHHUKaIHja Ha[3Upe, Na je Moryhe /1a Takas
ciy4aj u3Mckyje Hapenoy ucrpaxsor cyauje (Fomuh, [Iynosuh, 2010:243).
OBO y CBaKOM CiIy4ajy 3aBHCH OJ TyMauema I0jMa KOMyHHKalxja U OHOTa
LITa OH CBE 00yXBaTa.

KomyHukaiujy MoxeMo nmocMaTpaT M Kao CKyTI JiBa eJIeMEHTa — Cajip-
KUHE U hopMe, T1a YKOJIMKO CE MPecpeTame OJHOCH Ha CaJlpKUHY — MOoApa-
3yMmeBasia O ce Hapen0a UCTPaKHOT CyJIMje U TPETMaH aKTa Kao UCTPaXKHe
pamme, a yKOIHKO je y NHTamy (GopMa™® — MMaga OM TpPeTMaH pajmbe
Mamer 3Hauaja y 3aJupamy y JbYJICKa MpaBa u cja00oje 3a mra je moryhu
ocHOB u omoOpeme JT°'. OBakaB cTaB OAroBapa A0CANAIIHO] NMPAKCH U
3aKOHOM ITPOMTUCAHUM OKBHPHMA.

[Mojenune oanmyke ECJBIT npuxpahiene cy xao pedepeHTHe y 0BOj mpoo-
nematuuy. KoHkpeTHo, pagu ce o npecyaama MaioHe MPOTHB YjeIUEmHEHOT
KpamesctBa® (e je yTBpheHo jga mpuKyIUbame MH(pOPMAIMja O MO3MBa-
HUM TeneOoHCKUM OpojeBHMMa, BpeMEHY M AYXXHHH T03WMBa TOTHAAa IO
nojam komynukauuja)”’, u Kommana npotus Yjemumenor Kpamescrsa® (y
KO0j0j je MpeIu3upaHo J1a ojaM MPUBATHOCTH H MPETHCKe 00yXBaTa He caMo
TeneOHCKE KOMYHHUKAIMj€, HETO W EIEKTPOHCKY IIOMTYy M YIOTpeOy

®dopma 0 K0joj je ped MpBHU IMYT je y HAIIOj MPAKCH PETyJIHCaHa MHCAHUM aKTOM — 3aKOHOM O efleK-
MPOHCKUM KOMyHUKayujama, dian 129. Obasesa oneparopa u3 wiana 128, craB 1 oBor 3akoHa 0JIHO-
CH ce Ha MOJIaTKe MOTpeOHE 3a:

— npaheme U yTBphrBame H3BOpa KOMYHHUKAIIHU]E;

— yTBphHUBame oJpeuIITa KOMyHHKAIH]e;

— yTBphHBame moueTka, Tpajarba 1 3aBpLICTKAa KOMYHHKALH]e;

— yTBpjHBame BPCTE KOMyHHKAIIH]C;

— NCHTHHKANN]y TePMHHATHE OIpeMe KOPUCHHKA, 1

— yTBphuBame JoKaluje MOOHIHE TEPMHUHAIHE OIPpeMe KOPHUCHHKA.

OGaBe3a 3aapkaBama Mojaraka 00yxBaTa M MOJATKE O YCIOCTAB/LCHUM ITO3MBHMA Ha KOje HHUje
OJTOBOPEHO, aJIi He 00yXBaTa MOJATKe O IO3HUBIMA UHje YCIIOCTaB/bake HUje YCIIeNo.

OBo u jecte cmydvaj Hip. ca npemiorom Hauprta HoBor 3KIT u wi. 286, cT. 3, TEKCT AOCTymaH Ha
http://www.mpravde.gov.rs/cr/articles/zakonodavna-aktivnost/ mocienmsu myT npuctymibeno 21. 7.
2011.

Malone v. United Kingdom (Application no. 8691/79), npecyza o 2. aBrycra 1984, ct. 83-84.

V muTamy je penaTHBHO CTap CIy4aj KO KOjer je MOCTaB/bCHO MHUTAEE OCHOBAHOCTH M NPHPOJIC
Haj30opa Hajg (GOpMOM KOMyHHKalHWja, a y MHUTamy Cy OWIM ,JIUCTHH3U 00aBJEHHX DPasroBOpa,
MOMEHAT HUXOBOI OCTBAapUBama ca oApeleHux OpojeBa, My)KMHA Tpajama, (HaKTHYKUA U JIOKaluje
no3uBa. OBH JIMCTHH3U Cy NPaBJbCHU IITaMIIauYHMa y OKBHPY TeneOHCKe KoMmmaHuje, 6e3 Hapeade
cyna. OTyKOM je YCTaHOBJbEHA TpaKca IMo Kojoj ce (popMa KOMYHHKAIMje U3jeHaYaBa ca CaJpiKu-
HOM, I10 TIPAaBHO] 3aLITHTH, Na j¢ U 332 OBE OOJMKE MM KapaKTEPHCTHKE KOMYHHKALHje HEOMXOHO
mocTojame Hapenoe cyaa. [ToceOHO MHTepecaHTHO O OMII0 TyMauere Koje ce M3 OBOT ClIydaja MOXKe
M3BECTHU IIpeMa KapaKTepUCTHKaMa HHTepPHET KOMyHHUKaI[Hja, I0aTaka O OCTBAPEHUM KOMYHHKAIIU-
jama y HajIIupeM CMHCITY, Kao M TPUAHTyJIaluja nHpopMaIHja 0 OCTBAPEHUM KOMyHHKaIMjaMa Kpo3
enemente dopme, y3 ykpurame ca I'TIC nogarmma.

40 Copland v. United Kingdom (Application no. 62617/00), npecyna on 3. anpuna 2007, ct. 43.
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unteprera)’’, amu u o npecyau Kpycmun nporus ®panmycke® (koja je ox
3Hayaja 3a MPEBEHTHBHY WIN MOCT(PECTYM HaJ30pHY YJIOTY Cyla y ciydaje-
BHMA HAaJ30pa U CHMMama KoMyHuKauuja), u Kon nporus IllBajuapcke® (y
Be3u ca uaeHtudukanujom oapeheHe ocode koja KOMyHHIMpa ca ojpeheHor
KOPHCHHYKOT Opoja, ajli U 4yBambeM IoJaTaka 0 KOMyHUKAlUjH U HA/30py
HaJ] KOMyHHKaIjama). Onrcane oTyke 1ajy cTaHaape mo Kojuma je:
e wu3jeqHadeHa (popma KOMyHHUKAIMje ca FbEHOM CAAPKHHOM Y TOTIIeNy
3aJMpama ,,jaBHe BIACTU Y MPUBATHOCT KOMYHHKAIIM]E, Y BE3H ca Yll.
8 EKJBII. OBaj cranaap/ je NpUMEHHB U HA MHTEPHET KOMYHHUKAIIU]e,
a 'y caBpeMEHHMM YCJIOBHMa IIOCTOjU BUILE TOTPEOE 32 OBUM Y OJHOCY
Ha Jpyre BHUJIOBE KOMYyHHKauuje. VHTepHET mpyxka MHOTO BHILE
MoryhHOCTH 3a 3agiparme Y NPUBATHOCT KOMYHHUKaIHja KOpUIIhemheM
CBHX KapaKTepPHCTHKa KOMYHHKaIHje, KaKo O] IpoBajaepa yciyra,
TaKO U ca padyHapa M cepBepa Koje KOPHCHUK KOPHCTH;
® u3jelHAuYCHA EJICKTPOHCKA TOINTA Ca JPYTUM OOJIHIIMMa KOMYHHUKAI[H-
je y moryeay mpaBHE 3alITHTE, ajli U CTaTyca; Takohe u yrnorpeda oBe
MoLITe y OKBHpPHMA IOCJIOBHMX KOMYHHMKallMOHMX KaHana. [loctas-
JbalbeM OBHX CTaHJAp/a OYeKyje ce OJ JpXaBa Jia YCIOCTaBe CTa-
HJap/e 3a u3/laBame HapeJ0u y OBOj O0JIACTH KOje OU MOKpHUBAJie U
SJIEKTPOHCKY TOMITY M Koje OW crmajaie y mojaM KOMyHHKaluja, a
Takohe OM oOyxBaTalie U MPUBATHO KOpUITheme MOCIOBHE KOMYHHKA-
nuje. [Ipema oBuM cTanmapanMa Wwi. 8 00yxBara W MOCIOBHY KOMY-
HHKAIHjy KOpulnheHy y pUBaTHE CBPXCE;
® YBOJIE C€ OCHOBHM 3a NPEBEHTUBHY U MOCT(HECTYM CYICKY KOHTPOIY
HaJ30pa ¥ CHUMamba KOMYHHKAIIH]a;
® [I0CTaBJbEHHU Cy CTAHIAP/AU O Ay>KUHU Tpajarba U MOXpambHBaby apXu-
BE M0JIaTaKa O HaJA30py KOMYHHUKAIH]a.

[Mpema 3KII-y, ogpende koje nponucyjy (yciaoBe moja Kojuma je moryhe
HapelWTH) HAA30p W CHUMamke TeNe(OHCKUMX M APYTHX PasroBOpa WM
KOMYHHKAaIN{ja OPYTUM TEXHHYKHUM CPEACTBHUMa (padyHapCcKe Mpexe), H
ONTHUYKA CHUMAama JIMIa 3a KOoja MOCTOje OCHOBH CyMHbE Jla Cy caMa WJIU ca
JPYTMM M3BpPIIMIA WIM M3y3eTHO MPHUIPEMajy MOjeJHA KpUBMUHA nenma’’

4V oBom ciyuajy m3jeHaueHa je KOMYHMKAIMja Koja ce ocTBapyje MyTeM HHTEPHET eTeKTPOHCKeE

TOIITE Ca IPYTHM OOJIMIMMAa KOMYHHKAIH]je, I/Ie je YCTaHOBJbEHA MpaKca Mo KOjoj je HEeOMXOJHO 1a

Oy/Ie HCIyECH ceT oapeljeHnx yciioBa Kako 61 ce OCTBapHO HaA30p HaJ KOMYyHHKAIMjaMa OBE BPCTE.

Takolje ce u3jeqHaYaBa OCTOjarbe NMPUBATHOCTH Y OKBHPHMA MOCIOBHE KOMYHHKAIMje Ca PHUBAT-

HOM, TJie Ce y CYIUTHHH IPOLIMPYje IOMET IpaBa Ha MPHBATHOCT KOMYyHHKAI[Mja M Ha MOCIOBHE

KOMyHHKalje. Y MUTamy je MIPOKo cxBalieH 10jaM ,,jaBHE BIACTH™ U OTPaHHYCHE FHCHOT 3aHpa-

1a y IPUBaTHE 00JIMKEe KOMYHHKAIIN]E JINLA.

Kruslin v. France (Application no. 11801/85), mpecyna ox 24. anpuna 1990.

 Kopp v. Switzerland (13/1997/797/1000), npecyza ox 25. mapra 1998.

'V nutamy cy nmia 3a Koje MOCTOje OCHOBH CyMEb€ Ja Cy YUHMHIJIA KPHBIYHO JeNo M3 wiaHa 504a
OBOT' 3aKOHHMKa, aKO CE Ha JPYrd HAYMH HE MOTY HPUKYIHUTH J0Ka3H 332 KPUBHYHO TOEbCH-E, WM OU
BUXOBO NPHUKYIUBAE OHMIIO 3HATHO OTEkaHO. Mepe 3 craBa | OBOr wWiaHa M3y3€THO CE MOTY OApe-
JIUTH ¥ aKO IMOCTOje OCHOBH CyMIbC Jia C€ IPHUIPeMa HEKO OJ KpPHBHYHMX Jeia u3 wiana 504a, a

42
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Huje moryhe npumenuTu 3a kpuBuuHa gena BTK, ¢ 003upom ia TakcaTuBHO
HaBeJCHUM KPUBHYHHM JIeJIMa Ha Koja ce oBe Mepa ogHocH (riaBa XXIXa
3KII nox HacmoBoM IloceOHe oapende o MOCTYIIKY 3a KpUBUYHA JeJia opra-
HU30BAaHOI KpUMUHAJIA, KOPYIIIUje M JApyra HM3y3€THO TeIlKa KPUBUYHA
nena®) mucy obyxmahene u mHKpuMHHanmje u3 obmactu BTK. M ocrare
CIeIMjaliHe UCTPAXKHE METOE, Kao INTO CYy MPYKambe CUMYJOBAHUX IPaB-
HUX YCJIyra, aHTKOBamkhe MPUKPUBEHUX UCIICIHUKA, KOHTPOJIUCAHA HCIIOPY-
Ka, ocTaja Cy BaH JioMmalllaja IpUMEHe O] CTpaHe opraHa 3a 0opOy HpOTHB
BHCOKOTEXHOJIONIKOT KpUMHUHAlA, uMajyhu y BUIy na cy, mpeMa 3aKOHCKHM
ozpenbama, MPUMEHUBE CaMO 3a KPUBUYHA Jiejia OPraHU30BaHOT KpUMUHA-
Jla, KOPYIIUje W pyra W3y3eTHO Telllka KpuBWYHA Jena, a nena BTK Hucy
obOyxBaheHa oBUM karanorom™®.

OKOJIHOCTH CIIydaja yKa3yjy [ja ce Ha JPYTH HauHH KPHBUYHO JEI0 He OM MOTJIO OTKPHUTH, CIIPEUHTH
WITH I0KA3aTH, WM OU TO M3a3Bajio HeCpa3MepHe Telkohe MM BeJIHMKY OIacHOCT.

OmHe cagp)ke mojequHa MOoceOHA MPaBHIa IOCTYNKA 32 KPUBHYHA Jella OPraHH30BAaHOI KPHMHUHAIA,
KOpYIIHje ¥ Jpyra H3y3eTHO Telllka KpUBHYHA Jena. Y KPHBHYHA Jiejia KOpYIIHje U3 craBa 1 oBor
4JaHa, H aKO HUCY pe3yNTaT JeJ0Bamha OpraHH30BaHe KpUMUHAIHE IPpyIle, Clafajy KpUBHYHA Jea:
3nm0ynoTpeda ciykOeHor nonoxaja (wi. 359 Kpusuunoe 3akonuxa), IPOTHB3aKOHUTO MOCPEIOBAHE
(a1. 366 K3), npumame mura (wi. 367 K3) u naBame mura (wi. 368 K3). V npyra usyserHo Temxa
KpPUBHYHA JeJIa U3 OBOT WiIaHa, H aKO HHCY pe3yiTar JeJoBamba OpraHH30BaHE KPHMHHAIHE IPyIe,
cnajajy KpuBu4Ha jaena: youctso (wi. 113 K3), temko youcrso (wi. 114 K3), ormuna (un. 134 K3),
pas3bojuumTBO (4. 206, ct. 2 u 3 K3), usnyna (wr. 214, cr. 3 u 4 K3), dancudukosame HOBIA (I
223, cr. 1 no 3 K3), npawe HoBua (wi. 231, cr. 1 u 2 K3), HeoBnamheHa npousBoama, ApKame U
CTaBJbaKE y MPOMET OMOjHUX Apora (wi. 246, ct. 1 u 2 K3), kpuBuyHa Jena NPOTHB YCTaBHOT ype-
hemwa u 6e36emHOoCcTH Penyomuke Cpouje (wi. 305 1o 321 K3), He03BOBEHO JpiKambe OpYKja U eKC-
io3uBHUX Matepuja (4. 348, cr. 3 K3), Heno3BoJbEH mpenas Ap)kaBHE TPAHULIE U KPHjyMYaperme
spymu (wi. 350, cr. 2 u 3 K3), tproBuna spynuma (wi. 388 K3), TproBruHa nemom paau ycBojema (4.
389 K3), mehynaponuu tepopuszam (wi. 391 K3), yzumame tanana (wi. 392 K3) u dunancupame
Tepopusma (wi. 393 K3). Onpenbe oBe riaBe koje ce 0OJHOCE HAa KPUBUYHA Jie1a U3 CTaBa 3 OBOT 4ia-
Ha MPUMEBYjY Ce M y IOCTYIKY 3a KpuBHYHA Jena u3 wi. 370 no 386 K3, kao u y mocTynky 3a Temka
KplIemha Mel)yHapoaHOT XyMaHHWTapHOT IIpaBa M3BpIICHA HA TEpUTOpHUjH OuBmIe Jyrocmasuje o 1.
janyapa 1991. ronune, koja cy HaBeAeHa y ctatyTy MelyHapoqHoTr KpHBHYHOT cyza 3a OuBnry Jyro-
cinaBujy. Onpende oBe IlaBe Koje ce OHOCE Ha KPUBUYHA JIefIa M3 CTaBa 3 OBOT WiaHa MPUMEHY]Y ce
My TIOCTYIKY 3a KpUBUYHA jena u3 wi. 322, cT. 3, ui. 323, cr. 3, un. 335, wr. 336, ct. 1,2 n 4 u wn.
337 n 339 K3, axo cy u3BpIlIEHa Y BE3U ca KPUBUYHUM JIeJIUMa U3 CTaBa 3 OBOT 4aHa, Kao U Y MOcC-
TYINKY 32 KpUBUYHO Jen0 u3 wiaHa 333 K3, ako je u3BpIiieHo y Be3u ca KPUBUYHKUM JEIUMa U3 CT. 3
u 7 OBOT 4JIaHa.

IIpema usmeHama 3axkona o opeanuzayuju u HAONENICHOCMUMA OPACAGHUX Opeana y 6opou npomue
sucoxkomexronowroz kpumurara (30OHJAOBBTK), y 4. 3 eKCTCeH3UBHUM TyMauemeM ce Moxe Johu
JI0 HOjeIMHUX JieNa Koja O¥ chajana y HaJJIe)KHOCT y OKBHPY NIPUMEHE OBHX Mepa: y Tad. 2 — KpH-
BUYHA JieNla MPOTHB UHTEJIEKTyalHe CBOjHHE, HIMOBHHE, IPUBpPEIe U MpaBHOTr caobpahaja, koI KOjuX
ce Kao o0jeKaT WM CPEeJCTBO M3BpIICHa KPHBUUHUX JelIa jaBJbajy padyHapH, padyHApCKHA CHCTEMH,
padyHapcKe MpEeXe U padyHapCKH IIOJAllH, Ka0 W FUXOBH IIPOU3BOIYM y MAaTCPHjaIHOM HIIU €JIeK-
TPOHCKOM OOJIHKY, ako Opoj mpuMepaka ayTOpckux aena mpernasu 2.000 win HacTana MatepHjaiHa
mrera npenazu 1.000.000 nuHapa; kao U y Ta4. 3 — KpUBHYHA JIeNa IIPOTHB CJI000/1a U MpaBa YOBeKa
u rpabhaHuHa, onHe cnoboje, jaBHOT pela U MHpa U yCTaBHOT ypehema u 6e36ennocTy PenmyoOiuke
Cpbuje, koja ce 300r HauMHA M3BPIICHA WIN YIOTPEObEHUX CPeCcTaBa MOTY CMaTpaTH KPHBUYHUM
JleTMMa BUCOKOTEXHOJONIKOT KpUMHUHANA, y CKIamy ca wi. 2, ¢T. 1 oBor 3akoHa. A wi. 2 rmacu:
,,BHCOKOTEXHHYKN KPUMHHAJI Y CMHCIY OBOT 3aKOHA IIPEJCTaBJba BPIICHEC KPUBHYHHX Jella KOX
KOjUX ce Kao 00jeKaT WM CPEeICTBO M3BpIICHa KPUBHYHHUX JENa jaBJbajy pauyHapH, PauyHapCKH
CHCTEMH, padyHapcKe Mpexe, padyHapCKU IOJAIH, Kao M BbHXOBH MPOM3BOIH y MaTePHjaTHOM HIIH
@JICKTPOHCKOM OOJIHKY.
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3axon o enekmpoHCKUM KOMYHUKayujama TpenBuha TajHOCT €JIEeKT-
POHCKMX KOMyHHKauuja, na @wi. 126 u HaBOAU: NpPECpeTame eNEKTPOHCKUX
KOMYHHKaIllja KOjMa ce OTKpPHBa Caip)kaj KOMyHHUKAIMje HUje TOMyIITEHO
0e3 mpucTaHKa KOPHUCHHMKA, OCUM Ha ojpeh)eHO BpeMe U Ha OCHOBY OJUTyKe
CyJa, aKko je TO HEOIXOIHO pPaay Boema KPUBUUHOTL IIOCTYIKA WM 3alITUTE
6e36ennoctu Perrybnmuke Cp6Ouje, Ha HaunH npenBulen 3akoHoM. Omepatop
je mykaH ja oMoryhin 3aKOHUTO TpecpeTame eICKTPOHCKUX KOMYyHHKAIHja.

Hannexxau npaBHU OpraH KOju CHPOBOAM IOCIOBE 3aKOHUTOT Ipecpe-
Tamba Jy>XaH je J1a BOAU €BUACHLM]Y O MPECPETHYTHUM EJIEKTPOHCKUM KOMY-
HUKal[djama, KOja HapO4UTO CaJPKU oJpel)emhe akTa KOju Ipe/iCcTaBiba MpaB-
HU OCHOB 3a BpIICH:-€ IIpecpeTama, 1aTyM 1 BpeMe BpIICHa IpecpeTama, Kao
U Jla OBy €BHIEHLMjy 4YyBa Kao TajHy, Y CKJIaAy ca 3aKOHOM KOjUM ce
ypehyje TajHOCT TIOTaTaKA.

Omneparop je AykaH Ja, paJy OCTBapUBamba OBE 00aBe3e, 0 CBOM TPOILIKY
00e30e11 HEOXoAHE TEXHUYKE W OpraHu3anuoHe ycnose (ypehaje u mpor-
PaMCKy MOAPIIKY).

[pemynor nanpra 3KI-a, wianom 161 npensula nocebHe noKa3He pajmbe.
Kao U yciose 3a oapehuBame. [loceOHe moKazHe panme MOTY ce OApPEAUTH
Ipema JIMIly 32 KOjé IOCT0je OCHOBU CYMHb€ /1a je YUMHWIIO KPUBHYHO JIEJI0
u3 wrana 162", a ma JIpyTH HAYMH C€ HE MOTY NPUKYIUTH JOKa3W 3a
KPUBHYHO TOHEHE MM OM HHXOBO NMPHUKYIJbalkbe OMIO 3HATHO OTEKaHO.
Omne ce, U3y3eTHO, MOTY OJAPEIUTH U IIpeMa JIMIY 3a KOj€ IIOCTOjé OCHOBH
CYyMIbE J]a TIPHUIIPEMa HEKO OJI OBUX KPHBHYHHX JIeNia, & OKOIHOCTH CIIydaja
yKa3yjy Aa ce Ha JIPyr'd HauuH KPUBUYHO /IO He OM MOTJIO OTKPUTH, CIpe-
YUTHU WM JI0Ka3aTH, WK OM TO M3a3Bajio HECpa3MepHe TEHIKohe Win BEUKY
OIacCHOCT.

47 Kpusmuna nena y ofHOCY Ha Koja ce pHMembyjy mocebHe fokasHe pame. [Toy ycioBnMa U3 wiaHa

161 oBor 3aKoHHKa IOceOHE JJOKa3HE PaJiie ce MOTY OpeIUTH 3a ciesieha KpUBNYHA Jiena:

— 3a Koja je mocebHUM 3akoHOM oapeheHo na mocryma TyKHiamTBO 3a OpPraHM30BaHH KPHMHHAI
i TyXnamrBo 3a paTHe 37I0YHHE;

— Temko youctso (wi. 114 Kpusuunoe 3akonuka), ormuua (4. 134 K3), npukasusame, nprubasibarme
U IOCEN0Bake MOPHOTPa(CKOr MaTepHjala U HCKOopHIThaBambe MaloJICTHOT JIHIA 332 IOPHOrpadujy
(a1 185, c1. 2 1 3 K3), u3Hyna (un. 214, cr 4 K3), pancuduxosame HoBua (wi. 223, ct. 1 1o 3 K3),
npame HoBia (wi. 231, cr. 1 10 4 K3), HeoBnamhieHa nMpou3BoAmba U CTABJbAKE Y MPOMET OMOJHHUX
npora (wi. 246, ct. 1 no 3 K3), yrpokaBame HezaBucHocTH (4. 305 K3), yrpoxkaBame TepuTOpHjal-
He nenuHe (wi. 307 K3), Hanman Ha ycraBHO ypeheme (wi. 308 K3), no3uBame Ha HACWIHY IIPOMEHY
yctaBHor ypehema (wi. 309 K3), opyxana nobyna (4. 311 K3), nusepsuja (w1. 313 K3), caboraxka
(an. 314 K3), mmujynaxa (wi. 315 K3), onaBame apkaBre Tajue (wi. 316 K3), u3asuBame Hamo-
HaJHe, pacHe ¥ BepCcKe MpxKibe U HerpressbuBocTH (wi. 317 K3), moBpena TeputopHjaIHOT CyBEepeHH-
teta (1. 318 K3), ynpyxkuBame paau npotuBycraBHe aenatHoctH (wi. 319 K3), npunpemame nena
MPOTUB yCTaBHOT ypehemwa u 0e3dennoctu Cpouje (wi. 320 K3), Temka nena mpoTUB YCTaBHOT ype-
hemwa u 6e36ennocT Cpouje (wi. 321 K3), Hej03BoJbeHA IPOU3BO/IEHA, IPIKAE, HOLICHE U IIPOMET
opyKja U eKCIuIo3uBHUX MaTepuja (wi. 348, cr. 3 K3), Heno3BoJbeHH Ipeia3 Ap)KaBHE TPAHULEC U
Kpujymuapeme byau (wi. 350, cr. 2 u 3 K3), 3noynorpeda ciayx6eHor nonoxkaja (wi. 359 K3), tpro-
BuHA yrunajeM (wi. 366 K3), npumame mura (wr. 367 K3), naBame murta (wi. 368 K3), TproBuna
spynuMa (4. 388 K3) u y3umame tanana (4. 392 K3);

— CIpevaBambe M OMeTama JoKasuBama (wi. 336, cr. 1 K3) ako je y4umeHo y Be3H ca KPUBUYHHM
nenoM u3 Tad. 1 u 2 craBa 1 oBOTr 4iaHa.
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ITon oBuM ycnoBuMa moceOHa JAOKa3Ha pajama TajHOT Hal30pa KOMYHH-
KalMje ce MOXKe OIpeAuTH M 3a ciieneha kpuBhYHa xaena: HeoBnamheHO
rucKkopuimhaBame ayTOPCKOT Jella WM TpeaMeTra CpoaHor mpasa (wi. 199
Kpusuunoe saxonuxa), omreheme pauyHapcKUX IMOAaTaka W mporpaMa (4.
298, cr. 3. K3), pauynapcka caboraxa (wr. 299 K3), pauyHapcka mpeBapa
(an. 301, cr. 3 K3) u HeoBmanthenu mpuctyn 3amTuheHOM padyHapy, pady-
HapCKO] MPEXH U eJIEKTPOHCKO] o0paau nogaraka (wi. 302 K3).

Tajun HamB30p KOMyHHUKaIje, npeasuhen wi. 166, moxxe Outu onpehen ox
cTpaHe cyja (Ha oOpasiioxkeH npeyior JT) yKOJIMKO Cy UCTTyHEHU OBU YCIIOBH
n oOyxBaruhe Hag30p W CHUMamke KOMYHHKaIlHje Koja ce 00aBJba IyTeM
TenedoHa WM JIPYTHX TEXHUYKUX CPENICTaBa, WM HAI30p CIICKTPOHCKE WIIN
JpyTe aJipece OCYMILHUYCHOT U 3aIIeHy MHCaMa U IPYTUX MOIIMIBKH.

VY oBako neUHUCAHOM CHCTEMCKOM IPOCTOPY 3a HAI30p KOMYHHKAITH]a,
YaK HU y MOCJIEIHEM 3aKOHCKOM Mpeiory Huje oOyxBahieH HymepairoHO
CBaKu OOJIMK KOMYHHUKaluje, Behi ce M3UCKyje 3a CBaKU HEH OOJIHUK MOCEOHO
TyMmadewe. Beh noMumanu, any 1 HEKM HOBU OOJIMITM KOMYHHKAIMOHUX Ka-
pakTtepuctuka, Ha npumep, MAILI anpece ypehaja koju ce xopucte, UII an-
pece, IPOKCH CepBEPCKE Macke, MpeTpaKuBayka UCTOpHja oapeheHor kopu-
CHHKA, HCTOpHja KPCTapema NHTEPHETOM, UCTOpHja KopHuihema mpeTpaKu-
Baukux cepsuca (google, yahoo, krstarica), kopumheme pa3IHauTUX COIH-
JaHUX MpeXa U ,,KlayJ KOMIjyTHHT* MOTYNHOCTH KOje OHE MpyXkajy (KoMy-
HUKaIFja ¥ YeTOBAIbE Y OKBUPY KAy OKPY)KeHa, HOXPABbHBAKGE MOAaTaKa
Yy OKBUPY HCTHX U CII.) TEIIKO C€ MOTY 0OyXBaTUTH OBaKBUM pelIemhIMa 0e3
ONMUIMPHUjUX OOpasarama U 00jalIberba.

MelyTiM, YKOIHKO je HEOITXOIHO Ja C€ OBAaKBE OApea0e YHECY Yy 3aKOH-
CKM TEKCT, OHJAa je MOTpPeOHO NpPEABHIACTU pa3IMUUTe HHUBOE YCJIOBA Y
norjieay npudaBibama HapeaOH 3a N3aBambe PasIMUUTUX KOMYHHUKAIIMOHUX
KapaKTepUCTHKA, HIIP. JINCTHHTAa MOOWITHUX TeJe(oHa, WK 3a IpHOaBibame
eBUJICHIIMja Y BE3W ca WHPOPMAIMOHO-KOMYHHKAIIMOHHM TEXHOJOTHjama
(UKT), on UIT u MAL] anpeca ypehaja 1o mejinoBa u pumejiepa xKopuuihe-
HHUX Yy KOMYHHKAIMjU. Y CBAaKOM CIly4ajy, HEOIIXOJHO je J1la OBaKBe Hapenoe
JIOHOCH CYJI, alli C€ Y HCIYHaBamby ycloBa 3a BUX MOTY MPOMKUCATH pa3iiu-
ynute oxpende. Moryhe je npeaBHIETH U pa3IMYUTe HUBOE CyAOBa 3a M3/a-
Bambe PAa3NIMYUTUX HapenOH, MTo Takohe MoxKe OUTH OCHOB 3a HHXOBO JIaK-
me mpubaBipame. Takohe, moryhe je mpeaBuaeT# OHE Mepe IPOIHCAHE
Kousenyujom (y obiimky u ca jomainajeM Koje oHa mpensuba) v Ha Taj
HAYMH PEUIUTH OBaj MPOOIIeM.

Ilpaxca Eeponckoz cyoa 3a syocka npasa u
Hajeax)cHuju cmanoapou y 060j odracmu

[Mpema npakcu ECJBII HeonxomHO je Aa nocToje oapeheHn ycioBu Besa-
HH 32 MMIUIEMEHTAIMjy OApeOH O TajHOM HaJ30py Hall KOMYHHKaI[Hjama.
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TIpBEHCTBEHO MOCTABIbEH CTAaHAAPA Be3aH 3a 4. 8*° EKJBII y mpakcu je y
noryiely oapeadH 3a TajHU HaA30p KOMyHMKaluja ofpeheH Kpo3 NMPHHLUI
3aKOHHTOCTH ,,y CKIIQJIy ca 3aKOHOM®, TIpH YeMy ce, ¢ 003UPOM Jia Cy TOTIIH-
cHuue Kougenyuje v 3eMJbe MPELCHACHTHOT MIpaBa, y3uMa y 003Hp HajIIHpe
Moryhe TyMmaueme IojMa 3akoHa. Y OBOM CMHCIY Tpeba KOHCYJITOBAaTH
omnyky Kpycmun nportu @paniycke, ox 24. ampmma 1990, mpema xo0joj
ECJBII y3uma y 003up /1a Cy CyJ0BHU JprKaBa WIaHHIIA TH KOjU CY HajKOMIIe-
TEHTHHUjHU Jla TyMaye HOpME HaIlMOHAJTHOT 3aKOHOJAaBCTBa, na je Moryhe na
nocroje (,,3aKOHCKH‘) OCHOBHM TocTojeh u y cy/IcKoj mpakcu (Mako OHa He
NpecTaBba U3BOPE MPaBa), HIIK MOCTYNaky OpraHa rombemka, alld ce MocTa-
BJba NIUTAHKE KBAIMUTETA TOT OCHOBA. Jlakie, yak M Ja HHje MPOIHCaHO 3aKOo-
HOM U Ja je cynacka (M omepaTHUBHA) Ipakca moctojeha, moryhe je u mwy,
YCIIOBHO PEYEHO, Y3€TH 3a MpaBuiia MOCTYIama, MOCEOHO YKOJIHMKO je Tako
nocMarpajy u cyzosu. OBO MpeCTaBiba jOII jeJlaH CTaHAap] KOju ce Mopa
y3eTH y 003Mp NPUIMKOM TyMauema cilydajeBa Haa3opa KOMYHHUKAIH]ja.
Moryhe je ga he cyn, y matom ciydajy, yTBPIUTH J1a TTOCTOj€ HEKBAJTUTETHO
MOCTaBJbEHE 3aKOHCKE HOpPME KOjUMa ce HeaJeKBaTHO W HECPa3MEpHO Jiaje
MoryhHOCT ,,jaBHM BJIACTHMA‘* J1a 3aIUpy Y NpUBaTHOCT rpahaHa. OBakas je
Clly4aj, Ha IpUMep, ca MIHUPOKUM MOCTaBJbabEM OCHOBA 3a HA/30p KOMYHH-
Karwje, He Mponucyjyhu moce0HO pa3IuanTe Mepe Koje o0yxBarajy moceoHe
€JIEMEHTE KOMYHHUKAIIMOHOT Kopityca, kao mto To LIETC 185 oapebhyje.
Takohe, ox KpyIHjaTHOT je 3Hadaja U J1a Mepe TajHOT HaJ30pa 3a rpahane
MOTY OWTH JOBOJHHO ,,JOCTYITHE W TIpeABUANBE", PopMyHcaHe y JTOBOJHHO
3HAYAJHOM CTENEHY NPELU3HOCTH ~ KaKo OM rpal)jaHu MOINIM MPHIIATOIUTH
CBOj€ TIOHAIIamkE MOCTOjalby OBAKBUX Mepa KOje MpeTe HHXOBOj MPUBATHO-
ctu. OBpie je, mopen MarnoyH, o 3Ha4aja u ouyryka AmaH rpotuB LlIBajoap-
cke™. KJbyYHHM NPUHIMIL je eKCKITy3HBHA KOMIIETEHTHOCT 3aKOHA Y OIPaHH-
4yemwy c1000sa, a OBakBa OrpaHMYCHa MOPajy MMaTH JIETHTUMHE LHJbEBE,

4
8 HpaBo Ha NMOIITOBAKBE NPUBATHOT U MOPOUIHOT JKHUBOTA: 1. CBako uma IIpaBO Ha IMOUITOBAKE CBOT

[IPUBATHOT W MOPOJIMYHOT KHBOTA, I0Ma U Hpenucke; 2. JaBHe BIacTH Hehe ce MemaTH y BpIICHE
OBOT [PaBa CeM aKo TO HHje y CKJIaJy ca 3aKOHOM M HEOIXOIHO Y JEMOKPATCKOM JPYIITBY y HHTE-
pecy HanpoHanHe 0e30eqHOCTH, jaBHEe 0€30€HOCTH MIIM EKOHOMCKE TOOPOOHTH 3eMJbE, payl Cripe-
JaBara Hepe/a WM KPUMHHAJA, 3aIITHTE 3/{paBJba WM MOpaJla, MM Pay 3allTHTE IpaBa i c1o6o1a
JIPYTHX.

V cBemiy kanauaatype 3a EY, Mox/a je 3HauajHO KOHCYJITOBATH U OJIyKe EBpOICKOT Cyma mpasie
y JlyxcemGypry. Tako ce y omnyuu Osterreichischer Rundfunk (the European Court of Justice Appli-
cation No. 35841/02, onnyka oxn 7. meuem6pa 2006, C-195/06; 2007/C 315/24) HaBoau ja ,,CBako
OrpaHMYaBamC MpaBa Ha MPUBATHOCT MOPa OMTH (OPMYJIHCAHO Ca JOBOJHHO MPEIU3HOCTH KAaKO O
ce rpaljanuma omoryhmiio 1a CBoje NOHAMIame PUIaroie OBAKBMM HOpPMaMa ¥ 3aXTEBHMa IIPEBU-
JUBMBOCTH . 32 OBY MaTepHjy of 3Hauaja je u omtyka S. and Marper v. United Kingdom, (4dpplicati-
ons no. 30562/04 1 30566/04), ox 4. neuem6Opa 2008.

Amman v. Switzerland, npecyzna ox 16. ¢pebpyapa 2000. YV oBOM JApyrom ciiy4ajy MOCTaBJbEHO je
nuTame Kopumbiema ald U 4yBama MoJaraka O Haj30py KOMYHHKAIWja HaKOH JYror BPEMEHCKOT
MEepUO/ia y Pa3THIUTHM TIPABHUM OKpPYKEHhHMA, KaJla je BUIIE 3aKOHA KOjH CE OJHOCE Ha MAaTepHjy
H3MEHBEHO.

49
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WIN Ja CTpEME jeITHOM O]l JISTUTMMHHUX LuJbeBa oapehenHux Kousenyujom,
Kako je To y npecyau Aman npotus LlIBajuapcke.

OCHOBHHM yCIIOB 3a OTpaHH4Yeme CI000/1a W MpaBa, Y CMUCITY HUCKIJbYYH-
Bama 3amitute npeasuhene wi. 8 EKJBIL, jecre na je To ,,HEONMXOIHO Kao
OrpaHHYee CJI000/1a U MpaBa y JEeMOKPATCKOM JIPYIITBY, Ka0 M Ja CE TO
YHHU Y CBPXY: 3aIlITUTE )KUBOTA W 3/IpaBJba JbYIH; 3alITUTEC HAI[MOHATHE U
jaBHe 0e30eqHOCTH; 3alTUTE NpaBa IPYruX JIHIA; ClpeyaBama HEMUpa U
KpUMHUHAJa; 3alITHTE eKOHOMCKe cHare u 0e30eanoctu 3emibe. [Ipu ToM je
O]l 3Hayaja M KBaJUTeT oBiamhema mpeaBuheHHX 3aKOHOM 3a JAp)KaBHE
opraHe y oBoM cMcuiy (oBJe je of 3Hauaja ognyka Kpycnun nmpotus ®pan-
mycke). Y CBakoM cilydajy HEONXOITHO je J1a OBakBa Mepa Oyze npeaBuleHa
y CKIamy ca HadeJaoM minus malum permittitur ut evitetur maius (na ce
HAaYWHH Mame 3JI0 Of 371a Koje mperH). Tymaueme MmpaBa Ha IMOIITOBALC
MPUBATHOT ¥ MMOPOJUYHOT XXUBOTa Mopa Outu cxBaheHo Hajmmpe mMoryhe, ma
Ce y OBE OKBHPE MOXE YHETH W IMPOLINPEHE HA KOMYHHUKAlHje Ha IOCITY
(npecyna Hjemen nporu Hemauke®'). 3a TO je HEONXOZHO Ja CllyuajeBH
Oyay pelleBaHTHU M Ja 3a MPUMEHY Mepe OyIy NpYKEHH aJeKBaTHU pas-
7034, npahieHn peneBaHTHOM JOKYMEHTAIH]jOM.

[Toce6GHO je mHTEepecaHTaH CTaHIapA HpyxkeH y ciaydajy K. V. mporus
®uncke’’. Y oBoM ciyuajy je ManonerHuk K. Y. GHO IMKaHUPaH U y3HEMH-
paBaH O/ cTpaHe HEeMO3HATOr M3BpIIMOLA MTyTeM HHTepHeTa. OBO je yuume-
HO HA Taj HAYWH IITO j€ Ha jeJHOM CajTy IOCTaBJbeH HeroB Opoj TenedoHa
ca TI03MBOM JIa My C€ jaBe 0co0e Koje Ou ra BOJWIIE U YCMEpaBaje y KHUBOTY.
[Moceban BuA IIMKaHHpama y OBOM CIlly4yajy MPeACTaBJballo je M HErOBO
JeKJIaprcame Kao MIIJIOT Teja KOME je OBAaKBO yCMEPaBamke U BOhEHmE MOT-
peOHO O IPYTHX, HCKYCHHX, CIMYHO CEKCyalHO OpHjeHTHCAaHHX ocoba. Y
3akoHOAaBCcTBY DPuHCKe HUje OMO TpenBul)eH MpaBHU OCHOB 32 OTKPUBAILC
nojaTtaka o JMIy Koje je IOCTaBWIO oBe MH(pOpMaLje Ha JaTh cajT, a ux
nonuija Huje moria npubasutu. Omrehenn K. Y. je mokpeHyo mocTymak
npex ECJBIL, na je cyackom omrykoMm ytBpheno kpmiewme wi. 8 EKJbIT u
yKa3aHO Ha OKOJHOCT Jia Cy MOJIMIHja ¥ APYTH Ap>KaBHU OpraHu y o0aBe3u
Jla TIOCTYTIajy MO M3BPILICHY KPUBUYHOT Jea U Jia Cy AY>KHH Ja Ipery3My
CBe IITO je y ’BUX0BOj Mohu ma Ou ce aemo pacBeriwio. Takohe, 3Ha4uajHO je,
y 3aBUCHOCTH O] OKOJHOCTH ClIy4yaja U aclekaTa IpaBHOT 100pa (OJHOCHO
acreKTa MpUBaTHOCTH) KOje je YTpoKeHo, A0 Koje Mepe he mocrojatu Mory-
hHoCT 3amMpama apxkase y ciobose i npasa’. Takolhe je Beoma 3HauajHO 1a
Y 3aKOHCKH OKBHPH OMOTylie pacBeTJbaBambe KPpUBUYHUX Jiefa, a Jia He cIpe-
YyaBajy [IpKaBHE OpraHe y MOCTyNamy IpPH pacBeT/baBamby, HAPOUUTO Y

Niemietz v. Germany, (4pplication no. 13710/88), npecyna ox 16. neuembpa 1992.

Case of K. U. v. Finland (4pplication no. 2872/02), omiyka ox 2. neuem6pa 2008.

VY TOM CMHCITy MHTEPECaHTHO je KOHCyaToBaTH M omiyke August v. United Kingdom (dec.), no.
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ClTy4ajy JKpTaBa MajoJeTHUX Juia. [Ipu ToMe, HEOMXOHO je KOHCYJITOBATH
U OKOJIHOCTH OCaBpeMembHBama cranaapaa y ooisactu UKT, o uemy Hapouu-
TO Tpeba BOAUTH padyHa KOJ OrpaHHuYaBama oBjiamihema oprana, Kajua cy y
nuTamy Mepe npensuljene Konsenyujon™. Cyn ce y matom ciydajy mocra-
BHO K20 OpraH KOji KOHCTaTyje Jia je y Cly4ajeBHMMa HU3BpIICHa KPUBHUHOT
Jiena, moceOHO TaMo T/E je JKPTBA MAaJOJICTHUK, HEOMXOJHO [a Ce OpraHH
romeHha MOHAIIAJy W MOCTyNajy y CKiaay ca obe30ehuBamem ajekBaTHE
MEIlIaBHHE OYyBama mpaBa U cioboja rpahana, a ma, ca apyre, ehUKacHO
CIIPOBOJIC UCTpAare.

3axkmyuax

Ha ocHOBy mpuwkazaHoOT MOXe ce 3aKJbyYWTH Ja Halle 3aKOHOJAaBCTBO
mpeJ; mpodJIEeMOM pEryjiicama TajHOT HaJ30pa KOMYHHUKalldja, HUje y TOT-
MYHOCTH OJTrOBOPHJIO ITOCTAaBJLEHMM CTaHIApAuMa Yy oBoj obmactu. Meby-
THUM, BeOMa je WHAMKATHBHO J]a U 3eMJbe EBpOIICKe yHH]je Takohe HHUCY Kal-
pe lla y MOTIYHOCTH OJrOBOPE OBAKBOM H3a30BY, MOCEOHO Y WMILIEMEH-
Taiuju Jupexmuse o 3adpoicasary nodamaxa, yClea peakiiyja jaBHOCTH,
aJli ¥ YCTaBHUX Cy/I0Ba 3eMasba wiaHua. Hamme, yctaBHM CyllOBH Cy YTBp-
AT TIOBpeJie ofipenada ycTaBa y CiIydajeBUMa IMOKYIaja MpUMEHEe 3aKOHa
KOjU Cy UMIUIEMEHTHpaIH peliewa oBe Jupexmuse (Byrapcka 2008, Hema-
yka 2010, Yemxka 2010, [Tosbcka 2011, Mahapcka 2011). Lllta To 3akoHOa-
BIIM TIPaBHUX CHUCTEMa OBHUX JpXKaBa 3Hajy 00Jbe 0J] Harer?

[IpoGiiemu TpeTnpama KOMyHHUKaI#ja, Yy HAjONINTHjEM CMHCIY, MOTY
JOBECTH JI0 Hajpa3IMUUTHjUX NPAKTUYHHUX Iperpeka. 3Ha4ajHO je Mperos-
HaTh Moryhe WMIUIMKanyje omucaHux Mepa npeauheHnx Kowugenyujom, u
BUXOBE O0JIHMKE MMIUIEMEHTAIIMjE Y HaIlleM 3aKOHOJABCTBY. [Ipema mpuka-
3aHOM MIIaK MOXKEMO 3aKJbYUUTH JIa Y HAIlleM 3aKOHOJaBCTBY HUCY MOTITYHO
ajiekBaTHO m3audepeHrpane cBe Mepe npeasuhene Kousenyujom, a Takohe
HUCY aJICKBaTHO ITOCTaBJLCHU HU YCJIOBU 3a MPUMEHY OHHX KOj€ Cy TpE/IBH-
hene. Ilokymano je ca ACIMMHYHUM Pa3IMKOBAKEM YCIIOBA 3a MPEay3u-
Mame oapeljeHnx Mepa U BHXO0BE MPOOJIEMCKE CTPYKTYpE, KpO3 ACTHUMUYHY
aHaIIM3y KOMYHHUKAIOHE cHcTeMaThke. J[aT je u mpukas pa3InIuTuX CXBa-
Tamka O KOHCTPYKIMJU W CXBaTamy IOjMa KOMYHHKAIlMja, ca aKIEHTOM Ha
OKOJIHOCTH KOj€ TOjeIMHe 3eMJbe MPero3Hajy Kao 3HayajHe y UMIUIEMEHTa-
[IUjU Y KpUBUYHOM ITOCTYIIKY .

[Toce6HO je mHTEpecaHTHO YKJbyunTH W aHanm3y mpakce ECJBII y oBoj
obOnactu koja ce ogHocu Ha npumeny wi. 8 EKJBIL, a koja ycmocraiba
CTaHZIap/e y OBOj 00JIacTH, KaKo y TIOCTyIamy OpraHa romema U Cyaa, Tako
Y 3aKOHOJIaBIa M aKTYEITHHX, alld ¥ MOTyhux Oyayhnx 3aKOHCKUX pellema y

% 3a ose crammapae mornegarn: Christine Goodwin v. United Kingdom [GC], no. 28957/95, § 74,

omrtyka ox 11. jyma. 2002.
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0BOj oOnacTu. YHpaBo Ha OBOj paBHHM MOKYIIAIM CMO Jia, MOpel MpHKas3a
AKTYCIHUX YHMIbEHHLA M KapakTepUCTHKa Mepa W CTaHaapia y HbHXOBO]
MpUMEHH, 1aMo 1 Moryhe anTepHaTHBe, y3 KpUTHKE TIocTojehux pemema.

Jakiie, HEONX0HO je u3nudepeHiuparu mepe npensuhene Koneenyujom
o BTK, npensunetu Hapeade o OCTBapUBamy XUTHE 3amuTuTe (Wi ooe30e-
hema) ompeheHnx padyHapckux mojaTaka M Hapeade o mpelaju THX IMoja-
Taka JUIIIMa Koja uX UMajy y ap>kaBuHU. OBa Mepa MOpa OUTH OTPaHHIEHOT
Tpajama ¢ 003UpOM Ha Temkohe Koje ce Be3yjy 3a HEHy NMPUMEHY, Ia ce
Moxe oapeautu kKpahu pox ox oHor mpeasuheHor y mporucuma EY (180
nmana). Kox Hac Taj pok moxe OuTH, Kako je Beh npeasuleno, Kousenyujom
— 90 nmana. OBa BpcTa Mepe MOpa MMaTH mocebaH craryc, ¢ 003UpOM Ha
JMYHE MOJATKE U MOAaTKe O KOMyHHMKalijaMa KOjH C€ OBHUM ITyTEM OTKpHU-
Bajy, a MOTyhe je TpeaBUAETH W Pa3IMYNTe HWBOE YCIIOBA y CIIydajeBHMa
,»TEIIKUX KPUBUYHUX JieNa” y OTHOCY Ha Jpyra Jielna.

Kaga cy y nuramy Hapende o mapuujaiHuM (GopMalHUM eJeMEHTHMA
KOMYHHKaluje, o]l HEIPOLEHHUBOTI je 3Ha4yaja TPETUPATH OBY MEpy Kao elne-
MEHT KOMYHHUKAaNWje W TPEABHACTH je Kao pammy Kojy Hapehyje cynm, y3
ucIymbeme (PopMaTHUX eleMeHara 3a mbeHy npuMeHy. OBO AUPEKTHO MPOU-
3na3u u3 npukazanux crangapaa ECJBIIL.

Takohe, morpebHO je mpenBuzeTH MOceOHE YCIOBE 3a NMPUMEHY Mepe
npeTpecama padyHapa H pauyyHapCKUX CHUCTEMa M MpeXa, U ca THM Be3aHe
MoryhHOCTH 3aIljIeHEe 1Mo/1aTaka ca BbUX U ca bhuMa noBe3anuM ypehajuma. C
003upoMm za je oBa mepa npeasuhena Kousenyujom, 3Ha4ajHO jy je IpenBu-
JIeTH Kao 1mocebaH oOnuk mpetpecama. lIpensuhernoct Kousenyujom Huje
jenunHu pasior, Beh ce Moxe MojaBUTH U HpoOJIeM Oy3MMara HEKOT Bax-
HUjer cepBepa y JApkaBH. Taja je MHOIO €KOHOMUYHHjE M LIEIHUCXOIHH]E
ypaauTH KJIOH Xap] Jucka ypehaja koju Ou Tpedano oay3eTH, HETO OIly3eTH
eo ypehaj. Y TakBuMm ciaydajeBuMa MOJANM CE HAJIA3e caMO Ha Xapj TUCKY
oBOT cepBepa a He y PAM MeMopuju WM MaTW4HO] TUIOYH M EBEHTYaJIHO
kaOnoBuma ypehaja. Moryhe je mpenBuneTn m Mepe Koje MPETroCTaBibajy
npeTpare y NoBe3aHNM CHCTEMHUMA.

VY Be3u ca MepoM TpecpeTama KOMyHHUKaI{ja y peasHOM BpeMeHy, WIN
TajHUM Haza3opoM (TepmuH u3 npemora Haupra 3KII), mopen mpukaszane
npobjeMaTHKe U cTaHzapAa Koje OM 3aKOHOJAaBall MOPao NpEeIBUACTH UHTE-
pecanTHO OW OMII0 OOYXBaTHUTH M MOTYNHOCT Aemu(poBama eHKOIUPAHUX
KOMYHHKaluja. ¥ OBOM cly4ajy, peMa IpaBUIUMa CTpyKe, Mopaiu Ou ce
ynorpebuTu ¥ ypehaju wim copTBEpCKH MakeTH CIOCOOHU Ja OTKpHUjy U
OTKJIOHE HaYMH ¥ MeTOA MH(pOoBamba KOMyHHKaLyja.
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Analysis of Legislative Norms Regarding
Communication Surveillance and of the Praxis
of European Court Of Human Rights

Abstract: Communication surveillance is a relatively new measure in the
Serbian legal system and with the development of new technologies applica-
ble to various types of communication, new problems are emerging very fast.
Of course this is not the case exclusively in Serbia, but much further. Similar
problems emerge in the EU, and Serbia as a signatory of the European
Convention on Human Rights, has to oblige with the case law of the Euro-
pean Court of Human Rights in Strassbourg (ECHR). Standards made in this
area in the laws of the EU countries are derived from the rules made by case
law of ECHR. Regardless of the depicted trends and occurences in this
sphere, Serbian legislation has not been lately following the lead of Euro-
pean legislators. Authors are analyzing facts and circumstances in connec-
tion to legal defining and proscribing of the measure of communication
surveillance, giving a parallel comparative legal analysis of ECHR and
Luxemburg Court of EU. The analysis also includes considerations reagr-
ding some articles from the draft Act on Criminal Procedure in Serbia per-
taining to communication surveillance. The purpose of the analysis is to
suggest certain regulations de lege ferenda in Serbia.

Key words: secret communication surveillance, European Court of
Human Rights, human rights, wiretaping, police.
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