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Fingerprint Minutiae Filtering Based on Multiscale
Directional Information

Brankica M. Popović and Ljiljana Ma šković

Abstract: Automatic identification of humans based on their fingerprints is still one
of the most reliable identification methods in criminal and forensic applications, and
is widely applied in civil applications as well. Most automatic systems available today
use distinctive fingerprint features called minutiae for fingerprint comparison. Con-
ventional feature extraction algorithm can produce a largenumber of spurious minu-
tiae if fingerprint pattern contains large regions of brokenridges (often called creases).
This can drastically reduce the recognition rate in automatic fingerprint identification
systems. We can say that for performance of those systems it is more important not
to extract spurious (false) minutia even though it means some genuine might be miss-
ing as well. In this paper multiscale directional information obtained from orientation
field image is used to filter those spurious minutiae, resulting in multiple decrease of
their number.

Keywords: biometrics, fingerprint image filtering, minutiae detection, orientation
field, post processing.

1 Introduction

Accurate automatic person identification is becoming very important to the opera-
tion of our increasingly electronically inter-connected information society. Biomet-
rics, as rapidly evolving technology which identifies people based on their physio-
logical or behavioral characteristics, is becoming dominant over traditional means
of authentication such as knowledge-based (password) and token-based (key) au-
thentication. As powerful tool of law enforcement agenciesand forensics, biomet-
rics is recently widely adopted in a very broad range of civilapplications. In another
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words, biometrics is becoming a necessary component of any ID management sys-
tem. Amongst available biometric characteristics such as face, retina, iris, voice,
hand ..., fingerprints are, due to their characteristics, one of the most researched,
used and mature method of authentication [1–3].

An automatic fingerprint identification system (AFIS), in general, consists of 4
fundamental stages [4]: data acquisition, feature extraction, matching module and
decision module.

A number of operations are applied in order to extract features later used in
matching process. The goal of feature extraction in patternrecognition system
(in general) is to extract information from the input data that is useful for deter-
mining its category. In the case of fingerprints a natural choice are features based
directly on the fingerprint ridges and ridge-valley structure, so most AFIS are based
on minutiae matching. However, the effectiveness of a feature extraction depends
greatly on the quality of the images. Even high quality images can yield false
minutiae, for example, when there are cuts and scars in fingerprint image. Conse-
quently, to solve this problem, fingerprint image enhancement is usually the first
step in most AFIS, and a minutia filtering (post processing) is necessary before
matching algorithm is applied.

This work considers the problem of filtering spurious minutiae in regions where
creases exists. The rest of this paper is organized as follows. In Section 2 we
briefly describe fingerprint structure. In Section 3 multiscale directional informa-
tion is presented, and minutiae extraction algorithm is described in Section 4. Some
results and conclusions are shown in Section 5 and Section 6 respectively.

2 Fingerprint Structure

A fingerprint represents the image of the surface of the skin of the fingertip. A
typical structure of a fingerprint consists of ridges (blacklines) separated by valleys.

The ridge pattern in a fingerprint can be described as an oriented texture pat-
tern with fixed dominant spatial frequency and orientation in a local neighborhood.
The frequency is dependent on inter-ridge spacing, and orientation on flow pattern
exhibited by the ridges. The global pattern of fingerprint isused to determine the
class [5]. Region of a fingerprint where the ridge pattern makes it visually promi-
nent are called singularities [6]. There are two types of fingerprint singularities:
core and delta, and they are very useful for determining fingerprints class.

A closer analysis of the fingerprint reveals some anomalies of the ridges, such
as ridge endings, bifurcations, crossovers, short ridges,etc. These local features
of fingerprints, called minutiae, can be used for manual or automatic fingerprint
identification. The most important ones are ridge ending andridge bifurcation.
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These basic features of fingerprints (singularities and minutiae) are shown in Fig. 1.

Fig. 1. Basic features of fingerprints: ridge ending (in square), ridge
bifurcation (in circle), core(X) and delta (in triangle).

There exist a variety of enhancement techniques for improving the clarity of
the ridge structure in the fingerprint image [7,8]. Since in local area, the ridges and
valleys have well-defined frequency and orientation, it is natural to use oriented fil-
ters. There was some research in directional filtering in spatial [2], and in frequency
domain [7–9].

Although noise content is reduced, enhancement process canalso introduce
false ridges, resulting in false or missing minutiae. A number of minutiae filtering
approaches have been presented, applied to binary [10–12] or gray-scale image
[13].

If there exists regions of broken ridges in input fingerprintimage, enhancement
thru directional filtering can be very helpful. If crease is narrow ridges can be
reconnected, but wide creases remain resulting in spuriousminutia detection. Since
for enhancement by directional filtering (both in spatial and frequency domain)
dominant ridge orientation must be used, and therefore previously obtained, in our
work we try to analyze if and how this information can be used in minutiae filtering
algorithms.

3 Multiscale Directional Information Estimation

Multiscale directional information estimation is based onorientation field estima-
tion and filtering at a different scale. No extra time is spent, since most image
enhancement algorithms (directional filtering) already use information about dom-
inant ridge orientation to perform.
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3.1 Computing orientation field

We need to know information about dominant ridge orientation in every pixel of
fingerprint image. There are a number of techniques for the estimation of ridge
orientation [2, 7, 14]. In this paper the local orientation in the pixel is computed in
block of sizew×w centered at given pixel, using the maximal uniformity criterion
[12] given by:

θd =
1
2

tan−1

w
∑

i=1

w
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2Gx(i, j)Gy(i, j)

w
∑

i=1

w
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y(i, j)]
, Gx Gy 6= 0 (1)

whereGx and Gy are the horizontal and vertical components of the gradient at
each pixel obtained by the use of Sobel gradient operator. Since the angle of gra-
dient is perpendicular to the ridge orientation, the resultobtained from (1) must
be corrected for 90◦. Finally, the obtained dominant orientations are quantized to
16 possible values in the range[0,π). The dimension of blocks we used in our
experiment wasw = 8.

The final result of the algorithm for orientation field estimation, when applied to
a fingerprint image in Fig. 2(a), is shown in Fig. 2(b). Notifythat for convenience
instead of presenting orientation in each pixel, we presented block-directional im-
age.

(a) (b)

Fig. 2. (a) Input fingerprint image, (b) orientation image.

3.2 Filtering the orientation field image

As some pixels may have locally uncorrelated values, we may have a noisy version
of the directional information. One of a commonly used approach is to split the im-
age into blocks of sizew×w, and to replace each pixel of a block with the orienta-
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tion exhibiting the highest frequency inside the block. However this yield to abrupt
direction changes from one block to another, and requires additional smoothing.

In order to obtain a finer directional information, we centered a block of size
w×w at a given pixel, and attributed to it the highest direction frequency inside the
block. We call that block as a smoothing windowΩ.

In the large regions of broken ridges (caused by scars and cuts), the detected
orientation is significantly different (often perpendicular) from the actual ridge
orientation. So the regions associated with the broken ridges are represented in
orientation image by an abrupt change of orientation. Filtering (smoothing) the
orientation image by a smoothing window of different (increasing) size defines a
multiscale representation of orientation image with some useful information.

We use this multiscale directional information to estimateregions of broken
ridges as follows:

• Define two imagesds anddl corresponding to the orientation image filtered
with small (Ωs) and large (Ωl ) smoothing window, wheres< l ;

• For given number of 16 discretized orientations, define the pixel (x,y) a
member of setX that represent broken ridge region as follows:

(x,y) ∈ X, if
5π
16

≤ |dl (x,y)−ds(x,y)| ≤
11π
16

(2)

4 Minutiae Extraction

For minutiae extraction method we use one presented in [15].It consists of several
steps:

• Segmentation;

• Enhancement;

• Binarization;

• Thinning (skeletonization) and

• Minutiae detection;

which are going to be briefly described.

4.1 Segmentation

Segmentation is basically dividing of image to regions withsimilar attributes. Back-
ground of fingerprint image is uniform with no useful information (all the important
details minutiae are to be found on ridges), and is useful to be excluded from fur-
ther processing.
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Since there is large variance of intensity in regions of ridges, opposite to uni-
form background, for segmentation we used variance calculation in block due to
formula

V(k) =
1
N ∑[Ik(i, j)−M(k)]2 (3)

whereV(k) is variance for blockk, Ik(i, j) intensity in the pixel(i, j) of block k,
M(k) is mean of intensity for blockk, andN is total number of pixels in block.

If the value of variance is greater from previously determined thresholdT,
block is considered to be in ridge region, else it is labeled as background and is
excluded from further processing.

4.2 Image enhancement

Enhancement may be viewed as a process of improving the clarity of the ridge
structure in the fingerprint image [7,8]. It is an optional step and should it be used
varies greatly from the quality of input image. Although noise content is reduced,
enhancement process can also introduce false ridges resulting in false or missing
minutiae.

The Gabor filters are recognized as a very useful tool in computer vision and
image processing applications. Gabor filters ere very useful both in frequency and
spatial domain, due to their frequency-selective and orientation-selective proper-
ties [16, 17]. Impulse responses of these filters, which are by the way band-pass
filters, are very similar to impulse response of receptive fields in the brains visual
cortex [18]. By simple adjustment of mutually independent parameters, Gabor fil-
ters can be configured for different shapes, orientations, different width of band
pass and different central frequencies. Properly tuned, Gabor filter can filter an
image, maintaining only regions of a given frequency and orientation, and this has
profound implications for research in fingerprint image analyze and enhancement
using this filter.

An even symmetric Gabor filter general form in the spatial domain is described
by formula [8]:

h(x,y,φ ,ω) = e
−0.5[( xcosφ

δx
)2+( ysinφ

δy
)2]

cos(ω(xcosφ +ysinφ)) (4)

whereφ is orientation of the Gabor filter,ω is frequency of sinusoidal wave along
x axes,δx andδy are space constants of the Gaussian envelope alongx andy axes,
respectively. Fig. 3. shows an example of Gabor filter and itsresponse in spatial
and frequency domain.

Parameters for optimal Gabor filterω , δx andδy, depend from average distance
among ridges of fingerprint image. For our database and imageof dimension 512×
512 pixels,ω = 2π60/512= 0.736,σx = σy = 4 is found to be optimal.
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Fig. 3. (a) The Gabor filter and its response in spatial and (b)frequency domain .

We applied method of enhancement by filtering input fingerprint image with
bank of oriented Gabor filters (with 16 different orientations φ = iπ/16) in fre-
quency domain [8].

First information about dominant ridge direction (orientation) has to be ob-
tained as was previously described in Section 3.1. Filtering is performed in fre-
quency domain resulting in set of 16 filtered images, where each of them empha-
sizes one ridge orientation (namelyφ = iπ/16). Those filtered image are combined
in order to get enhanced image. In enhancement process, pixels in one block of en-
hanced image take the value of pixels on the same position from the filtered image
which emphasizes determined orientation for corresponding block.

4.3 Image binarization

For binarization process we applyLoG operator:

hLoG(x,y) =
1

4πσ2

(

1−
x2 +y2

2σ2

)

e−
x2+y2

2σ2 (5)

We set threshold value to 127, and all pixels with value greater than threshold are
set to value 1, the rest are set to 0.

4.4 Thinning process

Thinning (skeletonization) of binary image is performed inorder to simplify ex-
traction of minutiae, since ridges obtained in previous step are a few pixels wide.
We use line thinning by line following method [19]. As in caseof ridge bifurcations
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it is possible that ridge remains wider from 1 pixel, as addition we apply classical
OPTA or parallel thinning algorithms [20].

4.5 Minutiae detection

It is a trivial task to determine minutiae from thinned image, simply by analyzing
3× 3 neighborhood of pixel. Let(x,y) denote a pixel in a thinned ridge, andN0,
N1, N7 denote its eight neighbors. Then

• if
7
∑

i=0
Ni = 1, pixel (x,y) is minutiae type ridge ending;

• if
7
∑

i=0
Ni = 3, pixel (x,y) is minutiae type bifurcation;

• if
7
∑

i=0
Ni = 0, pixel (x,y) is isolated and should be erased;

• if
7
∑

i=0
Ni = 2, pixel (x,y) is on the ridge;

Simple minutiae post processing is performed in way that pairs of minutiae in a
short distance (less than 8 pixels) are considered false andtherefore removed from
minutiae list.

5 Results

Although enhancement by orientation field can make some ridge breaks caused by
narrow creases to connect, some broad creases remains. It should be noted that
automatic systems usually determine greater number of minutiae than the expert,
because of poor quality of image and noise in fingerprints. Because of that some
minutiae filtering (post processing) must be performed in order to remove short
lines, connect endings and remove bifurcations at short distance.

We use multiscale directional information obtained in 3.2 to filter spurious
minutiae in following manner:

• We assume that every extracted minutiae with coordinates(x,y) belonging to
setX (calculated in (2)) is false;

• Since position of extracted minutiae can vary in a small range from the real
one, we split the multiscale directional image to windows ofsize 8×8. Then
for every pixel from setX belonging to a certain block, all pixels from the
block are set to belong to setX. In that way all extracted minutiae with
position inside those blocks are considered false.
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For our experiment we have set of 12 fingerprint images, where11 are original
512×512×8 bits containing some broken ridges, and 1 is modified in sucha way
that we added some white bars to create creases.

Fig. 4(a). illustrates the result obtained whenΩs of size 15×15 andΩl of size
39×39 on fingerprint in Fig. 2(a) are used. Result of minutiae extraction algorithm
is shown on Fig. 4(b).

(a) (b)
Fig. 4. For input fingerprint image 2(a): (a) Extracted regions of possible
broken ridges; (b) Result of minutiae extraction algorithm.

Fingerprint we modified in order to test our algorithm is shown in Fig. 5(a).
Extracted regions of possible broken ridges and result of minutiae extraction algo-
rithm are shown in Fig. 5(b) and 5(c) respectively.

(a) (b) (c)

Fig. 5. (a) Input modified fingerprint image; (b) Extracted regions of possible broken ridges; (c)
Result of minutiae extraction algorithm.

In order to analyze effectiveness of presented minutiae filtering method, we
compared number of false minutiae extracted from fingerprint image before and
after applying described filtering method. As basic fingerprint minutiae extraction
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method we used the one presented in [15] (briefly described inSection 4). Results
for two presented fingerprint images are shown in Table 1.M represents number
of minutiae determined by the expert;N is the number of automatically extracted
minutiae;P is the number of matched minutiae;I is number of missing minutiae
andL is the number of false minutiae.

Table 1. Comparison of number of minutiae before and after applying proposed
minutiae filtering method.

N P I L M

Fig. Fig. Fig. Fig. Fig. Fig. Fig. Fig. Fig. Fig.
2(a) 5(a) 2(a) 5(a) 2(a) 5(a) 2(a) 5(a) 2(a) 5(a)

Method [15] 82 93 23 23 8 7 59 70
After proposed 56 55 19 20 12 10 37 35 31 30
filtering method

We can see that there is a significant decrease of number of false minutiae (for
the whole set of tested images it varies from 30% to 55%), but we lost some genuine
as well (varies from 10% to 20%), mostly around singular points. Similar results
were obtained for other tested images, as we expected.

Although presented minutiae filtering method is working well, still an improve-
ment to minutiae extraction algorithm must be achieved. Forinstance, there are 56
automatically extracted minutiae compared to 31 detected from the expert for fin-
gerprint presented in Fig.2(a); 19 of them are correctly matched (23 before minutiae
filtering); 12 are missing (8 before minutiae filtering); and37 are false minutiae (59
before minutiae filtering). Relatively high number of falseminutiae is mostly result
of binarization and thinning algorithms applied in minutiae extraction algorithm,
and should be the subject of further improvement.

6 Conclusion

Performance of automatic fingerprint identification systems greatly depend on ac-
curate minutiae detection. Spurious minutiae must be filtered to maximal extent
possible. One way to do it is to use some enhancement technique. Although en-
hancement by directional filtering can reconnect some ridgebreaks caused by nar-
row creases, some broad creases remains. In this paper, we presented a new method
for fingerprint minutiae filtering based on multiscale directional information. This
information is used to detect and eliminate spurious minutiae in fingerprint regions
of broken ridges.

Although preliminary results on small database are presented, some benefit in
using presented method can be noticed. It will be a subject offurther improving,
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and testing on a larger fingerprint database. Our future workwill be focused on
effort not to filter true minutiae (especially around singular points). Also we will try
to improve minutiae detection algorithm in order to extractmore genuine minutiae
from the input fingerprint image.
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[17] J. G. Daugman, “Two-dimensional spectral analysis of cortical receptive field pro-
files,” Vision Research, vol. 20, pp. 847–856, 1980.

[18] ——, “Uncertainty relation for resolution in space, spatial frequency, and orientation
optimized by two-dimensional visual cortical filters,”J. Optical Soc. Amer., vol. 2,
no. 7, pp. 1160–1169, 1985.

[19] O. Baruch, “Line thinning by line following,”Pattern Recognition Letters, vol. 8, pp.
271–276, 1988.

[20] T. Y. Zhang and C. Y. Suen, “A fast parallel algorithm forthinning digital patterns,”
Communications of the ACM, vol. 27, no. 3, pp. 235–239, 1984.


