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Abstract. Social networks have been commonly used, people use social
networks with various purposes, such as, enjoying time, making busi-
ness, and contacting their friends. All these activities are mainly based
on sharing data. In social networks, making decision on data sharing
process has become one of the main challenge because it involves peo-
ple who have different opinions on the same problem. Diversified opin-
ions cause uncertainties in decision making process. Fuzzy logic is used
to overcome uncertainties’ situations. In this work, we provide a fuzzy
logic based decision making framework for SNs. The proposed fuzzy logic
based framework uses data sensitivity value and trust value (confidence
value) to make the group decision. Users express their opinions on data
security features to obtain aggregated decision. Facebook data sharing
process is chosen as a case study.

Keywords: aggregated group decision making - social network - fuzzy
systems.

1 Introduction

Social networks (SNs) enable users to communicate with each other via data
sharing[1]. The common issue for SNs is to make decision on data which is
related to more than one user [2—4], the reason is to reach aggregated decision
on the data sharing process.

To obtain aggregated decision, group decision making (GDM) is proposed.
GDM is a process that involves a group of people who state their opinions on
different options in order to chose the best option [5-7]. In the traditional group
decision making, decisions are made by administrators or experts even if the
case related to different people. This case is still seen in many organisations
where important decisions are made by restricted board of people. Urena et al.
[9] compares the traditional group decision making ,in which the experts have
just right to express their opinions on alternative situations, with social network.
Based on their comparison, SNs bring the global group decision making which
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means all people can give their opinions on a case which is related to them.
Even though group decision making is possible in SNs, it is still a problem in
many SNs especially in online social network (OSN) while data is shared. People
either use the traditional decision making process even if the data is owned by
different users. These confusions are because of the data is owned more than
one user (data is called co-owned data), and having different decision criteria to
share the data in OSNs. They also cause vagueness on decision making process.
To overcome uncertainty situations fuzzy logic was introduced by Zadeh [8], the
fuzzy logic resolves the uncertainties particularly in decision making process.

We introduce an aggregated group decision making system for SNs data
sharing process, and introduce a fuzzy logic approach to deal with uncertainty
situations while the decision is made. T'wo factors are important when the sharing
decision is made on data. The first factor is the data sensitivity value and second
one is the trust in the group of people who will have access the shared data. The
proposed system provides alternatives to co-owners on the data security features
which have effects on the data sensitivity value. Based on co-owners’ choices the
proposed fuzzy logic based system makes the final decision.

The rest of the paper is organised as follows. Section 2 gives similar research
papers. Section 3 presents the proposed work’s framework and its mathematical
expressions. We introduce our fuzzy system in Section 4 with the experimental
results. We finalise the work in Section 5.

2 Related Work

Group decision making is an important and challenging process, because it in-
cludes decision makers’ doubts, problems, and uncertainties [10]. Therefore, find-
ing appropriate ways to help decision makers is one of the key and critical point.
The consensus-reaching process, which is an approach to get aggregated deci-
sion on final decision in group decision making problems, has been provided by
researcher to help decision makers in social networks [5,11,12]. Wu and Chi-
clana [11] propose a trust based consensus approach to tackle group decision
making problem. In work [12] consistency is used as an approach to control
consensus-reaching process. Liang et al. [10] introduces an approach in which
social connections of decision makers effect to get final aggregated decision in
social networks. This work supports Liang et al. [10] on the point that shows
users’ relations have effects to make decision in SNs. Beside the users’ relations,
we also introduce the data sensitivity value has effect on decision making in SNs.

Fuzzy logic is an approach to tackle within ability of binary logic which is
underlying on modern computer. Fuzzy logic is used to describe fuzziness, there-
fore, it can easily be applied to decision making. Fuzzy logic approach has been
commonly used to tackle decision making problems with different alternatives in
different areas such as education [13], health [14], Internet of Things [15], social
networks [5,9,16,17]. Due to fuzzy logic the effectiveness in decision making,
it has also been applied to solve group decision making issues. Thirumalai and
Senthilkumar [18] propose a fuzzy model to resolve the group decision making
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problems in business area, the proposed approach uses membership and non-
membership attributes to make the group decision. Similarly, Kahraman et al.
[19] used the fuzzy logic to overcome group decision problems in facility location
selection. This paper uses the fuzzy logic approach to remove uncertainties in
group decision making process for SNs.

3 Background

This section introduces the models and the framework of this work.

3.1 CIAPP Security Model

To ensure the protection of data security; Confidentiality, Integrity, and Avail-
ability (CTA) model was developed, which is the model to guide policies to
ensure the information security [20]. In CIA model, confidentiality is a bound-
ary to limit access to information, integrity is a guarantee of limited access to
the information, and availability is assured that the information is only accessed
by authorised people [20,21]. The information security is also needed in SNs in
order to protect users’ sensitive data [22]. The data sensitivity is a measurement
that is calculated with the number of authorised people, however, Akkuzu et al.
proposed a model in which Privacy and Possession features are added to extend
CIA model [23]. The proposed model is CIAPP model in which Privacy and Pos-
session are added to CIA model. Hence Privacy and Possession features are used
to control information and network security. In SNs, users are asked directly to
set the data sensitivity value [24] to define the level of data privacy. However,
users may not be enough knowledgeable to set the data sensitivity value. It might
be easier to ask their choices on the data security features, with their choices on
the data security features the data sensitivity value can be calculated. To do so,
we provide a model the CIAPP data security features are used to calculate the
data sensitivity value. Table 1 indicates the related features to data sensitivity
in OSNs. Table 1’s features are deduced from [21], the information security sub-
jects are divided into five circles based on the goals and disciplines. Deduced five
features are combined to measure the data sensitivity in OSNs.

Table 1. Related Information Security Features to SNs

Subject of Protection Discipline
Confidentiality,Integrity, Availability, Privacy Information
Possession Information and Network

3.2 Framework

Figure 1 introduces simply the structure of the framework for group decision.
First, the data is uploaded by owner (the person who starts sharing process),
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he decides the targeted group for the data, and lastly the owner notifies the
co-owners to get their opinions on the data sharing process. Then, the process
which is given in Figure 1 starts, co-owners are notified with the data and the
targeted group which the data will be available for them. Once co-owners know
which data is intended to be shared with whom, they select individually data
security features (CIAPP) [21] that are seen as a threat for their privacy if the
data is shared.

Owner l - I
targeted group for

data

Decision makers

X X

Co-owner 1 Co-owner 2

X

Co-owner n

Data Security

Calculation Fuzzy Group

Decision Making
System

Y

| Group Decision |
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Choices
(Individual choices
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Relation Value
Calculation

social tie analysis
with targeted group

Fig. 1. The framework for group decision making with fuzzy system

3.3 Collective Measures for Decision Making

Collective measures are the models that are the main requirements for making
decision, this is because they are used input values for fuzzy system.

5= Tl e () "

Sq represents the data sensitivity, it ranges between [0,1]. The numerator
gives the summation of the data Confidentiality, Integrity,Availability, Privacy,
and Possession (CIAPP) [21] probabilities, in which P; indicates the probability
of CIAPP concerns that is chosen by co-owners and w; is the weight of the
properties. The denominator f indicates the total number of the features. Model
1 clearly indicates that the more worried users on the data sharing the higher
sensitivity value. Also, more worrying data security features cause the higher
data sensitivity value.
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We model confidence value with the owner trust relation in the targeted
group, co-owner trust relation in the targeted group, and the sensitivity value.
We first show the calculation of trust relation;

Zj;l )

Sq

RO : f(’/‘ol,’l"o2, ..... 77“051‘) = (2)
R, represents the owner’s trust in each member of the targeted group and s;
represents the size of the targeted group. f(ro1, 702,703, -, Tosi) Tepresents the
relation value between the data owner and each member in the targeted group.

25t (re)
Rci : f(rclch% ----- aTCS’i) = jsi (3)
K3
R.; represents the co-owner’s trust in each member of targeted group and s;
represents the size of the targeted group. From equation 2 and 3, we finalise the

trust relation with the following formula;

R:HRH*HRM (4)
I=1 k=1

R is the trust in the targeted group with the owner’s trust in the group i
R,;, also with the each co-owner’s trust in group i R.;. Ry, Rc; and R range
€ [0,1].

With the equation 1,2 and 3 we can now calculate the Confidence value
(Cy € [0,1]) in targeted group as follows;

Cf=1—Sd>k(l—R) (5)

3.4 Proposed System’s Social Network Analysis for GDM

A social network is a platform in which users communicate with each other
via data. It is represented with a graph G(V,E), with nodes V representing
users V=V1,Va,....,V, and E=FE1, FEs,...., E, are edges indicating the relations
between users [25]. Social networks are classified into two classes, namely di-
rected social network and undirected social network [26]. While the direction of
edges is important in directed social network, the edges do not have direction
in undirected network. This work includes an undirected social network dataset.
We use the Stanford University Facebook large network dataset [27], which has
4039 nodes, 88234 undirected edges, and average clustering coefficient 0.6. The
representation of dataset’s nodes and edges is shown in Figure 2.

In the dataset, nodes represent the users and edges represent the relation
between nodes. Let us assume that User 0 wants to share the data (data;q = dy)
with his friends (346 people, in this case the network depth is 1), the data is
related to User 1 and User 2. User 0 notifies the User 1 and User 2 by giving
them the data id and the targeted group.

User 1 and User 2 now need to choose which data security features are wor-
rying them if the d; is shared with User 0’ friends. Their choices are used to get
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Fig. 2. The SNAP Facebook dataset network representation

the data sensitivity value (see Equation 1) which is one of the input variable for
our fuzzy system to make group decision. Table 2 represents users’ choices on
CIAPP features of d;.

Table 2. User 1 and User 2 Relation Values

User id|Confidentiality|Integrity|Availability|Privacy |Possession
Userl |v~ X X X v’
User2 |v~ N v’ v’ v’

With CTAPP security features selections (the weights of features are set 1)
on Table 2 and Equation 1, the d;y’s sensitivity value becomes 0, 7.

The relation values calculation is computed with 3. Table 3 indicates the
relation values for each user.

Table 3. User’s choices on CIAPP features for di

User id|Relation value with targeted group
Userl |0,04
User2 |0,02

S; is 347 since User 0 has 347 friends , therefore, the targeted group size is
equal to the number of User 0’s friends. User 1 has connection with 16 people
from User 0’ friends. Similarly, User 2 has connections with 9 people from User
0’ friend group. Table 4 represents the numbers of known people for each user.
The dataset’s (Facebook dataset) relations between nodes and targeted group
representations are given in Figures 3, 4 and 5.
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Table 4. User’s choices on CIAPP features for d;

User id U;|The number of known people by U;
User0 346

Userl 16

User2 9

Fig. 5. Exist relations User2’s in targeted group
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User 0’s relation with the targeted group is equal to 1. We now can use
Equation 4 to find the relation value that is used to find out the confidence
value (Equation 5). The relation value becomes R = 1% 0,06 = 0,06. The last
calculation is confidence value, which is the second input variable for our fuzzy
system. It is computed with the data sensitivity value and the relation value (see
Equation 5). This confidence value is calculated as C'f =1 — S4(1 — R) = 0, 65.
The input values for the fuzzy system to make decision are 0,7 and 0,65. The
decision out of these two input values are given in Section 4.1 (see Figure 7).

4 Our Fuzzy-Based Group Decision Making Model

We start with defining the key components for determining the data sensitivity
value and the trust (we use confidence in this paper) in targeted group. For our
problem, there are five data security features that have effects to calculate the
data sensitivity value. We use five data security features from Cherdanseva et
al.” s work [21], these are namely, confidentiality,integrity, availability, privacy,
and possession (CIAPP) (see Equation 1). For example, a user can be worried
about his data’s confidentiality if the data is viewed by people who may cause a
threat for him. The second key component is confidence value in targeted group,
we calculate the confidence value by using relations between user and targeted
group (see Equation 5).

As we mentioned earlier, our fuzzy system has two inputs and one output,
data sensitivity and confidence in targeted group are inputs and decision is out-
put variables. In the fuzzy set, there is no predefined boundary between objects,
therefore, each element of the set is associated with a value which indicates to
what degree the element is a member of the set. Fuzzy decision is based on the
fuzzy logic in which the decision values range [0,1] rather than binary values (0
or 1). Table 5 lists the input and output variables and their ranges.

Table 5. Membership Database

Linguistic Variables| Type |Membership Functions|Membership Values
(Linguistic) (Python Values)
Sensitivity Value & | Inputs Low Range [0,.2,.3,.4]
Confidence Value
Sensitivity Value & | Inputs Medium Range [.4,.5,.6,.7]
Confidence Value
Sensitivity Value & | Inputs High Range [.6,.8,.9,1]
Confidence Value
Decision Output No Ranges|0, 0, .2,.4]
Decision Output Maybe Ranges[.2,.4,.5,.7]
Decision Output Yes Ranges|.6,.8,1,1]

The next step is to define the fuzzy sets and their membership function val-
ues, the membership function returns the degree of membership for a given value
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within a fuzzy set. Fuzzy sets can have different shapes such as trapezoidal, trian-
gular, gaussian, and rectangle. We choose the trapezoidal, we use the clustering
method to define the membership functions’ ranges (Fuzzy c-means clustering
technique is used). Figure 6 represents the input and output variables’ member-
ship function values.

\  high

medium

5 - high
03 04 0.6 08

Sensitivity Membership Values

1 low

medium

high 03 04 0.6 03

Decision (Output) Membership Values

03 04 06 038

Confidence Membership Values

Fig. 6. Fuzzy Input-Output Membership Functions

We can now the define the our system’s fuzzy rules, we use the expert knowl-
edge to define the fuzzy rules. In our system, there are two input variables and
each input variable have three different membership value, therefore we have
maximum nine rules (3*3). Table 6 indicates the rules.

4.1 Using the Proposed Fuzzy System to Make Group Decision

The fuzzy system, which is represented in Section 4, has fuzzification, rule eval-
uation, aggregation of the rules, output, and defuzzification steps.

e Fuzzification:Obtains membership values from crisp values.
Rule evaluation: Obtains the consequence of each rule, then combines output
of each rule into a single fuzzy set with fuzzy aggregation operator.

e Aggregation: is the process to unify the outputs of all rules.
Defuzzification: Converts fuzzy quantities into crisp numbers as the output.
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Table 6. Fuzzy System Decision Making Rules

Rule number Rules
If 1 is low AND z2 is low then decision=maybe
If 1 is low AND z2 is medium then decision=maybe
If 21 is low AND z2 is full then decision=yes
If 21 is medium AND z2 is low then decision=maybe
If 21 is medium AND z3 is medium then decision=maybe
If 21 is medium AND x5 is full then decision=yes
If 21 is high AND x4 is low then decision=no
If z; is high AND z2 is medium then decision=maybe
If 1 is high AND =z is full then decision=yes

—_

© 00 3O Ui WD

We give a sample output of our fuzzy system in Figure 7. Given decision out-
put value is obtained with the sensitivity variable value =0.7 and the confidence
variable value=0.65. The output value is Maybe with its degree= 0.45.

=
@

Membership
=
@

=
=
-

02 \ / —

0.0

decision

Fig. 7. Decision Value

5 Conclusion

Making decision on a co-owned data in SNs has been a problem, SNs’ users (data
owners) either ignore other users’ (co-owners, also known decision makers) opin-
ions on co-owned data or have difficulties to decide which co-owners’ decisions
are more important than others. Therefore, it is necessary to develop a system
which can give co-owners’ aggregated opinions on co-owned data to help data
owners to make decision. To do so, in this contribution we develop a framework
in which co-owners’ express their opinions on co-owned data security features,
co-owners’ relations with the targeted group are calculated. We represent the ag-
gregation of the co-owners’ choices on CIAPP features. With co-owners’ choices
and their relation values, the developed fuzzy system gives the final decision.
In the future work, we aim to extend the work with adding the trust values
between users to show whose decision is more important than the others on



A Fuzzy Modeling Approach for Group Decision Making in Social Networks 11

decision making process. Then, see the effects of trust values on final group
decision. And, also use the consensus reaching techniques to extend the work.
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