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Abstract—This paper investigates the physical-layer security of
an amplify-and-forward wireless cooperative network where N
source nodes communicate with their corresponding destination
nodes under the help of an untrusted relay. In each slot
only one user-pair is scheduled to transmit the information,
and the destination aided cooperative jamming is adopted to
protect information from being intercepted by the untrusted
relay. Three user-pair selection schemes have been proposed for
the considered system, namely opportunistic user-pair selection
(OUS) scheme, greedy user-pair selection (GUS) scheme and
genie-aided user-pair selection (GAUS) scheme. Both the secrecy
outage probability and average secrecy rate have been studied
to evaluate the performance of the OUS and GUS schemes, and
the asymptotic analysis has also been obtained. It reveals that,
the proposed schemes can improve the secrecy performance for
the cooperative multiuser networks as the number of user-pairs
increases. We also prove that the achievable diversity order of
both OUS scheme and GUS scheme is % Finally, numerical and
simulation results are presented to validate the accuracy of the
developed analytical results.

Index Terms—Physical layer security, untrusted relay network-
s, cooperative jamming, user-pair selection, multiuser diversity,
secrecy outage probability, average secrecy rate.

I. INTRODUCTION

WING to the broadcast nature of wireless medium, it

is a challenging work to ensure the secure transmis-
sion in wireless communications, especially for the multiuser
systems [1]-[3]. Physical layer security (PLS) is becoming
increasingly recognized as a promising technique to safeguard
data transmissions by exploiting the randomness of wireless
channels [4]-[6]. Therefore, by taking the advantage of the
multiuser diversity, user selection and transmission scheduling
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for secure communications have been widely investigated
in [7]-[9]. Recently, cooperative relay has been adopted in
multiuser networks not only for the enhancement of reliability
and connectivity but also an effective physical layer method
to improve the security [10]-[14].

From the perspective of PLS, a friendly relay may protect
the confidential message from leaking. However, in public
or financial networks, the relay may not always be trusted
since the different security clearances of each node and
the different levels of access to the information [15], [16].
Therefore, it is necessary to avoid the potential overhearing of
the information signal, while utilizing the untrusted relay to
improve the reliability of wireless communications. In [17],
the achievable secrecy rate for the untrusted relay channel
with confidential information is first investigated. The secure
communication for a single untrusted multiple-input-multiple-
output (MIMO) relay network is considered in [18], where
the joint source/relay beamforming scheme has been designed
to maximize secrecy rate. In [19], the achievable secrecy rate
is presented for the three-node cooperative networks with the
consideration of the existing of the source-destination link,
and the performance of secrecy outage probability (SOP) is
studied in [20]. A novel modulo-and-forward scheme has been
proposed in [21] to achieve a full generalized secure diversity
gain. In [22], the physical-layer network coding scheme has
been proposed in the two-way relay scenario to enhance
throughput and guarantee data confidentiality.

As an effective approach among the PLS techniques, co-
operative jamming can degrade the channel quality of the
eavesdroppers for ensuring security [23], which has attract-
ed many interests in many wireless applications as well as
untrusted relay networks [18-26]. In [24], the source based
jamming scheme has been proposed to achieve a positive
secrecy rate, however, this scheme relies on the random seeds
sharing between source and destination. A friendly node can
act as a jammer to improve the security by utilizing a proper
jamming power [25], [26]. Destination itself can also con-
tribute to deteriorating the received signal at the relay, and the
intentional jamming can be subtracted from the received signal
at destination by applying the self-interference cancellation
[27]. Destination-based jamming (DBJ) promises a positive
secrecy rate without the help of external nodes, which has been
paid a lot of attention in untrusted relay networks [20-26]. DBJ
has been first proposed in [28], in which the upper bound of
secrecy rate is obtained. In [29], the optimal power allocation
between source and destination has been investigated. In [30],
DBJ and precoding schemes have been jointly considered
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in MIMO untrusted relay networks. The authors in [31]
analyze ergodic secrecy rate (ESR) for cooperative multicast
networks, in which the energy harvesting destination nodes are
considered. For multi-relay scenario, the lower bound of the
ergodic secrecy capacity for a single source-destination pair
is derived in [32]. It reveals that increasing the number of
untrusted relays cannot improve but decrease the achievable
secrecy rate. In [33], the secrecy order for both distributed
beamforming and opportunistic relaying is obtained. It shows
that, as the number of relay increases, the diversity order for
the two schemes is limited to one.

In this paper, we consider the secure communication for an
untrusted relay network with multiple source-destination pairs.
Although a lot of research has been done in multiple source-
destination pairs scenario [34], [35], there is a little work
investigating for the PLS. In [36], the authors propose an user-
pair selection scheme to achieve a better security-reliability
tradeoff. For the cooperative communications, In [14], the
authors consider a multiuser scenario consisting of one user
pair with security requirement and several unclassified user
pairs, in which the transmit power of multiple sources and
the relay beamformer are jointly designed to maximize the
achievable secrecy rate. In [37], the authors consider a relay-
aided multiple-source multiple-destination network with the
presence of multiple eavesdroppers, and propose two algo-
rithms to maximize the sum secrecy rate. The existing work on
cooperative networks with multiple source-destination nodes
mainly considers that the relay is trusted, so it can be used
to improve the security. However, if the relay is untrusted,
especially when the direct link between source and destination
does not exist due to the blockage or high attenuation, things
will become difficult. To be more specific, we cannot use the
direct links to improve the secrecy performance as in [20].
Further, it is well known that for an AF protocol, the signal-to-
noise ratio (SNR) of the source-relay-destination link is always
lower than that of the source-relay link. How to enjoy the
connectivity of the cooperation as well as keeping confidential
information from being intercepted by the untrusted relay is
deserved to be further studied. Therefore, we introduce DBJ
to promise the secure communication. On the other hand, as a
low overhead and power saving method, we also introduce the
user-pair selection in our work to further improve the security
of the considered system. It should be pointed out that, the
problem of the best user-pair selection can be regarded as the
best relay selection for the single source-destination scenario
with multiple relays under the assumption that the relay nodes
are trustworthy [35]. When the relay is untrusted, although
some solid work [32], [33] reveals that relay selection cannot
improve the security, things will become different for the user-
pair selection. Hence, we focus our attention on the following
two aspects in this paper: 1) The secrecy performance of the
considered networks; 2) Whether the secrecy performance can
be improved through the multiuser diversity? Our contribution
can be summarized as follows:

e We introduce the cooperative jamming technique into
an untrusted relay network with N source-destination
pairs, and propose three user-pair selection schemes

(i.e., 1. opportunistic user-pair selection (OUS); 2.
greedy user-pair selection (GUS); 3. genie-aided
user-pair selection (GAUS) ) to improve the secrecy
performance for the considered system.

e To evaluate the performance of the proposed the OUS
scheme and the GUS scheme, both the SOP and
the average secrecy rate (ASR) have been derived
in closed-form expressions.

e Asymptotic analysis is presented, which shows that
the achievable diversity order for both OUS and GUS
is % Increasing the number of N will increase the
secrecy performance owing to the multiuser diversity,
however, the diversity order for the single user-pair
with IV untrusted relay scenario is limited to one.

e Some simulation results are made to help us analyze
the effectiveness of the proposed schemes and the
accuracy of the analytical results. Compared with the
round-robin user-pair selection scheme, the proposed
schemes can achieve a better performance on SOP
and ASR due to taking the advantage of multiuser
diversity.

The rest of this paper is organized as follows. The system
model is described in Section II. The user-pair selection
schemes are described in Section III. In Section IV, the
performance analysis for the OUS scheme is studied. The
analysis of the GUS is given in Section V. Simulation results
for the two schemes are presented in Section VI. Finally,
Section VII concludes this paper.

Notation: Throughout this paper, X ~ CN(a,b) denotes
that X is a complex Gaussian random variable with mean «a
and variance b. [x]T £ max{0,z}, Pr(-) denotes probability.
Ix(-), Fx(-), Fxy(:) denote the probability density func-
tion (PDF), the cumulative distribution function (CDF) and
conditional CDF of a random variable X, respectively. F[X]
denotes the expectation of a random variable X.

II. SYSTEM MODEL

We consider a cooperative network with N legitimate
source-destination pairs and one untrusted relay', and all of
them share the same wireless medium. Time is slotted and
each time slot is divided into two phases, only one user-pair
with the best secrecy performance is scheduled in a single time
slot. Slow fading channels are considered, where the channel
coefficient of each wireless link remains static within each
slot but varied from one slot to another. It is assumed that
the channels are reciprocal. The channel coefficient between
source ¢ and relay is denoted by h; ~ CAN(0,01) and
gi ~ CN(0,02) is the channel coefficient between relay and
destination 7. All the nodes are equipped with a single antenna
and all of them are working in a half-duplex mode. We assume
that the direct links between sources and destinations are non-
existent, due to the long distance or high attenuation of the
signals [13], [32]. The noise at relay and destinations has
been modeled as independent additive white Gaussian noise
(AWGN) with zero mean and unit variance.

'We assume that the relay is trusted at the service level and untrusted at
the data level.
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Fig. 1. Two-phase multiple user-pairs cooperative network with an untrusted
relay.

For the acquisition of CSI, like the method in [32], source @
first broadcasts the request-to-send (RTS) signal to the relays.
After receiving the RTS, the relay performs channel estimation
to obtain h;. After that, clear-to-send (CTS) is transmitted from
the relay to all sources and all destinations. A pilot signal
and the value of h; are included in the CTS packet. Finally,
each destination can obtain the channel state information (CSI)
between relay and itself, and CSI of all source-relay links.
Besides, a two-step training scheme can also be adopted for
the CSI acquirement as in [38, Section II-D].

During the first phase, we assume that the user-pair U;
is scheduled to transmit information, ¢ € {1,...,N}. The
source broadcasts information signal z; to the relay, while
the destination sends jamming signal d; (i.e., artificial noise)
to prevent the confidential information from leaking with the
same transmission power P. The received signal at the relay
is given by

yr = hiVPx; + gV Pd; +np, )]

where np is the AWGN at the relay. The signal-to-
interference-and-noise-ratio (SINR) at the relay is given by
Plhi|?
= = 2
VR, Plgl® +1 )
In the second phase, the relay forwards the received signal
to the destination with the amplifying coefficient ¢; which
is given by ; = /P/(P|hi|?> + P|g;|?> + 1). The received
signal at destination 7 can be expressed as

Yi = GipiYyr + 1y

3
= VPp;higiz; + VPpigigid; + piging + ni, )

where n; is the AWGN at the destination. The jamming
signal d; is transmitted by destination ¢, meanwhile, both h;
and g; are known at the destination. Thus, destination ¢ can
subtract the term \/Pgoi g:9:d; from its received signal. After
the interference cancelation, the received SNR at destination
1 is given by

o P2|hi|2‘gi|2
T Pl + 2P|g P+ 1

“4)

III. USER-PAIR SELECTION

In this section, we propose two user-pair selection schemes
which are described as follows.

A. Opportunistic User-pair Selection

In the OUS scheme, the best user-pair which maximizes the
instantaneous secrecy rate will be selected in each slot. The
achievable secrecy rate can be expressed as

max

oUs _ 1 P21h|?|g:)?
i B Le{l LN} 2 (10g2 (1 T PP +2Plg: 1

+
P|h;|?

Here, since the other destinations are trusted, the potential
overhearing of the destination nodes is not considered in our
work. We only focus on the secure communication at the
untrusted relay node, and utilize the proper selection scheme
to enhance the security for the user-pair system.

On the basis of (5), the SOP can be given by

P?|hi|?]gs|?

14+ 57552
Pl|h;|2+2P|g;|?+1
Poou[tJS = Pr max | 1‘;—} |2!]1‘ + <w , (6)
ie{l, N}y 14 Dbl
Plgi|>+1

where ¢ = 22fn and Ry, is the target secrecy rate. In the
high SNR regime, it holds that

P21h;|?g;1?
Plhi|24+2P|g;|?
P\hi\g < w
Ploil® 7
Otriﬂiz

e OX ) Tk 2B (it < w) )

pous

ot Pr max

ie{l,...,N} 14

Q

= Pr

where a; = P|h;|? and B; = P|g;|*.

B. Greedy User-pair Selection

The GUS scheme is to select the best source node j* and
the best destination node ¢* to maximize the instantaneous
secrecy rate:

By +
T26, 11
RGUS — max max__ 3 logy [ — =
je{1,....N}ie{l,...,.N} Ite47
®)

The GUS scheme for a single transmission slot can be easily
implemented as follows:

e The destination user which has the maximum chan-
nel gain between destination and relay will be

*

scheduled to receive its information?, i.e., i* =
2
ar max <.
g mmax |9l
e With the settled destination 7*, the source which

can achieve the maximum secrecy rate will be

*

selected to transmit the information, i.e., j* =

2The destination node selection can be decoupled from the source node
selection due to the following observations. For any source j The term

P2|hg1%1g:)? Plhz|?

J v |2 J

Plh;|2+2P|g;[?+1 Plg;|?+1
decreases as |g;|? increases. Thus, the achievable secrecy rate increases as
|gi|? increases, which means that selecting the best relay-destination link will
always benefit the achievable secrecy rate.

increases as |g;|® increases, and the term
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arg max %(logﬂl—k%)—logﬂl—&—V‘fifl)),

Pgi2.
, Ploil

where p1; = P|h;|? and v = . max
7 yeers
For the OUS scheme, each source node only has some
information to be transmitted to a specific destination. While,
if each source has different data to be transmitted to all
destinations (i.e., eHealth [39], social networking [40]), the
scheduled destinations are not necessarily the partners of the
scheduled sources as in OUS scheme. Therefore, we can
use the GUS scheme to achieve a better performance, which
can be also regarded as an upper bound of performance
for any other situations in considered system. Besides, the
topology and the analysis for the scheme can also fit for the
secrecy communication between a single source with multiple
antennas and multiple destinations via an untrusted relay, and
the source node selection can be regarded as the antenna
selection.
The achievable secrecy rate for the GUS scheme is given
by

RGUS — tog, ()] )
T et 208\ T '
Following the same operation in (7), the SOP of GUS scheme
can be also obtained as

PGUS ~ Pr <

out (10)

je{r{la N} (uy+2l’)(uy+v < ¢)

C. Genie-aided User-pair Selection

For the GAUS scheme, the destination k* can be selected
to help the information receiver (i.e., destination ¢*) to send
the jamming signal in the first phase. If the jamming signal
can be subtracted by destination ¢* in the second phase, the
optimal instantaneous secrecy rate can be achieved as follow

+
;B
1+ 3 B3 1
RGA = max 1log, # .
ie{l,.l.c-,N};jE{l},...‘N} 1+/3k+1

1D

It is worth pointing out that, to ensure the jamming signal
d~ can be subtracted by destination ¢*, it is necessary to take
the additional operations (i.e., the pseudo-random code sharing
between each destination but not opening to the untrusted relay
[25], or random seeds sharing by utilizing the reciprocity of the
channels [24], [31]). Meanwhile, the CSI between relay and
destination £* should also be provided to the destination ¢*. On
the other hand, unlike the OUS scheme and the GUS scheme,
the term (11) is more complicated and hard for us to give
a further analysis. Therefore, we only present the simulation
result as a benchmark in Section VI.

In the following two sections, we will investigate the
analytical expressions of SOP, secrecy diversity order and ASR
for the OUS and GUS schemes. Here, we mainly focus on
two types of situations: Case 1. The CSI between relay and
selected destination can be fed back to the selected source;
Case 2. The CSI between relay and selected destination cannot
be fed back to the selected source. For the first case, the
source has the knowledge of both the main channel fading
coefficient and wiretap channel fading coefficients. Therefore,

the coding scheme can be adapted to every realization of the
fading coefficient. We characterize the ASR as the fundamental
security metric. For the second case, the source cannot know
the whole main channel fading coefficient, so there is no
choice but to encode the confidential information at a constant
rate. Under this circumstance, we characterize the SOP as the
fundamental security metric.

IV. PERFORMANCE ANALYSIS FOR OUS SCHEME

This section provides a comprehensive performance analysis
for the OUS scheme.

A. Outage Performance

To derive the SOP of the OUS, we first rewrite the term (7)
as follow

PoYS = HPr<m<w)

where X; , L = MW The PDF of «; and 61

are f,, (:c) = )\16 Mz fa (1) = e 2%, where \; =
Ao = pos-
follows

12)

Por
The conditional CDF Fy, 3, can be obtain as
—Alyx.

Fy,js,(zly) =1 ¢ (13)

The CDF of Z; takes the form
o0
FZi (Z‘y)fﬁl (y)dy

OOO
2 / Pr (X2 + (3 - )X, +2 > 0ly) o, (v)dy,
’ (14)
where (a) holds when z > 0. Since the value range of v
is 1 to oo, the obtained expression can fit for any nonneg-
ative target rate Ry,. Define equation X2+ 3 -9HX, +
2 = 0and A = (4 —3)* -8 Then the probability
Pr (X2 + (3 — %)X, 4+ 2 > 0ly) can be expressed as the sum-
mation of three events, corresponding to the following cases
) ze <Bi<zet (A0
2) 0 < B; < ze~ (the equation has two negative roots);
3) z€T < f3; (the equation has two positive roots).

= 3+ 2v/2. We have

FZL<Z) =

Here e*

/ fa, ydy+/ +fﬁi(y)dyﬂL : fa.(y)
[Pis (225 + (1 —Fxis (F57))|

—1—¢ — o€ z+/ fﬁ, FX |ﬁl(773 \/7)

(1 ~ P (7))o

_ / - {1 AL (/a6 ) (42v e —/5P F e
0

N\zd

4 o V) (VIR Vi 4Dy

2/ Age”
(15)

Neither integration formulas nor techniques in the literature
can be utilized to solve (15) in closed-form. Fortunately,

VxtViae)zqy 4 ] — gmhee
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an approximation can be given with the help of Gaussian-
Chebyshev quadrature [41]. Then we have the following
theorem.

Theorem 1: The SOP of the OUS scheme can be approx-
imated as

G
POUS (1 — e Y DY ag\//\ge’bl(ﬂ?)w
g=1

N
(1= ety e—bmﬁw) )

(16)
where bi(z) = VAa(x + VAgeh), b - m z +
Vg€ )(x—i—?m:t 72+ 44/2)2 ( })
. =4,/ .
Wy = 585gtg, g = Wy \{:/t?\)(’ ty = cos? (24 5) and

G is a complexity-accuracy tradeoff parameter
Proof: Please see Appendix A.
Then, we will provide the following proposition.
Proposition 1: The SOP of the OUS scheme is bounded
by

N
{1—ew[ (1,&20) — E37/UT (5 521/1]} > pQys

POUS
{1

[ 152 5\/7 562 1} )
where & = —Xp + AL + 1 )‘2) 52—>\1(3+ )’532

pPOUs
and I'(a, x) is the 1ncomplete gamma funct10n deﬁned in [42,
eq.(8.350.2)].
Proof: Please see Appendix B. [ ]
With the help of Proposition 1, we can also analyze the
diversity gain achieved by the OUS scheme. The diversi-
ty order of the secure communication is defined by d =
limp_y oo %, then the diversity order can be obtained
as follows.
Theorem 2: The diversity order of the OUS scheme is %
Proof: Please see Appendix C. ]
In trusted relay networks, the best relay selection for the
“N relays with a single user-pair” scenario can achieve the
same diversity order as the best user-pair selection for the
“N user-pairs with a single relay” scenario, namely both of
them can achieve a diversity order of N. When the relay is
untrusted, the diversity order of “N user-pairs with a single
relay” scenario reduces to & . However, the diversity order of
“N relays with a single user pair” scenario is limited to one.
This phenomenon is mainly because of the following reasons:

a7

1) For “N relays with a single user-pair” scenario, relay
selection can only improve the main channel capacity
(end-to-end capacity for the source-destination pair),
while making no effort to the wiretap channel ca-
pacity (maximum capacity of all untrusted relays).
For “N user-pairs with a single relay” scenario,
both main channel capacity and wiretap channel
capacity will be influenced by user-pair selection.

Selecting the proper user-pair can improve the main
channel capacity while impairing the wiretap channel
capacity, thus improving the secrecy capacity.

2) With the increasing N, more relays can be utilized
to improve the main channel capacity in “N relays
with a single user-pair” scenario. However, it will
also increase the wiretap channel capacity due to
the increased number of eavesdroppers. Therefore,
increasing the number of relay will make no con-
tribution for relay selection to improve the secrecy
order. On the other hand, in “N user-pairs with a
single relay” scenario the increased user-pairs will
provide the selection more chances to achieve a
higher user diversity gain.

B. Average secrecy rate

ASR is the maximum achievable rate averaged over all
realizations of the fading coefficients. Following [43], the ASR
of the OUS scheme can be given by

+
ouUs _ 1 i}
Risy = E{ {2 log, (iegla N} (a+2l3)(a+B))] }

= T In(z fz( “ z)dz
oo 1-Fz_,
= 21112 1 z dz.
(18)
The CDF of Z; in (15) can be rewrite as follows
Fzi(2) =
1-— / (e_b2(y)7z — e_bz(y)+z> z\/ )\ze_bl(y)zdy.
’ (19)

Then we can also obtain the approximation of Fy,, (z) as
follow

Fr(=1+% % >

n=1ki+...+kg=n mi+...+mg<n;

mg<kg,Vg
G
> mg+n G

07 T et

(20)
G
where A} = E kg (b1(7g) 4+ b2(74)™) + mybs(ry) and

bs(xz) = >‘1 (x —|— VAzeT)V/ a2 + 4y/2X2. By using [42,
eq.(3.381. 3)] we have

Theorem 3: The ASR of the OUS scheme can be obtained

as
oUS ~ N Ny n!(+v/A2)™
Risg =~ 2. > > (o) Bt
n=1ki+,...,+kg=n mi+,...,+mg<n; ’
mggkg,Vg

G
21 mgtn+l

(~1)9= kg
gl;[l (’I'TLQ)

ST ks AT"T(n, Ay).

(2D
Then we will provide the lower bound of ASR for the OUS
scheme.

Proposition 2: The ASR of the OUS scheme is lower
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bounded by
ouUSs
RASR Z
1 RES n, 1)‘2 2Cn 21 T n(c'n 1+20n Z)T
21In2 ZO( A1 + A2 ) At T n+1 ’\sn2+1
n=
N—-1 N—1

- X% @i {wmn dem) + B0, Ar o)

’I’Ll:O n2:0

+\Ij2(2) + @3(2)} + Ci{ilsz’g{\Ifl(Al, )\3, TLl)

+
+\IJ1()\3,)\1,n2)+\112(3)+\113(3)} ,
(22)
where U(r) = A {1+Ty}+ A {%}

1— T
Vi(2,9,1) = Gy (o~ GiD@ry)

nx(z+ T, T
(z+y) ( v o_ <n+1)(x+y)> \I/g(w)z
PRI SV I o
21 AT ny+1 LS
A {141 b+ oA =) e
nq+1 n1#ns no—nq

ni=nq

N D)D" A
Cii?m:%,x——c In(z), A%* =n(A1 + Az),
A3 = 2 , C is the Euler constant defined in [42, eq.(8.367.1)],

and we define A{A} as: A{A} = A if the condition B holds
B B
and A{A} = 0 otherwise.
B
Proof: Please see Appendix D. [ |

V. PERFORMANCE ANALYSIS FOR GUS SCHEME

The analysis of the GUS scheme will be presented in this
section.

A. Outage Performance
Following the term (10), the SOP of GUS can be rewritten

as
R A | L e e g R
‘ 0 JI:[I (X;+2)(X; +1)
Fz ()

. (23)

where X; = O;—J The PDF of v can be given by
& v
fuly) =N 20 ( - )(_1)n/\26—(n+1)>\2y. (24)

The CDF F'z(z) can be obtained as

00 B N
Fy(2) :/0 [1 —e W)= +e‘b2<y)+z} 2v/Aaba(y, 2)dy

+ /0 - fu(y)dy,

N—1
=N (VH(-1)rem
With the help of GZﬁ(s)sian—Chebyshev quadrature [41, eq
(25.4.42)], we can get the following theorem.

Theorem 4: The SOP of the GUS scheme can be approx-
imated as

(25)

where by(y, 2) (n+1)v X2 (z+VAze)z

PGUS (1 _

out

G
engeW))N + Zl ag\/Elu(Tg, )
g=

(26)
B N
B R C A R e—wg)w}

where a4 and 7, have been defined before. The bound of SOP
for GUS scheme is provided as follows.

Proposition 3: The SOP of the GUS scheme is bounded
by

g o 4
A(4ap) + Z@ﬂ—’%z;%("klﬁ ) erfe (9;;1?” z‘ﬁ;)
k,n

pPGYs
nyy2 n P
PCUS > A(q +ZQ/V F ol el erfie <9 I+ l”’)’
k,n k
P
(27)
— N —
where kz = kz Z( YY) NYT, o= 1 -
67)\12z, 7lac _

P = Vooe B = A+ 1) — Mk, A(z) =
(1 — e M2V (1 — (1 —e2220)N) 4 (1 — e 222)N and
erfe(z) =1 — %T foz exp(—t2)dt is the complementary error
function defined in [42, eq.(8.250.4)].

Proof: Please see Appendix E. [ ]

Following the Proposition 3, the diversity order can be
obtained as follows.

Theorem 5: The diversity order of the GUS scheme is %
Proof: Please see Appendix F. [ ]

It can be noticed that the achievable diversity orders for the
OUS and GUS schemes are the same. That is to say, although
more flexibility is introduced to the GUS scheme, the existing
of the untrusted relay will be the bottleneck for GUS to achieve
a better diversity performance.

B. Average secrecy rate

The ASR of the GUS scheme can be given by

+
GUS _ 1 V2
R¥sk = E{ {2 log, (]e{r?a N (a+2v)(a1+v)>} }

1 *1—Fs(z
= / Z( )dz.

(28)
First, we rewrite F3(z) as
o0 N n
Py =z [ 3 () (et - o)™
ny
VA2ba(y, 2)dy + 1.
(29)

Then the approximation of Fz(z) can be also given by
Fz(Z)
N —ba (g +z
Zag Z (nl) (6 2()

n1 1
N Z ( )(_1)n2\/r2€—(n2+1)b1(7'g)z_

na= =0

671)2(79)72)”1

(30)
After taking some manipulations for the gotten F';(z), the
following theorem can be obtained.
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Theorem 6: The ASR of the GUS scheme is approximated
as
N N-1 n; G
REE~N > 3 5 S (MO0
ni1=1n2=0n3=0g=1

na+mn VAza —P(T
i A

€2y

where ®(x) = (n1 —ng3)ba(z) T +ngba(x)™ + (n2 + 1)by ().
Then we will also provide the lower bound for GUS.

Proposition 4: The ASR of the GUS scheme is lower
bounded by

N Ynana; T (nt1)ry —T(nﬂ)%

2In2-(n+1)/N

A L
{55254{254}

+

Tey—Tey 1 }
n(€4)—1In(&s)
+ A 2 5>+ ,
5575254{ €5—284 } 6

(32)
where §4 = n1A1, & = (n2 + 1)Ag, and & = E4(In(&y) —
111(55)) if 54 = 55, 56 = 54 — 65 otherwise.

Proof: Please see Appendix G. ]

PSR IE)

n=

GUS
RASR 2

MY~y

2In2/N

VI. NUMERICAL RESULTS

This section presents some numerical results to demonstrate
the performance of the proposed schemes. Without loss of
generality, the following parameters will be used throughout
this section. The target secrecy rate is set to be Ry, = 1 bit per
channel use (BPCU), and 01 = o9 = 1 if there is no additional
description in the figure. The Gaussian-Chebyshev parameter
is chosen as G = 11. We use “SNR” to denote the power levels
in all figures, since the unit variance of noise is considered at
the relay node and each destination. The simulation results
of the GAUS scheme will be provided in this section. We
also present 3 benchmark schemes as the comparisons: 1.
the round-robin user-pair selection (RRUS) in the considered
networks; 2. conventional maximum transmission rate user-
pair selection without cooperative jamming (CUS) [35]; 3. the
best relay selection (BRS) in “N untrusted relays with a single
user-pair” scenario [32].

A. Outage Performance

Fig. 2 and Fig. 3, show the outage performance of the OUS
and GUS schemes for N = 2 and 3. Besides, some benchmark
schemes are presented dispersedly in the two figures. The
derived approximated results agree well with the simulations,
and the lower bound of SOP also presents a good match for a
large SNR. It can be observed that, the GUS scheme achieves
almost the same secrecy performance of the GAUS scheme,
which indicates that the GUS scheme can provide the near-
optimal secrecy performance without the collaboration among
destinations. From the curve of the CUS scheme, we can
observe that conventional user-pair selection scheme without
cooperative jamming cannot ensure the secure communication
due to the overhearing of the untrusted relay. All of the
proposed schemes outperform the round-robin scheme since
their diversity gain can be improved when more users can

[N

o
N
T

Secrecy Outage Probability
=
o

—— OUS-Simulation
¢ OUS-Approximation
10 | OUS-Upper Bound
—-—--0US-Lower Bound
o5) O cus N=2
x CUS N=3
——-BRS
10 ! ! ! ! ! ! !
0 5 10 15 20 25 30 35 40
SNR
Fig. 2. Secrecy outage probability vs SNR for the OUS scheme, with user-

pair number N = 2, 3.

—— GUS-Simulation

& GUS-Approximation
.......... GUS-Upper Bound
—-—--GUS-Lower Bound
——-RRUS N=2

O RRUS N=3

* GAUS

Secrecy Outage Probability
=
o

10—6 L L L L L L L
0 5 10 15 20 25 30 35 40

SNR

Fig. 3. Secrecy outage probability vs SNR for the GUS scheme, with user-
pair number N = 2, 3.

be scheduled. It can be seen from the BRS scheme that,
increasing the number of N makes little effect on the best
relay selection scheme in “N relays with a single user-pair”
scenario, which is in agreement with our previous analysis
in Section IV. Comparing Fig. 2 and Fig. 3, it can be found
that GUS outperforms OUS at the outage performance. The
reason is that, there are N2 combinations of source-relay link
and relay-destination link for GUS to choose from, however,
there are only N combinations for OUS. Therefore, there is
more likely for the GUS scheme to achieve a lower secrecy
outage.

Fig. 4 shows the diversity order of the OUS and GUS
schemes. Since the effectiveness of the derived lower bound
and the approximation expression have already been verified
in Fig. 2 and Fig. 3, we only provide theoretical curves in
this figure. The lower bounds perfectly match the derived
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Fig. 4. Asymptotic secrecy outage probability vs SNR for the two schemes,
with user-pair number N = 2, 3.
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Fig. 5. Secrecy outage probability vs SNR for the two schemes, with different
o1, o2 and user-pair number N = 3.

asymptotic results in (42) and (58), which confirms that the
diversity order of the OUS scheme and the GUS scheme is
%. There is another interesting observation in the figure. As
N increases, the SOP curves of the two schemes can achieve
the same slop, however, the gap between the OUS scheme and
the GUS scheme becomes larger with the increased N. That
is to say, increasing the transmission power P can achieve the
same enhancement of the secrecy outage performance for the
two schemes, while increasing the number of user-pair N will
boost the enhancement of secrecy outage performance for the
GUS scheme.

6
—— OUS-Simulation %
/
5L O OUS-Approximation e
y
5 —-—--OUS-Lower Bound y ya
) O CUS N=2 v e
@ x CUS N=5 e
Dar N= N=2 y / 1/1/ //// i
g ——-BRS AN
@
53| ]
2 ]
o
>
<
b ]
0 =¥
0 5 40

Fig. 6. Average secrecy rate vs SNR for the OUS schemes, with user-pair
number N = 2, 5.

Fig. 5 presents the secrecy outage probability of the two
schemes with different o1, o9. It can be observed that, there
is a great performance loss for the two schemes as the decrease
in 09. This phenomenon is due to the following two reasons: 1)
With the decreasing o5, the main channel will be deteriorated
due to the deterioration of the general relay-destination link
condition. 2) The wiretap channels are not impeded by the
decreasing o9, while the impact of the jamming signal is
crippled. In contrast, for the decreased oj, there is less
performance loss or even better outage performance in the
high SNR regimes. As the o decreases, both the main channel
and the wiretap channel will be influenced. The performance
loss in the small SNR regimes is caused by the transmission
outage due to the poor source-relay link condition. On the
other hand, since the general condition of the relay-destination
link is better than the source-relay link, the jamming signal can
be used more effectively in the high SNR regimes.

B. Secrecy rate performance

Fig. 6 and Fig. 7 present the simulated ASR, the derived
approximated results and the lower bound of ASR for the
OUS and GUS schemes. From the curve of the CUS scheme,
we can also obtain that the conventional user-pair selection
scheme without DBJ cannot achieve positive secrecy rate at
any SNR. Comparing the four user-pair selection schemes in
the considered system, we can find that, all of the proposed
schemes are better than the round-robin scheme, which shows
the effectiveness of proposed schemes for improving the ASR.
The ASR of the GUS scheme is very close to the GAUS
scheme. We can also observe that, the increasing N gives
better performance for the proposed schemes. Therefore, the
secrecy performance of the considered system can benefit
from the increased user-pairs as long as taking full advantage
of multiuser diversity. In contrast, from the curve of the
BRS scheme, we can see that the secrecy rate of the best
relay selection in “N relays with a single user-pair” scenario
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9
. VII. CONCLUSION
 GUS Simulation ? In this paper, we investigate secure communication for
sl O GUS-Approximation  > untrusted relay networks with multiple source-destination
5 —~~GUS-Lower Bound pairs. Three DBJ aided user-pair selection schemes have
Q - 7(;:5: Ne Nep 7 been proposed to prevent information from being intercepted.
Lar O RRUS N<5 2 Analytical expressions of both SOP and ASR have been
§ et derived for the OUS and GUS schemes in closed-forms. Some
g3 ] theoretic and simulation results have been also presented. It
g% can be obtained that, the proposed schemes outperform the
° round-robin scheme, which shows the effectiveness of using
gz | multiuser diversity gain in the considered networks. The GUS
z scheme outperforms the OUS scheme due to the additional
1 il flexibility provided by the source cooperation, whereas, the
OUS scheme can achieve the same diversity order (namely
0 ‘ %) as GUS scheme. We can also conclude that, although

0 5 o 15 20 25 30 3B 40 increasing the number of relays (cooperative diversity) cannot
benefit the considered untrusted relay networks, the secrecy

Fig. 7. Average secrecy rate vs SNR for the GUS schemes, with user-pair performance can be improved by increasing the number of

number N = 2, 5. user-pairs (multiuser diversity).
] APPENDIX A
5 — B PROOF OF THEOREM 1
&)_ 5L [—— 7OUSS|muIat|0n(al=z72=1) L 2
Q —— OUS-Simulation By changing the value y = ( — — 1) , the term (15)
% 4 ® OUS-Approximation R 1—-t2
o ——*- OUS-Lower Bound can be expressed as
8,1 ] / L SR efb2<y>+z)
gi;’y | 1 —fb — (33)
< 1)z, [t dt,
% 5 10 15 20 25 30 35 40 Then, with the help of Gaussian-Chebyshev quadrature [41,
6 ShR - eq. (25.4.42)], we have
35, — — -GUS-Smulation (¢,=0,=1) //j:./, G ( N ) )
%4 F . gﬂziglrjl:ilz;ﬁon ////,:// 4 ( ) ; \/ f \/76 e
E —-—--GUS-Lower Bound ///:/,/ i b ( ) b ( )2> B
3t e . —b2 —b2
gz 7 0,705, azzi// ' : L5 | 1—e
® i (34)
El’ ////.:/::i/' ] Due to the independent and identical distribution of each
o - ‘ ‘ ‘ ‘ ‘ channel, we can obtain that
0 5 10 15 20 25 30 35 40 N
S\R Fy,.(2) = (1 e hets g Fl(z)) : (35)
frzg.aia u?;f_?ag; i?lcr;eg:gr r;;e :vs5.SNR for the two schemes, with different oy, where i* = arg ie{rlné‘}fN} Z;. Pooult] S _ in* ("/}) It completes
the proof. 7
reduces as N increases, such observation can also be obtained APPENDIX B
in [32]. It reveals that, exploiting the multiuser diversity, PROOF OF PROPOSITION 1
instead of cooperative diversity, is an efficient method of Based on (7), following the fact that 1 ! min(z,y) < % <
enhancing the secrecy performance for the untrusted relay min(z, ), we have
networks.
In Fig. 8, the ASR of the OUS and GUS schemes with POUS > Py ( max Offlﬂ min(a;, 26;) < ¥
different o1, oo is plotted. The present results show that €{l, N} 9
the ASR will decrease as the decrease in oqp or os. The > Pr( }mm (min(ai,ﬁi) 26; ) < 1/))
decreased oo will result in a great performance loss, since Ze{l N } 2 a; + B
the deterioration of relay-destination link will only worsen the povs
main channel condition. (36)
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10
POUS < pr ( max fﬁ min(ay, 28;) < ¢> As same as the above operation, we can easily verify that
ie{l,...,N} @ the diversity order for upper bound case is also equal to %
<Pr| max 1 rm ( % n(as, Bs), azJﬁr; ) < ¢> Hence, it can be concluded that the diversity order of OUS
ie{l,.. ’ scheme is equal to % It completes the proof.
=P ] ( iy M1) ) <
r (ze{‘ff?.’f win (it . 58) <)
2
< Pr 1 n(as, B1), 20; <) APPENDIX D
16{1 ..... N} o; + B PROOF OF PROPOSITION 2
Py’ 37) From the expression of ASR in (18), we have
Reformulating (36), we have +
oUs 1 ;7
N . R5SK 2 313 {E {ln (ZG{I{}??fN} (a+26)(oc+6)) H
PgYs =11 [PT (2%' <v,a; < /8i> - 1 [gh Bl +
i=1 ) = 2In2 { n ((ak+2ﬁk)(ak+5k)> }]
B;
+Pr (2 <w0i> i) = B {n ()} + 2B {In (B:)}
2y [e%e] +
[ ] meonne g —~E{In(a + B)} — E{ln(ax +260)} |
x (43)
n /21/1 /‘” e Ny e A2 dyda 4 where k = argie{rﬁéﬁv} (v, B;). To obtain the expectations,
N it is necessary to get the PDF of «j and [j. Following [44,
0o r/YrH(F)2+% eq.(38)], we have
/ / )\164‘”@)\26*)‘2-’/dydx
2t N—1 (N-1 )
oo N _x BRDED™N o ae o ysp—(ndD)Na
— (1 — )\16—&%/ e 2V wm+(“2’)ze_’\1md33) Joul) = n;O Qa+nX) /A1 (Aoe™h7 —nXe )
2 (44)
20 oo —/\1(u+2 , f)2 N where \* = \{ + \g. Due to'the symmetry, we can also obtain
=11-2\e s . the PDF of ), from (44). With the derived f,, («) and f3, (),
I (38) the PDF of oy + X8k, X = {1,2} can be given by
Using the results in [42, eq.(3.326.3)] and [42, eq.(3.326.4)], Ne1 N_1 g Xt
we have f B ( ) Z Z & X1 sx+1 Ai(e R T Tmit1” )
ap+xBr L WonZo n1,1 Cna,l ()\;3;1:11 >\2/X)/>\Sn)§+l
p — s’7+1x —A—z
PLOBUS = {1 — 651 2 l: 1 624 53[F :|} , +%(ef+’\1117€ Ané-:ll ) N /\1);72(@:/\1176 >22 ) n
(39) ()\nX2+1 1)/ S )\1#*72 727>‘1
anq it is straightforward to obtain the ngs by substituting A {)\1 Az xe—xlm} + A {A2>12+1)\2§+1$6—A:‘;§111m}
1 in (39) for 4. It completes the proof. A =22 ni=nz
x s +1;E 7}\\)(4»1
/\;z)i-HXX-H( n1+1% _ g Mg +1” )
APPENDIX C T néng N ’
PROOF OF THEOREM 2 (45)

Since ¢* = 3 Lf:, with the aid of [42, eq.(8.352.7)] and With the' help of [42, eq.(4.331.1)] and [42, eq.(4.352.2)], we
n=o " can obtain (22). It completes the proof.
[42, eq.(8.354.2)], we have

efl%I‘(LSQ%) — 1% e—6t — o2tA)Y
= 1-20(5 + ;)5 +O(p2),

o

(40) APPENDIX E
PROOF OF PROPOSITION 3

d
an Similar to the expressions (36) and (37), we can also obtain

1) (e, L) S
I( % , 52% ) = Jr— Z (=D" (& 4) the upper bound and the lower bound of SOP for the GUS

nl(n+3) scheme as follows
_ R4 IR 40 (%)
2 P2 GUS 1. . 20?2
41 P° =Pr < max 5 min (mm(uj,z/), m) < 1/)) ,
Thus, we can obtain that JEh N ‘ 46
(46)
P—oo P N and
P = (efwﬁgﬂﬁr)
. . I-/2
prp N o (42) PGYS = Pr <j€{r{1%?<N} % min (mln(uj, v), #) < ¢> )
=\V1i%) (B2 o @7
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We rewrite (46) as

GUS _
PLB -
N

[e's) 29 oo
/ </ >\1€_)\1wd$+/ Are “MTdg fu(y)dy
2 0 -
2 N
+/ (/ e MTdz + / Ale‘mdx> fu(y)dy
/ ( ) vk, (y)dy
2¢ k=0

—Xa20)N

<%

2
e*)\12’¢))N7k}e—>\1 %—

J1
+(1-e
(48)

After some manipulations, we have

5 (0= e () (-

'/Ooe 2k 2—[)\2(n+1) Alk]ydy
2¢

1)"N A

(49)

J2
+(1—e 2N (1 - (1—e
With the aid of [42, eq.(3.322.1)], we have

/ @ulk A2 (n+1)—A1K]?
(50)
erfc{[/\Q(n—Fl 1K] Jﬁ—l—\ﬂl/\lwk}.
Combining (48), (49) and (50), the lower bound PGY9 is

acquired. After variable substitution, the upper bound PGY*
can also be obtained. It completes the proof.

—/\2211;)N)'

APPENDIX F
PROOF OF THEOREM 5

First, it can be obtained that

AQ) = (1= e M2ON — (1 NN (L 2N
+(1 _e—>\221/J>N
P—oo , 9,
IR - CERNCERN + )
~ ()Y + (E)Y) (3 = 1.
D

After some manipulations, we have
P—oo ™
PES =" L+ J\; \/IZ( (-1
-erfe (G%Z% + E)
N—1
SR E X (UEDA — ed(0RI +
2m
00 /1001 n_ +777)\/7
4N \og
m=0
=1+ D>+ I3,

Jre(noR)®

£))

+ 1

where I, and I3 are defined as follows

2} Yo \m m4+L N—1 _ "
— A § GRS (Y )

2m
2 OG-

(53)

and

Po1\m +1 —
Iy = \/2 \ﬁz()%z( )( 1)
2m N
atORL% + %) 5 ()& - Sz,
g=

(54
where erf(x) £ 1 — erfc(x) is the error function defined in
[42, eq.(8.250.1)].

Recall the following sums of the binomial coefficients [42,
eq.(0.154.3)]

N—-1
> (N (-1)mme =0, (55)
n=0
for N —22>¢ >0 and
N—-1
> (N ()N = ()N YN - 1) (56)
n=0

Following (53), in I, all the terms with n? for ¢ < N — 2 can
be removed. At high SNR, when NV is odd, all the factors with

( P)m+2 for m > M can be ignored, the dominant factor

of I will be the one order of (+) =N
the dominant factor of I is (%)%Jr%. With the aid of [42,

eq.(3.321.1)], we have

2k+1
(=) ( o7, z%+ ]
N
EI(2k+1)

MEE

erf(O 1% + %) = 2=
N k=0

o1/n N n?
2( ﬁN( +72 01 +\/401¢)\/113+O<Pg)

dwl( . \/»)>2k+1

RI(2k+1)

N

oo(l)k

P>

S

(57)

Therefore, all the terms with n? for § < N — 2 can be
removed from I3, where ¢ = q 4+ 2k + 1. Then, the dominant
factor of I3 is (%)%HJF%*%H when N is odd, and the
dominant factor of I3 is (%)WJF%JF%JI when N is even.
Above all, the asymptotic expression of PAS can be given

as follows

Az (L % N is odd
s = { gyl Nbedd g
2 (F) 2, N iseven,

_ VNmjpo (N— 1)'(w01)

where Ao L

,wlz%andz\gz

Z m, = =2 Tt can be easily obtained that

the upper bound of outage probability is at the order of %
Thus, the diversity order of GUS scheme is equal to % It
completes the proof.
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APPENDIX G
PROOF OF PROPOSITION 4

From the expression of ASR in (28), we have

V

+
REEE > ks | B { o i) - ma1+ 3 |

i
1 AV 1 5 +
“(W)Ze(’f}?’.‘,m n(1+3h)

2In2

1,...,N}

v
m

+

21n2
= 515 [E{In (@)} + E {ln (v)}
—E{In(a+2v)} — E{ln(1+ 9)}]"

-1 [E {m(&igu) —In(1+ 2

Q
~—
—
[E—

(59)

where @ = max «;. To obtain the expectation in (59),

i€{l,..,.N
the PDF of th{e relat]éd random variables are also required.
The PDF of v is given in (24), and it is easy to obtain f5
owing to symmetry. Then the PDF of &+ 2v and % are given
as follows

N
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ni1=1n2=0

By using [42, eq.(4.331.1)], [42, eq.(4.352.2)] and [42, e-
q.(4.291.15)], we can derive the four expectations respectively.
After some reorganizations, we can get (32). It completes the
proof.
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