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Abstract

This paper considers the secrecy communication of a wirelessly powered network, where an energy
constrained legitimate transmitter (Alice) sends message to a legitimate receiver (Bob) with the energy
harvested from a dedicated power beacon (PB), while an eavesdropper (Eve) intends to intercept the
information. A simple time-switching protocol with a time-switching ratio « is used to supply power for
the energy constrained legitimate transmitter. To improve the physical layer security, we firstly propose a
protocol that combines maximum ratio transmission (MRT) with zero-forcing (ZF) jamming for the case
where Eve is passive in the network, so that Alice only has access to the channel state information (CSI)
of Bob. Then we propose a protocol that uses a ZF transmitting strategy to minimize the signal-to-noise
ratio (SNR) at Eve for the case where Eve is active in the network, so that Alice only has access to
the partial CSI of Eve. Closed-form expressions and simple approximations of the connection outage
probability and secrecy outage probability are derived for both protocols. Furthermore, the secrecy
throughput as well as the diversity orders achieved by our proposed protocols are characterized and the
optimal time-switching ratio o and power allocation coefficient 8 for secrecy throughput maximization
are derived in the high SNR regime. Finally, numerical results validate the effectiveness of the proposed

schemes.
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I. INTRODUCTION

With the current growing demand for energy in modern wireless networks, energy harvesting
techniques that scavenge energy from ambient environment such as wind and solar, have attracted
a lot of attention as important ways of prolonging the lifetime of energy-constrained wireless
networks [1]. However, harvesting energy from solar, wind or other natural energy depends
heavily on location and weather conditions, and so fails to generate stable energy output. It
follows that such techniques may not be suitable for powering wireless devices with strict
quality of service requirements [2]. An alternative solution, generally referred to as wireless
energy transfer (WET), which exploits the radio frequency (RF) signals as a means for energy
transportation, has been proposed. RF signals are widely used, which means that WET can
provide stable energy supplies for mobile devices. The area of wireless powered communication
(WPC) design and optimization is always a hot topic in the field of WET [3], because it considers
the transfer and usage of energy synthetically. Multi-antenna techniques are one method adopted
to improve the performance of WET over fading channels, and works by exploiting spatial
degrees of freedom [4]. The application of advanced smart antenna technologies to WPC,
including multiple-input multiple-output and relaying techniques, are also investigated for their
use in significantly improving the energy efficiency and also the spectral efficiency of WET [5]. In
[6], an energy-constrained relay is considered for use in enhancing the information transmission
rate of an energy-constrained source in a wireless-powered cooperative communication network.
In [7], the tradeoff between wireless energy and information transfer when adjusting the transfer
duration with a total duration constraint is considered. As a result, two wireless energy and
information transfer tradeoff schemes, which work by maximizing an upper bound and an
approximate lower bound of the average information transmission rate, are proposed. In [8],
an optimal time allocation scheme is proposed for a wireless communication network with a
full-duplex hybrid energy and information access point and a set of wireless users with energy
harvesting capabilities.

Nevertheless, due to the open nature of wireless medium, RF signals are shared by multiple

nodes, which constitute potential eavesdroppers. Hence, information leakage is also a critical
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problem to be addressed in a wireless powered communication network (WPCN). As shown in
[3], which considers the effects of having limited power supply in WPCNs, modifying physical
layer security is a better method of realizing wireless security when compared to conventional
cryptographic approaches. The basic idea of physical layer security technology is to exploit the
physical characteristics of wireless channels in order to provide secure transmission without
relying on traditional encryption mechanisms [9]. It has been shown that a positive secrecy rate
can be achieved for the scenario where the source, destination and eavesdropper are equipped
with a single antenna, and the source-eavesdropper channel is a degraded version of the main
source-destination channel [9], [10]. When the source-destination channel condition is inferior
to the source-eavesdropper channel condition, using multiple antennas can help to improve the
secrecy rates. In [11]-[14], the secrecy capacity of the multiple-input multiple-output (MIMO)
wiretap channel, where each node is equipped with multiple antennas, has been investigated in
the presence of one or more eavesdroppers. Also, an artificial jamming scheme introduced in [15],
which injects artificial-noise (AN) into the wireless communication system, has been recognized
as an active approach for improving the physical layer security. In [16], [17], artificial-noise is
applied to the multiple-input single-output (MISO) networks to enhance secrecy transmission,
and in [18], it is considered for use in the downlink secure transmission of a multi-cell massive
MIMO system with matched-filter precoding.

Recently, the application of physical layer security technology to WPCNs has gained lots of
attention. In [19], the optimal beamforming design and power allocation scheme for MISO
systems in the presence of one or more eavesdroppers are presented, while in [20], the
beamforming design for maximizing the achievable secrecy rate in MIMO networks that are
subject to a total power constraint and an energy harvesting constraint is studied. In [21], the
authors consider resource allocation for cognitive networks, and in [22], the power allocation for
secure OFDMA systems with wireless information and power transfer is investigated. The above
works consider a hybrid network architecture, where the information source acts simultaneously
as the source of energy. However, just as shown in [23], [24], it is generally infeasible to power

larger devices with the energy harvested from hybrid networks. Therefore, a novel network
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architecture is proposed, where a dedicated station called power beacon (PB) is incorporated
into a WPCN to supply power for the energy-constrained device.

The performance of a secure WPCN with a dedicated power beacon (PB) is analyzed in
[2] and its robust resource allocation is presented in [25]. However, in the area of secure
communications in WPCNs with dedicated PBs, artificial jamming has not been considered for
use in improving the secrecy performance of the whole system. Motivated by this, we consider
the secrecy communication of a wirelessly powered network consisting of one power beacon
(PB), one legitimate transmitter (Alice) and one legitimate receiver (Bob) in the presence of a
single eavesdropper (Eve). Artificial jamming is designed for the network. To be more specific,
we firstly propose a protocol that combines maximum ratio transmission (MRT) with zero-
forcing (ZF) jamming for the case where Eve is passive in the network,so that Alice only has
access to the channel state information (CSI) of Bob. Then we propose a protocol that uses a
ZF transmitting strategy to minimize the signal-to-noise ratio (SNR) at Eve for the case where
Eve is active in the network, so that Alice has access to the partial CSI of Eve. Closed-form
expressions and simple approximations of the connection outage probability and secrecy outage
probability are derived for both protocols. Furthermore, the secrecy throughput as well as the
diversity orders achieved by our proposed protocols are characterized. Finally, the optimal time-
switching ratio o and power allocation coefficient 8 for secrecy throughput maximization are
derived in the high SNR regime.

The remainder of the paper is organized as follows. Section II describes the system model and
presents the transmission protocols, while Section III-A provides an analytical study comparing
their connection outage probability, secrecy outage probability, diversity order and secrecy
throughput. In Section III-B, the optimal resource allocation (i.e. the values of a and 3 which
maximize secrecy throughput) is discussed for the high SNR regime. Section IV presents the
numerical results to validate our theoretic results and the secrecy performance of the proposed

protocols. Finally, Section V concludes the paper and gives a brief summary of the key findings.
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II. SYSTEM MODEL

We consider the secrecy communication of a wirelessly powered network consisting of one
power beacon (PB), one legitimate transmitter (Alice) and one legitimate receiver (Bob) in
the presence of one eavesdropper (Eve). The legitimate transmitter Alice is equipped with
N antennas, while all the other nodes in the considered system are equipped with a single
antenna. It is also assumed that the channels experience Rayleigh fading, remain constant over
the transmission block time 7', and vary independently and identically from one block to the
other.

Alice is not self-powered and needs to harvest energy from the signals sent by the PB. In this
paper, we adopt the time-sharing protocol proposed in [26], wherein the entire transmission slot
with time duration 7" is divided into two orthogonal phases. The first phase is for power transfer
and has time duration o7 (where « € (0,1) is the time switching ratio) and the second is for
information transmission and has time duration (1 — «)7. During the first phase, the PB sends

the energy signal x. to Alice. The received signal at Alice can be expressed as

| P
ys = _ThPSiCe + ng,
dl

where P is the transmit power of the PB, d; is the distance between the PB and Alice, 7 is
the path loss exponent, z. is the energy signal with unit power and ng is an N-dimensional
additive white Gaussian noise (AWGN) vector with £ {nsnf } = Ngl. The N x 1 vector hpg
denotes the channel between the PB and Alice and its elements are independent and identically
distributed (i.i.d.) complex Gaussian variables with zero mean and unit variance. At the end of

the first phase, the energy Alice has harvested can be expressed as

" TIOéTPHhPst’
where 77 (0 < 1 < 1) denotes the energy conversion efficiency. As in [26], we assume that the
energy harvested during the first phase is stored in a supercapacitor and then fully consumed by

Alice to send signals in the second phase. So during the second phase, the transmit power of

Alice can be expressed as

E _’prl

P: pr—
ST -7  df
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where y; = ||hpg||® and K = 2.

Now, let us consider the information transmission phase. With the aim of guaranteeing security,
we propose two protocols. The first is for the case where Eve is passive in the network, while

the second is for the case where Eve is active.

A. Eve is Passive

When Eve is passive in the network, Alice only has access to the CSI of Bob. To utilize the
CSI of the main channel, we combine maximum ratio transmission (MRT) with zero-forcing
(ZF) jamming. To be more specific, let the 1 x N vector hgp denote the channel from Alice
to Bob whose elements are i.i.d. complex Gaussian variables with zero mean and unit variance,
and order the elements of hgp as h; > hy > ---hy. Then Alice selects the K (K > 2) best
antennas corresponding to the channels hy, ho, - - - hi to perform both MRT and ZF jamming at
the same time. Let us define lA15D = [h1hy -+ - hi] as the 1 x K vector corresponding to the K

best channels form Alice to Bob. Then Alice uses these antennas to transmit

N h#
Ty =/ 5Psﬁxs + /(1 = B)Psw z,,
SD

where /3 denotes the proportion of Alice’s power allocated to maximum ratio information
transmission, x, is the information signal with unit power, w; is the K x 1 ZF beamforming
vector which satisfies ||w;|| = 1 and hgpw; = 0 and z; is the jamming signal with unit power.

Hence, the received signal at Bob can be written as

BPs

Yp = —~||hspl|zs + np,

where d, is the distance between Alice and Bob and np denotes the AWGN with zero mean

and variance N,. Similarly, the signal received at Eve can be expressed as

BPs, bl (1-5)Ps
dr SE= P —
L [hso| ;

YE hspw 2+ ng,

s

where d; is the distance between Alice and Eve, the 1 x K vector hgg denotes the channel from
Alice’s transmitting antennas to Eve whose elements are i.i.d. complex Gaussian variables with

zero mean and unit variance, ng denotes the AWGN with zero mean and variance N.
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, Yz = , and y4 = |hgzw,|*. Then, the instantaneous

Let us define y, = HESD hs;;%

SNR at Bob and Eve can be expressed as

_ BKPy1ys 0
=GN,
and
_ BKPy1ys
YE = — ()
(1 = B)KPy1ys + didJ Ny
respectively.

B. Eve is Active

When Eve is active in the network, Alice has access to the partial CSI of Eve. To utilize the
CSI of the wiretap channel, we use a ZF transmitting strategy to minimize the SNR at Eve.
Initially, Alice selects K (/K > 2) antennas randomly, to participate in transmission. Let the
1 x K vectors ggp and ggp denote the channels from Alice’s transmitting antennas to Eve and
Bob respectively, where the elements of the channels are 1.i.d. complex Gaussian variables with
zero mean and unit variance. In this paper, we assume that Alice only has partial eavesdropper

CSI, which can be modeled as

gse = 8sp + Ag,

where ggr is Alice’s estimation of the wiretap channel and A is the estimation error, which
is an K-dimensional AWGN vector with £ {ApA#} = NI

Then Alice uses the K antennas to transmit
i‘s = BPSWSIS + (1 - 5)PSW6-TJ>

where w, is the K x 1 beamforming vector satisfying ||w,|| = 1 and gsgw, = 0, and w, is the
K x 1 beamforming vector satisfying ||w.|| = 1 and ggpw,. = 0. Then the received signals at

Bob and Eve can be written as

BPs
dg

Yp = gspWsTs + Np,
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and

. BPs

1—-3)P
YE = AEvvsxs + w

d d

gsEWeT ) + Ng,

respectively.

Let us define 2z = |gspws|?, 23 = |gspw.|? and 24 = |Apw,|?. Then, the instantaneous SNR

at Bob and Eve can be expressed as

~ BK Py, 2

= 3
and
~ BKPy1z4
Ve = e “)
(1 — B)prlzg + dl d3 NO
respectively.

C. Secrecy Throughput

In this paper, we study the secrecy performance of our proposed protocols by considering the
outage based secrecy metrics. Let us denote the confidential message rate as R, and the rate of
the transmitted codeword as R;. When the capacity of the main channel from Alice to Bob is
below R, Bob can not decode the received message correctly. Thus we define the probability of
this event as connection outage probability. On the other hand, when the capacity of the wiretap
channel from Alice to Eve is above the rate R, £ R, — R,, we cannot guarantee perfect security,
so Eve may be able to intercept the message. The probability of such an event occuring is defined
as secrecy outage probability. With a given connection outage probability o and secrecy outage

probability e the secrecy throughput can be defined as
C = (1-0)R,,

which is suitable for evaluating the secrecy performance of systems with stringent delay

constraints [27].
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III. SECRECY PERFORMANCE ANALYSIS AND OPTIMIZATION

In this section, we start by giving the exact closed-form expressions of the connection outage
probability and the secrecy outage probability of our proposed protocols. We then investigate the
secrecy throughput of the system. At last, we give the diversity orders of our proposed protocols
in the high SNR regime and derive the optimal time switching ratio o and power allocating

coefficient 5 for a given connection outage probability o and secrecy outage probability .

A. Secrecy Throughput Analysis

1) When Eve is Passive: As shown in Section II-C and Section II-A, when Eve is passive,

the connection outage probability can be defined as

PMET = Pr ((1 — a)logy(1 +vp) < Ry). )
o (22) . o
Let us define G = d? N and 7/ = % Then the connection outage probability is given

by:
Theorem 1. PMET can be expressed as
PART — 1 — () [ 05 B Ko (2VA) + S5 (- )IEH-D (V) ()50 )
( Py )(likWKa—k) (2\/% ) ooy 2"’/("13“)/2K(mfm)(?W))},

where K,,(x) is the n-th order, second kind, modified Bessel function [28].

Proof. See Appendix. [

Similarly, when Eve is passive, the secrecy outage probability can be defined as

PMET — Pr((1 — a)logy(1 +vg) > R.). (7)
Let us define 7, = 2(1%) —1, e = %TWENO and e; = % Then the secrecy outage
probability is given by:
Theorem 2. PMET can be expressed as
1 N-1 26(k+1)/2
PMET _ L K_r (2 : 8
s0 (1+ez)Z i Koew (2ve) ®

k=0
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Proof. See Appendix. 0

Now let us consider the maximal secrecy throughput C¥#"' = (1 — ¢)(R; — R.) under the
outage constraints PR < 5 and PMET < ¢, Since PM#T is a monotonic increasing function of
Ry, and PMET is a monotonic decreasing function of R., the outage constraints can be degraded
to PMRT — 5 and PMET = ¢, Unfortunately, the expressions in Theorem 1 and Theorem 2 are
too complex to get a closed-form analysis result for C%T, However, by employing the bisection
search, numeral results for the maximal R; and minimal R, can be obtained, and the maximal
secrecy throughput can be calculated as CMFT = (1 — 0)(R; — R.).

In the following, we study the secrecy performance in the high SNR regime. When P/Ny —

0o, PMET and PMET can be approximated using the following corollary.

Corollary 3. When P/Ny — oo,

PCJOWRT ~ M’Y/N In /y/’

where
(=nE—h K+1) (N—K\ (K (K-1)
M = () [S05 s + D < (CDER () (H)E o
NG S NN 2 ()" (=1)(m
(Zk 0 kI(N—k)!(N-1)! _Z Zk 0 E(N—-m—1)/(N—k)! ’
and
MRT ~ 1
s0 1 —|—€2'
Proof. See Appendix. [

Recall the expression of diversity order that is defined as [29]:
; (10)

where P, is the maximum likelihood (ML) probability of detection error. The outage probability
will be studied by following similar steps to [29], since the ML error probability can be tightly
bounded by the outage probability at high SNR. Based on Corollary 4 we can then find the

diversity order of the system when Eve is passive.
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Corollary 4. The diversity order of the system when Eve is passive can be expressed as
dM"RT = N. (11)
Proof. See Appendix. [

Note that our proposed protocol achieves a full diversity gain when Eve is passive.

2) When Eve is Active: Similarly, when Eve is active, the connection outage probability can

be defined as
PZF = Pr((1—a)log,(1+7p) < Ry).
The connection outage probability is then given by:

Theorem 5. PZY can be expressed as

P _ 1 27/(k+1)/

———Ka-y (2v7). (12)
k=0
Proof. See Appendix. [

Furthermore, when Eve is active, the secrecy outage probability can be defined as
PF =Pr((1—a)log,(1+7k) > R.). (13)
Then the secrecy outage probability is given by:

Theorem 6. PZY can be expressed as

(k+1)/
N— 12( ) el
PZF — Koo (2/— ). 14
50 1+€2/NE 0 a k)( NE> ( )

1

Proof. See Appendix. [

In the high SNR regime, when P/Ny — oo, PZ" and PZF" can be approximated using the

co

following corollary.

Corollary 7. When P/Ny — oo
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and

1
Pl —
80 1+62/NE

Proof. See Appendix. [

By applying Corollary 8 we can then find the diversity order of the system when Eve is active.

Corollary 8. The diversity order of the system when Eve is active can be expressed as
d?F = 1.

Proof. See Appendix. [

B. Optimizing o and 3 for Secrecy Throughput Maximization in high SNR regimes

1) When Eve is Passive: Now let us consider the maximal secrecy throughput CMET =

(1 — o)(R; — R.) when Eve is passive. We define Mo’ Ino’ = o, then from Corollary 3 and

the outage constraints PMRT = ¢ and PMET = ¢, we have that CM%T can be approximated as

CMRT ~ (1 o U)(R?JRT o RéV[RT),

in the high SNR regime, where

P/
RéMRT:(l—oz)log2 (l—l— pKPo ),

Nod{ dg

and

RMET — (1 — ) log, <2 + ﬁ) :

Therefore, the optimal time and power allocating coefficients (a*, 3*) can be approximated as

the solution of the following optimization problem:

BICPJ’) < B—e€ ))

OP1: max (1—o)(l—«a)|lo 1+ —lo 24+ ——

(1= o)1 a) (tog, (14 ST ) o, (24 0=
s.t. 0<a,p<1.
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Theorem 9. In the high SNR regime, under the outage constraints PP < g and PMET <,
the optimal time and power allocating coefficients (a*, 5*) can be approximated as

1 . 1
3 ife=3

e—Ve—e?
2e—1

/B*N
~

otherwise

and

1
* ~ 1
@ 1+ \N7<€V1n2)’ ( 5)

where W (x) = f~!(xe®) is the the Lambert W function and

BnPo’ 1 8 —¢
V=1 — —1 24 ——|.
O&(Mﬂmg me 2\

Proof. See Appendix. 0

2) When Eve is Active: Similarly, let us consider the maximal secrecy throughput C#¥" = (1—
0)(R; — R.) when Eve is active. Firstly, we define ¢ = (N —1)o and € = ¢/ (Ng + (1 — Ng)e).
Then, given Corollary 7 and the outage constraints P2 = ¢ and PZ = ¢, C?F can be

co

approximated in the high SNR regime as
C*" ~ (1 - o) (R = RET),
where

RtZF = (1 — a)log, (1 + pKPo ) ,

Nod7d

and

_ B¢
RGZF = (1 — CE) 1Og2 (2+ m) .

Then, by Theorem 9, it follows that the optimal time and power allocating coefficients (o, 3’)

can be approximated as

and

(16)

~1 + W(eV’ ln2) )
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Fig. 1. Connection Outage Probability

where W (z) = f~1(ze®) is the the Lambert W function and
BnPo 1 p—€
V=1 — | - — -1 24—+ ).
082 (Nod{d; mz =\ p)

IV. NUMERICAL RESULT

In this section, we present the numerical results to validate our analytical conclusions. Unless
otherwise stated, we set the path loss exponent as 7 = 2.5, the distance between the power
beacon and Alice as d; = 10m, the distance between Alice and Eve as d; = 10m, the noise
power as Ny = —80dBm and the energy conversion efficiency as 77 = 0.3. In the following, some
representative simulation results are given to provide deeper insight into the proposed secrecy
transmission protocols.

In Fig. 1, we show the connection outage probability for the two protocols. In this figure, we
assume that dy = 10m (the distance between Alice and Bob), N =3, K =2, a =0.8, 3 =0.3
and R, = 3 Bits/s/Hz. From this figure, we can see that the analytical result coincides with
numerical simulation perfectly and the approximation deviates a little more when compared
with them in the high SNR regime. The approximation and numerical simulation curves get

closer when the transmitting power P increases, and the connection outage probability of the
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Fig. 2. Secrecy Outage Probability

protocol we proposed for when Eve is passive outperforms that of the protocol proposed for
when Eve is active. From Section III, we know that the protocol proposed for when Eve is
passive achieves full diversity order while that proposed for when Eve is active only achieves a
unit diversity order, and that is also confirmed by this figure.

In Fig. 2, we show how the secrecy outage probabilities vary when we use different power
allocation coefficients [ for each of the two protocols. In this figure, we assume that N = 3,
K =2 a=0.5, R. =1 Bits/s/Hz, P = 10dBm and Nz = 0.1. From this figure, we can see
that the analytical result and approximate result coincide with the numerical simulation perfectly.
Moreover, the secrecy outage probability of the protocol that we propose when Eve is active
outperforms that of the protocol proposed when Eve is passive. When 3 decreases, the proportion
of Alice’s power allocated to jamming increases and the secrecy outage probability decreases
quickly. This validates the effectiveness of the ZF jamming used in this paper.

In Fig. 3, to evaluate the suboptimal choice of («, 5) proposed in Theorem 9, the suboptimal
secrecy throughput with Theorem 9 is compared with the optimal secrecy throughput. We assume
that ds = 10m, o0 = 0.0001, ¢ = 0.01 and K = 2 and that the optimal secrecy throughput
(o, 3) € [0:0.01:1] x [0:0.01: 1] can be found via exhaustive search. From this figure, we

can see that the suboptimal result found using Theorem 9 approaches the optimal result perfectly
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Fig. 3. Optimal secrecy throughput
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Suboptimal Secrecy Throughput (Bits/s/Hz)

Fig. 4. Secrecy throughput of the two protocols

and outperforms the result with fixed («, #), which validates the theorem’s effectiveness.
In Fig. 4, we compare the secrecy throughput of the two protocols. In this figure, we assume
that do = 10m, 0 = 0.01, ¢ = 0.01 and K = 2, and that the allocation coefficients («, ) of

the two protocols are found using the suboptimal schemes in (15) and (16), respectively. From
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Fig. 5. Secrecy throughput of the two protocols vs distance

this figure, we can see that the secrecy throughput of the protocol that we propose when Eve is
passive outperforms that of the protocol proposed when Eve is active. Increasing N improves
the secrecy throughput of both protocols, and the secrecy throughput decreases with Nz when
Eve is active.

Fig. 5 shows the secrecy throughput of the two protocols versus d, (the distance between
Alice and Bob) when P = 30dBm, 0 = 0.01, ¢ = 0.01 and K = 4. From this figure, we
can see that the protocol that we propose when Eve is passive always outperforms the protocol
proposed when Eve is active. Furthermore, both protocols can be seen to achieve a positive
secrecy throughput even when ds (the distance between Alice and Bob) is larger than d3 (the
distance between Alice and Eve), demonstrating their efficacy. Finally, increasing N can combat

the loss of secrecy throughput caused by increasing the distance, d,. However, the effect of Ng

is small when d is large.

V. CONCLUSIONS

In this paper on the enhancement of physical layer security we began by proposing a protocol

that combines maximum ratio transmission (MRT) with zero-forcing (ZF) jamming for the case

August 10, 2018 DRAFT



where an eavesdropper, Eve, is passive in the network. We then proposed a protocol that uses a
ZF transmitting strategy to minimize the signal-to-noise ratio (SNR) at Eve for the case where
Eve is active in the network. For both protocols, closed-form expressions as well as simple
approximations of the connection outage probability and secrecy outage probability are presented,
from which the secrecy throughput as well as the diversity orders achieved by our proposed
protocols are derived. Finally, the optimal time-switching ratio o and power allocation coefficient
B for secrecy throughput maximization are derived in the high SNR regime. Numerical results
show that with these values for o and [, the secrecy throughput approaches the optimal result
perfectly and outperforms the schemes in which a and [ are fixed. The two protocols both
achieve positive secrecy throughput even when ds (the distance between Alice and Bob) is
larger than d3 (the distance between Alice and Eve) and this validates the effectiveness of the

two protocols.

APPENDIX

Proof of Theorem 1 : Using (1) and (5), we may express PMAT

KPy1ys
PMRT — Py ((1 - a)log, (14 2RL4ibe
co r <( Oé) OgQ ( + d{dQTNO < Rt

as

= Pr(yipe <7,

where ' = (2(1%) — 1) d{d] Ny/(BKP), and the probability density function (pdf) of y;
follows a chi-squared distribution with 2N degrees of freedom given by [30]:

folefx

Sy () = N (17

As such, the connection outage probability can be written as

V/y2 pN-1g—a
pPMET  — ¢ / —dzx ;.
0 )y -1

With the help of Eq. (3.351.1) [28], we obtain

N-1y N k
PMRT  _ | _ g}/ —_ (L
co 7o € Z k! Yo

k=0
= 1-H

Y
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where H = &£ {6—7//:@ i\/:—ol % (;_2) } Furthermore, as in [31], we know that the pdf of ¥
Y2 ’

can be expressed as

fun@) = () [ + S ()R ()

S
=
L
Q)
!
/N
g
s}
|
N
I X
L,
3~
%z
E
N—

Then H can be expressed as

H = () [ 50050 e 00 SR D () ()

N—1 %k (Ko o'y K=2 1 (—1\MmN-1 9% (@ 7)) m—k
( ko e R et =Y (F) ks FreT T amr ) da

Finally, by invoking Eq. (3.471.9) [28], we obtain
(N N—1 2~/(K+k)/2 (K+1-1) (N=K\ (K\(K-1)
o= (K) [ k=0 IZ'(K 1)! Kx- k‘)(2\/_) +Z ( ) i )( l ) (T)
N-1 2D/ ()T [iik )\ _ 5K-2 (Z)7 N1 ayomikinyz ;
k=0 k! Ka-r (2 K '7) 2 om=0 " k=0 k! K-t (2v7) ) |5

and the theorem is proved. n

Proof of Theorem 2 : Using (2) and (7), PM%T can be expressed as

KPy1ys
PMET Pr(l—alo <1+ b >>Re>
so ( ) 82 ( — 5)ICPy1y4 + led3TN0
_ Pr( BKPy1ys )
(1 = B)KPyrys +df dTNo
T Tﬁv
= Pr (BICPyg > dldz—” +(1- ﬁ)lche)
1
d{d3 Ny, B
— PI‘ > 173 0 && > — e > I
(yl KP(Bys — (1 — B)yare) s Zp e

2
and y; = |hgpw,|*. Since

where v, = o(%5) 1. Furthermore, recall that y3 =

hil,
hsege

||:§§ H and w; are orthonormal vectors, it follows that y3 and ¥, follow an exponential distribution
with unit power and are independent of each other. The pdf of y; has been shown in (17), and
so the secrecy outage probability can be written as
+oo0 oo yN-lo—u
Ps,j\fRT / / / ,6 “RemMdy dysdya,
eaya

Y3 *52y
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] dveNo

where ¢; = and e, = U2 With the help of Eq. (3.351.2) [28] , we obtain

KPS
Lo ooN 1 __ea
@ e Y3—eaya
MRT 1 —
Py / / e Pe M dysdy,.
€2y4  p_ 0 3 - €2y4)

Let us define ¢ = y3 — eayy, then PMET can be expressed as

+00 +ooN 1 ek o3
Pl = / / — e Teedtdyy

+00 400 N-1
_ / —(e2+1)y / 61 —k —(el/t+t dtdy4

Finally, by invoking Eq. (3.471.9) [28], we obtain

MRT +oo 265 1)/2
P, = / 67(62“)“2 i K1) (2v/e1)dys
0 k=0
1 -1 26§k+1)/2

= k! K(l—k)<2\/a),

1—|—€2 0

2

i

and the theorem is proved. |

Proof of Corollary 3 : In the high SNR regime, when P/Ny — oo, we know that v/ — 0 and
e; — 0. Utilizing Theorems 1 and 2, the expressions of the connection outage probability P77

and the secrecy outage probability PMZT may be given as:
N—1 2y (K402 1o (K—1)
PART =1 () [0 e Ko 2V + S5 ()0 (45 ()

N_p 2k 2( K (=R K—2 ()" < N_1 2y/(mtk+1)/2
(i 2k (24/557) - T2 G T O K (207

and
9k H+1)/2

N-1
1
PMRT: 1 K, 2 )
% 1+ e 2 Kaw@ve)

k=0

After expanding the Bessel function by Eq. (8.446) [28] and omitting the high order items of

~" and e;, we obtain
PC]‘O4RT ~ MPY/N ln ’}/7

where

_ (K—k) — (K1)
M=(%)[ o TR T Lo (— 1) (V) ()
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N—1 (~DF(EE) N K—2 ()" —N-1 (—1)(m=h)
(S i - =it B 5 el )|
and

MRT 1
S0 1+€2

This proves the corollary. u

Proof of Corollary 4 : We begin by defining the outage probability as
Py 2 Pr((1 - a) (logy (1 +7p) —logy (1 +75)) < Ry).

In the high SNR regime, we have p = P/N, — oo as 7p — o0, and so
logy, (1 +7p) — logy (1 4+vr) — logy(1+4yp). Therefore, in the high SNR regime,
PMET  ~ Pr((1—a)log, (1 +vp) < R,). Finally, using Corollary 3 and the fact that

out

MRT
lim %22 — 0, we know that A" £ _1lim, ,, ‘&l (0]
T & ’ p—700 log(p)

= N, which proves the corollary. Il

Proof of Theorem 9 : From section III-A1, we know that in the high SNR regime, under the
outage constraints PMRT < g and PMET < ¢, the optimal time and power allocating coefficients

(a*, B*) can be approximated as the solution of the following optimization problem:
BK P’ ) ( B—e€ ))
OPl: max (1—-o)(1—a)llo 1+ lo 24— 18
nax (1)1 - a) (tog, (14 iy ) < toes (24 125 ) a®
s.t. 0<a,p<1.

Since (1 — o) is not determined by («, /3), the optimization problem can be reconstructed as
OP2: max RMHET
(,8)
s.t. 0<a,p<1,

where RMET —= (1 — «) <10g2 (1 + ﬂ’fﬁfﬁ) — log, (2 + ﬁ)) In the following, we show

that RM%T is a concave function of («, 3) in the high SNR regime.

From the expression for RMFT we have
Bpa’
9RMRT LAt Koo' _
s 47 43 ~ log, (1 1 Ppo > + log, <2+ g) (19)
dal (1—1—%22) (1—a)ln2 did; e(1—p)
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and

Koo'
opMrr  (1-a) (—Ld;d;) (1-a)1—e¢)
% (145 my M2l BP+A=HE -]
172
where p = P/N,. We then derive the second-order derivatives of RM#T:
PRI nBpo’ ~ i
(1+222) (1-a)
and it is easy to see that 821;% = < 0 in all cases. We also have

WR%M;:—“—*”(%%) (1—a)(1— [l — 28+ (48— 3)]
N R S O R R

dfdy

In the high SNR regime, when p — oo, 1+ % — %. So BQSSAIJBRT can be approximated as
PRYFT - —(1-a)  (1—-a)(l—e)(l—28+48e— 3e)
#26 7 F2h2 In2(1 — B)2(8 + € — 2B¢)?
—(1—-«a)
——(A—-B
1112 ( )7
where

(1 —e€)(1—25+458e — 3e)

1
A= — and B =

S (1= B)2(B + e —2p¢)?
Now we prove that A — B is always greater than zero. B can be expressed as
C
B=—-—-
(1—BpD’
where
C = (1—¢€)(1—28+4Pe—3¢) (20)
= (3—4B)€ + (68 —4)e —28+1
and

D = (B+e—2Be)

= €+ (% +28e — 4Pe* — 45%€ + 4€° 5.
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Equation 20 implies that C' = (1 — €)[(1 — 25) + €(48 — 3)]. We now consider three cases
depending on the value of 3. First, let 1 < 3 < 3. Then we have 1 —23 < 0 and €(48 —3) < 0,
so that C' < 0 and A— B > 0. Next consider the case where 3 > 3. Then (26—1)/e— (43 —3) >
(26—-1)—(4p—-3)=2—-28>0and C = —(1—€)¢[(28 —1)/e — (48 — 3)] < 0, from which
it also follows that A — B > 0.

Finally, we consider the case where S < 5 and we cannot tell whether C' < 0 or C' > 0.

1
2

When C' < 0, B < 0 and it is straightforward to see that A — B > (0. On the other hand, when

C > 0, we have (1 —23) + €(48 — 3) > 0, and thus € < 22=1. It follows that
00— [1-26) + (45— 8)] + (1 - Y45 ) < 0
and
o0 =2(1-26)(5 + ¢~ 280 >

This means that the maximum value of C' and minimum value of D, and thus the maximum

value for B, occur when ¢ = (0. Now we only need to prove that when 5 < 5 and ¢ = 0,

1
2

A — B > 0. In this case, A — B can be expressed as

1 1-28
A—B = — _
B = m e
62
= Ba_pp
> 0,

proving that A — B is always greater than zero and that, therefore, & 1;2 57— <0 in the high SNR

regime.

) . BKpo BKpo o
In the high SNR regime, when 1 + dTZT — delT , we know the following:

g ORI (1-a) (7) ~ (1—a)(1—¢) o
8 (1+%%)m2 WGP+ 1-H(F -0

<1—a>(1_ (1-9 )
M2 \5  (=B)(+p—2)
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, PR 1 (o (1-9
[ ] B0 ~ E <7+ (1 _6>(6+6_265)>
g PR e ity
P AEMD | (1 s (1 oy
N —1
T 22(1—a)ln2
N\ 2
g PR —-0) (#%) 0 -on-25+d45-3)
P T 1y de) iy MR BRI A - P

—(1—-a) (i _ (1—¢)(1—26+48e — 36))
T 2\ (1-PP(B+e—28e?2 )
Then we have
92 RMRT 52 RMRT 52 RMRT\ 2
Pa 855 B ( 8B88a )

(- w5 2m) - (3 meri )|

()
>(ﬁ) K 1_6 1>_<62ii52€ﬁ;>3€)) (%*(1—6)212—26&))1
() o= 112_ 3 (G s ) T e )
_(ﬁ) :;_M)o
where
0 = —(1=28-+45c =30 = (1- 0 + 5(1- B)(e+ f — 269) 22)
_ 2(1-p)
E
> 0.

2
From which it follows that & RMRT azgigRT — <62£§§§T) > () always holds in the high SNR

regime.
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Therefore we have proved that the optimization problem in (18) is a concave problem, and

its optimal solution («*, 5*) can be calculated as % =0 and dRAﬂ = 0 in the high SNR

regime. Finally, from (19) and (21), we have

T |
1f.s—2

=
*

I
N[ =

e—Ve—e€?

5 otherwise
e—1

and
. 1
T T W(evmey

where W (z) = f~!(ze®) is the the Lambert W function and

. ﬂ??PU/ 1 6 — €
V= log, (Nodfdg m2 o\ 2t T )

This completes the proof. |

Proof of Theorem 5 : From Equations (3) and (12), we know that PCZOF can be expressed as

K Py, 2
pPZF — P 1—a)l 1 B—
co r (( Oé) 089 < + d{d;NO ) < Rt)

= Pr (3/122 < ’Y/) )
where 7' = (2(1%) - 1) d{dj No/(BKP), and the pdf of 2, is an exponential distribution with
unit power. Then, by following the same steps as in the proof of Theorem 1, we obtain

((h+1)/2
PcZoF =1-

T Roew <N—>

which completes the proof of the theorem. |

2y

Proof of Theorem 6 : From Equations (4) and (13), we know that P£F can be expressed as

K Py, 24
pZE Pr<1—alo (1+ 8 )>Re>.
> ( )log; (1 = B)KPy123 + did] No

where v, = 92(:%5) —1 and the pdf of z3 is an exponential distribution with unit power. The pdf
of z4 is an exponential distribution with power Ng. Using the same method as in the proof of
Theorem 2, we may then express PZ!" a

(k+1)/
N-19 ( >
PZF = K 2, -
SO 1 + 632/]\/'E P (].—k) 9

1
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and the theorem is proved. |

Proof of Corollary 7 : In the high SNR regime, when P/Ny, — oo, we know that v/ — 0 and
e; — 0. By Theorems 5 and 6, the expressions of the connection outage probability PZ and

the secrecy outage probability PZ!" are given by:

(k+1)/2

T Re-w <N—>

L2
PcZonl_ !
k=0

and

N ( )(k+1)/2
PZF_ Koo 2/ 21,

After expanding the Bessel function by Eq. (8.446) [28] and omitting the high order items of

~" and e;, we can obtain

PZF o ﬁ (23)
and
prra L (24)
50 1+ €9 / N E ’
which proves the corollary. |

Proof of Corollary 8 : We define the outage probability as
Pyt £ Pr((1—a)(logy (1 +7p) —logy (1 +7g)) < R,). (25)

Then, with the help of corollary 7 and following the same steps as in the proof of Corollary 4,

IOg[Pout (ﬂ)}

ZF &
d log(p)

we have —lim,_, = 1, and the corollary is proved. |
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