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The thesis studies the structure of permission gemant system used in a client
organization and the ways to make it better andensonplified. The aim is to study what

type of structure would best serve the client camgpand then create a new permission
management structure based on the findings ofetbearch.

This study introduces the needs for permission gament, required components for
executing a functional permission management sysiath the implementation of new

more functional permission management structurefifeh out the best way to introduce

the new structure and how it will improve the pessidn management in the client
organization. Firstly the current structure will @eamined. Secondly the existing structure
will be remodeled to meet the needs of the cliegiwization and to support role based
permission structures. Thirdly the new permissiomnagement structure will be

implemented as a part of the permission managesystem.

The study results in new permission managementtstel that can be implemented as a
company wide solution for permission managemeniitlt little effort can also be used as
a basis for enterprise wide solution to permissiemagement. The value of this study
comes from the saved time between the permissiquest and the time of permission
delivery, the saved man hours in the permissioruesy process and from increased
information security as well as cutting the permaiss that are not required for completing
user’s daily assignments.
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Tybssa tutkitaan asiakasyrityksessa kaytossa olk@gtiooikeuksien hallintajarjestelmaa
ja sen parantamista yksinkertaistamalla kayttod&keun hallintarakennetta. Tyon
tavoitteena on tutkia minkéalainen kayttdoikeuksidallintarakenne sopii parhaiten
asiakasyritykselle ja tutkimusten pohjalta toteattalutunlainen rakenne.

Tybssa kaydaan lapi kayttboikeuksien hallinnandalisuutta, osia joista kayttdoikeuksien
hallinta rakentuu ja uuden rakenteen implemen@intsekd siitd saatuja hyotyja.
Tutustumalla nykyiseen rakenteeseen selvitetddasp@pa luoda uusi kayttooikeuksien
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ABBREVIATION AND TERM LIST

ABAC - Attribute Based Access Control
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AG — Aktiengesellschaft (German word for a corparatimited by share ownership and
that may be traded on a stock market)
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CEO - Chief Executive officer

HR — Human Resource

IAM — Identity and Access Management

ID — Identity

IdM — Identity Management

IP — Internet Protocol

IT — Information Technology

LDAP — Lightweight Directory Access Protocol
LLC — Limited Liability Company

MDF — Medium-density Fibreboard

QY — Osakeyhti6 (Finnish word for a corporationited by share ownership and that may
be traded on a stock market)

RFID — Radio Frequency ldentification

RoBAC — Role Based Access Control

RSA — Rivest, Shamir, Adleman Algorithm
RuBAC — Rule Based Access Control

SSO - Single Sign-on

UML — Unified Modelling Language

VPN — Virtual Private Network



1. INTRODUCTION

As functionality of an organization becomes morpatelent of the information technology
the solutions used for the identity and access gemant (IAM) are also playing
increasing role in a company’s daily functions. pies the fact that identity and access
management provides a good business case in téransaved labor costs and increased
security it is often considered as IT operationisTimakes it hard to get the business
involved in terms of a costs and workload that ga&sbuild a working identity and access
management system. Research published by Gartoersshat the time for new employer
to gain all the required accesses and tools to tEmpis work can take up to three months,
while the median time is six weeks. This is six kgeef people not being able to do their
daily assignments and according to research thils dde labor costs of the company
upwards from 100 000 € each year for a companyradral 15 000 employees. Identity
and access management is also about protectingnthaterial property of the company,
when it is possible to control the tools and resesrinside the company effectively the
company is less likely to face a data theft or anuthorized access. These are the main
benefit of well-structured identity and access ng@maent system. (Gartner, 2013)

In order to implement a working identity and accesmagement system there are some
prerequisites. Company has to have ways of idengifysers logging in the company
computers, there must be a system that allows bEag made available for only the
people who really need the information, and in addithe supervisors have to be aware of
the needs of their employees. There are severdaemgsthat make managing these
prerequisites easier such as Single Sign-On (SBQE Based Access Control (RoBAC)
and Meta directories such as Microsoft Active Diogeg, rest will be introduced throughout
the thesis. Meta directories make it possible thmiaistrators of the network to grant and
deny access to specific files and folders and ¢kemetwork itself. ROBAC systems are
used to identify the needs of certain roles withim company, for example salesmen can be
offered a remote working solutions and software &ledshares that make it easier to
present why the client should choose a this pdaicupplier. SSO solutions are there just
to make end users life easier when the need ofmdraeng all passwords is omitted and
users only need to remember one password to gecttess to all the systems they have an
access to.



1.1. Research methods

This Master’s thesis uses two main research methatErviews with some key figures

working on different fields of the company and ritire research. Most of the theory
comes from literature research. Information useddmplete this research comes from
articles, books and documentation from IAM systeemdors/consults. In addition, there
are several researches that were commissioned byitArOy in order to complete this

research. Information regarding the client is gatiefrom the internal websites of the
company and can be found more inaccurately fronirtteznet.

The theory gathered for this thesis will be comgaethe surveys which were conducted
in order to gain further knowledge of the IAM amddetermine the new 1AM structure and
the means to implement it in the company’s inforaratechnology (IT) operations. The

first survey was made by Propentus Oy the survieg'ss was to gain further knowledge of
the current IAM and to develop it. The second symwas made within the company and it
was targeted to the key users of the IAM systerooiitained questions about the usability
of the product, suggestions for a new IAM structaneerall pros and cons, and open word
where users could give feedback and suggestiorerdieag the whole system. For the

second survey 24 key users of the IAM system waterviewed in order to get a deeper
understanding on how the end users see the sydeopentus Oy, 2013)

1.2. Goals of the thesis

This thesis aims to create a new, better suited mack optimized identity and access
management structure for Andritz Oy. The new stmgciwill be tested by Andritz Oy
Finland in order to cut costs and time consumpti@ occurs when new employee is hired
to the company. After successful tests the newcttra could be implemented as a
company-wide system for identity and access managenHowever the main goal is to
make the hiring and access granting processesnwtitiei company more flexible and less
time consuming.

1.3. Structure of the thesis

Chapter 2: Identity and access management is @@ tipart of this thesis that gives an
overall insight to identity management: what canabeomplished by having and identity
management system in place and the risks of noahgavfunctioning identity management
solution. This chapter also explains what is neddeavorking access management system
and the benefits of such system. The problems pteden this chapter are the ones every
organization involved with implementing an identégd access management system have



to deal with. The information presented here ih\gad from literature and surveys made
by companies providing identity and access manageservices. The concept of identity
and access management is being used as the bafwlitlee whole thesis with other
chapters giving some additional information abaygport systems used with identity and
access management and how an IAM works in a largg@ise organization.

Chapter 3: answers the questions about companysindss area, geographical- and
employee structure, in order for reader to get ebeicture of the challenges that the
enterprise organization sets in terms of identity access management.

Chapter 4: Identity and access management in at@mipany chapter illuminates how the
IAM is done in Andritz Oy and what features aredis@ the best user experience possible
without compromising the safety of company data.

Chapter 5: User study analyses the information egath for this thesis from client’s
organization. The Chapter consists of four partsllenges with the current structure,
performance issues with current system, workingufes in current system and requested
changes in the system. The goal is to determinetbdmprove the existing IAM solution
used in the client company.

Chapter 6: New permission management structuresgivdeeper insight to the future of
identity and access management in the client cognpgirgoing through some key features
that build up to working identity and access mamaget system. These findings and
changes play an important role in client’s idenéibhd access management solutions.

Chapter 7: Summary features the conclusions tliegrbrought up, the actual outcome of
the project, some ideas the client has for theréudd this project and how the system could
be implemented as an enterprise wide solutionAdf.|



2. IDENTITY AND ACCESS MANAGEMENT

Identity and access management is one of the nfagiors in terms of information
security. IAM describes processes and technolatiagsallow an organization to identify
accurately their users and the resources theydeda@access. In small companies the need
for managing users can be almost non-existentpadfin this is linked directly to the
amount of resources the company has. In large coiepand businesses where the use of
subcontractors and other temporary workers is ngoramon, managing users can be a
daily nightmare. (Rich, 2014)

Describing identity and access management is sinaplé anyone can say how it should
work. Implementing an 1AM to a company in a praatidime- and cost-efficient way is a

whole lot harder. Company that has hundreds ofuress and thousands of workers, will

find out that keeping track of those can be imgadesir at least extremely challenging task,
when company opens its resources to subcontraatatsbusiness partners the problems
grow even bigger. (Rich, 2014)

Access Management

Authentication Authorization
= Single Sign-Omn = Role-based
+ Session Management » Rule-based
+ Password Service = Attribute-based
+ Strong Authenfication + Remote Aunthorization

Identity and Access
Management (IAM):

Providing the right people with
the right access at the right time

Central User Repository
* Directory

+ Data Synchronization

+ Meta-directory

= Virtual directory

Identity Management
Figure 2-1. What is identity and access managefiggtof HKPolyU, 2009)




Previous figure (figure 2-1) illustrates the commponents of both identity and access
management and sums the goal of most IAM projetdts one sentence. Because of the
simplicity of the figure and overall coverage ofatlis normally considered to be IAM this
figure will also act as a rough structure for ttigpter. (ITS of HKPolyU, 2009)

2.1. Identity management

Identity management (IdM) is administrative areattdeals with the management of
individual identifiers in the system (such as ategirise, a network or a country). There
are five main components to IdM which are user rganeent, password management,
provisioning, delegated administration and role agggment. In some instances it is also
seen to cover authentication, but in this thesesathentication is treated as an individual
entity. The identity management targets for indreasecurity and productivity while
decreasing cost, downtime, and repetitive taskentity management task force, 2008)

consist Attributes /
correspond n .Lfl_’ Identifiers
e Identities - ~
Entities ¢ e I
) @y

— o o o o o o e e e e e e e

Figure 2-2. Concept of Identity (Wikipedia, 2015)



Reason for IdM is the organizations need for a lsirigtegrated, authenticated, and
universally accessible identity management systémstwcan be used as a database against
which the users are authenticated or against whiglsalaries are paid. Many organizations
are striving to achieve a centralized and decemtr@dlldM implementation that eliminates
the inefficiencies and vulnerabilities of independdecentralized approaches. A unified
infrastructure will provide centralized, highly auotated capabilities for creating and
managing trusted user identities. It allows adntiaters to define user access rights with a
high degree of flexibility and granularity, in keeg with business goals and security
policies. It also validates identities and enfordghts and policies consistently across the
enterprise, thereby further enhancing security angporting compliance requirements.
RSA defines IAM as “an integrated system of busngsocesses, policies, and
technologies that enable organizations to faaoditahd control user’'s access to critical
online applications and resources — while protgcttonfidential personal and business
information from unauthorized users.” (Krause, 2006

For security reasons, tools for managing identignegement should run as an application
on a dedicated network appliance or server, ethepremises or in the cloud. At the core

of an identity management system are policies oefirwhich devices and users are

allowed on the network and what a user can accemptiepending on his device type,

location and other factors. All of this also depermh appropriate management console
functionality, including policy definition, reportg, alerts, alarms and other common
management and operations requirements. An alaghtrbe triggered, for example, when

a specific user tries to access a resource forhwifiey do not have permission. Reporting
produces an audit log documenting what specifividiets were initiated. (Krause, 2006)

Many IdM systems offer directory integration, sugpor both wired and wireless users
and the flexibility to meet almost any security aogerational policy requirement.
Because bring your own device (BYOD) is getting emmommon in today’s business
world, time-saving features such as automated demiboarding and provisioning, support
for a variety of mobile operating systems and auwtieth device status verification are
becoming common. (Gartner, 2013)

Previously mentioned five processes that IAM cdssi$ can be companied by self-service
feature for user and role management, this withalusers to perform simple tasks such as
password recovery, applying for roles and changeg personal information among other
things. With all the parts of IdM in place it is gwble for a company to execute a
successful user account policy that is robust, t@idg to change and easy to keep up to



date all at the same time. Following chapters exjplain aforementioned processes and the
role they play in the whole 1AM system. (Gartned13)

2.1.1 User management

User management is the feature that allows an gmelto be granted with a user account
that is used for the 1AM process and to keep aktadcusers working for the company.
When a new employee starts in the organization #ineynormally given an ID number and
if they are using company computers the uniquenasee and corresponding password are
also created. The identifiers mentioned above allmér to gain an access to company
computers and some files alike. ID number is alsositlered as a prerequisite for the
company to start paying salary to an employee. riteroto institute a working user
management solution an integrated workflow capgbié also required, this is used for
approving some user actions such as provisionidgdarprovisioning. (Blue Coat Systems
inc., 2007)

2.1.2. Password management

Password management feature is important factaraking sure users use passwords that
are safe enough for the internet use and thataksewords are changed frequently to avoid
the data thefts that can go on for years. Passmarhgement sets the rules for password
lengths, the type of characters passwords neetthade for them to be accepted to be used
in company network and the rules of not allowing thse of same exact password too
often. (Tipton & Krause, 2007)

Rules for passwords are monitored when passworlsraated or changed and they can
include the mandatory use of capital letters, nusla@d special characters, they can also
define the amount of previous passwords that yeur password must differ from before it
is possible to use the same password again. Mamgeasswords is highly automated
function conducted by authentication server acogrdio the rules determined by the
system administrator. (Tipton & Krause, 2007)

2.1.3. Provisioning

In IdM provisioning means the creation, maintenasce deactivation of user objects and -
attributes, as they exist in one or more systenmnectbries or applications, in response to
automated or interactive business processes. Seftused for user provisioning usually
includes one or more of the following processesnsotidated user administration,



delegated user administration, federated chandfeses®ice workflow, and control change
propagationEmployees, partners, vendors, contractors, cuswreother recipients of a
service are presented as user objesvices may consist of inclusion in a publisheerus
directory, e-mail or access to a database, netaonkainframeProvisioning is particularly
useful within organizations, where users may beresmted by multiple objects on
multiple systems. (Wikipedia, 2015)

2.1.4. Delegated administration

For organizations employing thousands of people ainde biggest challenges is dealing
with data access, systems, applications, and nksmehen employees are hired, moved
within the organization, or terminated@his challenge is compounded for external users,
such as contractors, vendors, partners, and custonteomplexity of delegated
administration presents linear correlation betwsee/scatteredness of the company and
increasing complexity of delegated administratidduccessfully applying delegated
administration as part of end to end IAM procestl allow users obtain system and
application access more quickly, thereby becomingemeffective and productive as
quickly as possible. Good management representstasavings to the organization and
can provide a demonstrated return on investmene gimallenge is even greater for
organizations that are highly distributed with ipdedent functions doing the granting and
the management of account. It is even more complean parts of the administration
function are centrally managed and other parts degecentrally managed. Another
complexity is presented when employees move betwéen or have access to multiple
individual business units within one larger entilyese problems are mainly experienced
by members of a larger corporations. (Tipton & Kaw2007)

One of the most important changes to an accouatuser profile occurs upon termination.
It is imperative that terminated employees be imatety removed from the system or, at
least that their access be immediately termindtedases of suspension, after completion
of file cleanup and fulfillment of delegated respimiities and other administrative
processes, actual deletion of the account shoutklguollow. In highly decentralized and
distributed organizations, supporting many applocet and systems, it is important to
coordinate the termination and account revocati@mtegss centrally and to automate this
process to the extent feasible. It is also impeeatitdb have a human resource (HR) system
interface to the IdM system to compare the IdM basa to the HR database to highlight
and react to changes. This functionality may bevidexl by another meta-directory such as
Microsoft's Active Directory (AD) as long as it ithe designated and established
authoritative source. (Gartner, 2013)



2.1.5. Role management

As soon as the user starts working for a companyg hdded to the company database with
distinctive information from name to bank accouniber. User is also granted with a job
title based on his standing in the company andkihe of work he does. In most cases the
job title can also be considered as user’s rola tompany. Managing the user and role
information is not done on daily basis becauseelas the type of information which is
not that likely to change as rapidly and often asdxample the network resources the
person needs to get the job done. (Lehnert, 2010)

The reason for role management is to ensure teahtbrmation regarding user roles is up
to date because these roles are used to deterneihevel of access the user is granted with,
while using role based access control. Removingdleefrom a user is also the easiest way
to cut down their access in case of a terminatioth® contract or other similar situation
when user no longer should have the access totisensompany data. Also the biggest
security threat for companies is usually the ora tomes from inside and with proper role
management this can be reduced greatly since dserst have an access to data they
should not have seen in the first place. (Oradé32

2.1.6. Self-service

User management self-service model relies on eas Uu$-awareness because if this type
of service is implemented as a part of the IT istingcture users are given some moderation
privileges to the systems that are traditionallyerbainder the IT or HR departments
supervision. However when using information frome tHHR or IT departments the
information could have changed over the coursanaé twithout these entities knowing it
which would cause the data to be outdated andftitereseless. Allowing users to update
their personal information such as phone numbevssion information, work and home
addresses, job titles and so on, the information lza kept up to date more effortlessly
because people are normally more aware of their owiormation than the company
servers where not all the information is loggedsdAproviding users with a service where
they can open locked user accounts for examplease of a forgotten password and too
many attempts, can significantly reduce the wortlad the IT-department, however
implementing this type of service would need stranthentication to allow unlocking the
account and changing the password, but since pardéncards have become more
common it should not be hard thing to set up astldar the companies using the
aforementioned technology. (Gamby, 2010)
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Self-service user management is not however tifegiesolution, it is true that the boxes of
up to date and more accurate information can bekelaeby allowing users to participate in
collecting this data but there are also some probldat may arise from implementation of
self-service user management. The human nature v@ovizings out some flaws in this
functionality. It is known that some people are pefitive by nature and for them being
able to change their job title in the system mayeas a tool to highlight their standing in
the organization or even modify their actual jadketto correspond the one they think they
are entitled to. For example in a situation whéee ¢company is using automated RoBAC
that compares user’s job title from the user infation database with list of roles and
automatically grants user the access based onchairged role. Activity like this could
cause the user to have access to files they wdrsupposed to have rights to, here by
compromising the security of the data. (Gamby, 2010

2.2. Central user repository

Central user repositories are used to store amdedatientity information to other services,
while also providing a service for verifying useedentials sent by the client. Central user
repository provides an aggregate or logical viewdehtities of an enterprise. The central
user repository is most commonly built on LDAP dimy server where it gets all the
information it needs. The following subchaptersraduice the central components and
features of central user repository. (ITS of HKRIR009)

2.2.1 Meta-directory

Meta-directories are systems that provide the fidvdata between one or more directory
services and/or databases. Meta-directories arerpeise solutions for unification and
central management of disparate directories. Tha wof searching several databases for
single piece of information is ineffective and tie@nsuming, meta-directory addresses this
issue by combining all the information from diffatedirectories and databases into one
meta-directory which holds the information regagdihe data location. When user searches
for the information, meta-directory works as a nhédohan providing the user with wanted
information using less of the resources than théitional multi server search. (Wikipedia,
2013)

2.2.2. Directory

In its most simplified form directory is a tableattconsists of names and values. It can be
used to lookup the values corresponding the nam#teidirectory. Since one name can be
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associated with more than one piece of informatiensize of directory is directly related
to use of value fields. For example a phone boak ¢hly has name of a person and phone
number is much smaller in size as the company tirg¢hat can hold over 20 different
attributes for one person. Directory is a datalthse is used to store data in organized
manner. The data in directory can be accessed wusiagtory service software. (ITS of
HKPolyU, 2009)

2.2.3. Data Synchronization

“Data synchronization is the process of establigluansistency among data from a source
to a target data storage and vice versa and thenaoas harmonization of the data over

time.” The process of data synchronization is usethake sure that all the systems have
the latest data at their disposal. In the termssei management the valid user information
such as job title and division user is working &e business critical. Having outdated

information regarding the user’s work place cardl#gm to be given access to files they
do not need or they should not be allowed to acéesan also cause the user not to have
sufficient access to files and resources they waoddd the access to get the job done.
(Roebuck, 2011)

In addition to user management the data synchrboizdetween end user devices and
company servers plays major role in case of anvenel failure, if data between end user
device and server has been done all the importtataan be saved from the server and this
can save days or even weeks of work for the compaata synchronization is commonly
described as the most useful information secuttycfion in case of a major disaster or
hardware failure, because it allows company to itébts databases from the last restore
point rather than from the ground up. (Gartner,301

2.2.4. Virtual Directory

“A virtual directory or virtual directory server s software layer which delivers a single
access point for identity management applicationsl gervice platforms.” A virtual
directory operates as lightweight abstraction ldfat offers high-performance and resides
between client applications and different types idéntity-data repositories, such as
proprietary and standard directories, databasds,sewvices, and applications. (Wikipedia,
2014)

Virtual directory works as a middle man receivingetjes and directing them to the
appropriate data sources by virtualizing and abstrg data. The virtual directory gathers
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the identity data from multiple data stores angmesents it as though it were coming from
only one source. Ability to reach into differenh@s of repositories makes virtual directory
technology ideal for consolidating data stored owltiple servers and in a distributed
environment. (OptimalldM, 2014)

2.3. Access management and authorization

Access management is concept for making sure tigatesources are only accessible for
those who have been granted with the sufficien¢llef access. In order to apply access
management into the system the users accessinmgdberces must be identified. Without
identification there is no information about thewusying to access the data which makes it
impossible to determine if the user actually neasccess to resources he is requesting.
(Tipton & Krause, 2007)

There are many ways to determine which files asdurces the user gets the access to,
these include role based access control, rule besEabs control and attribute-based access
control. Before the users are granted an accessomgpany network they must be
authenticated which can be done using the usermentdepassword combination, ID-card
and password combination or some other form of emttbation available. Following
subchapters will cover the previously mentionechartation methods in more in depth
manner, with an emphasis on Role-based accesotdiitlone, Ahn, Pai & Hong, 2005)

2.3.1. RoBAC

Role-based access controls define who or what psoogay have access to a specific
system resource, and it can also determine whigl ¢tf access is permitted and the ones
that are rejectedThese controls can be implemented in destinatiagtesy itself or in
external devices which will oversee the accessrobrh role-based access control, access
is granted based on the roles that individual usaxge within the organizatiotsers are
assigned roles (such as salesman, HR-manager,ndesigecretary). The process of
defining roles should include input from all depaents of an organization and should be
based on a thorough analysis of how an organizatperates. UML model of RoBAC is
pictured below (figure 2-3) and explained in maredepth manner in following chapters.
(Shuriya & Sumathi, 3/2013)
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Figure 2-3. UML model of RoBAC (CSDN.NET, 2012)

Access rights are grouped by role name, and thefussources is restricted to individuals
who has the role associated with given resoufae. example, HR-manager can have
access to salary records, personal informationngbleyees and a tools for hiring new
employees; whereas salesman does not have anyg &aodeR tools, but can have variety of
project documents and tools for calculating striadtgtrengths and prices for the product
and maintenance deals. Roles can be used to caetrets in effective manner but also for
developing and enforcing enterprise-specific ségyolicies. Having well defined roles
for access control can also streamline the secondiyagement process. (Kizza, 2008)

General ROBAC framework defines that users aretgdamembership into roles based on
their competencies and responsibilities in the wimgdion. Permissions the users are given
are based on role they were assignedJser roles can easily be revoked and new roles
assigned as the position within organization chanigele associations can be established
when new operations are instituted, and old opmratican be deleted as organizational
functions change and evolve. This helps to simghfy administration and management of
privileges, because this eliminates the need falatipg individual privileges and allows
updating of right centrally through existing ro{Kizza, 2008)

RoBAC aims for concept of least privilege which medhat user roles associated with
users give no more privileges than what is necgdsgperform their jobs. There are some
prerequisites for using the concept of least el such as identifying the user's job
functions, determining the minimum set of privilegequired to perform that function, and
restricting the user to a domain with those pry@le and nothing more. In systems that are
not effectively controlled, this is often difficuttr costly to achieve. It is difficult to tailor
access based on various attributes or constraimdsttdas can result in employee being
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granted more privileges than needed for their jategory. Overlapping responsibilities
between job categories, could cause maximum pgedebeing granted for each job
category which in turn could cause unlawful acc@sigza, 2008)

RoBAC allows users to have roles which can haverlapping responsibilities and
privileges. This is made possible because, users belongingfferest roles may have
common operations they need to perfoidarmally there are some general operations
which be performed by all employees (such as wagrkiaur reporting and travel expense
reporting). Regarding general operations, it would be ineffiti@and administratively
cumbersome to apply these general operations fdr ezle new that gets creatddole
hierarchies can be sculpted to adapt the naturattate of an organizatiorA role
hierarchy is used to define roles that have unaftrbutes and which could contain other
roles; that is, one role may implicitly include tbperations associated with another role.
(Ferraiolo, Kuhn & Chandramouli, 2003)

Role hierarchies are a natural way of organizinigsdo reflect authority, responsibility,
and competency: a user can be assigned to mutbfgs at the same time depending on
accesses needed for the job position and respbimssbine user hafreviously mentioned
operations and roles can be made a subject to iaegemal policies or constraints.
Hierarchies of roles are usually established, wbparations overlap. Role hierarchies
allow organizations can put constraints on acchssugh RoBAC, instead of instituting
costly auditing to monitor access. For examplenaty seem sufficient to allow secretaries
to have access to all project data records if thetess is monitored carefully. With
ROBAC, constraints can be placed based on secietacgess so that only those records
that are associated with a particular secretapcatlon can be accessed. (Ferraiolo, Kuhn
& Chandramouli, 2003)

An operation represents a unit of control that banreferenced by an individual role,
subject to regulatory constraints within the RoB&&mework. An operation can be used
to capture complex security-relevant details orst@ints that cannot be determined by a
simple mode of access. For example, there arereliftes between the access needs of a
teller and an accounting supervisor in a bank. lwgany defines a teller role as being able
to perform a savings deposit operation. This reguiead and write access to specific fields
within a savings fileA company may also define an accounting supervisier that has
teller’'s privileges of seeing account informatidrowever the accounting supervisor may
not be allowed to initiate deposits or withdrawhlg only perform corrections after the
fact. Likewise, the teller is only allowed to imite deposits and withdrawals, but not to
perform any corrections once the transaction has lsempleted. The difference between
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these two roles is the values that are writtenh® transaction log file and also the
operations that can be executed by the roles.dieéor Kuhn & Chandramouli, 2003)

The RoBAC framework provides administrators witke ttepability to regulate who can
perform what actions, when, from where, in whateordand in some cases under what
relational circumstances: only those operationsrkad to be performed by members of a
role are granted to the role. Granting of user nmestip to roles can be limited. Some
roles can only be occupied by a certain numbemgjfleyees at any given period of time.
The role of manager, for example, can be grantexhlp one employee at a time. Although
an employee other than the manager may act imalgtonly one person may assume the
responsibilities of a manager at any given timeis@r can become a new member of a role
as long as the number of members allowed for tleeisanot exceeded.

RoBAC system that is administered properly enabkexs to carry out a broad range of
authorized operations, while providing great fléip and breadth of application. This
allows system administrators to control accesslaval of abstraction, natural to the way
that enterprises conduct business. This is achieyeestablishing and defining the roles,
role hierarchies, relationships, and constrairds skatically and dynamically regulate users'
actions After the RoBAC framework is established for anasrigation, the main objectives
are keeping role descriptions up to date and thetgrg and revoking of users into and out
of roles. Compared to more conventional user access managewlere access is
controlled object-by-object basis this requires enatork to get started, but in exchange
offers centralized and companywide access cor{iRalberts, 1999)

Further, it is possible to associate the concept BIoBAC operation with the concept of

"method” in Object Technology. This associationdeao approaches where Object
Technology can be used in applications and operatystems to implement a RoBAC

operation. For distributed systems, RoBAC admiatstr responsibilities can be divided

among central and local protection domains; thatcentral protection policies can be

defined at an enterprise level while leaving privtecissues that are of local concern at the
organizational unit level. For example, within atdbuted healthcare system, operations
that are associated with healthcare providers neagdntrally specified and pertain to all

hospitals and clinics, but the granting and revgloh memberships into specific roles may
be specified by administrators at local sites. £KiZ22008)

2.3.2. RuBAC

The basic idea of Rule based access control (RuB&@gry much alike the idea behind
the role based one, but with the one major diffeegthe rule based access control relies on
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list of access rules that define the users thaalosved to access a certain file or folder.
Keeping rule list of every single folder is massitask and it requires a very well

established server administration. RUBAC is oft&sredjarded as an option to deliver a
functioning and secure access control, becauseemwitation and administration of it in

large company can prove to be an impossible t&fkchman, 2006)

RuBAC is best fit for smaller companies where rotrany rules have to be applied to gain
the desired results. Also for large companies vatlive and hand on approach to
administrating their IT systems could see RuBACaasalid option, however it would
require least one person working fulltime updatimg rulesets. (Gentry, 2012)

2.3.3. ABAC

Attribute-based access control (ABAC) is a so chhext generation access model which
provides, context-aware and risk-intelligent accesstrol. ABAC helps to achieve
efficient regulatory compliance, effective cloudsees, reduced time-to-market for new
applications, and top-down approach to governanweugh transparency in policy
enforcement. (Axiomatics, 2014)

“ABAC uses attributes as building blocks in a staned language that defines access
control rules and describes access requests. dtsbare sets of labels or properties that
can be used to describe all the entities that teistonsidered for authorization purposes.

Each attribute consists of key-value pair suchRslé=Service Engineer”.” (Axiomatics,
2014)

The following figure shows how ABAC combines thesbef both ROBAC and RuBAC
with adding some unique features to the processe 06 several attributes in
implementation of access control will make theisgtABAC even more demanding and
resource consuming task than setting up its pregece but one can be sure to get most out
of their access control when it the ABAC has beeccsssfully set up. (Radhakrishnan,
2012)
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Figure 2-4. How attribute-based access control svhikiomatics, 2014)

2.4. Authentication

Authentication is a process of identifying an entir validating the truthfulness of an
attribute. In IT the authentication is most comnyaméed in validating the identity of a user
or truthfulness of data. In access management \alémentication is discussed it always
means validating the user to be who he claims tdHhie is commonly done by requesting
username and password from the user. These days/bow is common for a company to
apply more than one form of authentication befdwe wser is granted access to data and
this can be done for example by requesting us@rdsent a physical keycard that allows
user to access their workplace or some digital enttbation method that defines which
files or resources user is allowed to access. ({&ao commission study, 2013)

2.4.1 Single Sign-on

Single sign-on is a technical functionality thdbwais a user to move from system to system
or application to application without having to eeter authentication credentials every
time. There are several ways to implement thistionality. Two common ways are to rely
heavily on the directory and constantly refer tdat authentication information or by
implementing an authentication system such as Kesbémplementation of single sign-on
should be conducted in secure manner or it may badi and security implications. A
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password or credential that is compromised will s#guto a breach of all systems or
applications the user is authorized to access. Wheequate security controls are
implemented with the single sign-on solution, thewall be no audit impact.
(Authentication world, 2006)

Implementing an SSO feature to company system®tiggoing to bring any direct cost
benefit for the organization, but there will be emrmous perception of benefit from the
users and it could help with administrative worklothat comes from users forgetting
individual passwords. Users will be thrilled nottigpe in their password all the time or
remember multiple passwords, and they will views tas a significant time savings. The
client company is currently using Evidian SSO fargke sign-on operations for these
purposes. (Gartner, 2013)

2.4.2. Password service

The password management features of IdM are the attvactive to organizations, and
many enterprises have third-party self-service wass$ reset tools that enable users to
change their own passwords upon expiration or &etrgpasswords when they have
forgotten them and have locked themselves out ef dfstem. Self-service password
management makes it possible for users who hagmtfdheir passwords to authenticate
themselves via an alternative method and if sufgetb®n given an access to the password
reset function. In the case of a forgotten passwibrel tool requires the user to enter the
answers to a predetermined set of questions oref@edined e-mail address or phone
number where the restored password can be sentrad@oshould specify the number of
times a user can enter an incorrect answer bebtateng the user account or alerting the
system administrator for manual intervention. Theveers must be kept secure and treated
like sensitive information, with limited access aatit and monitoring enabled. (Scarfone
& Souppaya, 2009)

Third-party self-service password reset tools aostnaommonly adapted to enterprises in
which a large percentage of help-desk calls arep&msword resets. The tools not only
reduce the cost of end-user support but also peoaidhore secure method for resetting a
password, because user or requestor identity iseatitated through the prompting for
private information, provided earlier by the usklanual password changes to the help-
desk are frequently not authenticated without aoraated password management process.
This practice is not compliant and is heavily satgd to security compromise and error.
(Scarfone & Souppaya, 2009)
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2.4.3. Session management

Session management tools are used to track unexpeisiconnections, session time, logon
attempts and it can be activated to track all tlowes user is performing while session is
active. The general use of session managementstheeamount of failed access attempts,
session time normally set for security purposeshed no one is capable to work on

company servers and steal data endlessly if they lbave one strong authentication

password combination at their disposal. (Gartn@t,332

Session management function brings increased $geumd traceability of company data to

the identity and access management systems withsalno effort and man hours required

in exchange. It has been debated that since theseasy for users to steal company data
is via VPN connection that is not monitored, thicefntly executed session management
could be the best way to stop data from leakinghto unwanted third parties. (Gartner,

2013)

2.4.4. Strong authentication

Strong authentication also called as two-factohentication is a way of double checking
users credentials using a some form of additiothahtification that only the specific user
has an access to, this can be RSA-key, passcotdldosanmobile device, an additional
password list or today pretty much anything fromchidp card to implanted RFID tags. The
idea of strong authentication is to make unautledriaccess to sensitive company data
harder for the intruders without making the autloation process much harder for end
users. (Rosenblatt, 2013)

The traditional authentication relies on singlegwasrd, which in worst case can allow an
intruder to have a company wide network access. fiioblem with single password

solutions is the fact that a single password cailyebe obtained by hacking or phishing,
but if the authentication requires a secondary et is connected to user with some
physical element like phone, RSA-key, ID-card, pass list or other such solution it is

much harder for intruder to get their hands on ianchost cases it would require them to
physically steal something from the user. (Rosehi2813)

2.4.5. Remote authentication

Remote authorization is way of making resourcedlaa for users that cannot connect to
the company network. Remote authorization can me do many ways, but it is normally
reserved for the users who are known to travekid- for example there are not many
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companies that automatically grant their office isiasts with remote access to the
company network. Certificates are one of the etsweays of delivering remote
authorization for devices on top of which user sti@ways be authenticated using strong
authentication methods. (Oracle, 2010)

2.5. Information security

According to a recent research conducted by LawiRssearch LLC the most common
reason for company to have an 1AM solution is inwe security of their credentials with
60% of companies stating this to be the main reasphAM solution was implemented.
When the newly implemented IAM solutions and ongdiAM projects are considered the
number of companies that stated the data securityetthe number one reason for the
implementation was 57%. This effectively proves hoawportant a well-constructed 1AM
solution can be for company in a sense of improvmhgrmation security. (Platt, 2013)

Information security itself consists from a set ofeasures and controls that are
implemented to protect the information against derof service and unauthorized
(accidental or intentional) disclosure, modificaticor destruction of data. Information
security consists of all physical access and soéivitanctions, characteristics and features
such as operational procedures, accountabilitygohees, and also access controls at the
central computer facility, remote computer, andmieal facilities. Also managing
constraints like physical structures and devicas; @ersonnel and communication controls
are needed to provide a required level of protaditominimize the risk for the system and
for the data and information contained in the systeformation security should include
the totality of security safeguards needed to p®wa required protection level for the data
handled by the company. (Slade, 2006)
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3. THE CLIENT COMPANY

ANDRITZ Oy is a leading global supplier of systeraguipment and services for the pulp
and paper industry including wood processing, fipeycessing, chemical recovery, and
stock preparation. In addition, ANDRITZ Oy offer®imass boilers and gasification plants
for energy production. Total sales of the companground EUR 600 million. Andritz Oy
has around 1000 employees and somewhere arounsuB@0ntractors working around the
globe. The Headquarters are located in Helsinknlaifd with side offices in Kotka,
Tampere, Lahti, Savonlinna, Varkaus and Lappeeara@hairman of the Board of
Directors is Dr. Wolfgang Leitner (ANDRITZ AG) an@resident and CEO Harry
Rickman. The company is owned by ANDRITZ AG of Aist The Andritz Group is a
global market leader for customized plant, systamd services for the pulp and paper,
hydropower, metalforming, steel and solid/liquidpaetion industries. In addition,
ANDRITZ offers technologies for certain other sestoincluding automation, the
production of animal feed and biomass pellets, mimpachinery for nonwovens and
plastic films, steam boiler plants, biomass boilarsd gasification plants for energy
generation, flue gas cleaning plants, plants f& pinoduction of panelboards (MDF),
thermal sludge utilization, and biomass torrefacfbants.The Group is headquartered in
Graz, Austria and has a staff of approximately @3,8mployees worldwide. It develops
and makes its high-tech systems at productionjcgeand sales sites all around the world.
(Andritz Oy Intranet & Andritz AG, 2013)

Andritz Oy consists of 10 divisions and its busmés divided to five regions, which are
North America, South America, North Europe, CentEalrope and Asia. Following
chapters will introduce two of the biggest divissom Andritz Oy. (Andritz Oy Intranet,
2013)

The Wood Processing Division is the world's leadsagplier of systems, equipment and
processes for all steps required in a wood yardbmfthe arrival of the logs to their
subsequent preparation into wood chips — all thg t@athe production of chemical and
mechanical pulps. The headquarters of the WoodeBsirrg Divisions is located in Lahti,
Finland. In addition, it has several sites abroadeixample in USA, Canada and Brazil.
(Andritz, 2013)
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The Pulp Mill Services Division covers the servasivities for the Wood Processing and
Kraft Mill Systems Divisions. Primary emphasis is1 @roduction efficiency and
availability, services (engineered wear parts, ae@inent parts, equipment rebuilds,
shutdown services, service contracts and upgramegyaft pulp mills and woodyards
supplied either by Andritz or other manufacturetspart from the traditional service
business, the division works with its customers ntaeximize reliability and overall
production efficiency, by providing added valueveésgs and innovative solutions. The
Pulp Mill Services Division serves the large ingdlbase of Andritz equipment all over
the world. The main sites are located in North Ansrnd Europe, but there are local
service centers in more than 30 countries worldwide headquarters for the Pulp Mill
Services is located in Savonlinna, Finland. Theiddiw has approximately 285 employees,
from whom roughly 50 % in the USA, 40 % in Europeld0 % in the rest of the world.
The production facilities for rebuilds and parte &wcated in Finland and in the USA. In
addition, the division has local rebuilt partneiogh in New Zealand, Indonesia, South
Africa, Brazil, and Portugal. (Andritz, 2013)
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4. IDENTITY AND ACCESS MANAGEMENT IN
CLIENT COMPANY

As many other systems the working IAM is a collatimn of several software solutions
and implemented processes. Because of the aforiemedtfact it is very hard to design a
solution that would not get swamped over the chamgeised software or when something
new is added. The client company has over 1000@&yept in Finland alone working with
wide range of hardware from different vendors ariith \wmore than 100 different software
excluding the different versions of these. Thisdkaf environment adds its own challenges
to the equation, because not all of the prograndssafutions used are compatible with all
the systems used for everyday tasks. The main oflesaiccessful IAM is to be able to
handle everyday tasks and the most common requéftsently and even in great
volatilities, but when the environment is not fuijandardized the work needed to make
such system work is greater. If IAM is successfuligde part of the large company’s IT
systems it will also yield greater benefits becahgeamount of man hours that it saves are
also greater than in smaller companies.

In order to achieve a functional IAM process selvprarequisites must be met. There must
be a way to track the identities, this can be dosirg LDAP servers which serve as meta-
directories storing all the user information on #egver and when authenticating checking
that the information given on an end point deviceresponds the information on the
server. The matter of user having at least one aseount they can be identified with
makes it possible to move forward to the accessagement part of the process.

Access management starts when a new user is createdthe human resource
department’s database. The creation of user namwslhim to come to the work and go to
his workplace. To make this physical access easier normally also gets an electric key
with which the user can go through the locked daafrghe office. Even commonly
mistaken as first level of access management thigiqdl key to the office is already higher
level of access management allowing the persoroieecand go as they please, mostly
bound to some sort of a timeframe but without acoes After the physical access to the
workplace is granted for the person it is time dok things from the IT perspective of
things. The physical paper documents are not regardthis study because their existence
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is gradually decreasing and because all the infoomahat once was on paper is now
stored on company servers, computer hard drives.

Accessing company’s intranet or network resourceslavrequire a physical device which
is allowed to connect to the company network angaio this access person needs to have
a user account which is normally created when persctored into HR database. After
user account is created and activated the persalnlesto access all the desktop and laptop
computers in the company however giving them orliynged access to the company data
since most of the projects are located on secuneersewhich can be only accessed by
authorized employees. This level off access alsovala person to access company intranet
with some documents for the internal use of thegamy. The data on the intranet is not
business critical and therefore it is also avaddir people with lower level clearance to
the company’s data. This type of leveled approgcmost commonly seen way of doing
access management. Employees are only given argstycted access to the company
systems to begin with, but when they start worKorgdifferent projects the required access
rights are added for them to use.

After having a user account the person has poggitol make permission requests for the
software, hardware, physical access to other affinetwork resources and even the remote
networking/virtual private network which allows théo work from home or anywhere like
they were at the office. This is normally the phagen user starts making requests for the
software they think they will need in their currgab. Even not business critical by any
means the access to software is one of the higtmsttes of costs in IT sector and
therefore monitoring the access rights to the sfwis important and it allows the
company to keep track of the amount of softwarenées needed here by saving money
when no unnecessary licenses need to be paid for.

After an access to required software is grantedea needs an access to files located on
company servers. To get this a user is requiraddke a request for permission to access
the files and/or folders located on the companyesar In this part of access management
the key is to know what type of work the persogasg to do for the project and adjusting
their access rights accordingly. If a person igitoo little access for the data needed in
their job it might be impossible for them to contpléhe tasks assigned for them. But too
much access can also lead to problems if a pessmeompetent or they are trying to harm
the company by destroying or modifying files basadfalse data. This is one of the main
reasons why all the data on servers are backedbepause both intentionally and
unintentionally caused harm can set a project lf@ckouple minutes or in the worst case a
whole day. This is the reason why only the peoplh absolute need to modify data on
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project files are granted a full access to thesfileest of the project team is normally
working with a read-only rights. Another issue @ésnioving the access rights to the project
files after the person is no longer working for preject. This is simply because if person
is no longer working for the project he should have any need to access the project files,
this kind of situations are most likely to happéperson is changing companies and going
to work for the competitor. In previously mentionsduation an employee might be
tempted to grab some files regarding previous eygpto project in order to secure
themselves a better pay or some additional bereftte future company.

One of the most commonly used access types in ®aayld of endless remote working
possibilities is VPN connection which allows useiatcess data on the company’s network
from pretty much anywhere in the world. Even theNvféchnologies have changed over
the years and these days can be used simply tadpravsingle program for remote user
they are still commonly used to create a full VRNrel between the client computer and
the company network. Some companies allow this typeonnection to the company
network from any computer with VPN client. Genek&#PN connectivity overview is
pictured on the next page (figure 4-1).

Internet VPN

- Internet
Regional nteme

Office

Head-office
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Office
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Figure 4-1. Overview of VPN network (Wikipedia, Z)1
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If the company does not have an IAM solution theriminates user’s access to VPN
solution as soon as their contract end there isaaae that some users might look to gain
access to confidential company data over VPN frbeirtown devices even after they are
no longer working for the company and this is josé of the many ways IAM solution is
protecting the company that uses it. (Wikipedial 20



27

5. USER STUDY

In order to gain further knowledge regarding thebtems and the features that users found
useful within the current permission managementesys company decided to launch
survey to heavy users of the system. The surveyahaidle scope targeting all the business
areas and the support functions. During the suriveame clear that the roll out of the
current system had not gone the way it was suppimsadd that was the main reason why
people were put off by the whole system. Howeverahe first version of the system it
had improved drastically and currently it was altmioderable to work with even though
there were still some performance issues in thega®especially when new employee was
required to start work within a short time framéneTfollowing chapters will explain the
findings of the user study and provide a more tetaview to the pros and cons of the
current structure.

5.1. Challenges with the current structure

During analysis of the data collected from the eweks it was clear that the biggest
problems the former structure had was that it lsadntany levels. Creating a new structure
with fewer levels makes the whole structure cleamsd easier to use for the employees
after all they are ones who are going to be asgemgnissions through the system. Erasing
levels from the old structure was not the hard fuli, getting all the elements to match the
new structure would not be easy because the sysiemisitegrated and with fewer levels
pinpointing the person who can grant user the regdepermissions. Studies showed the
reason why previous version of the system had soyrfevels was because the company
was using both matrix management structure andniseagement structure in its everyday
tasks. Use of two different management styles usiog employees to have more than one
immediate supervisor that led to the case wherg@lpemere not sure which division or
process they should apply the permissions undeausec in some cases even the
supervisors would not know they had this persorkimgrfor them.
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Figure 5-2, shows the problem in the matrix managenthat is the same problem the

client company has, but in addition the client campis also using a tree management
structure that is used together with matrix manasgerstyle that leads to a situation where
an employee might be working for three differentiglons and in worst case three different
managers at the same time. The easiest way tdhvegedblems that occurred in combined
tree & matrix management system is to place treaag@ment system into one of the

circles in matrix management structure and see tmawy levels of supervisors it creates.
This can however be solved by assigning permissianagement tasks for one person who
is high enough in the chain of command in thisaditin it would be project manager who if

needed asks further permission from dedicated ttepat head.

Studies also showed there was a problem in idémgifthe owners of the data. In some
cases the ownership of the data was given to tbggirmanager and in others to the
manager of operations, however the system howwmeiowas decided was not consistent
and in some cases the owner of the data would ignotdf for some employees to get
access to files because they did not know the eyapkneeded the access and more than
that several users were given access to moretfiess should have been given access to.
This problem would not be as hard to solve if tloenpany was very small, but in an
enterprise with hundreds of projects and over aighod workers the work of finding
proper owner for every project would be extrematyetconsuming and hard.

One of the major challenges is when people fronerotiountries come to Finland to work
and need permissions to access the network drivesed specific programs installed on
their computers. This is a problem because theentilAM system is only being used in
Andritz Finland and not in the other countriesthis case it is possible to make a request
for these access rights because the permissiongaameat system is connected to the
company wide meta directory, but the request argoes to this persons supervisor who
has never even heard of the system and have nanfisenation to access these requests.
These cases can of course be handled as the pgepmesubcontractors, but since the
people are actually Andritz employees it would nake much sense to do so. In some
cases the services provided by Andritz Finlandnaoee widely used in other countries as
well and since the system is also used to trackisieeevels of the systems it does not give
accurate information since not all the people ushegsystem are listed in the permission
management system since it is not used in theimtcpu

Another challenge that comes from the enterprigaraaof the company is that there are
legal units that are inside single country and easily be addressed with the currently used
permission management system, however the busimissare global and the manager of
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such unit can be located in a totally different oy which makes it harder to create a
working management chain inside the system sopaple are not being left without the
tools to request permissions and hardware neede@|so so that there is always someone
who can grant these items to a person who has stmflighem. Because the system is so
comprehensive and the company structure is glalaér than local it has been pointed out
that the system would be most beneficial when impleted to a global use within the
company.

5.2. Performance issues of the current system

Studies showed that there were several issuesthgtiturrent structure and system. This
chapter will provide more detailed information abthe issues within the system. One of
the main issues within the permission managemestesyas it is was renewing the user
rights for some of the permissions such as VPN ection and AD- account. Current
system requires a lot of work to be done by theagan whose employees are in question.
This was a feature which most managers found irable because of the fact that it cuts
the productivity of everyone who is part of the mpyal chain. This issue was partly caused
by the system itself for not having a proper Alegriation and therefore not being able to
automatically renew permits making it easier fornagers. Part of the problem was
however the big number of subcontractors working fhe company because
subcontractor’s contract length is not stated in &idl therefore subcontractor permissions
can only be applied for time period that is sigraftly shorter than company’s own
employees.

Second largest issue that was raised involved Miigthy wait of needed equipment and
the problem was split in two separate issues. |Fitsie problem of gaining access to
personal computer for employer or subcontractor wheupposed to start working on
really tight schedule, within a day or two from thenouncement. This problem is most
clearly visible during peak seasons when lots dfcentractors are employed in bursts.
Even it is possible to install and get computedyei@ one day it is practically impossible
because the people installing the computers alse b¢her tasks assigned to them and
those tasks might be in more vital role for compdhgn an installation of a single
computer. Secondly the problem of getting new pélbne, in this situation you always
need to make a request to permission managemedertgyisut in some offices people also
needed to send one or two e-mails to get the psatasted. This is because IT only installs
the company standard software on the new cell ghdng HR is in charge of the
acquisition of the phones.
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Thirdly the lack of role component was somethinggle were also pointing out saying it
would help their work immensely if there was a [loiisy to create personalized roles for
some key job titles so managers would not neecetoember all the permissions their
subordinates need in order to perform in effecéimd productive manner. There were also
notes that the IT department is taking too longracess the requests for new permissions
and some saying that it might be because of thébadks. The message however was a
clearly stated fact that in order for system to kvproperly it should work smoother and
more effectively.

Some managers noted that it would be easier if tttemselves could add new
subcontractors to the system so they would not haveurden the IT department every
time new subcontractor is hired, however this waelguire administrator privileges to be
given for all the managers through-out the compamng it would cause a large scale IT
security threat that would not be worth the besejained by doing so.

5.3. Working features of the current system

Users seem to think that a system which makes sieedo track what access rights
everyone in the company has is a good thing anefibre even with some major issues
remain to be worked out there was also a lot oftpesfeedback. IAM- structure was
something that shared opinions, some thought ikeejust fine, but for some there was a
clear issue there. Many people implied that thecstire ran a bit too deep and there were
issues with not knowing what some things you caaider were. You could also order
yourself items more than you needed for example ganu order yourself an engineering
software license for all the divisions of the comypaven you only needed one license to
be able to use the software.

Study also showed that the users thought the featuthe system which allowed them to

view their own permissions was good tool for tragkiyour access rights. The same tool
also allowed a person to request for new permisstmfore they were needed in cases
when the person was starting to work on a new projehich contributed to man hours

saved.

5.4. Requested improvements

There was one request that rose over the resttamdsi ability to make your own set of
access right for the request tool. This is becémsenany people there seemed to be issue
of forgetting, the resources they were supposedrder for their employees this would
mainly help in the case of new employment but aisailar set of access rights could be
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used for subcontractors. Creating a set of acaghssris pretty much similar to the role
component that can be implemented to the currestesy however because there are no
role based software and permission lists in usectbating them is also going to be an
improvement compared to the current system. Atstirae time the new roles that will be
created can be used to make company’s accessrgrgmticess more straight forward and
simplified when users are no longer offered therpesions to the systems they are not
going to need.

Managers also demanded an ability to add a sulzmzotr to the system without IT
department’s involvement this way making it easiad faster process. Even this option
was considered during the process it was made taathe security policy company has
implemented would not allow regular users or evamagers to add new users to the
system because of the integration to the metatdimgthat holds all the user accounts of
the company and if everyone would have rights &at new users to the company it
would end up corrupting the security of the us@oaats within the company.
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6. NEW PERMISSION MANAGEMENT STRUCTURE

Permission management structure developed in thesid is based on needs of the
company, but also on needs of the users. The aoynpad learned that the previous

permission management structure was too uncleasame employees found it so hard to
use they simply went and worked around it by askimg permissions required straight

from the IT-helpdesk. These actions put a straifiTotlepartment and because of this extra
work people in the IT department were not ableulty ffocus the jobs they were hired for.

In order to solve this problem, the employees wasked how the new permission

management structure could be better and what woegd to be done to make the system
more user-friendly. Also literary studies and thedy conducted by Propentus Oy were
part of the material used in creation of new pesinis management structure.

6.1. Designing the structure

While designing the new permission management tstreiét is very important to make it
adaptable to change. This is among the most immpofiatures, mainly because the
software used is bound to change every now andnageid if the structure cannot
withstand the change the structure will become suethand thereafter become useless.
Adaptability is also a great asset when pitchirgpghoduct for enterprise wide use, because
not all the software and hardware used within theemprise are the same. The new
structure should also be as simple as possibleoutitBacrificing any of the must have
information required in order to provide the em@ey the permissions suited for their
specific needs. The simplicity is of a great impade because if the structure has too many
levels or it is otherwise too complex there willd@roblem with users making the requests
for new permissions. Since the whole system is tsguovide a service that would make
users life easier and that would save time whil&intarequests for new permissions it is
very important that the users feel this is whatdb#ware is doing for them.

Also one of the key features for the new permissiomnagement structure is that it
combines all the permissions available for the ewyge, this is an upgrade from the
previous structure that was a bit light with thé&ware listing available in the company and
bit too generous with other permissions persondcaoafuest. In the new structure this
problem is being taken care of with the role attigbthat is an optional extra for the basic
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system, but since there is a clear need for sushilpitity it will be added to the system and
tested as part of the new permission managemardtste. The role functionality allows
the creation of roles with certain permissions pohrio them so that when new user is
created it will automatically get the permissioaquired by the person with their job title.

The new structure has been designed to use thé&ngxisformation about the user’s

location and division allowing the reduction of ustture levels that were used in the
previous version. The user’s division and locatioformation was imported from HR

database that allowed some drastic simplificaticompared to the previous identity
management structure.

6.1.1. Service catalog

The study used the existing service catalog ofctirapany to ensure that all the required
permissions would be included in the new permissitanagement structure. However

some of the services were not included in the previstructure and the extra value of

adding those into the new structure could be qoestl, it was clear that the new structure
should be connected to the service catalog to rttakenanagement of the new structure
easier. Also it is easier to keep a track on thepfeeresponsible for the specific software

since the service catalog has information thatageperson is responsible for the certain
service. When person responsible gets an appregalest for permission regarding this

service; If person is actually responsible he afiprove the request as intended but if they
are not then they will contact the IT departmerd ask what is going on and then the IT

department tracks down the person who really ipaesible for the service and update

their files.

6.1.2. Organization structure

Organization structure is one of the major factorspermission management and the
requirements it sets for the system are challenghugomating an organization structure
into the system requires integrating the permissiamagement with a HR database, which
will lead to challenges regarding the informati@twity. Also the validity of the data if
imported from other databases than the HR datatiadd be questioned. So the question
with the organization structure is not as simpleme could assume.

Importing the organization structure informatioorfr the external database is one of the
biggest advances the new system will provide aatlatvs the reduction of unwanted extra
levels from the permission management structureuilltalso ensure that the employees
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requesting for permissions are asking them fromght rsource and not selecting the

organization unit they think is correct. Currensteyn has allowed some people to ask
permission for a single software from several doris or locations which leads to situation

that the system has a person running three licemse he is actually using just one and
because the system says the person has threeekcafisthe organizations the person
requested the licenses for are being billed forsihgle license. Another advantage of the
imported information is the fact that the permissimanagement structure will stay

anonymous for the users and this way they do redttfee people in different locations are

unequal compared to each other.

6.1.3. Processes to consider

The fact that there are three processes that arevea remotely alike makes designing the
new permission management structure a nightmare/eMer designing one structure with
all the required components and making three sudtsires from that one is a whole lot
simpler. The following paragraphs will provide agte to these processes and an idea how
they can be united as one without sacrifices.

The sales process is high mobility profile withagiically no need for adjusting the
previously created documents. The most importaatiufe of the sales process is to make
sure that the salesperson has all the requiredsfitees in their disposal and that the
connection between their laptop and the companyeseris available. Because the sales
process is the most important one for the compaswsival because that is the one which
defines the revenue of the company it is mandattoay all the parts of this function are
working perfectly. To assist this all the computars installed with required viewing and
documentation software so that it is possible ® arsy workstation within the company to
make a sales call. On top of this salespersomisinedd to have a VPN connection so they
can access the files on company servers, but $his ho way connected to the single
workstation so as long as the user is granted a ¥€ddss he/she can use any workstation
from the company to download the VPN client ove thternet. On top of that the VPN
connection can be made via several different stest is highly unlikely for all these
options to be unavailable at the same time.

Second process is the execution which is the adesigning and producing the designs.
This process also requires some level of mobility ftas more advanced software needs
than the sales process. People working on execptioress often have their designs and
documents stored on their own personal hard drivevell as the company server so the
access to data is not the biggest concern here.etawexecution process uses several
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programs that require user licenses to be borroined the company’s license pool. So
before the user takes off to the client meetingpahe production site they are required to
export a license to their laptop so they will béealo use the applications required for the
process. Of course it is possible for people waykim execution process to connect to
company network via VPN and be able to use allsthitware as they were at the home
office, but the problem is normally more directglated to the lack of a basic internet
access at the production sites.

Last but not least are the support functions. Tinpleyees working on support processes
are less mobile or even when not at their normakplace they are still generally using
company’s own facilities somewhere and therefoneehen access to the internal network
of the company. Support processes often use maplcatpons not installed on any
computers of the sales or execution processes|@eapking for support processes also
often have a high amount of network file sharey e allowed to access because of data
restore and maintenance functions that are paverfyday work in this process.

The differences between these three processes nmoglseem like much, but in a fact they
are so different that if one structure was produtedccommodate all three processes it
would defy the whole purpose of this project of magkthe permission management
structure simpler. Therefore the idea of makingna structure to accommodate all the
permissions available for users from which the auiiator can pick the required
permissions and make a substructure for a spegificess sounds like a valid way of
creating a new permission management structures.

6.2. Creating the new structure

During the design phase of the project it had bexachear that there was no need to start
from the scratch with the new structure. The idééctvthe previous structure held in terms
of the dividing permissions into four distinct aseaf network connections/ resources,
hardware upgrades, office equipment and software stifl valid. There was one major
change however that was executed when new struetasecreated, the permission for file
share was brought on to same level with the prelyomentioned four categories instead
of it being buried under the network connectiomssburces. This change was powered by
the understanding that the most commonly requesé&zthission of all was in fact the
access to different file shares. The understandiescribed here is a combination of
statements gathered from the IT workers in the @mpand the fact that most of the
requests regarding new permissions were file sheleded. The reason why file share
related permission requests were most common aregasily be explained with project
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nature of the business. Each project has a cogpgmno are handling the everyday stuff
regarding the project, but even with the wide avéaxpertise these people possess an
outside expert is often needed and this can bersopdrom different project, someone
familiar with the culture of a specific region arrseone with the knowledge of something
closely related to the project. In terms of effimg most of the employees within the
company are working with several projects at theetand new projects are being launched
if not daily but weekly basis and therefore the sthoflow of permission management
regarding the file shares is a matter of outmogiortance. During the tough economic
times it is normally a buyers-market and the schedor a project can be significantly
shorter than normally for this reason the permissn@nagement process for the file shares
can easily make a difference between a success@jgb and losing the deal to a
competitor. Pictured below is the first level ofetmew structure with file share tab
alongside with others.

Rool |
Management | |

Hardware upgrades (computers, phones,
monitors, memory and laptop batteris)

Office equipment(kulkuoikeudet, luottokortti jne}}—

Network connections/ resources(VPN, Lync ) |—

[Eile shares |-

‘Soﬂware |—

Figure 6-1. First level of new permission managersémncture

While designing the new structure the removal afiegessary levels from the permission
management structure was one of the key solutloatsviere raised, the need to cut out the
excess levels was based on the fact that the p®\structure was too unclear to use
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because of the excess depth in its structure. Becthe evolution in software used for
managing permissions it has become possible tonmaiically fetch some of the
information that was previously inserted manuallfhese information objects include
division the person is working for and the locatadrthe person. The following picture will
show the permission management structure beforaf@dthe aforementioned changes.

Rooli |
Management | Piykakunta

Helsin
Hollola
Kotka
Lappenranta
Savonlinna
Tampere
Varkaus

Ivisioona
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PKP

N

Hardware upgrades (computers, phones,
monitors, memory and laptop batteris)

\Ofﬂce equipment(kulkuoikeudet, luottokortti Jne}l—

|Network connections! resources(VPN, Lync ) }—

[File shares -

|Soﬁware '—

Figure 6-2. The structure before and after the sxtevels

Another requirement set for the new structure dythre design phase was the fact that it
should provide the user a comprehensive list ofdbiware available for all the users

because needs of a different divisions can chasgeoan as they realize there is some
useful new software that the guys on some othasidiv are using. Because of the fact that
programs used can be useful for more than oneitinscit was decided that the software
listing should include all the software that is disgithin the company. Also having a

complete list of software under the software tabthef structure eliminates the unclear
situations where people did not really know wha ttame of the software they wanted
was, but instead they wrote description what thegmam they want should do to the info

field of the permission request.

The bigger changes described above among with somadler changes made on the
permission level have made the permission manadgestreicture what it is today clearer,
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simpler and more efficient. Also to be considerethe fact that it was possible to reuse the
old permission management structure and this waydgteat deal of extra work was
avoided, which is always ideal when working on potg that in general do not require a
whole new base to build the system on.

6.3. Implementation

Implementing the new permission management streidtur the client company has been
designed to be a four step project. In first pltasenew structure was evaluated by the user
study group on paper to see how they felt aboun#we structure compared to previously
used structure. After this evaluation cycle was pgleted the new structure was
implemented on test server and rolled out for the of the test groups. After the roll out
there was a test phase of two months culminatinguteey regarding the new permission
management structure. These phases will be opgnadit more in following chapters.

The first round of evaluation was done without atual user interface that would allow the
test group to see how the final product would figrcin production use. However it was
clear that the new structure had lost many unnacgdsvels of depth making it much
lighter and easier to use. The test group’s finglimgthis evaluation phase show that the
reduction of depth in permission management stracttould make the structure easier to
use and more simple to the everyday user of théemsyswere consistent with the
information received from data analyzed in therditg study phase of this thesis. However
there were some concerns regarding the structunestibnality in case the person is
working for several divisions, and the person haseed for different division specified
software which are not available for his role. Hoerethis issue was already taken into
consideration with a selection that makes the wpelenission list available for whomever
it may need.

The second round of evaluation was more thorough the first, but the fact that most

users in the test group had used the program @&nplrévious structure it was pretty straight
forward and there was not that many questions deygithe structure and the new features
that were added to the system, because these Wwesslya addressed in first phase of
evaluation. The majority of the comments receivednd) second round of evaluation was
positive and made it clear that the study had sdme in its goals. Especially the new role
based permission requests gathered great deakiivedeedback.

At last the new permission management structurerelessed for company wide use, but
to avoid the issues the previous launch had thepaognhad decided to make a document
explaining how the permission management systemildhoe used. The documentation
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also explains the main features that have beendatddthe system since the initial launch

of the product. Releasing the how to document Withrelease of new structure makes the
full use of the program as easy as possible evethéousers who have not worked with the

system before. In addition the company held dematishs regarding the new permission

management system to ensure that the transitiomeket old and new was as painless as
possible but also to provide a possibility for eaygles to make questions for development
team regarding the system.

As every major roll out should be followed with lgating of feedback to ensure that the
future roll outs will go as smoothly as the preane or even better if possible. Therefore
the fourth phase of the implementation was thermatefeedback form that was be sent to
everyone in the company. This way everyone was gilskeanonymous feedback regarding
the problems with the new system and/or the impteat®n process. It is well known fact
that the people are not too keen on filling outsjwanaires so an incentive price was
introduced here to get the maximum number of arswegarding the new structure. The
feedback received was mostly positive and thereewest many requests for change
regarding the new structure.

6.4. Management

As it often is the work does not end even if thevrsystem would be up and running,
however the type of work needed to maintain théesydunctional is totally different when
compared to the previous steps of the project. iiugathe new structure is also a matter
of great importance so the structure won't get speainand thereafter become useless. The
managing that the structure stays up to date ig legr effort maintenance work, but same
as with the machines if they are not tuned evergftan they will break. The key elements
in the management phase of the project are making that the connections between
different servers and the permission managemene¢ragsare updated if there are changes
in the server names, IP addresses or in locatiaataf stores. Another important task in the
management phase of the project is the modificaifdhe permission list so it is up to date
with the latest permissions employees can requestc@ess to, but also so that the
permissions that are no longer used in the compamyleleted from the structure and this
way keeping the structure from swamping.
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7. SUMMARY

Wasted time bringing the biggest costs to the congsathese days, has made it a constant
battle to automate processes and making thingsleimpa process that employs directly
and indirectly around 20 people could be automabedsavings over a year are easily
counted in hundreds of thousands and in some igiigaeven in millions. Because of the
current economy everyone is working to cut costs mormally the support functions that
affect the whole chain of production but bring mwyenue are first ones to be audited in
order to find more effective and less time consgmrocedures.

Creating a new permission management structurthéclient company was a challenging
task which still has some issues that remain tedieed. This being said the study has
provided a deeper insight to the issues of theegysind raised valid measures to overcome
these issues and to make the system functionalddition the study yielded a base for the
new permission management structure that was ingslead as functioning replacement
for the previous structure without significant effor work. The study has also produced
some ideas to be passed on to the human resoyadrdent regarding the titles people are
given in the organization. The value of this stadso presents itself with profiles that were
made for every title used in the client companyhvgibmplete works of what software and
hardware people are using. This allowed creationitf based roles that consist of a
software, hardware and permissions tailored fopeciéic title, which in its own right
makes it possible for new employees to gain actessverything they need simply by
requesting a single role for them instead of sdvedividual permissions.

7.1. Further Development

The client company should seriously consider théh&r development of its permission
management because the possibilities to save cogmpaaurces with this type of systems
are significant and can easily be quantified byeslawan hours and/or license costs. By the
end of this study the company now has a functipeamission management structure that
can easily be used to make requests for neededgserns. The new structure is also more
intelligent compared to its predecessor and offeramployee those permissions specified
for his title and/or division/location. However tbempany should invest into role module
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available for the system because this would allbes R to create user with a certain
profile and while the person is created to HR dasabthe user would immediately be
granted with permissions required for his/hersgebcription within the company.

When the previously introduced development ideage Haeen executed it would most
likely benefit the company a great deal to make #lyistem an enterprise wide standard for
permission management. The benefits of having prnser wide permission management
system are largely the same as having a companyyeigeission management system, but
in much larger scale. Also there would be sometemidil benefits that would include ease
of sharing the resources across the company bofdevgadays the company uses separate
software for sending large files over the interiet, because all the company networks are
entwined and have an access to one and other thitdvalso be more secure option, if
controlled properly. This would also bring savingsform of reduction of overlapping
software as the previously introduced example shows

Having an enterprise wide permission managemetgsyaould also enhance the mobility
of the labor and hopefully help with standardizatimf other enterprise wide systems as
well. Even there are some enterprise wide standaotlall the systems are the same which
can cause issues with people traveling to othentc®s even in internal business matters.

7.2. Integrating software to access management syst em

The permission management software used by the aoynpffers an application interface
which allows software from different vendors toibtegrated as a part of the system. This
interface is mainly focused in providing the cortigt between two separate programs and
allowing them to communicate with each other. Hosrethe permission management
software only offers a limited number of plug anthyptype of connectivity other
integrations has to be bought from the softwaredweror programmed by the company
itself.

At the time of the project the client company’s yontegration to identity management
system is the HR master database and e-mail sySikare are some serious plans for
running a separate integration project that woekllt in all the main systems within the
company to be integrated into the identity managensgstem, however the project of
redesigning the identity management structuresisparated from the integration project so
it remains to be seen what will happen and if tkieeio project is actually going to go
forward. As this project has concluded IAM will part of the information security in the
client organization and pretty much all companieslawide right now and well off to the
distant future. The impact that an function IAMg@n has in terms of security and cost
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saving determines that it is something every laggterprise will have to address, if not
now then in a very near future.
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